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01 using System; @

02 using System.Threading.Tasks; M I C ro S Oft

03 using Microsoft.Azure.Cosmos;

04 using Microsoft.Extensions.Confiquration;

05 using Newtonsoft.Json;

06 namespace SalesOrders

07 {

08 public class 2al

0%

10

11

12 internal class Mana

13 {

14 private static async Task GenerateSalesOrders()

15 {

1g IConfigurationRoot configuration = naw figu ionBullder{).AddTsonPile ("appSettings.json”) .Build();
17 string endpoint = :anf;gurut;nn[“End?alntﬂzl"],

is atring authKey = configquration([“AuthorizationRey™];

19 using CosmoaClient client = new CosmosClient(endpoint, authKey);

20 Catabase database = null;

21 using (await client.GetDatabase (“"SalessOrders") .DeleteStreamAsync()) { }

22 database = awalit client.CreateDatabassIfNotExistsAsync("SalesOrders”);

23 Container containerl = await database.CreateContainerAsync({id: "Containerl”, partitionKeyPath: “/AccountNumber”);
24 container?2 = await database.CreateContainerAsync({id: “Container2”, partitionReyPath: "/AccountNumber”);
25 SalesOrder saleasOrderl = new /S88lezgefier () { AccountNumbaxr = “1234586" };

26 await containerl.Createltemfaync(salesOrderl, new Fartitionfey(salesOrderl.AccountNumber));
27 SalesCrder salesOrder2 = pew BalesOrder () { AccountNumbar = “&654321% };:

28 await containerl.Createltemhsync(salesOrder2, new Fartitionfey(salesaOrder2.AccountNumber));
29 SalesCrder salesOrderd = new SaleaOrder() { AccountHumber = “10587&" };

30 await container?.Createltemfsync(salesOrder3, new Fa ionfey (salesOrder3. AccountNumber) ) ;
31 = await database.CreateUserAsync (“Userl”);

32 Jaer userl = database,.GatUser (“Userl”);

a3 =

34

as

await userl.ReadAsync();
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Statem. Microsoft Yes No

A database named SalesOrders is created Th@ﬁ asewill O O
include two containers.

e®
Container1 will contain two :tegx\\\k 0 O
Container2 will cnntam%g item. 0 O
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- _ Statements
Microsortt

A database named SalesOrders is created: The database will '_ ¥
include two containers.

Container1 will contain two items.

Container2 will contain one item.

Explanation
Graphical user interface, text, application Description automatically generated

Statements Yes

A database named SalesOrders is created_The database will O
include two containers.

Container1 will contain two items: o)

Container2 will contain one item.

Icrosoft

o

Box 1: Yes

The createDatabaselfNotExistsAsync method checks if a database exists, and if it doesn't, create it.

The Database.CreateContainerAsync method creates a container as an asynchronous operation in the Azure Cosmos service.
Box 2: Yes

The CosmosContainer.CreateltemAsync method creates an item as an asynchronous operation in the Azure Cosmos service.
Box 3: Yes

Reference:

https://docs.microsoft.com/en-us/dotnet/api/microsoft.azure.cosmos.cosmosclient.createdatabaseifnotexistsasync
https://docs.microsoft.com/en-us/dotnet/api/microsoft.azure.cosmos.database.createcontainerasync
https://docs.microsoft.com/en-us/dotnet/api/azure.cosmos.cosmoscontainer.createitemasync
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Application State Restorability

Data blob v
Can be restored
Cannot befestored

Snapshot 1 '

Can be restored r
Cannot beresforéd o™

Snapshot 2 B4

Can be restored
Cannnt he rectared

EfiZ:

Application State Restorability

Data blob v
Can be restored |

(e

Cannot be restored

Snapshot 1, v
Can be restored

I Cannot be restored

Microgakt

1
I

Snapshot 2 v
{Can be restored !

Cannot be restored

Explanation



Application State Restorability

Data blob v
Can be restored
Cannot be restared

Snapshoti1 f | \ 4
Can be resiored
Cannot be restored

Snapshot 2 v
Can be restored

Cannot be restored

Box 1: Can be restored

When enabled, soft delete enables you to save and recover your data when blobs or blob snapshots are deleted.
This protection extends to blob data that is erased as the result of an overwrite.

Box 2: Cannot be restored

It has been deleted.

Box 3: Can be restored

It has not been deleted.

References:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-soft-delete
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A. -PermissionsToKeysD ek S 1t ES 1t

B. -PermissionsToCertificatesD ek BBt E51k

C. -PermissionsToCertificates wrapkey_, unwrapkey get

D. -PermissionsToKeys wrapkey_ unwrapkey_ get

Eff:B(QA Y FEHRKT D)

Explanation

Scenario: All certificates and secrets used to secure data must be stored in Azure Key Vault.

You must adhere to the principle of least privilege and provide privileges which are essential to perform the intended function.

The Set-AzureRmKeyValutAccessPolicy parameter -PermissionsToKeys specifies an array of key operation permissions to grant to a user or service principal. The acceptable values for this
parameter: decrypt, encrypt, unwrapKey, wrapKey, verify, sign, get, list, update, create, import, delete, backup, restore, recover, purge Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurermkeyvaultaccesspolicy
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Case study
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This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you
begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem statements. When you are ready to answer a question, click the LabelMaker app Coho Winery
produces, bottles, and distributes a variety of wines globally. You are a developer implementing highly scalable and resilient applications to support online order processing by using Azure
solutions.

Coho Winery has a LabelMaker application that prints labels for wine bottles. The application sends data to several printers. The application consists of five modules that run independently on
virtual machines (VMs).

Coho Winery plans to move the application to Azure and continue to support label creation.

External partners send data to the LabelMaker application to include artwork and text for custom label designs.

Requirements. Data

You identify the following requirements for data management and manipulation:

* Order data is stored as nonrelational JSON and must be queried using SQL.

* Changes to the Order data must reflect immediately across all partitions. All reads to the Order data must fetch the most recent writes.

Requirements. Security

You have the following security requirements:

* Users of Coho Winery applications must be able to provide access to documents, resources, and applications to external partners.

* External partners must use their own credentials and authenticate with their organization's identity management solution.

* External partner logins must be audited monthly for application use by a user account administrator to maintain company compliance.

* Storage of e-commerce application settings must be maintained in Azure Key Vault.

* E-commerce application sign-ins must be secured by using Azure App Service authentication and Azure Active Directory (AAD).

* Conditional access policies must be applied at the application level to protect company content.

* The LabelMaker application must be secured by using an AAD account that has full access to all namespaces of the Azure Kubernetes Service (AKS) cluster.

Requirements. LabelMaker app

Azure Monitor Container Health must be used to monitor the performance of workloads that are deployed to Kubernetes environments and hosted on Azure Kubernetes Service (AKS).
You must use Azure Container Registry to publish images that support the AKS deployment.

Architecture
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Partner API App

AKS Cluster
Logic App (LabelMaker Application)

(Order Workflow) I
Issues

Calls to the Printer APl App fail periodically due to printer communication timeouts.

Printer communication timeouts occur after 10 seconds. The label printer must only receive up to 5 attempts within one minute.
The order workflow fails to run upon initial deployment to Azure.

Order.json

Relevant portions of the app files are shown below. Line numbers are included for reference only.

This JSON file contains a representation of the data for an order that includes a single item.

Order.json




o1 {

“id? : 1,
“customers” : [
{

“familyName” : “Doe”,
“givenName” : “John”,
“customerid” : 5

¥

I,

“line_items” : |

{
“fulfillable quantity” : 1,
“Ige = B,
“price® : %199.99% ,
“product_id” : 7513594,
“Quantity”: 1,
“requires_shipping” : true ,
“sku” : “SFC-342-N” ,

|| . it 5 M. W
”éighﬂlcchEthf : “Surface Go” ,

“vendor” : “Microsoft” ,
“name” : “Surface Go - 8GB%,
“taxable”y: trge
“tax linpstiie [’
{
“title” : “State Tax” ,
“price® : "3.98" ,
“rate” : 0.06
¥
IF

“total discount” : “5.00” ,
“discount_allocations” : [
{
“amount” : “5.00” ,
“discount_application_index” :
¥
]
¥
I

“address” : {
“state” : “NY” ,
“state”: “Manhattan” ,

. = aE Fr N




42  TCITY” @ “NY~
43 }
44 3
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DY IVOBEMICEAZELEZRIE, TOEBEMICRSAZEITEEFLA, TORBE. CROoDEBEMIELE 2 —ERAICKRTINERA,

AzureV') 12— a v EHELET,

Azure Resource Manager®4EED ) V—RX T IL—T~ADEREBI Y M) T U R EHT20HELNHY FT,

Azure Resource Manager7 7 €A b—49 VMBI HLENHY FTT,

fi#iR 3K Invoke-RestMethoda v > FLw FZEETLT Azure!) V—AIV FRA 2V FOA—AILEBIDIZYUIV IR MEEELET,

V)a—IaVIEBEFERLTOWETIMN?

A. [FLY

B. LMV R

IEfR: (EfEZERTLET)
Explanation

Get an access token using the VM's system-assigned managed identity and use it to call Azure Resource Manager You will need to use PowerShell in this portion.

* In the portal, navigate to Virtual Machines and go to your Windows virtual machine and in the Overview, click Connect.

* Enter in your Username and Password for which you added when you created the Windows VM.

* Now that you have created a Remote Desktop Connection with the virtual machine, open PowerShell in the remote session.

* Using the Invoke-WebRequest cmdlet, make a request to the local managed identity for Azure resources endpoint to get an access token for Azure Resource Manager.
Example:

$response = Invoke-WebRequest -Uri '

http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-01

&resource=https://management.azure.com/' -Method GET -Headers @{Metadata="true"} Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/tutorial-windows-vm
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| Log in to the registry and push image.

; Create an alias of the image with a new build
-number.

Create an alias of the image with the fully @
‘qualified path to the registry. @

' Download the image to your local computer.

' Build a new application image by using
- dockerfilt.

| Log in to the registry and push image.

il

! Create an alias of the lrmg»e with a new build |

| number. I g

e e g S as of the image with the fully
rCreate an alias of the image with the fully | - A path to the registry.
lqualified pathtothe registry. v

} Download the image to y?z

p ' Build a new application image by using
LL_I:_lnckEﬂ' it

Explanation
A picture containing timeline Description automatically generated

Build a new applicdtionimage by using
dockerfilt.

Create an alias of the image with the fully
qualified path to the registry.

Log in to the registry and push image.

EZFEHICHBEL, ELWMEFTRELET,



Step 1: Build a new application image by using dockerfile

Step 2: Create an alias if the image with the fully qualified path to the registry Before you can push the image to a private registry, you've to ensure a proper image name. This can be
achieved using the docker tag command. For demonstration purpose, we'll use Docker's hello world image, rename it and push it to ACR.

# pulls hello-world from the public docker hub

$ docker pull hello-world

# tag the image in order to be able to push it to a private registry

$ docker tag hello-word <REGISTRY_NAME>/hello-world

# push the image

$ docker push <REGISTRY_NAME>/hello-world

Step 3: Log in to the registry and push image

In order to push images to the newly created ACR instance, you need to login to ACR form the Docker CLI.

Once logged in, you can push any existing docker image to your ACR instance.

Scenario:

Coho Winery plans to move the application to Azure and continue to support label creation.

LabelMaker app

Azure Monitor Container Health must be used to monitor the performance of workloads that are deployed to Kubernetes environments and hosted on Azure Kubernetes Service (AKS).
You must use Azure Container Registry to publish images that support the AKS deployment.

Reference:

https://thorsten-hans.com/how-to-use-a-private-azure-container-registry-with-kubernetes-9b86e67b93b6
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-tutorial-quick-task
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Azure Logic App% k1) H—L T _Azure CosmosDBIZHH AT 3 T—4ZNEBLFT,
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Technologies Answer Area
Azure Event Hub Object Technology
Azure Event Grid Event Source
Azure Service Bus .
Event Receiver
Azure Blob _Storage
Event Handler
Azure App Service _J
_ AN ~fracnft
Azure Logic App ‘ j\‘ 1HICT( f’ S 3:_ 1 L
IEfZ:
Technologies Answer Area

e e

| Azure Blnb Storage

o ——

g& C !’ff o ax._” f 'ﬁechnulngy

Event Source

Event Receiver

Event Handler

L — e e T T T . —

| Azure Event Grid I

Explanation

Graphical user interface, application Description automatically generated

Object

Event Source

i.

Tech nology

| ' Azure Event Grid-

. ]
Event Receiver gwre Logic App E

re Service Bus ?_
Event Handler - Af_ﬂ 1IC [.--@5@_-;(—% ;

Box 1: Azure Event Grid

Blob storage events are pushed using Azure Event Grid to subscribers such as Azure Functions, Azure Logic Apps, or even to your own http listener. Event Grid provides reliable event

delivery to your applications through rich retry policies and dead-lettering.

Box 2: Azure Logic App




Event Grid uses event subscriptions to route event messages to subscribers. This image illustrates the relationship between event publishers, event subscriptions, and event handlers.
Diagram Description automatically generated

Topics Event Subscriptions

Blob St
i Azure Functions <’>
[ﬁ] Resource Groups
Logic Apps {‘3}}

o oY

VIIGLEAS

WebHooks (};_\.D

ﬁ' Azure Subscriptions

|
Event Publishers Event Handlers

Box 3: Azure Service Bus
The Event Grid service doesn't store events. Instead, events are stored in the Event Handlers, including ServiceBus, EventHubs, Storage Queue, WebHook endpoint, or many other
supported Azure Services.

Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-event-overview
https://docs.microsoft.com/en-us/java/api/overview/azure/messaging-eventgrid-readme
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B. LMV R
Ef:B(aAVFERKT D)
Explanation

Instead create an AKS cluster that supports network policy. Create and apply a network to allow traffic only from within a defined namespace References:
https://docs.microsoft.com/en-us/azure/aks/use-network-policies
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£+ Yes No
You can resolve the issue by recrealing Lhe search index with the same settings for
all fields except kemDescription. Select the SEARCHABLE option for this field O O
You can resolve the issue by selecting the index, editing the temDescription field, e e
and selecting the SEARCHABLE option for the field.
You can resolve the issue by running the indexer. 0 @]
You can resolve the issue by changing the query string in Search explorer to o 0

bag of toretum the correct resuits
1E fi#:
Yes

You can resolve the issue by recreating the search index with the sami seftings for — =
all fields except lernDescription. Select the SEARCHABLE option for this field LD |

You can resolve the issue by selecting the index, editirg the temDescription field, o
and selecting the SEARCHAELE option far.the feld.

: : ' Fy
You can resolve the issue by running the indexer. i (o F

You can resolve the issue by changing the query string in Searchyexplorer to
bag of to return the correct results | {

Explanation

Yes

You can resolve the issue by recreating the search index with the same settings for
all fields except temDescription. Select the SEARCHABLE option for this field

You can resolve the issue by selecting the index, editing the temDescription field,
and selecting the SEARCHABLE option far the field

You can resolve the issue by runming the indexer.

You can resolve the issue by changing the guery string in Search explorer to
bag of to return the correct results

Box 1: Yes
The ItemDescription field in not searchable.



Box 2: No

The ItemDescription field in not searchable, but we would need to recreate the index.

Box 3: Yes

An indexer in Azure Search is a crawler that extracts searchable data and metadata from an external Azure data source and populates an index based on field-to-field mappings between the
index and your data source.

This approach is sometimes referred to as a 'pull model' because the service pulls data in without you having to write any code that adds data to an index.

Box 4: No

References:

https://docs.microsoft.com/en-us/azure/search/search-what-is-an-index

https://docs.microsoft.com/en-us/azure/search/search-indexer-overview

Eﬁ:ﬁ: 9
Azure EventGridM 5 DT R TDA v E—UNUEBINEZ EZHRTIDLENHY T,
AEFSRETIMN?

A. Azure Event Grid topic

B. Azure Service Bus topic

C. Azure Service Bus queue

D. Azure Storage queue

E. Azure Logic App custom connector

Ef#: (EfEZRTLET)

Explanation

As a solution architect/developer, you should consider using Service Bus queues when:

* Your solution needs to receive messages without having to poll the queue. With Service Bus, you can achieve it by using a long-polling receive operation using the TCP-based protocols that
Service Bus supports.

Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-azure-and-service-bus-queues-compa
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A AzureR—B LEFERALTRYRAAS VT VT ERELET,

B. Applicationinsightsf > X2 > ZD1BH=YDLEREZHRELET,

C.AzurefR—Z LEFERALTHEEY VTV ITEEELET,

D. Application InsightsSDKZER L TEY > T VT E#EELEFT,

E. Application InsightsSDKZ{ER L TR YAH YT VT EEELFT,

IEfE: (EfEZRRLET)

Explanation

Sampling is an effective way to reduce charges and stay within your monthly quota.

You can set sampling manually, either in the portal on the Usage and estimated costs page; or in the ASP.NET SDK in the .config file; or in the Java SDK in the ApplicationInsights.xml file, to

also reduce the network traffic.
Adaptive sampling is the default for the ASP.NET SDK. Adaptive sampling automatically adjusts to the volume of telemetry that your app sends. It operates automatically in the SDK in your


https://www.jpnshiken.com/q/36411-2940296/
https://www.jpnshiken.com/q/36411-2940297/

web app so that telemetry traffic on the network is reduced.
References:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/sampling
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Explanation

To configure Manifest to include Group Claims in Auth Token

* Go to Azure Active Directory to configure the Manifest. Click on Azure Active Directory, and go to App registrations to find your application:

* Click on your application (or search for it if you have a lot of apps) and edit the Manifest by clicking on it.

* Locate the "groupMembershipClaims" setting. Set its value to either "SecurityGroup" or "All". To help you decide which:

* "SecurityGroup" - groups claim will contain the identifiers of all security groups of which the user is a member.

*"All" - groups claim will contain the identifiers of all security groups and all distribution lists of which the user is a member Now your application will include group claims in your manifest and
you can use this fact in your code.

Reference:

https://blogs.msdn.microsoft.com/waws/2017/03/13/azure-app-service-authentication-aad-groups/
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Cnde segments

= Viicrosoft

:EFI{ .
@event[ "data" ][ " | code segment " ].ToString{) == " | code segment |

=l status
: &&

l eventType

. @event[ "data"™ ][ " code SEgT'I"IEJ"II i " 1.ToString() == "Microsoft.Web/sites/write"”
ESucceeded ) L8 N e

operationName

resourceProvider

IF fi:

Code segments Answer Area \Q

Py——— 1

fope 1| ue M |crm

Etgt;'_s_ '_"_"-'-'.q Bevent[ "data" ][ " ,status p 3‘1 Py ‘ J-ToString() == " ISutceeded
_______ - &8 '«'.' Y
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'nperationmame I
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Explanation

if {
@event[ "data" ][ " |status " ].ToString() == " |Succeeded
&&

@event[ "data™ ][ " operationNamE' " 1.ToString() == "Microsoft.Web/sites/write”

L IWT
m— Microsoft

Scenario, Log policy: All Azure App Service Web Apps must write logs to Azure Blob storage.

Box 1: Status

Box 2: Succeeded

Box 3: operationName

Microsoft.Web/sites/write is resource provider operation. It creates a new Web App or updates an existing one.

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations

Topic 5, Litware Inc

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and

sections on this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that



provide more information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you
begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem statements. When you are ready to answer a question, click the Background You are a
developer for Litware Inc., a SaaS company that provides a solution for managing employee expenses. The solution consists of an ASP.NET Core Web API project that is deployed as an
Azure Web App.

Overall architecture

Employees upload receipts for the system to process. When processing is complete, the employee receives a summary report email that details the processing results. Employees then use a
web application to manage their receipts and perform any additional tasks needed for reimbursement.

Receipt processing

Employees may upload receipts in two ways:

* Uploading using an Azure Files mounted folder

* Uploading using the web application

Data Storage

Receipt and employee information is stored in an Azure SQL database.

Documentation

Employees are provided with a getting started document when they first use the solution. The documentation includes details on supported operating systems for Azure File upload, and
instructions on how to configure the mounted folder.

Solution details

Users table
Column Description
Userid unique identifier for and eMployee
ExpenseAccount employees expense aécount number in the format 1234-123-1234
AllowedAmount limit of allowed expétises before approval is needed
Supervisorid unique identifier for employee’s supervisor
SecurityPin value usedtovalidate user identity

Web Application

You enable MSI for the Web App and configure the Web App to use the security principal name WebAppldentity.

Processing

Processing is performed by an Azure Function that uses version 2 of the Azure Function runtime. Once processing is completed, results are stored in Azure Blob Storage and an Azure SQL
database. Then, an email summary is sent to the user with a link to the processing report. The link to the report must remain valid if the email is forwarded to another user.
Logging

Azure Application Insights is used for telemetry and logging in both the processor and the web application.

The processor also has TraceWriter logging enabled. Application Insights must always contain all log messages.

Requirements

Receipt processing

Concurrent processing of a receipt must be prevented.

Disaster recovery
Regional outage must not impact application availability. All DR operations must not be dependent on application running and must ensure that data in the DR region is up to date.

Security



* User's SecurityPin must be stored in such a way that access to the database does not allow the viewing of SecurityPins. The web application is the only system that should have access to
SecurityPins.

* All certificates and secrets used to secure data must be stored in Azure Key Vault.

* You must adhere to the principle of least privilege and provide privileges which are essential to perform the intended function.

* All access to Azure Storage and Azure SQL database must use the application's Managed Service Identity (MSI).

* Receipt data must always be encrypted at rest.

* All data must be protected in transit.

* User's expense account number must be visible only to logged in users. All other views of the expense account number should include only the last segment, with the remaining parts
obscured.

* In the case of a security breach, access to all summary reports must be revoked without impacting other parts of the system.

Issues

Upload format issue

Employees occasionally report an issue with uploading a receipt using the web application. They report that when they upload a receipt using the Azure File Share, the receipt does not
appear in their profile. When this occurs, they delete the file in the file share and use the web application, which returns a 500 Internal Server error page.

Capacity issue

During busy periods, employees report long delays between the time they upload the receipt and when it appears in the web application.

Log capacity issue

Developers report that the number of log messages in the trace output for the processor is too high, resulting in lost log messages.

Application code

E@PeéﬁiDQiQS INBLAY NAWIT T VLTI AN

€02 {

(03 public static class Function

wes {

'ces [FunctionName (" Issuekork™)]

'Co6 public static async Task Run([TimerTrigger("@ */5 * * * *")] TimerInfo timer, ILogger
log)

"7 {

Ces var container = await GetCloudBlobContainer();

'ce9 foreach (var fileltem in await ListFiles())

’C10 {

11 var file = new CloudFile(fileItem.StorageUri.PrimaryUri);

12 var ms = new MemoryStream();

'C13 await file.DownloadToStreamAsync(ms);

"C14 var blob = container.GetBlockBlobReference(fileItem.Uri, ToString());
'C15 await blob.UploadFromStreamAsync(ms);

'Cl6

(17 }

’C18 }

’C19 private static CloudBlockBlob GetDRBlob(Gdsud@loc¥Blob sourceBlob)

’C20 {



’czl - - -
(22 }

’ —
'c23 private static async Task@\nntainer} GetCloudBlobContainer()

24 {

’C25 var cloudBlobCl % CloudBlobClient(new Uri(". . ."), await GetCredentials());
’C26

W27 ent.GetRootContainerReference().CreateIfNotExistsAsync();
28 bClient.GetRootContainerReference();

’C29 }

'C30 private stagic async Task<StorageCredentials> GetCredentials()

’C31 {

32 . u .

’C33 }

34 private static async Task<List<IListFileItem>> ListFiles()

'35 {

36 “ . s

37 }

'C37 private KeyVaultClient _keyVaultClient = new KeyVaultClient(". . .");

<

’C39 }

Database.cs

DE@1 puhj.iass Database

0802 { Microsoft

DB@3 private string ConnectionString =

DE4

DBe5 public async Task<object> LoadUserDetails(string userId)
Dees {

Dee7

DERE return await policy.ExecuteAsync(async () =>

DER9 {

DB1@ using (var connection = new SqlConnectien(ConnectionString))
DB11 { o s ) ',._______,'Z-..___,;_.' p B

0812 -await connection.OpenAsync();

DB13 u*iq: (var-command = new SglCommand(".", connection))
DB14 ;hﬁiﬁg (var reader = command.ExecuteReader())

DB15 {

DB16& -

DB17 }

D818 }

DB1% });

DB2@ }

DB21 }



ReceiptUploader.cs

RUo1 public clasekictipibiEeirOSOTT
RUO2 { —
RU@3  public async Task UploadFile(string file, byte[] binary)

RUGS {
RUGS var httpClient = new HttpClient();
var response = await httpClient.PutAsync(®."onéw ByteArrayContent(binary));

while (ShouldRetry(response))
{

response = await httpClient.PutAsync(™-.", new ByteArrayContent(binary));

}
L

private bool ShouldRetry(HttpResponseMessage response)

Confic%ureSSE.os1

(501 3storageAccount = Get-AzureRmStorageAccount -ResounceGrouphame "
€582 $keyVault = Get-AzureRmKeyVault -VaultName "..'l"q M I C rosoft
€503 $key = Get-AzureKeyVaultKey -VaultName $keyVallt.VaultName -Name "..."
(504 Set-AzureRmKeyVaultAccessPolicy °

€505 -VaultName $keyVault.vaultName °

€506 -ObjectId $storageAccount.Identity.Principalld °

-AccountName "

cse7

Cses

€509 Set-AzureRmStorageAccount ®

€510 -ResourceGroupName SstorageAccount.ResourceGroupName °
€511 -AccountName $storageAccount.StorageAccountName °

€512  -EnableEncryptionService File °
€513  -KeyvaultEncryption °

C514  -KeyName $key.Name

€515 -KeyVersion $key.Version °

€516  -KeyVaultUri SkeyVault.VaultUri
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Explanation
Graphical user interface, text, application, email Description automatically generated
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Explanation

Scenario: You must perform a point-in-time restoration of the retail store location data due to an unexpected and accidental deletion of data.
Before you enable and configure point-in-time restore, enable its prerequisites for the storage account: soft delete, change feed, and blob versioning.
Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/point-in-time-restore-manage
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B. Azure/\w F

C. Azure App Service
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Actions

Create an integration account in the Azure
portal.

Link the custom connector to the Logic App.

Update the Logic App to use the partners,
schemas, certificates, maps, and agreements

Create a custom connector for the Logi

Add partners, schemas, cegi
‘agreements.

Link the Logic App to the integration account.

1Ef&:

Answer Area




Actions Answer Area

' Create an integration account in the Azure E : {Créate an integration.account inthe Azure | |
E-Qg.[-t:a.ll e e , e = == = = === = == I ponai' 4 I
N . i e A N N ey
i L "_If tfe CUStOT Eon_:jf_ctor to_th? Loglc Ap_ p__ ! ' : Link the Logic App to the integration account |

Update the Logic App to use the partners, (K} == - = - = = = === ----- @:

' schemas, certificates, maps, aM_queemgrﬁg___l@ Add partners, schemas, certificates, maps, and ,Ql
R R S ch A o e I | agreements. L
, Create a custom connector for the Logic App. .! o ———— [
| i s e sl e o e B T el
- SRy JE ST AR 0 BT | |
| Add partners, schemas, certificates, maps, and | ! [ Create a custom connector for the Logic App. :
| agreements. L it D A A W Y AT s IS S :
‘ L:nk the Logtc App to the mteﬂon amg f't

Explanation

“Create an integralion d¢toUntinthe
portal.

Link the Logic App to the mte@"n“ccount

Add partners, scgqnﬂ‘certrﬁcates maps, and |

agreemer@

Create a custom connector for the Logic App.

Step 1: Create an integration account in the Azure portal
You can define custom metadata for artifacts in integration accounts and get that metadata during runtime for your logic app to use. For example, you can provide metadata for artifacts, such

as partners, agreements, schemas, and maps - all store metadata using key-value pairs.
Step 2: Link the Logic App to the integration account



A logic app that's linked to the integration account and artifact metadata you want to use.
Step 3: Add partners, schemas, certificates, maps, and agreements

Step 4: Create a custom connector for the Logic App.

References:

https://docs.microsoft.com/bs-latn-ba/azure/logic-apps/logic-apps-enterprise-integration-metadata

B30 7AZ-204J B REE (XIPNTest.comiZfit S AZ-204J5ERIC BT A Z L ITRICII B E T ! JPNTest.comld S ixFTAZ-204J A EREIREE 1244 L £97, JPNTest.com AZ-204J5 5& R RE
EFEL5FHINFL-, ZZCTAZ204JBREEDTA NI VO VEFIZANT T, JRIFIRD 7 7 £ X _ https://www.jpntest.com/shiken/AZ-204J-mondaishu 893f . 3 0% « R A
;. 4Rl ESIa— K: JPNshiken

B 17

C# %{EH L1=ASP.NET CoreAPI7 1) . API7 7) #ER3 % & 21—+ —(LTwitter & Azure Active Directory Azure AD) L TR TEFE T,
APIA Yy REFUHTRIIC, A—— %2R T IHLEADHBYET, A VY FEVHL S EICA—F—2Z207 2B TIVENHY FT,

APIA Yy FEUH LZET SR ELNHY FT,

EDEXFERTIVHENHYETIMN?EETSHICIE EZEETEI LA T a vEBRLET,

L WVLBBIREIZENRFNIRS > FOBEELADY T,

Code segment /alue

Attribute v

Authorize
AllowArnionymous
AutoValidateAntiforgeryToken

Request Header v
X-MS-CLIENT-PRINCIPAL-NAME
Proxy-Authornzation
X-Forwarded-For
X-MS-CLIENT-PRINCIPAL-ID
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Code segment Value

Microsoft

Attribute v
Authorize |
AllawAnonymous
AutoValidateAntiforgeryToken

Request Header

Proxy-Authorization

X-Forwarded-For
X-MS-CLIENT-PRINCIPAL-ID

Explanation

Code segment

Aftribute

Authorize G, |
AllowAnonymous

AutoValidateAntiforgeryToken

Request Header

X-MS-CLIENT-PRINCIPAL-NAME
Proxy-Authorization
X-Forwarded-For
X-MS-CLIENT-PRINCIPAL-ID

+ Explanation:

Box 1: Authorize

Box 2: X-MS-CLIENT-PRINCIPAL-NAME

App Service passes user claims to your application by using special headers. External requests aren't allowed to set these headers, so they are present only if set by App Service. Some
example headers include:

X-MS-CLIENT-PRINCIPAL-NAME

X-MS-CLIENT-PRINCIPAL-ID

Here's the set of headers you get from Easy Auth for a Twitter authenticated user:
{

"cookie": "AppServiceAuthSession=Lx43... xHDTA==",
"x-ms-client-principal-name": "evilSnobu",

"x-ms-client-principal-id": "35....",

"x-ms-client-principal-idp": "twitter",

"x-ms-token-twitter-access-token": "35...Dj",
"x-ms-token-twitter-access-token-secret": "OK3...Jx",

}



References:
https://docs.microsoft.com/en-us/azure/app-service/app-service-authentication-how-to
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Explanation

Specify custom warm-up.

Some apps might require custom warm-up actions before the swap. The applicationlnitialization configuration element in web.config lets you specify custom initialization actions. The swap
operation waits for this custom warm-up to finish before swapping with the target slot. Here's a sample web.config fragment.

<system.webServer>

<applicationlInitialization>

<add initializationPage="/" hostName="[app hostname]" />

<add initializationPage="/Home/About" hostName="[app hostname]" />

</applicationlInitialization>

</system.webServer>

Reference:

https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#troubleshoot-swaps
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Actions Answer Area

Use AZCopy to copy the data to
the new storage account.

Deploy the template to create a new
storage account in the target region.

Export a Resource Manager @

template. @

Create a new template deployment.

_

Modify the template by changing tﬂ -
storage account name and region. M ICIOS Oft

1EfZ:
Actions Answer Area
e
Use AZCopy to copy the data to | Export a Resource Manager l :
the new storage account. | .Ltf“lp’_atf;ww .
P —————— ) "\ I
Deploy the template to create anew | | | Create a new template deployment. |

storage account in the target region. | R BN o b e cs |
@ Mﬂcﬁfﬁ the template by changing the ‘ @
storage account name and region.

— e e e o e e e e S e e e e

. | Deploy the template to create a new
Create a new template deployment. | 1 |storage account in the target region.

|
Use AZCopy to copy the data to |
Modify the template by %ﬁglﬁ}r 4 ﬁl@
storage account name and region. F_ ["o Storage accour. :

Export a Resource Manager
template.

Explanation

©O



=] . L8
Export a Resource Manager
| template.

Create a new template degjﬁem. ‘

¥ - s

Modify the template l5y changing the
storage accuum:@m_e and region.

s . " e

Deploy ;Qﬁiﬁﬁplate to create a new
storage '@ccount in the target region. |

'Use AZCopy to copy the data to
the new storage account.

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-move?tabs=azure-portal#modify-the-te
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Actions Answer Area

|A user requests the image from the CDN URL. The DNS routes
ithe request to the best performing POP location.

Subsequent requests for the file may be directed to the same
POP using the CDN logo image URL. The POP edge server

retuns the files from cache if the TTL has not expired. @ @

If no edge servers in the POP have the image in cachie,
the POP requests the file from the ongin server

Microsoft

The origin server returns the logo image to an edge senver
inthe POP. An edge server in the POP caches the logo image
\and retumns the image to the client.

1E fiz:
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I
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|
l:A user requests the image from the CDN URL. The DNS routes L & Auser [equestg the Image frc.rﬁ th€ {;%‘ﬁ lf]Rf_ The DNS routes
|

'the request to the best performing POP location. | the request to the best performing POP location.
| |

| Subsequent requests for the file may be directed to the same

POP using the CDN logo image URL. The POP edge server SRERRE SGIP T e O avelie mage ncaghe,

the POP requests the file from the origin server. a

|

|
@ The origin server returns the logo image to an edge server vlh
| rinthe POP. An edge server in the POP caches the logo image
;! |and returns the image to the client. !

— o o o e e e s e s o o  m m m s e s

If no edge servers in the POP have the image in cache,
the POP requests the file from the origin server.

E o= o o oom o o oem e omm o mm omm e mm s mm s s s s s o o mm s -

————————————————————— R e e e i s il Ll s e

The origin server returns the logo image to anedge server | | | Subsequent requests for the file may be directed to the same I

inthe POP. An edge server inthe POP caches the logoimage | !  [POP using the CON logo image URL. The POP edge server |

and retuns the image to the client. .~ | | |returns the files from cache if the TTL has not expired. |
Explanation

A user requests the image from the CON URL. The DNS routes|
the request to the best performing POP location.

g pgﬁwﬁn the POP have the image in cache,
ihe POP requests the file from the origin semver.

The origin server retuims the logo image to an edge senver
in the POP. Anedge server in the POP caches the logo image
and returnsthe i rmage to the ::I|em

Subsequent reguests for the file may be directed to the same
POP using the CDN logo image URL. The POP edge semver
|retums the files from cache if the TTL has not expired.

Step 1: A user requests the image..

A user requests a file (also called an asset) by using a URL with a special domain name, such as <endpoint name>.azureedge.net. This name can be an endpoint hosthame or a custom
domain. The DNS routes the request to the best performing POP location, which is usually the POP that is geographically closest to the user.

Step 2: If no edge servers in the POP have the..

If no edge servers in the POP have the file in their cache, the POP requests the file from the origin server. The origin server can be an Azure Web App, Azure Cloud Service, Azure Storage
account, or any publicly accessible web server.

Step 3: The origin server returns the..

The origin server returns the file to an edge server in the POP.

An edge server in the POP caches the file and returns the file to the original requestor (Alice). The file remains cached on the edge server in the POP until the time-to-live (TTL) specified by its
HTTP headers expires. If the origin server didn't specify a TTL, the default TTL is seven days.

Step 4: Subsequent requests for..



Additional users can then request the same file by using the same URL that the original user used, and can also be directed to the same POP.

If the TTL for the file hasn't expired, the POP edge server returns the file directly from the cache. This process results in a faster, more responsive user experience.
References:

https://docs.microsoft.com/en-us/azure/cdn/cdn-overview
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RequestUserApproval Function 7 7U DI S5 —%#BIET 2WENHY F£9,

DIE=IERZET o2 EHN?

A fTRA1I3ZEH LT async ¥F—T— F&EAL HttpRequest # 7P x4V MEZIRLFET,

B. App Service RRT 4 v J TSV EFERTAHESICEBT T EEBBRLET KRR T4 0T TS50 Always On REZHAHICLET,
C. ERR4 O0— KZMEIF %18 Durable Functions ZFEAL T BEAHEXT— FZILICEHLET,

D. hostjson 7O x4 k 774 JL® functionTimeout 7A/NF 4 % 15 DIZEFHLET,

IEfE: (EfEZRRLET)

Explanation

Async operation tracking

The HTTP response mentioned previously is designed to help implement long-running HTTP async APIls with Durable Functions. This pattern is sometimes referred to as the polling consumer
pattern.

Both the client and server implementations of this pattern are built into the Durable Functions HTTP APls.

Function app

You perform local testing for the RequestUserApproval function. The following error message displays:

"Timeout value of 00:10:00 exceeded by function: RequestUserApproval'

The same error message displays when you test the function in an Azure development environment when you run the following Kusto query:
FunctionAppLogs

| where FunctionName = = "RequestUserApproval"

References:

https://docs.microsoft.com/en-us/azure/azure-functions/durable/durable-functions-http-features
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Create storage account

Basics Advanced Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable,
and redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage GenZ, Azure Files, Azure Queues,
and Azure Tables. The cost of your storage account depends on the usage and the options you choose below. Learn
more

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource gro iﬁt’&}ldeﬁ to organize and

manage all your resources. ; r 0 S Of l

* Subscription Visual Studio Enterprise

* Resource group (New) eplcomporatests ‘ lo

Craatu new

INSTANCE DETAILS

The default deployment model is Resuu h ppm-ts the latest Azure features. You may choose to
deploy using the classic deployrne house classic deployment model

* Storage account namE corporatewebsitecontent

* Location US) EastUS

Performance @ (@) Standard () Premium

Account kind @

g‘bomgtﬁ (general purpose v2)
Storage (general purposea v1)
BlobStorage

Replication @

Locally-redundant storage (LRS)

Zone-redundant storage (ZRS)

Geo-redundant storage (GRS)

Read-access geo-redundant starage (RA-GRS)
Gao-zone-redundant storage (GZRS)

Read-access geo-zone-redundant storage (RA-GZRS)

Access tier (default) @ O Cool O Hot

1E fiZ:
Create Stﬂrage account



Basics Advanced Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable,
and redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues,
and Azure Tables. The cost of your storage account depends on the usage and the options you choose below. Learn
more

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

* Subscription Visual Studio Enterprise v

——— * Resource group (New) cplcorporatesite v

Create new

Microsoft

INSTANCE DETAILS

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to
deploy using the classic deployment mode! instéad. Choose classic deployment model

- Storage account name @ corporatewebsitecontent W
* Location (US) East US v |
Performance @ @ Standard Q Premium
Account kind @ | < |
StorageV/2 (general purpose v2) |
Storage (general purpose v1)
BlobStorage
Replication @ | v ';

Locally-redundant storage [LﬁS}
Geo_-raaungant_stﬁaga (GRS},

ead-atcEss gedreduntant storage (RA-GRS)
Geo-zone-redundant storage (GZRS)
Read-access geo-zone-redundant storage (RA-GZRS)




() Cool! () Hot

— - —

Access tier (default) @

Explanation
INSTANCE DETAILS

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to
deploy using the classic deployment model instead. Choose classic deployment model

* Storage account name @ corporatewebsitecontent W
* Location (US) EastUS v
Performance @ i‘ Standard o Prémium
Account kind @ A s
| purpose uG.T}
& jgeneral purpose v1)
ElobSiorage
Replication @ _[ 5 RV

Locally-redundant storage (LRS)

Zone-reédundant storage (ZRS)

Gao-redundant storage (GRS)

Read-access geo-redundant storage (RA-GRS)

¥ Geao-zone-radundant storage (GZRS)

Read-access geo-zone-redundant storage (RA-GZRS)

Access tier (default) @ 6 écLl ' :} Hot™

Account Kind: StorageV2 (general-purpose v2)

Scenario: Azure Storage blob will be used (refer to the exhibit). Data storage costs must be minimized.

General-purpose v2 accounts: Basic storage account type for blobs, files, queues, and tables. Recommended for most scenarios using Azure Storage.
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview

https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers?tabs=azure-portal
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Action Microscsting

Restrict file access

role-based access control{RBAC)
managed identity

shared access sighature (SAS) token
connection string

Enable file auditing

access tier

change feed

blob indexer

storage account type

Action Setting

Restrict file access v

connection string
Enable file auditing Microsoft
access tier

‘change feed |
blob indexer

storage account type

Explanation

Box 1: role-based access control (RBAC)

Azure Storage supports authentication and authorization with Azure AD for the Blob and Queue services via Azure role-based access control (Azure RBAC).
Scenario: File access must restrict access by IP, protocol, and Azure AD rights.

Box 2: change feed

The purpose of the change feed is to provide transaction logs of all the changes that occur to the blobs and the blob metadata in your storage account.

The file updates must be read-only, stored in the order in which they occurred, include only create, update, delete, and copy operations, and be retained for compliance reasons.
Reference:

https://docs.microsoft.com/en-us/azure/cdn/cdn-sas-storage-support
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-change-feed?tabs=azure-portal
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H—EXRELTOY I D7 8aaS) £ ¥ a1 AV FEEY—ERFRBHLET, AIZIEX, LW 2D DAzureWeb7 T THEBESNDEZH—EXNHY ET, T TDHDAzureWeb7 71)
(X, PrimaryASP & L\ 5 & HTMAzure AppService 75 > TERITESNET,

ExcelParser& NS BRTOWeb7 7 ZEAL T HLLWebU—EXZ#BAFE L TWVET, Web7 TV IZIE, MicrosoftExcel 7 7 1 LEF BT 51=DY— K/IN\—FT 4 SA TS UNEENATL



FI = RR—TFT A4 FA4TFVDFAELVATE FA4TFVDAVREVRE1DENT

Y—ERZBRT ORENHYFT,

o=

E1T

TEDHCEMHESNTLEY,

AU TFEEDESICERESEDIRENHYEIHN?EETHICE EAEEETHEYGA T a vERBRLET,

F I OBEREENENIRAS O FOEESAHY FT,
Answer Area
Set-AzAppServicePlan *‘

-ResourceGroupName $rg °
-Name “PrimaryASP” °

NumberOfSites 1

PerSiteScaling $true
TargetWorkerCount = 1
MaxNumberOfWorkers = 1
SiteConfig.NumberOfWorkers (=,.1

Sapp .=, Get=AzWebApp
-ResourceGroupName S$rg °
-Name “ExcelParser”

siplICFOseRt

NumberOfSites 1
PerSiteScaling Strue
TargetWorkerCount = 1
MaxNumberOfWorkers = 1
SiteConfig.NumberOfWorkers

Set-AzWebApp S$Sapp



Answer Area

Set-AzAppServicePlan ‘
-ResourceGroupName $rg °
-Name “PrimaryASP”

NumberOfSites v |

TargetWorkerCount =
MaxNumberOfWorkers =
SiteConfigqg. NumberOfWGrk

$ap3§ ebApp \
ourceGroupName Srg °

=] e “ExcelParser”

—--$app """

NumberOfSites 1
PerSiteScaling $true
TargetWorkerCount = 1
MaxNumberOfWorkers = 1

———————————————————————,

Set-AzWebApp S$Sapp
Explanation
Table Description automatically generated



SE LT ALORNPRSDT L VAL WT LD Lall
-ResourceGroupName $rg ‘
-Name “PrimaryASpP” °

NumberOfSites 1

PerSiteScaling $true
TargetWorkerGount = 1
MaxNumberOfWorkers = 1
SiteConfig.NumberOfWorkers = 1

Sapp = Get-AzWebApp ‘
-ResourceGroupName S$Srg
-Name “ExCelParser”
sapp. |
NumberOfSites 1
PerSiteScaling $true
TargetWorkerCount = 1
MaxNumberOfWorkers = 1
SiteConfiqg.NumberOfWorkers = 1

Reference:
https://docs.microsoft.com/en-us/azure/app-service/manage-scale-per-app
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DELWERRLAHDISENHY TITHA MOEREY FZIXE LWERENGWGENHY £7,

COBERNEMICEAT-%.IZ. ZTOERICRSZLEIETEERA, ZTOHERE, CALCDERIELE 2 —ERIZRRTINFELA,

Margie's Travelld, BB RITE KU FHNEEBY—EXTT BHELRA S VOFHICHRLTVWWEST, V) a—2a IR FENTWWS LR S UIZAzureSearchzRE 4 H I EH
HYUET,

AzureSearchTA VT v I A& LET,

Azure Search .NET SDKZER LT LA bS5 v T—42 %AzureSearchh—E X124 ViR— T 2URENHY FT,

fRIR

1.SearchindexClientA 7oV F &R L TREA VTV I RITERLET,

2, BT EDLEDHD FF1 A bFEELDataContainerzER L £,

3. DataSourceqf Y A2 U XA &#{ER L . ZDContainer 7 O/8F 1 ZDataContainerlZ&RE L £ 3,

4. SearchindexClient®Documents.Suggest* /v K&#FEUH L  DataSource#EL E 9,

Y )a—T a3 VIEEEEFERLTVWETM?

A. [Ty

B. LMVZ

Eff:B(aA U FEREEKT D)


https://www.jpnshiken.com/q/36411-2940312/

Explanation

Use the following method:

1. - Create a SearchindexClient object to connect to the search index

2. - Create an IndexBatch that contains the documents which must be added.

3. - Call the Documents.Index method of the SearchindexClient and pass the IndexBatch.
References:

https://docs.microsoft.com/en-us/azure/search/search-howto-dotnet-sdk
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7,

HEIEMZETIREN? TN ETNDIERET BRERO—HERLTLET,
FEZNTNOE LVERIFIARS > FOMENHY F7,

A.Azure ADT #HILWEHFET IV ERAR) O—%EBLET,

B.Azure ADT 77— 3o 7AX o &EMLET,

C. Azure ADB2CZERY 5 & 3 1cWeb¥ 1 FEHEHLFT,

D. Azure ADDEY{FTET IV ERT R—XSAVRYO—FBEMLET,
E. Azure ADPremium(Z7 v 79 L—KLZET,

IEfE: (Ef2ZRTLEY)

Explanation

References:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted
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RAVAY—ERT7—FTI9Fv&ERAT 5ea7v—RY)a1a—23VERELTVET,

YD) a—2 a3 VDI FEISFELGHAETE IO I3 ot v—DFRBIETHHODEENV I TL—VERFATILENHYFET, A vE—DEFEANEL L FIFO)DIERF TEET S0
ENHYFET,

fAIZESNETIMN?

A Azure R FL—TF a2 —

B. Azure Event Hub

C. Azure Service Bus

D. Azure/ R k51w K

Ef:C(AAV FEHKT D)

Explanation

As a solution architect/developer, you should consider using Service Bus queues when:

* Your solution requires the queue to provide a guaranteed first-in-first-out (FIFO) ordered delivery.

Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-azure-and-service-bus-queues-compa
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TTVIERDBERZEHE L TWRIRENHY EFT,

*HARENRUSIEEZHEA L CH#MERRTELLSICLET,

* Azure BlobStorage7 1 > MZIEEMICEKRLET,

T ERETDILENHYFT,

EDAzureFunction7 7 #EEZFAT ILENHY FITH ?BEZADICIE BUILGEEZELVEHRICRS I LET, BREF 1EERT S BREFERATIZLE FoFEAL
HWIELTEFET AVTUVERTTBICE PEIN—FRAUBEITRS VI T I RIVA—LTERENHIHELHY T,

F L WEREEFAEFNIRS D FOBENHY £9,

Features Answer Area

Custom handler Requirement ; Feature

Extension bundle Enable developers to write the fum:tmns by using Faifire

the Rust Ianguage

Trigger

: Declaratively corpectio an Azure Blob Storage Fealure

Runtime accounges

Policy

Hosting plan | ' _ Hw i Cros @‘fﬁ E
IEf%:
“Tawicy HMIISWETl Areda
pgstgm_hg_ncﬂe;_ i Requirement Feature
:Exfen_ﬁlan Euﬁd@ R 1| Enable developers to write the funclions by using Custom handler
=== | theRustlanguage. @ @{N%° 90z |l========== -
Trigger |
: LT : Declaratively connect to an Azure Blob Storage Trigger

L‘Duﬂl

8" Micros oft
?’Eﬁc_*r _______ |
__________ 2
Husnng plan |
Explanation

Graphical user interface, application Description automatically generated



Requirement Feature

Enable developers to write the functions by usi

9 Custom handler
the Rust language.

Declaratively connect to an Azure Blob Storage

Trigger
account. 99

Box 1: Custom handler

Custom handlers can be used to create functions in any language or runtime by running an HTTP server process, for example Go or Rust.

Box 2: Trigger

Functions are invoked by a trigger and can have exactly one. In addition to invoking the function, certain triggers also serve as bindings. You may also define multiple bindings in addition to
the trigger. Bindings provide a declarative way to connect data to your code.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/create-first-function-vs-code-other

https://docs.microsoft.com/en-us/dotnet/architecture/serverless/azure-functions
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Explanation

These formats are supported in the lists of paths to purge:

* Single path purge: Purge individual assets by specifying the full path of the asset (without the protocol and domain), with the file extension, for example, /pictures/strasbourg.png;

* Wildcard purge: Asterisk (*) may be used as a wildcard. Purge all folders, subfolders, and files under an endpoint with /* in the path or purge all subfolders and files under a specific folder by
specifying the folder followed by /*, for example, /pictures/*.

* Root domain purge: Purge the root of the endpoint with "/" in the path.

Reference:

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-caching
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‘R TR FORELGHTTPIGEZRELET,

BFHMEREFITILENDHY FT,

RRE 7TV r—2a ERIL—T1409 ARRIZE#HIZLET,
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Explanation

Instead deploy and configure Azure Cache for Redis. Update the web applications.

Reference:
https://docs.microsoft.com/en-us/azure/architecture/best-practices/caching#managing-concurrency-in-a-cache
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A. Azure Application GatewayMHTTPE%E T . [Use for App service]ZREx# AL T,
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B. Azure App ServicelRiE ASE) TETT 5L 3I1TWeb7 T EEHLET,
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EfE: (EfEZRRLET)

Explanation

D: The ability to specify a host override is defined in the HTTP settings and can be applied to any back-end pool during rule creation.

The ability to derive the host name from the IP or FQDN of the back-end pool members. HTTP settings also provide an option to dynamically pick the host name from a back-end pool
member's FQDN if configured with the option to derive host name from an individual back-end pool member.

A (not C): SSL termination and end to end SSL with multi-tenant services.

In case of end to end SSL, trusted Azure services such as Azure App service web apps do not require whitelisting the backends in the application gateway. Therefore, there is no need to add
any authentication certificates.


https://www.jpnshiken.com/q/36411-2940319/
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Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-app-overview
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Explanation
Graphical user interface, text, application, chat or text message Description automatically generated
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Settings Answer Area
client_id
| profile .I API Permission Type
'd'élegated ' Azure Storage '
;pplication ] Micr%sgfbﬁra h User.Read
| user_impersonation 7 ICIrOS @{t
IEfZ:
Settings Answer Area

client_id i Mic T@gﬁﬁz

PR ST R | —

| profile : API Permission ~ Type

rdg]ehg;tehdﬁ i Azure Storage |[user_impersonati0n B 4 .::.:Ilé”l.egated 3
= g | i Bl el BT v vl -2t
application Microsoit Graph  User.Read :-_ delegated _.:

| » " |
| user_impersonation |

Explanation

API
Azure Storage

Microsoft Graph ‘g@ﬁ

iIcrosoft delegated

Box 1: user_impersonation
Box 2: delegated

Example:
1. Select the API permissions section



2. Click the Add a permission button and then:

Ensure that the My APIs tab is selected

3. In the list of APls, select the API TodoListService-aspnetcore.

4. In the Delegated permissions section, ensure that the right permissions are checked: user_impersonation.

5. Select the Add permissions button.

Box 3: delegated

Example

1. Select the API permissions section

2. Click the Add a permission button and then,

Ensure that the Microsoft APIs tab is selected

3. In the Commonly used Microsoft APIs section, click on Microsoft Graph

4. In the Delegated permissions section, ensure that the right permissions are checked: User.Read. Use the search box if necessary.
5. Select the Add permissions button

Reference:
https://docs.microsoft.com/en-us/samples/azure-samples/active-directory-dotnet-webapp-webapi-openidconnect-
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Explanation

Instead use Azure Cache for Redis.

Note: Azure Cache for Redis provides a session state provider that you can use to store your session state in-memory with Azure Cache for Redis instead of a SQL Server database. To use
the caching session state provider, first configure your cache, and then configure your ASP.NET application for cache using the Azure Cache for Redis Session State NuGet package.
References:

https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-aspnet-session-state-provider
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A. Applicationinsights 7 5 — k

B. Application InsightsWeb7 X k

C. AzureMonitora %'

D. AzureMonitor® * k1) v %

EfE: (EfEZRRLET)

Reference:
https://azure.microsoft.com/en-us/blog/creating-a-web-test-alert-programmatically-with-application-insights/
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A. jsonp

B. ZRELRLEAE

C.FIvinys—

D. validate-jwt
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Explanation

Add the validate-jwt policy to validate the OAuth token for every incoming request.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-backend-with-aad
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A. AppServiceApplogs

B. AppServiceEnvironmentPlatformLogs

C. AppServiceConsotelogs

D. AppServiceAuditLogs

IEfR: (EffZzRLET)
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“name”: “John",
“eity” & "Seattle”

}
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SELECT*

FROM People p
ORDER BY p.name, p.city DESC
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JSON segments Answer Area

orderBy {
“wautomatic”: true,
i SDrtDrder \‘-ngMQdE" = “CDnsistent;r 2
| - - “WincludedPaths': [
‘ ascending {
|- E “pathﬂ' . “f"* I
| descending | :
iCOMpositeIndexesl 1, “excludedPaths”: []14
| | " ' | . [
[
‘ )

“path”: “/name”, “order”: “descending”

i

“pathn: “j"city", “crder": W [I= y r




JSON segments Answer Area

— e s

T e “auntomatic®: true,

! sortQrder | “ngMode”: “Consistent”,
- “includedPaths”: [

|L ascending J' {

] descending L }

cDmstiteIndexesP ): “excludedPaths®: [

- LU = LT [
!campos;telndexesp 1
[
( i
“path”: “/name”, “order”: “descending”

“path": uf*n

}I

1" :'I: :: T aa e r(r::lr e R S e T T
\Y; ¥ 1 ‘~ r_an E) i | wpath”: “/city”, “order”: “:L descending ™

Explanation
{
“automatic®: true,
“ngMode”: “Consistent”,
“includedPaths®: [
{
“pat . u‘(* 1

}
1, “excludedPaths”: [],

W . W
|ccmp051telndexes K

L . o )

|

Microsoft
IVIIA ] O L
“path”: %“/name”, “order”: “descending”

}I‘
i

wpath”: “fecity”, “order”: » descending

1
Box 1: compositelndexes

You can order by multiple properties. A query that orders by multiple properties requires a composite index.

Box 2: descending
Example: Composite index defined for (hame ASC, age ASC):
It is optional to specify the order. If not specified, the order is ascending.

{

"automatic":true,



"indexingMode":"Consistent",
"includedPaths":[

{

"path":ll/*ll

}

1,

"excludedPaths":[],
"compositelndexes":[
[

{

"path":"/name",

3

{

llpathll:ll/agell,

}

]
]
}
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Explanation

You can form a partition key by concatenating multiple property values into a single artificial partitionKey property. These keys are referred to as synthetic keys.

Another possible strategy to distribute the workload more evenly is to append a random number at the end of the partition key value. When you distribute items in this way, you can perform
parallel write operations across partitions.

Note: It's the best practice to have a partition key with many distinct values, such as hundreds or thousands.

The goal is to distribute your data and workload evenly across the items associated with these partition key values. If such a property doesn't exist in your data, you can construct a synthetic
partition key.

References:

https://docs.microsoft.com/en-us/azure/cosmos-db/synthetic-partition-keys
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Issue Tool

Backup and Restore v

Azure Site'Recovery
Azure.Backup
Azure Data Box
AZure Migrate

Performance v
Azure Network Watcher
Azure Traffic Manager
ExpressRoute

Accelerated Networking

1E fiZ:
Issue Tool

Backup and Restore Microsog

o ot~ ™

Azure Data Box
Azure Migrate

Performance v
Azure Network Watcher
Azure Traffic Manager

Accelerated Networking i



Explanation

lssue Tool

Backup and Restore v
Azure Site Recovery
Azure Backup
|Azure Data Box
|Azure Migrate

Performance v

Azure Network Watcher
Azure Traffic Manager
ExpressRoute

\Accelerated Networking

Backup and Restore: Azure Backup

Scenario: The VM is critical and has not been backed up in the past. The VM must enable a quick restore from a 7-day snapshot to include in-place restore of disks in case of failure.
In-Place restore of disks in [aaS VMs is a feature of Azure Backup.

Performance: Accelerated Networking

Scenario: The VM shows high network latency, jitter, and high CPU utilization.

Accelerated networking enables single root I/O virtualization (SR-IOV) to a VM, greatly improving its networking performance. This high-performance path bypasses the host from the
datapath, reducing latency, jitter, and CPU utilization, for use with the most demanding network workloads on supported VM types.

References:

https://azure.microsoft.com/en-us/blog/an-easy-way-to-bring-back-your-azure-vm-with-in-place-restore/
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AzureFunction” 7'1) Z#FE U 9 AzureLogic7? 7V ZBFE L TT 704 LE 3, Azure Function” 71J [ZIE, OpenAPI 8wagger) EE'EFENTH Y  AzureBlobR FL—CF7HH Y R EFEA
LEFT,TRTDY Y—XRIE, Azure Active Directory Azure AD) R L THRESINFET,

Azure Logic7 7 & AzureBlobR fL—CFHD Y MMIREIZT IV CATEILENHY FF, Azure Logic7 7TV D IR S NT-15E AzureAD') V—RIFFE>TWERENHY ET,
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A. Azure ADW R B LO—)LEERL O—ILAR—ZADT7IR&E#MEEY HTET,

B. Azure ADW R A LO—)LEER L FDORA—/LZEAzureBlobR FL—UTF7hHO Y RZEIYSTET,
C. Azure Key Vault#{Em L . 7 54 7> FEBREZHITLET,

D. 1—F =&Y ATLEEARIDEMEAL REN—ADT7 I L AHHEEYRTET,
E.>ATALIZCK>TEIY L TON-EERIRIDEERL V5147 FIBAEEHRITLET,

EfR:D (2 AV FERET D)

Explanation

To give a managed identity access to an Azure resource, you need to add a role to the target resource for that identity.

Note: To easily authenticate access to other resources that are protected by Azure Active Directory (Azure AD) without having to sign in and provide credentials or secrets, your logic app can
use a managed identity (formerly known as Managed Service Identity or MSI). Azure manages this identity for you and helps secure your credentials because you don't have to provide or
rotate secrets.

If you set up your logic app to use the system-assigned identity or a manually created, user-assigned identity, the function in your logic app can also use that same identity for authentication.
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Reference:
https://docs.microsoft.com/en-us/azure/logic-apps/create-managed-service-identity
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-mutual-certificates-for-clients
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Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/correlation

B 45

RXKEFHBT—FENE/IN— b F—IZRET BT TV r—2 3 o8 HY FEFT, Azure APIManagementZ{ER L TAPIZ AL ET,

ROBHZEHET=FTICIEX APIOEEZERT ILELAHYFET,

*REANNRSGA—2ESR—FLET,

*ENS T+ —I Y P THEFRNEHIBRLET,

N YT RY—ERICEMNDOVTXFRMERBLET,

EDRZATDOR)O—%RETIDENHYETH?EZDICEK RIV—FATEZELWOFIVFICRSYITLET ERYO—24TE 1BERT S LD EHEFERT I ED,

FOolKFEALGAVWIELTEFT , AVTUOVERTIDICE RAUBTHREN—ZFZFS VT TEN RV B—ILTIBENHDEENHY FT 5T I LEREZTAEZNIRSA D LD
EH\AH L

Policy typos Amovver Aroa
S E o i cuncnnt Policy type
Cwtbound Support SRErniteve fou oaramelers, pakdy Tyoe

gackend Barnoee formathng el froim reipond i policy type



https://www.jpnshiken.com/q/36411-2940331/

Policy types Amwer Aroa -
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______ — e —— -

") Dutbound | Support akernithve Mo garamelers bound

| Eackend f Brriove formatting ted from rsponie Swithaund
Proade sociisonal contiext 10 Back-end seraoes | ringund 1

Explanation

Graphical user interface, text, application Description automatically generated

R oquircmont Policy type
Support alernative input parameters inbound
Rermove formatbng ted from responses Outbound
Prownde additsonal context tobacend serices nbound
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A. MongoDBAPI

B. 7—JJLAPI

C. SQL API

D. Cassandra API

IEf#: (EfEZRTLET)

Explanation

For relational data you will need the SQL API

Reference:
https://docs.microsoft.com/en-us/azure/cosmos-db/choose-api
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EDAzureCLIZE 7=IZPowerShella Y > FEETT IHENHY ETITMN?
A. az servicebus namespace create

- -resource-group fridge-rg

- -name fridge-ns

- =-location fridge-loc

B. az servicebus queue create
--resource-group fridge-rg
--namespace-name fridge-ns
--name fridge-g

C. connectionString-$§ (az servicebus namespace authorization-rule keys list
--resource-group fridge-xrg
--fridge-ns fridge-ns
--name RootManageSharedAccessKey
-=-query primaryConnectionString --output tsv)

az group create
--name fridge-rg
--location fridge-log

A.FTTarA

B.77>3avB

C.#7v3>rC

D.A#7+3>D

g (EfEZRELET)

Explanation

A service bus instance has already been created (Step 2 below). Next is step 3, Create a Service Bus queue.
Note:

Steps:

Step 1: # Create a resource group

B%SS%SS%FS%PeN-%erF; eRsec?l?r%reC(S%@&Q;me --location eastus

Step 2: # Create a Service Bus messaging namespace with a unique name

namespaceName=myNameSpace$RANDOM

az servicebus namespace create --resource-group $resourceGroupName --name $namespaceName --location eastus Step 3: # Create a Service Bus queue az servicebus queue create --
resource-group $resourceGroupName --namespace-name $namespaceName

--name BasicQueue

Step 4: # Get the connection string for the namespace

connectionString=$(az servicebus namespace authorization-rule keys list --resource-group

$resourceGroupName --namespace-name $namespaceName --name RootManageSharedAccessKey --query primaryConnectionString --output tsv) References:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-quickstart-cli
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var resolver = new K& Ilent}
var keyBundle = am kemllffﬁ‘ wﬂ ")

var key = keyBundle Key;,

var key = keyBundie Keyldentifier. Identifier;

var key = await resolver ResolveKeyAsync("encrypt”, null);
var key = await resolver ResolveKeyAsync(keyBundle. Keyldenllf @r.Identifier, CancellationToken. None),

v =

v

var x = keyBundle Managed,

var x = AuthenticationScheme SharedKey,

var x = new ElthncryptmnPuh{:y{key, resolver);

var x = new DeleteRetentionPolicy {Enabled = key.Kid I= null};

v

cloudBlobClient AuthenticationScheme = x;

cloudBlobClient. DefaultRequestOptions. RequireEncryption = x;

cloudBlobClient DefaultRequestOptions EncryptionPolicy = x;

cloudBlobClient. SetServiceProperties(new ServiceProperties(deleteRetentionPolicy x)),

it
var resolver = new KeyVaultkeyResolver(_keyVaultClient);
var keyBundle = await _keyVaultClient.GetKeyAsync("...", "...");

v

'var key = keyBundle Key,

| var key = Bundle.Keyldentifier. Identifier;
Var kéy,= . eyAsync("encrypt”, null);
- : SOIVE Rﬁ yAsync(keyBundle Keyldentifier Idenfifier, CancellationToken None),
] Py _—
. - 1_ v
var x = keyBundle Managed;
var x = AuthenticationScheme SharedKey, . _ _ =
var x = new BlobEncryptionPolicy(ke resﬁhfer}.|
varx = nEw_DETa_teFEetentrd_F' mﬂElZ'Iahled key Kid 1= null};
v

clnuchbCIient AutnenucationScheme =¥

cloudBlobClient DefauﬂRequestﬂptlons Enn:l}-r|:nt||:|n1=‘|:lll-::'_ur =3 | |
cloudBlobClient SefSenviceProperties(new ServiceProperfies(deleteRetentionPolicy x));

= =

Explanation



var resolver = new KeyVaultKeyResolver(_keyVaultClient);
var keyBundle = await _keyVaultClient.GetKeyAsync("...", "...");

v

var key = keyBundie Key:
var key = keyBundle.Keyldentifier.|dentifier;
var key = await resolver ResolveKeyAsync("encrypt”, null);

var key = await resover ResolveKeyAsync (keyBundie. mmwnmmmy
v

var x = keyBundle Managed:; Ln
var x = AuthenticationScheme. SharedKe __:

var x = new DeleteRetenl AP icy ='Ecéyr_Kjd 1= null}; -
st = IVIICTOSGH |
cloudBlobClient. AuthenticationScheme = x;

cloudBlobClient. DefaultRequestOptions. RequireEncryption = x;

cloudBlobClient. DefaultRequestOptions. EncryptionPolicy = x;
cloudBlobClient. SetServiceProperties(new ServiceProperties(deleteRetentionPolicy x));

Box 1: var key = await Resolver.ResolveKeyAsyn(keyBundle,Keyldentifier.CancellationToken.None); Box 2: var x = new BlobEncryptionPolicy(key,resolver); Example:
/I We begin with cloudKey1, and a resolver capable of resolving and caching Key Vault secrets.

BlobEncryptionPolicy encryptionPolicy = new BlobEncryptionPolicy(cloudKey1, cachingResolver); client.DefaultRequestOptions.EncryptionPolicy = encryptionPolicy; Box 3: cloudblobClient.
DefaultRequestOptions.EncryptionPolicy = x; Reference:

https://github.com/Azure/azure-storage-net/blob/master/Samples/GettingStarted/EncryptionSamples/KeyRotatio
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Statement Yes

The file MIME type is supported by the senvice! o

Edge nodes muistibe purged of all cache assets. O

The compression type Is subﬁurlm iC ro S‘Of@




Statement Yes No

The file MIME type is supported by the service,. O ICI¢ ol

Edge nodes must be purged of all cache assets. 'f(_j ! @

The compression type is supported I_“Of_ ! O
Explanation

Statem'e'nt

The file MIME type is supported by the Service. O

Edge nodes must be purged-of all cache assets. O

The compression type is supported. O

Box 1: No
Front Door can dynamically compress content on the edge, resulting in a smaller and faster response to your clients. All files are eligible for compression. However, a file must be of a MIME
type that is eligible for compression list.

Box 2: No
Sometimes you may wish to purge cached content from all edge nodes and force them all to retrieve new updated assets. This might be due to updates to your web application, or to quickly

update assets that contain incorrect information.

Box 3: Yes

These profiles support the following compression encodings: Gzip (GNU zip), Brotli Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-caching
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A. TR 54 /13—Azure Function7 7'1) TAzure Event Grid& R L T, 9 X TDAzure BlobX hL— A Ry R EREBLFET,
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D. Azure Monitor HTTP7—4A2 2L 2 —APIZERALT VI I A FEARXZA X v L B LTzblobf Ry FEELET,

IEf#: (EfEERTLET)

Explanation

Change feed support in Azure Blob Storage

The purpose of the change feed is to provide transaction logs of all the changes that occur to the blobs and the blob metadata in your storage account. The change feed provides ordered,
guaranteed, durable, immutable, read-only log of these changes. Client applications can read these logs at any time, either in streaming or in batch mode. The change feed enables you to
build efficient and scalable solutions that process change events that occur in your Blob Storage account at a low cost.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-change-feed
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Conﬁgure the web app to the
LPremlum App Service tler

| Configure the web app to the
iStandard App Service tier.

Enable autoscaling on the
web-app.

Add a Scale rule.

Switch to an Azure App
Services consumplion plan.

Configure a Scale conditipm; :

| | - |
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Actions Answer Area

| Configure the web app to the | 1 Configure the web app to the :
Premium App Service tier. : Premium App Service tier. .
Configure the web apptothe | I~ ——————— B ““““““““ }
Standard App Service tier. | ! Enable aytescaling on the |
- ; web—app.. |

T T, — -

Enable autoscaling on the - {Ar- - I ﬁ ﬁ _1 e e
web__app 1 @ 1 - -BS

e ' Add a Scale rule. |
o i A4 |
Add a Scale rule. : :@:::::::::::::::@
|

| i
; A vl ' Configure a Scale condition. ‘ |
Switch to an Azure App | :

Services consumption plan.

Configure a Scale condition.

Explanation

Configure the web app to the
Standard App Service tier.

' Enable autoscaling on the
- web-app.

Add a Scale rule.

L tirrmerty

Configure a Scale condition.

Step 1: Configure the web app to the Standard App Service Tier

The Standard tier supports auto-scaling, and we should minimize the cost.

Step 2: Enable autoscaling on the web app

First enable autoscale

Step 3: Add a scale rule

Step 4: Add a Scale condition

Reference:
https://docs.microsoft.com/en-us/azure/monitoring-and-diagnostics/monitoring-autoscale-get-started
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Values | Answer Area

var context = new : :
SingleTransferContext St VB|UE e e

context.  Value

true var copyOptions = new CopyOptions { }; oo

ShouldTransferCallbackAsync await TransferManager.CopyAsy c@ tORBlob(blob), isServiceCopy:  Value :
, context: context, o *ﬂptions);
false

DirectoryTransferContext 6
\ L IVF
ShouldOverwriteCallbackAsync ’& - M I C ro S Oft

1E fiz:

Values - Answer Area

-
!true ‘ var copyOptions = new CopyOptions { };

| singleTransferContext
|

context. ShuuldTransferCallbackhsync .- (s » Task.FromResult(true);

EShnuldTransfarCallba:kﬁsyn: I | await Transfernan er. Servicetnpy- | false
r‘ ""-"-"-'--“-"-'-"-'-“-:p » Con h mns),
false ‘p “

| var context = new 1DiFECtG"HT““Sfﬂ“Cﬂ“th {suurce, q:estination] => Task.FromResult(true);

-—

{ I

rosoft

Explanation



var copy0ptions\=/ hewtapyontdorey

var context = new : DirectoryTransferContext = (source; destination) => Task.FromResult(true);

context. ShouldTransferCallbackAsync = (source, destination) => Task.FromResult(true);
await TransferManager.CopyAsync(blob, GetDRBlob(blob), isServiceCopy: false

, context: context, options:copyOptions);

Scenario: Disaster recovery. Regional outage must not impact application availability. All DR operations must not be dependent on application running and must ensure that data in the DR
region is up to date.

Box 1: DirectoryTransferContext

We transfer all files in the directory.

Note: The TransferContext object comes in two forms: SingleTransferContext and DirectoryTransferContext.

The former is for transferring a single file and the latter is for transferring a directory of files.

Box 2: ShouldTransferCallbackAsync

The DirectoryTransferContext.ShouldTransferCallbackAsync delegate callback is invoked to tell whether a transfer should be done.

Box 3: False

If you want to use the retry policy in Copy, and want the copy can be resume if break in the middle, you can use SyncCopy (isServiceCopy = false).

Note that if you choose to use service side copy ('isServiceCopy' set to true), Azure (currently) doesn't provide SLA for that. Setting 'isServiceCopy' to false will download the source blob loca
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-use-data-movement-library
https://docs.microsoft.com/en-us/dotnet/api/microsoft.windowsazure.storage.datamovement.directorytransfercon
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var client = new HebSiteﬂanagementClie.m A -
m MVicrosoft

var id = ParseResourcelID(resource);
var appSettings = new StringDictionary(name: “properties"™,
properties: new Dictionary<string, string> {

{"DIAGNOSTICS_AZUREBLOBCONTAINERSASURL", BlobStoreAccountSAS(" v|*1
logs
logdrop
{"DIAGNOSTICS AZUREBLOBRETENTIONINDAYS®, " v "}
15
30
1) -
client .WebhApps. v/ f
Upicia_eE[Lﬂ'g?ingSettin_gs
UpdateApplicationSetting

id.resourceGroup,
id.name, appSettings);

1E fiZ:
var client = new WebSiteManagementClient(. . .);
var id = ParseResourcelD(resource);
var appSettings = new StringDictionary(name: "properties",

properties: new Dictionary<string, string> {
{"DIAGNOSTICS_AZUREBLOBCONTAIMNERSASURL", BlobStoreAccountSAS(" v | ™)]

logs
ng logdrop,
{"DIAGNOSTICS AZUREBLOBRETENTIQN e,m » - )
e
# pﬂs 3

1) 3
client.WebApps. v | of
{Cpiasaladaindseitings .
\Updat icationSetting |
id.resourceGroup, . = M I C ro S Oft

id.name. appSettines)®
Explanation

0




var client = new WebSiteManagémentGlient(. . .);

var id = ParseResourcelID(resour 3

var appSettings = new StringDictionary(name: "propesties",
properties: new Dictionary<{string, string> {

{"DIAGNOSTICS AZUREBLOBCONTAINERSASURL™, BlobStoreAccountSAS(" v | #3%
logs
logdrop
{"DIAGNOSTICS AZUREBLOBRETENTIONINDAYSX, " e
35
30
}); ;
client.WebApps. o

UploadkoggingSettings
UpdateApplicationSetting |

id.resourceGroup,
id.name, appSettings);
Box 1: logdrop
All log files should be saved to a container named logdrop.
Box 2: 15
Logs must remain in the container for 15 days.
Box 3: UpdateApplicationSettings
All Azure App Service Web Apps must write logs to Azure Blob storage.
Reference:
https://blog.hompus.nl/2017/05/29/adding-application-logging-blob-to-a-azure-web-app-service-using-powershe
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Azure Cosmos D& IZHHIRZERS T — 42 #1813 5 APl 2 EHTHAENAMIL FTVZRAELTCVWET , COF7TVEFRALT BEOMBOLA NSV E BROEE A-Z1—1FHR 1—Y—
NOERLIZLRA NS VETORBELGIL— M EOBEFERERRLET, BEME,

API [ZIZ ED Azure Cosmos DB APl T 2ELH Y £ H?

A. Core

B. MongoDB

C.hH k3

D. Gremlin

EfR: (EREERLET)
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BEHDASP.Net Web7 T r—= 3 U %#BAHE L TAzure App ServicelZT 704 LET , £y L 3 VIREBEREHTMLE A FREITAFECTT , ROBHJEFFODR M-V A DX LEFER
TEHELERHYFET,

*TRTHDASP.NET Web7 TV r— 3 Uity Y a VIREEZHET S

MEHD) - —LE—DSA 4 —DRILEY L I VRET—2~DFIHEIN=RET7 I X EHKR—+

*REF) VIR FOREGHTTPIGE ZRET 5

BHREREFTIDLELHYFET,

IBESINT=YV ) 12— 3> Azure Database for PostgreSQLZE7 704 L THEBRLET, Web7 TUS—L 3 VEEHLET,
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A [ELY

B. LMV R
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Explanation

Instead deploy and configure Azure Cache for Redis. Update the web applications.
Reference:

https://docs.microsoft.com/en-us/azure/architecture/best-practices/caching#managing-concurrency-in-a-cache
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WEEDTRT AN ERESEEZERT IDENHYET,

HET- XA ZET HEMN?

A. URLpingT R FZERLET,

B. TrackAvailability (EFEUH L | % D#5 8 #Applicationinsights|Z#EET 524 v — M A—BE#ZERLET,

C. GetMetric ('Request Size") #IFUHT 24 v — ) H—BEEZF/ER L  #R % ApplicationinsightsIZ#E{E L E T,

D. AzureFunction7 7V IZH L LWE2EERE #EMN L £ 3, FunctionAppLogs# & U'Sendto LogAnalyticst 7 3 & BRI LE T,

Ef:B(aA U FERKT D)

Explanation

You can create an Azure Function with TrackAvailability() that will run periodically according to the configuration given in TimerTrigger function with your own business logic. The results of this
test will be sent to your Application Insights resource, where you will be able to query for and alert on the availability results data. This allows you to create customized tests similar to what you
can do via Availability Monitoring in the portal.

Customized tests will allow you to write more complex availability tests than is possible using the portal Ul, monitor an app inside of your Azure VNET, change the endpoint address, or create
an availability test even if this feature is not available in your region.

D18912E1457D5D1DDCBD40AB3BF70D5D

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/availability-azure-functions
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T.Azure ServiceBusf VA2 U AEEHRLET,
BRZEZTETIOIRLENHYET,

EDAzureCLIFE fz[EPowerShella <Y > FE#ETT 2RENHY EFITH?
\. az servicebus gueune create

--resource-group fridge~rd§
-—-namespace-name [ridge-ns
--name fridge-gq

). New-AzureRmResourceGroup
-Name fridge-rg
-Location fridge-loc

New-AzureRmServiceBusNamespace
-ResourceGroupName £fridge-rg
-NamespaceName fridge-loc
-Location fridge-loc
). connectionString-$)az serviceBus namespace authorization-rule keys list
--resource-group fridge-rg
--fridge-ns fridge-ns
--query primaryConnectionString -—-output tsv)

A XT3 A

B. #7733V B

C.*#7v3>cC

D.A#7 3D

Eff: A(QA U FEREKRT D)

Explanation

A service bus instance has already been created (Step 2 below). Next is step 3, Create a Service Bus queue.
Note:

Steps:

Step 1: # Create a resource group

resourceGroupName="myResourceGroup"

az group create --name $resourceGroupName --location eastus

Step 2: # Create a Service Bus messaging namespace with a unique name
namespaceName=myNameSpace$RANDOM

az servicebus namespace create --resource-group $resourceGroupName --name $namespaceName --location eastus Step 3: # Create a Service Bus queue az servicebus queue create --
resource-group $resourceGroupName --namespace-name $namespaceName

--name BasicQueue

Step 4: # Get the connection string for the namespace

connectionString=$(az servicebus namespace authorization-rule keys list --resource-group

$resourceGroupName --namespace-name $namespaceName --name RootManageSharedAccessKey --query primaryConnectionString --output tsv) Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-quickstart-cli
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HET-FAZET oEM?

A.KeyVaultic7 7 R HHEREZHFDE—DI1—HF—ZYETOEEXNRIDEER L TOEEMRIDEFEAT 5 & 5 (THAppServiceZ B LET,

B. KeyVaultiZ7 9 £ X3 B+ER DB — DAzureAD Service 71 > /N LZEERL L AppServices AW S A7 b —9 Ly b &#FERL TKeyVaultic7 o9 R LET,

C.Key VaultiZ7 7 £ R 3 %R %D &AppService TEERRIDAE Y B Tohk=YRATFLZERLET,

D. &ZAppServiceDKeyVaultiZ7 V£ X3 51=DT7 9V 2 Al ##HDAzureADY—E X T U /X)L EER L AppServicesAh SEEBAZE ZEH L TKeyVaultiz7 2 A LE T,
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Explanation

Use Key Vault references for App Service and Azure Functions.

Key Vault references currently only support system-assigned managed identities. User-assigned identities cannot be used.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/app-service-key-vault-references
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FFEs A Pkt ™ AL

)2 try

13 |

)4 src = container.ListBlobs () .0fType<CloudBElockBlob>() .FirstOrDefault();
)5 var id = await src.AcquireleaselAsync(null);

Je var dst = container.GetBlockElobReference (src.Name) ;
¥ string cpid = await dst.StartCopyAsync(sxc);

)8 awalt dst.FetchAttributeAsync();

)5 return id;

LO }

L1 catech | . &)

L2 {

L3 row:

L4 }

L5 finall

L& {

L7 1f (src != null)

L8 awalt src.FetchAttributesAsync();

LS 1f (src.Properties.LeaseState != Leass=State.Available)
0 awalt src.BreakLeaseAsync(new TimeSpan(0));

1 1
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Statement

The code creates an infinite lease

The code at line 06 always creates a new blob

shdiehosoft Yes No
o | =
The code creates an infinite lease |QJ )
The code at line 06 always creates a new blob O Ty
L=k
The finally block releases the lease : Q_! O
Explanation
Statement Yes No
The code creates an infinite lease (@] O
The code at line 06 always creates a new blob el
Mlicrosort = ©
The finally block releases the lease O | O
Box 1: Yes

AcquireLeaseAsync does not specify leaseTime.

leaseTime is a TimeSpan representing the span of time for which to acquire the lease, which will be rounded down to seconds. If null, an infinite lease will be acquired. If not null, this must be
15 to 60 seconds.

Box 2: No

The GetBlockBlobReference method just gets a reference to a block blob in this container.

Box 3: Yes

The BreakLeaseAsync method initiates an asynchronous operation that breaks the current lease on this container.
Reference:
https://docs.microsoft.com/en-us/dotnet/api/microsoft.azure.storage.blob.cloudblobcontainer.acquireleaseasync
https://docs.microsoft.com/en-us/dotnet/api/microsoft.azure.storage.blob.cloudblobcontainer.getblockblobreferen
https://docs.microsoft.com/en-us/dotnet/api/microsoft.azure.storage.blob.cloudblobcontainer.breakleaseasync
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Explanation

In the Consumption hosting plan, resources are added dynamically as required by your functions.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-storage-blob-triggered-function
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Setting Value

Policy v

Check HTTP header
Restrict caller IPs
Limit call rate by key
Validate JWT

Policy section v

Inbound
Outhound
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Setting Value

Policy v
Check HTTP header
Restrict caller IPs
Hemit call rate by key
Validate JWT
Policy section v
N Inbound_ __
| Outbound
Explanation
Setting Value
Policy v

Check HTTP header
Restrict caller IPs
Limit call rate by key
Validate JWT

Policy section v

Inbound
Qutbound

Box 1: Validate JWT

The validate-jwt policy enforces existence and validity of a JWT extracted from either a specified HTTP Header or a specified query parameter.
Scenario: User authentication (see step 5 below)

The following steps detail the user authentication process:

* The user selects Sign in in the website.

* The browser redirects the user to the Azure Active Directory (Azure AD) sign in page.

* The user signs in.

* Azure AD redirects the user's session back to the web application. The URL includes an access token.

* The web application calls an API and includes the access token in the authentication header. The application ID is sent as the audience (‘aud’) claim in the access token.
* The back-end API validates the access token.

Box 2: Outbound

Reference:

https://docs.microsoft.com/en-us/azure/api-management/api-management-access-restriction-policies
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Methods
Metadata.Add
.Séfmétéﬁaféﬁ5ync
'FetchAttributesAsync
UploadFileStream
SetPropertiesAsync

Methods Answer Area

Metadata.Add
SetMetadataAsync ]

FetchAttributesAsync

[UpluadFileStream E

SetPropertiesAsync

Explanation

Metadata.Add |
SetMetadataAsync i

[Set@ropertiesAsync |
Metadata.Add example:
/[l Add metadata to the dictionary by calling the Add method
metadata.Add("docType", "textDocuments");
SetMetadataAsync example:
/I Set the blob's metadata.
await blob.SetMetadataAsync(metadata);
/I Set the blob's properties.
await blob.SetPropertiesAsync();
Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-properties-metadata
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function ensureTip() {

var r o=

_value(),
__readDocument(‘item’);
getContext().getRequest(),
getContext().getResponse(),

var i = r.getBody();

v

if (ICtip”in 1)) { 5.

if (request.getValue(tip”) === null){
if (isNaN()[tip] || (['tip“]=== null) {

If {typeof__pluck(tip”) == "number’) {

VTGl [ftt“:itiip"} =
¥

v

r.setBody(i);
r.setValue(l),
__upsertDocument(i);
_.replaceDocument(i)




function ensureTip() {

- v

__value();
readDocument(‘item’);

T e s s e s s s Tess s

B Micros D;getContext().getRequest(); s

getContext(). getResponse();

var i = r.getBody();

v

f(ICtip"in N{ T
If (request getValue(tip”) === nully{ _
lif (isNaN@)[tip N[ tip'}=== null) {

if (fypeof_pluek("tip”) == number’){ ~

ifeip”] = o;

¥

—

r.setBody(i);

_.upsertDocument(i);
_replaceDocument(i)

Explanation




function ensureTip() {
|

Var r = a4
Microsoft .value();
_.readDocument(‘item’);

getContext().getRequest(),
getContext().getResponse();

var i = r.getBody():;

v

if (1("tip™ in 1)) { - .

if (request.get\_(alye('gip“) === null}{
if (iIsNaN()['tip] || il tip"}=== null) {

if (typeof - pluck(tip”) == ‘number’) {

1 "Eip™] = O

v

r.setBody(i);
r.setValue(i);
_.upsertDocument(i);
_.replaceDocument(i)

}

Box 1: getContext().getRequest();
Box 2: if(isNaN(i)["tip"] ..

In JavaScript, there are two ways to check if a variable is a number :

isNaN() - Stands for "is Not a Number", if variable is not a number, it return true, else return false.
typeof - If variable is a number, it will returns a string named "number".

Box 3:r.setBody(i);

/[ update the item that will be created

References:
https://docs.microsoft.com/bs-latn-ba/azure/cosmos-db/how-to-write-stored-procedures-triggers-udfs
https://mkyong.com/javascript/check-if-variable-is-a-number-in-javascript/
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D. Azure Function & Azure Event Grid 2B LT BLOBR L= ARV M EHTRISATLET  EHOBRTARV FET4LE YT LET,
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Explanation

Scenario: Audit store sale transaction information nightly to validate data, process sales financials, and reconcile inventory.

"Process the change feed logs of the Azure Blob storage account by using an Azure Function. Specify a time range for the change feed data": Change feed support is well-suited for scenarios
that process data based on objects that have changed. For example, applications can:

Store, audit, and analyze changes to your objects, over any period of time, for security, compliance or intelligence for enterprise data management.

"Subscribe to blob storage events by using an Azure Function and Azure Event Grid. Filter the events by store location": Azure Storage events allow applications to react to events, such as
the creation and deletion of blobs. It does so without the need for complicated code or expensive and inefficient polling services. The best part is you only pay for what you use.

Blob storage events are pushed using Azure Event Grid to subscribers such as Azure Functions, Azure Logic Apps, or even to your own http listener. Event Grid provides reliable event

delivery to your applications through rich retry policies and dead-lettering.
Reference:
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https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-change-feed
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-event-overview
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A. Azure App Servicel®iE ASE)

B. Azure ADB2B#t &

C. fi&H—EXERE ISE)
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Explanation

Scenario: The Shipping Logic App requires secure resources to the corporate VNet and use dedicated storage resources with a fixed costing model.

You can access to Azure Virtual Network resources from Azure Logic Apps by using integration service environments (ISEs).

Sometimes, your logic apps and integration accounts need access to secured resources, such as virtual machines (VMs) and other systems or services, that are inside an Azure virtual
network. To set up this access, you can create an integration service environment (ISE) where you can run your logic apps and create your integration accounts.
References:

https://docs.microsoft.com/en-us/azure/logic-apps/connect-virtual-network-vnet-isolated-environment-overview
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public string v ( get; set; )
id
eventType

dataVersion
metadataVersion

public string

id
eventlybe

dataVersion
metadataVersion
public sthifig v ( get; set; )
id
eventType
dataVersion
metadataVersion
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public string

public string

vid |

eventType
dataVersion
metadataVersion

id

‘eventType’
“dataVersion
metadataVersion

b

( get; set:

)

(.get; set; )

public string v ( get; set; )
id
event'[y e
(}_‘éa\!ersm
tadataVersion
Explanation
public string v ( get; set;
id
eventType
dataVersion
metadataVersion
Microsoft
public string v ( get; set;
id
‘eventType
dataVersion
metadataVersion
public string v ( get; set;

id
eventType

‘dataVersion

Box 1:id

metadata\/erc<inn

id is a unique identifier for the event.

Box 2: eventType

eventType is one of the registered event types for this event source.




Box 3: dataVersion

dataVersion is the schema version of the data object. The publisher defines the schema version.

Scenario: Authentication events are used to monitor users signing in and signing out. All authentication events must be processed by Policy service. Sign outs must be processed as quickly
as possible.

The following example shows the properties that are used by all event publishers:

[

{

"topic"; string,

"subject": string,

"id": string,

"eventType": string,
"eventTime": string,
"data":{
object-unique-to-each-publisher
13

"dataVersion": string,
"metadataVersion": string

}
]

Reference:
https://docs.microsoft.com/en-us/azure/event-grid/event-schema
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Explanation

It is strongly recommended to use available messaging products and services that support a publish-subscribe model, rather than building your own. In Azure, consider using Service Bus or
Event Grid. Other technologies that can be used for pub/sub messaging include Redis, RabbitMQ, and Apache Kafka.

Reference:

https://docs.microsoft.com/en-us/azure/architecture/patterns/publisher-subscriber
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Azure R—B L TIE, FEY I ZEITA Y=Y TR T aVICEBEINTLWAIENMOMYFET , ELVFEHZHEELTYH IRV T avIZA4F7 0T IO FEERB &
UHEMELEITN TR T a7 TN r—2av@dFEEAvE—CFBEBELTLERA,
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ERA—FEIT AV NEERTIVENHYFEIHN?

A. await subscriptionClient. AddRuleAsync(new RuleDescription

(RuleDescription.DefaultRuleName, new TrueFilter()));

B. subscriptionClient = new SubscriptionClient(ServiceBusConnectionString, TopicName, SubscriptionName); D18912E1457D5D1DDCBD40AB3BF70D5D

C. await subscriptionClient.CloseAsync();

D. subscriptionClient.RegisterMessageHandler(ProcessMessagesAsync,messageHandlerOptions);

IEfE: (EfEZRRLET)

Explanation

Using topic client, call RegisterMessageHandler which is used to receive messages continuously from the entity. It registers a message handler and begins a new thread to receive messages.
This handler is waited on every time a new message is received by the receiver.

subscriptionClient.RegisterMessageHandler(ReceiveMessagesAsync, messageHandlerOptions); Reference:
https://www.c-sharpcorner.com/article/azure-service-bus-topic-and-subscription-pub-sub/
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Azure South-CentralUS!) —< 3 > TairlineResourceGroup & WS &RID ) YV —R T IWL—T%TOEC 3 =5 LET,
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resourceGroupName- +airlineResourceGroup’
name- +docdb-airline-reservations’
databaseName- ‘docdb-tickets-database’
rcolﬂﬂétﬁqyggy@% ‘docdb-tickets-collection’
consistencyLevel- | v

Strong

Eventual
ConsistentPrefix
BoundedStaleness

az cosmosdb create \
——name Sname \

--enable-virtual-network true\
—enable-automatic-failover true)

--kind ‘GlobalDocumentDB’ |

—kind ‘MongoDB'\

--resource group $resourceGroupName \
--max interval 5 \

v

~locations ‘southcentralus’

—locations ‘eastus’

--locations’southcentralus=0 eastus=1 westus=2’
--locations ‘southcentralus=0’

——defanlt-consistencv-lavel - Sconsistencvlevel

1F fiZ:




rasourmﬂrnup]ﬁié; +3 rResourceGroup’
name- +docdb-airline-reservations’
databaseName- ‘docdb-tickets-database’
collectionName- ‘docdb-tickets-collection’

consistencylLevel-

Strong

Eventual
ConsistentPrefix
BaundedStaEenessJ

az cosmosdb create \
——name S$name \

—enable-virtual network e.
_-_-enabre-atmmatm-fallwer Huex !

—kind "GlobalDacumentDB’ |~
—kind ‘MongoDB'\

--resource group SresourceGroupName \
--max interval 5 \

--locations ‘southcentralus’

—locations ‘eastus’

L-locations’southcentralus=0 eastus=1 westus-z'
~lgtafions SolthCenfralus=0"

--default-consistency-level - Sconsistencylevel

Explanation

resourcaeGroupName- +airlineResourceGroup’
nama- +docdb-airline-reservations’
databaseName- ‘doocdb-tickets-database’
collectionName- ‘docdb-tickets-collection’
consistencyLevel- | i'

Strong

IVE Eventual

az cosmosdb create
--name Sname \

-enahbwm.lal-nemrmk‘&uel a
_iund GinhaFDnﬂ.menHJB i“'
--kind "MnnguDB !

-=resgourge group SresourceGroupName Y
--max interval 5 \

--locations ‘southcentralus'
--locations ‘eastus’
LT e e e S L

~=default-consistency-level - Sconsistencylevel




Box 1: BoundedStaleness

Bounded staleness: The reads are guaranteed to honor the consistent-prefix guarantee. The reads might lag behind writes by at most "K" versions (that is, "updates") of an item or by "T" time
interval. In other words, when you choose bounded staleness, the "staleness" can be configured in two ways:

The number of versions (K) of the item

The time interval (T) by which the reads might lag behind the writes

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/cosmos-db/manage-with-cli.md
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A. QueueClient

B. SubscriptionClient

C. TopicClient

D. CloudQueueClient

IEfZ: (EfEZRTLET)

Explanation

A queue allows processing of a message by a single consumer. Need a CloudQueueClient to access the Azure VM.
Reference:

https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-queues-topics-subscriptions
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Code segment Answer Area

All { e

WebHook b, §

"topic” - ".-‘.'._l:_;-:'l.':'j.;.‘tll.'l"ls'. . ./orbviders/ I‘_:-\.I'\'_F".-l."f".['..I’t'l"_'r:"'_l_',ltl..l;?il:!','. : .",
EventHub jestination”: {
" oy

subjectEndsWith B o P g ] = ,,

Mictosoft.Storage

"/blobServices/default/containers/logdrop/”,
subjectBeginsWith o W me gk * 1k
Microsoft.Storage.BlobCreated labels": (],

“"EventGridSchema”

1Efig:
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Code segment Answer Area
{

"nama”: “newlogs”,
“properties™: {
"topic": “"Sfaubscriptions/. . .Ipr@vidersfMicrasoft.EventGrid;tnpitsf. A

"destination": {

“endpointTyped "2 B lw ¥

"Filter™ s { e ——

“"aventDeliverySchema™: “"EventGridSchema™

Explanation

Coene “nevtons-, g MiCrosoft

L=l

"properties": {
"topic”: "/subscriptions/. . ./providers/Microseff.EventGrid/topics/.
“destination": {
"endpointType” : " |WebHook e
"filter": { ' ' .

oy lSUbjE;t%EQ.IHSWItI'I_ ": "/blobServices/default/containers/logdrop/",

"includedEventTypes”: [ " }Microsoﬂ.Stnrage.BlobCreated v 0k

¥s
"labels": [],

“eventDeliverySchema": 4" EwentGridSchema™

Box 1:WebHook

Scenario: If an anomaly is detected, an Azure Function that emails administrators is called by using an HTTP WebHook.
endpointType: The type of endpoint for the subscription (webhook/HTTP, Event Hub, or queue).

Box 2: SubjectBeginsWith

Box 3: Microsoft.Storage.BlobCreated

Scenario: Log Policy

All Azure App Service Web Apps must write logs to Azure Blob storage. All log files should be saved to a container named logdrop. Logs must remain in the container for 15 days.
Example subscription schema

{

"properties": {

"destination": {

"endpointType": "webhook",

"properties": {

"endpointUrl":
"https://example.azurewebsites.net/api/HttpTriggerCSharp1?code=VXbGWce53148Mt8wuotrOGPmyJ/nDT4hgd

}
}



"filter": {

"includedEventTypes": [ "Microsoft.Storage.BlobCreated", "Microsoft.Storage.BlobDeleted" ],
"subjectBeginsWith": "blobServices/default/containers/mycontainer/log",

"subjectEndsWith": ".jpg",

"isSubjectCaseSensitive ": "true"

}

}
}

Reference:
https://docs.microsoft.com/en-us/azure/event-grid/subscription-creation-schema
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$source = New-AzScheduledQueryRuleSource -Query ‘Heartbeat | where TimeGenerated > ago(1lh)' -DataSourceld “"contoso”
$schedule = New-AzScheduledQueryRuleSchedule -FrequencyInMinutes 6@ -—Tirﬁgﬂindwlnl‘-‘!inutes 60

$triggerCondition = New-AzScheduledQueryRuleTriggerCondition *Thrﬁeshpid{jperatnr "LessThan" -Threshold 5
$aznsActionGroup = New-AzScheduledQueryRuleAznsActionGroup -ActionGroup "contoso™ -EmailSubject "Custom email subject”

-CustomblebhookPayload "{ ‘"alert'":'“"#alertrulename'”, ‘IncludeSearchResults’'":true }"
$alertingAction = New-AzScheduledQueryRuleAlertingAction, -AznsAction $aznsActmnGroup -Sever-ity "3" -Trigger $triggerCondition

New-AzScheduledQueryRule -ResourceGroupName "contoso™ -Location "eastus™ -Action $a pp }T
-Description "Alert description” -Schedule $schedule”=Source $source -Name "Alert ﬁﬂé 16F6é6ﬁ
RODBERAT— AV MIDWT AT— A MAtrueDIHEF [[FWVERBRLET, ThLUSNDHEIF [DOR]ERBIRLET, I L OEREIZEAETNIRS » FOEELHY FT,

statements — \Vl{croeoft N

A log alert is created that sends an email when the CPU O O
percentage is above 60 percent for five minutes.

A log alert is created that sends an.email when the numberof O
virtual machine heartbeats in the past hour is less than five.

The log alert is scheduled to run every two hours. O




Statements

A log alert is created that sends an email when the CPU
percentage is above 60 percent for five minutes.

A Iaqm,ﬁ La%lg‘i sends an ermail when the numberof | O
yirtudl m Hgﬁﬁ Efaﬁs in the past hour is less than five. o

The log alert is scheduled to run every two hours. @)

Explanation
Text Description automatically generated

NuernasOft

A log alert is created that sends an email when the CPU O
percentage is above 60 percent for five minutes.

A log alert is created that sends an email when the number of | @)
virtual machine heartbeats in the past hour is less than five.

The log alert is scheduled to run every two hours. O

Box 1: No

The AzScheduledQueryRuleSource is Heartbeat, not CPU.

Box 2: Yes

The AzScheduledQueryRuleSource is Heartbeat!

Note: New-AzScheduledQueryRuleTriggerCondition creates an object of type Trigger Condition. This object is to be passed to the command that creates Alerting Action object.
Box 3: No

The schedule is 60 minutes, not two hours.

-FrequencyInMinutes: The alert frequency.

-TimeWindowInMinutes: The alert time window

The New-AzAscheduledQueryRuleSchedule command creates an object of type Schedule. This object is to be passed to the command that creates Log Alert Rule.
Reference:

https://docs.microsoft.com/en-us/powershell/module/az.monitor/new-azscheduledqueryrule
https://docs.microsoft.com/en-us/powershell/module/az.monitor/new-azscheduledqueryruletriggercondition
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<set-variable namew lluE" ccrntext _F est. Headars[“ﬁpntent Length”] [0])"/>
<choose> mﬂ f“ ®
<when condition= " L Parse[cnntext ?arlables Get?alueﬂ;nefaultfstrlng} (“bodySize”))<512000) “>

</when»
<otherwise>

<{rewrite-uri template= “/put”/> A

{sat-backend-service base- url' “http Hcantosa com/api/9.1/"/>
</otherwise> '
</choose> \ %
RDEAT—FAVFZDWT RATF—FAY FHtrueDBEIE [[TWVZRIRLET, TALUNDEEIE [LWWR]EERLET,
F L LEREEFAFNIRS D FOBENHY 9,

Statement Yes N¢

The XML segment belongs in the <inbound> section of the policy. O O

H Micgosofg

If the body size is >256k, an error will- occur.
If the request is hitp://contoso.com/api/9.2/, the policy will retain the higher version. O O
1 #Z:

Statement

The XML segment belongs in the <inbound> section of the policy. 1O

If the body size is 256k, an error will occur. O

| TVF
If the request is http://contoso.com/api/9.2/, the policy .5 ' tain Mlbcr';@i&&ft

Explanation
Statement 0 ‘ M 1C rbas of.t No

The XML segment belongs in the <inbound> sectmn@!ﬁe policy. te] O
If the body size is >256k, an error will ua(;\ O {e}
If the request is hitp://contoso.co 9.2/, the policy will retain the higher version. O 0|

Box 1: Yes



Use the set-backend-service policy to redirect an incoming request to a different backend than the one specified in the API settings for that operation. Syntax: <set-backend-service base-
url="base URL of the backend service" /> Box 2: No The condition is on 512k, not on 256k.

Box 3: No

The set-backend-service policy changes the backend service base URL of the incoming request to the one specified in the policy.

Reference:

https://docs.microsoft.com/en-us/azure/api-management/api-management-transformation-policies
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A. Table API

B. Gremlin

C. Core

D. Cassandra

E. MongoDB

IEf#: (EffZzRnLET)
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Targets Answer Area
spalcies:
Expect <inbound-
| <base />
<cache-lookup caching-type=" P " g
Public P el Target | goWRStream-caching-type = Target =
<vary-by-header>
Pnivate
Target
Internal </Nvary-by-header=
. </cache-lookup#
External </inbeund#
</policigs>
Authonzation

1F fiZ:
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largers

Authonzation

Explanation |

<policies=
<inbound:>
<base />

<cache-lookup caching-type=" ‘

<vary-by-header>

ANsWerl Aarea

—

<vary-by-header-

Authonization
<vary-by-header=
=/cache-lookup:
<finbound=
</policies=

Internal

Authonzation

</vary-by-header=
</cache-lookup>
<finbound>
</policies>

Box 1: internal
caching-type

Choose between the following values of the attribute:
* internal to use the built-in APl Management cache,
* external to use the external cache as Azure Cache for Redis

* prefer-external to use external cache if configured or internal cache otherwise.

Box 2: private
downstream-caching-type

This attribute must be set to one of the following values.

* none - downstream caching is not allowed.

* private - downstream private caching is allowed.
* public - private and shared downstream caching is allowed.

Box 3: Authorization

<vary-by-header>Authorization</vary-by-header>

<!-- should be present when allow-private-response-caching is "true"--> Note: Start caching responses per value of specified header, such as Accept, Accept-Charset, Accept-Encoding,

<policies:

<inbound=

<base (> (i W W W R
£ & | aching-tvpe=" :
cache-lookup caching-type | Internal

PRSI .

downstream-caching-typ

Accept-Language, Authorization, Expect, From, Host, If-Match Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-caching-policies

e

downstream-caching-type

" | Private

| Private

-
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az webapp b ¥ -g shipping-apis-test-rg -n web
cors ﬁ%‘f ‘
config
deployment
s ~ v
slot http://* wideworidmporters.com
allowed-origins hitp://test.Shippingapi. wideworldimporters.com
name hitp/test. wideworldimporters.com
az webapp 3 -g shipping-apis-test-rg -n web
config
deployment
i v v
slot http/# wadeworldmporters.com
Jlgwgd_oilg_lnfu t?ﬁp_!ﬂélushlpp:ngapu ‘wideworldimporters.com
name |ntp:est wideworldmporters.com
http://www.wideworldimporters.com

Explanation


https://www.jpntest.com/shiken/AZ-204J-mondaishu

az webapp v v -g shipping-apis-test-rg -n web

cors add

config up

deployment remove

—— v ‘ v
Sﬁ\ﬂﬁﬁﬂf ' giﬁtfﬂ.mawoﬂ@worters.cm
«lowed-origins http://test-shippingapi wideworldimporters.com
name hgp- dimporters.com
http:/AWww.wideworldimporters.com

Enable Cross-Origin Resource Sharing (CORS) on your Azure App Service Web App.

Enter the full URL of the site you want to allow to access your WEB API or * to allow all domains.
Box 1: cors

Box 2: add

Box 3: allowed-origins

Box

4: http://testwideworldimporters.com/

References:
http://donovanbr

own.com/post/How-to-clear-No-Access-Control-Allow-Origin-header-error-with-Azure-App-Service
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Code segments Answer Area

|Process )
public class IncludeEventld :

{ P 19
Geometry, Soquones g e WA ¥ o, (ITelemetry telemetry)
ITelemetryProcessor Ll "

[Initialize

ITelemetryInitializer _
' .Properties["Eventld”] =
[telemetry.Context .

EEventGridEuntruller.EventId.Ualue

_—
=
=

[((EventTelemetry)telemetry).Properties|“Evén




-

Code segments Answer Area

o A i e~ b oo~ - e ‘| public class IncludeEventid : [ geITelemetryInitializer |
Erl_tlall_;e ______________ ) | ¢ O ot |
_____ T : _ e e p——

teTemetry 5EQUE“EE I | public void || _JIpitializé a{ITelemetry teleme
P e T - T — T W W i — T — W e T T e T Ty~ e " — — .__*"r.'\“ T~ v P e ™ ~ ™ ™ e ™ ™ el i el ™ M _ﬂ"“

FTelemetryF'rucessor I | { . . I c ro S 0 t
ITelemetryInitializer @ I I .. P ore WA b, S R LR |
e s i cma N tEleEEt_f?_CEﬂE?ﬁ ____________ -:T Properties["EventId"] =

E__l_‘?“_l_‘?t:':y___{?__“?’g R — | {{Evenf?giemetry)telemetr‘y} Properties["EventId"] ';

Lventﬁrld{untr‘oller EventId.Value gt A J R i s e e e e e

e e e e m—

'T(EventTelemetry}telemetry} Prnpe_rtles{"EﬁentId"] ) *})

Explanation

public class IncludeEventld : ITelemetryInitializer

{

public void 1Initialize | (1Telemetry telemetry)
{

telemetry.Context L § Y.\ ].Prnperties[“EventId"]
(EventTELgpg;ny)telemetry) Properties["EventId"] |;

=" IVIicrosoft

Scenario: You have a shared library named PolicyLib that contains functionality common to all ASP.NET Core web services and applications. The PolicyLib library must:
* Exclude non-user actions from Application Insights telemetry.

* Provide methods that allow a web service to scale itself.

* Ensure that scaling actions do not disrupt application usage.

Box 1: ITelemetrylnitializer

Use telemetry initializers to define global properties that are sent with all telemetry; and to override selected behavior of the standard telemetry modules.
Box 2: Initialize

Box 3: Telemetry.Context

Box 4: ((EventTelemetry)telemetry).Properties["EventID"]

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/api-filtering-sampling
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D. 0~605
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Explanation

The archive access tier has the lowest storage cost. But it has higher data retrieval costs compared to the hot and cool tiers. Data in the archive tier can take several hours to retrieve

depending on the priority of the rehydration. For small objects, a high priority rehydrate may retrieve the object from archive in under 1 hour.
Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers?tabs=azure-portal

Eﬁ:ﬁ: 80
HEIELRA RSV ELEA—TF3E=OICERINEID TS FEBELTUVET, COWebH 4 MK Azure CONZFERAL T /N T7+4—I VA ZRESHE EBRICHEEFEMLET,

AppleiPhone D ENA L7 T EZBELTTIAA LET , A—F—MiPhoneh 5WebH A MITF7 VR TEHLEZEEIC, A—F—Z2T7TVRMTICVFALY FTEIRBELRHYFET,
iPhone1—H—MR7 TYRKTZICUFA LY FEND K SI2FT HAzureCONIL—ILEEET ILELNHY FT,

Azure Resource Manager7 > 7 L— FE2ED K S ICERESEIVENHY FIT A ?RETHICIE BAEEETEYEA T a v ERRLET,

L WVEREIZENRFNIRS Y FOBEELDY T,


https://www.jpnshiken.com/q/36411-2940366/

Answer Area

"conditions™: [ {
“name": "IsDevice",
"parameters”: {

"@odata.type": "#Microsoft.Azure.Cdn.Models.
"operator”: "Equal" DeliveryRulelsDeviceConditionParameters
"matchValues": [ " v "] DeliveryRuleCookiesGonditionParameters

108 DeliveryRulePostArgsConditionParameters

Mabile DeliveryRuleRequestHeaderConditionParameters

iPhone y =

Desktop

“RequestHeader"™,

name  :

"parameters”: { P
“@odata.type”: "#Microsoft.Azure.(Cdn Models,’

"operator”: "Contains", : DeliveryRulelsDeviceConditionParameters
L W DeliveryRuleCookiesConditionParameters
FROM i DeliveryRulePostArgsConditionParameters
PRAGMA ' DeliveryRuleRequestHeaderConditionParameters
X-POWERED-BY
HTTP_USER_AGENT
"matchValues™: ['" '_ - |
3 lios
] Mebile
iPhone

== | ME\icrosoft

"selector":




RITSWEI Aiga

"conditions": [ {
"name": "IsDevice",
"parameters”: {

"@odata.type": "#Microsoft.Azure.Cdn.Models

DeliveryRuleCookiesConditionParameters
DeliveryRulePostArgsConditionParameters
DeliveryRuleRequestHeaderConditionParameters

DeliveryRulelsDeviceConditionParameters
DeliveryRuleCookiesConditionParameters
DeliveryRulePostArgsConditionParameters

e e e e o o o e s S S s s S s S e

-
I

"operator": "Equal"
"matchValues": [ " v =
10S_ |
Mobile
£ 5 IPhone
{ Desktop
"name": "RequestHeader",
"parameters”: {
"@odata.type": “#Hicroaoft.Azure.Cdn;deel;,lf
“operator”: "Contains",
"selector": " v
FROM
PRAGMA
XPOWEREDBY _ _
HTTPLUSER_AGENT
"matchValues": [ * v e
3
] Maobile

Explanation

|. Micpe

iPhone




conaitions :© | i
"name": "IsDevice",
"parameters™: { IVIIE VVJVOWVI L

"@odata.type": "#Microsoft.Azure.Cdn.Models. )

"operator": "Equal" DeliveryRulelsDeviceConditionParameters
“matchValues": [ " v - DeliveryRuleCookiesConditionParameters
I0S DeliveryRulePostArgsConditionParameters
Mobile DeliveryRuleRequestHeaderConditionParameters
3 ) iIPhone
{’ Desktop

"name": "RequestHeader",
"parameters": {

"@odata.type": "#Microsoft.Azure.Cdn.Models« 2
"operator”: "Contains", DeliveryRulelsDeviceConditionParameters
"selector": " . DeliveryRuleCookiesConditionParameters
FROM DeliveryRulePostArgsConditionParameters
 PRAGMA DeliveryRuleRequestHeaderConditionParameters
X-POWERED-BY
HTTP_USER_AGENT
"matchValues™: [ " v =
o} i0S
] Mobile
IPhone
Desktop
Box 1:i0S
Azure AD Conditional Access supports the following device platforms:
* Android
*i0S
* Windows Phone
* Windows
* macOS

Box 2: DeliveryRulelsDeviceConditionParameters

The DeliveryRulelsDeviceCondition defines the IsDevice condition for the delivery rule. parameters defines the parameters for the condition.

Box 3: HTTP_USER_AGENT

Box 4: DeliveryRuleRequestHeaderConditionParameters

DeliveryRuleRequestHeaderCondition defines the RequestHeader condition for the delivery rule. parameters defines the parameters for the condition.
Box 5:i0S

The Require approved client app requirement only supports the iOS and Android for device platform condition.



Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-grant
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Actions Answer Area

Upgrade the storage account to GPv2

Create a new GPv2 Standard account
and set its default access

'O O)

Change the storage account access
tier from hot to cool

Copy the data to be archived id a_ 51.a_ndard
GPv2 stofage acceuntand thendelete the
data fromithe original storage ageount |

1E fi#:
Actions Answer Area

Create anew GPv2 Standardaccount | o o e N o 0 0 o o o o - - - - -
[ and set its default access | PR, W,
tier level to cool | @ Capy the data to be archived to a Standard @

GPv2 storage account and then delete the

| Change the storage account access I data from the original storage account
| tier from hot to cool ' @ ___________ p——— _®

— o — R —_— — ——

I Change the storage account access |
GPV2 storage account and then delete the | | tier from hot to cool |
data from the original storage account I

Explanation



Upgrade the storage account to GPv2

| Copy-thie’data to be archived to a Standard

GPVv2 storage accountand then delete the
data from the original storage account

Change the storage account access
tier from hot to cool

Step 1: Upgrade the storage account to GPv2

Object storage data tiering between hot, cool, and archive is supported in Blob Storage and General Purpose v2 (GPv2) accounts. General Purpose v1 (GPv1) accounts don't support tiering.
You can easily convert your existing GPv1 or Blob Storage accounts to GPv2 accounts through the Azure portal.

Step 2: Copy the data to be archived to a Standard GPv2 storage account and then delete the data from the original storage account Step 3: Change the storage account access tier from hot
to cool Note: Hot - Optimized for storing data that is accessed frequently.

Cool - Optimized for storing data that is infrequently accessed and stored for at least 30 days.

Archive - Optimized for storing data that is rarely accessed and stored for at least 180 days with flexible latency requirements, on the order of hours.

Only the hot and cool access tiers can be set at the account level. The archive access tier can only be set at the blob level.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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Explanation

The change feed is a log of changes that are organized into hourly segments but appended to and updated every few minutes. These segments are created only when there are blob change
events that occur in that hour.

Instead catch the triggered event, so move the photo processing to an Azure Function triggered from the blob upload.
Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-change-feed
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-event-overview

B 84

CheckUserContentBI#D /N1 VT 4« VT 2 RET HIHLENHYET,
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public static class

{
[FunctionName (“CheckUserContent™}]
public static void Run(

¥ string content

[QueueTrigger(‘userContent™)]
[BlobTrigger(“userContent/{name}’)]
[CosmosDBTrigger( content”, "userContent’)]
[Table("content”, “userContent”, “{name}’)]

v =am output)

[Queue( userContent™)]

[CosmosDB( content®, userContent”)]
[Table("content” ‘userContent”, “{name}’)]
[Blob( userContent{name}’, FileAccess.Write)]



https://www.jpnshiken.com/q/36411-2940370/

mublic static class

[FunctionName ("“ChecklUserContent”}]
public static void Run(

|'W string contend

|[QueueTrigger('userContent™)] _ | "
[BlobTrigger(‘userContent/{name}’)] ' =\ icrosoftt
[CosmasDBTrigger content’, “GserContent’J]
[Table('content’, “userContent’, “{name}’)] ©

:T Stream output
[Queue("usefContent’)]
[CosmosDE( content”, ‘userContent”)]
able("content’, 'userContent’, jname})] _ _
[Blob( userContent/{name}’, Fileﬁ.c-:gss_wme‘r_}]_f
{
}
Explanation
public static class CheckUserContent
{

[FunctionName (“CheckUserContent”}]
public static void Run(

I"’ string content,

[QueueTrigger(‘userContent”)]
[BlobTrigger(‘userContent/{name})]
[CosmosDBTrigger("content”, “userContent”)]
[Table(“content’, “userContent’, “{name}’)]

| VW Strea output)
[Queue("userContent”)]
[CosmosDB(*content”, “userContent”)]
[Table("content”, “userContent”, “{name}’)]
[Blob(“userContent/{name}’, FileAccess. Write)]

}

}
Box 1: [BlobTrigger(..)]

Box 2: [Blob(..)]
Azure Blob storage output binding for Azure Functions. The output binding allows you to modify and delete blob storage data in an Azure Function.

The attribute's constructor takes the path to the blob and a FileAccess parameter indicating read or write, as shown in the following example:
[FunctionName("Resizelmage")]
public static void Run(



[BlobTrigger("sample-images/{name}")] Stream image,
[Blob("sample-images-md/{name}", FileAccess.Write)] Stream imageSmall)
{

}

Scenario: You must create an Azure Function named CheckUserContent to perform the content checks.

The company's data science group built ContentAnalysisService which accepts user generated content as a string and returns a probable value for inappropriate content. Any values over a
specific threshold must be reviewed by an employee of Contoso, Ltd.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-storage-blob-output
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Consistency levels Answer Area

| . Return the most recent patient staus.
Strong | | Bounded Staleness)

. _ ~ Return health mohitoring data that is no less than one version |
Consistent Prefix | | Eventual behind. '

- _-'-'Mer patient is discharged and all changes are assessed,
retrieve the correct billing data with the final charges

Answer Area

Return the most recent patient staus.

. Return health monitoring data that i1s no less than one version | Bnunded Staleness
! behind.

» _ .
After patieft 1S discBardet! and.all. changef are assessed,
retrievethd €8rrect billing data with.the.final charges

 Eventual

Explanation



Return the most recent patient staus.  Strong

Return health monitoring data that is no less than one vegsion | Bounded Staleness
behind. NVHTCT '

- e e e nam

After patient is discharged and ali’changes are assessed, =
retrieve the correct billing data with the final charges ‘ Eventual -

Box 1: Strong

Strong: Strong consistency offers a linearizability guarantee. The reads are guaranteed to return the most recent committed version of an item. A client never sees an uncommitted or partial
write. Users are always guaranteed to read the latest committed write.

Box 2: Bounded staleness

Bounded staleness: The reads are guaranteed to honor the consistent-prefix guarantee. The reads might lag behind writes by at most "K" versions (that is "updates") of an item or by "t" time
interval. When you choose bounded staleness, the "staleness" can be configured in two ways:

The number of versions (K) of the item

The time interval (t) by which the reads might lag behind the writes

Box 3: Eventual

Eventual: There's no ordering guarantee for reads. In the absence of any further writes, the replicas eventually converge.
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Actions Answer Area

Create an authentication provider

Create a new instance of the GraphServiceClient

Invoke the request to the Microsoft Graph API

Register the application with the Microsoft identity platiorm @ @

Build a client by using the client app ID

1E fiZ:



Actions R A° _ AnswarArea

-._-r-l—'n- ——————————————————

___________ -— AVAS --.l 5 Redistef the application with the Microsoft identity platform I
CreateanaLﬂhent:catiunpmmder == —— T - =
____________________ I Build a cllent b',r using the client app ID I
|Create a new mstanl:e ufthe GraphSemr:eChent 1 1: —_— -
o i i i e i A A § P SRR T i . . WA - . -
R N R R e S , ( Create an authentication provider @
|Invoke the request to the Microsoft Graph AP | ¢ — === ==== -
____________________ L2 Create a new instance of the GraphServiceClient @
REQIEIEF the application with the Microsoft identity platfurml e e s ’f’_ __________
------------------- e e et et e e et B

Explanation

Register the application with the Microsoft identity platform.

'Build a client by using the client app ID.

' —— 4»1'44 f f--i,-"h-f! ,-'\-\i\-'uf
ureate an amﬁentlcatmn prnwder

) Create a new instance of the GraphServiceClient.

Invoke the request to the Microsoft Graph API.

Table Description automatically generated

Step 1: Register the application with the Microsoft identity platform.

To authenticate with the Microsoft identity platform endpoint, you must first register your app at the Azure app registration portal Step 2: Build a client by using the client app ID Step 3: Create
an authentication provider Create an authentication provider by passing in a client application and graph scopes.
Code example:

DeviceCodeProvider authProvider = new DeviceCodeProvider(publicClientApplication, graphScopes);

/I Create a new instance of GraphServiceClient with the authentication provider.

GraphServiceClient graphClient = new GraphServiceClient(authProvider);

Step 4: Create a new instance of the GraphServiceClient

Step 5: Invoke the request to the Microsoft Graph API

Reference:

https://docs.microsoft.com/en-us/graph/auth-v2-service
https://docs.microsoft.com/en-us/graph/sdks/create-client
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Azure EventHubZRET 2 ENHY FT,
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Setting Value osoft

Number of partitions v
3
4
6
12

Partition Key v

Highway
Department
Timestamp
VM name

Setting

Number of partitions

Partition Key

Department
Timestamp
i LYM pame

Explanation



Setting Vaiueée

Number of partitions N 4
3 -
4
6
12

Partition Key v
Highway
Department
Timestamp
VM name
Box 1: 6

The number of partitions is specified at creation and must be between 2 and 32.
There are 6 highways.

Box 2: Highway

References:
https://docs.microsoft.com/en-us/azure/event-hubs/event-hubs-features
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Configuration setting Configuration value
Shared lifecycle -

Container group
Container image
Service endpoifill Lo

Resource grouy

Storage valume * © =
= Azure file share
Secret
Empty directory
Cloned Git repo

1E f&:

Configuration setting Configuration value
Shared lifecycle =

— — — — -

Container image
Service endpaint

Storage volume -

— o s o

Empty directory

=Microsoft

Explanation
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Shared lifecycle v
%cmamer group L\

ontainer image ("% *
Service endpoinf

Storage volume J\M >
i
LN ure file share

AN Secret
W% Empty directory

’ Cloned Git repo

BR: 89
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https://github.com/TailSpinToys/weapp,
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ELTrepo= NIIPS://ELTNUD.COM/ TALLI3PLINTOY S/ weDapp

webappname="TailSpinToyckeb™ u
P

location="WestUus2"

Microsoft

iew-ArwebAppsiot -Name myResourceGroup -Location Slocation { J
lew-AZWebApp .
lew-AzAppSenvicePlan
lew-AZResourceGroup

lew-AzWebAppSiot -Name Swebappname -Location S$location -ResourcelroupMame myResourcebroup -Tler Standard
iew-AzWebApp

lew-AzAppSenacePlan
iew-AZResourceGroup

lew-AzWebAppSiot ~Name Swebappname -Location 3$location -~AppServicePlan Swebappname -ResourceGroupName myResourcelrol

lew-ArWebApp
lew-AzAppSenvicePlan
lew-AZRetourceSrnoup

lew-AZWebAppSlot ~Name Swebappname -ResourEflirauplame myResourcelroup -Slot review
lew-ArWwebApp

lew-AzAppServicePlan
lew-AzResourceGroup

PropertiesObject = @{repourl = “Sgitrepo™;branch = “master~;)}

et-AzResource -PropertyObject SPropertiesObject -ResocurceGroupName myRescurceGroup -ResourceType
fcrosoft.Web/sites/slots/sourcecontrols -ResourceName Swebappname/review/web -ApiVersion 2015-08-01 -Force
witch-AzWebAppSlot -Name Swebappname -ResourceGrouphame myResourceGroup °

LCnurcretlatName reviesw -NeacrinatlianSlarMame nroadoactian



EfiZ:

$gitrepo="https://github “ inTuy;sf-ehlpp"
$webappname="TailSpinToy M

$location="WestUusS2"

New-AzWebAppSiot
New-AzWebApp

INew-AZAppSepviceRlan
New-AzResourceGrou

New-AzWebAppSiot
New-AzWebApp _ _ _
New:_AzAppServicePlan
Neéew-AzZResourceGrou

New-AzwebAppsiot
New-AzWebApp _ _ _
New-ArAppServicePlan
MNew-AZResourceGroup

New-AzWebAppSiot ___I

b —.

New-ArWebApp

New-AzrResourceGroup

New-AzAppServicePlan |

Icrosoft

sSourceGroup -Location $location

-

-Name 3jwebappname -Location $location -ResourceGroupName myResourceGroup -Tier Standard

~Name $Swebappname -Location $location -AppServicePlan Swebappname -ResourceGroupName myResourceGroup

~Name 3Jwebappname -ResourceliroupName myResourcelGroup -Slot review

$PropertiesObject = @{repourl = "Sgitrepo™;branch = “"master™;)}

Set-AzResource -PropertyObject $SPropertiesObject -ResourceGroupName myResourceGroup -ResourceType
Microsoft.Web/sites/slots/sourcecontrols -ResourceName Swebappname/review/web -ApiVersion 2015-08-01 -Force

Switch-AzWwebAppSlot

-Name Swebappname -ResourceGroupName myResourceGroup

~-SourceSlotName review -DestinationSlotName production

Explanation



Sgltrepa-‘httpi:!fgithub.coufT.lllpthﬂyl!webnpg“
$webappname="TailSpinToysweb™ M N E ﬁﬂ@ S@Fﬁ
$location="WestUusz2"™

New-AzwWebAppSiot -Name myResourCe®Giroup -Location $location
New-AzWebApp

New-AzAppServicePlan

New-

New-AzWebAppSiot ~Name $Swebappname -Location $location -ResourceGroupMName myResourceGroup -Tier Standard
New-AzWebApp
New-AzAppServicePlan

New-AzResourceGroup

New-AzWebAppSlot ~-Name $webappname -Location $location -AppServicePlan $webappname -ResourceGroupName myResourceGroug

New-AzWebApp
New-AzAppServicePlan
New-AzResourceGroup

New-AzWebAppSiot I-Hm“- $Swebappname -ResourtelGroupName myResourceGroup -S5lot review
New-AzWebApp

New-AzAppServicePlan
New-AzResourceGroup

$PropertiesObject = @{repoUrl = “Sgitrepo™;branch = “"master™;)

Set-AzResource -PropertyObject $PropertiesObject -ResourceGroupNeme myResourceGroup -ResourceType
Microsoft.Web/sites/slots/sourcecontrols -ResourceNeme $webappneme/review/web -ApivVersion 2015-08-01 -Force
Switch-AzWebAppSlot -Name Swebappname -ResocourceGroupMName myResourceGroup

~SourceSlotName review -DestinationSlotName production
The New-AzResourceGroup cmdlet creates an Azure resource group.

The New-AzAppServicePlan cmdlet creates an Azure App Service plan in a given location The New-AzZWebApp cmdlet creates an Azure Web App in a given a resource group The New-
AzWebAppSlot cmdlet creates an Azure Web App slot.

References:

https://docs.microsoft.com/en-us/powershell/module/az.resources/new-azresourcegroup?view=azps-2.3.2
https://docs.microsoft.com/en-us/powershell/module/az.websites/new-azappserviceplan?view=azps-2.3.2
https://docs.microsoft.com/en-us/powershell/module/az.websites/new-azwebapp?view=azps-2.3.2
https://docs.microsoft.com/en-us/powershell/module/az.websites/new-azwebappslot?view=azps-2.3.2
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B. Start-AzureStorageBlobCopy A~¥ > KL v F#{ERH3 5% Event Grid FE v 24k T 5
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Explanation

The Start-AzureStorageBlobCopy cmdlet starts to copy a blob.

Example 1: Copy a named blob

C:\PS>Start-AzureStorageBlobCopy -SrcBlob "ContosoPlanning2015" -DestContainer "ContosoArchives"
-SrcContainer "ContosoUploads"

This command starts the copy operation of the blob named ContosoPlanning2015 from the container named ContosoUploads to the container named ContosoArchives.
Reference:
https://docs.microsoft.com/en-us/powershell/module/azure.storage/start-azurestorageblobcopy?view=azurermps-
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Explanation

References:

https://docs.microsoft.com/en-us/azure/event-hubs/event-hubs-programming-guide
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Actions
Add a logic app trigger that fires when one or
more messages arrive in the queue.

Add a Recurrence trigger that schedules
the app to run every 15 minutes.

Add an action that sends an email to
specified personnel if the temperature is
outside of those thresholds.

Add a trigger that reads loT temperature
data from a Service Bus queue.

Add a logic app action that fires when one.or
more messages arrive in the queue.

Add a condition that compares the
temperature against the upper and lower

thresholds.

Create a blank ‘;.-J‘

1E fi#:

Answer Area



Actions

[ —— e

Add a logic app trigger that fires when*o?:e‘ or -J

Add a Recurrence trigger that schedules
'the app to run every 15 minutes.

o — — e —_— ci— i ——_ — — i— —" — " —_— . —_——
[T .

Add an action that sends an email to
specified personnel if the temperature is
outside of those thresholds.

' Add a trigger that reads loT temperature
'data from a Service Bus queue.

Add a logic app action that fires when oné: et*
more messages arrive in the queue.

[_— ]

.

Add a logic app trlgger that fires when one or
more messages afrive in the queue.

——-——---d——-—-——-——-——-

— — — — _-u—\-_ _ — — — — — — — — — — — — — — _—

Add a trlgge: that reads loT temperature
data from a Service Bus queue.

—.h——.——_——_—_—————_-—.———

'.:;}'-_.Add a condition that compares the
“ temperature against the upper and lower
thresholds.

Add an action that sends an email to

.Add a condition that compares. ihe,
. temperature against the upper end fower

' thresholds.

specified personnel if the temperature is
outside of those thresholds.

Create a blank Logic app.

o e o s e e e e e mee me i o S, o

Explanation

Create a blank Lo@ic app: < o f+

Add a logic app action that fires when one or
more messages arrive in the queue.

Add an action that reads loT temper'at'u're
data from the Service Bus queue:

Add a condition that eemperes the
temperature against the upper and lower
thresholds.

Add an action that sends an email to
specified personnel if the temperature is

outside of those thresholds.
Step 1: Create a blank Logic app.




Create and configure a Logic App.

Step 2: Add a logical app trigger that fires when one or more messages arrive in the queue.

Configure the logic app trigger.

Under Triggers, select When one or more messages arrive in a queue (auto-complete).

Step 3: Add an action that reads loT temperature data from the Service Bus queue Step 4: Add a condition that compares the temperature against the upper and lower thresholds.
Step 5: Add an action that sends an email to specified personnel if the temperature is outside of those thresholds Reference:
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-monitoring-notifications-with-azure-logic-apps
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Explanation
Graphical user interface, text, application Description automatically generated
Azure Cosmos DB Value
A Care (901 -
Partibon Eey Vahicle package capacily -
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Technology Value

SSL certificate &@V v
Valid rootertificate
Self-signed certificate

Proxytype o Tv

“fnginx
Azure Application Gateway

Technology

SSL certificate

Valid root certificate’

Microsoft [Selfsigned certificate

Proxy type‘:. 4

Explanation

Technology

SSL certificate

Self-signed certificate

Box 1: Valid root certificate
Scenario: All websites and services must use SSL from a valid root certificate authority.



Box 2: Azure Application Gateway

Scenario:

* Any web service accessible over the Internet must be protected from cross site scripting attacks.

* All Internal services must only be accessible from Internal Virtual Networks (VNets)

* All parts of the system must support inbound and outbound traffic restrictions.

Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized protection of your web applications from common exploits and vulnerabilities. Web applications are
increasingly targeted by malicious attacks that exploit commonly known vulnerabilities. SQL injection and cross-site scripting are among the most common attacks.

Application Gateway supports autoscaling, SSL offloading, and end-to-end SSL, a web application firewall (WAF), cookie-based session affinity, URL path-based routing, multisite hosting,
redirection, rewrite HTTP headers and other features.

Note: Both Nginx and Azure Application Gateway act as a reverse proxy with Layer 7 loadbalancing features plus a WAF to ensure strong protection against common web vulnerabilities and
exploits.

You can modify Nginx web server configuration/SSL for X-XSS protection. This helps to prevent cross-site scripting exploits by forcing the injection of HTTP headers with X-XSS protection.
Reference:

https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/ag-overview

https://www.upguard.com/articles/10-tips-for-securing-your-nginx-deployment
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Explanation

The Start-AzureStorageBlobCopy cmdlet starts to copy a blob.

Example 1: Copy a named blob

C:\PS>Start-AzureStorageBlobCopy -SrcBlob "ContosoPlanning2015" -DestContainer "ContosoArchives"

-SrcContainer "ContosoUploads"

This command starts the copy operation of the blob named ContosoPlanning2015 from the container named ContosoUploads to the container named ContosoArchives.
References:

https://docs.microsoft.com/en-us/powershell/module/azure.storage/start-azurestorageblobcopy?view=azurermps-
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Explanation

Text, letter Description automatically generated
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. Include the managers group. | =
. Exclude the managers group. = M IC rOSOft
. Exclude the administrators group.
. Navigate to the following URL:
PUT https://management.azure. com!subscrlptlonsfﬁﬂﬂﬂﬂﬁﬂﬁ 1111-2222-3333-444444444444

/resourceGroups/ rgﬂlfpro*irldersfﬂlcrnaidfh 915{1,4" servers/server(0l/databases/customers
ftransparentDataEncrypt1onfcur;ant°ap1 -version=2014-04-01

. Run the following Azure PowerShell l:::}mt'f'.ande‘=
Hew~ﬂzureRqulDatahasED&t&H&shngRule —=SchemaName “dbo” -TableName "“customers” °
-ColumnName "“ssn” —Maslmni;g?unctlon “Default”
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Explanation

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling customers to designate how much of the sensitive data to reveal with minimal impact on the
application layer.

SQL users excluded from masking - A set of SQL users or AAD identities that get unmasked data in the SQL query results.
Note: The New-AzureRmSqlDatabaseDataMaskingRule cmdlet creates a data masking rule for an Azure SQL database.
References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.sqgl/new-azurermsqldatabasedatamaskingrule ?view
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public void Configure(IApplicationBuilder app, IWebHostEnvironment env

{
if (env.IsDevelopment())

{
app.UseDeveloperExceptionPage();

{

else

{

app.UseExceptionHandler("/Error");

} >
app. B (}3 o

UseAuthentication
UseStaticFiles
UseSession 0
USECDOkIEPOhS\{*G
app-

UseAu p

Us irection

UseAzureAppConfiguration
UseRequestlLocalization
UseCors

UseStaticFiles

L

app.UseEndpoint (endpoints =»
{

}); Endpc'int-mmpiaéef'% S Oft
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public void Configure(IApplicationBuilder app, IWebHostEnvironment em

{

if (env.IsDevelopment())

{

app.UseDeveloperExceptionPage();

{

else

{

app.UseExceptionHandler("/Error");

i

il PO | N
,UseAuthentication
UseStaticFiles
UseSession
UseCookiePolicy © & [

. Y15 3 BT _ vl X3
| UseAuthorization !
UseHttpsRedirection

UseSession
UseCookiePolicy
app. 4 I

UseAzureAppConfiguration
UseRequestLocalization

app.UseEndpoint (endpoints =>
{ —
}};endpnints.MapRaznr?ﬁ,a']hes{M ic rosoft

Explanation _



UseAuthentication
UseStaticFiles
UseSession
UseCookiePolicy

' UseAuthorization
UseHttpsRedirection
UseSession . ¢ . ¢

ieRalicin,

)

UseCEtg

e B W P L R T
VIICYOSOI1

-

i .

apR- Y 9 O
UseAzureAppConfiguration
UseRequestLocalization
UseCors
UseStaticFiles
app.UseEndpoint(endpoints =>
{

e
- e

endpoints.MapRazorPages();

});

Box 1: UseAuthentication

Need to validate users before users are allowed access to secure resources.

UseAuthentication adds the AuthenticationMiddleware to the specified IApplicationBuilder, which enables authentication capabilities.
Box 2: UseAuthorization

Need to permit users to access secure resources.

UseAuthorization adds the AuthorizationMiddleware to the specified IApplicationBuilder, which enables authorization capabilities.
Box 3: UseStaticFiles

Need to use the Export feature in the app without requiring a restart of the app.

UseStaticFiles enables static file serving for the current request path Reference:
https://docs.microsoft.com/en-us/dotnet/api/microsoft.aspnetcore.builder.iapplicationbuilder?view=aspnetcore-5.
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A. AlwaysOnZtruelZSREL T,

B. AzureFunctionh’AppService 75 V&R L TS LR LT T,

C. AlwaysOnZfalselZSRE L F T,

D. AzureFunctionhVHE TS5 V& FHT AL SICHRESN TSI L EMHRALET,
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Explanation

Azure Functions can run on either a Consumption Plan or a dedicated App Service Plan. If you run in a dedicated mode, you need to turn on the Always On setting for your Function App to
run properly. The Function runtime will go idle after a few minutes of inactivity, so only HTTP triggers will actually "wake up" your functions. This is similar to how WebJobs must have Always
On enabled.

Scenario: Notification latency: Users report that anomaly detection emails can sometimes arrive several minutes after an anomaly is detected.

Anomaly detection service: You have an anomaly detection service that analyzes log information for anomalies. It is implemented as an Azure Machine Learning model. The model is
deployed as a web service. If an anomaly is detected, an Azure Function that emails administrators is called by using an HTTP WebHook.

Reference:

https://github.com/Azure/Azure-Functions/wiki/Enable-Always-On-when-running-on-dedicated-App-Service-PI
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Explanation

A Batch job is a logical grouping of one or more tasks. A job includes settings common to the tasks, such as priority and the pool to run tasks on. The app uses the
BatchClient.JobOperations.CreateJob method to create a job on your pool.

Note:

Step 1: Create a pool of compute nodes. When you create a pool, you specify the number of compute nodes for the pool, their size, and the operating system. When each task in your job
runs, it's assigned to execute on one of the nodes in your pool.

Step 2 : Create a job. A job manages a collection of tasks. You associate each job to a specific pool where that job's tasks will run.

Step 3: Add tasks to the job. Each task runs the application or script that you uploaded to process the data files it downloads from your Storage account. As each task completes, it can upload
its output to Azure Storage.
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Explanation

$vm = Get-AzVM -ResourceGroupName myResourceGroup -Name myVM

Update-AzVM -ResourceGroupName myResourceGroup -VM $vm -Assignldentity:$SystemAssigned
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-powers
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Caching behavior

Cache expiration duration

.
R\
\©

Query string caching behavior

Setting

Caching behavior

Bypass cache
Override

Set if rriisE'!no

(\-.

second
1 minute
1 hour
1 day

v

Ignore query strings
Bypass caching for query strings

Cache every unique URL

Action

| Bypass cache
QOverride | £
d, ﬁ"'ﬁa

Set if mi@

Cache expiration duration

f, ﬂéﬁ% |
\a

Thour |
1 day

Query string caching behavior

v

lgnore query strings
Bypass caching for query strings

Explanation



Setﬁng Action

Caching behavior v

Bypass cache
Override
Set if miss_ing

Cache expiration duration v

1 second
1 minute
1 hour

1 day

Query string caching behavior v
Ignore query strings

Bypass caching for query strings
Cache 2very unique URL

Box 1: Override

Override: Ignore origin-provided cache duration; use the provided cache duration instead. This will not override cache-control: no-cache.

Set if missing: Honor origin-provided cache-directive headers, if they exist; otherwise, use the provided cache duration.

Incorrect:

Bypass cache: Do not cache and ignore origin-provided cache-directive headers.

Box 2: 1 hour

All media content must expire from the cache after one hour.

Box 3: Cache every unique URL

Cache every unique URL: In this mode, each request with a unique URL, including the query string, is treated as a unique asset with its own cache. For example, the response from the origin
server for a request for example.ashx?q=test1 is cached at the POP node and returned for subsequent caches with the same query string. A request for example.ashx?q=test2 is cached as a
separate asset with its own time-to-live setting.

Reference:

https://docs.microsoft.com/en-us/azure/cdn/cdn-query-string
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ActIons ANnswer Area
Generate a key transfer blob file by using the HSM ((\

vendor-provided tool.

Generate a Key Exchange Key (KEK). “ 0

1E#7:
Actions ANswer Area
Generate a key transfer blob file by using the HSM T WO s DD VO O SO S S S .

vendor-provided tool.

Generate a key transfer blob file by using the HSM
vendor-provided tool.
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———————————— — Lft\e az keyvault key import COMMand.
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Explanation
Text Description automatically generated

Generate a Key E)E’Emg%ggﬂ

Retrieve the Key Exchange Key (KEK) public key.
Generate a key transfer blob file by using the HSM
vendor-provided tool.

Run the az keyvault key import cCOMmand.

To perform a key transfer, a user performs following steps:

* Generate KEK.

* Retrieve the public key of the KEK.

* Using HSM vendor provided BYOK tool - Import the KEK into the target HSM and exports the Target Key protected by the KEK.
* Import the protected Target Key to Azure Key Vault.

Step 1: Generate a Key Exchange Key (KEK).



Step 2: Retrieve the Key Exchange Key (KEK) public key.

Step 3: Generate a key transfer blob file by using the HSM vendor-provided tool.
Generate key transfer blob using HSM vendor provided BYOK tool

Step 4: Run the az keyvault key import command

Upload key transfer blob to import HSM-key.

Customer will transfer the Key Transfer Blob (".byok" file) to an online workstation and then run a az keyvault key import command to import this blob as a new HSM-backed key into Key
Vault.

To import an RSA key use this command:

az keyvault key import

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/keys/byok-specification
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Explanation

In the Dynamic Data Masking configuration page, you may see some database columns that the recommendations engine has flagged for masking. In order to accept the recommendations,
just click Add Mask for one or more columns and a mask is created based on the default type for this column. You can change the masking function by clicking on the masking rule and editing
the masking field format to a different format of your choice.


https://www.jpnshiken.com/q/36411-2940391/

namic Data Masking

tabase

cd Mazk

L

"-. Diownlevel clients require the use of Security Enabled Connection Strings. E
1

Masking Rules

MASK MAME MASK FUNCTION
You haven't created any masking rules.

SCU users excluded from masking (sdministrators areahvays excluded)

Recommended fields to mask

SCHEMA TABLE COLUMN

SalesLT Customer Firsthame m
SaleslT Customer LastMame
SaleslT Customer EmailAddress ADD MASK
SaleslT Customer Phone
SaleslT CustomerAddress AddressiD

References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-dynamic-data-masking-get-started-portal
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BEDHEZMRRT IDLENHYET,

HE=IERZET o EHN?

A. AzureFunction® k') i—%AzureBlobR b L—2 b H—IZE#LFET

B. R — VT EAREICT 2=OITHEHENELSBREIN TSI EZHRELET
C. Azure A EE R M AppService 75 U IZ#BEILE T

D. PCOXMTABIRE DI —TEZEH LT A TLELINNELES

Ff:D (A LEHKT D)

Explanation

If you want to read the files in parallel, you cannot use forEach. Each of the async callback function calls does return a promise. You can await the array of promises that you'll get with
Promise.all.


https://www.jpnshiken.com/q/36411-2940392/

Scenario: Capacity issue: During busy periods, employees report long delays between the time they upload the receipt and when it appears in the web application.

PCRE var container = await GetCloudBlobContainer();

PCO9 foreach (var fileltem in await ListFiles())

PC10 {

PC11 var file = new CloudFile(fileItem.StorageUri.Prissryuri);
PC12 var ms = new MemoryStream();

PC13 swait file.DownloadToStrealisync(ms);

PC14 var blob = container.GetBlockBlobReference(fileltem.Uri.ToString());
PC15 await blob.uplosdfroaStreasisyncims);

PC16

PC17 )

Reference:

https://stackoverflow.com/questions/37576685/using-async-await-with-a-foreach-loop
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ROWREZEL V)2 —2a VERETAMENHYET,
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Components Answer arca

H I| i

em Action Component
Draft Deploy solution Component
"r— View cluster and external IP addressing Component
gngade X

mplement a single, public IP endpaoint that B¥outed 1o multiple microserices Componéent

KubeCtl

ingress Lontrotier
CoreDNS

Virtual Kubelet



S Microsoftd

Deploy soluton
Vv cluster and external 1P addreging )
implement & single. public it endpoift that is routed o multiple MICcrodsenvices. Ingress Controlier

Explanation

Answer Area

Action Component

Deploy solution. o~ Helm §

View cluster and exterpal lPadthfess}ng . KubeCti

Implement a single, b'ubli:: IP endpoint that is routed to
miltiple microservices.

= Microsoft

Ingress Controller

Box 1: Helm

To create the ingress controller, use Helm to install nginx-ingress.

Box 2: kubectl

To find the cluster IP address of a Kubernetes pod, use the kubectl get pod command on your local machine, with the option -o wide .

Box 3: Ingress Controller

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services. Kubernetes ingress resources are used to
configure the ingress rules and routes for individual Kubernetes services.

Reference:

https://docs.microsoft.com/bs-cyrl-ba/azure/aks/ingress-basic

https://www.digitalocean.com/community/tutorials/how-to-inspect-kubernetes-networking
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9, I RTHD) J—RIL, Azure Active Directory Azure AD) #{FARAL THRESNTLVET,

Logic Appld, Azure MonitorB 7 # AL T, I3 A LT—FEARY MIBETHEREEBRP I UVRET ILENHY FET,

A4 XAzureBlobX fL—U 7 DY MRETIVLENHYET,

Azure Monitora 4" #5% 5 L . Azure LogicAppD i T— 42 ZIRET ZRENH Y FT,
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Actions Answer Area

Create action groups and alert rules.
Create a Log Analytics workspace.

Install the Logic Apps Management solution. @

QS

Add a diagnostic setting to the Azure Fungtion App | @

Create an Azure storage account

Add a diagnostic setting to the Azure Logic App.

EfiZ:
Actions Answer Area

o e G e s s e e e e e S s me e me s S s e e

Install the Logic Apps Management solution. | @ Install the Logic Apps Management solution. @
rﬂfl_d a_d‘i_a_g_nn;tic_'sgﬁu;f;:j to the Me}uﬁ_ct?g n—A;;p} @ """""""""""" @
Create an Azure storage account | | Add a diagnostic setfting to the Azure Logic App

. e A . R B A . R S . S . .

S I T e ———

Add a diagnostic sefting to the Azuré Logic App. |

|
| S o RN T e RS . ", LR R

Explanation


https://www.jpntest.com/shiken/AZ-204J-mondaishu

' Create a Log Analytics workspace.

e

Install the Logic Apps Maradément solution: < 2

&

Add a diagnostic setting to the Azure Logic App.

Text Description automatically generated

Step 1: Create a Log Analytics workspace

Before you start, you need a Log Analytics workspace.

Step 2: Install the Logic Apps Management solution

To set up logging for your logic app, you can enable Log Analytics when you create your logic app, or you can install the Logic Apps Management solution in your Log Analytics workspace for
existing logic apps.

Step 3: Add a diagnostic setting to the Azure Logic App

Set up Azure Monitor logs

* In the Azure portal, find and select your logic app.

* On your logic app menu, under Monitoring, select Diagnostic settings > Add diagnostic setting.
Reference:

https://docs.microsoft.com/en-us/azure/logic-apps/monitor-logic-apps-log-analytics
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Polieytypes n /1 . . .. -, AnswefArea

Outbound Rewrite the requ@st URL tosmatch to the format expected by policy type

the'web Service,

Backend Remove formatting text from responses. policy type

Forward the user ID that is associated with the subscription policy type
key for the onginal request to the back-end service.




Policy types Answer Area

(nbound _ _ _ _ | Reauirement __ Policytype
:au-t"bo_ung S -—, Rewrite the reqéiést URL to match to the format expected by 1Outbound
P the web service,
c T e e e e
3, oL Remove farmatting text from responses. |Ilnbound
L) 14 Forward the user ID that is associated with the subscription r@?E?E __________
key for the original request to the back-end service
Explanation
Requirement Policy type
Rewrite the request URL to match to the format
e equest .G atc e TOn lDUTbDUﬂd
expected by the web service.
Remaeve formatting text from responses. Inbound
Forward the user ID that is.asSociated with the subscription
key for the original requestto the back-end service Backend
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A. hostjsonT7 7 4 JL T _batchSizeA T a v DIEZR S LET

B. k') 5i—%Azure EventHublZZ#: L £ 3

C. AzureFunctionZ U 7 LTS VIZERT B

D. function.json 7 7 4 JL T typeA 7 3 > DfE Z#queueScalinglZZEE L E£ 9
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Explanation

With the Premium plan the max outbound connections per instance is unbounded compared to the 600 active (1200 total) in a Consumption plan.

Note: The number of available connections is limited partly because a function app runs in a sandbox environment. One of the restrictions that the sandbox imposes on your code is a limit on
the number of outbound connections, which is currently 600 active (1,200 total) connections per instance. When you reach this limit, the functions runtime writes the following message to the
logs: Host thresholds exceeded:

Connections.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/manage-connections

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale#service-limits
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Explanation

Instead pass the HTTP trigger payload into an Azure Service Bus queue to be processed by a queue trigger function and return an immediate HTTP success response.

Note: Large, long-running functions can cause unexpected timeout issues. General best practices include:

Whenever possible, refactor large functions into smaller function sets that work together and return responses fast. For example, a webhook or HTTP trigger function might require an
acknowledgment response within a certain time limit; it's common for webhooks to require an immediate response. You can pass the HTTP trigger payload into a queue to be processed by a
queue trigger function. This approach lets you defer the actual work and return an immediate response.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
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Explanation

Windows Azure Web Sites (WAWS) offers 3 modes: Standard, Free, and Shared.


https://www.jpnshiken.com/q/36411-2940397/
https://www.jpnshiken.com/q/36411-2940398/
https://www.jpnshiken.com/q/36411-2940399/

Standard mode carries an enterprise-grade SLA (Service Level Agreement) of 99.9% monthly, even for sites with just one instance.
Standard mode runs on dedicated instances, making it different from the other ways to buy Windows Azure Web Sites.
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Code section
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Controller attribute [ Rt s |
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ServiceFilter
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Code section
Value
Controller attribute __
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Starup method
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AddUserSecrets

A[!pi onhg encpoint Setting
"Thetps.//appfeaturetiagstore vault.azure net
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s &bartaull Az Rt

Explanation

Box 1: FeatureGate

You can use the FeatureGate attribute to control whether a whole controller class or a specific action is enabled.
Box 2: AddAzureAppConfiguration

The extension method AddAzureAppConfiguration is used to add the Azure App Configuration Provider.

Box 3: https://appfeatureflagstore.azconfig.io

You need to request the access token with resource=https://<yourstorename>.azconfig.io Reference:
https://docs.microsoft.com/en-us/azure/azure-app-configuration/use-feature-flags-dotnet-core
https://csharp.christiannagel.com/2020/05/19/azureappconfiguration/
https://stackoverflow.com/questions/61899063/how-to-use-azure-app-configuration-rest-api
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Explanation

Instead run the Invoke-RestMethod cmdlet to make a request to the local managed identity for Azure resources endpoint.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/tutorial-windows-vm


https://www.jpnshiken.com/q/36411-2940402/
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Answer Area

"resources”™: [
( pyin
“apiVersion": "2016-01-01",
"type": "Microsoft.Storage/storageAccounts”,
"name": "[concat( . (), 'storage', uniqueString(resourceGroup().id))]",

copy
copylndex
priority
dependsOn

"location™: "[resourceGroup().location]”,

“ﬁku": {

}s
"kind" "Starage" i

fuicomit | on.COM
5232,?35 h\Ke “

name”: "Standard LRS"

"apiVersion™: "2015-86-15",
"type": "Microsoft.Compute/virtualMachines”,
"name": “[concat('VM', uniqueString(resourceGroup().id))]",
" TR |
copy
copylndex
priority
dependsOn
"[variables('loadBalancerName')]",
"[variables('virtualNetworkName')]",
"storagesetup”,

1
}
1,

“"outputs”: {}
}




{

"resources™: [
{ pyin

“apiVersion®: “201G-01-01",

“type”: "Microsoft.Storage/storageAccounts”,

"name": "[concat( . (), "storage', unigueString(resourceGroup().id))]",
O
Tcopylndex |
priority
dependsOn

"location™: "[resourceGroup().location]",

"sku": {

"name”: “Standard_ LRS"
1
"kind": "Storage”,
“properties": {},

T |

‘copy
cc:pylndex

priority
dependsOn

“name": 5tarage Eﬁﬁfﬁg,,
“count": 3 P

E?_{ygrslﬁn", "2615-96-15",
i ype”: "Microsoft. Compute/virtualMachines”™,

| “riame" : "[concat{"VM', uniqueString(resourceGroup().id})]",
i = L [

copy
copylndex

"Eg::%sﬁn 3 =D‘JMicrOSOf I

"[variables(loadBalancerhame")]",
"[variables( virtualNetworkName')]",
"storagesetup”,
1,
}

1.

"outputs”: {}

}

Explanation



{

"resources”: [
{ pyln
"apiVersion": "2016-01-01",
“"type": "Microsoft.Storage/storageAccounts”, N | Py i B
"name": "[concat( . (), 'storage', unigliestringresourcecrotpt)iid))Il,

copy
‘copy!ndex |
priority
dependsOn
"location”: "[resourceGroup().location]”,
L1} 5‘k'.’lll : {
"R “Storager o RS
“properties”: {},
i ] n: {
copy |
copylndex
priority
dependsOn
"name”: “storagesetup”,
“"count™: 3
} B )
1, maAVIICroOsSoOTt

“"apiVersion": T2015-86-15",

“type"s TMicrosoft, Compute/virtualMachines™,

"name": "[concat('VM', uniqueString(resourceGroup().id)}]",
ELl i “.: [

copy
copylndex

priority
'dependsOn

“[variables('loadBalancerName')]",
*[variables('virtualNetworkName')]",
"storagesetup”,

1,
Box 1: copylndex

Notice that the name of each resource includes the copylndex() function, which returns the current iteration in the loop. copylndex() is zero-based.
Box 2: copy

By adding the copy element to the resources section of your template, you can dynamically set the number of resources to deploy.
Box 3: dependsOn

Example:

"type": "Microsoft. Compute/virtualMachineScaleSets",



"apiVersion": "2020-06-01",

"name": "[variables('naminglInfix")]",

"location": "[parameters(‘location")]",

"sku": {

"name": "[parameters('vmSku')]",

"tier": "Standard",

"capacity": "[parameters('instanceCount’)]"

12

"dependsOn":

"[resourceld('Microsoft.Network/loadBalancers', variables('loadBalancerName'))]",
"[resourceld('Microsoft.Network/virtualNetworks', variables('virtualNetworkName"))]"

],

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/copy-resources
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/quick-create-template-windows
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C. 1—H%—ZF{ESAS

D. Service SAS with ad hoc SAS

EfEA(QA Y REHKRT D)

Explanation

A service SAS is secured with the storage account key. A service SAS delegates access to a resource in only one of the Azure Storage services: Blob storage, Queue storage, Table storage,
or Azure Files.

Stored access policies give you the option to revoke permissions for a service SAS without having to regenerate the storage account keys.
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview
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general web delivery

large file download

dynamic site acceleration
video-on-demand media streaming
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Standard
Premium

Profile

Allamai
Microsoft

Optimization

general web delivery

large file download

dynamic site acceleration
video-on-demand media streaming

Scenario: Shipping website

Use Azure Content Delivery Network (CDN) and ensure maximum performance for dynamic content while minimizing latency and costs.

Tier: Standard

Profile: Akamai

Optimization: Dynamic site acceleration

Dynamic site acceleration (DSA) is available for Azure CDN Standard from Akamai, Azure CDN Standard from Verizon, and Azure CDN Premium from Verizon profiles.
DSA includes various techniques that benefit the latency and performance of dynamic content. Techniques include route and network optimization, TCP optimization, and more.
You can use this optimization to accelerate a web app that includes numerous responses that aren't cacheable.

Examples are search results, checkout transactions, or real-time data. You can continue to use core Azure CDN caching capabilities for static data.

Reference:

https://docs.microsoft.com/en-us/azure/cdn/cdn-optimization-overview
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Up1nad the certificate to Azure K It.

| Update line SCO05 of Security cs to include
lerror handling and then redeploy the code.

-Update line SCO3 of Security.cs to include a
mstng siatermant and then I'e-deplﬂj" the cnde

| Upload the certificate to source tt =

| Import the certificate to MQ% Service.
Generate a certificate.

|

Add the certificate thumbprint to the
| WEBSITE_LOAD_CERTIFICATES app ?
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lUpluad the certificate to Azure Key Vault.
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‘Update line SCO5 of Security.cs to include
lerrur handling and then redeploy the code.

— e — —

— —

*Ugdate line SCO3 of Security cs to include a 1 =il > TS SN AW
‘using statement and then re-depluy the code. Import the certificate to Azure App Service.

| Add the certificate thumbprint to the
IWEBSI'I'E LOAD CERTIFICATES =S app setting. -, setting
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| Upload the certificate to source I.‘.l:lﬂlfl.'_l].

Explanation




Generate a certificate

Upload the cerificate to Azure Key-\/atlt

Importthe 'cefificate to Azure App Service

Update ine SCO05 of Security.cs to include
emor handling and then redeploy the code

Scenario: Corporate website

While testing the site, the following error message displays:

CryptographicException: The system cannot find the file specified.

Step 1: Generate a certificate

Step 2: Upload the certificate to Azure Key Vault

Scenario: All SSL certificates and credentials must be stored in Azure Key Vault.

Step 3: Import the certificate to Azure App Service

Step 4: Update line SCO5 of Security.cs to include error handling and then redeploy the code Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate
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Explanation

Instead use an Azure Key vault and public key encryption. Store the encrypted from in Azure Storage Blob storage.
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Configure data retention

E Solution

v

Implement Biob Storage
Implement Azure Cosmos DB
Implement Storage (general purposé u1]

Implement StorageV2 (general purpose v2)

v

Snapshot blobs and move them to the archive tier

Set a lifecycle management policy to move blobs to the cool tier
Use AzCopy to copy the data to an on-premises device for backup
Set a lifecycle management policy to move blobs to the archive tier

Requirement

Solution

Configure an Azure Storage account

v

Implement Blob Storage
Implement Azure Cosmos DB
(general Eu _pl::-se v1)

eneral purpose v2) !

Configure data retention

Explanation

Text Description automatically generated with medium confidence




Requirement

Configure an Azure Storage account

Implement Blob Storage

Implement Azure Cosmos DB

Implement Storage (general purpose v1)
Implement Storage'V2 (general purpose v2)

Configure data retention v

Snapshot blobs and move them to the archive tier

Set a lifecycle management policy to move blobs to the cool tier
Use AzCopy to copy the data to an on-premises device for backup
Set a lifecycle management policy to move blobs to the archive tier

Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?toc=/azure/storage/blobs/toc.json
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