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You can create a function that is triggered when messages are submitted to an Azure Storage
queue.

Reference:
https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-storage-queue-triggered-
function
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AZ SEervicebpus namespace create
- =resource-group fridge-rg
- -name fridge-ns
- -location fridge-leoc

az servicebus queue create
--rescurce-group fridge-rg
--namespace-name fridge-ns
--name fridge-gq

connectionString-§(az servicebus namespace authorization-rule keys list
-=resource-group fridge-rg
==fridge-ns fridge-ns
--name RootManageSharedhccessKey
==-gquery primaryConnectionString --output tsv)

az.group create
~-namg | fridge-Eq
~~location fridaoe-log
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A service bus instance has already been created (Step 2 below). Next is step 3, Create a Service
Bus queue.

Note:

Steps:

Step 1: # Create a resource group

resourceGroupName="myResourceGroup"

az group create --name $resourceGroupName --location eastus

Step 2: # Create a Service Bus messaging namespace with a unique name
namespaceName=myNameSpace$RANDOM

az servicebus namespace create --resource-group $resourceGroupName --name
$namespaceName --location eastus Step 3: # Create a Service Bus queue az servicebus queue
create --resource-group $resourceGroupName --namespace-name $namespaceName --name
BasicQueue Step 4: # Get the connection string for the namespace connectionString=$(az
servicebus namespace authorization-rule keys list --resource-group $resourceGroupName --
namespace-name $namespaceName --name RootManageSharedAccessKey --query
primaryConnectionString --output tsv)
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https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-quickstart-cli
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az webapp v v -g shipping-apis-test-rg -n web
cors add
config up
deployment remove
- v Ny

slot http://*. wideworldmporters.com

allowed-origins http://tést-shippingapi wideworldimporters.com

name httpJ//test. wideworldimporters.com

hitp://www.wideworldimporters.com

1E fiZ:
az webapp v v -g shipping-apis-test-rg -n web
cors add
config up
deployment remove
= v v
slot http://* wideworldimporters.com
allowed-origins http://test-shippingapi.wideworldimporters.com
name {http# test. wideworldimporters.com
1 hith 7 ww wideWworldimporters.com
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CloudStorageAccount storageAccount = CloudStorageAccount.Parse{CloudConfigurationManager.GetSetting

"StorageConnectionString”));
B g

) C|Q_1:ldO_L_IEue_CinT? pVarl = storageAccount. |CregteClgudQueueClient ();
&lpupﬁl’;njcl"?;.rp " ovar2 =ty CresteCloudTableClient
clogtquevs” " GetQueueReference
CloudTable GetTableReference
CloudQueueClient tExistsAsync();|CreateCloudQueueciient ("contoso-storage”);
CloudTableClient CreateCloudTableClient
CloudQueue GetQueueReference
CioudTable GetTableReference
1E fi#:
LM
Answer Area
CloudStorageAccount storageAccount = CloudStorageAccount.Parse{CloudConfigurationManager.GetSetting
("StorageConnectionString”));
lciougoyeyeciient pvarl = storageAccount.|CreateCloudQueueClient ();
CloudTableChent pVar2 = pyarl. CreateCloudTableClient
CloudQueue GetQueueReference
CloudTable GetTableReference
CloudQueueClient tExd stsasync( ) ; |CreateCloudQueueCiient ("contoso-storage”);
CloudTableClient 'R n° CreateCloudTable@lient
CloudQueue et | (" ]&etau erénge |
CloudTable g '5 | SetTableREference
= = -
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Scenario: The Shipping Logic App requires secure resources to the corporate VNet and use
dedicated storage resources with a fixed costing model.

You can access to Azure Virtual Network resources from Azure Logic Apps by using integration
service environments (ISEs).

Sometimes, your logic apps and integration accounts need access to secured resources, such as
virtual machines (VMs) and other systems or services, that are inside an Azure virtual network.
To set up this access, you can create an integration service environment (ISE) where you can run
your logic apps and create your integration accounts.
https://docs.microsoft.com/en-us/azure/logic-apps/connect-virtual-network-vnet-isolated-
environment-overview
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Use the following method:

1. Create a SearchindexClient object to connect to the search index

2. Create an IndexBatch that contains the documents which must be added.

3. Call the Documents.Index method of the SearchindexClient and pass the IndexBatch.
https://docs.microsoft.com/en-us/azure/search/search-howto-dotnet-sdk
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Parameter name Description
Sscript the script that will run across the batch pool

Simage the image that pool worker processes will use
$sku the node agent SKU Id
$numberOfJobs the numberef jobs to run
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Command segments Answer Area

az batch pool create

==id mypool —-=-vm-size Standard Al v2
-=target-dedicated-nodes 2

--image Simage

—--node—agent-sku-id Saku

az batch job
create
-—id myjob
-=-pool=-id mypool

©

©

forad in {1..S5numbercfichs]
do |

| oLeT

| az batch task create
-—-task-1d mytasksi
--job—id myjob
-—command-line S=script

1EfiZ:

Answer Area

az batch pool create

az batch job create

az batch task create

for iin {1..SnumberOfJobs} do

1 - az batch pool create

2 - az batch job create

3 - az batch task create

4 - foriin {1..$numberOfJobs} do
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Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-messages-payloads
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Answer Area

string notificationHubName = "contoso hub";
string notificationHubConnection = "connection_string”;
v hub =

NotificationHubClient
NotificationHubClientSettings
NotificationHubJob
NotificationDetails

NotificationHubClient _ Getlnstallation
NotificationHubClientSettings CreateClientFromConnectionString
NotificationHubJob CreateOrUpdatelnstallation
NotificationDetails Patchlinstallation

r
(notificationHubConnection, notificationHubName);
string windowsToastPayload =
@"<toast><visual><bindihg ‘template=""ToastText@l""><text id=""1"">" +
@"New item to view® + @"</text></binding></visual></toast>";

try
{
var result =
await hub. v (windowsToastPayload);
SendWindowsNativeNotificationAsync
SubmitNotificationHubJobAsync
ScheduleNotificationAsync
SendAppleNativeNotificationAsync
}
catch (System.Exception ex)
{
i _ﬂb\ N : Pl el et & s
} IVIICFOSOT1



string notificationHubName = “contoso _hub";
string notificationHubConnection = “connection string";
« hub =

[ NotificationHubClient
NotificationHubClientSettings
NotificationHubJob
NatificationDetails

w

| NotificationHubClient | Getlnstallation
otificationHubClientsettings |CreateCIientmeCunnectianStrinE |
NotificationHubJob reateUrUpdatelnstallation
NotificationDetails Patchlinstallation

(notificationHubConnection, notificatiocnHubName};
string windowsToastPayload. =
@"<toast><visual><bindifg “teémplate€=""ToastText@1""><text id=""1"">»"
I F E%@New 1teqft9 view! sm@" < text></binding></visual></toast>";
I

OT1l

var resultis
awaif hub® v (windowsToastPayload);

| SendWindowsNativeNotificationAsync |
SubmitNotiticationHubJobAsync
ScheduleNotificationAsync
SendAppleNativeNotificationAsync

}

catch (System,Exception ex)

{

}

Reference:
https://docs.microsoft.com/en-us/azure/notification-hubs/notification-hubs-push-notification-
registration-management
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/app-service-mobile/app-service-
mobile-windows-store-dotnet-get-started-push.md
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Targets Answer Area

=policies=
Expect <inbound=
<base /> a
<cache-lookup caching-type="

‘ Public

<vary-by-header=

Private
‘ Target

‘ Internal </vary-by-header=
</cache-lookup=>

Ene il T <linbound=
</policies>

‘ Authonzation

1E#Z:
Targets Answer Area
<policies=
Expect <inbound>
<base />
ey <cache-lookup caching-type= Internal golinstiean eachingtype =* | Private
<vary-by-header>
PR Authorization
Internal </ary-by-hedder=
</cache-lookup:
</inb@
Exneal <.-po|iciﬁ-
Authorization
Reference:

https://docs.microsoft.com/en-us/azure/api-management/api-management-caching-policies
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$ resourceGroupName = "testResourceGroup"

$ accountName = "testCosmosAccount"

$ databaseName = "testDatabase"

$ containerName = "testContainer"

$ partitionKeyPath ="/ Employeeld"

$ autoscaleMaxThroughput = 5000
New-AzCosmosDBSqlContainer
-ResourceGroupName $resourceGroupName
-AccountName $accountName

-DatabaseName $databaseName

-Name $containerName

-PartitionKeyKind Hash

-PartitionKeyPath $ partitionKeyPath
-AutoscaleMaxThroughput $ autoscaleMaxThroughput
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SELECT * FROM ¢ WHERE c.Employeeld > '12345'

SELECT * FROM ¢ WHERE c.UserlD = '12345'
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The minimum throughput for the container is 400 R/Us.

The first query statement is an in-partition query.

The second query statement is a cross-partition query.

Yes N

0

The minimum throughput for the container is 400 R/Us.

The first query statement is ap-in-partition query.

O 10] |0

O
O
The second query --.f..atemle;\f-E's-a--ctdsSapartition query. @

Reference:
https://docs.microsoft.com/en-us/azure/cosmos-db/how-to-choose-offer
https://docs.microsoft.com/en-us/azure/cosmos-db/how-to-query-container
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Before you can connect to on-premises data sources from Azure Logic Apps, download and
install the on-premises data gateway on a local computer. The gateway works as a bridge that
provides quick data transfer and encryption between data sources on premises (not in the cloud)
and your logic apps.

The gateway supports BizTalk Server 2016.

Note: Microsoft have now fully incorporated the Azure BizTalk Services capabilities into Logic
Apps and Azure App Service Hybrid Connections.


https://www.jpnshiken.com/q/12576-1136108/

Logic Apps Enterprise Integration pack bring some of the enterprise B2B capabilities like AS2 and
X12, EDI standards support Scenario: The Shipping Logic app must meet the following
requirements:

Support the ocean transport and inland transport workflows by using a Logic App.

Support industry-standard protocol X12 message format for various messages including vessel
content details and arrival notices.

Secure resources to the corporate VNet and use dedicated storage resources with a fixed costing
model.

Maintain on-premises connectivity to support legacy applications and final BizTalk migrations.
Reference:

https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-gateway-install
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Create storage account

Basics Advanced Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable,
and redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues,
and Azure Tables. The cost of your storage account depends on the usage and the options you choose below. Learn
maore

PROJECT DETAILS

Select the subscription to manage deployed resources and costs, Use resource groups like fold
manage all your resources,

* Subscription

L * Resource group

INSTAMCE DETAILS

deploy using the classic deployment

The default deployment model is Resource Mamg\m pports the latest Azure features. You may choose to

; classic deployment m-j:' i .

* Storage account name @ 6 corporatowabsteconient . «;

* Location 0 (US) East US
o Q |

(@) Standard () Premium

Performance @

Account kind @

Sterageva (general WN::;’EJ
Storage [general purpose
BlobSiorage

Replication @

Geo-redundont storage (GRS)

Read-access geo-redundant sicrage (RA-GRS)
storage (GZRS)

Read-access geo-zone-redundant storage (RA-GZRS)

Access tier (default) @ O Coal O Hat




Create storage account

Basics Advanced Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable,
and redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues,
and Azure Tables. The cost of your storage account depends on the usage and the options you choose below. Learn
more

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

* Subscription Visual Studio Enterprise v
- * Resource group (New) cplcorporatesite v |
Create new B
INSTANCE DETAILS

The default deployment model is Resource Manager, which supports the latest Azure feaiu res. You may choose to
deploy using the classic deployment model instead. Choose classic deployment model

* Storage account name @ corporatewebsitecontent v
* Location (US) EastUS v
Performance @ @ Standard O Premium

Account kind @ v

torageV2 (general purpose v2)
evT]
BlobStorage
Replication @ [ v -

Locally-redundant storage (LRS)

Zone-redundant storage (ZRS)

Geo-redundant storage (GRS) |
ead-access geo-redundant siorage (RA-GRS)

Geo-zone-redundant storage (GZRS)
Read-access geo-zone-redundant storage (RA-GZRS)

Access tier (default) @ | O Cool O Hot

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers?tabs=azure-
portal
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Not necessary to convert the account, instead move photo processing to an Azure Function
triggered from the blob upload..

Azure Storage events allow applications to react to events. Common Blob storage event
scenarios include image or video processing, search indexing, or any file-oriented workflow.
Note: Only storage accounts of kind StorageV2 (general purpose v2) and BlobStorage support
event integration. Storage (general purpose v1) does not support integration with Event Grid.
Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-event-overview
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71 using System;

32 using 3ystem.Threading.Tasks;

)3 using Microsoft.Azure.Cosmos;

)4 u=ing Microsoft.Extensions.Configuration;
15 using Newtonsoft.Json;

J& nameapace 3alesOrdexs

27

)8 public class SaleaCrde:

L

10 e

11

L2 intermal class ManageSslesaOrders

13 1

14 private static async Task GenerateSalesOrders()

15 i

16 ItonfigurationRoot configuration = new ConfigurationBu o - i » tEi 3 ~Build();
17 string endpoint = configuration[“EndPointUrl®];

18 string nuth!ey coni;gu:atlon[“Au*hnrlzatlnpﬂe %

L using CosmosClient elient = new Comnaclﬂ.ﬁhti int, :

2 ot database = null ) _ N -

2 Miﬁ@ Mtae{“&ai ..- ﬁé-ﬁelete&t:eaﬂhsync{]] {1}

2 enatﬂ;safﬂ"' xistshAsync ("SalesOrders”);

2 siner containerl = await datﬁhllﬁ-eveatQCan:n;ne:naync{xd* “Containerl”, partitionFeyPath: “/AccountNumber”);
24 o er container? = ﬂna5p atbnhnnﬁ CreateContainerAsync(id: “Container2”, partitionKeyPath: “/AccountNumber”);
25 SalesOrder salesOrderl = rcﬂ 2 |@ der{) [ RAccountNumber = "12345&" };

13 awalt containerl. q:enﬁiItihA:gﬂc{:nle:Orderl, new Partiticnfey(salesOrderl.AccountNumber));

27 Salealrds: salesﬂxﬂxf“t MEw SalesCOrder() { AccountNumber = “654321" };

28 await containerl. craqteikgmnsync{aalasozdnrz, new Fartiticnfey(salesOrderl.AccountNumber));

29 SalesOrder salesO:de:iE= new SaleaOrder() { RccountNumber = “109876" };

30 await container2. CzeatnItemisync(saleaﬁrderS, new FartiticnFey(salesOrder3.AccountMumber));

31 _ = await database.CreataUserRaync("Userl”);

32 User userl = database.GetUser (“Userl”);

33 _ = await userl.ReadAsync();

14 }

35 }

38 |

ROERAT— R AV KMIDWT RTF—FAY MHtrueDIHEEIE [TV ZRBIRLET, FNLSD
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Statements Yes No

A database named SalesOrders is created. Th M will O @)
include two containers.

o e . .I "
Container1 will contain two j k\& H Mdcros 0'&

Container2 will contai item. 0O 0O

1E fiz:
Statements ((\ Yes

A database named SalesOrders is createddh&atabase will |§]
include two containers.

W
qnlamen will contain two |te [D]




Reference:

https://docs.microsoft.com/en-
us/dotnet/api/microsoft.azure.cosmos.cosmosclient.createdatabaseifnotexistsasync
https://docs.microsoft.com/en-
us/dotnet/api/microsoft.azure.cosmos.database.createcontainerasync
https://docs.microsoft.com/en-us/dotnet/api/azure.cosmos.cosmoscontainer.createitemasync
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A. Applicationlnsights D& 77 B8 %

B. Applicationinsights4f N> k

C. Applicationinsights k L—X

D. Applicationinsights * k1) w4

EfR: (EffzRTLET)

Application Insights provides three additional data types for custom telemetry:

Trace - used either directly, or through an adapter to implement diagnostics logging using an
instrumentation framework that is familiar to you, such as Log4Net or System.Diagnostics.
Event - typically used to capture user interaction with your service, to analyze usage patterns.
Metric - used to report periodic scalar measurements.

Scenario:

Policy service must use Application Insights to automatically scale with the number of policy
actions that it is performing.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/data-model
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YNa—23 v AyvtE—CFMETELLSICLEET, AvtE—C2RELTRET S
ENHYET, BRI EREE. VIR0 Toay VY—RTL—T BLUBHEEEL
T.Azure ServiceBusf Y A2 VR EERBRLET,
BRZTTIHIRENHYET,
EDAzureCLIE fz[ZPowerShella v > REETTEIHENHY FTH?
A az servicebus queue create
--resource-group fridge-rg
--namespace-name fridge-ns
—--name fridge-g
B. New-AzureRmResourceGroup
-Name fridge-rg
-Location fridge-loc
C. New-AzureRmServiceBusNamespace
-ResourceGroupName fridge-rg
-NamespaceName fridge-loc
-Location fridge-loc

D. connectionString-§)az searviceBus namespace authorization-rule keys list
--resource-group fridge-rg
-=-fridge-ns fridge-ns
==query primaryConnectionString -output tsv)

A +T3
B.7+7 3
C
D

\" \
W >

A T3
A T3
EfE:A(QAVREHEKRT D)
A service bus instance has already been created (Step 2 below). Next is step 3, Create a Service
Bus queue.
Note:
Steps:
Step 1: # Create a resource group
resourceGroupName="myResourceGroup"

"\’
O O

az group create --name $resourceGroupName --location eastus

Step 2: # Create a Service Bus messaging namespace with a unique name
namespaceName=myNameSpace$RANDOM

az servicebus namespace create --resource-group $resourceGroupName --name
$namespaceName --location eastus Step 3: # Create a Service Bus queue az servicebus queue
create --resource-group $resourceGroupName --namespace-name $namespaceName --name
BasicQueue Step 4: # Get the connection string for the namespace connectionString=$(az
servicebus namespace authorization-rule keys list --resource-group $resourceGroupName --
namespace-name $namespaceName --name RootManageSharedAccessKey --query
primaryConnectionString --output tsv) Reference:


https://www.jpnshiken.com/q/12576-1136113/

https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-quickstart-cli
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BEO7 v 7O— FETREHICTOAET,

HLWETHZT7y TO0—KF§ 5L =2 HEEDBLOB%C Container1h 5 Container2([Ca E—9 %
BENHYET,

DIE=IERZET o EH?

A. Blob Service RESTAPIDPutBlobi#{E % {# A L TBlob% Container2[Za E—L %9

B. Start-AzureStorageBlobCopya < > kL v b EFERT ARV T Y FREY I EERLE
+

C.RFTvT>ay bRA v FTAzCopyZ{E L T BLOB%Container2lIca E—LFY
D.BLOBZ{REY > vIZAHoBA— KL TH, 5 BLOBZContainer2IlZ7 vy JA—KFLFET

IEf#E: (EfEZRTLET)

The Start-AzureStorageBlobCopy cmdlet starts to copy a blob.

Example 1: Copy a named blob

C:\PS>Start-AzureStorageBlobCopy -SrcBlob "ContosoPlanning2015" -DestContainer
"ContosoArchives" -SrcContainer "ContosoUploads" This command starts the copy operation of
the blob named ContosoPlanning2015 from the container named ContosoUploads to the
container named ContosoArchives.

Reference:
https://docs.microsoft.com/en-us/powershell/module/azure.storage/start-azurestorageblobcopy?
view=azurermps-6.13.0
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EDRAANZALEFERTIVBENHYFEITHM?
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Use the authentication-managed-identity policy to authenticate with a backend service using the
managed identity of the APl Management service. This policy essentially uses the managed


https://www.jpnshiken.com/q/12576-1136114/
https://www.jpnshiken.com/q/12576-1136115/

identity to obtain an access token from Azure Active Directory for accessing the specified
resource. After successfully obtaining the token, the policy will set the value of the token in the
Authorization header using the Bearer scheme.

Reference:
https://docs.microsoft.com/bs-cyrl-ba/azure/api-management/api-management-authentication-
policies
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A. Azure ServiceBus¥ 1 —

B.AzureX hL—oF 21—

C. Azure ServiceBus FE v &

IEf#: (EfEZRTLET)

D Azure Event Hub

Explanation:

The Azure Service Bus Queue and Topic has duplicate detection.

Enabling duplicate detection helps keep track of the application-controlled Messageld of all
messages sent into a queue or topic during a specified time window.

Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/duplicate-detection
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Code segments ANSWEI Area

IncludeEventid [t oy

e |
ServerFeatures = Gl
_— —  public void ConfigureServices (IserviceCollection services)
LoggerFilterOptions i~ _
= — - serVJ.ces.AddOPtions<\ ‘>() .
ApplicationServices ‘ Configure (o => o. | 7, |= true );
ApplicationlnsightsLoggerOptions ‘ services.AddMvc () ;

}
TrackExcemionsAsExceplionTelemetry} public void Configure (IapplicationBuilder app,
IhostingEnvironment env, IloggerFactory loggerFactory)

{

logg%rﬂgctory .AddApplicationInsights (app.
app<UseMvad) ; R
1

‘ ,LogLevel.Trace) ;

IFfig:
Coae segments MIIPWEI AITa
IncludeEventld |Public class S
{
ServerFeatures = It
” public void ConfigureServices (IserviceCollection services)

i i {
LoggerFilterOptions l services . Addoptions<|Applicationinsightsl.oggerOptions ” >0.
Splcalicreeniens | configure(o => o [ IncludeEventid |- true Vi
ApplicationinsightsLoggerOptions | services.AddMve () ;

S }
rrackE:-""."'ronsAsExoemionTelemetry] publie woid configure (IapplicationBuilder app,
ThostingEnvironment env, IloggerFactory loggerFactory)
{
loggerFactory.AddApplicationInsights (app .| ApplicationSemvices |, LogLevel.Trace)

app.UseMved() ;
]
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When you run modern, microservices-based applications in Kubernetes, you often want to control
which components can communicate with each other. The principle of least privilege should be
applied to how traffic can flow between pods in an Azure Kubernetes Service (AKS) cluster. Let's
say you likely want to block traffic directly to back-end applications. The Network Policy feature in
Kubernetes lets you define rules for ingress and egress traffic between pods in a cluster.
https://docs.microsoft.com/en-us/azure/aks/use-network-policies
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FIVr—oa v HHELET, AzureD—EDRBTL Y YWM)TT7 TUr—2 30 &RR T
5T LEFBELTVWET,

FTI)r—o3ohon0fZIRET 5L S IZAzureMonitor2 BT 2 EAH Y £,
EDADDT I a v #IBEICETTLILENHYEITHN?EZTHICIE BUGETIaVET
923 D) R MHLEZEEHICESHIL ELWBEFCTEREELET,

Actions ﬂnqwqu,mga
VIICI U.

e —=

':'Ereate a Log Analytics workspace.

~ ~44

' Install agents on the VM and VM scale set to be monitored. |

-__!I

Send console logs. |

| Add a VMInsights solution.

f Create an Application Insights resource.

Actions NMircrvancntt Answer Area
| Create a Log Aaljtics workspate.~ * ™ = " * | Create & Log Analytics workspace.

| Install agents on the VM and VM scale set to be monitored. | i [Add & VMinsights solution.

ISend g:onsole Iog_s. ‘J' ! Ilnstall agents on the VM and VM scale set to be monitored.

[Add a VMinsights solution. | [ Create an Application Insights resource. |

| Create an Application Insights resource. |

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/vm/vminsights-configure-workspace
https://docs.microsoft.com/en-us/azure/azure-monitor/app/create-workspace-resource
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Azure EventGridM b NI R TDA v E—UNNIBIND Z EEZHBTILELAHY ET,
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A. Azure Event Grid topic

B. Azure Service Bus topic

C. Azure Service Bus queue

D. Azure Storage queue

E. Azure Logic App custom connector
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IEfE: (EfEZERTLET)

As a solution architect/developer, you should consider using Service Bus queues when:

Your solution needs to receive messages without having to poll the queue. With Service Bus, you
can achieve it by using a long-polling receive operation using the TCP-based protocols that
Service Bus supports.

Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-azure-and-service-
bus-queues-compared-contrasted This is a case study. Case studies are not timed separately.
You can use as much exam time as you would like to complete each case. However, there may
be additional case studies and sections on this exam. You must manage your time to ensure that
you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. When you are ready to answer a question, click the Question button to return to the
question.

Background

You are a developer for Proseware, Inc. You are developing an application that applies a set of
governance policies for Proseware's internal services, external services, and applications. The
application will also provide a shared library for common functionality.

Eﬁ:ﬁ: 25
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A. az monitor metrics alert create -n alert -g ... - -scopes ... - -condition "avg Percentage CPU > 8"
B. az monitor metrics alert create -n alert -g ... - -scopes ... - -condition "avg Percentage CPU >
800"

C. az monitor metrics alert create -n alert -g ... - -scopes ... - -condition "CPU Usage > 800"

D. az monitor metrics alert create -n alert -g ... - -scopes ... - -condition "CPU Usage > 8"

IEfE: (EfEZRRLET)

Scenario: An alert must be raised if the ContentUploadService uses more than 80 percent of
available CPU-cores Reference:
https://docs.microsoft.com/sv-se/cli/fazure/monitor/metrics/alert


https://www.jpnshiken.com/q/12576-1136120/
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VisualStudio# {# i L TAzureFunction7 7 ZRAFE L TWET, D7 T 1L, AzureWeb7 7'1)
[CE2TAASINEEZXEZREBLET, Web7 TV 1L 5E30IEHR % Azure QueueStoragelZECE L
F9,

LUTFIZR \#‘AzureFunctlonApp:l — RZHERTIVELHYET,

public static class OrderPro

{
[FunctionName(“ProcessOrders™)]
public static void ProcessOrders([Queuelrigger(”incoming-orders”)]CloudQueueMessage myQueueltem, [T‘mSw("O:'ders_‘,"ng-! lector<Order> tableBindings, TraceWriter
{ a2

log.Info($"Processing Order: {myQueueltem.Id}");

log.Info($"Queue Insertion Time: {myQueueltem.InsertionTime}");
log.Info($"Queue Ex plratmn Time: {myQueueltem.ExpirationTime}");
tableBindings.Add(JsonConvert.DeserializeObject<Orde )(myQueueIxen AsSt.ringn

}

[Fur me(“ProcessOrders-Poison™)] . \
pubh( static void ProcessFailedOrders([Qu D Tt J‘n& ('i (wu;g pdm’s pclso ") JCloudQu age myQueueltem, TraceWriter
{

log.Error($"Failed to process order (nyQutue!t_en Asstrmg) ) H

57 & | Microsoft
I OBIRIZEFENFNIRS Y FOMBIENRHY £3,

Yes N¢
he code will log the time that the order was processed from the-queue. O @
Nhen the ProcessOrders function fails, the functlon wrll refr',' up to five O @)
imes for a given order, including the fi rst Uy
Nhen there are multiple orders mthe queue a batch of orders willbe (O @)
‘etrieved from the queue and lhe ProcessOrders function will run
nultiple instances concurrently to process the orders.

The ProcessOrders function will output the order to.an OrM fabl€ O S@‘ft @
n Aziire Tahle Starane
1E#Z:

Yes No

The code will log the time that the order was processed from the queue. O

When the ProcessOrders function fails, the function will retry up to five [
times for a given order, including the first try.

When there are multiple orders in the Queue, a batch of orders willbe | O O
retrieved from the queue and the ProacessOrders function will run
multiple instances concurrently to process the orders.

The ProcessOrders function will output the order to ﬁ qr 1O O
in Azure Table Storage. Pgmg OR
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function ensureTip() {

var r =

_value(),
_readDocument(‘item’);
getContext() getRequest();
getContext() getResponse();

var i = r.getBody():

FOCip in T
if (request getValieCtip”) === null}{

if (isNaN@[bpT [ 1 tip")=== null) {
if (typeof “pluck("tip”) == 'number’) {

i("tip”] = @;

!
4

v

r.setBody(i);
r.setValue(i);
_.upsertDocument(i);
_replaceDogyment() -




function ensureTip() {

var r = !‘F
_value();
_.readDocument(‘item’);
[getContext().getRequest]); ||
getContext().getResponse();

var i = r.getBody();

if (1(‘tip" in 1)) { P ¢
If request etVaIue("t:p )::= null){

r.setvaiuell),
_.upsertDocument(i);
__replaceDocument()
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Setting Value

TieYlICrosort v
Basic
Standard
Premium

RBAC role v
Owner
Contributor

Azure Service Bus Data Owner
Azure Service Bus Data Receiver

Basic ¢
Standardh
Premium

e

RBAC role

‘Owner

" [Contributor
Azure Service Bus Data Owner
Azure Service Bus Data Receiver

Reference:
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-to-event-grid-
integration-concept
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In the Dynamic Data Masking configuration page, you may see some database columns that the
recommendations engine has flagged for masking. In order to accept the recommendations, just
click Add Mask for one or more columns and a mask is created based on the default type for this
column. You can change the masking function by clicking on the masking rule and editing the
masking field format to a different format of your choice.

D Dynamic Data Masking

demo_database

H X +

Add Mazsk

J Downlevel clients require the use of Security Enabled Connection Strings.

Masking Rules

MASK NAME MASK FUNCTION
You haven't created any masking rules.

SQL users excluded from masking (administrators afe Shways excluded)

I S v Flaf e i ralaaly T . o

Recommended fields tosmask

SCHEMA TABLE COLUMMN

SalesLT Customer

SalesLT Customer

SalesLT Customer

SaleslT Customer

SaleslT CustomerAddress

FirstName

LastMame

EmailAddress

Phone

Address|D

ADD MASK

ADD MASK

ADD MASK

ADD MASK

ADD MASK



https://www.jpnshiken.com/q/12576-1136125/

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-dynamic-data-masking-get-
started-portal
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Answer Area
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o true LT L
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requiredResourceAccess ) i
- T T 91bE - 3¢ccB22569Qd0",
Scope”
Efig:
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Answer Area
t
b 2L Sy Sy i y aad
" false
addhg -
OfqRestriclions | e R
“H e s el wooR
availableToOtherTenants Hae
requiredfesourceAccess i . !
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ZHEBRLET,
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Use Key Vault references for App Service and Azure Functions.

Key Vault references currently only support system-assigned managed identities. User-assigned
identities cannot be used.

Reference:
https://docs.microsoft.com/en-us/azure/app-service/app-service-key-vault-references
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gitrepo=https://github.com/Contoso/webapp
webappname=businesswebapp
resourcegroupname=BusinessAppResourceGroup

az v create --location centralus - -name $resourcegroupname

group create --name $webappname - -resource-group $resourcegroupname
webapp R A3

appsemceplan create --name $webappname - -resource-group $resourcegroupname
webapp deployment slot \ - -plan $webappname

webapp deployment source create --name S$Swebappname - -resource-group $Sresourcegroupname
\ - -slot staging

'config - -name Swebappname - -resource-group Sresourcegroupname
\ - -slot staging - -repo-url

$gitrepo - -branch master - -manual-integrat,

appsenvice plan
webapp deployment slot
webapp deployment source

.

group

webapp

appservice plan

webapp deployment slot
webapp deployment source

group

webapp

appservice plan

webapp deployment slot
webapp deployment source




webappname=businesswebapp

az |v

Emup

webapp

appservice plan

webapp deployment slot
webapp deployment source

az |v

group
webapp

appsenice plan

webapp deployment slot
webapp deployment source

group

ebapp

appsenvice plan
webapp deployment slot
webapp deployment source

az | "'
group
webapp
appsernvice plan
webapp deployment slot
' y

az |v

group
webapp

appsenvice plan
webapp deployment slot

webapp deployment source

gitrepo=https://github.com/Contoso/webapp

resourcegroupname=BusinessAppResourceGroup

create --location centralus - -name §resourcegroupname

create --name Swebappname - -resource-group $resourcegroupname
- -sku 83

create —-name $webappname - -resource-group $resourcegroupname
\ - -plan $Swebappname

create --name S$Swebappname - -resource- grauF Sqesaurcegroupname,
\ - -slot staging ﬁﬁl Y e
config - -name S$webappname - -resource roup §resourcegroupname
\ - -slot staging - -repo-url

Sgitrepo - -branch master - -manual-integration

mfi
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2 RT—=0F2)TA4R)—DE-INTWSLEZHEBTLILENHY ET,

FYRIT—=0EF2TAZEDESITEBRT HIVENHY FTIN?EEFT HICIE, EEFHEEHT
BYGEA T a v EERLET,
T WOEREERENIRS Y

FOMEENHY FT,

Technology Microalue

SSL certificate v
Valid root certificate
Self-signed certificate

Proxy type ‘ v
nginx

Azure Application Gateway




Technology

SSL certificate

Valid root Cefﬁﬁcate' e

Self-signed certificate

[nginx
ure Application Gateway

Reference:
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/ag-overview
https://www.upguard.com/articles/10-tips-for-securing-your-nginx-deployment
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BEEEIEHDEDITENANAVRE D A=V T7 T ERELTOET,
ENALTTIIE ROEHEZEHEZLTVWIRELAHY FT,

IS4 0T —2REYR—MLET,

CREORHYAVILPICERFDOA v —DFFHLET,

T4 0T 3RAEEETLIVNENHY FT,

ED2DODTV L avERTTIVENHY EFITM?IMNEZRLEEKIE. V-3 n—F
ZRLTWET,

L WVEREIZENRFNIRS Y FOBEELDY FTT,

A.PullAsync A Vv FEHUHTURICA 7534 0T —2 RN LI—FZBRBLET,
B.AYVYAVENLRAZEFALTAISA T —2EEAMNSLI—FERBLET,
C.AVIUAVANREFALTCLO—FEA ISAT—2RHIZTy S LET,

D. ENAIILY—E RN\ YU T2 KM bupdatedAtd|ZR L FDHNEFAL THEREZ FEEL

F9,
E.ENAMILY—ERNY I I EhbupdatedAtd|Z R L A v E—UIDIZK D MERE R 2FRE
LE9,

IEfR: (EffZzRLET)

B: Incremental Sync: the first parameter to the pull operation is a query name that is used only on
the client. If you use a non-null query name, the Azure Mobile SDK performs an incremental sync.
Each time a pull operation returns a set of results, the latest updatedAt timestamp from that result


https://www.jpnshiken.com/q/12576-1136130/

set is stored in the SDK local system tables. Subsequent pull operations retrieve only records
after that timestamp.

E (not D): To use incremental sync, your server must return meaningful updatedAt values and
must also support sorting by this field. However, since the SDK adds its own sort on the
updatedAt field, you cannot use a pull query that has its own orderBy clause.
https://docs.microsoft.com/en-us/azure/app-service-mobile/app-service-mobile-offline-data-sync
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GitHub ') /R k1) A5 Azure Web7 1) IZASP.NET Core WebH 4 F & T 704§ 5#EEL T
WET, WebH o FMZIE RV Y TR TERSNEZBNIDTUOYNEFERTUVET,
Azure Web AppDREEIIT T O A A ¥ Mg EERT 2P ETT,

Web¥ 4 b EZ T4 v DMEEZRIRT HRTIC, BRHUERR V) T FEETTILENHY F
ERS

CHOBEEZERT H-OD2DDFARELRAEFIAMTIN? TN ENOEREITELLEY ) a— 3
vERLET,

FENEFNOELVERIFIARS O bOMENHY T,

A BV TUOYEERLTWebY A FE2TTAAFTEHRY YT FERUET VRS M) —D
JL— kIZ.deployment& WS BEID 7 7 A1 IILEERLE T,

B. 5o T UYERRY ) T ERTTBWebH A kDcsproj 7R T 7AILIC
PreBuild?—% v b #EMLET,

C.EMIaVTUYEERLTWebY A FEEBTAHIRV Y T FEFUHT/ runT A ILE—IC
run.emd&E WS BRID 7 74 ILEERLET,

D. /o T U YERY—ILAD/INR FhostjsonT7 7 1 JLD
WEBSITE_RUN_FROM_PACKAGEZREIZEMLET,

EfE:AD(QA Y REHEHKRT D)

A: To customize your deployment, include a .deployment file in the repository root.

You just need to add a file to the root of your repository with the name .deployment and the
content:

[config]

command = YOUR COMMAND TO RUN FOR DEPLOYMENT

this command can be just running a script (batch file) that has all that is required for your
deployment, like copying files from the repository to the web root directory for example.

D: In Azure, you can run your functions directly from a deployment package file in your function
app. The other option is to deploy your files in the d:\\home\site\wwwroot directory of your function
app (see A above).

To enable your function app to run from a package, you just add a
WEBSITE_RUN_FROM_PACKAGE setting to your function app settings.

Note: The host.json metadata file contains global configuration options that affect all functions for
a function app.

https://github.com/projectkudu/kudu/wiki/Custom-Deployment-Script
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https://docs.microsoft.com/bs-latn-ba/azure/azure-functions/run-functions-from-deployment-
package
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HYFET,
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*A—H—IL G BB Ml READEBREBICE > THREZSISIRYAD Z EATERTNEE
BYFEEA,
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ToavEERLET,
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[SerializePropertyNameAsCamelCase]

public class Restaurant

{
[Rey, IsFilterable]
public int RestaurantlId { get; set; }
[IsSearchable, IsFilterable, IsSortable]
public string Name { get; set; }

v
[IsSearchable. IsFilterable. IsSortable, IsFacetable]
[IsFilterable.IsFacetable Required]
[IsSearchable]
[IsSearchable, Required]

public string location { get; set; 4
public string Phone { get; set; }

— "
e, .
F o B\ 4
| b

[Required]

[IsSearchable]

[IsFilterable, IsFacetable, Required]
[IsFilterable, IsFacetable, IsSorfable}]

public string Descripfiyon { get; set; }

—r

b, ".a;_l -

[IsFiltrable, IsSortable, ISSearchable]
[IsFilterable, IsSortable, IsFacetable]

[sFiltrable, IsSoftable, Key]

[IsFilteranle, IsSortable, IsSearchable, Required]

publ@@ double Rating { get; set; }

> | 3 "

Bimgl‘% Filterable, IsFacetable]
JUSFIlte , rtable, Key]

leFilterabhle IsSartahle IsSearchahlel




™" ErRws wASrETry PR WS RS MRS R ) S W R W S e

[IsFilterable, IsSortable, Key, Required]

public List<string> Cuisines { get; set;

v
[IsFilterable, IsSortable, Key, Required]
[IsSearchable, IsSortable, IsFacetable]
[IsFilterable, IsSortable, Key, IsSearchable]
[IsFilterable, IsFacetable]
public bool FamilyFriendly { get; set;

73 .

}

}



Lol lall e L Ol LY INa IS el Lol e ]
public class Restaurant
{
[Key, IsFilterable]
public int RestaurantId { get: set;

b

[IsSearchable, IsFilterabla, IsSortabla]

publi¢c string Mame { get; set; }

v

[IsSearchable lsFilterable IsSortable, IsFacetable]

IISFI"ET&E E.ISF ﬂCEE&BE,REQUH’Eﬁ!
[IsSearchable]

[IsSearchable, Required]

public string lecation { get; seti_}

public string Phone { get; set: #

v

[Required]
sSearchable

| sFiterable, IsFacetable, Required] __

public string Descripfion { get: set:

v

[IsFiltrable, IsSoitatile, IsSearchable]

QSFiﬂerable, IsSorable, IsFacetable]
skilirable, Is=orable, Key|
[IsFilterant2 isSortable, IsSearchable, Required]

publichdduble Rating { get: set; }

v

[lsSearchable, IsFilterable, IsFacetable]

sFiterbale, ISSorable, Rey]
[IsFilterable, IsSortable, IsSearchable]
[IsFilterable, IsSortable, Key, Required]

lsFifterable, l[sFacetable, [sSoriable] Microsoft

}

public List<string> Cuisines { get; set;

v

[IsFilterable, IsSortable, Key, Required]
[IsSearchable, IsSortable, IsFacetable]

sFilterable_lsSontable Key |sSearchable
[IsFilterable, IsFacetable]

public bool FamilyFriendly { get: set;
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SOtV VaVOEMICEELRIE TOEMICRSZEFETEEREA, TOHBR, ChoDE

BiFLEa—BEERICRREINFEFEA,

Azure StorageBLOBT—4 #LIBY B 1=ODHTTP k) 5i—AzureFunction”? 1) ZB&E L £ T,

7T blobDEANA VT4 G EFERALT R A—SNFET,
TI)FARHEZALT I LERITET, 7TV IEBLOBT—2 ZNEBT HZBENHYET,



TFTUDNEZALT Y T BLOBT—2ZNEBLLEWVLSICTIRENHY FT,

f#iR%K DurableFunctionJERIH#A/ N2 — > ZERA L ThlobT—2 ZME L E T,

Y-S a3 VFBEEERLTVEIN?

A. [ELy

B. L MMZ

EfE: (EfEZRRLET)

Instead pass the HTTP trigger payload into an Azure Service Bus queue to be processed by a
queue trigger function and return an immediate HTTP success response.

Note: Large, long-running functions can cause unexpected timeout issues. General best practices
include:

Whenever possible, refactor large functions into smaller function sets that work together and
return responses fast. For example, a webhook or HTTP trigger function might require an
acknowledgment response within a certain time limit; it's common for webhooks to require an
immediate response. You can pass the HTTP trigger payload into a queue to be processed by a
queue trigger function. This approach lets you defer the actual work and return an immediate
response.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
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AzureSDKZFER L TWeb7 TV r—>a v &#RFELTWET, Web7 TV r—2aviE, V—
> KBlockBlobStorage A kL—F hH U bDT—RIZ7 O R LFET 7IUHS—2a Vi,
FIVr—2 a3 UhRRIZT—AEWMHB LTS T—INERINENE S L ZHEHT HIHLEN
HUYFET  BFRETE R L—VICT— R ZEETALLEZICRHDOT—IERZEAT S0
ENHYFET,

BHREEERET IVLENHY FT,

EDEZFERTILEAHYFTIHN?EETSHICIE BAEZET Y 7TEUYLGA T avEBIRLE
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FELWERITZEAZNIRS  FOBELHY £,
1E fiZ:
Answer Area
Code evaluation Value
T {eacer value . -
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HHE1H, Azure Service BusZEFER L T/NTY w2/ TR 547 Pub/Sub) A ytE—2
D AVKR—R P ERELTCWEST RO TR YT a3 o7 TN r—a ox#FHFELT
WET,

AzureiR—AR L TIE, FEY I TEITAYE—UN TR YT a UITEESATVS I EN
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OMYFET ELWVEHZIRELTY IRV T3V I534F7 0 AT FEERB LU
MEBIELEIDN TRV YT av7 TN r—a v EEEAvE—VEBEELTOLWERA,
IR )TV S4ATF U MNIRTDAVE—DENEBITHILEHBDTILENHY F
ER

EDQA—RET AV M2 FERTEILENHYFTH?

A. await subscriptionClient. AddRuleAsync(new RuleDescription
(RuleDescription.DefaultRuleName, new TrueFilter()));

B. subscriptionClient = new SubscriptionClient(ServiceBusConnectionString, TopicName,
SubscriptionName); D18912E1457D5D1DDCBD40AB3BF70D5D

C. await subscriptionClient.CloseAsync();

D. subscriptionClient.RegisterMessageHandler(ProcessMessagesAsync,
messageHandlerOptions);

Ef#: (EfEZRTLET)

Using topic client, call RegisterMessageHandler which is used to receive messages continuously
from the entity. It registers a message handler and begins a new thread to receive messages.
This handler is waited on every time a new message is received by the receiver.
subscriptionClient.RegisterMessageHandler(ReceiveMessagesAsync, messageHandlerOptions);
Reference:
https://www.c-sharpcorner.com/article/azure-service-bus-topic-and-subscription-pub-sub/
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ASP.NET CoreWeb7 ) r—La v ERELTWEYT, 7 T U — 3 > %EAzureWeb App
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FIVG—23 0  7IVG—2av0OBRBRLRABIIDLENHDIS V2 A LEHT—4
FRETIHILENHYEST , ROI— P?’J“ YET,

v1d SaveDiagData({string datar M

var path = Environment GetEnvironmencvariable (“"DIAGDATA"™
File.WriteAllText (PathiCombine (path, “data™), data):;

BEITR LT T — A MR END LS. 7T r—> 3 VBT EHRT Z0EARSY E
-d-o

Web7 T DREEEDE S TS 2DEARDHY T4 2 BET 3I(%, BEEE CE AL
T avERERRLET,

3L NERZ TR ERARA Y FOMENS Y £
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Value

App setting
V¥ true
LOCALAPPDATA oo™ v
WEBSITE_LOCALCACHE_ENABLED |
DOTNET_HOSTING_OPTIMIZATION CACHE /home
WEBSITES_ENABLE_APP SERVIGEISTORAGE | |flocal
1¢E:\home-1
DIAGDATA "I D-local
1F f#:
App setting Vaiu&
,v’" true
LOCALAPPDATA O v
WEBSITE_LOCALCACHE_ENABLED
DOTNET_HOSTING_OPTIMIZATIONYGACHE ;Ihﬂmle
Ooca
- — - = +-Dilhome-, {
DIAGDATA D-local

Reference:
https://docs.microsoft.com/en-us/azure/app-service/containers/app-service-linux-faq
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EDI—H 9 bETF— DA DERERIA TEERTIDLELHYEFIHN?EZSICIE B
UGEEELWVASA—RIZFS YT LET BB 1EFERTSZEE EREFERT S L
H. . F0EKFERALAWNWI LB TEFET  AVTUOVERTTDHICE RA VEITHEIN—% F
IVITEMN RV A—ILT ERBENHDIGEENHY FT,
VBRI ENENIRS Y FOMELAHY £9,

Values Answer Area

Configuration parameter Value
Azure Resource

Target
HTTP(s) endpoint

_ Gateway credentials
Basic

Client cert ;\ /



1Efig:

Values Answer Area
[ Configuration parameter Value
Azure Resource
.' Target Azure Resource
HTTP(s) endpoint
' Gateway credentials Client cert
Basic
Client cert
Reference:

https://docs.microsoft.com/en-us/rest/api/apimanagement/apimanagementrest/azure-api-
management-rest-api-backend-entity
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BEHIZCFS I LET . EaVvR— U MI 1BERT S L EHEFERTLIIEEL Fokt
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Components Answer area

Action

1 View cluster and external IP addressing

R e mplement a single. public IP endpaint that is routed 1o multiple microsenaces

Reference:
https://docs.microsoft.com/bs-cyrl-ba/azure/aks/ingress-basic
https://www.digitalocean.com/community/tutorials/how-to-inspect-kubernetes-networking
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HEIERAMMEITRETIN?

A.ea<Y—AWeb7 7) h 5Microsoft GraphAPIREUH L Z{T53 AR A La—FZE®RLET,
B. Resource Manager® B — /L&Y ZTAPIZFERALT a2 hJEa—4%—RBACA—/L%eO
I—AWeb7 T IZBEIYHTET,

C.HTTPUYI IR Ay SF—EZHAMSLIIeav—RV IT7 TV EZEHLET,

D. Azure CLIZ{#EHAL T eaY—XAF v I 7 LAPINeaX—AWeb7 T U~ADI BRF )
DU Y—=RYxT) v CORS)ZHAMZLET,

EfE: (EfEZRRLET)

Methods to Get User Identity and Claims in a .NET Azure Functions App include:
ClaimsPrincipal from the Request Context

The ClaimsPrincipal object is also available as part of the request context and can be extracted
from the HttpRequest.HttpContext.

User Claims from the Request Headers.

App Service passes user claims to the app by using special request headers.

Reference:
https://levelup.gitconnected.com/four-alternative-methods-to-get-user-identity-and-claims-in-a-
net-azurefunctions-app-df98c40424bb
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Issue Tool

Backup and Restore v

Azure Site Recovery

Microsoft Azure Backup
Azure Data Box
Azure Migrate

Performance v

Azure Network Watcher
Azure Traffic Manager
ExpressRoute
Accelerated Networking

Issue Tool

Backup and Restore v

Azure Site Recove
IAzure Backup
Azure Data Box

Azure Migrate " :

Performance l \ A

Azure Network Watcher
Azure Traffic Manager

ExpressRoute
Accelerated Networking
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Web7 T H—La v ERAELET,

7T r— 3 0% 79T 1 1 AzureActive Directory Azure AD) 77 > MZEERT Z2MHENDH
YES,

EDIDDT7U L a EIEBIZETIILENHYFIMN?EAETIICE, IRNTOT7IVavE
THOa D)X MOREIZEHICHEB L, ELWVEFTEREELFET,

Actions

Select Manifest from the middie-tier
service registration.

In Enterprise Applications, select New
application.

Add a Cryptographic key.

Create a new application and provide the |
name, account type, and redirect URL

Select the Azure AD instance.

Use an access token to access the secure
resource.

in App Registr_ationsT select New
registration.

1EfiE:
Answer Area

In App Registrations, select New registration

Select the Azure AD instance.

-Ca'elﬁiél ':'a' .rﬁ-ié.'flfr;'z-'!bpﬁcatlnn and provide the name,
account type,and redirect URL

1 - In App Registrations, select New registration.
2 - Select the Azure AD instance.
3 - Create a new application and provide the name, account type,and redirect URL.
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*& L a— Kl playedld,  gameld score, E L UBARE THERINTVWERELAHY FT,
*A—HF =LA RATIZET D E D RATAIZLLTDSaveScoreE# ##EA L THLLVR
A7 ERELET,

*RT—LALIE, V) —X4A *f FILIZEDWTEIYETOoN IDAEYHTOENET,
RDA—KHEHYFET, (THEBLSBBIZOAEENTLET,)

01 public vead SaveScore(str_ng gameId, string playerld, int score, long timePlayed)

02 { g~ pm — R

03 Atﬂtunfﬂstd%ageﬂcéduﬂt = CloudStorageAccount.Parse (connectionString);
04 eClient tableClient = storageAccount.CreateCloudTableClinet();

05 CloudTable table = tableClient.GetTableReference (“scoreTable”);

06 table.CreatelfNotExists () ;

07 var scoreRecord = new PlayerScore(gameld, playerld, score, timePlayed):;
08 TableOperation insertOperation = TableOperatiopiinsert (scoreRecord):

09 table.Execute (insertOperation);

0 3

11 public class PlayerScore : TableEntity

12 {

13 public PlayerScore(string gameld, string playerId, int score, long timePlayed)
14 {

15 this.PartitionRey = gameId;

16 this.RowRey = playexIld;

17 Score = score;

18 TimePlayed = timePlayed:;

19 }

20 public int Score { get; set; }

21 public long TimePlayed { get; set; }
22 1}

FEEIEHMITAzureCosmos F— A R— R IZRBELET. ROT— R [EFTF—E _R—R(ZF TIZHEEL
FY,

PartitionKey RowKey Email
Harp Walter wharp@contoso.com
Smith Steve ssmith@contoso.com
Smith Jeff jsmith@contoso.com

01 CloudTableflient tableflient = account. C:eateCloudTahleCllent{I:

02 CloudTable table = tableClient. GetTableRe‘erence(“ﬁ-ﬁ“ ="

03 TableQuery<CustomerEntity> query = new TableQuery<cC t?"m¢?h“':—y>{l
04 % TableQuery ComblneFllters{

0S TablegQuary.Generate.And, TableQuery.GenerateéfFiltesrCondition(Email,
3 TableOperstors.And, TableQuery.GenerateFilte®Condition (Email,
"ssmith@contoso.com™)

07 Vs

08 await table.ExecuteQUeryseogms

RODEAT—FAY H:’DL\‘ AT—kAY Fb\truewiﬁAli HEWEERLET, TS D
BEIX [WWRIEBRLET,
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Yes No

"he code will work with Cosmos DB.

"he save score function will update and replace a record if one already
:xists with the same playerld and gameld.

he data for the game will be automatically partitioned.

Q] (O (O] |©
Ql O] 101 O

"his code will store the values for the gameld and playerld parameters

nthe datahase
1EfZ:

The code will work with Cosmos DB.

The save score function will update and replace a record if one already
exists with the same playerld and gameld.

O
The data for the game will be automatically partitioned. O @
o

This code will store the values for the gameld and playerld parameters E
in the database.
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Authentication Type

WebHook event delivery v
SAS tokens
Key authentication
JWT token

Topic publishing v

ValidationCode handshake
ValidationURL handshake
Management Access Control

1E fiz:
Authentication Type
WebHook event delivery v
| SAS tokens
Key authenficationy: .. ¢
JWT token
Topic publishing h 4
ValidationCode handshake
ValidationURL handshake
Management Access Control
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https://docs.microsoft.com/en-us/azure/event-hubs/event-hubs-programming-guide
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Answer Area

public void Configure(IApplicationBuilder app, IWebHostEnvironment env)

{

if (env.IsDevelopment())

{

app.UseDeveloperExceptionPage();

{

else

{

app.UseExceptionHandler("/Error");

}

app. o (s
UseAuthentication
UseStaticFiles
UseSession
UseCookiePolicy -~ =

app.- Va U\ “l 1)
UseAuthorization

UseHttpsRedirection

UseSession
UseCookiePolicy

app. - ();

UseAzureAppConfiguration
UseRequestLocalization
UseCors

UseStaticFiles

app.UseEndpoint (endpoints =>

{
endpoinggﬁﬁapﬁazorFagesi)'
!'-. 5 :

oF Microsoft

} -




Answer Area

public void Configure(IApplicationBuilder app, IWebHostEnvironment env)

{

if (env.IsDevelopment())

{

app.UseDeveloperExceptionPage();

{

else

{

app.UseExceptionHandler("/Error");

}

app. vl Qs
| UseAuthentication |
UseStaticriles
UseSession
UseCookiePolicy

dopl O ) U ) 2
UseAuthorization
UseHttpsRedirection
UseSession
UseCookiePolicy

app.- vl €)s

UseAzureAppConfiguration
UseRequestLocalization
UseCors

UseStatickiles |

app.UseEndpoint(endpoints =>
{

endpoints.MapRazorPages();

1)
}

Reference:
https://docs.microsoft.com/en-us/dotnet/api/microsoft.aspnetcore.builder.iapplicationbuilder?
view=aspnetcore-5.0
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Features

Custom hafuulcu‘
Extension bundle
Trigger

Runtime

Policy

Hosting plan

1E#Z:
Features

JCustom handler

Extension bundle

’ Trigger

Runtime

|qu

‘ Hosting plan

Reference:

Answer Area

Requirement

Enable developers to write the functions by using
the Rust language.

Declaratively connect to an Azure Blob Storage
account.

Answer Area

Requirement

Enable developers to write the functions by using
the Rust language.

Declaratively connect to.an Azure Blob Storage
account.

O N\

Feature

Feature

Feature

Feature

Custom handler

Trigger

https://docs.microsoft.com/en-us/azure/azure-functions/create-first-function-vs-code-other
https://docs.microsoft.com/en-us/dotnet/architecture/serverless/azure-functions
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B.IXRERNY I Ty TARL—2—

C. CosmosDBA R L —4 —

D. CosmosDB7 h > k1) —4—
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Azure Cosmos DB now provides a new RBAC role, Cosmos DB Operator. This new role lets you
provision Azure Cosmos accounts, databases, and containers, but can't access the keys that are
required to access the data. This role is intended for use in scenarios where the ability to grant
access to Azure Active Directory service principals to manage deployment operations for Cosmos
DB is needed, including the account, database, and containers.

Reference:
https://azure.microsoft.com/en-us/updates/azure-cosmos-db-operator-role-for-role-based-access-
control-rbac-is-now-available/
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App service plan setting Value

Number of VM instances

2
4
8
16
Pricing tier v
Isolated
Standard
Premium
Consumption
IE f7:
App service plan setting Value
Number of VM instances EY A U5‘~f.".’}
2 -
| e
Pricing tier v
Standard
Premium

Consumption
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Create a Service Bus topic for each restaurant for which a driver can
necene Messages.

Creeate a single Service Bus topic,

Create a singhe Service Bus subscription.

Create a single Sendce Bus Namespace.

Create 8 Sennce Bus Namespace for cach restaurant tor which a drver can
TECefE MEeSSages

Creats 3 Sensce Bus subtenption for each restaurant for which a drver
€3N recene orders.

Answer Area

Create a single Service Bus Namespace

Create a Service Bus Topic for each restaurant
for which a driver can receive messages.

Create a Service Bus subscriptionfor Eac;h .
restaurant for which a driver can reccive orders.

1 - Create a single Service Bus Namespace
2 - Create a Service Bus Topic for each restaurant for which a driver can receive messages.
3 - Create a Service Bus subscription for each restaurant for which a driver can receive orders.
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A. AzureStorage¥ 1 —

B. Azure Event Hub

C. Azure ServiceBus® kE v o

D. Azure/ R rJ Yy KD REY Y
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Azure Event Hub is used for telemetry and distributed data streaming.

This service provides a single solution that enables rapid data retrieval for real-time processing as
well as repeated replay of stored raw data. It can capture the streaming data into a file for

processing and analysis.
It has the following characteristics:


https://www.jpnshiken.com/q/12576-1136150/

low latency

capable of receiving and processing millions of events per second

at least once delivery

Reference:
https://docs.microsoft.com/en-us/azure/event-grid/compare-messaging-services
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1E fiZ:
Answer Area

Action Tool or service

Generalize the VM Agule Powershell

yisual Studio command prompl

Azure Migrate

Azure Backup

Ii:u'f Blob Storage

Stord Wages Azurs Data Laks Storags
Azurg Bile Storage
AUtE Table Dhdrate
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A. Applicationinsights T L A k1) 7 4 LR —%ERLT B
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C. Applicationinsightst% > 7)) 5 #R%E3 %

D. 2Bk LogCategoryFilterZ X E L 3
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Scenario, the log capacity issue: Developers report that the number of log message in the trace
output for the processor is too high, resulting in lost log messages.

Sampling is a feature in Azure Application Insights. It is the recommended way to reduce
telemetry traffic and storage, while preserving a statistically correct analysis of application data.
The filter selects items that are related, so that you can navigate between items when you are
doing diagnostic investigations. When metric counts are presented to you in the portal, they are
renormalized to take account of the sampling, to minimize any effect on the statistics.

Sampling reduces traffic and data costs, and helps you avoid throttling.

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/sampling

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.


https://www.jpnshiken.com/q/12576-1136153/

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. When you are ready to answer a question, click the Question button to return to the
question.
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A. [y

B. L\ R
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Get an access token using the VM's system-assigned managed identity and use it to call Azure
Resource Manager You will need to use PowerShell in this portion.

In the portal, navigate to Virtual Machines and go to your Windows virtual machine and in the

Overview, click Connect.
Enter in your Username and Password for which you added when you created the Windows VM.

Now that you have created a Remote Desktop Connection with the virtual machine, open
PowerShell in the remote session.

Using the Invoke-WebRequest cmdlet, make a request to the local managed identity for Azure
resources endpoint to get an access token for Azure Resource Manager.

Example:

$response = Invoke-WebRequest -Uri 'http://169.254.169.254/metadata/identity/oauth2/token?
api-version=2018-02-01&resource=https://management.azure.com/' -Method GET -Headers
@{Metadata="true"} Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
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resources/tutorial-windows-vm-access-arm

B RE: 59

AzureBatch2 3 JZE L TETT 50D I—FEEB L TLET,

HE/ —FOT—ILEERLELT:,

NYFOITHENYFH—ERIZEETAHICIE BUYBISTREFDAY Y FEEIRTHBHEMN
HhYFET,

EDFEEZFERT IBELNHYEFIHN?

A. JobOperations.CreateJobO

B. CloudJob.Enable(IEnumerable<BatchClientBehavior>)

C. CloudJob.CommitAsync(IEnumerable<BatchClientBehavior>, CancellationToken)

D. JobOperations.EnableJob(String, IEnumerable<BatchClientBehavior>)

E. JobOperations.EnableJobAsync(String. IEnumerable<BatchClientBehavior>.
CancellationToken)

IEfE: (EffZzRLET)

A Batch job is a logical grouping of one or more tasks. A job includes settings common to the
tasks, such as priority and the pool to run tasks on. The app uses the
BatchClient.JobOperations.CreateJob method to create a job on your pool.

The Commit method submits the job to the Batch service. Initially the job has no tasks.

{
CloudJob job = batchClient.JobOperations.CreateJob();
job.ld = Jobld;

job.Poolinformation = new Poollnformation { Poolld = Poolld };
job.Commit();

}

https://docs.microsoft.com/en-us/azure/batch/quick-run-dotnet
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public static class CheckUserContent

{
[FunctionMame (“CheckUserContent™}]
public static void Run(

tring content,

Cnntent"}]
ob ngger[ use :mtent!{name}

[CosmosDBTrigger(“content”, usercm&
[Table("content”, “"userConte w

[Queue("userContent"
[CnsmusDB( ontent’, “userContent’)]

;“ serContent” “Iname}’)]
[Blob(“userCaontent/{name}", FileAccess.Write)]

| ' Stream Output}

{
[FunctionName (“CheckUserContent”}]

public static void Run(

| W string content,

[CosmosDBTrigger('content”, “userContent”)]

[Table(“content”, “userContent”, “{name}")] : M | Cros Of |

m output)

[Queue('userContent)] |
[CosmosDB(“content”, “userContent”)]

Reference:



https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-storage-blob-output
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Methods Answer Area
Metadata.Add |
SetMetadataAsync

FetchAttributesAsync

UploadFileStream
| SetP ro@g‘l‘_}f,‘;ﬁgﬁﬁr}fﬁf

A E B s e

1Efi#:
Methods Answer Area

| Metadata.Add | |[Metadata.Add
| SetMetadataAsync | [setMetadataAsync

['IEEEEEEEEF{ME.EsynE"} j1'E:.-etli!"r-«:n;:ue-r*t1uﬂ_t51|f:1u_=.1nyrr'nt:
|UploadFileStream ]

|SetPropertiesAsync |

Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-properties-metadata
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Actions Answer Area

A user requests the image from the CDM URL. The DMNS routes
the request to the best performing POP location

Subsequent requests for the file may be directed to the same
POP using the CDN logo image URL. The POP edge senser
retumns the files from cache if the TTL has not expired

if no edge servers inthe POP hava'the image in cache, @

the POP requests the file from the afigin sérver

©O

The ongin senver returns the logo image 1o an edge server
inthe POP. An edge server in the POP caches the logo image
and retums the image fo the client

1F fiZ:
Answer Area

A user requests the image..

If no edge servers inthe POP have the

The ‘ofightrséver returns the.

Subsequent requests for

1 - A user requests the image..

2 - If no edge servers in the POP have the..
3 - The origin server returns the..

4 - Subsequent requests for..
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Policy section [Answer.Area
J"f i i’( 5/:1_‘, a\',\___.-d I &

o
g

' Inbound |

: Policy Policy section

| Outbound : Set-variable ~ policy section
. Cache-lookup-value policy section
Cache-store-value ~ policy section

Find-and-replace policy section

- If: t
Policy section f\‘ LIrOSOl I

Policy Policy section

Set-variable I Inbound | l

Cache-lookup-value Inbound n
Cache-store-value Outbound n

Find-and-replace [Outbound |

Reference:

https://docs.microsoft.com/en-us/azure/api-management/api-management-caching-policies
https://docs.microsoft.com/en-us/azure/api-management/api-management-sample-cache-by-key
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Process [ Jh“’WJ u( “-v\(--( ) J 1
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telemetry.Sequence public wvoid

Initialize

(ITelemetry telemetry)

1TelemetryProcessor {

ITelemetryInitializer = B N R .
i .Properties|“EventId”] =

telemetry.Context 3

EventGoridController. EventId.Value

{(EventTelemetry)telemetry) . Properties| “Event
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Code segments Answer Arga

{Pracess | — M E ~
public class e ludef JWniE1d

|Initialize |

{
[telemetry.Sequence ] public void [Initialize | (ITelemetry telemetry)
ilreierruptrvprocessor ] {
[ITelemetryInitializer i :
1 [telemetry.Context .Properties[“EventId"] =
[telemetry. Context I |((EventTelemetry)telemetry).Properties|“EventId”] |;
[EventGridController. Eventld.Value | }
[((EventTelemetry)telemetry).Properties“EventId"] | }

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/api-filtering-sampling
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Microsoft GraphAPIZIEUHTWeb7 T r— a3 VERELTWET , 7TV r— a0 %

AzurerR—4% JLIZEER L B X5095EAEE 7wy TO—FLET,
SIBAER 7 IUAS—23rMU 5472 D, & UAzure Active Directory Azure AD) DT 7

> FID# & ¢ appsettings.json7 7 1 JLZER L £ 9, ReadCertificate & LN BRID A Vv FE4E
LT X509FEBAZE Z&RITRLET,

SIBAEZEEZFERAL T =Y U EMBT 50— FEEETIVENHYET,

O—FEJ AV LEEDESICEEIEIBENH Y FI M ?EET S, BEEMHEETEY L
TToavEBERLET,

F L VLERIEZENENIRS > FOMEENHY T,

a8
tlan ant i i ¢ .ReadFromlsonFile{appsettings. json™);
Leat c.emgc-mgaﬁzcmfia.tert ificatelame);

app = i .Create(config.Clientid)

-

ConfidentialClientApplicationBuilder
GetAccountasync()
GetAccountsAsync)
ConfidentialChientApplication

JMithCertificate{certificate)

JWithauthority(new U {config.futhority))
LBuild();
string[] scopes = new string(] { $"({copFigigpiUrl}).default™ };
result = await app.AfquireTokenForClient( Y.Executefsync();

\vuther tionConfig con S-S | ati ntipg.ReadFromlsonFile("appsettings.json”);
X509Certif certificate = ReMt'&WS&mﬂicatename);
rapp = ' - ate(config.ClientId)
Ii Onfiaenhaﬂ ]lﬂﬁfﬁpph:&imanlﬂer |
CCOUTASYTICY

GetAccountsAsync()
ConfidentialClientApplication

.WithCertificate(certificate)
WithAuthority(new ri(config.Authority))

Build();
string[] scopes = new string[] { $"{config.ApiUrl}.default” };
rthe tios result = await app.AcquireTokenForClient( - }.ExecuteAsync(};
o [
config

Explanation:



https://docs.microsoft.com/en-us/azure/active-directory/develop/scenario-daemon-app-

configuration?tabs=dotnet#instantiate-the-confidential-client-application-with-a-client-certificate

https://docs.microsoft.com/en-us/azure/active-directory/develop/scenario-daemon-acquire-token?

tabs=dotnet#acquiretokenforclient-api
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H 5=t HNode.jsWeb7 T ZFFEL TLVET, Web7 T Da— RiF, ROBZFTIZH % GitHub

JRO P THRRAMEIATWET,

https://github.com/TailSpinToys/weapp,
Web7 7)1 RBREICBITT DRIHRT IBHENHY ET , xHDI— K1) 1) —X Freview
EVWSAFDTITAA AL FRBY MIT T4 T E2RELRHY T,

Web7 7Y &4Efi L, a—FET 70/ T 2RENHY FET,

AYVREEDELSICRTIAVENHYEFIMN?EEZT HICIE, OEEHTENGA T3y

EERLFET,

I I DEREERENIRS O FOBENHY £9,

$gitrepo="https://github.com/TailSpinToys/webapp™

$webappname="TailSpinToysweb™

$location="Westus2"

New-AzWebAppSlot
New-AzWebApp
New-AzAppServicePlan

New-AzResourceGroup

New-AZWebAppSlot
w-AzWebApp
zAppServicePlan

New-AZzResourceGroup

New-AzWebAppSiot
New-AzWebApp
New-AzAppServicePlan

New-AzResourceGroup

New-AzWebAppSiot

New WebApp
Ne ZAppServicePlan

New-AzResourceGroup

$PropertiesObject = @{repourl =

Set-AzResource

~-Name myResourceGroup

-Name $webappname

~-Name $webappname

~-Name Jwebappname

-Location $location

-Location $location

~Resour

“$gitrepo”;branch =
PropertyObject $PropertiesObject

Microsoft.Web/sites/slotafnoureecgntrols

Switch-AzWebAppSlot

-SourceSlotName review D8E

1E#Z:

-Name §

b apgnang

-Location $location

-AppSer

ceGroupName myResourceGroup

"master™;)

REspigdedtodpName myResourceGroup ~

ationSlotName production

-5lo

Resourgélame Swebappname/review/web

t

rev

-ResourceGroupName myResour

icePlan $webappname

few

ResourceGroupName myResourceGroup

Apiversion 2015

ceGroup -Tier Standard

~-ResourcebGroupName myResourceGroug

ResourceType

08-01 Force



,'ltrepo-'h!tps:Ilgilhub-co-/TlllSPlﬂ'VOM.“ v
$webappname="TailSpinToyswWeb™ |Cr050 t

$location="Westus2"

New-AzWebAppSiot ~Name myResourceGroup -Location $location

New-AzWebApp

New-AzAppServicePlan
ew-AZReSOurceGrou

New-AzWebAppSiot -Name $webappname -Location $location -ResourceGroufName @yResourceGroup -Tier Standard
New-AzrWebA |
New-AzAppServicePlan

New-AzResourceGroup

New-AzWebAppSlot ~Name $webappname -Location $location_-AppServicePlan Swebappname -ResourceGroupName myResourceGroup
New-AZWebApp

New-AzAppServicePlan
New-AZResourceGroup

New-AzWebAppSlot ~Name Swebappname -Resoup@pCroupiNéme myResourceGroup -Slot review

New-AzWebApp
New-AzAppServicePlan
New-AzZResourceGrou

$PropertiesObject = @{repourl = “Sgithdpo~;branch = “master”;)

Set-AzResource -PropertyObject SPrapefBiesObject -ResourceGroupName myResourceGroup -ResourceType
Microsoft.Web/sites/slots/sourcecontrols -ResourceNome Swebappnome/review/web -ApivVersion 2015-08-01 -Force
Switch-AzwWebAppSlot -Name Swebappname -RescurceGroupName myResourceGroup

-SourceSlotName review -DestinationSlotName production
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WODDOBRBEDRS I 7T EEBLET,
EEFZZEL HLLADYIZEML, ChoD7 T EEHMICRBLT I2HEAHYET,
AIZFEIRETETN?BFZADICIE BUGY—ILEFELWMEREICFS YT LET & Y—ILIE 1
BEATAHIC LD BHEFEATSIC LD FoKFRALGVWIELTEFRT , AVTUYESR
REBICIE DEN—ERAVBETRZIVITEN RV B—ILTEIBENHDIGZGENHY FET,
E L VDBRIZERFNRIRA > FOMEESHY FT,

Tools Functionality Tool

Logic Apps Designer Edit B2B workﬂows

Code View Editor Edit deﬁniti ons in JSON

L §

Enterprise Integration Pack

Functionality Tool

Edit B2B workflows Enterprise Integration Pack

l[code View Editor Edit definiions in JSON ICode View Editor

Enterprise Integration Pack | 4/isually add functionality | Logic Apps Designer

EFDT 69



AR —DNIRTOY—EXRITEAIND &K 5129 5(Z1E EventGridController.csEG15
TICa—FZEMTI2BENHYET,
O—FZ2EDESICHERSERVELAHYFTITMN?ZZBICIE BEULa—FEIT AV REEL
VERRICFS v LET,

FEA—FEJTAVMI MEFERTESEE BEREFERT I EL Fo(FERALAWNIED
TEFEYT,AVTUVERTTBICE DEN—ERAVEATFS I TN RV 0—LT B0
ELHEIHEENHYET,

I WDEBIRIEZENREFNIRS > FOBELHY T,

Code segments Answer Area

topic = 2 A :
status Geventf “dene® 00> [ code segmertt | * sy ¥ | codesegment |

. 8&

eventType J @event[ “"data" ][ " gode segment * ]1.ToString() == "Microsoft.Web/sites/write"
Succeeded ) o e

operationName |

resourceProvider

IE fiZ:
Code segments Answer Area
ltopic H i€ _ v OSC
15tatu5 | @event[ "data" ][ " "[status l: " 1.ToString() == " |Succeeded|
3&
|
|eventTYPE‘ J @event[ "data" ][ " |operati0nName I * {.ToStrdng() == “Micronoft Meb/siten/inite”
Succeeded ] ) '

’operationName ‘ |

|resourceProvider ]

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
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HHTz1E, AzureFunctionZ A L TEXZWET 59 —EXELTOY T D7 $aaS) &4t
DEIFEE TI, Azure FunctionlIIR7E AzureStorageF 1 —IZ k> T hH—ENh b
AzureFunction? 7!) TEfTENE T,

Kubernetes"—ZX DA N> RERENRIBEIR 7 —1) >4 KEDA) %R L T, AzureFunction%
Kubernetes|Z#179 5 #fmz L TLVE T,

AzureBIEiDKubernetesh R 2 L)) Y —REZEH CRD) ZHERTH2HELAHY T,
ENDCRDZHERT DIVLENHY FITH?EZXBIZE #YECRDA A TZELWMERIZKS v
LET,RCRDAA JIE 1EERAT I LY EHEFERAT I L Fo(FERALLENI L
HFTCEFET  AVTUVERTIDICIE  DEIN—ZRAVEATRS I RoB—ILT D
WENHIGEGENHYET,

L UDERIZENRENIRS > FOMELHY £9,



CRD types Mitesoft . o

Secret
Azure Function code
Deployment
ScaledObiject Polling interval ‘

TriggerAuthentication | Azure Storage connection string ‘

1F fiZ:

CRD types Setting CRD type

Secret

Azure Function code Deployment

Deployment

inai ScaledObject
ScaledObject Polling interval )

TriggerAuthentication | Azure Storﬁge.mwwm .f t Secret

Reference:
https://www.thinktecture.com/en/kubernetes/serverless-workloads-with-keda/
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Azure App Service -7 7 #RAFELTTITOA4 LET, Web7 T [£AzureSQLT—2 R—X
DT—RICTIVEALETHBIZFERIN ST —42 ##H L L AzureCache for Redis Premium+ >
AR VRITRET BITIE Web7 T 2BH T H2RELHYET,

Azure Cache forRedistéBEZ RET SMLELHY FT,

EDHEEFRETIVENDHY FIMN?BZBICIE BYLGHEFELVEHFIZFSYILE
9, BEe 1B, BHE, FEFE L FERSNGWMEELHY FT, RM UVEAFERIERY
A=) LTaAVTUoYERTT DVLENHIEENHY FT,

FEELWLERIZFZENENIRS > FOBELHY £

Testurer Bewets dets | MICEOSO l%.qj
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Croate & duts s )
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HEEELA NS VELEL—T5EOICERSNEIV T THA FEBELTHET, ZOWeb
HA ML Azure CONZFERAL T /N T74+—<T R ZRALEESE ERICHEEZEMLET,
AppleiPhone D ENA LT T EBELTTITAA LET , 2—F—HiPhoneh 5WebH 1 k

[ZT7 O CRTEHEEFEIZ 2——FT7TVRARTIZVEALY FTBRERABHBYET,
iPhoneA—H—M7 TYRXKFIZUSFA LY bENBKS512F HAzureCDNJL— )L ERET i

EABHYEY,

Azure Resource Manager7 > 7 L— hZ2ED LS ICERSEIDLELNHYFEFTH?RET HIC
(X, BEEECEY G T a v EERLET,
F I VLBERIEIZEAZNIRS > FOMMENHY 7,

L1

"
F

Answer Area
"conditions": [ {
"name": "IsDevice",
"parameters": {
"@odata.type": "#Microsoft.Azure.Cdn.Models.
“"operator": "Equal”
"matchValues": [ " v
i10S
Mobile
{3 iPhone
{ Desktop
"name": "RequestHeader",
"parameters": {
"@odata.type": "#Microsoft.Azure.Cdn.Models.
"operator": "Contains",
"selector": " A
FROM
PRAGMA
X-POWERED-BY
HTTP_USER_AGENT
"matchvValues": [ " v
3} 10S
] Mobile
iPhone
Desktop

DeliveryRulelsDeviceConditionParameters
DeliveryRuleCookiesConditionParameters
DeliveryRulePostArgsConditionParameters
DeliveryRuleRequestHeaderConditionParameters

DeliveryRulelsDeviceConditionParameters
DeliveryRuleCookiesConditionParameters
DeliveryRulePostArgsConditionParameters
DeliveryRuleRequestHeaderConditionParameters




Answer Area

"conditions™: [ {
: "IsDevice",
"parameters": {
“"Bodata.type": "#Microsoft.Azure.Cdn.Models.
"operator”: "Equal” DeliveryRulelsDeviceConditionParameters
"matchValues": [ " i DeliveryRuleCookiesConditionParameters

M % DeliveryRulePostArgsCondiionParameters
i 'C r@ S O i DeliveryRuleRequestHeaderConditionParameters

i
i
“name"”; "RequestHeader”,
“parameters™: {
“"godata.type”: "#Microsoft.Azure.Cdn.Models.
"operator”: "Contains”, DeliveryRulelsDeviceConditionParameters
"selector"y S DeliveryRuleCookiesConditionParameters
FROM DeliveryRulePostArgsConditionParameters
PRAGMA DelvervRuleRequestHeaderConditionParameters
X-POWERED-BY
HTTP_USER_AGENT

"matchValues™: [ * -

]H [Os 1|

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-conditions

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-grant
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ASP.NET CoreMVCT7 75— a VBB LET, WebR—J EHRF LA RY FEEBHT S
KT TV r—La v EHBRLET,

TIVr— a3 VDERERERET ILENHY T,

E M AzureApplication Insights{# FRIKR D HTHEE X FRT ILENHY F TN ? B X BICIE, EY)
HHEEZELWVWEHICFS Y LET , B 1EERTIZEE EREFERT S LD,
FOoRKFEALBEWVWIEITEET OVTUOVERTIBICE RAVETHEIN—F K5y
TN RV —ILTI2LENHIEZENHYET,

L WVLEBREIZEAFNIRS D FOBEELDY T,



Features Requirement Feature

Users Which pages visited by users most often correlate
toa proc&yg purchase?

Yol

IAroOsSoTl
! How does foad time of the productdisplay page affect

a user’s decision to purchase a product?
Impact

Which events most influence a user’s decision to continue
Retention | !0 usethe application?

Are there places in the application that users often perform

User Flows repetitive actions?
1E fiZ:
Features Ruquirwﬁnt Y Feature
m IVIIcrosort
Users Which pages visited by users most often correlate Users
to a product purchase? ’
Allid How does load time of the product display page affect Impact
a user’'s decision to purchase-a product? e
Impact —
Which events mostinfluence a user’s decision to continue | Retention

Retention| 10 use the application?

Are there places in the application that users often perform
renetitive artinng?

User Flows |User Flows
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ContosoApp & LV 5 B RTDASP.NETCore 7 71) &r—< 3 U #3479 HDocker{ A —T #EKT %
C & FETE L TULET, setupScript.ps1&E WS EZRIDEY 7y TRH 1) F k& ContosoApp.dll
EEC—EDT TV r—2av 7ML HYET,

ROEMH%i#T-F Dockerfile FK¥ 21 A > FEERT ZRELAHY T,

*A VT FDEIL FEFIZsetupScripts.ps1#HEUH LF T,

*a VT DEEEZContosoApp.dIZEITLET,

Dockerfile K3 21 A > k& ContosoApp.dll & setupScript.ps1MREFEINTWVWSIDERL 74U
F—IER T SELHYFET,

Y)a—2aVERETEEOHICERTIBENAH D520 FIFENTTN?EET SIS
T BYGEIATUREIT RO R M oEFEEICEEL ELWVEFTEREELET,



Commands . e Answer Area
'FROM microsoft/aspnet or‘édl-.;tés‘f-? o

\

|

INORKDIR /apps/ContosoApp

CMD [ dotnet“ ContosoApp dl
ICOPY o 4

'RUN powershell /setupScrlpt psl

Commands _ - Answer Area
IFROM microsoft/aspnetcore:latest | CMD ["dotnet™, "ContosoApp.dll"]
]wORKDIR /apps/ContosoApp J FROM microsoft/aspnetcore: latest

CMD [“dotnet™, “ContosoApp. dll ] J [NORKDIR /apps/ContosoApp ]
[copy ./ . | | [copy .7 |
RUN powershell ./setupScript.psl [_IRUN powershell ./setupScript.psl |
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XAV TARYO—DFEZINTNWELEILEZHRTIVLENHY FT,
ConfigureSSE.ps1MDCSO74TICENI— R ZEEMLFEIT N ?

A. -PermissionsToKeysD{ERL S 1t E S 1t

B. -PermissionsToCertificatesD{Efk . BE 51t E5 1t

C. -PermissionsToCertificates wrapkey_, unwrapkey get

D. -PermissionsToKeys wrapkey_ unwrapkey_ get

Ef:B(O AV FERKT D)

Scenario: All certificates and secrets used to secure data must be stored in Azure Key Vault.
You must adhere to the principle of least privilege and provide privileges which are essential to
perform the intended function.

The Set-AzureRmKeyValutAccessPolicy parameter -PermissionsToKeys specifies an array of key
operation permissions to grant to a user or service principal. The acceptable values for this
parameter: decrypt, encrypt, unwrapKey, wrapKey, verify, sign, get, list, update, create, import,
delete, backup, restore, recover, purge Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-
azurermkeyvaultaccesspolicy
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AzureTH—/N\—LRJava7 T r—>a Vv ERAFE L TULET, $ L L AzureKey VaultZE ¥ER L
T.#H LWAzureFunctions7 7 r—>a>nDo—o Ly hEBIELET,
TIVr—2aviE ROBEHEZEHEZLTVWARELNHY FET,

*Javad— FEZEE T [CAzureKeyVaultZSB L E T,


https://www.jpnshiken.com/q/12576-1136171/

*SFBETTIVr—2a ARy FOBIZEDUNT  AzureFunctionsth X DA VA4 U A EERIIC
EBMELVHEIBRLET,

*A—)LRRA— L ZEIETEH=DIC A D REZ D ADKBGHIZENMN EEHERLTLEEY,
*VNetlZHEE LE T,

* Azure Function7 71 r—3 3 U Z#HIBR 9 55 E (X, Azure KeyVaultf X2 2 XA~DEREE % Hl
BRI A2 ENHYET,

AzureFunctions7 7') 5 —< 3 VIZAzureKeyVaut~D 7 7 £ R 5 el T 2 ENH Y T T,
EDIDDT7IU L avEIRBICETTIBLENHYFIN?EETSHICE BYLGETHavET
223 )AL RIZEEZIZEHL ELWVEFTEREELET,

Actions Answer Area

Create a user-assigned managed identity for
the application.

Create the Azure Functions app with a
Premium plan type.

Create an access policy in Azure Key Vault
for the application identity.

Create an SSL certification in Azure Key
Vault for the application identity.

0
O

Create the Azure Functions apﬂ-w.i:c-h an
App Service plan type.

Create the Azure Functions app with a
Consumption plan type.

Create a system-assigned managed identity
for the application.

IE fi#:
AnswerArea - . s

Create the Azure Functions app with.a
Consumption plan type.

Create a system-assigned managed identity for
the application.

Create an access policy in Key Vault for the
application identity.




1 - Create the Azure Functions app with a Consumption plan type.

2 - Create a system-assigned managed identity for the application.

3 - Create an access policy in Key Vault for the application identity.

Reference:
https://docs.microsoft.com/en-us/azure/app-service/app-service-key-vault-references

AXHN75AZ-204J B EE [FIPNTest.comigfit S  AZ-204JFHBRICEK T H 2 LITRICIIBE
9 ! JIPNTest.comlE S RFHTAZ-204J BRI RESE 1R L £ 9, JPNTest.com AZ-204 55X [E1 =8
KIFBL > FEHINFEL:, CCTAZ204JBEBREDTAMI VD VEFICANETT  XFTBRD
7 9t X _https://lwww.jpntest.com/shiken/AZ-204J-mondaishu A87f, 3 0%r « A hH >

k. 4RI EI5| a— F: JPNshiken|
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FCOBEME RLCYSFTUAZRTTS—EQEMO—FHTYT, ) —XOEEMICIE, BRS
NE-BEZERTHAEMEOHIMBDBRENEFTNTLET, —BOEMtE Y MIIFEHRD
ELWMERENHDGELNHY FI A, MOERE Y FMIFELWMRERENGMEELHY F
9,

DLV aAaVOBERICEZLEZZE, ZOEBERBICESZLETEFEFRA, TOHRRE. CbDE
BIELEa—BREIZRTINELA,
ENANTITVT—230hbrtyvte—CFZELIEEITXa—T—2ENETS
AzureService7 TN r— a3 Vv EHFELTVWET A v E—UHAY—ERIT—E L TEIESIE
WMEELHY FT,

ROBHERHYET,

*Ha—H A X(EB8O0FH/NA k GB)EZBATIEGY FHA,

*AyE—UDEANSEHL EIFO) IEREFERALET,

*AzureD IR b ER/MRICHIAF T,
AvtE—D05Y)a— a3 0 ERETINELRAHY FT,

fRRZK Net APIZER LT, B/NMILT T r— 3 UhbAzure StorageQueuel” A v 2—
ZBM L EF, Azure StorageQueue + ) i—%{FEH3 SAzureFunction? 71 4R L £7,

VI )a—2aVIEBBEEERLTULETN?

A. [Ty

B. L MR

IEfR: (EfEZERTLET)

Create an Azure Function App that uses an Azure Service Bus Queue trigger.

Reference:
https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-storage-queue-triggered-
function
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XAV TAR)D—DELEINTNSZ &L EHRT HIZIE, Processing.csDfTPC26IZa— K
ZEMTE2BELHY FT,

PC261TEICEEMT 20— FELEDELSITERSEIRELNHY T ?EET HICIE, BEHEE
THEYEF T a v EERLET,

AL VBRIZENENIRS > FOMELAHY £9,

var resolver = new KeyVaultKeyResolver(_keyVaultClient);
var keyBundle = await _keyVaultClient.GetKeyAsync("...",

var key = keyBundle Key,;

var key = keyBundle . Keyldentifier. Identifier;

var key = await resolver. ResolveKeyAsync("encrypt”, null);

var key = await resolver. ResolveKeyAsync (keyBundle Keyldentifierldentifier, CancellationToken. None);

™% B 4
{ B 3-"/.| |

var x = keyBundle Managed;

var x = AuthenticationScheme.SharedKey;

var x = new BlobEncryptionPolicy(key, resolver);

var x = new DeleteRetentionPolicy {Epabléd = key.Kid I= null};

cloudBlobClient. AuthenticationSeheme = x;
cloudBlobClient. DefaultRequeleplmns RequireEncryption = x;

cloudBlobClient. DefaultRequestOptions Enc Mlﬁ& A
cloudBlobClient. SetServicePropertigs{hew Semwiée %ﬁ%@e&&entlonmhcy x));

IEfZ:
var resolver = new KeyVaultKeyRes,glverL_keyVauItCIle ),
var keyBundle = await keyVaultCher\péeReyxj

var key = keyBundle Key;
var key = keyBundle.Keyldentifier.ldentifier;
var key = await resolver.ResolveKeyAsync("encrypt”, null);
| Y = aw S : yASync(keyBundle Keyldentifier.1denfifier, 1on n.Non

var x = keyBundle.Managed;

var x = AuthenticationScheme.SharedKey:

var X = new BlobEncryptionPolicy(key, resolver),

var x = new DeleteRetentionPolicy {Enabled = key.Kid 1= null};

cloudBlobClient. AuthenticationScheme = x;

|cloudBlobClient. DefaultRequestOptions.RequireEncryption = x;

cloudBlobClient. DefaultRequestOptions.EncryptionPolicy = x; I
cloudBlobClient. SetServiceProperties(new ServiceProperties(deleteRetentionPolicy:x));

Reference:
https://github.com/Azure/azure-storage-
net/blob/master/Samples/GettingStarted/EncryptionSamples/KeyRotation/Program.cs
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BT 2REAHYEY,

A—FEEDESICTHRASEIVENHY EFITMN?BFZASICE BUGI—FEIT AV MEEL
LSRRI RS v I LET,

FEA—FEJAV I IEFERT S LY EREFERATSLL Fo{ERALENIED
TEFET  AVTUVERTTAITEH RS UBTHEIN—Z2 RS9 TT 50 R O0—-LT Sib
ENHIEENHYET,

I I DEREERENIRS O FOBENHY F9,

Code segments Answer Area
MSITokenProvider(®. . .%, mull) var tp = ne oode segment
tp.GetaccessTokenasyne(™. . .7) var £ = new TokenCredential {awad® Code segment
gturn Aol SER-dRelFedint IR1 50t ) ;

ArureServiceTokenProvider()

StringTokenProvider (FEESRARRT) “msl™
F.a Fa¥,
tp.Getauthent icationNesder ta ullnt anloker hohe i P
1E fi#:
% .
Code segments Answer Area
!’SIYo-,cn"ro‘.-idcr('. . o0, null) sar g vt At urcServicaidkenP rovider ()
. N ) - .- f ) d fallawalt tp.GetAccessTokenAsync(™. . .") .
t Get Acces 5Toir¢n. syne(®: « ") var t ew TokenCredential(awalt LF % Y )i

— — — - return New StorageCredentials(t);

|- reServiceTokenProvider
[ ¢
iS ringTokenPro ("storage™, "msi®)

tp.GetAuthent icationHeaderAsync(CancellationToken.None) |

Reference:
https://joonasw.net/view/azure-ad-authentication-with-azure-storage-and-managed-service-
identity
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ICL2ugininneswaii i = J "

ago(1d)
since(1d)
totimespan(1d)
date(now() - 1d)

let ContainerlDs = KubePodinventory
| where ClusterName == "Cluster1”

I v o
top ContainerlD
union ContaineriD

sample ContainerlD
distinct ContainerlD

ContainerLog
Mickosoft (AN v
fork containeriDs
where ContaineriD in (ContaineriDs)

restrict. ContaineriD in (ContaineriDs)
join ContainerlD = = ContainerlDs.ContainerlD

| where TimeGenerated = startTimestamp
| where LogEntrySource = = "stderr”

| v
project by Computer
summarize by Computer
partition count() by Computer

e L b N el ks Mamamdbas




let startlimestampsng | . ; v

[aqnj_‘ld}
since(1d)
totimespan(1d)
date(now() - 1d)

let ContainerlDs = KubePodinventory
| where ClusterName == "Cluster1”

| v

top ContainerlD
union ContainerlD
sample ContainerlD
distinct ContainerlD

ContainerLog

I v

where ContaineriD in (ContaineriDs)

)
join ContainerlD = = ContainerlDs.ContainerlD

| where TimeGenerated > startTimestamp
| where LogEntrySource = = "stderr”

| v

project by Computer
summarize by Computer

partition count() by Cnmputer
cilimmanzZe colin

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/query-optimization
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EazZ I LET,

7)Y R— r9BIZIE SQLSPICosmosDB7 Ao > b2 JOESaZ U 5T 20EAHY
FY,

Azure CLIZAR VY FZEDKSICRT T IRENHY FIM?RZFT HICIE, BEEETEUGA
ToavEERLET,
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AT WU L WL L Uuyl"ﬂ.l.l.ll: TOA L A LLITTIWT DL Ll L WULUUE
name- +docdb-airline-reservations’
databaseName- ‘docdb-tickets-database’
collectionName- ‘docdb-tickets-collection’
consistencyLevel- | v

Strong

Eventual
ConsistentPrefix
BoundedStaleness

az cosmosdb create \
-=pname Sname \

--enable-virtual-network true)
--enable-automatic-failover true!
--kind 'GlobalDoctmentDB’
--kind ‘MongoDB"

--resource group SresourceGroupName \
--max interval 5 \

v

~locations ‘southcentralus’
~locations ‘eastus’
-locations’southcentralus=0 eastus=1 westu5-2
~locations ‘southcentfelis=01 Crosoft

1E fiz:




resourceGroupName—- +airlineResourceGroup’
name- +docdb-airline-reservations’
databaseName- ‘docdb-tickets-database’
collectlonﬂamﬂ- ‘docdb-tickets-collection’
udh’#i‘ﬁtﬁﬁﬁfﬁ[&l- l v

Strong

Eventual
ConsistentPrefix
BoundedStaleness

az cosmosdb create \
—-—name Sname \

v

| --enable-virtual-network true\ ceal
--enable-automatic-fallover true\
—kind ‘GlobalDocumentDB’ \
--kind ‘MongoDB"\

--resource group SresourceGroupName \
-—max interval 5 \

--locations suuthcentralus
—Iccatmns ‘eastus’

¥ -

--locations ‘southcentralus=0’
--default-consistency-level - Sconsistencylevel
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The change feed is a log of changes that are organized into hourly segments but appended to
and updated every few minutes. These segments are created only when there are blob change
events that occur in that hour.

Instead catch the triggered event, so move the photo processing to an Azure Function triggered
from the blob upload.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-change-feed
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-event-overview
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Actions Answer Area

Generate a key transfer blob file by using the HSM
vendor-provided tool.

Generate a Key Exchange Key (KEK).

Create a custom policy definition in Azure Policy: © | i

B — 1 — S

Run the az keyvault key import command.

'Run the az keyvault key restore COMMand.
Retrieve the Key Exchange Key Kf(} publickey. ¢



https://www.jpnshiken.com/q/12576-1136178/

Actions Answer Area

Generate a key transfer blob file by using the HSM | [Generate a Key Exchange Key (KEK).
vendor-provided tool.

EGenerate a Key Exchange Key (KEK). |Retrieve the Key Exchange Key (KEK) public key.

!Create a custom policy definition in Azure Policy.

Generate a key transfer blob file by using the HSM
ERun the az keyvault key import cOmMmand. vendor-provided tool.

|Run the at kiyieiiaba: catore COMMAT |Run the az keyvault key import cOmmand.

[Retrieve the Key Exchange GEIC) papf

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/keys/byok-specification
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I ODEBRIZENRENIRS > FOffELAHY £,
Authentication Option

Registry authentication method

Service pringipal

Individual.identity

Repository-scoped access token
.Managed identity for Azure resources

Microsoft Ne
RBAC role -

AcrPull
Owner
AcrPush
Contributor




Authentication Option

Registry authentication method

Service principal

Individual identity

Repository-scoped access token
Managed identity Tor Azure resources

RBAC role

AcrPull
Owner
AcrPush
Contributor

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-authentication?
tabs=azure-cli
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles?tabs=azure-cli
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osType Windows

C.CS24TIZRDY—Y 7y TH#EMLET,

osType Linux
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Scenario: All Internal services must only be accessible from Internal Virtual Networks (VNets)
There are three Network Location types - Private, Public and Domain Reference:
https://devblogs.microsoft.com/powershell/setting-network-location-to-private/
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23 D) A M LEIZEHICEEL ELWVEFTERELET,
Actions Answer Area

Create an integration account in the Azure
portal.

Link the custom connector to the Logic App.

Update the Logic App to use the partners, ©
schemas, certificates, maps, and agreements. @

©O

Create a custom connector for the Logic App.

Add partners, schemas, certificates, maps, and
agreements.

Link the Logic App to the integration account.

1E#Z:
Answer Area

Create an integration account in the Azure portal

Link the Logic App to the integrafion Adbbunto:

Add partners, schémas, certificates, maps, and
agreements,

Create a custom connector for the Logic App.

1 - Create an integration account in the Azure portal

2 - Link the Logic App to the integration account

3 - Add partners, schemas, certificates, maps, and agreements
4 - Create a custom connector for the Logic App.
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Actions Answer Area

v
Upgrade the storage accountto CPv2

Create a new GPv2 Standard account
and set its default access

tier level to cool @

Change the storage account access
tier from hot to cool

O

Copy the data to be archived to a Standard
GPV2 storage account and then delete the
data from the original storage account

1EfZ:
Answer Area

Upgrade the storage account to GPv2

Copy the data to be archived to a Sta..ul:ién:l
GPv2 storage account and then delete the data
from the original storage account

Change the storage account access tier from
hot to cool

1 - Upgrade the storage account to GPv2

2 - Copy the data to be archived to a Standard GPv2 storage account and then delete the data
from the original storage account

3 - Change the storage account access tier from hot to cool

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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Instead use an Azure Key vault and public key encryption. Store the encrypted from in Azure
Storage Blob storage.
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1. The index needs to be populated. To do this, we will need a SearchindexClient. There are two
ways to obtain one: by constructing it, or by calling Indexes.GetClient on the SearchServiceClient.
Here we will use the first method.

2. Create the indexBatch with the documents

Something like:

var hotels = new Hotel[];

{

new Hotel()

{

Hotelld = "3",

BaseRate = 129.99,
Description = "Close to town hall and the river

}
|

var batch = IndexBatch.Upload(hotels);


https://www.jpnshiken.com/q/12576-1136184/
https://www.jpnshiken.com/q/12576-1136185/

3. The next step is to populate the newly-created index

Example:

var batch = IndexBatch.Upload(hotels);
try

{

indexClient.Documents.Index(batch);

}

https://docs.microsoft.com/en-us/azure/search/search-howto-dotnet-sdk
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Application Insights is a service for monitoring the performance and usage of your apps. This
module allows you to send telemetry of various kinds (events, traces, etc.) to the Application
Insights service where your data can be visualized in the Azure Portal.

Application Insights manages the ID of a session for you.
https://github.com/microsoft/Applicationinsights-Android
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Features Answer Area
i Access policy
- Action Feature

[ Purge protection , . . )
| i Enable retention period and accidental deletion.

| Soft delete

- ' Enforce retention period and accidental deletion.
| Shared access signature

o
1F fiZ:

Features Answer Area

|Access policy ‘

Action Feature

Purge protection |

Enable retention period and accidental deletion.  |Soft delete

'Soft delete ‘

Enforce retention period and accidental deletion. | Purge protection

Shared access signature ‘

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview
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This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all

questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is

provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.
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To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. When you are ready to answer a question, click the Question button to return to the
question.

Background

City Power & Light company provides electrical infrastructure monitoring solutions for homes and
businesses. The company is migrating solutions to Azure.

Topic 1, Contoso, Ltd

Azure Active Directory

Contoso, Ltd. uses Azure Active Directory (Azure AD) for both internal and guest accounts.
Requirements

ContentAnalysisService

The company's data science group built ContentAnalysisService which accepts user generated
content as a string and returns a probable value for inappropriate content. Any values over a
specific threshold must be reviewed by an employee of Contoso, Ltd.

You must create an Azure Function named CheckUserContent to perform the content checks.
Costs

You must minimize costs for all Azure services.

Manual review

To review content, the user must authenticate to the website portion of the
ContentAnalysisService using their Azure AD credentials. The website is built using React and all
pages and API endpoints require authentication. In order to review content a user must be part of
a ContentReviewer role. All completed reviews must include the reviewer's email address for
auditing purposes.

High availability

All services must run in multiple regions. The failure of any service in a region must not impact
overall application availability.

Monitoring

An alert must be raised if the ContentUploadService uses more than 80 percent of available CPU
cores.

Security

You have the following security requirements:
Any web service accessible over the Internet must be protected from cross site scripting attacks.

All websites and services must use SSL from a valid root certificate authority.

Azure Storage access keys must only be stored in memory and must be available only to the
service.

All Internal services must only be accessible from internal Virtual Networks (VNets).

All parts of the system must support inbound and outbound traffic restrictions.

All service calls must be authenticated by using Azure AD.



User agreements
When a user submits content, they must agree to a user agreement. The agreement allows
employees of Contoso, Ltd. to review content, store cookies on user devices, and track user's IP
addresses.

Information regarding agreements is used by multiple divisions within Contoso, Ltd.

User responses must not be lost and must be available to all parties regardless of individual
service uptime. The volume of agreements is expected to be in the millions per hour.

Validation testing

When a new version of the ContentAnalysisService is available the previous seven days of
content must be processed with the new version to verify that the new version does not
significantly deviate from the old version.

Issues

Users of the ContentUploadService report that they occasionally see HTTP 502 responses on
specific pages.

Code
ContentUploadService

Ul -
2802 Microsoft.ContainerInstance/containerGroups
280

2804 name:
2805

2806

2807 service

2808

2809 : contoso/contentUploadService:latest
2810

Zs11 - 80

2812 : TCP

2513 =k

514 =

cszl ;80

c°s22 rotocol: TCE

feubscrintions/ 98 19/ resourceGrouns/containar/nroviders/Microsoft . Natwork/networkProfiles/subne



AMO1 {

AMOZ *id” : “2b075f03-9b06-2d44-98bb-e9182501fcbé6”,
AMO3 “appId” : “711B8a7f0-b5c2-4c9%d-833c-3d711396fe65",
AMO4

AMOS “createdDateTime” : “2019-12-24T06:01:44z2",
AMOE “logoUrl” : null,

AMO7 *logoutUrl” : null,

AMOS “name” : “ContentAnalysisServieal,

E.MGE' VIICrOSOT1
AM10 '
AM11 “orgRestrictions™ : [],

AM12 “parentalControlSettings” : {

AM13 “countriesBlockedForMinors” : [],

AM14 “legalhgeGroupRule” : “Allow"

AM15 |

AM1E “passwordCredentials” : []

AM17 }
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