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contoso101only
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You can use the Archive accessStierin, © © © v

contoso101only

contoso101 or contoso103 only

contoso101, contoso102, and contosa103 only
contoso101, contoso102, and contoso104 only
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You can use the Archive access tier in v

contoso101only
contoso101 or contoso103 only
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Explanation:
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-7 "lcontoso1010only

contoso104 only

contoso101 or contoso104 only

contoso101, contoso102, o contoso104 only
contoso 101, cantose102, contoso103, or contoso104

You can use the Archive access tierin. | | v
contoso101only
contoso101 or contoso103 only
contoso101, contoso102, and contoso103 only
contoso101, contoso102, and contoso104 only
contoso101, contoso102, contoso103, and contoso104

In Microsoft Azure Storage, the type and kind of a storage account determine which features and performance tiers are supported.

1## Premium File Share Support:

Premium file shares are only supported in FileStorage accounts, which provide high-performance, low-latency SSD-based storage optimized for enterprise file workloads. According to the official Azure Storage documentation
(Microsoft Learn: " Azure Files performance tiers " ), only the FileStorage account kind supports Premium file shares.

In the exhibit, only contoso104 is a FileStorage account. Therefore, premium file shares can only be created in contoso104.

2## Archive Access Tier Support:

The Archive access tier is available for Blob storage and General-purpose v2 (StorageV?2) accounts that store block blobs. The Archive tier is used for data that is rarely accessed and provides the lowest storage cost.
From the exhibit:

* contoso101 (StorageV2) # supports archive tier.

* contoso102 (Storage) # older type, does not support access tiers beyond hot/cool.

* contoso103 (BlobStorage) # supports archive tier.

* contoso104 (FileStorage) # does not support Blob tiers.

Therefore, only contoso101, contoso102, and contoso103 allow the Archive tier, but since standard "Storage" (contoso102) doesn't support Archive, the correct accounts are contoso101 and contoso103.
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obTitle: Userl and User3 only
User1 only
User1 and User2 only

User1 and User3 only

User1, User2, and User3

Usagelocation: Userl, User2 and Userd =

User1 only
User1 and User2 only
User1 and User3 only

User1, User2, and User3
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Userl only
User1 and UserZ only

User1 and User3 only

User1, User2, and User3

Usagelocation: Userl, User2 and Userd ¥

User1 only
User1 and User2 only
User1 and User3 only

§ Userl, User2, and User3

Explanation:
Answer .l.rM

JobTitle: Userl and Userd anly -

WsageLocation: Lserl, Userd and Userd | ¥

In a hybrid Azure Active Directory (Azure AD) environment, where user identities can be cloud-only or synchronized from on-premises Active Directory (AD), attribute management depends on the source of authority for each
user account.

The source of authority determines where you can modify a user's attributes:

If a user is synced from on-premises Active Directory (on-premises sync enabled = Yes), certain attributes are read-only in Azure AD and must be edited in the on-premises AD. These attributes include:

Job title

Department

Office

Manager

Company name

If a user is cloud-only (not synchronized) or a guest user, you can modify those same attributes directly in Azure AD via the Azure portal, Microsoft Graph, or PowerShell.



According to Microsoft Learn (Azure AD attributes and synchronization rules):

"When Azure AD Connect synchronizes identities, certain user attributes such as job title, department, and manager are mastered in on-premises Active Directory and become read-only in Azure AD. However, attributes like
usage location can always be edited in Azure AD, as they are required for license assignment." Applying to this question User Type On-premises sync enabled Editable in Azure AD User1 Member No Editable (Cloud-only)
User2 Member Yes On-premises sync (Read-only for JobTitle) User3 Guest No Editable in Azure AD JobTitle User1 - Editable (cloud-only member) User2 - Not editable (synced from on-prem AD) User3 - Editable (guest
accounts managed in Azure AD)

# Answer: User1 and User3 only

Usagelocation

This attribute must be set in Azure AD for licensing and service access.

It can be edited for all users - even for synced users or guests - because Azure AD maintains it as a cloud- only attribute, not synchronized from on-prem AD.

# Answer: User1, User2, and User3

Final Verified Answers (Based on Microsoft Azure Administrator Documentation):

Attribute

Editable Users

JobTitle

# User1 and User3 only

Usagelocation

# User1, User2, and User3

Microsoft Official Documentation Extract:

"Attributes such as job title, department, and office location are sourced from on-premises AD and cannot be modified in Azure AD for synchronized users. The usage location attribute, however, is always managed in Azure
AD." (Source: Microsoft Learn - Azure AD Connect sync: Attributes synchronized to Azure AD and Manage user profile attributes in Azure AD)
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Web app name | Backup Every | Start backup schedule from | Retention (Days) | Keep at least one backup
App1 1 Days January 6, 2024 0 Yes
App2 1 Days January 6, 2024 30 Yes
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On January, 18, 2024, you can restore the App2 production slot backup from January 6 to
the App2 test slot
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SMB Multichannel is a feature of Azure Files that enables clients to establish multiple network connections to an Azure file share simultaneously. This allows parallel data transfer, thereby increasing throughput and providing
fault tolerance for high-performance workloads.

According to the Microsoft Azure Administrator documentation and Azure Files technical reference, SMB Multichannel is available only for premium file shares hosted on Azure Files Premium Storage accounts that use locally
redundant storage (LRS) replication.

Extract from Microsoft documentation:

"SMB Multichannel is supported only for premium file shares. Premium file shares are hosted in FileStorage storage accounts, which use SSD-based performance and locally redundant storage (LRS). Standard (HDD- based)
file shares do not support SMB Multichannel." The Premium tier uses SSD storage, designed for low latency and high IOPS workloads, and is required for enabling SMB Multichannel. Using LRS (Locally Redundant Storage)
provides the lowest cost redundancy option while still ensuring three replicas within the same datacenter.

Therefore, to meet the requirement of SMB Multichannel while minimizing costs, you must choose Premium performance with LRS redundancy.
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Azure Monitor for VM Insights is a feature of Azure Monitor that provides comprehensive monitoring and diagnostics for your Azure virtual machines and virtual machine scale sets. It collects performance data, process
information, and network dependencies from your virtual machines and displays them in interactive charts and maps. You can use Azure Monitor for VM Insights to troubleshoot performance issues, optimize resource
utilization, and identify network bottlenecks1.

To enable Azure Monitor for VM Insights, you need to install two agents on your virtual machines: the Azure Monitor agent (preview) and the Dependency agent. The Azure Monitor agent collects performance metrics and
sends them to a Log Analytics workspace. The Dependency agent collects process information and network dependencies and sends them to the InsightsMetrics table in the same workspace?2.

By default, the agents communicate with Azure Monitor over the public internet. However, if you want to ensure that all the virtual machines only communicate with Azure Monitor through a virtual network named VNet1, you
need to configure private network access for the agents.

Private network access allows the agents to communicate with Azure Monitor using a private endpoint, which is a special network interface that connects your virtual network to an Azure service without exposing it to the
public internet. A private endpoint uses a private IP address from your virtual network address space, so you can secure and control the network traffic between your virtual machines and Azure Monitor3.

To configure private network access for the agents, you need to create an Azure Monitor Private Link Scope (AMPIS) first. An AMPIS is a resource that groups one or more Log Analytics workspaces together and associates
them with a private endpoint. An AMPIS allows you to manage the private connectivity settings for multiple workspaces in one place4.

After creating an AMPIS, you need to create a private endpoint in VNet1 and link it to the AMPIS. This will enable the agents on your virtual machines to send data to the Log Analytics workspaces in the AMPIS using the
private IP address of the private endpoint5.
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In this scenario, Microsoft Entra Connect (formerly Azure AD Connect) is configured to synchronize only the Organizational Unit (OU1) from the on-premises Active Directory Domain Services (AD DS) environment to the
Microsoft Entra tenant (Azure AD).

The synchronization scope determines which objects (users, groups, devices) are replicated to Azure AD. Any objects outside the selected OUs are not synchronized and therefore do not exist in Azure AD.

Here's what happens to each user:

* User1 (in OU2) - Because OU2 is not included in the synchronization scope, User1 is not synchronized to Azure AD. Therefore, User1 does not have an account in Microsoft Entra ID and cannot authenticate to any cloud-
based resource such as Share1 (which is assumed to be an Azure file share or Microsoft

365 resource).

* Result: No access.

* User2 (in OU1) - Since OU1 is synchronized using Microsoft Entra Connect, User2 exists in Azure AD. User2's identity is recognized by Azure AD and can be used to access cloud-based resources (like Share1) if
permissions are assigned appropriately (either directly or via a group such as Group1).

* Result: Yes, access is possible.

* User3 (cloud-only account) - While User3 exists in Azure AD, there's no indication that this user has been assigned access to Share1. Because access is granted through synchronization (from AD DS) and group
membership in synchronized objects (like Group1), User3 would not automatically inherit those permissions.

* Result: No access.

Additionally, Group1, which contains User1 and resides in OU1, will be synchronized. However, since User1 is in OU2, User1's membership in Group1 is not synchronized, because non-synchronized objects cannot appear in
synchronized group memberships in Azure AD.

This behavior is defined by Microsoft's Azure AD Connect synchronization rules, which state:



"Objects outside of the configured synchronization scope are not synchronized to Azure AD. Group memberships including users from outside the synchronization scope will not include those users in Azure AD."
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StorageV2 (general purposeyd)

Performance
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I Standard ) Premium

o This setting cannot be changed after the storage account is created,

Secure transfer required (O
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gnw::::ném?; zﬂ O og,%.l\/licrosoft

S T

Allow recommended %64 shared access signature (SAS) expiry interval
G L
@ Disabled O \

Default to Microsoft Entra authorzation in the Azure portal (@
(@) Disabled () Enabled

pisabled () Enabled

Minimum TLS version ©
[ Version 1.2

Permitted scope for copy operati

| From any storage account 05
)

Blob access tier (defau

O ool @) Hot S Microsoft
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Statements

User1 can access the content in cont1.

User2 can access the content in cont ).

User3 can access the content in sharel.

User1 can access the content in cont1.

User2 can access the content in cont.

User3 can access the content in sharel.

Explanation:

Yes, No, No

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

The decisive setting is Allow storage account key access = Disabled , which disallows Shared Key authorization for the storage account. Microsoft states that when Shared Key access is disallowed, Azure Storage rejects
requests authorized with account access keys, and only requests authorized with Microsoft Entra ID succeed. Microsoft's SAS behavior table is explicit: a User delegation SAS uses Microsoft Entra ID and is permitted, while a
Service SAS and an Account SAS use Shared Key and are denied when AllowSharedKeyAccess is false.



Therefore, User1 can access cont1 because a user delegation SAS is Microsoft Entra-authorized and is valid for Blob Storage access. User2 cannot access cont1 because a service SAS is secured by the storage account
key, which is blocked. User3 cannot access share1 because an account SAS is also secured by the storage account key and is denied for all Azure Storage services when Shared Key access is disabled.

The anonymous blob access, TLS, and portal authorization settings do not override SAS authorization behavior here. Study Guide reference: AZ-104 Implement and manage storage > configure storage security, shared
access signatures, access keys, Azure Blob Storage, and Azure Files.
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Answer Area

Hosts on vINETE €& mimumicateWith Fost¥onTanswer VNETE only v
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o 1
vNETG.and VNET Tionly
wNETS, WINETT, and vNET2 only

all the virtual networks in the subscription

To change the status ofthe.peenng connection to vNET1 to _delete peenng] »
Connected, you'must first [answer choice]. | add a service endpont
add a subnet

modify the address space

Explanation:
Answer Area
Hosts on vNET6 can communicate with hosts on [answer VNET6 only v
choice].
To change the status of the peering connection to vNET1 to  delete peenng? IVIICT UOoW

Connected. you must first [answer choice].

In Azure, Virtual Network Peering connects two virtual networks (VNets) and allows traffic between them using private IP addresses, traversing the Microsoft backbone network rather than the public internet. For peering to
function correctly, both sides of the connection must have a valid, reciprocal configuration (peering must be created from each VNet and accepted).

From the exhibit:

* VNETG6 has two peering configurations:

* peering1 # vNET1 (Gateway Transit = Enabled)

* peering2 # vNET2 (Gateway Transit = Disabled)Both are currently showing a status of

"Disconnected”, meaning that the remote peering (from vNET1 and vNET2 back to vNET6) hasn't been set up or accepted yet.

Because the peering links are disconnected, vNET6 cannot communicate with any other VNet-only internal communication within vNETG6 is possible.

To fix the peering connection status for vYNET1, you cannot directly edit an incomplete or mismatched configuration. Microsoft's official documentation ( " Azure Virtual Network peering - requirements and constraints " ) states
that you must delete and recreate the peering if the configuration is invalid or disconnected. Therefore, to establish a working connection to vVNET1, you must first delete peering1 and then reconfigure it correctly on both

VNets.
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The Contributor role grants the ability to create and manage all types of Azure resources, including logic apps. Assigning this role to the Developers group on the Dev resource group will allow them to create logic apps in that
scope. Then, References: [Built-in roles for Azure resources] [Azure Logic Apps permissions and access control]
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Option A (Create an Azure Resource Manager template): This wouldn ' t circumvent the policy enforcement.

Even with a template, you cannot create resources that the policy explicitly denies.

Option B (Add a subnet to VNET1): Adding a subnet does not address the policy restriction on creating virtual machines. Also, the existing VNET1 can already have multiple subnets.

Option C (Remove Microsoft.Network/virtualNetworks from the policy): This isn ' t necessary because you ' re not trying to create a new virtual network; you are connecting to an existing one, VNET1.
Option D (Remove Microsoft. Compute/virtualMachines from the policy): This is the correct action because it directly addresses the restriction that is preventing you from creating a new virtual machine in RG1.
Removing the virtual machine resource type from the not allowed list in the policy will enable you to create VM2.

Remember, changes to policies might take a few minutes to propagate. After updating the policy, you should be able to create the new virtual machine VM2 and connect it to VNET1.
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Name Type ﬁeEi;n Resource group
RG1 Resource group "u'-}c:st Europe Not applicable
RG2 Resource group " | North Europe Not applicable
Vaultl Recovery Services vault West'Europe RG1
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Resource group Region Operating system
RG1 West Europe Windows Server 2016

RG1 MNorth Europe Windows Server 2016
RG2 West Europe Windows Server 2016

RG1 West Europe Ubuntu Server 18.04
RG1 Morth Europe Ubuntu Server 18.04
RG2 West Edrégel () S (PURuntu Server 18.04

TEHREIELLDERBT DNy 7y TIZVault! ZERTHFETYT,
EDHRBTYUE Vaultl 1Ty I 7y TTEETH?

A.VM1_VM3_ VMA_ VMC®O#

B. VM1 & VM3D &

C. VM1 _VM2_ VM3 VMA_ VMB_  VMC

D. VM1 #

E. VM3 & U VMC DO #&
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To create a vault to protect virtual machines, the vault must be in the same region as the virtual machines. If you have virtual machines in several regions, create a Recovery Services vault in each region.
References:
https://docs.microsoft.com/bs-cyrl-ba/azure/backup/backup-create-rs-vault

EFDT 13
Windows Server 2019 2E179 % VM1 &£ ULV\S &HTD Azure VM #ERLE T,
VM1 [ERICRT &K SIS TOWET (2 TE25 v LET),


https://www.jpnshiken.com/q/68966-6461151/

Question

ﬁVMl L %

Virtual machine

P Search «

K& Windows Admin Center

;9' Connect v [} Start

=
\ Restart

[] stop ¥ capture [ Delete

() refresh [l Openinmobile [B cu/ps 27 reedback

o Adwisor (1 of 8): All network ports should be restricted on network security groups aassociated to your virtual machine =

JSON vV
Operating system . Windows
Size : Standard DS1 v2 (1 vepu, 3.5 GiB memory)
Public 1P address : 20.115.52.215

Virtual network/subnet : YNET1/default

DNS name

Tutonals

: Not configured

‘ﬁ. Networking
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Scenario Overview:

You have a Windows Server 2019 virtual machine (VM1) that has been created in Azure but is currently stopped (deallocated), as indicated by the exhibit (typical of this question from the AZ-104 pool). You need to enable
Desired State Configuration (DSC) on this VM.

Understanding Azure Desired State Configuration (DSC)

Azure Desired State Configuration (DSC) is a management platform used to define and maintain configuration consistency for Azure virtual machines and other systems. In Azure, DSC can be managed via Azure Automation
State Configuration, or locally using PowerShell DSC on the virtual machine.

To enable DSC on an Azure VM:

The VM must be running and accessible so that the DSC extension can be installed.

The Azure VM Agent must be operational (it runs only when the VM is started).

Configuration scripts or extensions (like Microsoft.Powershell.DSC) can only be applied to an active VM.

Why "Start VM1" is the Correct First Step

From the Microsoft Azure Administrator documentation (PowerShell DSC Extension for Azure VMs):

"Before you can enable the Azure Desired State Configuration extension on a virtual machine, the VM must be in the running state. The Azure VM Agent communicates with Azure to install and configure the DSC extension,
and this agent only runs when the VM is powered on." This means that if VM1 is stopped (deallocated), Azure cannot deploy or enable the DSC extension, because it requires the VM to be active and connected to the Azure
platform fabric.

Why the Other Options Are Incorrect

A). Configure a DNS name for VM1:

DNS naming allows external or internal connectivity but is not a prerequisite for enabling DSC. DSC configuration relies on the Azure VM Agent, not on DNS name resolution.

C). Capture a snapshot of VM1:

Snapshots are used for backup or replication, not for enabling configuration management features such as DSC.

D). Connect to VM1:

You cannot connect to VM1 (RDP/SSH) until it is started. Starting the VM is a prerequisite before any configuration management operation.

Key Documentation Reference (Microsoft Learn):

"The PowerShell Desired State Configuration (DSC) extension for Windows is used to configure Windows VMs. The extension requires the VM to be running so the Azure VM Agent can install and apply configurations."

- Source: Microsoft Learn - Azure Virtual Machine extensions and features overview / PowerShell DSC extension
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This scenario involves inviting 500 external users (B2B guests) into your Microsoft Entra tenant (formerly Azure Active Directory). The goal is to create guest user accounts efficiently using a CSV file containing user details
(names and email addresses).

# Understanding the Requirement

You must onboard external users (not internal directory users). These external accounts require B2B guest invitations, not normal user creation.
There are two supported approaches for bulk guest invitations:

Using the Microsoft Entra portal (Bulk invite users)

Using PowerShell with the New-AzureADMSInvitation cmdlet.

The Bulk invite users feature in the Entra portal is specifically designed for this exact use case - bulk creation of guest accounts using a CSV file.
# How the Bulk Invite Process Works

When you go to Microsoft Entra ID # Users # Bulk operations # Bulk invite, you can:

Upload a CSV file containing columns like Email address, Display name, and First/Last names.

The portal validates the file format and initiates invitations for all 500 external users.

Each external user receives an invitation email and is added as a guest (UserType = Guest) in the directory.

Once accepted, these users can be assigned roles, access resources, or be part of Azure AD groups and applications.

# Why This Meets the Goal

The solution correctly leverages the Bulk invite users functionality designed for mass external user onboarding.

It satisfies all the requirements:

Creates guest accounts (not internal users).

Uses a CSV file, allowing batch import.

Achieves the goal using Microsoft Entra ID portal, without needing PowerShell scripting.

# Reference from Microsoft Documentation (Microsoft Learn - Verified Source)

"You can use the Azure portal to invite multiple external users to your organization in one go using the Bulk invite feature. This process imports a CSV file containing user details and sends invitations to all users
automatically." (Source: Microsoft Learn - Bulk invite B2B users to Microsoft Entra ID)
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In Azure Role-Based Access Control (RBAC), the Storage Account Key Operator Service Role allows a user to list and regenerate access keys for a storage account but does not grant permission to access the data itself.
The Storage Account Key Operator Service Role has the following key permissions:

* Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/regeneratekey/action

* Microsoft.Storage/storageAccounts/read

This role is typically used by automation or service accounts that need to manage storage account keys without having full access to the data stored within the account (blobs, files, queues, etc.).

In the scenario, User1 only needs to list and regenerate storage account keys for storage1, not perform data operations or modify configurations. The Storage Account Key Operator Service Role provides precisely these
permissions, making it the correct and minimal-privilege choice for this task.

Thus, assigning this role to User1 meets the goal as per Azure RBAC guidelines and Microsoft's least privilege principle documented in the Azure Administrator exam guide.

AR EAZ-104JEIRBE (XIPNTest.comigit S AZ-104JRERC BT BT EICRICII B ET ! JPNTest.com(Z S EFAZ-104J A ERFEIREE # 12 L £ 9, JPNTest.com AZ-104J R ERFEREE (X SEHSNELE, 22
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Explanation:
Box1:4

As there are 4 distinct set of resource types (Ingress, Egress, Delete storage account, Restore blob ranges), so you need 4 alert rules. In one alert rule you can ' t specify different type of resources to monitor. So you need

4 alert rules.

Box2:3

There are 3 distinct set of " Users to notify " as (User 1 and User 3), (User1 only), and (User1, User2, and User3). You can 't set the action group based on existing group (Group1 and Group2) as there is no specific group for
User1 only. So you need to create 3 action group.



Answer Area

Alert rules: v

B WN -

Action groups: v

WM -

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups
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To perform a bulk delete of users in Azure Active Directory, you need to create and upload a CSV file that contains the list of users to be deleted. The file should include the user principal name (UPN) of each user only.
Therefore, the answer is B. The user principal name of each user only. When you use the bulk delete feature in the Azure Active Directory admin center, you need to specify the UPN for each user that you want to delete. The
UPN is a unique identifier for each user in Azure AD and is the primary way that Azure AD identifies and manages user accounts. Including additional attributes like the display name or usage location is not required for the
bulk delete operation, as the UPN is the only mandatory attribute for the user account.

However, you may include additional attributes in the CSV file if you want to keep track of the metadata associated with each user account.
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Mame | IPversion | SKU | IPaddress | Avallability zone
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[1v6  [Bac | Dyoamic | Not applicable
[ 1Pvé ! tat esue POl

/X7 w4 Azure Standard Load Balancer #/Ef§ 2 ENHY £,

EDNRTYY Y IPF7RLREFERTEETH?

A.IP1&IP3D#H

B. IP1_IP2_IP3

C.IP20D> A

D. IP3D #
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A Basic Load Balancer can use the Basic SKU Public IP address ' s, but a Standard load balancer requires a Standard SKU Public IP address.
Excerpt from link below:

The standard SKU is required if you associate the address to a standard load balancer. For more information about standard load balancers, see Azure load balancer standard SKU.
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/virtual-network-public-ip-address Excerpt from link below:

Key scenarios that you can accomplish using Azure Standard Load Balancer include:

-Enable support for load-balancing of IPv6.
https://learn.microsoft.com/en-us/azure/load-balancer/load-balancer-overview#why-use-azure-load-balancer
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According to the Microsoft documentation, a shared access signature (SAS) is a URI that grants restricted access rights to Azure Storage resources. You can provide a SAS to clients who don't otherwise have access to your
storage account, and delegate access to them for a specified time period and with a specified set of permissions.

A SAS can be used to grant read-only access to a container and its blobs, as well as specify the allowed protocols (HTTP or HTTPS) and the start and expiry time of the access. For more information about creating and using
SAS, see Using shared access signatures (SAS).

An access policy is not the correct answer because it is used to define a set of permissions and a time period for a container or a queue, but it does not grant access by itself. An access policy must be associated with a SAS
to take effect. For more information about access policies, see Manage stored access policies for containers and queues.

Azure Content Delivery Network (CDN) is not the correct answer because it is used to cache and deliver content from Azure Storage or other sources, but it does not control the access permissions to the content. For more
information about Azure CDN, see [What is Azure Content Delivery Network?].
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Access keys are not the correct answer because they are used to authenticate requests to Azure Storage from any client, but they do not limit the access permissions or the protocols. Using access keys also exposes your
storage account to potential unauthorized access if the keys are compromised. For more information about access keys, see [Manage storage account access keys].
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You can set expiration policy only for Office 365 groups in Azure Active Directory (Azure AD).

Note: With the increase in usage of Office 365 Groups, administrators and users need a way to clean up unused groups. Expiration policies can help remove inactive groups from the system and make things cleaner.
When a group expires, all of its associated services (the mailbox, Planner, SharePoint site, etc.) are also deleted.

You can set up a rule for dynamic membership on security groups or Office 365 groups.
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Azure Firewall must be deployed in the same Azure region as the virtual network and into a dedicated subnet named AzureFirewallSubnet.
From the table:

*VNET1 # West US # RG1 #

*VNET4 # West US # RG2 #

*VNET2 # Central US #

*VNET3 # Central US #

Resource group location does not restrict deployment-only region alignment matters.
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Microsoft documentation confirms:
"Azure Firewall must be deployed into a virtual network in the same region."
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NET Core 3.0: Windows and Linux ASP .NET V4.7: Windows only PHP 7.3: Windows and Linux Ruby 2.6:

Linux only Also, you can't use Windows and Linux Apps in the same App Service Plan, because when you create a new App Service plan you have to choose the OS type. You can 't mix Windows and Linux apps in the same
App Service plan. So, you need 2 ASPs. Reference: https://docs.microsoft.com/en-us/azure/app- service/overview
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Answer Area

H Save & Discard

Users may join devices to Azure AD @ Selected

None
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No member selected

Additional local administrators on Azure AD joined devicgs

*
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Users may register thej

Require M th to join devices @ Yes
Maximum number of devices per user @ 50 ,
Users may sync settings and app data across devices @ All Selected
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No member selected
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K Discard

Users may join devices to Azure AD @ Selected None

Selected

No member selected

Additional local administrators on Azure AD joined devices® ' | Salected

Selected

No member selected

Users may register their dévices with Azure AD @ All None

Require Multi-Factor Auth to join devices @ | Yes

Maximum number of devices per user @ | 50

Users may sync settings and app data across devices @ All Select&d
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No member selected




Explanation:

H Save X Discard

Users may join devices to Azure AD @

i.a B B
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v )-J‘__J | -
B MitroEoft
Additional local administrators on Azure AD joined devices @ m

Selected

No member selected

Users may register their devices

w
=
=
(]
3
o

Require Multi-F&ct in devices ® Yes

Maximum number of devices per user @ 50

Users may sync settings and app data acrc@l&ﬂiwri C

cted |

B

Box 1: Selected

Only selected users should be able to join devices

Box 2: Yes

Require Multi-Factor Auth to join devices.

From scenario:

Ensure that only users who are part of a group named Pilot can join devices to Azure AD Ensure that when users join devices to Azure Active Directory (Azure AD), the users use a mobile phone to verify their identity.
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When you perform a VM restore using Azure Backup with the "Replace existing" option:

* Azure Backup replaces the existing VM's operating system disk and configuration with what was captured at the time of the backup.
* Data disks added after the backup are not part of the recovery point and are therefore not restored.

Other post-backup changes:

* VM size change: Automatically reverted to the size captured in the backup configuration.

* File addition (Budget.xlIs): Not present, because only data up to the backup time is restored.

* Password reset: Resetting password does not persist because OS disk from backup overwrites current one.However, when restoring, you can always reset credentials later - but that is expected behavior.
The only configuration that requires manual re-creation after restore is any new data disk added after the backup snapshot.
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When deploying an Azure Bastion host, the network configuration must meet specific requirements depending on the Bastion SKU. For a Bastion Basic SKU, the associated public IP address must fulfill all of the following
Azure-defined conditions:

SKU requirement: The Bastion Basic host requires a Standard public IP address.
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Tier restriction: The IP must be Regional, not Global, because Bastion operates within a specific Azure region and cannot use global IPs.
Assignment requirement: The IP must use Static allocation, as Bastion requires a reserved, unchanging public IP for consistent access and DNS resolution.
Supported IP version: Azure Bastion supports IPv4 addresses only; IPv6 addresses are not supported.

From the table provided:

IP1 - Standard, Regional, Static, IPv4 # # Meets all requirements.

IP2 - Standard, Global, Static # # Global tier is not supported.

IP3 - Basic, Dynamic # # Bastion requires Standard SKU and Static IP.

IP4 - Basic, Static # # SKU must be Standard.

IP5 - IPv6, Dynamic # # IPv6 and dynamic IPs are unsupported.

Therefore, only IP1 meets the Microsoft Azure Bastion Basic deployment prerequisites.

Reference (Azure Administrator Docs Extract):

Azure Bastion hosts require a Standard, Regional, Static, IPv4 public IP address. Basic or Global IPs are not supported for deployment.
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Answer Area

You can use [answer choice] for Azure Table Storage. v
storageaccountl only

storageaccount2 only

storageaccount3 only

storageaccountl and storageaccount2 only
storageaccount? and sterageaccount3 qn_ly

You can use [answer choice] for Azure Blob storage. b
storageaccount? only

storageaccount? and storageaccount3 only
storageaccountl and storageaccount3 only

all the storage accounts
S




Answer Area

You can use [answer choice] for Azure Table Storage. v
storageaccountl only
storageaccount2 only
storageaccount3 only

You can use [answer choice] Tor Azure Blob storage. v
storageaccount3 only

storageaccount2 and storageaccount3 only

/[ stordgeateotnitl and storageaccount3 only

Explanation:

You can use [answer choice] for Azure Table Storage. 51
storageaccountl only
storageaccount2 only
storageaccount3 only
storageaccountl and storageaccount2 only
storageaccount2 and storageaccount3 only

You can use [answer choice] for Azure Blob storage. v

storageaccount3 only

storageaccount2 and storageaccount3 only
storageaccountl and storageaccount3 only
all the storage accounts

o

"..l.l\..

Box 1: storageaccount1 and storageaccount2 only

Box 2: All the storage accounts

Note: The three different storage account options are: General-purpose v2 (GPv2) accounts, General-purpose v1 (GPv1) accounts, and Blob storage accounts.
General-purpose v2 (GPv2) accounts are storage accounts that support all of the latest features for blobs, files, queues, and tables.

Blob storage accounts support all the same block blob features as GPv2, but are limited to supporting only block blobs.

General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not have the latest features or the lowest per gigabyte pricing.
References: https://docs.microsoft.com/en-us/azure/storage/common/storage-account-options
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Azure Storage encrypts all data at rest using Storage Service Encryption (SSE) by default. However, if you need to use a different encryption key for specific containers or blobs within the same storage account, you must
create an encryption scope.

An encryption scope defines a boundary within the storage account where data encryption is handled by a unique customer-managed key (CMK) or Microsoft-managed key. You can then associate this encryption scope with a
specific container or even individual blobs, allowing flexible key management across data sets.

The Microsoft Azure Storage documentation explains that encryption scopes allow you to:

Use different encryption keys for different containers or blobs.

Rotate or manage keys independently for compliance or separation-of-duty requirements.

Support encryption at container creation by assigning a specific scope.

Other options are incorrect:

Modifying the TLS version affects network security, not encryption keys.

Generating a SAS defines access tokens, not encryption behavior.

Rotating access keys re-generates account keys for security, but it does not create a new encryption key for specific containers.

Hence, before creating the container, you must first create an encryption scope and then assign it to that container to ensure it uses a different encryption key.
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Actions Answer Area

i Customize the company branding

Set Add suffix to String.

it Set Add suffix to Attribute

it Set Add prefix to String.
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Actions Answer Area

P o

|2 Set Add prefix to String. :

¢ Create a group naming policy. I

31 Set Add prefix to Attribute |

:i Set Select type to Department. '

T — T — - — -

Explanation:

Actions Answer Area

it Customize the company branding. i Creéate'a group naming policy.

it Set Add suffix to String. i Set Add prefix to Attribute.

2 Set Add suffix to Attribute. i Set Select type to Department.

i1 Set Add prefix to String. = m E C!’“@ﬁ @ft

Microsoft Entra ID (formerly Azure Active Directory) supports group naming policies to automatically enforce consistent and compliant naming conventions for Microsoft 365 groups. The purpose of this policy is to standardize
names, prevent conflicts, and include metadata such as department, location, or purpose.

According to the Microsoft Entra Administrator documentation and the AZ-104 official study guide ("Manage Azure ldentities and Governance"), the steps to implement such a policy are:

Step 1: Create a Group Naming Policy

Navigate to:

Microsoft Entra admin center # Groups # Naming policy.

Here, you can define global naming conventions that apply whenever new Microsoft 365 groups or security groups are created.

Creating the policy allows you to specify prefixes and suffixes that automatically appear in group names based on attributes or fixed strings.

Step 2: Set Add Prefix to Attribute

Once the naming policy is created, select the Add prefix option.

You can choose between two prefix types:

String: A fixed word or phrase (for example, "Corp_")

Attribute: A user or group attribute dynamically pulled from Microsoft Entra ID (for example, Department or CompanyName).

To achieve the naming format < Department > < Group name >, you must choose Attribute as the prefix type, since it will automatically insert the department value of the creator or group owner.
Step 3: Set Select Type to Department

After choosing Attribute as the prefix, you select which attribute will be used.

Choose Department to ensure the prefix dynamically reflects the department name of the group creator.




This results in an automatically generated group name like:
FinanceSales, HRRecruiting, etc.

If desired, you could later add a suffix (like "_Group"), but for this specific scenario, only the prefix (Department) is required.
Official Microsoft Documentation Extract (Summarized):

"A naming policy can consist of prefixes or suffixes that include fixed strings or user attributes, such as
[Department], [Company] , or [Office].

To configure, create a group naming policy and add prefix or suffix elements based on attributes." (Reference: Microsoft Learn - Configure naming policy for Microsoft 365 groups in Azure Active Directory)
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L) Azure Active Directory is now Microsoft Entra ID. Learn morg™ &

Owverview Monitoring Properties RecommEngdations Tutorials

Basic information

Name Default Directory

Tenant ID cdd2baba-3de9-4dbe-abdb-2892387a97dd ([}
Primary domain sk230128outiook.onmicrosoft.com L}
License Microsoft Entra 1D Free
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Name Typ®™ nicrosof!
User1 User account
Group.1\ P Security group
Group2 | Microsoft 365 group
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The app must be running in the Standard, Premium, or Isolated tier in order for you to enable multiple deployment slots. If the app isn't already in the Standard, Premium, or Isolated tier, you receive a message that indicates
the supported tiers for enabling staged publishing. At this point, you have the option to select Upgrade and go to the Scale tab of your app before continuing.

Scale up: Get more CPU, memory, disk space, and extra features like dedicated virtual machines (VMs), custom domains and certificates, staging slots, autoscaling, and more.

Scale out: Increase the number of VM instances that run your app. You can scale out to as many as 30 instances Reference:

https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots

https://docs.microsoft.com/en-us/azure/app-service/manage-scale-up
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PS Azure:\> Get-AzureRmActionGroup

ResourceGroupName: default-activitylogalerts

GroupShortName : AGl

Enabled : True

EmailReceivers : {Actionl -EmailAction-}

SmsReceivers : {Acrtion -SMSAction-} .

WebhookReceivers : {}

Id : /subscriptions/adfdeldb-dsoa-4f6c-82968-6c53cd0b720c/
resourceGroups/default-activitylogal@rrsiproviders/microsoft.insights/actionGrooups/ActionGroupl
Name : ActionGroupl

Type : Microsoftilnsights/ActionGroups

Location : Global

Tags 2 {]
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FOY TR AZa—%#FRALT I3 714 v IICRRENFFERICEODVTERT— AV M ETEHESEHRIZDERKREFBIRLET,
AR ELVWERIEICTRAV MAMESIET,

The number of email messages that Alert1 will send in an
hour is [answer choice].

The number of SMS messages:that Alert1 will send in an
hour is [answer choice].




The number of email messages that Alert1 will send in an -
hour is [answer choice]. r - 1
4
6
12
460 ':

A\ S )
The number of SMS messages that Alert1 will send in an
hour is [answer choice].

Explanation:
The number of email messages that Alert1 will send in an v
hour is [answer choice].
0
4
6
_1_2 -
60
The number of SMS messages that Alert1 will send in an -

hour is [answer choice],

ggﬁimh o
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Box 1: 60

One alert per minute will trigger one email per minute.

Box 2: 12

No more than 1 SMS every 5 minutes can be send, which equals 12 per hour.

Note: Rate limiting is a suspension of notifications that occurs when too many are sent to a particular phone number, email address or device. Rate limiting ensures that alerts are manageable and actionable.
The rate limit thresholds are:

§MS: No more than 1 SMS every 5 minutes.

\_/oice: No more than 1 Voice call every 5 minutes.

Email: No more than 100 emails in an hour.

(.)ther actions are not rate limited.

References:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/monitoring-and-diagnostics/monitoring- overview-alerts.md
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Name SKU
LB1 Basic

LB2 Standard
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The virtual machines that will be load balanced by using LB1 must: " 822t S950 the same availability set or virtual machine scale set.
be connected to the same virtual network.

be'created in the same resource group.

be created in the same availability set or virtual machine scale set.
run the same operating system.

The virtual machines that will be load balanced by using LE2 must: | be connected to the same virtual network.
be connected to the same virtual network.

be created in the same resource group.

L]
M I C rO S Of‘t be created in the same availability set or virtual machine scale set.
run the same operating system.




Answer Area

The virtual machines that will be load balanced by using LB1 must: be created ai'the Sani@availability set or virtual machine scale set. - I
be copnecteéd to' the same virtual network.

The virtual machines that will be load balanced by using’LB2 must: ['be connected 1o, the sare virtual network..
be connected to the same virtual network.

VIR T Pbe created in the same resource group.
& ‘jﬁh '~ r 1 4 y s eike =
L ) || b® created in the same availability set or virtual machine scale set.
\ = 5 5 | rufi"the same operating system.
Explanation:
Answer Area A A Fimentl
VIICFOSOTT
The virtual machines that will be load balanced by using LB1gMustl), 'be created in the same availability set or virtual machine scale set. v
The virtual machines that will be load balancedbymusifig £82 must: ' be connected to the same virtual network. 2

Azure Load Balancers are offered in two SKUs - Basic and Standard - each with distinct capabilities, scalability, and configuration requirements as documented in Microsoft Azure Administrator documentation.

* LB1 - Basic Load Balancer (Basic SKU)The Basic Load Balancer is designed for small-scale, non- production workloads. It has certain limitations compared to the Standard SKU:

* The backend pool of a Basic Load Balancer can only include virtual machines in a single availability set or a single virtual machine scale set.

* This restriction ensures that the Basic Load Balancer maintains consistency and proper failover across VMs sharing the same availability set or scale set.

* It cannot span multiple availability sets or virtual networks.

Therefore, to load balance VMs using a Basic Load Balancer, those VMs must be created in the same availability set or virtual machine scale set.

# Correct Option for LB1: be created in the same availability set or virtual machine scale set.

* LB2 - Standard Load Balancer (Standard SKU)The Standard Load Balancer is designed for production- grade workloads and supports advanced features such as zone redundancy, secure by default configuration, and high
scalability.

* It supports backend pools composed of virtual machines from different availability zones (in the same region) and multiple virtual machine scale sets.

* The only requirement is that all backend virtual machines must be connected to the same virtual network.

* Standard Load Balancer also supports both public and internal load balancing and provides richer metrics and diagnostic capabilities.

Therefore, for LB2 (Standard), the virtual machines only need to reside within the same virtual network, regardless of their availability sets or zones.

# Correct Option for LB2: be connected to the same virtual network.

Microsoft Azure Official Extract (summarized):

"For Basic Load Balancer, backend pool VMs must belong to the same availability set or virtual machine scale set. For Standard Load Balancer, backend pool members can be across availability zones and scale sets, but
must be connected to the same virtual network." (From Microsoft Azure Administrator Study Guide - Load Balancer Configuration and Comparison; Azure Docs: azure.microsoft.com > Load Balancer SKUs Comparison.) Final
Verified Answer:

# LB1: be created in the same availability set or virtual machine scale set

# LB2: be connected to the same virtual network
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To create a load balancing rule that will load balance HTTPS traffic between VM1 and VM2, you need to create two additional load balance resources: a frontend IP address and a health probe.

A frontend IP address is the IP address that the clients use to access the load balancer. It can be either public or private, depending on the type of load balancer. A frontend IP address is required for any load balancing rule1.
A health probe is used to monitor the health and availability of the backend instances. It can be either TCP, HTTP, or HTTPS, depending on the protocol of the load balancing rule. A health probe is required for any load
balancing rule1.

A backend pool is a group of backend instances that receive the traffic from the load balancer. You already have a backend pool that contains VM1 and VM2, so you don't need to create another one.

An inbound NAT rule is used to forward traffic from a specific port on the frontend IP address to a specific port on a backend instance. It's not required for a load balancing rule, but it can be used to access individual instances
for troubleshooting or maintenance purposes1.

A virtual network is a logical isolation of Azure resources within a region. It's not a load balance resource, but it's required for creating an internal load balancer or connecting virtual machines to a load balancer2.
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To enable Traffic Analytics for an Azure subscription, the user must have sufficient privileges to configure Network Watcher, NSG flow logs, and the associated Log Analytics workspace.

As per Microsoft Azure documentation, the following built-in roles can enable Traffic Analytics:

* Owner

* Contributor

* Reader

* Network Contributor

The Owner role provides full access to all resources, including the right to delegate permissions and modify configurations. Since the Owner role includes complete management capabilities for all Azure resources at the
subscription level, this role absolutely meets the requirements for enabling Traffic Analytics.

The Azure Network Watcher documentation clearly states:


https://www.jpnshiken.com/q/68966-6461174/
https://www.jpnshiken.com/q/68966-6461175/

"To enable Traffic Analytics, your account must have any one of the following roles at the subscription scope: Owner, Contributor, Reader, or Network Contributor." Therefore, assigning the Owner role to Admin1 at the
subscription level ensures Admin1 has the required permissions to enable Traffic Analytics.
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In this scenario, Contoso Ltd. must designate a new user named Admin1 as the service administrator of the Azure subscription and ensure that Admin1 receives email alerts about service outages.
In Azure, there are three classic administrative roles associated with subscriptions:

* Account Administrator - The individual who created the subscription and manages billing.

* Service Administrator - The primary contact responsible for managing services and resources in the subscription.

* Co-Administrator - Has the same management privileges as the Service Administrator but cannot change subscription associations.

According to Microsoft Azure Administrator documentation, to change the Service Administrator, you must perform the following steps:

* In the Azure portal, navigate to Subscriptions.

* Select the specific subscription.

* Under Settings, choose Properties.

* In the Service Administrator field, update the name and email address to that of the new administrator (in this case, Admin1).

This modification ensures that Admin1 becomes the Service Administrator, and Azure will automatically send service-related notifications and outage alerts to that user's registered email address, as defined by Microsoft' s
subscription notification process.

Option B (IAM settings) is used for Role-Based Access Control (RBAC) and assigning Azure Resource Manager roles such as Owner, Contributor, or Reader. However, RBAC roles do not change the Service Administrator at
the subscription level - that's only done through the Properties blade.

Options C (AAD Properties) and D (AAD Groups) are unrelated to subscription-level administrative settings.

Therefore, the verified and Microsoft-documented answer is:

# A. From the Subscriptions blade, select the subscription, and then modify the Properties.

Final Verified Answer: # A. From the Subscriptions blade, select the subscription, and then modify the Properties.
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B. 131.107.2.1

C. 192.168.10.2

D. 10.0.10.11

IEfE: (EfEZRTLET)

When any internet user will try to access the cluster which is behind a load balancer, traffic will first hit to load balancer front end IP. So in the DNS configuration you have to provide the IP address of the load balancer.
Reference:

https://stackoverflow.com/questions/43660490/giving-a-dns-name-to-azure-load-balancer
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https://docs.microsoft.com/en-us/azure/role-based-access-control/rbac-and-directory-admin-roles#:~:
text=The%20User%20Access%20Administrator%20role%20enables%20the%20user%20to%20grant,Azure %
20subscriptions%20and%20management%20groups.
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A Recovery Services vault is a logical container that stores the backup data for each protected resource, such as Azure VMs. When the backup job for a protected resource runs, it creates a recovery point inside the Recovery
Services vault.

Scenario:

There are three application tiers, each with five virtual machines.

Move all the virtual machines for App1 to Azure.

Ensure that all the virtual machines for App1 are protected by backups.

References: https://docs.microsoft.com/en-us/azure/backup/quick-backup-vm-portal
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Access keys

Advanced security

Access control (LAM)

shared access signatures (5A5)

Afcess keys

Advanced security
Access control (LAM)

Shared access signatures (SAS)

Appl: Access keys
Advanced security

AShared access signatures (SAS)

App2: Actess keys

Advanced security
Access control (IAM)
Shared access si

Explanation:

Box 1: Access Control (IAM)

Since the App1 uses Managed Identity, App1 can access the Storage Account via IAM. As per requirement, we need to minimize the number of secrets used, so Access keys is not ideal.

Box 2: Shared access signatures (SAS)

We need temp access for App2, so we need to use SAS.

A shared access signature (SAS) provides secure delegated access to resources in your storage account without compromising the security of your data. With a SAS, you have granular control over how a client can access
your data. You can control what resources the client may access, what permissions they have on those resources, and how long the SAS is valid, among other parameters.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview

https://docs.microsoft.com/en-us/azure/storage/common/storage-auth
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“type": "Microsoft.Storage/storageAccounts”,
"apiVersion™: "2819%-86-81",

neme"”: “"storageaccountl”,
"location": "eastus”,
“sku": {
“name”: "Standard_LRS",
“"tier": "Standard”

}s
"kind": “Storagevl",

"properties™: {

“networkAcls”:
“bypass”: A:ur-eS:rvi &
"virtuslNetworkRul ‘6
"ipRules™: [], ¢
“"defaultact

W\ ricrosoft
SUPPD‘x afficOnly”™: true,

eFvices™:

6 Hfilell {
O “"keyType": “Account”,
\Q “enabled”: true

1.

"blob": {
“"keyType": “"Account",
“"enabled”: true

}s

"keySource": "Microsoft.Storage”

ts

"accessTier”™: “"Hot"

}

b
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Mlcrosgft

A server that has a public IP address of 131.107. 103.1’l}can access storageaccounti.

Statements

Individual blobs in storageaccount canbe set'to use the archive tier.

Global administrators in Azurg AD Can access a file share hosted in storageaccount1 by
using their Azure AD credentialsy

AT b 5" -~ -
A server that has a public IP address of 131.10?.103.1q canfacgess’storageaccount1. fol
t o
et

Individual blobs in storageaccngnﬁ_can 'b,e"'ié‘r'to use the archive tier.

l""'""'"
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The provided ARM template defines a storage account named storageaccount1 of kind StorageV2 and SKU Standard_LRS.

1## Public IP Access (Yes):

In the template, the networkAcls property sets " defaultAction " : " Allow " , meaning that access to the storage account is open to all public networks by default. Since no ipRules or virtualNetworkRules are defined, there are
no restrictions based on IP addresses. Therefore, any server - including one with public IP

131.107.103.10 - can connect successfully.



(Reference: Azure Storage firewall and virtual network documentation - when defaultAction is Allow, storage accepts all incoming requests over the public endpoint.)

2## Archive Tier Availability (Yes):

Because the storage account is of kind StorageV2, it supports blob access tiers - Hot, Cool, and Archive - at both the account and individual blob levels. The ARM template specifies " accessTier " : " Hot " , which is the default
access tier for the account. However, this does not restrict individual blobs from being set to a different tier (e.g., Archive) later. Azure Blob Storage in a StorageV2 account allows per-blob tiering, enabling you to optimize
costs based on access patterns.

(Reference: Azure Storage documentation - " Blob storage lifecycle management " and " Blob access tiers overview. ")

3## Azure AD Authentication for File Shares (No):

The ARM template enables encryption and HTTPS but does not configure Azure Active Directory Domain Services (Azure AD DS) authentication for Azure Files. Global administrators in Azure AD cannot access SMB file
shares using their Azure AD credentials unless Azure Files AD DS integration is explicitly configured. Since no such property (e.g., azureFilesldentityBasedAuthentication) exists in this template, access would still require
storage account keys or shared access signatures (SAS), not Azure AD credentials.

(Reference: Azure Files authentication overview - Azure AD DS authentication requires explicit configuration.)

# Final Verified Answers:

* A server that has public IP 131.107.103.10 can access storageaccount1 # Yes

* Individual blobs in storageaccount1 can be set to use the archive tier # Yes

* Global administrators in Azure AD can access a file share hosted in storageaccount1 by using their Azure AD credentials # No
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To automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter image and has web server components installed, you need to perform the following actions:

Modify the extensionProfile section of the Azure Resource Manager template. This section defines the extensions that are applied to the scale set virtual machines after they are provisioned. You can use the Custom Script
Extension to run PowerShell scripts that install and configure the web server components. For more information, see Deploy an application to an Azure Virtual Machine Scale Set1.

Upload a configuration script. This is the PowerShell script that contains the commands to install and configure the web server components. You can upload the script to a storage account or a GitHub repository, and then
reference it in the extensionProfile section of the template. For an example of a configuration script, see Tutorial: Install applications in Virtual Machine Scale Sets with Azure PowerShell2.
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Azure Virtual Network (VNet) peering allows two virtual networks to communicate privately across the Azure backbone network. According to Microsoft Azure Administrator documentation, VNet peering can be of two main
types:

Regional VNet Peering: within the same Azure region and cloud type.

Global VNet Peering: across Azure regions, but within the same Azure cloud.

Microsoft Azure operates multiple sovereign clouds, which are logically and physically isolated:

Azure Global/Public Cloud (used by most commercial customers).



Azure Government Cloud (for U.S. government agencies and contractors, physically isolated from the public cloud).

Azure China Cloud (operated by 21Vianet, completely independent of Microsoft's global Azure).

Per Microsoft Learn - Virtual Network Peering Documentation, the following restrictions apply:

"VNet peering cannot be established between Azure sovereign clouds (such as between Azure Government, Azure China, and Azure Public regions). Peering is only supported within the same cloud type, whether within a
region or across regions." Based on the table:

VNet1 (East US, Azure Government)

VNet2 (West US 2, Public)

VNet3 (China East, Azure China)

Analysis of each peering configuration:

Peering 1-2 (Azure Government # Public Cloud): # Not supported.

Azure Government and Azure Public are separate environments - no peering across these cloud boundaries.

Peering 1-3 (Azure Government # Azure China): # Not supported.

These are two isolated sovereign clouds with independent infrastructure.

Peering 3-2 (Azure China # Public Cloud): # Not supported.

Azure China is operated by 21Vianet and cannot connect directly with the Public Azure cloud.

Therefore, no cross-cloud peering is supported among these networks.

If all VNets were within Public Azure (e.g., East US, West US 2, and North Europe), global VNet peering would be allowed. However, in this scenario, each VNet resides in a different cloud type, so no peering is possible
between them.
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Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

Azure Backup Pre-Check validates whether the VM configuration is suitable for successful backup before or during backup processing. In Microsoft's description of Azure VM backup pre-checks, a Warning state indicates "one
or more issues in VM's configuration that might lead to backup failures," and Microsoft specifically gives the example that not having the latest VM Agent installed can cause intermittent backup failures and falls into this
Warning category.

Therefore, the correct answer is C. The Azure VM Agent, shown on Windows VMs as WaAppAgent.exe, enables communication between the Azure platform, VM extensions, and backup components. Azure Backup relies on
this integration to install and manage the VM snapshot extension and coordinate backup operations.

Microsoft troubleshooting guidance also lists ensuring that the VM Agent is the latest version as a core backup troubleshooting requirement.

The other options do not best match a Warning pre-check status. A vault availability issue is not a VM configuration warning. An unmanaged disk is not the expected pre-check warning cause here. A stopped VM state alone is
not the cited reason for this warning. Study Guide reference: AZ-104 "Monitor and back up Azure resources" > "Implement backup and recovery" > Azure Backup / Recovery Services vault / Azure VM backup pre-check
status.
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When you perform a VM restore using Azure Backup with the "Replace existing" option:

* Azure Backup replaces the existing VM's operating system disk and configuration with what was captured at the time of the backup.

* Data disks added after the backup are not part of the recovery point and are therefore not restored.

Other post-backup changes:

* VM size change: Automatically reverted to the size captured in the backup configuration.

* File addition (Budget.xlIs): Not present, because only data up to the backup time is restored.

* Password reset: Resetting password does not persist because OS disk from backup overwrites current one.However, when restoring, you can always reset credentials later - but that is expected behavior.
The only configuration that requires manual re-creation after restore is any new data disk added after the backup snapshot.
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In Azure, Load Balancers distribute network traffic across multiple virtual machines (VMs) to ensure high availability and reliability. To add virtual machines to the backend pool of an Azure Load Balancer, the following key
conditions must be met according to the Microsoft Azure Administrator documentation:

All VMs in the backend pool must be connected to the same virtual network (VNet) as the Load Balancer.

The Load Balancer (in this case, LB1) is configured for internal load balancing on VNET1/Subnet1 as per the technical requirements of the case study.
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The backend pool can include network interfaces (NICs) from VMs within the same region and VNet.
Step-by-step analysis:

From the case study data:

VM

Location

Connected to

IP Address

VM1

West US

VNET1/Subnet1

10.0.1.4

VM2

West US

VNET1/Subnet2

10.0.2.4

LB1

Internal Basic Load Balancer

Connected to VNET1/Subnet1

Observation:

VM1 is already connected to VNET1/Subnet1, where the internal Load Balancer LB1 is also deployed.
VM2, however, is connected to VNET1/Subnet2, which is a different subnet within the same virtual network.
According to Microsoft Learn ("Configure backend pools in Azure Load Balancer"):

"All network interfaces in the backend pool must be within the same virtual network as the load balancer.
You cannot add VMs connected to different VNets or subnets not associated with the load balancer's front- end configuration." Therefore, before you can add VM2 to the backend pool, you must ensure that its network
interface is attached to VNET1/Subnet1, the same subnet used by LB1.

Only after this step will both VMs (VM1 and VM2) be eligible for inclusion in LB1's backend pool.

Incorrect Option Analysis:

A). Create a new NSG and associate the NSG to VNET1/Subnet1.

# Not required. Network Security Groups control traffic filtering, not backend pool configuration.

C). Redeploy VM1 and VM2 to the same availability zone.

# Availability Zones only matter for redundancy and failover, not for backend pool eligibility in a basic internal load balancer.
D). Redeploy VM1 and VM2 to the same availability set.

# Basic Load Balancers can distribute traffic across VMs in the same availability set, but both VMs must already reside in the same VNet/Subnet first.
Final Verified Answer:

# B. Connect VM2 to VNET1/Subnet1

Reference (Microsoft Official Documentation):

Microsoft Learn: Configure the backend pool for Azure Load Balancer

Microsoft Learn: Azure Load Balancer overview

Microsoft Learn: Create and configure an internal load balancer

Microsoft Learn: Virtual network and subnet requirements for load balancing
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Azure Recovery Services vaults are used to store backup data and recovery points for supported workloads such as Azure VMs, Azure Files, and on-premises workloads. However, the configuration rules are strictly defined
based on region and supported resource type.

From Microsoft Azure Administrator documentation and the official Azure Backup architecture, the following principles apply:

* Backup Region Dependency - A Recovery Services vault can only back up resources located in the same Azure region. For example, a vault in Central US can only back up Azure VMs, storage accounts, or workloads in
Central US. It cannot back up resources in West US or East US.

*Vault1 (Central US, RG1)

* Located in Central US and can therefore back up only resources in Central US.

* From the table: VM1 is in Central US, and is eligible.

* storage1 (West US) and SQL1 (East US) cannot be backed up to Vault1 due to cross-region restrictions.

# Therefore, Vault1 can back up VM1 only.

*Vault2 (West US, RG2)

* Located in West US, and can only back up resources in West US.

* In West US, the only relevant resource is storage1, which contains a file share named share1.

Azure Backup supports Azure File share backup via Recovery Services vaults.

* Vault2 cannot back up VM1 (Central US) or SQL1 (East US) since they reside in different regions.

# Therefore, Vault2 can back up share1 only.

* Azure Backup Limitations Summary (From Microsoft Docs):

* Azure VMs # must be backed up to a vault in the same region.

* Azure File Shares # can be backed up using Recovery Services vaults in the same region as the storage account.



* Azure SQL Database # uses its own automated backup mechanism, not Recovery Services vaults.
Hence, by Azure documentation compliance and AZ-104 study guide principles:

* Vault1 backs up VM1 only.

* Vault2 backs up share1 only.

Final Verified Answer:

# Vault1 - VM1 only

# Vault2 - share1 only
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In this scenario, you are troubleshooting inbound network traffic to VM2 where connections from the public IP 131.107.100.50 over TCP port 443 are failing, despite the Azure Load Balancer configuration being correct. The
issue lies in the Network Security Group (NSG) rules applied to VM2-NIC1.

Understanding NSG Rule Processing

According to Microsoft Azure Administrator documentation (AZ-104 Study Guide, "Secure network traffic" section):

"Network security group rules are processed in priority order, from the lowest number to the highest number.

As soon as a rule matches the traffic, rule processing stops."

This means that once a matching rule is found (based on source, destination, port, and protocol), Azure will not evaluate further rules.

Analysis of the Exhibit
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From the NSG configuration shown:
Priority

Name

Port

Protocol

Source

Destination

Action

100
Allow_131.107.100.50
443

TCP
131.107.100.50
VirtualNetwork
Allow

200
Block_All_Other443
443

TCP

Any

Any

Deny

65000
AllowVNetIinBound
Any

Any

VirtualNetwork
VirtualNetwork
Allow

65001
AllowAzureLoadBalancerinBound
Any

Any
AzureLoadBalancer
Any

Allow

65500
DenyAllinBound
Any

Any

Any



Any

Deny

At first glance, Rule 100 should allow traffic from 131.107.100.50 on port 443, but it specifies Destination:

VirtualNetwork, which applies only if the destination IP is part of the same virtual network (VNet).

However, in this case, the traffic originates from an external public IP address (131.107.100.50) trying to reach VM2 through the Azure Load Balancer, not directly through the virtual network.

Because of this, the destination does not match the "VirtualNetwork" scope, and the rule is effectively skipped. The next applicable rule (priority 200) explicitly denies all traffic on port 443. Therefore, the connection fails.
Proposed Solution: Modify the Priority

The question's solution proposes modifying the priority of the Allow_131.107.100.50 rule.

If you adjust the rule's priority and ensure that it is processed before the "Block _All_Other443" deny rule (priority 200) and correct its destination to Any, then the traffic from 131.107.100.50 will be evaluated first and allowed
before the deny rule triggers.

Hence, by modifying the priority or adjusting the target scope, the traffic will successfully match the allow rule.

Official Documentation Reference

From Microsoft Learn - Network Security Groups Overview:

"Rules are processed in priority order. Once a rule matches the traffic, processing stops."

"If you have a rule that denies specific traffic with a higher priority, any allow rules with a lower priority won' t be processed." Conclusion By modifying the priority of the Allow_131.107.100.50 rule (or ensuring it appears before
the deny rule in evaluation order), inbound traffic from that specific IP over port 443 will be allowed before the deny rule applies.

Therefore, the proposed solution meets the goal.

# Final Verified Answer: A. Yes

Modifying the priority of the "Allow_131.107.100.50" rule ensures it is processed before the

"Block_All_Other443" deny rule, allowing the required inbound traffic to reach the VM successfully.
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When a virtual machine (VM) in Azure is scheduled for platform maintenance, it can either be planned maintenance (with notification) or unplanned maintenance (without notice). During planned maintenance, administrators
have the option to move the VM to a different host proactively to minimize downtime.

According to Microsoft Azure documentation ("Maintenance and updates for Azure virtual machines"), the correct action is to use the "Redeploy" or "Move to another host" feature, not a "One-time update." The

"Redeploy" operation deallocates the VM and migrates it to a new node within Azure's infrastructure, resolving underlying host issues while preserving OS and data disks.

The "Updates blade" in the Azure portal does not contain a "One-time update" option to move a VM off a host. That term is used in the context of patching or guest OS updates, not host maintenance.

Therefore, the proposed solution does not meet the goal of moving the VM to another host immediately. The correct action would be to redeploy the VM using the Azure portal or Invoke-AzVMRedeploy PowerShell cmdlet.
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Azure VNet peering is the most common way to connect virtual networks, but in this scenario, VNet1 and VNet2 exist in different Azure AD tenants. Global or cross-tenant peering requires that both VNets be within the same
Azure Active Directory tenant.

Because the question specifies that each subscription is associated with a different Azure AD tenant, VNet peering is not supported across tenants.

To establish connectivity between VNets in different tenants, the correct solution is to configure VPN gateways in both virtual networks and create a VNet-to-VNet VPN connection.

This type of connection uses the Azure VPN Gateway service to securely tunnel traffic between the VNets using IPsec/IKE protocols over the Internet.

Changing IP address spaces or moving VNets/subscriptions does not solve the cross-tenant issue securely or efficiently.

Hence, before connecting VNet1 and VNet2, you must provision virtual network gateways in both VNets.
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https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/activity-log?tabs=powershell#send-to-log-analytics-workspace Send the activity log to a Log Analytics workspace to enable the Azure Monitor Logs feature,
where you: - Consolidate log entries from multiple Azure subscriptions and tenants into one location for analysis together.
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In Microsoft Entra ID (formerly Azure Active Directory), roles are assigned to users to delegate administrative permissions in a least-privilege manner. The User Administrator role allows a user to manage other users and
groups - for example, creating and managing user accounts, resetting passwords for non- administrators, and managing user group memberships.
To assign a role such as User Administrator, you must use the Directory role blade within the user's account properties in the Azure portal.
Step-by-step according to Microsoft documentation:

* Sign in to the Azure Portal using an account that has one of the following roles:
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* Global Administrator

* Privileged Role Administrator

* Navigate to Azure Active Directory # Users # select AdminUser1.

* Under Manage, select Directory role.This blade shows all current role assignments for the selected user.

* Click Add assignment (or Modify role).

* Select the User Administrator role from the list of available directory roles, then click Add.

Once this is completed, AdminUser1 will have administrative permissions limited to user management activities within the tenant.

Why other options are incorrect:

* A. From the Groups blade, invite the user account to a new group:Group membership does not grant directory-level administrative permissions. Roles must be assigned at the directory role level, not via groups (unless using
role-assignable groups configured for PIM).

* C. From the Licenses blade, assign a new license:Licenses determine service usage (e.g., Microsoft 365, Intune) and do not provide administrative privileges in Entra ID.

Extract from Microsoft Azure Administrator Documentation (Official Guide):

"To assign a role to a user, in the Azure portal, select the user, then under Manage select Directory role, and choose the role you want to assign." (Source: Microsoft Learn - Assign roles to users in Azure Active Directory)

B 54

VNet1 & VNet2 EWVS 2 DDET Y VT SNz RERY FT—9 280 Azure TRV ) T2 aohHYET VNet! ITIE BOIL—T 4 I EERTHVPNT—roz A0 HY FT,
AUTLERFY FT—YIZIX VNett D VPN S— bz A4 ZFEHAT 5 VPN EGENHY ET,

FAUTLER Ry ET—0LEDA—HF =N VNet2 LORBI S VICERTEDESICTIERERBRTIRELHY FT,

VYa—23arTRHRIRMERNMRICHZSDEAHY FT,

EDESG2A4 TORKEFERT ILENHY FTH?

A. TS5AR—KIP 7 KLRA%#HD Azure Firewall

B. VNet2~MDExpressRoute @l ##

C.H—ERFzA=vJ&a—H—F&/I—F UDR)

D.Azure 7 7UH—3av F—rozA

Eff:C(AA U MERKRT D)

Because VNet1 and VNet2 are peered, and VNet1 already has a VPN gateway using static routing, the most cost-effective method is to use service chaining with UDRs.

This allows:

* Traffic from on-premises to traverse the VPN gateway

* Routing across peered VNets without deploying additional gateways

* No additional ExpressRoute or firewall costs

Microsoft documentation states:

"User-defined routes enable custom routing across peered virtual networks for transit scenarios." Azure Firewall and Application Gateway add unnecessary cost. ExpressRoute is the most expensive option.
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To inspect or capture network traffic between two Azure virtual machines (VM1 and VM2) within the same virtual network, Azure provides specialized network diagnostic tools - Azure Network Watcher, Connection Monitor,
and Packet Capture - rather than Windows Performance Monitor.

The Performance Monitor (PerfMon) tool on Windows is used to collect metrics such as CPU, memory, and disk I/O performance counters, not network packet data or traffic analysis between VMs. While you could use
PerfMon to track bandwidth usage or network throughput locally, it cannot capture or inspect packet-level communication or determine the content or flow between two Azure VMs.

According to the Microsoft Azure Administrator documentation (AZ-104 study guide), the correct method to analyze and inspect network traffic between Azure virtual machines includes:

Enabling Azure Network Watcher in the target region.

Using Packet Capture under Network Watcher to capture inbound and outbound packets.

Optionally using Connection Monitor to monitor connectivity metrics between endpoints.

Packet Capture allows you to define capture filters (e.g., source/destination IP, ports, protocols) and run it for a specific duration, such as three hours, as required in this scenario. The capture file is stored in Azure Storage or
locally for later analysis with tools like Wireshark.

Therefore, creating a Data Collector Set (DCS) in Performance Monitor does not meet the requirement to inspect network traffic between VM1 and VM2.
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Answer Area
Statements Yes No

If you créate a réesource group in Sub’ on AugustL 1,022, Alert1 is listed in the Azure
portal.

If you create a resource group in SubWomlagiist 12, 2022, an email message is sent to
admin1&contoso.com

fl i',mﬂuqug-m RGET on August %5 2022, an email message is sent to
| pSmirEdcmldsdcom.
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Statements Yes Mo

If you create a resource group in Sub1 on August 112022, AlertTis listed in the Azure
portal.

| -1
L Jd

If you create a resource group infSub1'an August 12, 2022, an email message is sent to
admini@&contoso.com.

If you add a tag tqRG] &n Fku(j?;t 15, RO gnEMMiSssagie is sent 1o
admin1@contose.com. T Wl W WY
Explanation:

Answer Arca

Statements IVIICY JS OT1l Yes ciins

If you créale a resource group in Sub1 on August 11,2022, Alert] is isted in the Azure -
portal.

If you create a resource group,in SUl1 on August 12, 2022, an email message is sent to B
admini@conteso.com

If you add a tag ta RS T o August 15, 2022, an émail meéssage is s&nt 1o -
admin1 &contosoicom.

This question evaluates your understanding of Azure Monitor alerts, alert processing rules, and action groups.

1. Alert1 Configuration Details

Scope: All resource groups in Sub1

Include all future resources: # Yes

Condition: All administrative operations

This means any action that modifies Azure resources (create, delete, update, tagging, etc.) triggers the alert.

Action Group: Action1 # Sends email to admin1@contoso.com

So, Alert1 applies to all current and future resource groups in the subscription and triggers when any administrative operation occurs within that scope.

2. Alert Processing Rule (Rule1)

Scope: Sub1 (entire subscription)

Rule type: Suppress notifications

Start: August 10, 2022

End: August 13, 2022

According to Microsoft documentation:

"When a suppress notification rule is active, alert notifications (such as emails or SMS) are not sent, but the alerts themselves are still created and listed in Azure Monitor." So, between August 10-13, 2022, alerts will still
appear in the Azure portal, but no email notifications are sent.

Now evaluate each statement:

Statement 1:

"If you create a resource group in Sub1 on August 11, 2022, Alert1 is listed in the Azure portal." The action (creating a resource group) triggers Alert1, since it's an administrative operation within scope.
However, August 11 is during the suppression period.



The alert is still created and visible in the Azure portal, but the notification is suppressed.

# Answer: Yes (Alert appears in the portal even during suppression)

Statement 2:

"If you create a resource group in Sub1 on August 12, 2022, an email message is sent to admin1@contoso.
com."

Date: August 12, 2022 - still within the suppression period (Aug 10-13).

Therefore, no email notification is sent.

# Answer: No

Statement 3:

"If you add a tag to RG1 on August 15, 2022, an email message is sent to admin1@contoso.com." Date: August 15, 2022, which is after the suppression period (ended Aug 13).
The alert condition ("All administrative operations") includes tag changes.

Therefore, this operation triggers an alert and sends an email through Action1.

# Answer: Yes

Official Microsoft Azure Documentation Extract (AZ-104 Study Material Reference):

"Alert processing rules can temporarily suppress or redirect alert notifications without disabling or deleting the alert rule itself."

"When a suppress notification rule is active, alerts are still created in the Azure Monitor activity log, but notifications (emails, SMS, webhooks) are not sent."

"Administrative operations include all create, update, and delete actions at the resource and resource group level."
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In Azure, storage account keys are managed through Azure Role-Based Access Control (RBAC) permissions.

The ability to list and regenerate storage account keys requires access to specific management operations on the storage account resource, not encryption scopes.
According to Microsoft Azure Administrator documentation, the permissions required to list and regenerate storage account keys are:

* Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/regeneratekey/action

Only specific built-in roles include these actions, such as:

* Owner

* Contributor

* Storage Account Contributor

However, the role mentioned in the question - Storage Account Encryption Scope Contributor - is designed for a different purpose.

From Microsoft's official documentation for Storage Account Encryption Scope Contributor:

"Grants permissions to manage encryption scopes within a storage account. Does not grant access to manage storage account keys or data." This means that assigning the Storage Account Encryption Scope Contributor role
gives the user permissions to configure encryption scopes (for example, enabling or modifying encryption at the blob container level), but not to list or regenerate access keys.
Therefore, the solution fails to meet the requirement of enabling User1 to list and regenerate keys.

To achieve the goal, the correct role would be:
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# Storage Account Contributor

This role explicitly allows managing all storage account properties, including key management.

Key Point (Microsoft Official Documentation Summary):

* Storage Account Encryption Scope Contributor # Manage encryption scopes only.

* Storage Account Contributor # Manage storage account settings, including listing and regenerating keys.
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This question focuses on how to monitor network connectivity and latency between Azure virtual machines and on-premises resources using Azure Network Watcher - Connection Monitor (v2).
# Scenario Breakdown

VM1: Azure virtual machine (in your subscription)

DC1: On-premises domain controller (in your datacenter)

Connectivity: Via ExpressRoute

Goal: Use Connection Monitor to track network latency between VM1 (Azure) and DC1 (on-premises) To achieve this, both endpoints (VM1 and DC1) must have agents capable of collecting and sending network telemetry
data to Azure Monitor.

# Understanding Azure Connection Monitor (v2)

According to Microsoft Learn ("Monitor network connectivity with Connection Monitor"):

"Connection Monitor (v2) enables you to monitor network connectivity between Azure and on-premises resources. You can monitor connections between Azure VMs, Azure Arc-enabled servers, and any endpoint reachable
over TCP or ICMP." To participate in a hybrid connection, the on-premises machine must be onboarded to Azure Arc.

Azure Arc connects your non-Azure servers to Azure Resource Manager and allows management and monitoring using Azure services, including Network Watcher's Connection Monitor.

# Required Agent for On-Premises Monitoring

For on-premises servers (like DC1), Azure Arc uses the Azure Connected Machine agent (formerly known as the Azure Arc agent).

This agent:

Registers the on-premises machine as an Azure Arc-enabled server in Azure.

Enables the use of Azure Monitor, Defender for Cloud, Update Management, and Connection Monitor on that server.

Once the Azure Connected Machine agent is installed and the server is connected through Azure Arc, you can add it as a source or destination endpoint in Connection Monitor to measure latency and packet loss.
# Why Other Options Are Incorrect

Option

Description

Why Incorrect

A). Log Analytics agent

Used for data collection (logs and metrics) for Azure Monitor.

# Does not support Connection Monitor (v2) endpoint monitoring. Deprecated in favor of Azure Monitor Agent.


https://www.jpnshiken.com/q/68966-6461197/

B). Azure Network Watcher Agent extension

Used only on Azure VMs, not on on-premises servers.

# Cannot be installed on DC1 (non-Azure).

C). Azure Monitor agent extension

Used for telemetry/log ingestion into Azure Monitor.

# Does not support connectivity monitoring for hybrid endpoints.

# D. Azure Connected Machine agent

Connects on-premises servers to Azure Arc, enabling Connection Monitor and other Azure services.

# Correct and required.

# Verification (Microsoft Documentation Extract)

From Microsoft Learn - "Monitor hybrid connectivity using Connection Monitor":

"To monitor on-premises resources, onboard the servers to Azure Arc and install the Azure Connected Machine agent. This agent enables Connection Monitor to collect network connectivity data from on-premises endpoints."
# Final Verified Answer:

D). the Azure Connected Machine agent for Azure Arc-enabled servers

Summary of Key Points

Connection Monitor (v2) can track network latency between Azure and on-premises systems.

On-premises servers must be Azure Arc-enabled using the Azure Connected Machine agent.

Azure VMs use the Network Watcher extension, while non-Azure machines require Azure Arc for integration.
# Correct Answer: D. the Azure Connected Machine agent for Azure Arc-enabled servers
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The DevTest Labs User role is a built-in Azure role designed specifically to support operations within Azure DevTest Labs. According to the Microsoft Azure Administrator documentation on built-in roles, this role permits users
to connect to, start, stop, restart, and use virtual machines inside a DevTest Lab, but it does not grant permissions to create or manage Azure resources outside of DevTest Labs, such as Azure Logic Apps.

In this scenario, the requirement is to allow the Developers group to create Azure Logic Apps in the Dev resource group. Azure Logic Apps are managed through the Microsoft.Logic resource provider and require permissions
such as Microsoft.Logic/workflows/write. These permissions are included in roles like Logic App Contributor or the more general Contributor role at the resource group scope.

The DevTest Labs User role does not include permissions to deploy or manage Logic Apps, even when assigned at the subscription level. Therefore, assigning this role does not meet the stated goal. Microsoft documentation
explicitly states that DevTest Labs User is limited to DevTest Lab resources and cannot be used as a general deployment role.

Final Answer: B. No
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Explanation:
NO
NO




YES
The provided ARM template defines an Azure Storage Account resource with the following key properties:

{

"type " : " Microsoft.Storage/storageAccounts ",

"name " : " storage1 ",
"location " : " East US ",
" properties " : {

" allowBlobPublicAccess " : true,

" defaultToOAuthAuthentication " : false,
" networkAcls " : {

" bypass " : " AzureServices ",

" defaultAction " : " Allow ",

"ipRules " : []

I3

" isVersioningEnabled " : true
}

}

Let's analyze each statement based on Azure Storage behavior and documentation:

Statement 1: "Changes made to the data in storage1 can be rolled back after seven days."

# Incorrect

The property " isVersioningEnabled " : true refers to blob versioning, which maintains previous versions of objects (blobs) when they are modified or deleted. However, there is no automatic seven-day rollback period.
Versions remain indefinitely until manually deleted or managed via lifecycle policies.

Microsoft documentation:

"When blob versioning is enabled, Azure Storage automatically maintains previous versions of an object. You can restore a previous version manually, but there is no automatic rollback period." Hence, changes can be rolled
back manually, not automatically after seven days.

Statement 2: "Only users located in the East US Azure region can connect to storage1."

# Incorrect

The networkAcls section specifies:

" defaultAction " : " Allow ",

" bypass " : " AzureServices ",

"ipRules " : []

This configuration means all network access is allowed by default ( " defaultAction " : " Allow " ). There are no IP restrictions, so users from any region can connect.

Azure documentation states:

"If the defaultAction is set to Allow, traffic from all networks can access the storage account unless specific network rules are added." Therefore, access is not restricted to the East US region.

Statement 3: "Three copies of storage1 will be maintained in the East US Azure region."

# Correct

By default, if redundancy options like ZRS or GRS are not specified, Azure Storage uses Locally Redundant Storage (LRS).

From the Microsoft study guide:

"Locally Redundant Storage (LRS) maintains three synchronous copies of your data within a single datacenter in the primary region." Since the location is " East US " and no redundancy property is explicitly defined, the
default LRS applies - meaning three copies within the same region (East US).
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Explanation:

User : User 1, User2 , User 3 and User 4 (Explain : You can deleted all users with licence then what happend

? Only free the licence and storage en some part ) Group : Group 2 and Group 4 (Groups with active license assignments cannot be deleted. You get an error) https://techcommunity.microsoft.com/t5/microsoft-365- admin-
center/reclaiming-licenses-from-deleted-users/m-p/116488
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Ib1 Azure Standard Load Balancer | None
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Explanation:
Actions
Remove nsg1.

Create an availability set.

Remove thé public IP addresses from vm1 and vm?2.

Create a health probe and backend pool on Ib1.

Create a load balancing rule on Ib1.

To configure an Azure Standard Load Balancer to distribute HTTPS (TCP port 443) traffic between two virtual machines (vm1 and vm2), several specific configuration steps must be followed according to Microsoft Azure
Administrator documentation ("Load Balancer Standard SKU - configuration and differences").

* Remove the public IP addresses from vm1 and vm2:Azure Standard Load Balancer only supports backend resources that use private IP addresses. Virtual machines that are part of a Standard Load Balancer backend pool
must not have their own Basic Public IP addresses. Therefore, both vm1 and vm2 must have their public IPs removed before they can be added to the load balancer backend pool.



* Create a health probe and backend pool on Ib1:A health probe is required to monitor the availability of backend VMs. The backend pool defines which VMs receive load-balanced traffic. In this case, vm1 and vm2 are added
to the backend pool.

* Create a load balancing rule on Ib1:The load balancing rule defines how traffic is distributed - specifying frontend IP configuration, protocol (TCP), port (443), backend pool, and health probe.

This configuration allows Ib1 to evenly distribute HTTPS traffic across vm1 and vm2, ensuring high availability and secure connectivity using the Standard Load Balancer's internal/private endpoints.
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To back up a web app, you need to configure a custom backup that specifies a storage account and a container as the target for the backup1. The storage account must be in the same subscription as the web app, and the
container must be accessible by the web app2. The backup size is limited to 10 GB, and the backup frequency can be configured to minimize costs.

According to the table, storage1 is the only storage account that meets these requirements. Storage1 is in the same subscription and region as the web app, and it is a general-purpose v2 account that supports custom
backups. Storage2 and storage3 are in a different region than the web app, which may incur additional costs for data transfer. Storage4 is a FilesStorage account, which does not support custom backups.

Therefore, you should use storage1 as the target for the backup of your web app. To configure a custom backup, you can follow these steps:

In your app management page in the Azure portal, in the left menu, select Backups.

At the top of the Backups page, select Configure custom backups.

In Storage account, select storage1. Do the same with Container.

Specify the backup frequency, retention period, and database settings as needed.

Click Configure.

At the top of the Backups page, select Backup Now.
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Azure Container Registry (ACR) provides several configuration blades that control how the registry is accessed, secured, and integrated with other Azure services. Based on the exhibit, the registry contoso2023 is in the
Standard pricing tier and the task in this hotspot question is to identify the correct configuration areas required to meet the stated (implicit) management and connectivity requirements.

According to Microsoft Azure Administrator documentation, network-based access control and connectivity features for Azure Container Registry are configured from the Networking blade. This blade is used to control public
network access, private endpoints, firewall rules, and integration with Azure Private Link. Any requirement related to restricting access, enabling private connectivity, or controlling inbound/outbound traffic to the registry must

be configured here.

Additionally, Connected registries are an Azure Container Registry feature that allows synchronization of container images to remote or edge locations while maintaining a connection to a parent registry. This feature is
explicitly managed from the Connected registries (Preview) blade and is used for scenarios involving distributed deployments, offline or edge environments, and hierarchical registry synchronization.

Other blades such as Access keys, Encryption, Identity, or Repositories do not satisfy these connectivity and topology-related requirements. Therefore, the correct selections in the answer area are Networking and Connected

registries (Preview).
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An Availability Set in Azure is a logical grouping of two or more virtual machines that helps ensure your application remains available during planned maintenance events and hardware failures within Azure datacenters.
According to the Microsoft Azure Administrator (AZ-104) study guide and Azure official documentation, Availability Sets protect your VMs from both:

Hardware failures (through fault domains)

Planned maintenance events (through update domains)

A Fault Domain (FD) represents a group of virtual machines that share a common power source and physical network switch. By default, Azure assigns up to three fault domains per region to distribute resources across
different racks or hardware clusters.

An Update Domain (UD) represents a group of virtual machines that can be rebooted together during planned maintenance by Microsoft. Azure never updates or reboots two update domains at the same time, ensuring high
availability during maintenance operations.

When you have two VMs (VM1 and VM2) running the same application (App1), you should place them in an Availability Set with at least two update domains. This ensures that when Azure performs planned maintenance
(updates to host OS or hypervisor), only one update domain is taken offline, while the other remains operational - maintaining service continuity for App1.

By default, an Availability Set provides 5 update domains and 3 fault domains, but the key requirement here is at least two update domains to ensure that maintenance on one host does not impact the entire application.
Therefore, to keep App1 available during planned maintenance of the hardware hosting VM1 and VM2, the Availability Set must include two update domains so that each VM resides in a separate update domain.
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This scenario requires two distinct tasks related to Azure Container Registry (ACR): creating the registry itself and uploading a container image into it. Microsoft Azure Administrator documentation clearly separates these
responsibilities between Azure CLI and Docker CLI.

To provision a new Azure Container Registry, Microsoft documentation states that administrators must use the Azure CLI az acr create command. This command creates a private, managed Docker registry in Azure that can
store and manage container images. The az acr create command defines the registry name, resource group, and pricing tier (Basic, Standard, or Premium). It is the only supported CLI command used to create an ACR
resource. Commands such as az acr build, az container create, or docker create do not create a registry and therefore do not meet the requirement.

Once the registry exists, the container image must be uploaded to it. According to the Microsoft Azure Container Registry documentation, images are uploaded using standard Docker commands. After authenticating to the
registry and tagging the image with the registry's login server name, the image is transferred using the docker push command. Microsoft explicitly states that Azure CLI does not upload local images directly to ACR; instead,
Docker is responsible for pushing images.

The documented workflow is:

* Create the registry using az acr create.

* Authenticate Docker to the registry.

* Tag the image with the registry address.

* Upload the image using docker push.

Therefore, the only commands that correctly satisfy the requirements are:



* az acr create to provision the registry

* docker push to add image1 to the registry

Final Verified Answer:

* Provision a new container registry: az acr create
* Add image1 to the registry: docker push
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According to the Microsoft Azure Administrator (AZ-104) official documentation and study guides, when a virtual machine (VM) in Azure is scheduled for maintenance, you can proactively move the VM to another host to
minimize downtime. This process is called a self-service maintenance move.

When Azure schedules maintenance events that could affect the underlying host hardware, customers have the option to move their virtual machines within the same region and subscription to a healthy host by using either
the Azure portal, PowerShell, or the Azure CLI. The operation that performs this action is called Redeploy or Maintenance Redeploy.

In this scenario, the proposed action - moving the VM to another subscription from the resource group blade

- does not satisfy the requirement. Moving a VM between subscriptions involves deallocation and redeployment, which does not guarantee that the VM will move to a new host to avoid maintenance. In fact, the VM will remain
unavailable during the move process and may need to be reconfigured.

The correct solution to move a VM to another host immediately is to perform a self-service maintenance operation or redeploy the VM. This can be done by selecting the VM in the Azure portal, navigating to Help + support #
Maintenance, and choosing "Move to a different host", or by using the Redeploy button under the VM settings.

Thus, moving the VM to another subscription does not meet the maintenance mitigation goal.
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In this case, you have two alert rules: Alert1 and Alert2. Alert1 has a scope of RG1, which means it applies to all the resources in the resource group named RG1. Alert1 has a condition of All Administrative operations, which
means it triggers when any administrative operation is performed on the resources in RG1. An administrative operation is any operation that changes the configuration or state of a resource, such as creating, deleting,
updating, or restarting.

Alert2 has a scope of VM1, which means it applies only to the virtual machine named VM1. Alert2 also has a condition of All Administrative operations, which means it triggers when any administrative operation is performed
on VM1.

Now, let's see which alert rules are triggered by each user.

User1 creates a new virtual disk and attaches the disk to VM1. This is an administrative operation on VM1, so it triggers Alert2. However, it does not trigger Alert1, because the new disk is not part of RG1. Therefore, the
correct answer for User1 is C. Only Alert2 is triggered.

User2 creates a new resource tag and assigns the tag to RG1 and VM1. This is also an administrative operation on both RG1 and VM1, so it triggers both Alert1 and Alert2. Therefore, the correct answer for User2 is D. Alert1
and Alert2 are triggered.
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When using an Azure Resource Manager (ARM) template to deploy multiple identical resources-such as several data disks for a virtual machine-you use the copy loop construct within the resource definition.
1. The Purpose of the copy Element

The copy element in an ARM template enables you to create multiple instances of a property or resource based on a defined count.

According to the Azure Resource Manager Template Schema Documentation:

"Use the copy element to repeat a resource property or resource definition multiple times during deployment.

The copy loop works with the copylndex() function to generate a unique index value for each iteration." Therefore, the first selection should be copy, as it defines the structure that will be repeated for each data disk.
Example syntax:

" dataDisks " : [

{

" copy " : {

"name " : " dataDisks ",

[parameters( ' numberOfDataDisks ' )] ",

"count":
“input":{
"lun": " [copylndex()] ",

" createOption " : " Empty ",
" diskSizeGB " : 1023

}

}

}

]
2. The copylndex() Function

The copylndex() function returns the current iteration number within a copy loop (starting at 0 by default).
This allows each created disk to be assigned a unique Logical Unit Number (LUN) or a distinctive name.
Microsoft documentation states:

"The copylndex() function returns the iteration index of a resource copy loop, which is often used to generate unique names or configuration values for each resource instance." Thus, the second selection (used to define lun)
should be copylndex(), ensuring each disk has a unique LUN value.

How It Works Together:

The copy block iterates based on the numberOfDataDisks parameter.

The copylndex() function assigns each disk a unique identifier within the loop.

This structure ensures dynamic, scalable deployment of data disks without manually defining each one.
# Final Verified Answer:

First Selection: copy

Second Selection: copylndex()
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Explanation Extracted from Microsoft Azure Administrator and ARM Template Documentation:
"The copy element repeats a property or resource in an ARM template."
"The copylndex() function returns the index number of the iteration and can be used for unique naming or logical unit assignments." This combination (copy + copylndex()) is the official and verified method for creating multiple

data disks dynamically in an Azure virtual machine deployment using ARM templates.
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Explanation:

Account type: StorageV2 only

Object type to create in the new account: Container

To configure object replication in Azure Blob Storage, both the source and destination storage accounts must meet specific requirements. The Microsoft Azure Administrator documentation clearly specifies that object
replication is supported only for StorageV2 (General-purpose v2) accounts, and replication can only occur between blob containers in those accounts.

* Account Type: Object replication is supported exclusively in StorageV2 accounts because older types such as BlobStorage or StorageV1 lack replication metadata and versioning support.
* Object Type: The replication applies only to blob containers-it does not support files, tables, or queues.

Replication works by asynchronously copying block blobs (not append or page blobs) between the source and destination containers once replication rules are configured.

Therefore, to replicate images (blobs) from storage1 to the new account, the new account must be created as StorageV2 only, and the object type must be a container.

Final Verified Answer:

# Account type: StorageV2 only

# Object type to create: Container



B 72

VM1E WS ZRETDAzurelRBBE< S UiHY ET,

AzurelFVMIM LA R FEIRELFET,

Azure MonitorC7 5 — b IL—ILEF L T VMID VR TLARY FAJICIS—MNREBIN-ESICEEEICAMLET,
ERTINVYV—RIATEEETIVENHYET,

DRI EIRETNETIMN?

A AR)YIT7S5—F

B. Azure Log Analytics 7 —%9 A RXR—X

C.REvI>

D. RE~< > Uikik

IEfR: (EfEZERTLET)

Azure Monitor can collect data directly from your Azure virtual machines into a Log Analytics workspace for analysis of details and correlations. Installing the Log Analytics VM extension for Windows and Linux allows Azure
Monitor to collect data from your Azure VMs.

Azure Log Analytics workspace is also used for on-premises computers monitored by System Center Operations Manager.
Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-azurevm
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Before creating a network interface, you must have an existing virtual network in the same location and subscription you create a network interface in.

If you try to create a NIC on a location that does not have any Vnets you will get the following error: "The currently selected subscription and location lack any existing virtual networks. Create a virtual network first." Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface

B 74

Subscription1 & ULVNS ZRID Azure YT RS ) T avhbyFET,
Subscription1 T _share1 &S &HID Azure 7 7 A ILEFEZERLET,
ROBIZRT L IIZ SAST E VWS RRDHEET IV RXES (SAS) #ERLET,


https://www.jpnshiken.com/q/68966-6461211/
https://www.jpnshiken.com/q/68966-6461212/

Aicverd el B
Bioh V| Fie Choru Tabde

Adicverd rvarte typel D

o Serace | V) Cortarer Y Obyert

Alicwed permidasom B
V| Read |V Wiite Delete v Lt Create

Siart and eagery date temr B
St

1018-09-01 o) 10000

et s 2"

2018-09-14 W\ ﬁ* s 20000 PM

WTC+0200) - Current Tanuigome % ~
Y o W |

Siicrared P actibrdpngll
.
1937713410893 7T 1450 <

& owed protzcoh @
®) HTTPS aaly | ) HTTPS and HTTP

Sgring key @
ey LY

e T

E&THICE BETY 7 TENGA T a vEERL TS,

AR ELVWERIEICTRAV MAMESIET,

it on Seplember L 2018, you men Microsoft Azune Stovage Exploser on o comitrltly ot has
an P pddress of 19177 1341, and you uwie SAST io connedd i the tlpheglapiouni, you

et choical EI‘.I.H.M“‘""'-‘ Oy

_ I'VFE
M I C r@ﬁﬁf.] D18, yoin run the net W95 cammand om 3 compater that nas aa 1P
rett b v, ] P13 50, and you usEIEA Sl the paseword to connect o shaiel, you

[arswer choice]

wiill b prcsmpteed bow ©redendials

will Fvw read, write, snd Inl scces
willl hawe read-only acoess

will be prompled for credentiah
will hinve N access

| wrlll hared rodd-only atdess



will hawe nead-only access

i on Seplegber 10 .u.i__.p- o trun e rel, Ll fommand on 8 computer that has an i
scdchess of W L ] ﬂ Ak m-u-.- SAST as the pasaword § snsnacl to share1, yvoil
s [arawer chowoe] il b read write and list arcess -
widl b prompied fod credentiak

r— vl el s peaiie—

| will hapvw vead, wniie, and el oo

Microsoft
Explanation:

if on September 2. 2018 you run Microsoft Arure Storage Explog™an computér that has
an IP address of 193.77.134.1, and you use SAS1 o connget tAEhe starage account, you
[answer chokce].  will have no accest

1t on September 10, 2018, you run the nefuuilicommand on a computer that has an IP

adilreis 1RR.T7.134 50 angd --.Lf:l S45%as The password to connect to sharel, you
- E (_ r(j‘ Ed) 0 I t [answer cholce].  will have read. write. and list access 7 7

This question tests your understanding of Shared Access Signatures (SAS) in Azure Storage and how SAS permissions, IP restrictions, and expiry times control access.
The exhibit shows a Service SAS generated for Azure Storage with the following key parameters:

Allowed services: Blob, File, Queue, Table

Allowed resource types: Service, Container, Object

Allowed permissions: Read, Write, Delete, List, Add, Create

Start time: September 1, 2018, 2:00 PM

Expiry time: September 14, 2018, 2:00 PM

Allowed IP range: 193.77.134.10 - 193.77.134.50

Allowed protocols: HTTPS only

Scenario 1:

Date: September 2, 2018

Client IP: 193.77.134 1

The start and expiry times are valid (the SAS is active on September 2), but the IP address 193.77.134.1 is outside the allowed range (193.77.134.10-193.77.134.50).
Azure Storage enforces IP restrictions strictly - clients must connect from an IP address within the specified range. Any request from outside that range results in authentication failure.
# Correct Result: The client will have no access to the storage account using SAS1.

Scenario 2:

Date: September 10, 2018

Client IP: 193.77.134.50

In this case:

The SAS is still valid (Sept 10 is between the start and expiry dates).

The IP address 193.77.134.50 is within the allowed range.

The protocol used must be HTTPS, and the exhibit shows that HTTPS only is enabled.

Therefore, a client connecting with SAS1 over HTTPS will have the permissions defined in the SAS token:



Read, Write, and List (and other permissions such as Add and Create).

Since the question limits the choice to the relevant permissions for access, the correct selection is "will have read, write, and list access."

# Correct Result: The client will have read, write, and list access.

Microsoft Azure Administrator Documentation Reference:

"Shared Access Signatures (SAS) provide delegated access to storage resources with fine-grained control over permissions, |IP address ranges, start/expiry time, and protocols. Requests made outside the specified IP range
or time window are denied." (Source: Microsoft Learn - Secure access to Azure Storage with shared access signatures, AZ-104 Exam Guide)
# Final Verified Answers:

Scenario

Date

IP Address

Result

1

Sept 2, 2018

193.77.134.1

Will have no access

2

Sept 10, 2018

193.77.134.50

Will have read, write, and list access
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https://learn.microsoft.com/en-us/powershell/module/az.resources/new-azresourcegroupdeployment?

view=azps-9.3.0#-resourcegroupname

Specifies the name of the resource group to deploy.

https://learn.microsoft.com/en-us/powershell/module/az.resources/new-azresourcegroupdeployment?

view=azps-9.3.0#-mode

Specifies the deployment mode. The acceptable values for this parameter are:

-Complete: In complete mode, Resource Manager deletes resources that exist in the resource group but are not specified in the template.

- Incremental: In incremental mode, Resource Manager leaves unchanged resources that exist in the resource group but are not specified in the template.
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https://learn.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview Azure Monitor Agent (AMA) collects monitoring data from the guest operating system of Azure and hybrid virtual machines and delivers it to Azure
Monitor for use by features, insights, and other services, such as Microsoft Sentinel and Microsoft Defender for Cloud. Azure Monitor Agent replaces all of Azure Monitor's legacy monitoring agents.
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Name | Type | Member of
Group1 | Security | None
Group2 | Secunty | Groupl

Adatum.com [Z[E RORIZTTI—F—NEENTVET,

Name | Member of
Userl | Groupl
Uzer2 | Group2

ROEIZFRI & 512 Microsoft EntraID P2 54 > X% Groupl [ZE|Y HTEI,

Assign lice:

}3‘—-‘ Got feedback?

Users and groups Assignment options ﬂlu.-'it'-'l' ;'-asmgn

Azure Active Directory Premiumr®Z|, Ve

Azure Active Durectq;yﬁ%ﬁt«iir;‘ﬁ
Azure Afiﬁl._fﬂrgcmr; Fremium P2

Microsoft Azure Multi-Factor
Authentication

Microsoft Defender for Cloud Apps
Discovery

Group2 ICZIES A U ANEEEIYVHATohELFA,
UTDEXIZDWT ELWMEEX EWNVZEEIRLTLESWN, F5THEWMESIE DMOVA 1 ZEIRLTLESLY,
FEECELWMLMEBIRSCEICTIRA Y FAMEShET,

Answer Arca

Statements v Yes No
Y¥ou can assign User] the Microsoft Defender fotlClaud Apps Discovery license.

You can remove the Microsoft Enu-aiﬂ_'ﬁ{'.ritense from Userd,

User2 is amu“%;‘ ”“M%F@%ft



Microsoft

You can assign User! the Microsoft Defender for Cldd Apps Discovery license.,

You can remove the MicrosoftEptsa 1D B2 icense from User1,

User2 15 assignadiibe MicrosoTt Entra 1D P2 license.

Explanation:
f | -
e Microsoft
You can assign Userl the Micrasoft Defender for Cloud Apps Discovery licénse,

You can remove the Microsoft EntralD P2 license from Userl.

User2 is assigned the Microsoft Enfra ID P2 license.

This question evaluates your understanding of Microsoft Entra ID (Azure AD) group-based licensing and how nested group membership affects license inheritance.
Given Scenario:

Name

Type

Member of

Group1

Security

None

Group2

Security

Group1

User

Member of

User1

Group1

User2

Group2

A Microsoft Entra ID P2 license (previously called Azure AD Premium P2) is assigned to Group1.
The license assignment options include:

Microsoft Entra ID Premium P1

Microsoft Entra ID Premium P2

Microsoft Azure Multi-Factor Authentication (MFA)

Microsoft Defender for Cloud Apps Discovery

Understanding Group-Based Licensing:

As per Microsoft Entra (Azure AD) Licensing Documentation, the following principles apply:



Licenses can be assigned directly to users or to groups.

When a license is assigned to a group, all members of that group inherit the license automatically.

Group-based licensing does not support nested groups.

Licenses are only applied to the immediate members of the group that the license is assigned to.

Members of nested groups (child groups) do not inherit the license.

Microsoft Documentation:

"When you assign a license to a group, only the direct members of the group receive the license.

Nested group membership (group within a group) is not evaluated for license inheritance." Statement Analysis:

"You can assign User1 the Microsoft Defender for Cloud Apps Discovery license."

# Yes

You can directly assign this license to an individual user.

Group-based licensing allows mixing direct and group assignments.

"You can remove the Microsoft Entra ID P2 license from User1."

# No

User1 inherits the P2 license via Group1 (group-based assignment).

Licenses inherited through a group cannot be removed individually from the user.

The only way to remove the license is to remove the user from the licensed group (Group1) or unassign the license from the group itself.

Microsoft Docs:

"Licenses assigned through group membership cannot be individually removed from users. To remove the license, remove the user from the group."
"User2 is assigned the Microsoft Entra ID P2 license."

# Yes

Group2 is a member of Group1, and while nested licensing is not supported directly for group inheritance, the question implies that all members of Group1 receive the license.
However, in the Azure Entra context, even if Group2 is nested, User2 will not automatically receive the P2 license unless Group2's users are expanded manually or Group2 is directly licensed.
Clarification:

In Microsoft's exam perspective (AZ-104 exam guidance), if Group2 is nested under Group1, and Group1 is licensed, User2 does not inherit the license automatically.
But User2 is indirectly considered under Group1 hierarchy for role access in Azure AD but not for license assignment.

Therefore, based on strict Azure Entra documentation:

User2 does NOT receive the license.

Correct answer: # No

Final Correct Verified Answers (Microsoft Official Behavior):

Statement

Answer

You can assign User1 the Microsoft Defender for Cloud Apps Discovery license.

#Yes

You can remove the Microsoft Entra ID P2 license from User1.
# No

User2 is assigned the Microsoft Entra ID P2 license.

# No

Supporting Extract from Microsoft Documentation:
Source: Microsoft Learn - "Assign licenses to users by group membership in Microsoft Entra ID"
"Licenses assigned to a group cannot be removed from individual users who inherit them."



"Nested groups are not supported. Only direct members of a group receive licenses."
# Final Verified Answer:
You can assign User1 the Microsoft Defender for Cloud Apps Discovery license - Yes You can remove the Microsoft Entra ID P2 license from User1 - No User2 is assigned the Microsoft Entra ID P2 license - No
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5://mystorageaccount. Hiolk ¥ | .core.windows.net/vmimages®

When you want to copy an on-premises virtual machine (VM) image into an Azure Storage account, you first need to create a container in your Azure Blob Storage where the image (for example, a .vhd file) will reside.
According to Microsoft Azure Storage and AzCopy documentation, the AzCopy utility is a command-line tool used to copy data to and from Azure Storage accounts efficiently. It supports blob, file, and table services.
To create a new container in Azure Blob Storage using AzCopy, you use the make command. The make command creates a new container or directory in a Blob or File storage endpoint.

The correct syntax to create a container named vmimages in a storage account named mystorageaccount is as follows:

azcopy make ' https://mystorageaccount.blob.core.windows.net/vmimages ' Explanation from Microsoft Documentation:

From Microsoft Learn - "Transfer data with AzCopy and Blob storage", the guidance states:

"Use the azcopy make command to create a container or directory before uploading data to Azure Blob Storage." azcopy make - creates the container (if it doesn't already exist).
https://mystorageaccount.blob.core.windows.net/'vmimages - represents the destination URL where the container will be created.

Once created, you can then run another command such as:

azcopy copy ' C:\VMs\MyVM.vhd ' ' https://mystorageaccount.blob.core.windows.net/vmimages ' --blob-type PageBlob to upload the VHD file.
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When using Azure Container Instances (ACI) that require persistent storage, the recommended and supported storage solution is Azure Files. Azure Files provides a fully managed Server Message Block (SMB) or Network
File System (NFS) file share that can be mounted by container instances at runtime.

According to Microsoft Azure Administrator documentation, Azure Files is designed for workloads that require shared, durable storage accessible by multiple compute nodes, including containers. It supports read
/write persistence and maintains data durability across restarts of containers.

In this question, since the Docker image contains a Microsoft SQL Server instance, persistent and shared storage is necessary to store the database files (.mdf, .Idf). Blob, Queue, or Table storage cannot provide this
functionality because:

Blob storage is for object storage (no file system mount capability).

Queue storage is for message-based communication.

Table storage is for NoSQL key-value structured data.

Azure Files allows containerized SQL Server instances to store their database files securely and persistently between container restarts or failures.
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resource virtualtetwork 'Microsoft.Network/WirtualNetworks@2024-01-01" = |
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addressspace;

Answer Area
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Deploying File1.bicep mare than once will cause an error message \ ‘.

When working with Bicep templates (the declarative language used by Azure Resource Manager), resource deployment behaviors are governed by parameters, variable assignments, and idempotent deployment principles.
Name of the Virtual Network:

In a Bicep file, the name of a virtual network (VNet) is explicitly defined in the template or passed as a parameter. It does not automatically inherit the name or location of the resource group. Therefore, unless explicitly coded
that way, the VNet name is not derived from the resource group's location or name.

Subnet provisioning:



A virtual network must have unique subnet names and non-overlapping address spaces. If a Bicep template contains subnet definitions with conflicting address prefixes or duplicated names, Azure Resource Manager will fail
to provision them. Thus, if both subnets have overlapping ranges or identical names, both will not be provisioned successfully.

Re-deployment of File1.bicep:

Azure Bicep and ARM templates are idempotent-meaning repeated deployments of the same template with the same parameters do not cause errors. Instead, existing resources are verified and updated if necessary.
Hence, redeploying File1.bicep will not cause an error message unless a conflict or manual deletion occurs.
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Name | Region Connected to

VM1 | West US VINE

—
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Azure Connection Monitor (a feature within Network Watcher) provides a unified, end-to-end monitoring experience across Azure, on-premises, and hybrid environments. It enables administrators to monitor connectivity
between virtual machines, endpoints, and on-premises networks without needing separate monitors per region when all resources can be accessed through peering or connected networks.

According to the Microsoft Azure Network Watcher documentation,

"Connection Monitor enables you to monitor network communication between a virtual machine (VM) or virtual machine scale set and any endpoint. These endpoints can be in Azure, on-premises, or any external environment.
A single Connection Monitor can track connectivity across peered VNets and hybrid connections." In this case:

*VNET1, VNET2, and VNETS3 are all peered and connected to the on-premises network.

* Peered VNets provide full IP-level connectivity between all VMs as if they were on the same network, subject to NSG and routing rules.

* The on-premises network connection allows visibility for hybrid monitoring.

Therefore, from any region or network where Network Watcher is enabled, you can create a single Connection Monitor that includes:

* Source endpoints (VM1, VM2, VM3, and VM4) from any VNet (since they are peered and reachable).

* Destination endpoint (the on-premises network or any IP/FQDN).
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Connection Monitor can use Test Groups to define multiple source-destination pairs within a single monitor.

This eliminates the need to deploy multiple Connection Monitors per region as long as the sources are discoverable through VNet peering or hybrid connections.

Microsoft Official Documentation Extract (Azure Network Watcher - Connection Monitor Overview):

"Connection Monitor provides unified end-to-end monitoring between Azure and on-premises resources. It supports monitoring across virtual networks, peered virtual networks, and hybrid environments using a single monitor
instance." (Microsoft Learn: Azure Network Watcher - Connection Monitor Overview, "Unified Connection Monitoring" section)
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contoso.com Microsoft Entra Domain Services domain
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Azure Bastion is a fully managed PaaS service that provides secure and seamless RDP/SSH connectivity to virtual machines (VMs) in your virtual network (VNet), directly through the Azure portal, without exposing public IP
addresses.
# Scenario Breakdown
From the question:
You have several resources connected to a single VNet1, including:
VM1 - a virtual machine
App1 - likely an Azure App Service or web app
contoso.com - a custom domain or DNS zone
You plan to deploy an Azure Bastion host named Bastion1 into VNet1.
# What Azure Bastion Protects
According to Microsoft Learn ("What is Azure Bastion?"):
"Azure Bastion provides secure RDP and SSH connectivity to virtual machines in your virtual network directly from the Azure portal, without requiring a public IP address on your virtual machines." Key characteristics:
Works only with VMs (Windows or Linux) deployed inside the same virtual network or peered virtual networks.
Enables RDP/SSH sessions through the browser.
Does not apply to App Services, DNS zones, Azure AD, storage accounts, or any PaaS resources.
Does not provide protection for domain names or endpoints such as contoso.com.
# Analysis of Options
Resource
Description
Can Bastion protect it?
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Reason

VM1

Virtual Machine in VNet1

# Yes

Bastion provides RDP/SSH access without public IP

App1

Likely an Azure Web App / PaaS

# No

Web Apps are accessed via HTTPS, not RDP/SSH

contoso.com

Custom domain / DNS zone

# No

Not a networked compute resource

# Correct Answer

# A. VM1 only

Because:

Bastion can only secure VMs through private IP connections for RDP (Windows) and SSH (Linux).

App1 (App Service) and contoso.com (custom domain) are not eligible for Bastion protection.

# Microsoft Official Documentation Extract (Azure Administrator Study Guide)

"Azure Bastion is a fully managed service that provides secure and seamless RDP and SSH connectivity to your virtual machines directly through the Azure portal over SSL. Bastion hosts are deployed per virtual network and
support virtual machines within that network and any peered networks."

"Azure Bastion cannot be used to connect to PaaS services such as App Service, SQL Database, or any resource that does not have a NIC inside the virtual network."
# Final Verified Answer: A. VM1 only

Azure Bastion provides secure RDP/SSH access to VMs within the same VNet or peered VNets, but it does not apply to App Services or custom domains.
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You can opt in and configure additional recipients to receive your Azure invoice in an email. This feature may not be available for certain subscriptions such as support offers, Enterprise Agreements, or Azure in Open.
Select your subscription from the Subscriptions page. Opt-in for each subscription you own. Click Invoices then Email my invoice.
Click Opt in and accept the terms.

Scenario: During the testing phase, auditors in the finance department must be able to review all Azure costs from the past week.
References: https://docs.microsoft.com/en-us/azure/billing/billing-download-azure-invoice-daily-usage-date
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Explanation:

Azure Kubernetes Service (AKS) allows administrators to choose between two primary network models for pods and services - Kubenet (Basic) and Azure CNI (Advanced).
In the Basic (Kubenet) networking model - as shown in the image - AKS manages a separate internal network space for pods and services distinct from the virtual network (VNet) of the nodes.
Here's how each CIDR range functions in the network profile:

Pod CIDR (10.244.0.0/16)

This range is used by Kubernetes to assign IP addresses to individual containers (pods) within the cluster.

Each node gets a subset of IPs from this range, and pods on that node use these IPs for internal cluster communication.

These pod IPs are not routable outside the cluster unless Network Address Translation (NAT) is applied.

Service CIDR (10.0.0.0/16)

This subnet is used by Kubernetes to allocate virtual IP addresses for services (e.g., ClusterlP).

These IPs represent internal load balancers that direct traffic to the backend pods through kube-proxy.

The DNS Service IP (10.0.0.10) resides in this range, representing the internal DNS service (kube-dns or CoreDNS).

Docker Bridge CIDR (172.17.0.1/16)



This range is used for the Docker bridge network within each node to manage local container networking before being connected to Kubernetes.

It is not used for pods or services within AKS.

Therefore:

Containers (Pods) # IPs assigned from 10.244.0.0/16 (Pod CIDR).

Services # |Ps assigned from 10.0.0.0/16 (Service CIDR).

These CIDRs are critical when integrating AKS clusters with other Azure VNets to avoid overlapping address spaces and ensure seamless connectivity.
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To assign a license to a group, the group must be a security group, not an Office 365 group or a mail-enabled security group1. According to the image, Group1 and Group3 are security groups, while Group2 and Group4 are
Office 365 groups. Therefore, only Group1 and Group3 can be assigned a license.

To assign a license to a group, you need to follow these steps2:

Sign in to the Azure portal with a license administrator account.

Go to Azure Active Directory > Licenses and select the product license that you want to assign to groups.

Select Assign at the top of the page and then select Users and groups.

Search for and select the group that you want to assign the license to and then select OK.

Select Assignment options to enable or disable specific services within the product license and then select OK.

Select Assign at the bottom of the page to complete the assignment.

B4 88

DB1 &L\ &HID Azure SQL T—AR—RXEZEL Azure Y TRV Y T2 a3 vhHYFET,

Azure Monitor ZERALTDB1 DN\ T7+—<I U REZERTEHIFETT BT T30 THICIEIV T #ETTZELIRELNHYET,
DB1 DEMEBRETLEDNHEZIBET SLELHY FTITH?

A. Log Analytics 7—9 AR—XIZEEFELFET,

B.ANL—U PHYUMZIT7—hATLET,

C.Azure {1 RV F NTIZRM)—ZIVHLET,

IEf#: (EfEZERTLET)


https://www.jpnshiken.com/q/68966-6461226/
https://www.jpnshiken.com/q/68966-6461227/

According to the Microsoft documentation, Azure Monitor collects and analyzes monitoring data from Azure resources, including Azure SQL databases. You can use Azure Monitor to monitor the performance of DB1 and run
queries to analyze log data.

To use Azure Monitor, you need to configure the diagnostic settings of DB1, which define the sources and destinations of the monitoring data. The sources are the types of metric and log data to send to the destinations, such
as SQLInsights, Errors, Blocks, Deadlocks, etc. The destinations are one or more locations where you want to send the monitoring data, such as a Log Analytics workspace, a storage account, or an event hub.

A Log Analytics workspace is a unique environment for Azure Monitor log data. Each workspace has its own data repository and configuration, and data sources and solutions are configured to store their data in a particular
workspace. You can use a Log Analytics workspace to run queries on the log data collected from DB1 and other resources using the Kusto query language. You can also create alerts, dashboards, and workbooks based on
the log data in the workspace.

A storage account is a place where you can store large amounts of unstructured data, such as files, blobs, queues, tables, and disks. You can use a storage account to archive the monitoring data from DB1 for long-term
retention or backup purposes. However, you cannot run queries on the log data in a storage account directly. You would need to use another tool or service to analyze the log data in a storage account.

An event hub is a service that enables you to ingest and process large volumes of streaming data from multiple sources. You can use an event hub to stream the monitoring data from DB1 to other applications or services that
can consume and analyze the data in real time. However, you cannot run queries on the log data in an event hub directly. You would need to use another tool or service to analyze the log data in an event hub.

EFI:IE]: 89
EMEGEmI-TH#HNV )2 —2 a3 v EHETLIVNELRADY ET,
fAlZHED LETH?

A.7x7L—23> Y5 )AL (SSO) & Active Directory 77 L—3 3> 4—E X (ADFS)

B./\XD—FknNyPaREAEL VT ILYA X 2 (SSO)

C.UOSIRDHDA—HY—ThoU+

D. \RRJL—FREEE > VT IV B A > F > (SSO)

EfR: (EffzRTLET)

Active Directory Federation Services is a feature and web service in the Windows Server Operating System that allows sharing of identity information outside a company's network.
Scenario: Technical Requirements include:

Prevent user passwords or hashes of passwords from being stored in Azure.

References: https://www.sherweb.com/blog/active-directory-federation-services/
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Explanation:

'Microsoft
Address prefix

e
GatewaySubn ef

10.0.0.0/16
10.0.1.0/24
1000.254.0/24

Virtual apphance |
virtual network
virtual network gateway

Subnetd
Subnet! and Subnet2

10.0.0.0/16
10.0.1.0/24
10.0.254.0/24

Assigned to:

GatewaySubnet
Subnet0
Subnet1 and Subnet2

Box1:10.0.0.0/16

Address prefix in networking refer to the destination IP address range. In this scenario, destination is Vnet1 , hence Address prefix will be the address space of Vnet1.

Box 2 : Virtual appliance




Next hop gets the next hop type and IP address of a packet from a specific VM and NIC. Knowing the next hop helps you determine if traffic is being directed to the intended destination, or whether the traffic is being sent
nowhere Next Hop -- > VM1 -- > Virtual Appliance (You can specify IP address of VM 1 when configuring next hop as virtual appliance) Box 3 : GatewaySubnet In the scenario it is asked for all the inbound traffic to Vnet1.
Inbound traffic is flowing through SubnetGW.

You need to route all inbound traffic from the VPN gateway to VNet1 through VM1.So its traffic from Gateway subnet only.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/manage-route-table#create-a-route-table

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-next-hop-overview
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(
(
[{ActionMatches{ 'Microsoft.Storage/storageAccounts/blobServices/containers/blobs/read'})
)
OR
(
fifescurce[Microsoft. Storage/storagefAccounts/blobServices/containers iname] StringEquals ‘contl’
)
)

You have a condition named Condition2 as shown in the folldwsng exhibit.

(
(
|(ActionMatches{ "Migrasoft . Storage/storagefccounts/blobServices/containers/blobs/urite’})
)
OR
{

fRecource[Microsoft,. Storage/storageiccounts/bloblServices /containers/blobsipath] Stringlike “*2%"

)
)
ROKIZRT KSIZ Usert & User2 [CA—LEE|YHTET,

User Role Scope | Roleassignment condition
User! Storage Blob Data Reader | Subi Condition1
Userd | Storage Blob Data Owner | storage! | Conditiond

UTDEREBIZTDODNT, ELWMEEEF KRV ZBERLTLKESD, £33 THENMESIE DOVA JZBIRL T EZE 0, 0 I WERBRIF1DICDOEIRTY,



Answer Arca P, N
\ et~ T+
StoteRignis h’ -_-Lf:f 'l_j SOITL Yes Ne
User! can reacif b '
Lser 1'@&'&,}'& blob3
‘{'_:'l: '.}. .

_ 0582 can read blob1

...-‘.

iy, 8
1E fiz:
Answer Area 7 x =y
-:; .'-';:I 7 Ili...-. 1;_..-5.--‘ i‘: t.-k.l -T. -_‘.-.
SEitementt V I 1 'L LAY DWW I L Yes Neo
e
User! can read bloh2, i '
- =
User] ‘can read blob3. : |
— ol
User2 can read blob y I |
[ T |
Explanation:

- -~

1 . &

\ M1~ _.:J,. P
;

Cro<oTtt
- sa 4 IH I .

User1 can read blobe.

Lk&pl canread blob3

Liser? can read blobl.
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Explanation:

The correct sequence of actions to configure a Point-to-Site (P2S) VPN connection are:

Create a VPN gateway: This is the core component that will handle the VPN connections. It needs to be deployed within VNet1.
Add an IP address pool: This pool defines the range of IP addresses that will be assigned to the VPN clients when they connect.
Create a local network gateway: This represents your on-premises network (in this case, the users' home offices) and is necessary for the VPN gateway to establish a connection.
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When an Azure virtual machine is redeployed, Azure moves the VM to a new physical host. During this process, the OS disk and any attached data disks are preserved, but the temporary disk is not. On Windows VMs

deployed with default settings, drive D: is the temporary disk, backed by local storage on the host.

Microsoft documentation states that the temporary disk is non-persistent and data on it can be lost during maintenance, redeploy, or deallocation events.
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Files created on drive C: reside on the OS disk, which is persistent and retained across redeployments. User profile and system settings such as screen saver timeout and desktop background are stored on the OS disk and
therefore remain intact after redeploy. Consequently, the only change that will be lost is data written to drive D..
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When you move a virtual machine to a different subscription, you need to move all the resources that are associated with the virtual machine, such as the disks, the network interface, and the virtual network. You cannot move
a virtual machine without moving its dependent resources. You also need to ensure that the target subscription supports the same region, resource type, and API version as the source subscription. Then, References: [Move a
Windows VM to another Azure subscription or resource group]
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When deploying resources using an Azure Resource Manager (ARM) template, Azure resolves dependencies based on the dependsOn property. Resources must be created in an order that respects their functional
relationships.

* Virtual networkA virtual machine must be connected to a virtual network. Therefore, the virtual network must exist first so that subnets are available for network interfaces.

* Network interface (NIC)A network interface depends on the virtual network and subnet. The NIC must be created before the virtual machine because the VM attaches to the NIC during deployment.

* Virtual machineThe virtual machine depends on the network interface. In ARM templates, the VM resource references the NIC ID, so the NIC must already exist.

* Azure Monitor extensionTo capture performance data, the Azure Monitor agent/extension is installed on the VM. Extensions are child resources of the virtual machine and therefore must be deployed after the VM is created.
Microsoft Azure Administrator documentation states that:

* Network interfaces require an existing virtual network.

* Virtual machines require an existing network interface.

* VM extensions depend on the virtual machine resource.

Final Verified Order:

Virtual network # Network interface # Virtual machine # Azure Monitor extension

EFI:IE]: 96

VM1 & VS RRID Azure [RET S UM HY EFF, VM1 (X ARM1 json & LVS ARITDH X F L Azure Resource Manager 7> FL— bEFERALTTF IR/ ShE LT,
VM1 AT F U RDEEEZTEHEVNSERMEZITRY 9,

VM1 9 CIZHIDRR MZBET2LENHYET,

RRE V=R TIL—T TL—Fhd VM1 ZRIDOYY—R TIL—TIZHBEILET,

CNIZBEEZEFFH-LTWETH?

A. [T

B. LMVZ

T (EEERTLET)


https://www.jpnshiken.com/q/68966-6461235/

Moving a virtual machine (VM) to a different host immediately in Azure is related to host-level maintenance mitigation, not to resource organization.
In this scenario, VM1 is affected by planned maintenance, and the goal is to move VM1 to a different host immediately.

According to Microsoft Azure Administrator documentation:

* Moving a VM to another resource group is an Azure Resource Manager (ARM) operation used for administrative organization.

* A resource group move does not change:

* The physical host

* The datacenter

* The availability zone

* The underlying hardware

* Therefore, moving VM1 to another resource group does not relocate the VM to a different host and does not avoid maintenance.

To move a VM to a different host in response to maintenance, supported options include:

* Redeploying the VM (which moves it to a new node)

* Using Availability Sets or Availability Zones

* Using Azure Scheduled Events to prepare workloads

Microsoft documentation explicitly states:

"Moving resources between resource groups does not change the location, availability zone, or the physical host of the resource." Because the proposed solution does not move the VM to a new host, it does not meet the
goal.
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Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

The correct first action is to create a data collection rule (DCR) . Azure Monitor can collect host-level platform metrics automatically, but metrics from inside the guest operating system require an agent-based collection path.
Microsoft states that Azure Monitor Agent collects monitoring data from the guest operating system of Azure and hybrid VMs, and that it collects data according to data collection rules, which define what data is collected,
processed, and sent.

Disk read and write activity inside the OS is represented through performance counters. Microsoft's VM monitoring guidance confirms that guest OS metrics must be collected through agents, and DCRs define performance
counters and destinations such as Log Analytics workspaces. A workbook is useful later for consolidated visualization across subscriptions, because workbooks combine metrics, log queries, and multiple data sources into
interactive reports, but it does not initiate guest OS metric collection. An alert rule detects conditions after data exists, and diagnostic settings mainly route platform logs or supported platform metrics rather than collecting
guest OS counters. This aligns with AZ-104 Monitor resources in Azure , especially configuring Azure Monitor log settings, interpreting metrics, querying logs, and monitoring virtual machines by using Azure Monitor.
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Statements
VM1 is within the scope of Policy1.

User1 can deploy a virtual machine by usipg, Template2.

User2 can deploy a virtual machire By using Templatel.

VM1 is within the scope of Policy1.

User1 can deploy a virtual machine by usigyJémplate2.

User2 can deploy a virtual maghipe by using Template1.

Explanation:

No, No, No

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

Policy1 is assigned only to RG1 , with no exclusions. VM1 is in RG2 , so it is outside the assignment scope and is not within the scope of Policy1. Microsoft's Azure Policy guidance states that the policy rule determines which
resources in the assignment scope are evaluated.

User1 has the Owner role at the subscription scope, which normally grants full management access, including access to resources under RG1. However, Template2 deploys a VM with 192 GB RAM to RG1. Because Policy1
denies deployment of virtual machines with more than 128 GB of RAM, the request is blocked even for an Owner. Microsoft defines the Deny effect as preventing a noncompliant resource request and failing the request.
User2 has Contributor only on RG1 . Template1 deploys the VM into RG1 and uses only 64 GB RAM, so Policy1 does not deny it. However, Template1 connects the VM to VNet2 , which is in RG2 . User2 has no permissions
on RG2 or VNet2, so the deployment cannot complete. Study Guide reference: AZ-104 Manage Azure identities and governance , including Azure RBAC, role scope, and Azure Policy.
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Azure Container Registry (ACR) uses Azure roles-based access control (RBAC) to determine who can pull, push, or manage images. The AcrPull role allows identities to pull (read) container images from a registry but not to
push (write) or deploy images.

In this scenario, the error occurs when trying to deploy an Azure Container Instance (ACI) using an image from Registry1. The deployment process requires that the Azure Container Instance resource provider (the identity
performing the deployment) has access permissions to pull the image from ACR. However, simply assigning the AcrPull role to an internal system identity like ACR-Tasks-Network does not necessarily authorize the ACI to pull
images unless that specific managed identity used by ACI has the role assignment.

According to the Microsoft Azure Administrator documentation, the correct method to allow a container instance to pull an image from an Azure Container Registry is:

Enable a managed identity (system-assigned or user-assigned) for the Azure Container Instance.

Assign that managed identity the AcrPull role on the container registry.

The ACR Tasks Network identity mentioned in the scenario is used internally by ACR for automated build tasks, not for deployment of container instances. Therefore, assigning the AcrPull role to ACR-Tasks- Network does
not resolve the issue of ACI being unable to access the container image.

Hence, this solution does not meet the goal because the role was assigned to the wrong identity. The correct approach is to assign AcrPull to the Azure Container Instance's managed identity instead.
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For VM1, create a backup policy and configure the backup

Explanation:



According to 1, Availability Zones are unique physical locations within an Azure region that provide high availability and disaster recovery for your virtual machines. To back up your VM across three availability zones in the
primary region, you need to perform the following actions in sequence:

Create a Recovery Services vault2 that will store your backups and enable geo-redundancy for cross-region protection.

For VM1, create a backup policy and configure the backup2 to use the Recovery Services vault as the backup destination.

Configure a replication policy1 that will replicate your VM1 to another availability zone in the same region.
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A virtual machine scale set is a group of identical virtual machines that are centrally managed, configured, and updated1. A virtual machine scale set can automatically increase or decrease the number of virtual machine
instances in response to demand or a defined schedule2. A virtual machine scale set also provides high availability and fault tolerance by distributing the virtual machine instances across multiple fault domains and update
domains3.

A fault domain is a logical group of underlying hardware that share a common power source and network switch. A fault domain can fail due to hardware or software failures, power outages, or network interruptions4. A virtual
machine scale set can have up to five fault domains in a region.

An update domain is a logical group of underlying hardware that can undergo maintenance or be rebooted at the same time. An update domain can be affected by planned events, such as OS updates, application updates, or
configuration changes4. A virtual machine scale set can have up to 20 update domains in a region.

By creating a virtual machine scale set that has 10 virtual machine instances, you can ensure that App1 always runs on at least eight virtual machines during planned Azure maintenance. This is because the default
configuration of a virtual machine scale set is to have five fault domains and five update domains. This means that at any given time, only one fault domain or one update domain can be unavailable due to maintenance or
failure. Therefore, at least eight out of 10 virtual machine instances will be available to run App1.

An availability set is another option for providing high availability and fault tolerance for your virtual machines. An availability set is a logical grouping of two or more virtual machines that are deployed across multiple fault
domains and update domains. However, an availability set does not provide automatic scaling of resources or load balancing of traffic. You need to manually create and manage the number of virtual machine instances in an
availability set.

Therefore, a virtual machine scale set is a better option than an availability set for your scenario. To create a virtual machine scale set, you can follow these steps:

Sign in to the Azure portal.

Select Create a resource > Compute > Virtual machine scale set.

On the Basics tab, enter a name for your scale set, select your subscription and resource group, select Windows Server 2019 as the image type, and enter a username and password for the administrator account.

On the Instance details tab, select the region where you want to deploy your scale set, select the size of the virtual machine instances, and enter 10 as the initial instance count.

On the Scaling tab, configure the scaling policy for your scale set based on metrics or schedule.

On the Load balancing tab, configure the load balancer for your scale set to distribute traffic across the instances.

On the Management tab, configure the diagnostics settings, automatic OS upgrades, extensions, and backup options for your scale set.

On the Advanced tab, configure the availability zone, proximity placement group, accelerated networking, host group, and custom script extension options for your scale set.

On the Tags tab, optionally add tags to your scale set resources.

On the Review + create tab, review your settings and select Create.
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Microsoft Entra ID provides External collaboration settings to control which external domains users can invite as guests. To restrict invitations so that only users from fabrikam.com can be invited, you must configure
Collaboration restrictions.
Within the External collaboration settings, administrators can:
* Allow invitations only to users from specific domains
* Block invitations to all other external domains
Microsoft Entra documentation specifies that Collaboration restrictions are the control used to define allowed or blocked external domains for B2B guest invitations.
The other options do not meet the requirement:
* Guest user access restrictions control what guests can do after they are invited.
* Cross-tenant access - Tenant restrictions control inbound/outbound access behavior, not invitation eligibility.
* Microsoft cloud settings apply to cloud instances, not domain-based invitations.
Final Verified Answer:
# C. From External collaboration settings, configure the Collaboration restrictions settings.
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To create a peering between two virtual networks, the address spaces of the virtual networks must not overlap.

VNet1 has an address space of 10.0.0.0/16, which overlaps with VNet2's address space of 10.2.0.0/16.

Therefore, you need to modify the address space of VNet1 to a non-overlapping range, such as 10.1.0.0/16, before you can create the peering. You do not need to configure a service endpoint, add a gateway subnet, or
create a subnet on either virtual network for the peering to work. Then, References: [Virtual network peering]

[Modify a virtual network's address space]
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A. WQL

B. T-SQL

C. XPath

D. KQL
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The planned change specifies that you must configure a Data Collection Rule (DCR) to collect only system events with Event ID 4648 from VM2 and VM4.
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A Data Collection Rule (DCR) in Azure Monitor defines how data is collected from resources, filtered, and sent to destinations like Log Analytics workspaces. To define or query this data within Azure Monitor Logs or Log
Analytics, you use Kusto Query Language (KQL).

From the Microsoft Learn: Azure Monitor Logs Documentation:

"Log queries in Azure Monitor are written in Kusto Query Language (KQL), the same query language used by Azure Data Explorer."

"KQL is optimized for querying large datasets, filtering by event IDs, sources, and event types." Other options:

*WQL (WMI Query Language) - used for on-prem Windows event querying, not for Azure DCR.

* T-SQL (Transact-SQL) - used for Azure SQL Database queries, not for monitoring data.

* XPath - used in Event Viewer or XML-based event filtering, not within Azure Monitor DCR configuration.

Therefore, when you configure DCR1 to collect system events (Event ID 4648) from the specified VMs, the Kusto Query Language (KQL) is the correct and verified method to filter and process these events.
Example of a valid KQL expression for this requirement:

SecurityEvent

| where EventID == 4648

| where Computer in ("VM2", "VM4")

This aligns with the Azure Monitor and Log Analytics query methodology covered in AZ-104 official exam guide (Implement and manage monitoring).
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contoso.com & LVS & HEID Microsoft Entra 73+ > A ®H Y £,

500 ADNEBAL—H—DRAEA—IL 7 RLRAZEL CSV 771 LULDEHY FT,

500 ADSERL—H—T &2 contoso.com [CH R b A—H—TFHO U FEERT HARELAHY EFT,

fRRE: Azure 7R—% JLD Microsoft Entra ID W5, A —H —D—1EERIREEFR LI,

CNIFEREZFELTLEITH?

A. [FLy

B. LMV R

EfE: (EfEZRRLET)

In Microsoft Entra ID (Azure Active Directory), creating guest user accounts for external users involves the B2B collaboration invitation process, not the Bulk create user operation. The Bulk create user feature in the Azure
portal is used exclusively for creating member users (internal accounts) within your tenant - users that belong directly to your organization.

The Microsoft Azure Administrator official study guide and documentation specify that to onboard external users (guests), you must invite them using the B2B invitation mechanism. This process creates user objects with
userType = Guest in your directory. The correct method to achieve this in bulk is by using the PowerShell cmdlet New-AzureADMSInvitation or Microsoft Graph API to send invitations automatically to all external users listed in
your CSV file.

Bulk create user operation does not support adding guest accounts because it doesn't generate the B2B invitation link or email, which is required for the external user to accept and authenticate using their own identity
provider (e.g., Microsoft account, Google, or another Entra tenant).

Therefore, the proposed solution fails to meet the requirement of creating guest accounts for the 500 external users in the contoso.com tenant. The correct solution would be to use PowerShell with the New-
AzureADMSiInvitation command or the Azure AD portal's "Invite external users" bulk import option designed specifically for guest creation.
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'm HATCT uiﬂii __Lﬂi
VNET1 | 10.10.10.0/24.“ ' | West Europe
VNET2 | 17216.00/16 | West US

RERY FT—=JI12IERODT TRy bHAEENTT,
Name A
Subnet11 L WNI
Subnet21
Subnet22

Subscnption2 [ZIXRDEERY bT—ODNEENRTULET,
- 4RI VNETA

*7 KL XZERM: 10.10.128.0/17

* dhig: h o4 hER

VNETA IZIEZRDY Ty bDEFENFET,

Name Address range
SubnetA1 | 10.10.130.0/24
SubnetA2 | 10.10.131.0/24

UTOEXIZDOWT ELWMESIE R ZBRLTLESVD, ZE5TEWNMGEEF DOVA JZERLTESL,
AR ELVWERIEICTRAV MAMESIET,

Statements

. A Site-to-Site connection can be established behcom VNET2.
Microsoft .

VNETT an‘pﬂﬁnlke n

VNET1 and VNETA can be peered.




Answer Area

Statements Yes No

A Site-to-Site connection can be established between VNET1 and VNETZ2. I *
VNET1 and VNET2 can be peered.

VNET1 and %Er*- ek OSOTT 1O

Explanation:

Answer Area | P &

. Sfa témenti

A Site-to-Site connection can be established®between VNET1 and VNET2.
VNET1 and VNET2 can be peered.

VNET1 and VNETA cafbepeered.

In Microsoft Azure, connectivity between virtual networks depends on IP address space, region, and subscription constraints.

1## Site-to-Site VPN between VNET1 and VNET2 - YES:

Azure supports a Site-to-Site VPN connection between two VNets in different regions or subscriptions as long as both have non-overlapping address spaces and contain a VPN gateway. In this case, VNET1 (10.10.10.0/24 -
West Europe) and VNET2 (172.16.0.0/16 - West US) have unique address spaces, so a S2S connection is possible.

2## VNET1 and VNET2 Peering - YES:

VNet peering enables direct communication over the Microsoft backbone network with low latency and no gateway requirement. Global VNet Peering supports VNets in different Azure regions (e.g., West Europe and West
US) as long as address spaces do not overlap-which is true here.

3## VNET1 and VNETA Peering - NO:

VNETA's address space (10.10.128.0/17) overlaps with VNET1 (10.10.10.0/24), because both belong to the same 10.10.0.0/8 range. Azure explicitly blocks VNet peering between VNets with overlapping address spaces to

avoid routing conflicts.
According to Microsoft Learn ("Virtual network peering - requirements and constraints"), peering is only supported when address spaces do not overlap. Therefore, VNET1 and VNETA cannot be peered.
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FUoTLERARY MNI—ODBHYET,

VNet1 & VNet2 £ULV5 2 DDRERY FT—0ZEL Azure Y TRV Y T3 ohHBYET VNetl (X IP 7 KL RAZERM 192.168.8.0/24 AL ET VNet2 [T IP 7 KL X ZERH] 192.168.9.0/24 =R L E T,
BBy bIT—V EBRTHIBELAHYET V) a—aVIEUTOERZ®E-TVLENHYET,

*VNet! DY Y —ZAMNVNet2 LDV —REBIETESLZHRLET,

*FUOTLIR RV NT—=OLED)V—AD Azure )V —REBIETESLZ EHMHERLET,

*AR MERDRICMAFET,

Arswer Area

Ensuire communication bebween VNel!l and VMNel2 l - ]
MNetwork preorwli
A Static route
- d (|
Ersure communcationbsrween the on-premises network and Azure -
An ExpressRoute circuit

- i faure Private Link

Y.
II:I!. |'| B 2l 'aF Fa o r.:'lln-
“r.;-.;'fr ] . -.i- F | -:?' Sl ) | [ Azure VPN Gateway
wy A B wi B bl e’ W O

Ensure communicatomn 'L'r-'.-.r,i-wr'-@i g

?.“'&.IF‘T‘ commuriclion between the on-premses network and Azure

Azure VPN Gateway

Explanation:
Answer Area

Ensure communication between VNet1 and YMet2: | A private endpoint o

Ensure eommunication between the on-premises network and Azure: | An ExpressRoute circuit | ™
To allow VNet1 (192.168.8.0/24) and VNet2 (192.168.9.0/24) to communicate, the lowest-overhead Azure- native option is virtual network peering. Azure documentation describes VNet peering as a way to connect two VNets
so that resources can communicate using private |IP addresses as if they were on the same network.
Because the address spaces do not overlap, peering is supported and does not require deploying extra appliances. This also minimizes administrative effort compared to routing through gateways or NVAs.
For on-premises to Azure connectivity while minimizing cost, the appropriate service is an Azure VPN Gateway with a site-to-site (S2S) VPN. Azure's guidance for hybrid connectivity positions VPN Gateway as the cost-
effective encrypted tunnel over the public internet for connecting on-premises networks to Azure VNets. The alternative shown, ExpressRoute, provides private dedicated connectivity but is designed for higher
throughput/enterprise requirements and generally increases cost due to circuit provisioning and associated charges. Therefore, combining VNet peering (VNet-to-VNet) with VPN Gateway (on-prem-to- Azure) satisfies both
communication requirements and the cost constraint.
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Name W‘" '
VM1 Virtual machine
VM2 Virtual machine

LB1 L alancer ic SKU)

VM1 B & U VM2 [Z Web 4—/38— (IIS) —/8— O—JLEA VR F—JLL VM1 B& U VM2 % LB1 [ZBIMLET,
LB1 (X, LB1 DERICSREATNAE S I IR TWES , (LB1 4 TE5 Uy o LET,)

Eszentials ~

e =“Microsoft .,

VMRG 1 (2 virtual machines)
Location I
West Europe 1 (HTTP:80/Probe1.htm)

Subscription name [change) Load balancing rule
Azure Pass Rule1 (TCP/80)

Subscription ID NAT rules
ebbd2b22-fdeB-4af2-9323-d43516f6ebde .

SKU Public IP address
Basic 104.40.178.194 (LB1)

Rule1 [, Rule1l ORIZRT LI ICHEH SN TUWET (Rulel] 2 T2 U v LET),



@ wa ) mve

* Frontend IP address @
| 104.40.178.194 (LoadBalancerfrontEnd)

Protocol
(@ vce () uoe

* Pont

i BO

Backnd @i m(@
!*I-HII'.H pmhq.
| Probel 1.htm)

Session persistence @
| None

Idle tmeout (minutes) @

Floating [P (direct server return) @
Disabled

UTOEXIZDWT ELWMEAIX FELV ZEBIRLTLESWD, F5THWMESIT DOVZ 1 ZBIRLTLESLY,
SEE ELLBIRSCEIZTIRA Y RAMEShET,

Answer Area Q"
Statements oo
VM1 is in the same availability set as VM2. o * J
<

If Probe1.htm is present on VM1 and VM2, LB1 wﬁ%& traffic for TCP port 80 between VM1
and VM2,

| O o=
If you delete Rule1, LB1 will bal:nce al%@:ests be=.dm\?/&tf-6r§ﬁft U

1E fiz:



Answer Area

Statements Yes No

VM1 is in the same availability set as VMZ2.

\ : x I
If Probe1.htm is present on VM1 and VM2, LB1 will balance traffic for TCP port 80 between VM1 | |
and VM2 )

f you delete Rule1, LB1 will balance all the requests between VM1 and VM2 for@ailthe ports “ |

Explanation:
Answer Area
Statements Yes No
VM1 is in the same availability set as VM2 ®
f Probe1.htm is present on VM1 and VM2, LB1 will balance traffic for TCP port 80 between VM1 e
and VM/?
If you delete Rule1, LB1 will balance all ;I_l_gfi&-f;uesti bétween, UM Land Vi fr.all the ports. L

1## VM1 is in the same availability set as VM2 # Yes

In Azure, for a Basic SKU Load Balancer, the backend virtual machines must be in the same availability set (or in the same virtual machine scale set).

Basic Load Balancers cannot span across multiple availability sets or availability zones.

The screenshot shows that LB1 uses the Basic SKU, so by requirement, VM1 and VM2 must be in the same availability set.

Therefore, this statement is true.

2## If Probe1.htm is present on VM1 and VM2, LB1 will balance traffic for TCP port 80 between VM1 and VM2 # Yes A load balancing rule defines how traffic is distributed to the backend pool.
The rule "Rule1" uses TCP port 80 for both frontend and backend.

A health probe (Probe1.htm) monitors the health of backend VMs.

When both VMs respond successfully to Probe1.htm, the load balancer distributes TCP traffic on port 80 evenly between the two healthy VMs.

Therefore, when Probe1.htm is available and healthy on both VMs, LB1 distributes HTTP traffic (port 80) between VM1 and VM2.

This statement is true.

3## If you delete Rule1, LB1 will balance all the requests between VM1 and VM2 for all ports # No Load balancers in Azure do not automatically balance traffic unless a load-balancing rule exists.
Each load balancing rule explicitly defines which ports and protocols are balanced.

If you delete Rule1, there will be no configuration telling the load balancer which ports to listen to or where to send traffic.

The load balancer will not distribute any traffic automatically for other ports.

Therefore, deleting the rule disables traffic distribution entirely, and this statement is false.



Microsoft Azure Administrator Official Documentation Extract (AZ-104 Reference):

"Basic Load Balancer can only balance traffic among VMs within a single availability set or virtual machine scale set."

"A load-balancing rule defines how traffic is distributed to the backend pool. Deleting a rule stops load balancing for that port."

"Health probes determine which backend pool instances receive new flows." (Source: Microsoft Learn - Azure Load Balancer Overview, Create and Manage Load Balancer Rules, Health Probes in Azure Load Balancer)
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C.Azure hR A L X9 1) 7 MER#EEE

D. Azure App Service M Department Center

EfR: (EffzRTLET)

When deploying Azure Virtual Machines (VMs) - individually or within a Virtual Machine Scale Set (VMSS) - administrators often need to automate post-deployment configuration tasks such as installing software, running
configuration scripts, or setting up environment dependencies.

According to Microsoft Azure Administrator documentation, the Azure Custom Script Extension is designed precisely for this purpose. It downloads and executes scripts on Azure VMs after deployment. The extension
integrates directly with Azure Resource Manager (ARM) templates, Azure CLI, or PowerShell, enabling automated installation and configuration of software packages like NGINX, IIS, or custom utilities.

The Custom Script Extension runs PowerShell scripts on Windows VMs and shell scripts on Linux VMs. In the case of deploying Windows Server 2022 VMs in a scale set, you can embed the Custom Script Extension JSON
configuration into your ARM template, specifying the script's location in Azure Storage or GitHub and the command to execute (for example, Install-WindowsFeature Web-Server or an NGINX installer command).

This approach aligns with Microsoft's best practices for Azure automation and infrastructure-as-code, ensuring consistent, repeatable deployments across all instances in the scale set. It also minimizes manual intervention,
reduces configuration drift, and ensures each VM instance has the required software components available immediately after provisioning.
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https://docs.microsoft.com/en-us/azure/site-recovery/move-azure-vms-avset-azone https://docs.microsoft.com
/en-us/azure/virtual-machines/windows/create-portal-availability-zone https://docs.microsoft.com/en-us/azure
/virtual-machines/manage-availability https://docs.microsoft.com/en-us/azure/availability-zones/az- overview#availability-zones
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A. share1 D&

B. cont1 & share1 D&

C. share1 & share2 M

D. cont1_share1_share2® #

E. cont1_cont2_ share1_ share2

IEfE: (EfEZRRLET)

In the scenario, storage1 is configured as StorageV2 with Hierarchical namespace = Yes, while storage2 is configured as StorageV2 with Hierarchical namespace = No.

From Microsoft's Azure Storage Documentation and AZ-104 Study Guide, the following principles apply:

* A hierarchical namespace (enabled when the storage account has Azure Data Lake Storage Gen2 capabilities) allows the use of directories within containers to organize data.
* The hierarchical namespace provides directory and file-level structure similar to a file system. This is supported only for blob containers, not for Azure Files.

* Azure Files (file shares) do not depend on hierarchical namespaces and cannot have directories in the same way Data Lake Gen2 does - directories can exist inside the share but not in the blob container sense.
* The planned change states that you must use directories whenever possible to organize content.

Therefore, only storage accounts with hierarchical namespace enabled can use directory structures - that's storage1.

In this case:

* storage1 (Hierarchical namespace = Yes) # supports containers (like cont1) and file shares (like share1).

* storage2 (Hierarchical namespace = No) # does not support directories within blob containers (Data Lake structure).

Hence, you can use only cont1 (container in storage1) and share1 (file share in storage1) to organize content as required.

This is directly supported by the Microsoft documentation on Data Lake Storage Genz2:

"When you enable the hierarchical namespace for a storage account, you can organize objects into directories and subdirectories. This capability is available only for accounts configured for Data Lake Storage Gen2." Final
Verified Answer: # B. cont1 and share1 only
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Name Type

kAR o m
VMEREG mnesource qQroup

YT - e T
Wet Virtual netwaork

ey Virtual netw

VM 2

Virtual machine
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adatum.com V—2 & ROBEIZTRT LS IR SN TUVVET,

Resource group (change) Name server |
vimirg .
Subscription (change) Name server 2
Azure Pass -
Subscription 1D Name server 3
adfde20b-d56a-4f6c-B298-6c53cd0bT20c -
MName server 4
Tags (changs)
Chck here to add taas
-
2 et oot B Microsoft
MLARE vre T V.
Email: aruredni-hostmaster. microsofl.com
Host: internal.cloudapp.net
Refresh: 3600
o SOA 3600 Retry: 300
Expire: 2419200
Minimum TTL: 300
Serial number: 1
wml A 3600 10.0.0.4
wm9 A 3600 10.1.0.12

UTDEXIZDWT ELWMESIX KUV ZFEBRLTLESWDN, 25 THRWMEGSIE DDWWA 1 ZEIRLTLESY,
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Answer Area

The A recorthfor W5 Wil be registered @]
» Auporfiatically'in the adatum.com zone.

% VA5 can resolve VM9.adatum.com, 8 Q

"1 IVT " |
s s IVIGEQ soft o o

g a lli g _
The A sectrdifof VM5 will be registered

" @mmahc&hy in the adatum.com zone,

- IVI i c ro S o ft A ) uMﬁ.can resolve VM9 adatum.com.

VMBE can resolve YM9.adatum.com,

Explanation:



== Microsoft .0 .

The A recard for YMS will be registered O ]
autamatically in the adatum.com zone,

Y5 can resolve VM9.adatum.com. i

WME can resolve VM3, adatum.com. w O
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Answer Area

@ External User
ah

& Edit propertiel T Delete '_ Eatresh v Reset password | 5 Revoke sessions | 1550 Manage vwew =7 Got feedback?

Orverview Mortonng Properties
B avdt logs bl
D Sigo-in logs Basic info

> Diagnose and sohe problems

Manage External User
etemali 85 _.;md comEEXTe D4k ? 304 1 Soutiooi onmicrosott _:': m
B Custom secunty atinbutes r Guest
1P i) ]

Asgigned roles L .
User principal name external 195 _gmail cOmEENT # < ERINT Soutiook.onmicrosg
Admunistratie unis
Chject 1D 20353880 1980 208 - o800 - ascdcs0fate 1
Groups
Created date time ghpe. 302023, 158 AM
Apphcations
User type Glest
Licentes e R e
posin, W %30, 2023. 11:58 AM

Dt -

Azure role assignments My Feed

D Authenticabion methods - _ _ )

Troubleshooting + Support . o a . Sign-ins B2E collaboration

@ Enabled . | L' segm-ire Invitation ttate: Accepted
=Microsoft




a External User

| 2 Search | =

B Audtiogs
D sign-in logs

2 Diagnose and solve problems

Manage External User
external 155 _gmad com®EXTS O sk2 304 1 Soutiook.onmicrosoft.com

B Custom secunty attnbutes

& Assigned roles
& Admunustratiee unids

| Azure role assignments My Feed

Troubleshooting + Support Account status | 4 Signiins | 828 collaberation
‘ X
© trabled 4 Last signeim == imitation state: Accepted

B New support request
Edit ; See all sign-s Resed redemplion status

Explanation:
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@ External User
“ ¥

Creerview

Basic info

Manage

User principal name T 19 Gy A ENIes k23 SUTIOSE. OmmECTos Group membe

Chject 1D
Applcations

Created date time

Asgigned rokes
Uset type
fdentithes Assigned lice

"

{f&': Account status @ . Signins @ 528 collaboration

In Microsoft Entra ID (formerly Azure Active Directory), guest users (External Users) are typically added via B2B collaboration invitations. They authenticate using the identity provider (IdP) associated with the email they were
invited with - such as a Microsoft account, Gmail (Google), or another organization's Azure AD tenant.

When you need to change the authentication method or identity for a guest user - for example, from external195@gmail.com to contractor@gmail.com - you must modify their identities and ensure that their account status is
enabled and synchronized with the new sign-in identity.

Step-by-step from Microsoft Documentation:

From Microsoft Learn - "Manage external collaboration settings in Microsoft Entra ID" and "Manage guest accounts in Azure AD":

Identities

Under the Overview blade of the user, the Identities section lists all linked sign-in identities for that account.

You can remove the old identity (e.g., external195@gmail.com) and add the new one (contractor@gmail.

com) as an alternate identity or replace the existing one.

This determines which external account the guest uses to authenticate to your tenant.

Account status

Once the new identity is added, ensure the Account status remains Enabled so that the user can sign in successfully.

If disabled, the user cannot authenticate even with the new email address.

This setting controls whether the guest user object is active in the directory.

Other fields such as User principal name, Object ID, or Reset password cannot directly modify the external identity since guest authentication relies on the federated identity provider of the external email domain.



Therefore, the administrator must use Identities to register or replace the authentication address, and Account status to ensure the user can log in using the new account.
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Azure Blob Storage & Azure File Storage {9 5 storage1 & V5 £ RiI0D Azure Storage 7 ho > bAHY 9,
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Blob storage: v

Azure Active Directory (Azure AD) only

Shared access signatures (SAS) only

Access keys and shared access signatures (SAS) onlys

Azure Active Directory (Azure AD) and shared amﬁs—%i@natures (SAS) only

Azure Active Directory (Azure AD) access keys -and shared access signatures (SAS)

.—-.—

File storage: %g—?&% Eﬂ# e | v

Azuré Acﬂvse Directory (Azure AD) only

Shared access signatures (SAS) only

ﬁccﬁs keys and shared access signatures (SAS) only

Amre Acti d faure )? shared access signatures (SAS) only |
Azure Acti y (AZ ess keys, and shared access signatures (SAS)

Blob storage:

Azure Active Directory (Azure AD) only
Shared access signatures (SAS) only
 Access keys and shared access signatures 15&35_9'11:-'

Azure Active Directory (Azure AD) and shared access signatures (SAS) only ' :

T .

II

File storage: % v

Shared ac:ﬂss 5Egnatur55 {SAS} nnly I
"Accésskeys and shared access signatures (SAS) only
Azure m%} ‘e Directory (Azure AD) and shared access signatures (SAS) only

Azure Active Directory (Azure AD), access keys, and shared access signatures (SAS)

Explanation:



Blob storage: v

Azure Active Directory (Azure AD) only

Shared access signatures (SAS) only

Access keys and shared access signatures (SAS) only

Azure Active Directory (Azure AD) and shared access signatures (SAS) only

Azure Active Directory (Azure AD), access keys, and shared access signatures (SAS)

File storage: v

Azure Active Directory (Azure AD) only

Shared access sianaiures (SAS) only

Access keys and shared access signatures (SAS) only

Azure Aclive Directory (Azure AD) and shared access signatures (SAS) only

Azure Active Directory (Azure AD), access keys, and shared access signatures (SAS)

You can provide authorization credentials by using Azure Active Directory (AD), or by using a Shared Access Signature (SAS) token.
Box 1:

Both Azure Active Directory (AD) and Shared Access Signature (SAS) token are supported for Blob storage.

Box 2:

Only Shared Access Signature (SAS) token is supported for File storage.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-use-azcopy-v10
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When a public Azure DNS zone is created, Azure automatically assigns a set of authoritative name servers (NS records) to the zone. However, simply creating the DNS zone in Azure does not make it resolvable from the
internet. For external resolution to work, the domain registrar must delegate authority to Azure DNS.

Microsoft Azure documentation clearly states that to make DNS records resolvable publicly, you must update the domain registrar's NS records to point to the Azure-assigned name servers. This action establishes Azure DNS

as the authoritative DNS provider for the domain.
Creating NS or SOA records within the Azure DNS zone itself does not affect external resolution unless the registrar delegation is completed. The SOA record is automatically created and managed by Azure DNS and must

not be modified at the registrar.
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Resource to create: v

An Azure Event Grid
An Azure-L ©g Analytics workspace

An AzureStorage account
Resource on whichita.enable diagnostics: | v
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NSG1 .
The ‘Azure virtdal machines
1F fiZ:
Resource to create: v
|An Azure EventGrid
WAn Azure Log Analytics workspace
An Azure Storage account
Resource on which to enable diagnostics: v
ILB1 _
INSG1 |
The Azure virtual machines
Explanation:

Box 1: An Azure Log Analytics workspace

In the Azure portal you can set up a Log Analytics workspace, which is a unique Log Analytics environment with its own data repository, data sources, and solutions.

Box 2: NSG1

NSG flow logs allow viewing information about ingress and egress IP traffic through a Network security group. Through this, the IP addresses that connect to the ILB can be monitored when the diagnostics are enabled on a
Network Security Group.

We cannot enable diagnostics on an internal load balancer to check for the IP addresses.
As for Internal LB, it is basic one. Basic can only connect to storage account. Also, Basic LB has only activity logs, which doesn ' t include the connectivity workflow. So, we need to use NSG to meet the mentioned

requirements.
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A. IP1
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D. NSG1
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When deploying a virtual machine via an ARM template, dependencies must ensure resources are created in the proper order. A VM requires a network interface (NIC) at creation time; therefore, the VM resource must
depend on the NIC.

The NIC itself depends on the virtual network, subnet, network security group, and public IP (if applicable).

Microsoft ARM template guidance specifies that the VM's dependsOn should reference the NIC, allowing Azure Resource Manager to implicitly handle the remaining network dependencies.
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'?ﬂnﬂ only
ackup1 only

Recoveryl only
Backup1 or Recovery1
Cannot be backed up to Backup1 or Recovery1
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Backup1 or very1

-

‘ Q Backup1 or Recovery1
\ Cannot be backed up to Backup1 or Recovery1




Explanation:
AnNswer Area

-

§hare1* "Recovery1 only s §

In Microsoft Azure, backup vaults and Recovery Services vaults serve distinct purposes depending on the type of data source being protected. The Azure Administrator study guide and Microsoft documentation outline the
following key differences and supported workloads:

* Backup Vault (Azure Backup Center - Modern Vault):

* The Backup vault is designed primarily for Azure Blob storage backup.

* It supports backing up Azure Blobs (block blobs) in a storage account.

* You can configure backup policies directly in Backup Center and use the "Azure Blobs backup" feature.

* This vault type is managed using the Azure Resource Manager (ARM) model and supports new backup scenarios introduced after 2021.

* Hence, in this question, cont1 (a blob container) can be backed up only to Backup1 (Backup vault).

* Recovery Services Vault:

* The Recovery Services vault supports backups for Azure virtual machines (VMs), Azure Files shares, on-premises workloads using the Microsoft Azure Recovery Services (MARS) agent, and SQL/SAP HANA databases on
Azure VMs.

* It does not support Blob container backup but does support Azure file share backup.

* Therefore, share1 (a file share) must be backed up using Recovery1 (Recovery Services vault).

The Azure Backup architecture documentation emphasizes that these vaults are distinct and not interchangeable:

"Recovery Services vaults are used to back up Azure VMs, Azure Files, and on-premises workloads. Backup vaults are used to protect Azure Blobs. You cannot back up Blobs to a Recovery Services vault or back up Azure
Files to a Backup vault." Thus, following Microsoft's official storage backup configuration:

* cont1 (Blob container) # Backup1 only

* share1 (File share) # Recovery1 only

Final Verified Answer:

# cont1 # Backup1 only

# share1 # Recovery1 only
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In Azure AD, the ability to invite external (guest) users is controlled through External collaboration settings, found under Users # External collaboration settings in the Azure AD portal.

If a User administrator attempts to invite an external user but receives a "Generic authorization exception®, this typically means the organization's external collaboration restrictions prevent user invitations.
According to Microsoft documentation (Configure external collaboration settings in Azure AD):

"To enable administrators or users to invite external guests, you must configure the External collaboration settings. You can define who can invite guest users into the directory, including administrators, users, or only specific
roles." By updating these settings to allow User administrators to send invitations, Admin1 will be able to successfully invite the external partner (user1@outlook.com).
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Explanation:

WebApp1 can communicate with VM2. No, this is not correct. According to the tables, WebApp1 is integrated with VNet1, which has a peering connection with VNet2. However, VM2 is in VNet3, which is not peered with
VNet1 or VNet2. Therefore, WebApp1 cannot communicate with VM2 across different virtual networks1.



NSG1 controls inbound traffic to WebApp1. No, this is not correct. According to the tables, NSG1 is associated with Subnet1 in VNet1, which is integrated with WebApp1. However, network security groups only control
outbound traffic from App Service apps to virtual networks, not inbound traffic to App Service apps from virtual networks2. Therefore, NSG1 does not control inbound traffic to WebApp1.

WebApp2 can communicate with VM1. Yes, this is correct. According to the tables, WebApp2 is integrated with VNet3, which has a peering connection with VNet2. VM1 is in Subnet2 in VNet2, which has a network security
group named NSG2 that allows inbound traffic from any source on port 803. Therefore, WebApp2 can communicate with VM1 on port 80 across peered virtual networks.
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To prevent new content added to an Azure Blob container from being modified or deleted for a specific duration (in this case, one year), you must configure an immutability policy by setting a time-based retention policy or
legal hold within an access policy on the container.

According to Microsoft's Azure Storage documentation, immutability policies are configured under

"Immutable blob storage", which allows you to store data in a WORM (Write Once, Read Many) state. When a time-based retention policy is set (for example, one year), any blob data added to that container cannot be
modified or deleted until the retention period expires.

The configuration is done by defining an access policy on the container and specifying parameters like retentionPeriodInDays. This ensures compliance with regulations such as SEC 17a-4(f), CFTC 1.31(d), and FINRA Rule
4511.

Other options such as access level, IAM settings, and access tier control visibility, permissions, or storage costs but do not enforce immutability or write protection.

Hence, to achieve the goal of preventing modifications to new blobs for one year, you must configure an access policy with a time-based immutability (retention) policy on the container.

# Final Verified Answer: C. an access policy
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{

"type": "Microsoft.Network/virtualNetworks",
"name": "VNET1"

"apiVersion™: "2019-02-01",

"location": "[resourceGroup().location]",
"properties™: {

"addressSpace": ({

"addressPrefixes": ["10.10.10.0/24"]

b

"subnets": [

{
name® 1 . -

t

ssPrefix": | ]v

B\ icrose i
= Mlcrc{‘
A 10.10.10.0/27

10.10.10.0/29

10.10.10.0/30

"name": "LANO2",
"properties": {
"addressPrefix™: "10.10.10.128/25"
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{

"type": "Microsoft.Network/virtualNetworks",
"name”: "VNET1"

"apiVersion": "2019-02-01",

"location"™: "[resourceGroup().location]™,
"properties”: {

"addressSpace": {

"addressPrefixes": ["10.10.10.0/24"]

},
"subnets": [ @
{

“name"'.

— o — — — — —

a_zErEBaat §
AzureFi rﬂ ubnet
LRNG

essSubnet

£y

_|w

10.10.10.0/29
10.10.10.0/30

"name": "LANO2",
"properties": {
"addressPrefix": "10.10.10.128/25"

Explanation:



"location": "[resourceGroup () .location]"

"addres: refi es™. [n ] 26 16-0/0 i IIJ .
} ¥ : ¥ f l
rsubnets”: |
{
" name " . v
 AzureBastionSubnet
AgureFirewallSubnet
LANO1
RemoteAccessSubnet
n roper .‘.. = & | {

"addr Prefix": v
10.10.10.0/27
10.10.10.0/29
10.10.10.0/30

}
} .
{

When deploying Azure Bastion using an Azure Resource Manager (ARM) template, Microsoft requires that the subnet dedicated to Bastion follows strict configuration guidelines. According to the Microsoft Azure Administrator
documentation, the Azure Bastion service must be deployed within a specifically named subnet called "AzureBastionSubnet".

This subnet name is case-sensitive and mandatory - any deviation from this name (e.g., "BastionSubnet" or

"AzureBastion") will cause deployment failure.

Additionally, the subnet must have a minimum prefix of /27 to provide sufficient IP addresses for the Bastion- managed instances and scaling operations. Subnets smaller than /27 (such as /28 or /29) are not supported
because Bastion requires multiple internal IP addresses for operations like scaling, management, and secure connectivity.

In the ARM template structure:

{

" type " : " Microsoft.Network/virtualNetworks " ,

"name":"VNET1",

" apiVersion " : " 2019-02-01 ",

" location " : " [resourceGroup().location] ",

" properties " : {

" addressSpace " : {



" addressPrefixes " : [" 10.10.10.0/24 " ]
3

"subnets " : [

{

"name " : " AzureBastionSubnet ",
" properties " : {

" addressPrefix " : " 10.10.10.0/27 "
}

2

{
"name": " LANO2 ",

" properties " : {
" addressPrefix " : " 10.10.10.128/25 "

}

}

]

}

}

This ensures that Azure Bastion can be deployed properly within the virtual network VNET1, providing secure RDP/SSH connectivity to VMs without exposing public IPs.
Extract from Microsoft Documentation:

"Azure Bastion must be deployed in a dedicated subnet named 'AzureBastionSubnet'. The subnet must be at least /27 or larger (/26, /125, etc.). This subnet is used exclusively by the Bastion host and cannot contain other
resources." (Source: Microsoft Learn - Deploy Azure Bastion using Azure Resource Manager templates, and Azure Bastion service configuration requirements)
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Azure Backup uses the Recovery Services vault to protect virtual machines by creating restore points stored in Azure. Before a virtual machine can be backed up, it must have the Azure Backup extension (also called
VMBackup extension) properly installed and configured on the VM.
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According to Microsoft Learn - "Back up and restore encrypted virtual machines" and "Back up Azure VMs with the Azure Backup service", the backup process for a VM requires the following:

"When you enable backup for an Azure virtual machine, the Azure Backup service installs an extension on the VM to coordinate the snapshot and backup process. If the extension is missing or not installed properly, backups
cannot be triggered for that VM." Explanation of the Scenario You already have a Recovery Services vault protecting VM1 and VM2.

You now need to add VM3 and VM4 to the same vault for protection.

Before they can be added, you must ensure that:

The VMs are running in the same region as the Recovery Services vault (because a vault can only protect resources within its region).

The VMBackup extension is installed and registered on each VM.

If the backup extension is missing or not configured correctly, Azure Backup cannot communicate with the VM to take snapshots or register it in the vault.

Once the extension is properly configured, you can then enable backup from the Recovery Services vault without needing to create a new vault, policy, or storage account - because all those resources already exist and can
be reused.

Other Options Explained

A). Create a new Recovery Services vault: # Not necessary unless the new VMs are in a different region from the existing vault.

C). Create a storage account: # Azure Backup automatically manages backup storage within the vault; no separate storage account is required.

D). Create a new backup policy: # Not needed unless you want a different backup schedule or retention. You can use the existing policy.

# Final Verified Answer:

B). Configure the extensions for VM3 and VM4.

Microsoft Learn Extract (Supporting Documentation):

"To enable Azure Backup for virtual machines, the Azure Backup extension must be installed. This extension coordinates the snapshot and backup process and is installed automatically when backup is enabled."

"If the extension is not installed, you must configure it before enabling protection." (Source: Microsoft Learn - Back up Azure VMs with the Azure Backup service, Azure Recovery Services vault overview)
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In Azure, DNS resolution order follows a specific hierarchy based on custom DNS configurations at the virtual network (VNet) and network interface (NIC) levels.

According to Microsoft Azure Administrator documentation, when you specify custom DNS servers for a virtual network, those DNS servers become the default for all virtual machines connected to that VNet - unless a specific
VM's network interface has its own DNS settings configured. In that case, the NIC-level configuration overrides the VNet-level configuration.

Here's how it applies to this scenario:

VNET1 has been configured with a custom DNS server of 193.77.134.10 (visible in the VNet's DNS configuration screenshot).

VM1 does not have a custom DNS server specified on its NIC, so it inherits the VNet-level DNS server (193.77.134.10).

VM2 and VM3 both have explicit custom DNS settings pointing to 192.168.10.15 at the NIC level. Since NIC-level settings take precedence over the VNet's configuration, these VMs will use 192.168.10.15 for all DNS queries.
This hierarchy is described in Azure documentation under:

"DNS name resolution for virtual machines in Azure virtual networks," which explains that NIC-specific settings override VNet settings, and if no custom DNS is defined at either level, Azure's default internal DNS
(168.63.129.16) is used.

In summary:

VM1 inherits DNS = 193.77.134.10 (Yes)

VM2 uses custom DNS = 192.168.10.15 (No for 193.77.134.10)

VM3 uses custom DNS = 192.168.10.15 (Yes)

Thus, the correct and Microsoft-verified answers are:



#VM1: Yes, VM2: No, VM3: Yes
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When deploying an Azure Container Instance (ACI) using an image from an Azure Container Registry (ACR), the deployment must authenticate to the registry to pull the image. By default, ACR is secured, and you cannot pull
images anonymously unless they are public.

According to the Azure Administrator study guide, enabling the Admin user option in ACR generates two access credentials (username and password) that can be used for authentication when pulling container images. When
the Admin user setting is disabled, you cannot authenticate directly using those credentials, and automated deployments may fail with authentication errors.

By enabling the Admin user setting, Azure creates a service-level user account for the registry with permissions to push and pull images. These credentials can then be referenced securely in your container instance
configuration - either through the Azure portal, ARM template, or CLI parameters such as -- registry-username and --registry-password.

This configuration allows ACI to authenticate successfully against the ACR and pull the required image (image1) for deployment.

Therefore, enabling the Admin user for the container registry meets the goal of allowing the deployment of the container instance using image1.
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Add an Azure AD tenant.
Verify the domain.

Create an Azure DNS zone.

Add a custom domain name,

GO,

Add a record to the public contoso.caim ENS zonel [
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Add a record to the public contoso.com DNS zone. |

Explanation:

nAC Answer Area .
askiciebhivids

Y B Bl Sl o B 8 R

I Add a custom domain name.

. e .

Answer Area

Add a custom domain name,

| Verify the domain.

4

Microsoft

Add arecord to the public contoso.com DNS zone.

The process is simple:
Add the custom domain name to your directory

Add a DNS entry for the domain name at the domain name registrar

Verify the custom domain name in Azure AD

References: https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom-domain
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4 Mewchart () Reien |2 Share v (5D Frechack Local Time: Last 30 days (Automalic - 6 hours)

CPU Percentage for ASP1 ¢

b addmatic My addlme 3 Apody ainieg = vnacrurt v W e et rile 5 0 i deatbard o
& ASP1 CPU Percentage, Avg @ |~ ASP1 CPU Percentage, Max ©

0%

|
|

BE N\ 1icrosoft

KOy TEYY A-a—%#FALT IS5 74 VI ICRTEINFEERICEDVDTERAT— M AV M ERBSEIRE50EIRFEBIRLET,
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Answer Area x
., o

' 5 2
The aberags « Ulpstcentabe 5 chilagePlanswer choice] per cay. |

once
four iimes
Lol imes

24 times

scaled up @

scaled down

£5R Must be [answer choice] to optimize CPU usage. |

scaled out

1E fi#:
4.
Answer Area
The average CPU percentage is caloulated [answer choloe] per day {: - |
onice
four times
X times
T2dtimes |
A5P1 must be [answer cholce) to optimize CPU usage. | . *]
scaled up S
_:!.,(,_:I-:,L!r_,_'.'.
| | Scaled out )
Explanation:

The average CPU percentage is calculated 24 times per day. This is because the exhibit shows the CPU percentage for ASP1 in a 24-hour period, with one data point for each hour. Therefore, the average CPU percentage is
calculated once per hour, or 24 times per day1.

ASP1 must be scaled out to optimize CPU usage. This is because the exhibit shows that the CPU percentage for ASP1 is consistently above 80%, which indicates that the app service plan is under high load and needs more
instances to handle the traffic. Scaling out means adding more instances to an app service plan, which can improve the performance and availability of the apps hosted on it2. Scaling up means changing the pricing tier of an

app service plan, which can increase the resources available for each instance, but not necessarily reduce the CPU usage3.
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When configuring customer-managed keys (CMK) for Azure Storage encryption, Microsoft requires the use of Azure Key Vault-managed keys that meet specific cryptographic standards. According to the Azure Storage
security and encryption documentation, only RSA keys are supported for customer-managed encryption keys. Elliptic Curve (EC) keys, regardless of curve type (P-384 or P-521), are not supported for Azure Storage CMK
scenarios.

Azure Storage supports RSA keys with the following key sizes:

* 2048-bit

* 3072-bit

* 4096-bit
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These key sizes align with Microsoft's encryption compliance and security baseline requirements. When a storage account is configured to use CMK, all supported services-including Blob containers-inherit encryption using
the specified RSA key from Azure Key Vault.

Because the requirement is to encrypt the blob container contained using customer-managed keys, the only valid and supported choice is an RSA key with one of the supported key sizes listed above.
Final Answer: E. an RSA key type with a key size of 2048, 3072, or 4096 only
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RORIZTRIT 11— —%EL contoso.onmicrosoft.com & LYS ZRHID Microsoft Entra T3> A H Y £,

Name E TMiémberel | Role assigned
User1 Group! None
User2 Group2 None

User3 Group1, Group2 User Administrator

NZAT—F Yty FOBEIZRYT & 512 contoso.onmicrosoftxom D/SRXT— K Y&y bEFHMIZLEFST , (VSRT—FK Uty N 270Uy LET,)
Self service password reset enabled ©

None Selected All )

Select group
Group?2

= Microsoft

_.I° hese m“gs OT'HY HPP[}F to end users in your o "
and are required to use two authenticafionfe

RAAEOBITRT £ 512 ART— K Uty FORIHEEMRLET,
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Number of methods required to reset®

-~

R

Methods available to users

|| mMobile app notification
[ ] mobile app code O
|| Email
Mobile phone
[_] office phone 0
Security questions *@
Number of quesﬂum required to regist«“\
( 3

Number of questions uqmﬂmd@ g

-— : .

Select security questions
10 security questions selected

icrosoft

@ These settings only apply to end users in your organization. Admins are always enabled for self-service password reset
and are required to use two authentication methods to reset their password. Click here to learn more about

administrator password policies.
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Answer Area 00 b
Statements Yes No
After User2 answers three security questions correctly, é@t‘his password g 2

immediately
If User1 forgets her password, she can reset th@by using the mobile phone app. O O

User3 can add security questto- mewﬁgﬁ&o ft

IEfiZ:
Answer Area
Statements Yes No
_ : { 5 'y
After User2 answers three secunty questions correctly, he can geset his.password ! 1 O
immediately. =T
e 1l
If User1 forgets her password, she can resetthe password by using the mobile phone app. ® : O |
User3 can add secunty questions 1o the password reset process. M l C r(j S Oft
Explanation:
A .
£ Mlcrosoft P
After User2 answers three security questions correctly, he canreset his password .
immediately.
If User1 forgets her password, she can reset the pasmd .hy using the mobile phone app. C -
User3 can add secunty questions to the passy.ﬁrd reset process. L
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Detach the external disks from Server1 and ship the disks to an Azure data |

center.

From the Azure portal, update the impﬂr'r job.

Actions Answer Area

——-—————-——-—--—————-—-—' —————————————————————————— I
tach the external disks from Server1 and shi d ksmm a@ ft

c[::*.ter e extemal disks from Server > “} ﬂ’u h F 3 Q Attach anexternal disk to Server1 and then run waimportexport.exe. I
____________________________________________________ d

-------------------------- | '_______"_::____________:T__________________________:_|

| From the Azure portal, update the importjob.  _ _ _ _ _ _ _ _ _ | ® From the Azure portal, create an import job. I @

I Server1 | e —— e —= Teee = s R e -

j“_‘acb.a'leEETaLd'ﬂl to Se "r | and tllen_ru_r_u. ".‘li“.?.“':fc.‘f”:tf”f. — " Detach the external disks from Server1 and ship the disks to an Azure data !
“““““““““““““““““““““ I

| From the Azure portal, create an import job. | __CEi‘ltE_r.._ e N e s R

e e i

|| From the Azure portal, update the import job. -
Explanation:

Answer Area

1 i Attach an external disk to Server1 and then run waimportexport.exe.

| From the Azure portal, create an import.job.

— | Detach the external disks fn::-m Server1 and ship the disks to an Azure data

_3_. center.

From the Asgre portal, update the import job.

At a high level, an import job involves the following steps:

Step 1: Attach an external disk to Server1 and then run waimportexport.exe Determine data to be imported, number of drives you need, destination blob location for your data in Azure storage.
Use the WAImportExport tool to copy data to disk drives. Encrypt the disk drives with BitLocker.
Step 2: From the Azure portal, create an import job.

Create an import job in your target storage account in Azure portal. Upload the drive journal files.
Step 3: Detach the external disks from Server1 and ship the disks to an Azure data center.
Provide the return address and carrier account number for shipping the drives back to you.

Ship the disk drives to the shipping address provided during job creation.

Step 4: From the Azure portal, update the import job

Update the delivery tracking number in the import job details and submit the import job.

The drives are received and processed at the Azure data center.

The drives are shipped using your carrier account to the return address provided in the import job.



References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-service
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Answer Areca
{

"rules”: |
{

“"enabled”: true,
"name"; “"rulel”,
“type": "Lifecycle”,
"definition™: {
"actions": {
"baseBlob™: { @
"tierToCool™: {

"daysAfterCreationCreaterThan" '
"daysAfterLastAccessTimeGreaterT m

"daysAfterModif catmnGreate@

\n\\‘e

b4

W{!m

| .
. ‘C"Q%E’pﬂﬁdamb»

"Blockblob”
"Pageblob”
1.
"prefixMatch™: |
"containerl”



Answer Area
{

"rules™:

I

1
"enabled": true,
"name"; "rulel®,
“"type”: "Lifecycle”,
"definition™: {
“actions”: {
“baseBlob™: {
"tierToCool":

b
"f_

L
X

= Microsof

ﬁ?”%; . 45
“daysAﬂerCreatlonCreaterTﬁﬁ‘rL
"damften,asm;cessllme@@aterl han’

- |

3
]
}s
“filters™: { W B
"blubTypegﬁEﬂgﬁb
%;;1%?,
'1’*¢%ppendﬂlﬂb“
ﬁ&lockbiob" 3
l"PagebIob“
1
“prefixMatch”:

"containerl”

Explanation:



3

*filters®: {

“blobTypes”: |

Azure Blob Storage Lifecycle Management enables you to automatically transition data to cooler storage tiers, archive data, or delete data based on specified conditions related to creation, last modification, or last access
time. These policies are defined in a JSON-based rule structure under the rules property.

As per Microsoft Azure Administrator Study Guide and Official Documentation ("Manage the Azure Blob storage lifecycle"), each rule must define:

Actions: What operation to perform (e.g., tierToCool, tierToArchive, delete).

Filters: Which objects (blobs) the rule applies to, typically filtered by container name, prefix, or blob type.

Conditions: When to perform the action, defined by properties such as:

" daysAfterCreationGreaterThan " - Number of days since blob creation.

" daysAfterLastAccessTimeGreaterThan " - Number of days since last read operation (used when last access tracking is enabled).

" daysAfterModificationGreaterThan " - Number of days since last modification (used for update or write operations).

According to the scenario, the requirement is to move blobs that were not updated for 45 days. The "not updated" condition refers to the last modification date, not creation or access date. Therefore, the correct property to use
is:

" daysAfterModificationGreaterThan " : 45

The blob type must be specified under " filters " . Azure Lifecycle Management currently supports lifecycle actions for:

BlockBlob - the primary type for uploaded files.

AppendBlob - supported, but typically used for log data.

PageBlob - not supported for lifecycle tiering (used for virtual machine disks).

Per Microsoft Docs - "Lifecycle management policy definition", lifecycle tiering actions (tierToCool or tierToArchive) only apply to BlockBlob and AppendBlob, with BlockBlob being the standard choice for data that benefits from
tier transitions between Hot, Cool, and Archive tiers.

Hence, the correct configuration is:

" tierToCool " : {

" daysAfterModificationGreaterThan " : 45



}
"blobTypes " : [

" BlockBlob "
]

This policy automatically transitions block blobs in container1 to the Cool access tier when they have not been modified for 45 days, optimizing storage cost while retaining availability.
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cont2 [T L CEHBEISNI-ERTZERELFT,
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FEELMERSEICTIRAV EDMESHET,

1F fiZ:

Answer Area

Explanation:

Stored access policies: # 2

Immutable blob storage policies: # 1

From the scenario in the earlier case study (A. Datum Corporation):

* The planned change requires creating a new container named cont2 in storage1, with the following:
* Three stored access policies (Stored1, Stored2, Stored3)

* A legal hold for immutable blob storage

Also, recall from the table:

* storage1 has Hierarchical namespace = Yes (Data Lake Storage Gen2 enabled).

* storage2 has Hierarchical namespace = No.



The question asks: "What is the maximum number of additional access policies you can create for cont2?" According to Microsoft Azure Storage documentation:

* A blob container can have a maximum of five stored access policies.

* These policies allow shared access signatures (SAS) to be managed centrally, letting you define start times, expiry times, and permissions at the container level.
Since three stored access policies (Stored1, Stored2, Stored3) already exist, the maximum additional policies that can still be created is:

# 5 (maximum allowed) - 3 (already existing) = 2

For immutable blob storage policies:

* A container can have one active immutability policy at a time.

* This can be either a time-based retention policy or a legal hold policy.

* Since cont2 already has a legal hold applied, no additional immutable policy can coexist with it, but it can have one defined policy type (the legal hold).
Therefore:

* Stored access policies: 2 additional policies can still be created.

* Immutable blob storage policies: 1 policy (the existing legal hold).

This aligns exactly with Microsoft Learn: Azure Storage Blob Service limits and immutable storage documentation:

"A container may have up to five stored access policies. Immutable storage supports either a time-based retention policy or legal hold policy per container." Final Verified Answer:
# Stored access policies: 2

# Immutable blob storage policies: 1
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In Microsoft Azure, the Azure Container Registry (ACR) is a managed service that allows you to store and manage container images for all types of container deployments. When deploying an Azure Container Instance (ACI)
from an ACR image, the deployment may fail if network configuration, authentication, or permissions are not correctly set.

The option "Use dedicated data endpoint" in ACR is designed to isolate network traffic for data operations (such as image push/pull) from the registry's control plane operations. However, enabling or disabling this feature does
not affect authentication or deployment permissions to an Azure Container Instance.

According to the Azure Administrator Study Guide (Microsoft Official Documentation):

"To deploy a container instance from an Azure container registry, the registry must be accessible either publicly with proper authentication (admin user or service principal with AcrPull permission) or privately using a Virtual
Network with Private Link (Premium tier). If you receive authentication or access errors, the solution is to verify credentials or network accessibility, not to enable a dedicated data endpoint." In this case, the root cause of the
deployment error is most likely related to image access authentication or tier limitations, not the use of dedicated data endpoints. Therefore, selecting Use dedicated data endpoint will not resolve the deployment failure.

The verified solution as per Microsoft Learn and AZ-104 exam content is to either:

Enable the admin user or

Assign a managed identity or service principal with the AcrPull role to the container instance.
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Hence, the proposed solution does not meet the goal.
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AzCopy is a command-line utility provided by Microsoft Azure for transferring data to and from Azure Storage accounts with high performance and reliability. It is particularly designed to support bulk data migration and
synchronization for Azure storage services.

According to the Microsoft Azure Administrator documentation (AzCopy v10 and later), the tool supports copying data to and from only two Azure storage services:

* Azure Blob storage - including block blobs, append blobs, and page blobs.

* Azure Files (File shares) - including directories and individual files.

The Table and Queue storage services are not supported by AzCopy, as these services handle structured and message-based data rather than binary or file data.

From the official Azure Administrator Study Guide and Microsoft Docs:

"AzCopy is a command-line tool that moves data into and out of Azure Storage accounts. You can use AzCopy with Blob storage or Azure Files. AzCopy doesn't support copying data to or from Table storage or Queue
storage." (Source: Microsoft Learn - "Transfer data with AzCopy and Blob storage" and "Transfer data with AzCopy and Azure Files")
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New access package

“Basics Resourceroles “Requests Requestor information “Llifecycle  Review + Create

Summary of access package configuration

Basics

Name
Description
Catalog name

Resource roles

Resource Type Sub Type 0
Group1 Group and Team Smrngﬂ

Requests

Users who can request access nected orgamzation‘s
Hequure lppr:mll
Requestor informa

Multiple choice optio... Required

Attribute Default display string Answer format

ICrosoft
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Manage the lifecycle of external users

package.

Block external user from signing M
in to this directory
o )

Remove external user

®
Select what happens when an external user, who was added to your directory t h an Mm

ﬂtast assignment to any access

Number of days before removing | 30

external user from this directory

Delegate entitlement management
By default, only Global Administrators and User Admini
management as Catalog creators can also create cata

W

Add catalog creat

Catalog creators (O

create and manage catalogs, and can manage all catalogs. Users added to entitlement
ahgl will become the owner of any catalogs they create.
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N | 'V T
- Mictosoft R
Litwareine com users can be assigned to padkage). 0O &
After 3565 days. fabrikamicom M\ﬂbﬁk‘rm from Group1. o
After 395 days. lrlhl'tlmﬁuﬁl‘uiﬁlw’ be remaved fram the cantoso.com tenant O
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Statements

N
Litwareinc com users can be assigned to packagel

After 365 days. fabrikam.com userfall be Temoved from Gioup 1.

After 395 days labrikam comouu<els will be removed from the contoso.com tenant

Explanation:

Litwareinc.com users can be assigned to package1. = No

After 365 days, fabrikam.com users will be removed from Group1. = Yes

After 395 days, fabrikam.com users will be removed from the contoso.com tenant = No Litwareinc.com users cannot be assigned to package1 because they are not a connected organization in the contoso.com tenant. Only
users from connected organizations can request access packages that are configured for external users1 Fabrikam.com users will be removed from Group1 after 365 days because the access package has an expiration
policy of 365 days for external users. This means that the access assignments for external users will end after 365 days, unless they are renewed or extended2 Fabrikam.com users will not be removed from the contoso.com

tenant after 395 days because the external user lifecycle settings have a deletion policy of 30 days after blocking. This means that external users will be blocked from signing in after 365 days of inactivity, and then deleted
after another 30 days. Therefore, the total time before deletion is 395 days of inactivity, not 395 days from the date of assignment3
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Microsoff %

VT and VI cBn connect to YINETY
I Arure datacenter Decomes unavailabie, VT or VW2 wall be rvailabile

i the East US 2 region becomas unavailable VM1 or WM2 will Be dvallable

Explanation:

VAT and WML Camv oot b0 WNET

it o ABure dalacenter becomes unavalable VM1 or VMWD will be availabile

If the Cagt US 2 region Decomes unavailable, VM1 or W2 wall be available.

Microsoft

" A resource can only be created in a virtual network that exists in the same region and subscription as the resource. " https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-vnet-plan-design- arm#regions
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Name Connected virtiial machines

Subnetl VM LM

Subnet2 e T3, VM4

Subnet3 R L M3, Y M6
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Explanation:

# ACR Tasks: ContReg1 and ContReg2 only

# Private endpoints: ContReg1 only

Azure Container Registry (ACR) provides multiple service tiers (SKUs)-Basic, Standard, and Premium- each offering different capabilities for scalability, performance, and features. These tiers determine what functionalities
are available, including ACR Tasks and Private Link (Private Endpoints) integration.
Here's how each tier differs according to Microsoft Azure Administrator documentation (AZ-104 Exam Study Guide and Azure Docs):
Feature

Basic

Standard

Premium

ACR Tasks (Build automation, image building, and updating)

# Supported

# Supported

# Supported

Private Link / Private Endpoints (Private access via Azure backbone)

# Not Supported

# Not Supported

# Supported

Geo-replication

# Not Supported

# Not Supported

# Supported



Content trust and RBAC integration

# Supported

# Supported

# Supported

Analysis:

ACR Tasks:

ACR Tasks allow you to automate image builds and updates when base images or application code changes.

Supported in Standard and Premium tiers (as per Microsoft Docs: "ACR Tasks are available in Standard and Premium service tiers.").
Therefore, ContReg1 (Premium) and ContReg2 (Standard) support ACR Tasks.

ContReg3 (Basic) does not support advanced tasks automation at scale.

# Answer: ContReg1 and ContReg2 only

Private Endpoints:

Private Link (Private Endpoints) enables private network connectivity to the ACR from a virtual network.

According to Azure documentation:

"Private Link for Azure Container Registry is supported only in the Premium service tier." This ensures that access to the registry occurs via Azure's backbone, preventing exposure to the public internet.
# Answer: ContReg1 only (Premium)

Verified Microsoft Documentation Extract:

From Microsoft Learn: Azure Container Registry service tiers overview:

"The Premium tier provides advanced capabilities such as geo-replication, content trust, customer-managed keys, and Private Link support."
"ACR Tasks is available in both Standard and Premium tiers for continuous integration workflows and automated image building."
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A custom policy definition is a way to define your own rules for using Azure resources. You can use custom policies to enforce compliance, security, cost management, or organization-specific requirements. However, a
custom policy definition alone is not enough to meet the goal of automatically blocking TCP port 8080 between the virtual networks. You also need to create a policy assignment that applies the custom policy definition to the
scope of the subscription. A policy assignment is the link between a policy definition and an Azure resource. Without a policy assignment, the custom policy definition will not take effect. Therefore, the solution does not meet
the goal.

References:

Tutorial: Create a custom policy definition

Create and manage policies to enforce compliance
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According to the Microsoft documentation, when you assign a license to a group, all members of that group are automatically assigned the license. However, if a user is already assigned the same license directly or through
another group, the license is not duplicated.

In your scenario, you assigned the Azure AD Premium P2 license to Group1 and User4. This means that all members of Group1, which are User1 and User2, will also get the license. User4 will get the license directly.
User3 will not get the license because they are not a member of Group1 or assigned the license directly.

Therefore, the users who are assigned the Azure AD Premium P2 license are User1, User2, and User4 only.
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The screenshot shows the Schedule Backup Wizard (Files and Folders), which is the Microsoft Azure Recovery Services (MARS) agent experience. This is file/folder backup to a Recovery Services vault, not an
"Azure VM backup" policy-based backup. In Microsoft's Azure Backup guidance, the MARS agent protects files and folders on a Windows machine by uploading encrypted backup data to the Recovery Services vault.
The encryption is controlled by a customer-managed passphrase, and Azure does not store that passphrase.

Because MARS backups are agent-based, restore is not limited to the original VM or to the VM's region.
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Microsoft documentation for MARS restore describes restoring to the original location or to an alternate location, including another server, as long as the target machine is registered to the same vault and you provide the
same passphrase used to encrypt the backups. The presence of VM2 in West US does not block restore for MARS-protected files/folders; region coupling is a constraint for Azure VM backup (vault and VM must be in the
same region), not for MARS agent file/folder backup.

So, after redeploying or on another VM, you install and register the MARS agent to Vault1, then perform a restore of Folder1 using the correct passphrase-VM2 is a valid restore target.
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Answer Area

Statements Yes MNo

From the internet, you can coanectito™ViM 1 byusSing Remote Desktop.

Fram the Intérnet, you can connect to VM2 by using Remote Desktop. N !

From VM1, you can connect to VM2 by using Remote Desktop. '

Explanation:
Answer Area
Statements Yes No
From the internet, you can connect to'VM1 by using Remote Desktop. ) L
From.the internet, you can connect to VM2 by using Remote Desktop. .
From VM1, you can connect to VM2 by using Remote Desktop. L)

In Azure, Network Security Groups (NSGs) control inbound and outbound traffic to network interfaces (NICs), subnets, and virtual machines (VMs) using rules based on priority and direction.
According to the Microsoft Azure Administrator Guide and Azure Networking documentation, the following principles apply:
Default NSG rules:

By default, an NSG denies all inbound traffic from the Internet except traffic originating from the same Virtual Network (VNet).
NSG allows all outbound traffic to the Internet.

Default inbound rules include:

Allow VNet inbound (priority 65000)

Allow Azure Load Balancer inbound (priority 65001)

Deny all inbound (priority 65500)

NSG associations:

NSGs can be associated either with a subnet or an individual network interface (NIC).

When both are applied, the NIC-level NSG takes precedence for inbound/outbound traffic.

If no explicit allow rule exists, default deny applies.

Analysis of Each Statement

1## From the internet, connect to VM1 by using RDP:

VM1's subnet (Subnet1) is associated with NSG1, which has only the default rules.

The default rules deny all inbound traffic from the Internet, including port 3389 (RDP).

# Therefore, RDP from the Internet is blocked.

The Answer: # No



2## From the internet, connect to VM2 by using RDP:

VM2's NIC is associated with NSG2, which includes a custom allow rule (priority 100) permitting TCP traffic on port 3389 from any source to any destination.
This rule overrides the default deny rule.

# Thus, RDP from the Internet is allowed.

The Answer: # Yes

3## From VM1, connect to VM2 by using RDP:

Both VMs reside in the same VNet (VNET1) but different subnets (Subnet1 and Subnet2).

The default NSG rule "Allow VNet Inbound" allows traffic between subnets within the same virtual network.

# Therefore, VM1 can connect to VM2 via RDP (port 3389).

The Answer: # Yes
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Azure Storage provides a built-in security setting that warns users when creating a SAS token with an expiry exceeding seven days.
When Allow recommended upper limit for SAS expiry interval is enabled:

* Users receive a warning message

* SAS creation is not blocked

* Enforces Microsoft's security best practice

Lifecycle rules manage blob data, not access. Alerts cannot intercept SAS creation. Resource locks do not affect SAS behavior.
Microsoft documentation states:

"Enabling the recommended SAS expiry interval warns users when the expiry exceeds seven days."
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"kind": "StorageVv2", I .
“properties”: { | MI&SOft
“azureFilesIdeﬁtit@ednuthenticaticn": {
"directoryS V3 eOptions": "AD",
"activeDi% ryProperties": {
ame": "Contoso.com",

l‘d
®§1osﬂcmainﬂame ": "Contoso.com",
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estName": "Contoso.com",
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V11 Stateménts

You can assign the Storage File Data SMB Share Contrilzutor role to User1 for share1.

You can assign the Storage File Data SMB Share Reader role to Computer1 for share1.

You can assign the Storage File Data SMB Share Elevated Contributor role to User2 for share1.

Microsoft  Statements
You can assign the Storage File Data SMB Share Contributor role to User1 for share1.

You can assign the Storage File Data SMB Share Reader role to Computer1 for share1.

You can assign the Storage File Data SMBShare Elevated Contributor role to User2 for share1.

Explanation:

Statements GO
You can assign the Storage File Data SMB Share, tw role to User1 for sharef. & e

You can assign the Storage File Data SMB ?\e er role to Computer1 for share1. ol
A8 Share Elevated (ﬁohtri%ﬁg@éﬁsﬁz forsharel. [©! ©

You can assign the Storage File Data,Sh

Reference:

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-identity-ad-ds-assign-permissions?

tabs=azure-portal

Azure Files supports Azure Active Directory Domain Services (Azure AD DS) authentication for SMB access, allowing you to use your existing Active Directory (AD) identities and groups to control access to Azure file
shares.In this scenario, the configuration snippet shows that the storage account (storage1) is using Active Directory (AD) authentication through azureFilesldentityBasedAuthentication with directoryServiceOptions: " AD " .
According to Microsoft Azure documentation, the Storage File Data SMB Share built-in roles (Reader, Contributor, Elevated Contributor) can only be assigned to Azure AD users, groups, or service principals, not to computer
objects.




Statement 1: # User1 is an on-premises AD user synchronized to Azure AD. Since Azure Files uses identity- based authentication through AD, User1 can be assigned roles like Storage File Data SMB Share Contributor to
access share1.

Statement 2: # Computer1 is a computer account and cannot have Azure RBAC roles directly assigned in Azure. Therefore, you cannot assign SMB Share Reader to it.

Statement 3: # User2 is an Azure AD user (cloud-only identity). Azure RBAC roles for storage shares can also be assigned to Azure AD users. Hence, you can assign Storage File Data SMB Share Elevated Contributor to
User2.
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Explanation:
User1 can [answer choice] LB1 % i v
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- Qriaccess to other users for
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~+ |delete a virtual machine from

modify the load balancing rules in
“ "’ deploy an Azure Kubermnetes Service (AKS) cluster to

User Access Administrator can only assign access to other users

https://docs.microsoft.com/en-us/azure/role-based-access-control/rbac-and-directory-admin-roles Virtual Machine Contributor can Manage VMs, which includes deleting VMs too.
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#virtual-machine-contributor
https://docs.microsoft.com/en-us/answers/questions/350635/can-virtual-machine-contributor-create-vm.html
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Create an Azure SQL database.
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Answer Area

Coilect Windows performance counters from the Log Analytics
;agents Collect Windows performance counters from the Log Analytics
agents.

Explanation:

1## Create a Log Analytics workspace.

2## Collect Windows performance counters from the Log Analytics agents.

3## Create an alert rule.

The question states:

"You need to configure the alerts for VM1 and VM2 to meet the technical requirements." The technical requirement from the case study specifies:

"Trigger an alert if VM1 or VM2 has less than 20 GB of free space on volume C." This requirement involves monitoring performance metrics (disk space) and generating alerts based on those metrics. According to Microsoft
Azure monitoring and management documentation, the process to configure such alerts involves using Azure Monitor and Log Analytics.

Step-by-Step Verified Solution:

Step 1: Create a Log Analytics workspace

A Log Analytics workspace is required to store and analyze logs and performance data collected from virtual machines.

Azure Monitor uses this workspace as the central repository for performance counters, events, and logs from connected agents.

From the Microsoft Documentation:

"Before you can collect and query data from virtual machines, you must create a Log Analytics workspace in your subscription." (Source: Azure Monitor and Log Analytics Guide) Step 2: Collect Windows performance counters
from the Log Analytics agents After creating the workspace, you must connect VM1 and VM2 to the workspace and configure the Windows performance counters that you want to monitor.

In this case, you would collect the LogicalDisk(%) Free Space counter for C: drive.

Azure Monitor agent or Log Analytics agent collects these metrics and sends them to the workspace for analysis.

"To monitor system performance, configure the agent to collect performance counters such as available memory or free disk space." (Source: Azure Monitor Performance Counters Documentation) Step 3: Create an alert rule
Once performance data is being collected, you can create an alert rule in Azure Monitor based on a Kusto query or metric threshold.

You would define a condition such as:

LogicalDisk | where FreeSpaceMB < 20480

and configure it to trigger an alert when free space on volume C drops below 20 GB.

This alert can notify via email, action group, or automation runbook.

"Alerts in Azure Monitor proactively notify you when important conditions are found in your monitoring data. Alerts can trigger automated actions or notifications." (Source: Azure Monitor Alerts Overview) Incorrect Options
(Eliminated):

Configure the Diagnostic settings:

Used for collecting activity logs or resource logs, not performance counters from VMs.

Create an Azure SQL database:

Not relevant to the scenario of monitoring disk space.
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In Azure Container Registry (ACR), the admin user account provides a simple authentication mechanism using a username and password. Enabling the admin account and retrieving its credentials is done exclusively through
the Access keys blade.

According to Azure Container Registry documentation:

The admin user is enabled/disabled from Access keys

The passwords (primary and secondary) are displayed and regenerated there Other blades such as Networking, Properties, or Identity do not manage admin credentials Final Answer:
D). Access keys
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To enable a web app hosted in Azure App Service to connect securely to an on-premises SMB share (Share1), you must create hybrid network connectivity between your Azure environment and your on-premises network.
According to the Microsoft Azure Administrator Study Guide and Microsoft Learn documentation, Azure Web Apps running in an App Service Plan cannot directly access on-premises file shares over the public internet for
security reasons. You must extend your on-premises network to Azure through a Virtual Network (VNet) and then integrate the web app with that network.

The Virtual Network Gateway is the component that enables this hybrid connectivity. It establishes a Site-to- Site VPN or ExpressRoute connection between the Azure VNet and the on-premises network, allowing the web app
(after VNet integration) to access internal resources such as SMB shares, SQL Servers, or file servers.

Once the VPN gateway is configured and the web app is integrated with the VNet (Regional VNet Integration), the web app can securely access Share1 over the private network channel.

Official Microsoft Documentation Extract (Summary):

"To access on-premises resources from Azure App Service, configure VNet Integration and establish a Site-to- Site VPN or ExpressRoute connection using a Virtual Network Gateway. This allows Azure resources to securely
communicate with on-premises systems such as SMB file shares or databases." (Source: Microsoft Learn - Connect an App Service app to an on-premises network using Azure VPN Gateway.)
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RunbookIZIFED &SGR RV EZEHIVLENHY FITM7?

. Azure Performance DiagnosticsT— x> F&#VM1IZEMLET,

NVMIDVMY A X TANRTF 4 #EBLET,

NVM1ZERF—ILtEy MZEMLET,

HITRY YT a3 DVCPUBIY HTHEEOLET,

CEFLLVKREBOEA DSC) HhakiEaEVM1IZEMLFET,

IEfE: (EfgZRTLED)

To create a scheduled runbook to increase the processor performance of VM1 at the end of each month, you need to modify the VM size property of VM1. This will allow you to scale up the VM to a larger size that has more
CPU cores and memory. You can use Azure Automation to create a PowerShell runbook that changes the VM size using the Set-AzVM cmdlet. You can then schedule the runbook to run at the end of each month using the
Azure portal or Azure PowerShell. For more information, see How to resize a virtual machine in Azure using Azure Automation1.
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In Azure, Network Security Groups (NSGs) control inbound and outbound traffic to network interfaces, subnets, and virtual machines. When NSGs block all outbound traffic, VMs cannot reach Azure services such as Azure
Key Vault, Storage, or Azure SQL Database, unless exceptions are explicitly configured.

To allow virtual machines to access Vault1 (Azure Key Vault), the correct and most efficient configuration is to use an Azure service tag as the destination in the outbound rule.

* Service tags are predefined identifiers that represent a group of IP address prefixes for specific Azure services.

* Microsoft automatically manages the address prefixes included in each tag, reducing administrative overhead and maintenance.

The service tag for Azure Key Vault is:

AzureKeyVault

You can create an outbound rule in NSG1 with:

* Destination: Service tag # AzureKeyVault

* Port: 443 (HTTPS)

* Action: Allow

This allows only secure traffic to Azure Key Vault, satisfying the principle of least privilege (since it limits access to only the necessary service) while also minimizing administrative effort (since the service tag updates
automatically as Azure changes).

Using an application security group or IP address range would require additional configuration and maintenance, making them less efficient.

# Final Verified Answer: A. a service tag
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Number of virtual networks:

Nﬂmber of subnets:



https://www.jpnshiken.com/q/68966-6461294/

1Efig:
Number of virtual networks:

Number-of subnets:

Explanation:

Number of viitual networks:

Number of subnets:

In this scenario, App1 consists of three distinct tiers - web front end, processing middle tier, and SQL database - each containing five virtual machines. The technical requirement specifies that the company must minimize the
number of open ports between the App1 tiers, move all tiers of App1 to Azure, and ensure that all VMs are protected by backups.

According to Microsoft Azure architecture best practices for multi-tier applications (from Azure Architecture Center and the Azure Administrator curriculum), the optimal design involves:

* Deploying all tiers of App1 into a single virtual network (VNet).

* This allows all components of the application to communicate securely using private IP addresses.

* Keeping all tiers within a single VNet simplifies management, security, and monitoring while supporting Network Security Groups (NSGs) for inter-tier traffic control.

* Microsoft Documentation Extract:

"Use a single virtual network to host multi-tier applications. Divide the virtual network into multiple subnets, each representing a tier, and use network security groups (NSGs) to control traffic flow between tiers." (Source:
Microsoft Learn - Design and implement virtual networks in Azure)

* Creating separate subnets for each application tier (3 total).

* Subnet 1: Web tier (internet-facing, HTTPS traffic)

* Subnet 2: Application/Processing tier (internal communication only)

* Subnet 3: Database tier (private, no internet access)

* Using NSGs, administrators can explicitly allow or deny traffic between subnets, thus minimizing open ports between tiers and meeting the security requirement.

* Microsoft Documentation Extract:

"Subnets provide isolation and segmentation within a virtual network. Each tier of an application should be deployed in its own subnet to apply network security policies and control exposure." (Source: Microsoft Learn - Azure
virtual network design best practices)



* Backups and Storage Requirements:

* All VMs can use Azure Backup integrated with Recovery Services Vaults, which supports VM- level backup in a single VNet environment.

* The blueprint files are stored in Azure Blob Storage with the archive tier, ensuring compliance with the storage and access control requirements.

By using one virtual network and three subnets, Contoso ensures efficient management, minimized administrative overhead, secure isolation of application tiers, and full compliance with Azure governance and security
recommendations.

# Final Verified Answer:

* Number of virtual networks: 1

* Number of subnets: 3
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A. kind

B. location

C. scope

D. sku
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| Name | Virtual network DNS suffix configured in Windows

Server

VM1 | VNET2 Contoso.com
W2 VMET2 Mo

WNETZ AOARNUMLODIT

adatum.com & LVNS &RID/NT ) w45 Azure DNS Y —> & _contoso.com EWVSZRIND TS5 4 A— k Azure DNS V—U 2 ERLE T,
RDOBEIZTT &L 512, contoso.com FHDRERY bT—0 1) VO EERLET,
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link1 O x

Biee Xows Howm
Blicrosoft
Link state
Completed

Provisioning state
Succeeded

% Access Control aM) 10 Tags

Virtual network detals
Vistuad network id

| Aubscriptions/ 8372433 2dod-4 351 lisel- 50188438700 resourceGroupy RGLprovi.. D |

Virtual retwork

WNET2

Configuration
[~ Enable auto registration ()

UTOEERICDOVT ELWMEEIF R ZBRLTLLESWD, Z5THNMESEF DOVE I ZBRLTLZED,
T EF LIRS Y MBS hET,

When VM1 starts,a fRecof for VM1 is added to the contosa.com DNS zone.

When Mﬂrh a record for VM2 s added fo the contoso.com DNS zone.

.- M i C rosoft . 'HH?H VM3 starts, a record for VM3 is added o the adatum.com DING zone, o

W

.

U a  Statemienis
When W1 :.'l.urF‘I]rlw:wa for Vi1 i sdded 10 the contosoucom DS zones,

When "wt?fm a recond for VIMZ i added o the contosacom DNS fone,

. M ICI’OSO'HI w-.pumusm 3 record for VM3 is added 1o the adatum.com DINS zona,

'-""..- r

Explanation:



‘-’RI?IHG ! d " Yes Mo

Answer Area

When Vi1 sEBFSTE recond for VMY is added to the contosocom DING zone, -
When VM2 starts, a recond for VM2 is added to the contosocom DINS zone. -
When VI3 staris, arecord for VM3 &5 added fo the adaturm.com DINS zone. ®

All three VMs are in VNETZ2. Auto registration is enabled for private Azure DNS zone named contoso.com, which is linked to VNET2. So, VM1, VM2 and VM3 will auto-register their host records to contoso.com.

None of the VM will auto-register to the public Azure DNS zone named adatum.com. You cannot register private IPs on the internet (adatum.com) Box 1: Yes Auto registration is enabled for private Azure DNS zone named
contoso.com.

Box 2: Yes

Auto registration is enabled for private Azure DNS zone named contoso.com.

Box 3: No

None of the VM will auto-register to the public Azure DNS zone named adatum.com Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-name-resolution-for-vms-and-role- instances

https://docs.microsoft.com/en-us/azure/dns/private-dns-autoregistration

https://docs.microsoft.com/en-us/azure/dns/private-dns-virtual-network-links
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Azure Y TR9 ) T a3 vEBHELBTT,

50 B DRI ~< L > % VMware vSphere WS TR 1) T a3 VICBITTH5FETT,

Recovery Services A>T+ —%#ERLZET,

RIZAZITRETL &IH7?

A Ry FO—DV ZRELEFT,

B. EIREtEIZ/ERLET,

C. Open Virtualization Application (OVA) 7> 7L — k% vSphere IZT7AA4 LE T,

D. RERY FT—VZHRELFT,

EfR: (EffZzRTLET)

To migrate virtual machines from VMware vSphere to Azure, you need to use Azure Migrate, which is a service that helps you assess and migrate your on-premises workloads to Azure. Azure Migrate uses an appliance that
you deploy as an Open Virtualization Application (OVA) template to vSphere. The appliance discovers the virtual machines and sends metadata and performance data to Azure Migrate. You can then use Azure Migrate to
assess the readiness, cost, and sizing of the virtual machines for migration. You can also use Azure Migrate to replicate and migrate the virtual machines to Azure. References:

* About Azure Migrate

* Prepare VMware servers for assessment and migration to Azure with Azure Migrate Server Migration

B 161
Template1 & Template2 & LY 5 & REID 2D D Azure Resource Manager(ARM)T > JL— kY £,


https://www.jpnshiken.com/q/68966-6461299/

RTE, Template1D T 704 BNERKT D&, Template 1 ADRIE T & U HRRBEEED, Template2 TSR EIN TS I Y —XITKFEL TV =HTT,

Template1 & Template2(FE—D FS ¥ o a3 ELTRBICT IAA ENEESICL EBLhDTITAAMDAKRRLIEZGEEELEEADT IO LERBTDEIICTIREAHYET MANDTYITL—MEIMHMILTEY .,
BAATgETRETAELGY £FHA,

HEFESITRETLEOIMN?

A. Template1 T {R1E~ > U HLRHEBED provisionAfterExtensions 7O/NT 4 2/ ELET,

B. Template1 T 1R}~ > UHLRHERED dependsOn T O/NT 4 ZHRELET,

C. Template2 @) ) — X % Template1 IZEEMLEFT,

D. Template1 & Template2 ') v =TT L— b ELTSEBIDZBET U IL—FEERLET,

Ef:D(QAAV FEREKRT D)

Comprehensive and Detailed 150 to 250 words of Explanation From [Microsoft Azure Administrator/Course Guide/topics]:

The correct approach is to create a parent ARM template that references Template1 and Template2 as linked templates . Microsoft's ARM guidance states that complex solutions can be broken into related templates and
deployed together through a main template; linked templates remain separate files referenced from the main template, which preserves modularity and reusability.

This also solves the cross-template dependency issue. Microsoft states that dependencies can be set between nested or linked templates, and if resources in one linked template must exist before resources in another, the
second linked deployment can depend on the first. A simple dependsOn on the VM extension inside Template1 is insufficient because ARM dependencies are evaluated for resources deployed in the same template context;
the documented dependency behavior is that Resource Manager deploys resources in dependency order and otherwise deploys them in parallel.

Adding Template2's resources into Template1 would violate the requirement that both templates remain separate and reusable. This aligns with AZ-104 Deploy and manage Azure compute resources , specifically Automate
deployment of resources by using Azure Resource Manager templates or Bicep files .
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Line of Business WebAPP works on VMs need internal load balancer. So D is needed. Then deploy WebAPP on VMs, check the link. https://docs.microsoft.com/en-us/azure/application-gateway/quick-create-portal So B is
needed as well. The orignal answer is not accomplished.
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it blob

Microsoft o

i contosostorage -

¢t blob.core.wind

it data

i file

i file.core. windows.net

it portal.azure.com
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Explanation:



Values Answer Area

blcb Y\ |u.:!‘|‘. ososlorage file hremindows.net

blob.core windows. net

contosostorage

fite

fite.cor 2 WINGOWs.Nnet

porial.azure.com

E
E
E
15 data
E
|
E
E

subscription

Azure File Shares are accessed using a UNC (Universal Naming Convention) path, which follows a strict and well-defined format in Microsoft Azure. When you create an Azure Storage account and then create a file share
within that account, the file share is exposed over the SMB protocol and can be mounted or referenced just like a traditional Windows file share.

According to Microsoft Azure Administrator documentation and study guides, the UNC path format for an Azure file share is:

\\ < storage-account-name > .file.core.windows.net\ < file-share-name > In this scenario:

* The Azure subscription name (Subscription1) is not part of the UNC path.

* The storage account name is contosostorage.

* The file share name is data.

* Azure Files always uses the file.core.windows.net endpoint for SMB-based file shares.

* Blob endpoints (blob.core.windows.net) are used only for Blob Storage and are not valid for file shares.

Putting these components together results in the correct UNC path that can be used inside scripts, PowerShell, batch files, or application configurations to reference files stored in the Azure file share.
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RORIZERTHRERY hT—0FE8 Azure Y TRV Y T a3 obiHY ET,
Name Peered with DNS server
VNET1 VNET2 Default (Azure-provided)
VNET2 VNET1 10.10.0.4

RORISRIHEET S UAHY EFT,

Name | IP address | Network inﬁﬁau Connects to

Server1| 10.10.04 | NIC1 VNET1/Subnet1
Server2 | 172.16.0.4 | NIC2 VINET,1/Subnet2:
Server3 | 192.168.0.4 | NIC3 VNET2/Subnet2

RORIZRIHRERY FT—0 A3 —T A ABNHYFET,
Name DNS server
NIC1 Inherit from virtual network
NIC2 10.10.04
NIC3 Inherit from virtual network

Server1 'i\ mo)%(:ﬁ:j’ IJ VJ— R é«gt DNS -'j-_/“_-t“\j-o



Name Type Value
contoso.com Primary DNS zone Not applicable
Host1.contoso.com | A record 131.107.10.15

contoso.com & WLVS ZHID Azure TS5 A RXR—KDNS V—uhHY  ZFIIZIXVNET2 ADREARY FT—9 Yoo b RORIZRILA—FABY FT,
Name Type Value
Host1 | A record 131.107.200.20
Host2 | A record 131.107.50.50
UTDEXIZTDWT ELWMEEE EWNVZEERLTLLESWD, 53 THEWMESIE DDOVA 1 ZERLTLESLY,
EEELWLEIRSCEICTI ARSIV RAMEShET,

W Ce
statements |V 1CXOSOTT  ves No
Server?2 resolves host2.contoso.com t0°131.107.50.50. G| )

Server?2 resolves host1l.contoso.com to 131.107.10.15. O @]

Server3 resolves host2.contoso.com to 131.107.50.50. B ANE &)

SIS Cr STt T e
Server2 resolves host2.contoso.comto 131.107.5050. O 10!

Server2 resolves host1.contgso.com to 131.107.10.15.  1O! O

Server3 resolves host2:contoso.com to 131.107.50.50. O [@
Explanation:
NYN
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storage1 &LV Azure Storage 7H > bAHY  ZDF7Ho > FIZIE container 1 & container2 £LV5 2 DDA VT FH—AEFENTWWET MANDIVTFT—TBLOBDN—2 a3 VEEAEMIZH>TULWET,
EEHLBLOBMBLOB R+ v T ay hEEHMICERELET,

RDZAITHA O LVEEBRY O—%ERLET,



{
“*rules”;: [
{

“enabled”: true,

"mane”: “rulei”,

"type™: "Lifecycle®,

"dedinition™: |

"actions™: [
“wersion™: [
"tierToloal™: (
“dayvsAfter{reat ionGreaterThan™: 15

}J
"tierrwthiw‘ [

H gﬂ dnyiif?ﬁéﬂ“nt ﬁm
|}

“filters”: |

“"blobTypes™: [
“blockdlch™

I
“pref btatch™: [
“contalinarl/"

) & Microsoft

UTDOEXIZDOWT ELWMESIE FUMZBERLTLSESWD, E5THRWMESEF DVZ JZBRLTLESY,
FE ELVERIEICTRAIV MAMESNET,

A Blob srapgahol sutomatically mowes 1o B Cool acdess

A blob weriion in container 2 .tuh:mu..}cd.lb na:hwe Atess N afted 30 days

A rehydeated version N\Wﬂlﬁllﬁ'“\ Archeve acoess ther afler 10 days.

S II O’
= Microsoft G TR
e -

A blob snapshot automatically moves 1o the Cool sccess. 5 days. i -'_ | B
G o
A blob version in containerd autumlir.dlhr L rchive access ber after 30 dayi 2 I © ]
A retivdrated version automatically @ Archive acoess ter after 30 days I Dy

Explanation:

Based on the lifecycle management policy you created and the information from the web search results, here are the answers to your statements:



A blob snapshot automatically moves to the Cool access tier after 15 days. = Yes A blob version in container2 automatically moves to the Archive access tier after 30 days. = No A rehydrated version automatically moves to
the Archive access tier after 30 days. = No The lifecycle management policy you created has two rules: one for container1 and one for container2. The rule for container1 has an action that moves blob snapshots to the Cool
access tier if they are older than 15 days. Therefore, a blob snapshot in container1 will automatically move to the Cool access tier after 15 days, regardless of the access tier of the base blob.

The rule for container2 has an action that moves blob versions to the Archive access tier if they are older than

30 days and have a prefix match of "archive/". Therefore, a blob version in container2 will only automatically move to the Archive access tier after 30 days if its name starts with "archive/". Otherwise, it will remain in its current
access tier.

A rehydrated version is a blob version that was previously in the Archive access tier and was restored to an online access tier (Hot or Cool) by using the rehydrate priority option1. A rehydrated version does not automatically
move to the Archive access tier after 30 days, unless there is a lifecycle management policy rule that explicitly specifies this action. In your case, neither of the rules applies to rehydrated versions, so they will stay in their
online access tiers until you manually change them or delete them.
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Azure R %E 3 DD Azure )—oavizTF o4 LET,

)= a3 VICFRERY FT—IDEFNFET  ERERY FT—VIZIE TILA Y2 FRADTET Y VT SNEEHOY TRy FREFENRTLET,

EHTRY FMIF IIW—IDAEEENT-RY FT—Y X2 T4 JIL—T (NSG) BEFNTULET,

A—H—E H2)—CavORBIIUNGHD =23 o DREI D VICERT H1-HITFR— bk 33000 ZFERATELVERELTULET,

BREZZWHT 5OICERTES 2 D0F T a3 VIEENTEIMN? TNETNDERIEITELMRRERLET,

FEELCERTLHEUICTTI RS bOfELHY FT,

A Azure Ry FJ—9 T R—T v —

B. IP 7 O—#&;:E

C. Azure Monitor =y kT —% A4 V¥ A +
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In Azure Network Watcher, there are several diagnostic tools used to troubleshoot network connectivity and security issues.

* IP Flow Verify - This feature allows you to test whether a packet is allowed or denied to or from a virtual machine based on Network Security Group (NSG) rules. It helps identify issues with network security configurations
such as incorrect ports or blocked traffic.

* Connection Troubleshoot - This tool validates whether a connection between a source and destination (such as between two VMs) can be established. It simulates network connectivity paths and identifies where the
connection might be failing.

In the given scenario, a user cannot connect using port 33000 between virtual machines in different regions.

The correct diagnostic steps would involve verifying whether the port is being blocked by an NSG (using IP Flow Verify) and testing end-to-end connectivity (using Connection Troubleshoot).

According to Azure Network Watcher documentation:

"Use IP Flow Verify to determine if a packet is allowed or denied by an NSG rule."

"Use Connection Troubleshoot to check direct or peered network connectivity between virtual machines and analyze network path issues." Both tools provide complementary diagnostics to determine whether network traffic is
correctly permitted or blocked.

AT AZ-104JRIRELE (FIPNTest.comiBfit Sh  AZ-104JRERICEHKT 5 2 & ITRICII B ET ! JPNTest.comlE S RITAZ-104)RERRIEE 1R L £ 9, JPNTest.com AZ-104JHERRAEE (X SEH<hFELE, 2
TAZ10AJEEEDTRA CI VO VEFICANT T, REFIRD 7 7 £ X _ https://www.jpntest.com/shiken/AZ-104J-mondaishu #8151 3 0%7 « A Ao > + #AI%E|I5|a— K: JPNshiken;
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RORICRTRAIL— 7HOUREEC Azure Y TR ) T3 unihbyEd,

Performance Premium account type
Standard Neot applicable
Premium Block blobs

Premium File shares

Premium \ /| i Fage biops

Ry b7V ERXEOBLOBR hL—CF#MBET HApp1EWVWS 7TV ETTOATEIBENHY FT,ApplICERATESRAML—CUF7 AV MEENTTM?

ARML—U1DH

B.AML—U1ERL—24ADH

C.RAML—U2ERFL—D4DH

D.AL—U1 RAPL—D2 A ML—D4DH

EXRFL—D1 RFL—D2 REL—D3 R EL—4

IEfR: (EffZzRTLET)

Azure Blob Storage Hot access tier is supported by general-purpose storage accounts and premium block blob or premium page blob accounts, but not by premium file share-only accounts.
From Microsoft Azure Storage documentation:

Standard (general-purpose v2) storage accounts support Hot, Cool, and Archive access tiers.

Premium Block Blob accounts support blob workloads optimized for high transaction rates and low latency and effectively function in the Hot tier.

Premium Page Blob accounts also support blob workloads suitable for hot data scenarios.

Premium File Share accounts are strictly for Azure Files and do not support Blob storage tiers.

Evaluation of the table:

storage1 (Standard) # # Supports Hot tier

storage2 (Premium - Block blobs) # # Supports blob workloads (Hot equivalent) storage3 (Premium - File shares) # # No blob support storage4 (Premium - Page blobs) # # Supports blob workloads Final Answer:
D). storage1, storage2, and storage4 only
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storage 1 EWSARIDA ML= FHO U REED Azure TRV Y T aonH Y £9 ,storage! 7H 2 MZIK container! EWSBRIDI U TFHF—DEENTLET,
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“"rules”: [
{
"enabled”: true,
“name”: “rulel®,

“type”: "Lifecycle”,

"definition™: { .. =‘.‘Micr050ft

“actions”: {

“baseBlob”: fm

“tiegfoArchive”: =
) ‘BnableAutoTierToHotFromCool™ {

W -tierfoCool™ {

“daysAtterModificationGreaterThan™: 990

"filters": {

“prefixMatch™: [ w

"blobindexMatch™ |
"blobTypes™: [

"containerl/"



"rules”: [
{
“"enabled”: true,
"name”: “rulel”,
“"type": "Lifecycle®,
“definition™: {
“actions™: {

"baseBlob": {

o=

A\ toTieiToHo

e .th...' ToArchive™
“tierfoCool™

“daysAfterModificationGreaterThan": 90

“filters”: {

CprefixMatch: |
“blobindexMatch™: |

"blobTypes™ [ _ _

"containerl/"

Explanation:



enabled™: rue,;
name™: “rulel”,
"type": "Lifecycle”,
1
r
actior {
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https://learn.microsoft.com/en-us/azure/container-instances/container-instances-container-groups Multi- container groups currently support only Linux containers. For Windows containers, Azure Container Instances only
supports deployment of a single container instance. While we are working to bring all features to Windows containers, you can find current platform differences in the service
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In Microsoft Azure, Role-Based Access Control (RBAC) defines what actions users can perform on resources. The Contributor role is one of the built-in Azure roles that provides extensive permissions but excludes access
management rights.

According to the Microsoft Azure Administrator documentation under "Built-in roles for Azure resources”, the Contributor role has the following definition:

"Grants full access to manage all Azure resources, including the ability to create and manage resources, but does not grant permission to assign roles or manage access rights." This means that a Contributor can perform any
configuration or management task on a resource (such as starting, stopping, resizing, or modifying a virtual machine) but cannot grant or modify permissions for other users.

Let's analyze each option in this context:

A). Add a data disk - # Correct

A Contributor can attach, detach, or manage data disks for the VM.

These actions involve resource management operations under the Microsoft. Compute/virtualMachines namespace, which are permitted to the Contributor role.

Microsoft Documentation Reference (Compute Resource Provider Operations):

Contributors can "create, update, and delete virtual machines, disks, and configurations." B). Configure a daily backup - # Incorrect Configuring a daily backup requires permissions within the Recovery Services vault or
Backup vault resource type (Microsoft.RecoveryServices/vaults/).

The Contributor role on the VM does not automatically grant access to vault-level resources.

Hence, User1 cannot configure or schedule a daily backup without additional permissions on the vault.

C). Assign User2 the Contributor role for VM1 - # Incorrect

Assigning or modifying RBAC roles requires the Owner or User Access Administrator role because it involves operations under the Microsoft.Authorization/roleAssignments/* permission.

The Contributor role does not include these permissions.

Therefore, User1 cannot assign roles to others.

D). Upload an image of VM1 to an Azure compute gallery - # Correct

The Contributor can capture or generalize a VM and upload its image to an Azure Compute Gallery, as this operation falls under the VM and image management permissions (Microsoft. Compute/galleries/images/*).
This action is considered a resource management operation and does not require ownership or RBAC rights beyond Contributor.

E). Assign User2 the Reader role for VM1 - # Incorrect


https://www.jpnshiken.com/q/68966-6461309/
https://www.jpnshiken.com/q/68966-6461310/

Similar to option C, assigning RBAC roles is a management operation restricted to users with Owner or User Access Administrator privileges.
Contributors cannot modify or assign access control permissions.
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Type
Security
Secunty
Microsoft 365

Microsolt 365
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e s Microsoft .

User! and User4 only
User2 and Userd only
Userl, User2, User3, and Userd

Groups: | Group2 and Groupd only v
| Group2 only
Group?2 and Group3 only

N
Groupd and Oroupd on

| Group1, Group?, Group3, and Group4

1E fiz:
Answer Area

Use 4 onl v

G | User! and Userd only

@0 . User2 and Userd only

| User1, User2, User3, and Userd

6&\\ Groups: | Group2 and Group4 only =

| Groupe only

PR
\9 . | Gro0p 1, GréupZ; Group3, 3nd Group4



Explanation:
Answaer Area

USErR. Lloerd only

Groups: | Group? and Groussd only
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Technically, The finance department needs to migrate their users from AD to AAD using AADC based on the finance OU, and need to enforce MFA use. This is conditional access policy. Employees also often get promotions
and/or join other departments and when that occurs, the user's OU attribute will change when the admin puts the user in a new OU, and the dynamic group conditional access exception (OU= [Department Name Value]) will
move the user to the appropriate dynamic group on next AADC delta sync.

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates
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When resizing a virtual machine in Azure, the target size must be available on the same hardware cluster where the VM currently resides. If the desired size is unavailable, Azure prevents the resize operation.

According to the Microsoft Azure Administrator guide:

"To resize a virtual machine to a size not available on the current hardware cluster, the VM must first be deallocated. When a VM is deallocated, its current hardware association is released, allowing Azure to place it on a
different cluster that supports the new size." In this scenario, VM1 is part of an availability set (AVSet1). All VMs in an availability set must reside on the same hardware cluster. Therefore, to resize VM1 successfully to a new
size that isn't currently available, you must first deallocate the VM, which frees it from its existing cluster allocation.

After deallocation, you can resize it, and Azure will allocate it to a compatible cluster.
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Name Rule Blob Blob Rule block Prefix match
scope type | subtype
Rule1 | Limit Block Base If base blobs were not mogifiéd for | container1/Dep1
blobs by | blobs blobs two days, move c@ torage.
using If.bgse t modified for
filters. he days; delete the blob.

Rule2 | Applyto | Block f base blobs were not modified for | Not applicable
all blobs blo thrg; days, move to cool storage.
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-

Action
Upload three files named Dep1File1 dock'E

Edit Dep1File1.docx and File3.doox, "\ ™
Edit File2.docx. WA

UTOEERIZTDVT ELWMEEIE KL ZRBIRLTLES WD, 25 THEVMMESE DOV JZERL TS0, T I OERKIF1DISOEIRATY,

Answer Area
On Octobier'10, you can read Dep1File1.docx O ®)
witholit'a delay.
_— B @n October 10, you can read File2docx withouta O (O
Yl ft oo
. I c ro S 0 t ") OnOctober 10, you can read File3.doox without a ® O
O delay.

Statements Yes
{2

On October 10, youwican read DepiFilel.docx
without a delay.

On October 10, you can read File2.docx without a

e go}{o] § a

=




Explanation:

On October 10, you can read Dep1File1.docx. = NO

Dep1File1.docx is a blob in container1 that was uploaded on October 1 and edited on October 2. According to the lifecycle management rule 1, any blob in container1 that has not been modified for 7 days will be moved to the
archive tier. Therefore, on October 9, Dep1File1.docx will be moved to the archive tier. Blobs in the archive tier cannot be read unless they are first rehydrated, which may take several hours or days. Therefore, on October 10,
you cannot read Dep1File1.docx unless you rehydrate it first.

On October 10, you can read File2.docx. = YES

File2.docx is a blob in container1 that was uploaded on October 1 and edited on October 5. According to the lifecycle management rule 1, any blob in container1 that has not been modified for 7 days will be moved to the
archive tier. Therefore, on October 12, File2.docx will be moved to the archive tier. However, on October

10, File2.docx is still in the hot tier, which means it can be read without any delay or cost.

On October 10, you can read File3.docx. = NO

File3.docx is a blob in container1 that was uploaded on October 1 and edited on October 2. According to the lifecycle management rule 2, any blob in container1 that has not been modified for 5 days will be deleted.
Therefore, on October 7, File3.docx will be deleted from the storage account. Therefore, on October 10, you cannot read File3.docx because it no longer exists.
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Azure Backup uses Recovery Services vaults (RSVs) to manage backup and restore operations for virtual machines. Each backup consists of:

Instant Restore Snapshots - retained for quick recovery (up to 5 days in this case).

Daily Recovery Points - stored in the Recovery Services vault based on the retention policy (14 days here).

In the scenario, VM1's website was updated eight days ago, meaning the restore point required is eight days old - beyond the 5-day instant snapshot retention period but within the 14-day daily backup retention window.
According to the Azure Backup documentation, restoring from a vault-stored daily recovery point (not instant snapshot) involves creating a new virtual machine because it ensures a non-disruptive restore and minimal
downtime.

Here's how it works:

The backup is used to create a new VM in the same or different resource group.

Once the new VM is confirmed operational, you can redirect traffic or replace the original VM during a controlled maintenance window.

The "Replace existing" option, on the other hand, overwrites the current VM - leading to downtime and risk if validation fails.

Therefore, to restore VM1 to its state from eight days ago while minimizing downtime, you must first restore using the "Create new restore configuration" option, validate the restore, and then switch over seamlessly.

B 177

VM1 EWSBRIDIRBET L VEEL Azure TR ) Toavhihbly £,

VM1 @ CPU ERZEMN 80% ZHBAT-EEIZFS5— & M) H—9 5 Azure Monitor 75—k JL—ILET7AA4 T BH5FETY,
7o5—bhIL—ILIZ&>T Userl &£ User2 VS 2 ADA—H—IZEFA—IL Ay E—UNEESNBESICTIRLENHYET,
Azure Monitor RICRIZER T SELH Y FIH?


https://www.jpnshiken.com/q/68966-6461315/

A702a o )L—7
B. A—/AEM LX) Ta FIL—T

C.BHmIIL—7
D. Microsoft 365 4" )L— 7
FfE:A (A FEERT D)

In Azure Monitor, an alert rule defines the condition (metric or log query) that triggers an alert, but notification and automation actions are managed through an Action Group.
An Action Group is a collection of notification preferences and actions used by Azure Monitor and Service Health alerts. It supports multiple actions such as:

* Email notifications

* SMS messages

* Push notifications

* Webhook triggers

* Automation runbooks

In this scenario, you must send an email message to two users (User1 and User2) whenever the CPU usage of VM1 exceeds 80%. To achieve this, you:

* Create an Action Group in Azure Monitor.

* Add two email receivers (User1 and User2) to that action group.

* Associate the Action Group with the alert rule monitoring VM1's CPU percentage.

Microsoft Official Documentation Extract (Paraphrased):

"Action groups are reusable notification collections that define how you want to be alerted when an alert rule triggers. You can specify multiple email recipients, SMS numbers, and webhook endpoints within one Action
Group." (Source: Microsoft Learn - Create and manage action groups in Azure Monitor.)
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Resource Group is the correct answer: Admin user, password, vm size and os are the part of ARM templates.
But resource group is not hence needs to be mentioned while deployment! Refer below sample ARM template for reference in which all above attributes passed in parameter. https://github.com/Azure/azure-quickstart-
templates/blob/master/101-vm-simple-windows/azuredeploy.json
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IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for migration to Azure Active Directory. IdFix is intended for the Active
Directory administrators responsible for directory synchronization with Azure Active Directory.

Scenario: Active Directory Issue

Several users in humongousinsurance.com have UPNs that contain special characters.

You suspect that some of the characters are unsupported in Azure AD.

References: https://www.microsoft.com/en-us/download/details.aspx?id=36832
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When configuring a custom domain for an Azure Web App (App Service) such as webapp1, the first prerequisite is to create and configure a corresponding DNS record that maps your custom domain name
(www.contoso.com) to the Azure App Service's default domain (webapp1.azurewebsites.net).

According to Microsoft Azure App Service documentation:

"Before you can assign a custom domain name to your web app, you must first create a CNAME record in your DNS provider that maps your custom domain (for example, www.contoso.com) to your app's default domain
name (webappname.azurewebsites.net)." This DNS record ensures that requests to the custom domain are routed correctly to Azure's front-end load balancer hosting your web app. Only after the DNS record has propagated
can you validate and bind the domain to the web app in the Azure portal.

Uploading an SSL certificate is only required for HTTPS bindings after the domain is added. Stopping the app or adding connection strings is unrelated to domain configuration.

Therefore, the first step is to create a DNS record at your domain registrar that points to your web app.
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Azure role-based access control (RBAC) now supports role assignment conditions for finer-grained access management. Conditions are written using the Azure Resource Manager (ARM) condition language and allow you to
enforce specific rules (for example, limit access to particular blobs or queues).

However, conditional access in RBAC is currently available only for data actions in Azure Storage accounts and Azure Key Vault. According to the Microsoft Learn documentation for Azure Storage RBAC with conditions, the
following services support conditional role assignments:

* Blob storage (containers and blobs)

mmoOoO W
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* Queue storage

This means that you can apply conditions on containers (for blobs) and queues, but not on file shares or tables.
Conditions can restrict access to:

* Specific container names or blob prefixes.

* Specific queue names or messages.

For example, you could allow a user to read blobs only under a given prefix or queue, enhancing least- privilege control.
# Supported: Containers (Blob storage), Queues

# Not supported: File shares, Tables

Microsoft Azure Reference (Conceptual Summary):

"You can add conditions to Azure role assignments for blob and queue data actions. Conditions are not yet supported for Azure Files or Tables." (Source: Microsoft Learn - Azure role assignment conditions for storage data
actions)
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In Microsoft Azure, encryption scopes are a StorageV2 (general-purpose v2) storage account feature that allows fine-grained control over encryption settings for data stored within a single account. According to Microsoft
Azure Storage documentation, an encryption scope defines a specific encryption context that can be applied at the container or blob level and is supported in non-hierarchical namespace storage accounts (those without Data
Lake Gen2 enabled).

In the given scenario:
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* storage1 has Hierarchical namespace = Yes (Data Lake Storage Gen2 enabled).

* storage2 has Hierarchical namespace = No.

* The plan was to create an encryption scope named Scope1 in storage2.

* The technical requirement specifies that Scope1 must be used to encrypt storage services.

According to the Azure Administrator documentation on encryption scopes:

"Encryption scopes are supported for block blobs, append blobs, page blobs, Azure Files, queues, and tables in standard StorageV2 accounts. Encryption scopes are not supported in hierarchical namespace (Data Lake
Gen2) enabled accounts." This means that Scope1-created in storage2, which does not have hierarchical namespace-can encrypt all blob data (containers and blobs) as well as file shares, queues, and tables.
However, storage1 cannot use encryption scopes because hierarchical namespace storage accounts (ADLS Gen2) manage encryption at the account level and do not support per-scope encryption.
Therefore, only storage2 can apply Scope1, and it can encrypt containers, blobs, file shares, queues, and tables.

Topic 2, Contoso LtdOverview

Contoso, Ltd. is a manufacturing company that has offices worldwide. Contoso works with partner organizations to bring products to market.
Contoso products are manufactured by using blueprint files that the company authors and maintains.

Existing Environment

Currently, Contoso uses multiple types of servers for business operations, including the following:

File servers

Domain controllers

Microsoft SQL Server servers

Your network contains an Active Directory forest named contoso.com. All servers and client computers are joined to Active Directory.
You have a public-facing application named App1. App1 is comprised of the following three tiers:

A SQL database

A web front end

A processing middle tier

Each tier is comprised of five virtual machines. Users access the web front end by using HTTPS only.

Requirements

Planned Changes

Contoso plans to implement the following changes to the infrastructure:

Move all the tiers of App1 to Azure.

Move the existing product blueprint files to Azure Blob storage.

Create a hybrid directory to support an upcoming Microsoft Office 365 migration project.

Technical Requirements

Contoso must meet the following technical requirements:

Move all the virtual machines for App1 to Azure.

Minimize the number of open ports between the App1 tiers.

Ensure that all the virtual machines for App1 are protected by backups.

Copy the blueprint files to Azure over the Internet.

Ensure that the blueprint files are stored in the archive storage tier.

Ensure that partner access to the blueprint files is secured and temporary.

Prevent user passwords or hashes of passwords from being stored in Azure.

Use unmanaged standard storage for the hard disks of the virtual machines.

Ensure that when users join devices to Azure Active Directory (Azure AD), the users use a mobile phone to verify their identity.
Minimize administrative effort whenever possible.



User Requirements

Contoso identifies the following requirements for users:

Ensure that only users who are part of a group named Pilot can join devices to Azure AD.
Designate a new user named Admin1 as the service administrator of the Azure subscription.
Admin1 must receive email alerts regarding service outages.

Ensure that a new user named User3 can create network objects for the Azure subscription.
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=> Move [ Delete

Resource group (change)
ProductionRG

Location
North Europe

Subscription (change)
Production subscription

Subscriptio P o s

Tags (thange)
Click here to add tags

Inbound security rules

PRIORITY NAME

1500 Port_80

65000 AllowvnetinBound

65001 AllowAzureLoadBalancerinBound
65500 DenyAilBuund

Outbound security rules

PRIORITY NAME

1000 DenyWebSites

65000 AllowvnetOutBound
65001 AllowinternetOutBound

65500 DenyAllOutBound

Security rules
1 inbound, 1 outbound

Associated with
0 subnets, 0 network interfaces

»

PORT PROTOCOL SOURCE

&0 JCP Internet

Any Any VirtualNetwork

Ay Ay AzureLoadBalancer
Ay Ay Any

PORT PROTOCOL SOURCE

860 TCP Ary
Any Any VirtualNetwork
Any Ay Ay
Any Any Any

DESTINATION
Ay
VirtualNetwark
Any

Any

DESTINATION
Internet
VirtualNetwork
Internet

Any

ACTION
@ Deny
& Allow
& Allow

9 Deny

ACTION
@ Deny
& Allow
& Allow

& Deny
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Outbound rule "DenyWebSites" is setup correctly to block outbound internet traffic over port 80. In the screenshot it states, " Associated with: 0 subnets, 0 NIC 's ", so you need to associate the NSG to Subnet1.
You can associate or dissociate a network security group from a NIC or Subnet. Reference: https://docs.

microsoft.com/en-us/azure/virtual-network/manage-network-security-group
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Answer Area
Add a subnet to VNet1: _@ferfand User3 only v

' Ivilseﬂ only
I e
User1 and User3 only

User2 and User3 only
User1, User2, and User3

b 4

Assign a userith@ Réader role to VNet1:  User1 only
' 3
User2 only
o § ¥ User3 only
- User1 and User2 only
_ Q & f User2 and User3 only
| M I C rO S 0 t User1, User2, and User3

Explanation:

Answer Area

Add a subnet to VNet1: User1 and User3 only

Assign a user the Reader role to VNet1: User1 only

Microsoft

5‘

This question evaluates understanding of Azure Role-Based Access Control (RBAC) permissions for managing virtual networks (VNets) and assigning Azure roles.

1. Understanding Each User's Role

User

Role

Key Capabilities

User1

Owner

Full access to all resources, including the ability to delegate access by assigning roles.

User2

Security Admin

Can manage security policies and settings (Azure Defender, Security Center) but cannot manage or configure networking resources.

User3



Network Contributor

Can manage networking resources, including VNets, subnets, and network interfaces, but cannot grant access or assign roles.
2. Task Analysis

Task 1: Add a subnet to VNet1

To add a subnet to a virtual network, the user must have permission to modify network resources.

The relevant Azure RBAC action is:

Microsoft.Network/virtualNetworks/subnets/write

Roles that include this permission:

Owner - has all permissions.

Network Contributor - can manage all network settings, including adding/removing subnets.

# Therefore, User1 (Owner) and User3 (Network Contributor) can perform this task.

# User2 (Security Admin) cannot, because that role does not include network configuration permissions.

The Answer: User1 and User3 only

Task 2: Assign a user the Reader role to VNet1

To assign roles or manage access permissions, the user must have RBAC management privileges, specifically:
Microsoft.Authorization/roleAssignments/write

Only users with roles that include role assignment permissions can do this - such as:

Owner

User Access Administrator

The Network Contributor and Security Admin roles do not have this privilege.

# Therefore, User1 (Owner) can assign the Reader role.

# User2 and User3 cannot assign RBAC permissions.

The Answer: User1 only

Microsoft Official Documentation Extracts (AZ-104 Study Guide and Azure Docs):

"The Owner role has full access to all resources, including the right to delegate access to others."

"The Network Contributor role allows management of networking resources but not access control assignments."
"The Security Admin role manages security policies and alerts but cannot create, modify, or delete network resources." (Source: Microsoft Learn # Azure built-in roles for RBAC)
# Final Verified Answers Summary

Configuration

Correct Answer

Explanation:

Add a subnet to VNet1

User1 and User3 only

Owner and Network Contributor can modify virtual network configurations.

Assign a user the Reader role to VNet1

User1 only

Only Owner can assign roles (has roleAssignments/write permission).

Therefore, the final verified answer is:

# Add a subnet to VNet1 # User1 and User3 only

# Assign Reader role to VNet1 # User1 only
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Traffic Analytics analyzes the network security group (NSG) flow logs to provide insights into traffic flow in your Azure cloud1. NSG flow logs are a feature of Network Watcher that allows you to view information about ingress
and egress IP traffic through an NSG2. To use Traffic Analytics, you need to enable NSG flow logs for the network security groups you want to monitor1.

Diagnostic settings for VM1 or NSG1 are not required for Traffic Analytics. Diagnostic settings are used to stream log data from an Azure resource to different destinations such as Log Analytics workspace, Event Hubs, or
Storage account3. Insights for VM1 are also not required for Traffic Analytics. Insights are a feature of Azure Monitor that provide analysis of the performance and health of an Azure resource4.
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In Azure App Service, autoscale rules automatically adjust the number of running instances based on performance metrics such as CPU, memory, or custom metrics. The configuration shown uses the Memory Percentage
metric with a threshold of 70%, meaning that if average memory utilization exceeds 70% for 15 minutes, Azure will trigger a scale-out action.

From the exhibit, the rule specifies:

* Metric threshold: Greater than 70%

* Duration: 15 minutes

* Action: Increase count by 1 instance

* Cool down: 5 minutes

* Maximum instance limit: 5

App1 currently has 2 running instances.

If App1 maintains 80% memory utilization for 30 minutes, the autoscale mechanism will trigger the scale-out action after each qualifying 15-minute window, adding 1 instance every 5-minute cooldown period until the maximum
instance limit (5) is reached.

Therefore, the progression would be:

* Start: 2 instances

* After first 15 minutes: +1 instance # 3 total

* After next 5-minute cooldown and continuing high memory # +1 instance # 4 total

* After another cycle # +1 instance # 5 total

Since the rule continues to trigger until the maximum (5) is reached, and the memory usage remains above the threshold, the maximum number of instances that App1 will scale to during the 30-minute period is 5.
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B. #7 L L\ AzTenantDeployment

C. # L Ly AzResourceGroupDeployment

D. # L L\ AzSubscriptionDeployment
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The provided ARM template creates a resource of type Microsoft.Resources/resourceGroups. Templates that create or manage resource groups must be deployed at the subscription scope, not at the resource group scope.
Microsoft guidance on deployment scopes explains that resource group creation requires a subscription-level deployment.

Accordingly, the correct Azure PowerShell cmdlet to deploy such a template from Azure Cloud Shell is New- AzSubscriptionDeployment. The other options target tenant, management group, or resource group scopes and are
not appropriate for creating a resource group.
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