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Scenario: Contoso identifies the following business requirements:

Agent1 must answer questions only about the products sold by Contoso.

System Message Instructions: This dictates the agent's persona, boundaries, and rules. By explicitly configuring the system prompt (e.g., instructing the agent: "You are a
product assistant.

Only answer questions using the provided product detail sheets. If you do not know the answer based on the provided documents, state that you do not know"), you prevent the
model from answering with its general pre-trained knowledge.

Incorrect:

[Not B]

Few-shot examples: While useful for enforcing output formats or response tone, this does not explicitly stop a model from retrieving outside knowledge on unfamiliar topics.
[Not C, Not D]

Temperature & top-p: These parameters control the creativity and randomness of the model's responses. Decreasing them makes the model's outputs more deterministic and
factual, but they do not actively restrict the model from generating information outside of the intended domain.

Reference:

https://techcommunity.microsoft.com/blog/azure-ai-foundry-blog/announcing-safety-system-messages-in-azure-ai-studio-and-azure-openai-studio/4 146991
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Answer Area

import time
from openai import OpenAlI
client = OpenAlI (
base url= “https://Contoso.openai.azure.com/openai/vi/",

api_key=.,
I:r_ideo = client.videos. v
- Microsoft [fomead comerdy
Eiﬁwe= Y

model=deployment_name;,
prompt= “A videe @f“our products”,
) .

while video.status®not in [“completed”, “failed”, “cancelled”]:

time.sléep(20)
video =jclient.videos. 'y (video.id)
Create
dﬁmlﬂadﬁﬂﬂmem
list
retrieve

print (video.status)
1E fi#:



Answer Area

import time

from openai import OpenAl

client = OpenAlI (
base url= “https://Contoso.openal.azure.com/openai/v1l/",
api_ key=..,

)

video = client.videos. v (

create
download_content
list
retrieve
model=deployment name,

prompt= “A video of our products”,

)

while video.status not in [“completed”, “failed”, “cancelled”]:
time.sleep (20)
video = client.wvideos. v (video.id)

create
download_content
list

retrieve

print (video.status)
Explanation:
Box 1: create

client.videos.create(...) initializes the generation job. This returns a video object containing a unique id and a status of "queued" or "in_progress".
Box 2: retrieve

client.videos.retrieve(video.id) refreshes the video object state from the server by fetching its updated completion progress and status until it finishes Reference:
https://developers.openai.com/api/reference/python/resources/videos/methods/create
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Ensuring that an incident manager agent can assign work to a DevOps agent in Azure Al Foundry is primarily achieved through a Connected Agents configuration. This setup
allows a "main" agent to delegate tasks to "specialized" agents via natural language or defined function calls.

Key Implementation Steps

1. Configure Connected Agents

Within the Azure Al Foundry portal, you must register the DevOps agent as a "Connected Agent" of the incident manager.

2. Define Tool-Based Delegation

Use the ConnectedAgentToolDefinition in the Azure Python SDK or C# SDK to programmatically link them. This exposes the DevOps agent to the incident manager as a callable
"tool".

3. Implement Handoff Orchestration Patterns

Choose an orchestration pattern that fits the triage-to-resolve workflow.

4. Manage Context and State

5. Enable Permissions and Roles

Reference:

https://learn.microsoft.com/en-us/azure/ai-foundry/agents/how-to/connected-agents
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C. Azure Al Foundry
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Azure Al Foundry is a platform for designing, customizing, managing, and supporting Al applications and agents. It acts as an Al app factory, providing a unified environment with
tools, models, and deployment pipelines for various Al tasks. It enables teams to build and operate Al solutions, including those powered by generative Al, while ensuring
security, governance, and cost-efficiency.

Reference:

https://learn.microsoft.com/en-us/azure/ai-foundry/what-is-azure-ai-foundry
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Azure Content Understanding handles unstructured documents, works zero-shot without labelled data, and can infer fields that are not explicitly present, such as deriving a
contract end date from the start date and term. That matches every requirement in the scenario.
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The Azure Al Content Safety image model uses a trimmed severity scale that returns only 0, 2, 4, and 6, so an odd value such as 3 cannot occur for image content. The text
model uses the full 0 to 7 scale, which is where odd-numbered severities appear.
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resource existingReyVault ‘Microsoft.KeyVault/vaults@2024-11-01
existing = {

name: “EKV1'

scope: resourceGroup()
k
resource connection
‘Microsoft.CognitiveSevices/accounts/connections@2025-04-01-
preview' ={

name: ‘5${aiFoundryName}-keyvault’

parent: aiFoundry

properties: {

category: v

‘AzureAlSepvice’ |
‘AzureKeyVaull'
‘AzireQpeanAl
target: existingfeywault.id
authTypat B ™

h 4

‘AccountKey'
‘AccountManagedidentity’
‘Apikey’
isSharedToall:

metadata: {
ApiType: ‘Azure’

Resourceld: existingKeyVault.id
location: existingKeyVault.location




MW mIca

resource existingKeyVault ‘Microsoft.EKeyVault/vaults@2024-11-01
existing = {

name: ‘KV1’

scope: resourceGroup()
}
resource connection
‘Microsoft.CognitiveSevices/accounts/connections@2025-04-01-
preview’ ={

name: ‘${aiFoundryName}-keyvault’

parent: aiFoundry

properties: {

category: v
‘AzureAlService’
‘AzureKeyVault
‘AzureOpenAl
target: existingRKeyVault.id
authType:
h 4
‘AccountKey’
‘AccountManagedidentity’
‘ApiKey’
isSharedToall:

metadata: {
ApiType: ‘Azure’
Resourceld: existingKeyVault.id
location: existingKeyVault.location

!
Explanation:

Box 1: AzureKeyVault

To configure a connection from a Microsoft Foundry project to an Azure Key Vault, you must use the AzureKeyVault connection category.

Box 2: AccountManagedIdentity

To connect a Microsoft Foundry project to an Azure Key Vault, you must use AccountManagedldentity as the authType.

Microsoft Foundry secures its outbound connections to core Azure storage and security infrastructure using Microsoft Entra ID role-based access control (RBAC). Using
AccountManagedIdentity completely eliminates the need to handle or rotate explicit credentials or api keys within your configuration.

Reference:

https://learn.microsoft.com/en-us/azure/foundry/how-to/set-up-key-vault-connection
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IEfE: (EfEZRRLET)

One should absolutely use a model cascade to route requests to different models based on complexity. This architectural pattern is highly effective for high-volume chat
applications because it directly addresses the trade-off between operational cost, API latency, and response quality.

Using a model cascade router ensures that your high-volume Microsoft Foundry application scales efficiently by reserving expensive computational power exclusively for queries
that actually require advanced cognitive processing.

Note:

1. Analyze Request Complexity

Implement a lightweight intent classifier or routing layer at the entry point of your Microsoft Foundry project. This router quickly inspects incoming user prompts using basic
heuristic keyword matching, semantic embeddings, or a highly optimized, fast model (like Phi-3 or GPT-

40-mini) to categorize the query as either a "Simple FAQ" or a "Complex Reasoning" request.

2. Route to the Optimal TierTier 1 (Fast & Cheap):

Route standard, predictable FAQ requests to a smaller, cost-effective model or a local cache/vector database lookup. This keeps latency in milliseconds and drastically lowers
token costs.

Tier 2 (Advanced Reasoning): Route multi-step logic, coding, or highly contextual queries to a frontier model (like GPT-40).

3. Implement Fallback LogicDesign the cascade to be dynamic. If the smaller Tier 1 model generates a response with low confidence, or if the user asks a follow-up question that
invalidates the simple FAQ status, seamlessly upgrade the conversation loop to the Tier 2 model.

Reference:

https://medium.com/@sujathamudadla1213/what-is-the-primary-purpose-of-a-model-cascade-in-machine-learning-Ob145a7bc6e2
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Microsoft Foundry T—> x> hAY LI TORBZEEE Azure Search 1 VTV I AL DIGE T LET,
-EmBEEMI—FZERETELTHFRALNI4—ILE

- B GRADED AR ZBIMT HRT MLig
A—H—NUTOFETAIUVTYIRERETESLSITTIRENHYFET,

-EREGERBEFI—F

-BROBREEICKL DA

fAizZEINEELINTIAN?

A.RND B3 —BREDH

B./\1 71y FEER

C.*¥—7—FEREDH

D. ERREDH

Ef#: (EfEZRTLET)

To meet your requirements, you need to configure a Hybrid Search with Semantic Ranking in Azure Al Search. This setup combines keyword matching for exact identifiers with
vector search for natural language queries, delivering the most accurate grounding data to your Microsoft Foundry agent.
Reference:

https://www.tredence.com/blog/searchsmart-enhancing-rag-with-azure-ai-search-service
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{iffi &
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AXF
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F R LIRS Y FAMESNFET,

ANSwer Area

It/else condition exXxpression: -

IsBlankilocal.Var01)

'ﬁmmmdﬁwﬁﬁigififﬁ
Not(isBlankllocal.Var0O1))

Send message expreSsion: -
{Local.Var01)

{UpperiLocal. Var01))
{Upper(Var01))

IVIicrosortt

iIsBlank{lLocalVar01)
IsEmpity{lecal.VarO1)

If/else condition expression:

NotsBlank(Local.Var01))

Send message expression:

{Local.VarO1})
F{Uppertincal.\ﬂlrﬂ‘l)}

.{U pper(Var01))

B 12

B, A—F -7y TO—FLEERD 77/ LERAELTRETZI—S Y M EETHFETT,
I—o v FDORAFEIZAzure Al Agent ServiceZ RS AN ESIMEEHEL TLVET,
CHOY—ERIZTYTA—FTELZT7AILDERRFA XEENLS LVTIA?

A. 1GB

B. 10GB

C. 100 GB
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https://learn.microsoft.com/en-us/azure/ai-services/agents/quotas-limits
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The correct configuration choice is to set project-endpoint to the endpoint of the project.

azure-ai-project-endpoint: This parameter is required and must be set to the URL endpoint of your Microsoft Foundry project. This aligns with setting project-endpoint.
Reference:

https://learn.microsoft.com/en-us/azure/foundry/how-to/evaluation-github-action
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C.V—IL%Project1DT 74 Il MERZFERATHILIICHELET,

D. V—ILZHERICERELET,
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To make sure that the OpenAPI tool automatically includes the API key from the connection on all requests, you should explicitly define the security schemes and security
requirements in your OpenAPI specification file.

Incorrect:

[Not D]

Even if you successfully link the tool to the custom connection in the portal Ul, the Microsoft Foundry agent service will intentionally redact or withhold the API key if it cannot find
a corresponding matching structure in the tool's code definition.

Reference:

https://learn.microsoft.com/en-us/azure/foundry/agents/how-to/tools/openapi
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Answer Area
run_payload = { o&

“"assistant_1id": agentpid,

“"required”

-

temgesponse_format”

'
= 1Lt '-mtadiiittr(
| Q-ria': "ticket-triage”
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A Model Context Protocol (MCP) server exposes a reusable, centrally maintained set of tools that any agent can connect to, and Foundry Agent Service supports adding MCP
servers from the tools catalogue. This is the standard pattern for connecting agents to external systems through shared tool definitions.
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Scenario:

Problem Statements: Contoso identifies the following issues:


https://www.jpnshiken.com/q/68951-6458197/

The finance department at Contoso reports that vendor invoices must be reviewed manually to ensure that the invoices match the terms defined in the vendor contracts. The
invoices contain tables, logos, and varied layouts that make the documents difficult to process consistently.

The correct tool to include in your solution is Azure Document Intelligence in Foundry Tools.

Structured Data Extraction: Azure Document Intelligence is a cloud-based Al service specifically optimized for extracting structured data, key-value pairs, and text from complex
documents such as vendor invoices, receipts, and contracts.

Layout and Table Handling: Invoices frequently contain unpredictable tables, complex spacing, logos, and mixed image-and-text variations. Azure Document Intelligence uses
dedicated, prebuilt invoice models and layout analysis capabilities engineered to map and preserve the semantic structure of tabular data across inconsistent layouts.
Confidence Scoring for Manual Review: The service generates confidence scores for extracted fields. This allows you to automatically flag low-confidence Extractions and
seamlessly route complex anomalies to human operators for manual validation against vendor contracts.

Incorrect:

[Not C]

Azure Content Understanding: While useful for multi-modal analysis and schema-based image querying, it currently lacks the specialized, highly optimized parsing engine
required for complex multi-page tables. Using it for varied invoice processing often results in inconsistent line-item mapping and tabular errors compared to the robust,
specialized Document Intelligence invoice models.

Reference:

https://medium.com/@meetalpa/part-9-building-an-intelligent-invoice-processing-system-with-microsoft-foundry-and-ai-agents-0cd181df4b2e
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B. Azure Al Search

C. Azure SQL

D. Azure Blob Storage

E. Azure Al Bot Service
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Azure OpenAl On Your Data enables you to run advanced Al models such as GPT-35-Turbo and GPT-4 on your own enterprise data without needing to train or fine-tune
models.

For some data sources such as uploading files from your local machine (preview) or data contained in a blob storage account (preview), Azure Al Search is used.
Reference:

https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/use-your-data
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The most essential skills for this scenario are Azure OpenAl Embedding and Text Split.

Azure OpenAl Embedding: This skill is critical for generating the vector representations (embeddings) of your text, which directly enables the required vector search capability.
Text Split: This skill is essential because LLMs and embedding models have strict token limits.

Breaking large product detail sheets into smaller chunks ensures the text fits into the embedding model and improves the accuracy of semantic search.

Incorrect:

[Not B]

Entity Recognition: This extracts specific entities like names, dates, or locations. While helpful for advanced filtering, it is not a foundational requirement to enable basic semantic
or vector search.

[Not D]

Merge: This skill combines text from multiple fields into a single string. Since product sheets are already unified documents, splitting and chunking them is the priority rather than
merging separate fields.

[Not E]

Language Detection: This identifies the language of the input text. Unless your product sheets are completely multilingual and require conditional routing to different language
models, this skill is secondary.

[Not F]

Key Phrase Extraction: This pulls out main talking points or keywords. This is primary used for traditional keyword tagging or basic search indexing, whereas your requirement
specifically dictates vector and semantic-based retrieval.

Scenario:

Technical Requirements;

*-> The product sheets must be processed by using an indexing pipeline that enables semantic and vector search, so that Agent1 can retrieve the relevant product information.
Data environment: The Azure environment contains an Azure Blob Storage account named storage that stores product detail sheets for all the Contoso products.

Planned changes: Enable Agent1 to retrieve and use the detailed product information from the product sheets stored in storage1.

Reference:

https://www.rheininsights.com/blog/en/Retrieval+Augmented+Generation+with+Azure+Al+Search

+and+Atlassian+Confluence.php
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Answer Area

| W https://management.azure.com/subscriptions/

PATCH XXXAXXK K- XXX - KXXX—XXKXK—
XXXXXXXXXxXXX/resourceGroups/RG1

POST
PUT
/providers/Microsoft.CognitiveService/accounts/CS17api-

version=2021-04=30
{

“location”: “West US”,

- -

“EindT: “ ._Y %
CognitiveServices
ComputerVision
TextAnalytics

Mname®: “sSO¥
| &
“properties”: {},
“identity": {
“type”: “SystemAssigned”

}

1E fi#:
AnSwer Aren IH] ‘Microsoft
| W https://management.azure.com/subscriptions/
PATCH XXXKEX KK~ UEAA - XXX~ XXX K~
POST XXXXXXXXXXXX/resourceGroups/RG1
FUal

/providers/Microsoft.CognitiveService/accounts/CS17api-
version=2021-04-30

{
“location”: “West US”,
“kipdts & e B
-~ ﬁ‘f& N
ComputerVision
TextAnalytics
“sku”: {
“na:ne-" : \\Sﬂ ~
e
“properties”: {},
“identity”: {
“type”: “SystemAssigned”
}
}
Explanation:

Box 1: PUT



Need to create a Cognitive Services Multi-Service resource using the PUT method. This specific resource type provides a single endpoint and key for multiple Al services,
consolidates billing, and supports Azure Vision.

Box 2: CognitiveServices

Using the CognitiveServices kind creates a multi-service resource. This fulfills all the requirements by providing a single key and endpoint for multiple services, consolidating
billing, and enabling access to features like Azure Al Vision and Text Analytics under one roof.

Reference:

https://learn.microsoft.com/en-us/azure/foundry/how-to/develop/sdk-overview
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Few-shot prompting is the best approach for this project. This technique improves classification accuracy by including a few high-quality examples directly inside the prompt,
giving the model a clear pattern to follow without modifying its weights or storing data permanently.

Zero retraining: Works entirely through in-context learning during the API call.

No permanent storage: The knowledge disappears as soon as the inference request is completed.

Immediate accuracy boost: Demonstrates formatting, nuances, and edge cases directly to the model.

Reference:

https://www.linkedin.com/pulse/top-interview-questions-answers-prompt-engineering-nitin-sharma-ka4fc
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Actegne Microsoft Answer Area

Increase tenant-wide quotas.

Move large content to files
and use file search.

HTTP-429:

Use additional agent tools
to reduce the message size.

HTTP 400:

Implement exponential backoff
and jitter in the retry logic.

Split content into smaller files
before uploading the files.

EfiE:
Actions Answer Area

Increase tenant-wide quotas.

......... Y=o I3
i

\love large content to files
and use file search.

Implement exponential backoff
and jitter in the retry logic.

HTTP 429:

Use additional agent tools
to reduce the message size.

.| Split content into smaller files
a1l before uploading the files.

Implement exponential backoff
and jitter in the retry logic.

Split content into smaller files
before uploading the files.

Explanation:

Box 1: Implement exponential backoff and jitter in the retry logic

To remedy intermittent HTTP 429 rate limit errors while staying within service limits, you must implement a retry policy that uses exponential backoff and jitter.

Because the agent uses threads and file uploads, load testing triggers short-window concurrency spikes (bursting). Azure OpenAl evaluates rate limits in small slices (like 1- to

10-second windows), meaning overlapping file processing or concurrent thread steps will trigger a 429 even if your total Tokens-Per-Minute (TPM) or Requests-Per-Minute
(RPM) look safe overall.

Box 2: Split content into smaller files before uploading the files.

Instead of uploading a large document in a single standard files.create request, utilize the Chunked Uploads REST API path. This splits the file payload on your client application
layer before streaming it to Azure.

Note: To resolve the HTTP 400 file size exceeded error in your Microsoft Foundry agent, you need to bypass the strict payload constraints of standard single-request uploads. In
Azure OpenAl and Microsoft Foundry Agent architectures, a multipart standard upload has a rigid request body limit (typically 30 MB or 50 MB.



Reference:
https://learn.microsoft.com/en-us/answers/questions/2265002/getting-error-after-deployed-a-model-in-azure-ai-f
https://learn.microsoft.com/en-us/answers/questions/5521436/getting-400-error(request-body-too-large)-for-batc
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C. Azure Kubernetes Service ETODEILIHRR FEFTOA A2k
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Serverless API deployment runs on Microsoft-managed infrastructure, bills per input and output token, and needs no VM quota, so it is the fastest path that matches token-based
billing. It is the standard choice when you want pay-per-use economics without managing compute.
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The Protected material text detection feature in Azure Al Content Safety is specifically designed to identify and block responses that may contain copyrighted or protected
content, such as lyrics from popular songs. Since GPT-4 may have been trained on publicly available data, this feature helps ensure that the chatbot does not generate
copyrighted lyrics by detecting and filtering out protected material.
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Correct:

* You configure a prompt shield for documents.

Prompt Shield for Documents: Highly Effective (Critical Defense)

How it helps: This shield specifically scans untrusted, third-party data inputs (like external documents or text extracted from uploaded images).
Mechanism: It evaluates the extracted image text before it is sent to the LLM to identify hidden jail

* You configure a prompt shield for user prompts.

Prompt Shield for User Prompts: Partially Effective (Defense in Depth)

How it helps: This shield targets direct jailbreak attempts written manually by the user in the text prompt field accompanying the upload.
Mechanism: It prevents the user from typing supporting instructions that prime the model to execute the hidden instructions found within the image.
* You configure image moderation to block unsafe content before processing the images.

Implementing rigorous image moderation is one of the most effective ways to secure multimodal Al systems against these threats. Moderation acts as a necessary gatekeeper,
preventing malicious inputs from ever reaching the generative model.

Incorrect:

* You configure protected material detection.

Protected Material Detection: Ineffective for this Threat

Why it does not help: This feature is designed to scan model outputs to prevent the generation of copyrighted text, proprietary source code, or licensed imagery.
Limitation: It does not scan inputs for adversarial instructions and will not prevent a user from manipulating the model's logic.

Reference:

https://www.upgrad.com/blog/what-is-multimodal-ai/

https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/jailbreak-detection
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S ——

from azure.identity imsport DefaultAzureCredential

from azure.ai.projects import AIProjectClient .. . f
_ m Microsoft

credential = - 0
AzureKeyCredential

ClientSecretCredential
DefaultAzureCredential

project_client = AIProjectClient( m
endpoint="htrps:/ f:mta:ait erv “ n:G O i/projects/projectl”™
n
credentiale-creden 1 ‘ké
IS

with proj nt.get_openal _client() as openal_client:
response = openai_client.responses. v {
compact
create
retneve

model="trall-guide-chat™,

input="Create a 3-day hiking itinerary near Seattle.”,

1E fiz:



Answer Area

AzureKeyCredential
ClientSecretCredential

DefaultAzureCredential

il -ri"[-.:»
t
|
l{ reate

retneve
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The best configuration step an indexer to extract image data into a normalized_images collection.

Cracking Foundation: In Azure Al Search, document cracking automatically separates textual data from visual content. To make embedded images available to image-processing
skills like OCR, the indexer must be explicitly configured with an imageAction configuration property (such as generateNormalizedlmages or generateNormalizedlmagePerPage).
Input Structure for OCR: This indexer step extracts embedded images from the PDF and restructures them into an internal normalized_images array (accessed via the path


https://www.jpnshiken.com/q/68951-6458207/

/document/normalized_images/*). The built-in OCR skill strictly requires this normalized image collection format as its input payload.

Incorrect:

[Not C]

Content Field Limitations: The /document/content field generated during document cracking holds only the raw text extracted from the file. It does not contain the binary data or
structural properties of embedded images.

Targeting Errors: Pointing an OCR skill directly at the raw text content field would fail to analyze the actual images, leaving the agent unable to ground answers in visual elements
like diagrams or embedded infographics.

Reference:

https://docs.azure.cn/en-us/search/tutorial-skillset
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Actions Answer Area

Regenerate the primary
admin key

Regenerate the secondary
admin key

Change the app to use
the secondary admin key

Add a new query key

Change the app to use
the new key

Delete the compromised
key




Actions ' Answer Area

Regenerate the primary
admin key

Regenerate the secondary | | , | Delete the'€ompromised
admin key key

Change the app to use

the secondary admin key |, | &} * AAdd & new query key

3| Change the app to use
Add a new query Key the new key
Change the app to use
the new key

Delete the compromised
key

Explanation:

Enforces Read-Only Permissions: Query keys are specifically designed to provide read-only access to the documents collection of an index. Admin keys provide full read-write
administrative privileges and should never be distributed to consumer-facing applications.

Zero Downtime: Azure Al Search lets you generate up to 50 individual query keys. Creating a new one allows the app to stay online throughout the entire key rotation process
Reference:

https://learn.microsoft.com/en-us/azure/search/search-security-api-keys
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Multiple-file task: Required over a single-file task. Your pipeline needs to reconcile data across two separate active transactional documents (the invoice and the purchase order)
within a single analyzer request.

Pro mode is required instead of standard mode. Pro mode is specifically designed for advanced scenarios requiring multi-step reasoning, cross-file analysis, and validation
against a knowledge base. Note that Pro mode currently supports classify and generate fields but does not support confidence scores for specific extracted fields.


https://www.jpnshiken.com/q/68951-6458209/

Vendor contract files as reference data: Required. Because the vendor contracts are static compliance documents, they should be uploaded and treated as the analyzer's
background knowledge base (reference data) to guide the validation logic.

Reference:

https://learn.microsoft.com/en-us/azure/ai-services/content-understanding/concepts/standard-pro-modes
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To monitor and control access to a custom agent in Azure, you must first create a Microsoft Foundry project. Once the project is created, you register your custom agent within it
to enable management capabilities such as access control and activity monitoring.

Reference:

https://learn.microsoft.com/en-us/azure/foundry/control-plane/register-custom-agent
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Correct:

* You add a reflection pass that regenerates the response if the required clauses are missing.

This is Self-Correction Strategy: A reflection pass allows an agent to evaluate its own initial output against specified constraints (e.g., checking for the presence of mandatory
regulatory clauses). If the required text is missing, the agent triggers a programmatic self-correction or regeneration loop to include them before final delivery.

Incorrect:

* You increase the value of the max_tokens parameter.

Increasing the max_tokens parameter prevents the response from being cut off mid-sentence due to length constraints. However, it does not force the model's logic to explicitly
include missing information that it chose to leave out earlier in the text.
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* You increase the value of the temperature parameter.

Raising the temperature parameter increases randomness and creativity. For rigid compliance tasks like summarizing regulatory documents, higher temperature actually
increases the risk of hallucination and omission.

*You run an evaluation flow that scores responses for completeness and blocks responses that fall below a defined threshold.

Evaluation Flow Block: Running an evaluation flow to score completeness and blocking bad responses identifies and stops low-quality outputs, but it does not fix or actively
improve the response completeness. It simply filters failures out of the system.

Reference:

https://pub.towardsai.net/reflection-with-llm-how-to-make-ai-review-its-own-work-2db122fca1d8
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To best manage security and centrally handle credentials across multiple agents, you should add a connection to the Azure Al Search resource at the Azure Al Foundry project
level.

Why This Works

Central Hub: The project acts as the single security perimeter for all your agents.

Credential Masking: Agents inherit access without hardcoding secrets, APl keys, or connection strings in their code.

Identity Management: It allows you to leverage Microsoft Entra ID (formerly Azure AD) for role- based access control (RBAC).
How to Implement It

1. Navigate to your Azure Al Foundry portal.

2. Select your specific project from the dashboard.

3. Open the "Management Center" or "Project settings" tab.

4. Click on "Connected resources" or "Connections".

5. Add the Azure Al Search resource.

6. Choose Entra ID (managed identity) over API keys for maximum security.

Reference:

https://partner.microsoft.com/en-us/blog/article/azure-updates-december-2025
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Include Azure Al Immersive Reader in your solution. It is an applied Al service that provides built- in accessibility features like read-aloud (text-to-speech), real-time translation,
line focusing, and customizable typography. It requires no machine learning expertise and integrates easily to minimize development effort.

Reference:

https://azure.microsoft.com/en-us/products/ai-services/ai-immersive-reader
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Values Answer Area .

Field valietype:

Field method:

string

Explanation:

Box 1: string

The Type (string): While you want the output schema to contain a description of the color palette or style, Azure Content Understanding schemas map the underlying data types
using fundamental types like string, number, or array. The field will output the final result in the JSON response under a key like "valueString" Box 2: generate The Method
(generate): The extract method is only used for pulling literal text exactly as it appears in content (such as speech-to-text transcripts or OCR). Because analyzing visual
aesthetics and synthesizing descriptive text about a "color scheme" requires multimodal Al reasoning, you must use the generate method. This instructs the underlying model to
analyze the segment and synthesize a completely new descriptive insight.

References:

https://learn.microsoft.com/en-us/azure/ai-services/content-understanding/video/elements
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d. execute_refund

- id: spproval

type:

type: agent

agent: PaymentAgent

condition:

approval == "approved”

propose_refund.output = null

true
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propose refund.output = null

true
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An agentic Retrieval-Augmented Generation (RAG) architecture is the best fit for your requirements. Traditional, linear RAG pipelines struggle with complex, multi-turn
dependencies, whereas an agentic approach natively solves them through iterative reasoning and tool orchestration.

Here is how an agentic RAG pattern specifically satisfies each the three technical requirements:

1. Complex Questions & Multi-Chunk Retrieval

The Challenge: Complex questions often require aggregating distinct pieces of information scattered across different documents or sections.
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The Agentic Solution: An agent uses a Reasoning and Acting (ReAct) loop. It evaluates the user's query, breaks it down into sub-questions, and executes multiple distinct search
queries. It then synthesizes the information from these diverse chunks before generating a final response.

2. Multi-Turn Conversations & Retrieval Planning

The Challenge: Standard RAG often just passes the latest user message or a simple chat history summary to the search index, which can lose context or misinterpret the user's
true intent in long conversations.

The Agentic Solution: The agent acts as a query planner. It maintains the state of the conversation and dynamically decides if a retrieval is needed, what specific keywords or
vectors to target based on past turns, and how to reformulate the query to bridge context gaps.

3. Parallel Retrievals for Low Latency

The Challenge: Sequential lookups drastically increase time-to-first-token (TTFT), harming the chat user experience.

The Agentic Solution: Modern Al agent frameworks allow the LLM to emit multiple tool calls simultaneously. The application layer can intercept these calls and execute parallel
asynchronous queries against your Azure Al Search vectorized index, drastically minimizing latency.

Reference:

https://arxiv.org/html/2501.09136v1
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To fulfill all your requirements using Azure Content Understanding in Foundry Tools, you need to configure a custom document analyzer with specific flags, set up an index
ingestion pipeline, and build a downstream human-in-the-loop validation rule.

*-> 1. Enable Confidence Scores and Source Grounding

To force the analyzer to provide per-field confidence metrics and precise layout/bounding box coordinates for verification, you must opt-in to the estimate
FieldSourceAndConfidence parameter within your configuration.

Option A (Global): Set estimateFieldSourceAndConfidence = true in the main analyzer config to evaluate all fields.

Option B (Field-Level): Set estimateSourceAndConfidence = true under individual field schemas.This ensures the generated JSON response populates the bounding box
coordinates, page numbers, and a confidence score 0.0 to 1.0 for every extracted entity.

2. Configure Document Extraction for Two-Column & Table Layouts

3. Build the Ingestion Pipeline (RAG vs. Automation Dual-Path)

4. Implement Threshold Routing and Source Verification
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Reference:
https://learn.microsoft.com/en-us/azure/ai-services/content-understanding/document/overview
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The Responses APl is the generally available single entry point for Foundry Agent Service and supports both prompt agents and hosted agents. It is the API Microsoft directs
new agentic development towards.

B[ 40

HiET=E Agent! EWVWSARDI— x> b%EEL Microsoft Foundry 7Oy F&EEFE>TWET,

I—2xr MIEREIZETINETH, Foundry Control PlanelZl[ET 5 —F ETERIH, F—V U FEHEDEINRREINT  FL—XF2THLZETT,
BRHEIhf-a  rO—ILTL—2 12 Agent! DB GENKRTRENT NS LEHERTIVENHY FET,

BEEIEESITRETLELIN?

A Agent1ZH LWLWVA—=D 3 V(27 vy TT— R LTLES LY,

B. Foundry Control Plani b T —2 x> FEBEERIT 5

CI—CzrMICAJRINITI—VRAR—RZEYHTET,

D. Agent1 @ Application Insights Z&#IZLFET,

IEfZ: (EfEZRTLET)

To resolve this issue, you must connect and configure an Azure Application Insights resource for your Microsoft Foundry project.

The Foundry Control Plane, its Agent Monitoring Dashboard, and the Traces tab rely directly on telemetry data stored within the connected Application Insights instance. If this

resource is missing, unlinked, or improperly configured, the dashboard cannot display runs, error rates, token usage, or transaction spans.

Reference:

https://techcommunity.microsoft.com/blog/azure-ai-foundry-blog/monitoring--observability-in-microsoft-foundry/4517250
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Explanation:
Box 1: 0
The percentage of false positives is 0%.

Because the model made zero incorrect positive predictions, the count and percentage of false positives must be exactly zero.
Box 2: 25

The value for the number of true positives divided by the total number of true positives and false negatives is 25% (or 0.25).
High Precision (100%): Every single object your model detects is correct; it generates zero false alarms.
Low Recall (25%): Your model misses 75% of the actual objects it was supposed to find.

Reference:
https://medium.com/grabngoinfo/how-to-evaluate-the-performance-of-a-binary-classification-model-6e7193dcbbf9
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function F(n)

{

var f = [0, 1];

for (vari = 2;i < n; i++) f[i] = f[i-1] + f[i-2];
return f;

}
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By adding a comment like // what does function F do? to the prompt, you are instructing the GPT model to provide an explanation of the function's behavior. This approach
directly asks the model to explain the code, which will help generate an explanation without requiring changes to the model or additional resource-intensive configurations.
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Actions Answer Area

Initialize the fraining dataset.

Train the classifier model 1 |Create aproject.
Create a project 2 |Upload and tag images.
Upload and tag images. 3 |Train the object detection model.

Train the object detection model.

Explanation:

Step 1: Create a project

You must first set up a new project in the Custom Vision portal or via the SDK to store your data and configuration.

Step 2: Upload and tag images

Next, you need to upload photos of your specific factory components and draw bounding boxes around the faults to tag them.

Step 3: Train the object detection model

Because you need to identify and locate specific, localizable faults on a component, you must train an object detection model rather than a general classifier model.
Reference:

https://thegroundtruth.blog/tag/computervision/
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You should add the Azure Machine Learning OCR skill (historically known as the Microsoft.Skills.Vision.OcrSkill) to your skillset pipeline.

Text Extraction: Scanned images contain unsearchable pixels rather than text.

Data Ingestion: The OCR skill extracts the printed text and layout information from the images.

Downstream Processing: It feeds raw text into subsequent skills (like Entity Recognition) or directly into your search index fields.

Reference:
https://techcommunity.microsoft.com/blog/azurearchitectureblog/from-large-semi-structured-docs-to-actionable-data-reusable-pipelines-with-adi-a/4474054
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RAG injects fresh, frequently changing knowledge at inference time by retrieving relevant content from an index and grounding the model's answer in it, which is exactly the "chat
with your data" pattern this scenario describes. Microsoft's guidance is direct on the boundary between the two techniques.

Use fine-tuning when you need to change model behavior, style, or task performance, rather than add fresh knowledge.
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Prompt Shields detects prompt injection attacks, including indirect injection where malicious instructions are embedded in content the model processes, such as text hidden
inside an image.
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To fix incomplete or incorrect translations from mixed-language transcripts, you must identify and isolate the languages at the sentence or phrase level before sending the text to
Azure Translator.

Azure Translator performs best when a single request contains only one source language. When it receives a mixed-language segment under a single source language code, it
often fails to parse the secondary language correctly.

Here is the step-by-step pipeline you should implement inside your application before hitting the Translator API.

1. Split Segments into Sentences

Live call transcript segments can contain multiple sentences. Do not send the raw, multi-sentence segment directly to the translator if it contains mixed languages.Break the
segment into individual sentences.Use regex punctuation rules or a lightweight sentence-splitting library.

2. Run Language Detection Per Sentence

Azure Translator has a built-in Detect API, but for mixed-language live calls, executing a dedicated detection step per sentence provides better control.

Reference:

https://medium.com/neural-engineer/azure-ai-speech-to-text-real-time-transcription-58bfd5fd 1a28
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To enhance response completeness in your Microsoft Foundry agent, you must intercept the retrieved documents and the generated summary within your backend application
logic before returning the payload to the user.

1. Implement Completeness Verification Logic

Add a verification step in your orchestration code (e.g., in your Python/Semantic Kernel or LangChain pipeline) that compares the generated summary against the retrieved
chunks.' Map Key Assertions: Extract main policy rules from retrieved text.Cross-Reference Entities: Verify all key entities are in the summary.

Check Scope Coverage: Ensure every retrieved document is represented.

Scan for Gaps: Identify critical missing constraints or exceptions.

2. Apply Application-Level Mitigation Strategies

If the verification step detects that the summary is incomplete, use your code to correct it before the final response leaves your system.

Reference:

https://dev.to/moonrunnerkc/how-i-built-a-verification-layer-for-copilot-clis-multi-agent-output-4b7h
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[A]

Add allowed groups to each index entry: Each document in your search index must include a field (e.g., group_ids) listing the security groups or principals that have permission to
view that document.

[E]

Retrieve the group memberships of the user: When a user submits a query, your application must query Microsoft Entra ID to fetch the list of all security groups the user belongs
to.

[F]

Supply the groups as a filter for the search requests: Your application will then translate the user's group memberships into an OData filter (using the search.in() function) and
append it to the search API query, restricting the results only to documents the user has access to.

Reference:

https://learn.microsoft.com/en-us/azure/search/search-security-trimming-for-azure-search
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WebSockets is the best connection method for this application because it enables full-duplex, bi- directional streaming over a single TCP connection, meeting the strict ~100 ms
latency requirement for real-time audio.

Reference:

https://www.chat-data.com/blog/implement-openai-realtime-api-for-chatgpt-voice
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Prompt Shields in Azure Al Content Safety are specifically designed to detect and block prompts or questions that attempt to bypass safety features in generative Al models,
such as those used in chatbots. This feature ensures that the chatbot adheres to safety and ethical guidelines by preventing inappropriate or harmful content generation.

Eﬁ:ﬁ: 52
HLEEEFEBATOEEI—Cz UV FERABLTVWET  BRICLSERZZTMT  EREFTHEL,  BRUGEFFETICTREAZRAEZA LT VWEMNGERMSB T IEHEIC
RHETOVENDHYFET, EOWREZTIEBHINETLLOIN?
AI—CzV bFHOBETHFR MNEBRDOI-ODNDRILEFETIL
B. 774/ bDTHFRAHEHALITFEEFEDH
C.Azure TranslatorzfEFA L TEFR XML FT
. BFE A M —LIZ®F BAzure Al Document Intelligence
EfE: (EfEZRRLET)
A custom speech model improves recognition of specialised vocabulary, such as medicine names, by adapting speech-to-text (STT) to your domain, and Al-103 covers
integrating speech, including custom speech models, as an agent modality. This directly addresses the accuracy problem in the scenario.
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Agentic retrieval in Azure Al Search uses a large language model to decompose a complex query into focused subqueries, runs them in parallel, semantically reranks each set of
results, and merges them into a unified response, while taking conversation history into account. That is precisely the behaviour the scenario describes.
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Correct:

* You add a reflection pass that regenerates the response if the required clauses are missing.

This is Self-Correction Strategy: A reflection pass allows an agent to evaluate its own initial output against specified constraints (e.g., checking for the presence of mandatory
regulatory clauses). If the required text is missing, the agent triggers a programmatic self-correction or regeneration loop to include them before final delivery.

Incorrect:

* You increase the value of the max_tokens parameter.

Increasing the max_tokens parameter prevents the response from being cut off mid-sentence due to length constraints. However, it does not force the model's logic to explicitly
include missing information that it chose to leave out earlier in the text.

* You increase the value of the temperature parameter.

Raising the temperature parameter increases randomness and creativity. For rigid compliance tasks like summarizing regulatory documents, higher temperature actually
increases the risk of hallucination and omission.

* You run an evaluation flow that scores responses for completeness and blocks responses that fall below a defined threshold.

Evaluation Flow Block: Running an evaluation flow to score completeness and blocking bad responses identifies and stops low-quality outputs, but it does not fix or actively
improve the response completeness. It simply filters failures out of the system.

Reference:

https://pub.towardsai.net/reflection-with-lim-how-to-make-ai-review-its-own-work-2db122fca1d8
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To extract content, preserve tables and document layout, and detect embedded QR codes without deploying a large language model (LLM), you should use the built-in prebuilt-
layout analyzer.

Note:

Unlike schema-driven extraction models in Content Understanding that utilize generative Al orchestration, the Layout analyzer is a highly efficient machine-learning-based model.
It natively outputs structural geometry and decodes barcodes without requiring an active LLM deployment or provisioned throughput.

Structural Preservation: It extracts headers, paragraphs, and nested sections, returning precise spatial bounding boxes for every single element. Downstream agents can utilize
this geometric metadata to anchor or cross-reference sections accurately.
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Advanced Table Mapping: It maps intricate, multi-page invoice tables, capturing text alongside row and column indices. You can configure the output structure format natively
into Markdown or HTML tables to maintain formatting cleanliness.

Built-in QR and Barcode Decoding: By default, the configuration parameter enableBarcode is set to true. The analyzer scans the scanned PDF image, isolates 2D code regions,
and appends the decoded string payload into the output JSON alongside text blocks.

Zero LLM Dependency: It does not route text to foundational models like GPT-40 for its extraction, keeping processing latency low and lowering operational costs significantly.
Reference:

https://learn.microsoft.com/en-us/azure/ai-services/content-understanding/quickstart/content-understanding-studio
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To enable the agent to answer questions about order status, you need a plugin.

In Semantic Kernel, a plugin acts as a container for the specific capabilities (functions) that allow an agent to interact with external data or systems, such as an order database or
API.

To help me give you a more specific example or guide, could you tell me:

The data source where order info is kept (e.g., a SQL database, a REST API, or Shopify) The programming language you're using for the Kernel (C# or Python) Reference:
https://learn.microsoft.com/en-us/semantic-kernel/frameworks/agent/agent-functions
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To fix this, you must change your request payload structure from a single string to a structured content array. Multimodal models in Azure Al Foundry expect an array of distinct
objects for text and images.
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Reference:
https://towardsdatascience.com/multimodal-ai-search-for-business-applications-65356d011009/
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Azure Translator in Foundry Tools provides deterministic, broad-language translation at scale and at lower cost, which suits high-volume, straightforward content.
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The first step should be an Azure Content Understanding analyzer within Microsoft Foundry Tools.

This specific tool is designed to handle the complexities in this scenario--scanned text, complex tables, and multi-column layouts--by converting unstructured documents into a
structured Markdown format. This preserves the document's original hierarchy and structural relationships, which is critical for accurate downstream reasoning by an agent.
Incorrect:

[Not A]

Azure Language is designed for text-based natural language processing (NLP) like sentiment analysis or Pll redaction on raw text strings. It cannot parse scanned images,
optical character recognition (OCR), tables, or complex multi-column visual layouts.

[Not C]

The first step in this specific Microsoft Foundry agent configuration should not be an Azure OpenAl Responses API call.While multimodal models can read images, they
frequently hallucinate data, fail to capture complex multi-column reading orders, and degrade table structures when processing dense, mixed-format documents.
Reference:

https://learn.microsoft.com/en-us/azure/ai-services/content-understanding/document/elements
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You should implement an evaluation and retry loop in your application code.

You must wrap the agent call inside a conditional code loop that evaluates the output against required criteria (such as a checklist of regulatory clauses), and programmatically
forces a retry if information is omitted.

Reference:

https://learn.microsoft.com/en-us/azure/foundry/agents/how-to/tools/ai-search
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When the custom speech-to-text model expires, the real-time endpoint will automatically fall back to using the most recent base model for that locale.
Because of this automated fallback design, your agent's real-time speech recognition streams will not fail or throw a connection error. However, you will likely experience a drop
in transcription accuracy, as the fallback base model lacks the domain-specific vocabulary, acronyms, or unique audio adaptations built into your custom model.
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Immediate Impact Summary

Real-Time Endpoints: Continue to process requests. The endpoint swaps the expired custom model for the newest standard base model behind the scenes.
Batch Transcriptions (If used): Any batch transcription jobs explicitly targeting the expired custom model ID will fail with a 4xx error code.

Customization Loss: Specific jargon, formatting rules, or accents trained into your model will temporarily stop applying to incoming agent audio.

Reference:

https://learn.microsoft.com/en-us/azure/ai-services/speech-service/how-to-custom-speech-model-and-endpoint-lifecycle
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To meet the requirements, you need to use the Azure Content Understanding skill in your Azure Al Search skillset.

Reference:

https://learn.microsoft.com/en-us/azure/search/cognitive-search-skill-content-understanding
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You should use Real-Time Speech-to-Text (Streaming STT) for this project.

Why Real-Time STT is Required

Low Latency: It transcribes audio within seconds.

Continuous Input: It processes live, ongoing audio streams.

Live Monitoring: Supervisors need immediate text to flag issues.

Reference:
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https://learn.microsoft.com/en-us/azure/ai-services/speech-service/get-started-speech-to-text
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Azure OpenAl On Your Data makes it easier for developers to connect, ingest and ground their enterprise data to create personalized copilots (preview) rapidly. It enhances user
comprehension, expedites task completion, improves operational efficiency, and aids decision- making.

Azure OpenAl On Your Data enables you to run advanced Al models such as GPT-35-Turbo and GPT-4 on your own enterprise data without needing to train or fine-tune
models. You can chat on top of and analyze your data with greater accuracy. You can specify sources to support the responses based on the latest information available in your
designated data sources.

Reference:

https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/use-your-data
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