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The pam_faillock module (and its older counterpart, pam_tally2) tracks the number of
consecutive failed authentication attempts for a user account and can automatically lock
the account after a configured threshold is reached, helping to mitigate brute-force
password guessing attacks.
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Administrators can configure the number of allowed attempts, the lockout duration, and
whether the lockout applies even to the root account. This differs from password
expiration, which is handled by fields in /etc/shadow and related PAM modules.
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A. client private-network-1 {
ipaddr = 192.0.2.0/24
password = testing123-1

}

B. client private-network-1 {
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}
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}
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}
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}
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The getfattr command is used to display the extended attributes of a file, such as user-
defined metadata or security-related attributes stored outside the standard inode fields.
Isattr, in contrast, displays file attributes specific to certain filesystems (such as ext2/3/4),
like the immutable or append-only flags. getfacl is used to display POSIX Access Control
Lists, not extended attributes.

stat displays general file status information, such as size, permissions, and timestamps,
but not extended attributes.
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The pam_access module enforces login restrictions defined in the access.conf
configuration file, which specifies rules based on combinations of users or groups, the
origin (such as a hostname, IP address, or tty), and often the PAM service being used.
This allows administrators to build fine- grained login policies, such as allowing a particular
user to log in only from specific hosts.

pam_nologin instead simply prevents all non-root logins when the /etc/nologin file is
present.
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A base chain in nftables is attached directly to one of the underlying neffilter hooks (such
as prerouting, input, forward, output, or postrouting), which allows packets traversing the
network stack at that point to be evaluated against the chain's rules. A regular chain, by
contrast, is not attached to any hook and can only be reached when explicitly called
(jumped or goto'd) from another chain, functioning similarly to a subroutine used for rule
organization.
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The restorecon command restores the default SELinux security context of one or more
files based on the rules defined in the currently loaded policy's file contexts database. This
is useful after files have been moved, copied, or had their context manually altered. chcon
changes a file's context to an arbitrary value, but does not use policy-defined defaults and
does not persist across a full relabel. semanage manages various aspects of SELinux
policy, such as port and user mappings, while setsebool toggles SELinux boolean values.
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C. chage --maxdays 99 usera
D. chage --lastday none usera
E. chage --maxdays none usera
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A. openssl genpkey -algorithm RSA
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The command "openssl req -new -newkey rsa:2048 -keyout key.pem -out req.csr"
generates a new 2048-bit RSA private key and simultaneously creates a Certificate
Signing Request (CSR) containing the requested subject information, saving the private
key and the CSR to the specified files. This CSR would then be submitted to a Certificate
Authority for signing. "openss| genpkey" only generates a key without a CSR, while
"openssl ca" is used by a CA to sign a submitted CSR, not to generate one.
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When an AppArmor profile is placed into complain mode, actions that would violate the
profile's rules are logged but not blocked, allowing an administrator to observe an
application's actual behavior before switching the profile to enforce mode. This is
conceptually similar to SELinux's permissive mode. The aa-genprof and aa-logprof tools
can process these complain-mode logs to help build or refine a profile, but complain mode
itself does not automatically generate profiles.
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The Online Certificate Status Protocol (OCSP) allows a client to query a certificate
authority's OCSP responder to check the real-time revocation status of a specific
certificate, rather than downloading and parsing an entire Certificate Revocation List
(CRL). OCSP responses are typically much smaller and faster to process than CRLSs,
especially as the number of revoked certificates grows, though OCSP does introduce a
dependency on the availability of the OCSP responder at validation time, which OCSP
stapling helps address.
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The command "nft list ruleset" displays the complete, currently active nftables
configuration, including all defined tables, chains, and the rules within them. This is the
nftables equivalent of the older "iptables -L -v" command. nftables organizes rules
hierarchically into tables (grouped by address family) and chains (which contain the actual
rules), and this command provides a full view of that hierarchy exactly as it is loaded into
the kernel.
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A. cryptsetup luksFormat /dev/sdX

B. mkfs.luks /dev/sdX

C. cryptsetup open /dev/sdX

D. dm-crypt --format /dev/sdX
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The command "cryptsetup luksFormat /dev/sdX" initializes a block device with the LUKS
(Linux Unified Key Setup) header and format, prompting for a passphrase that will be used
to protect the master encryption key. Once formatted, the device must be unlocked using
"cryptsetup open" (or

"luksOpen"), which creates a mapped device-mapper device that can then be formatted
with a standard filesystem and mounted. There is no standard "mkfs.luks" command, since
LUKS operates below the filesystem layer.
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In Permissive mode, SELinux evaluates access requests against the loaded policy and
logs any actions that would have been denied, but it does not actually block them. This
mode is useful for troubleshooting and policy development, allowing an administrator to
review the audit log for potential AVC denials before switching to Enforcing mode, in which
violations are actively blocked. Disabled mode turns SELinux off entirely, and Targeted is
not a mode but rather a type of policy that only confines specific processes.
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Nmap (Network Mapper) is a widely used tool for network discovery and security auditing,
capable of performing port scans to identify open ports, service version detection (-sV) to
identify the software and version listening on those ports, and OS fingerprinting (-O) to
estimate the operating system of a target host based on characteristics of its TCP/IP stack
responses.

tcpdump and Wireshark are packet capture and analysis tools rather than active scanners,
and netstat displays local socket and connection information rather than scanning remote
hosts.
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Secure Computing Mode (seccomp) is a Linux kernel feature that allows a process to
restrict the set of system calls it is permitted to make, typically by loading a filter (often
defined using BPF) that allows, denies, or traps specific syscalls. This significantly reduces
a process's attack surface by preventing it from invoking syscalls it does not need, and is
widely used by container runtimes like Docker and by sandboxing frameworks. cgroups
control resource usage, namespaces provide isolated views of system resources, and
capabilities divide root privileges into discrete units.
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A Certificate Revocation List (CRL) is a signed list published by a Certificate Authority that
identifies certificates which have been revoked before their scheduled expiration date, for
reasons such as key compromise or the certificate no longer being needed. Clients can
download and check a CRL to determine whether a certificate they are relying on is still
valid, though this approach has largely been supplemented or replaced in many contexts
by the more efficient real- time OCSP protocol.
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The /etcl/ipsec.conf file contains the connection definitions for strongSwan, including
parameters such as the local and remote endpoints, authentication method, and the traffic
selectors defining what should be protected by each connection. The /etc/ipsec.secrets file
stores the actual authentication credentials, such as pre-shared keys or references to
private key files, while

/etc/strongswan.conf configures the general behavior of the strongSwan daemon itself,
such as plugin loading and logging.
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A. getcap /path/to/binary

B. setcap /path/to/binary

C. capsh --print
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The getcap command displays any file capabilities that have been assigned to a specific
binary using setcap. This allows an administrator to audit which executables on a system
have been granted elevated capabilities beyond the standard permission model. setcap, by
contrast, is used to assign capabilities to a file, while capsh --print displays the capabilities
of the current running shell process rather than those statically attached to a specific binary
file.
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Fail2ban is a log-monitoring intrusion prevention tool that scans log files, such as those
generated by SSH or web server authentication, for patterns indicating repeated failed
login attempts. When a configured threshold of failures from a specific IP address is
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reached within a defined time window, Fail2ban dynamically inserts a firewall rule (via
iptables, nftables, or another supported backend) to temporarily block that IP address,
helping to mitigate brute-force attacks without requiring permanent manual firewall
configuration.
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The noexec mount option prevents any binary or script located on that filesystem from
being executed directly. This is commonly applied to filesystems such as /tmp or
removable media to reduce the risk of malicious code execution. nosuid disables the effect
of the setuid and setgid bits on that filesystem, nodev prevents device files from being
interpreted as such, and ro mounts the filesystem as read-only, none of which specifically
block execution of binaries.
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Audit rules, which define which system calls, files, or directories should be monitored and
under what conditions, are typically defined in files under /etc/audit/rules.d/ and compiled
into

/etc/audit/audit.rules (or managed directly using the auditctl command for runtime
changes). The


https://www.jpnshiken.com/q/68924-6451498/
https://www.jpnshiken.com/q/68924-6451499/
https://www.jpnshiken.com/q/68924-6451500/

/etc/audit/auditd.conf file, by contrast, configures the behavior of the auditd daemon itself,
such as log rotation and storage settings, while /var/log/audit/audit.log is where the
resulting audit events are actually recorded.
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The ausearch command is used to search through the audit log for specific events
matching given criteria, such as a rule key (-k), a specific user (-ua), a time range (-ts/-te),
or a system call.

This is particularly useful for investigating specific security events flagged by keyed audit
rules.

aureport, in contrast, generates summarized, aggregate reports from audit data (such as
counts of logins or file accesses), while auditctl is used to manage the rules themselves
rather than search existing logs.
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