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Management support is the factor that has the greatest influence on the successful
implementation of information security strategy goals. Management support refers to the
commitment and involvement of senior executives and other key stakeholders in defining,
approving, funding, and overseeing the information security strategy. Management support
is essential for aligning the information security strategy with the business objectives,
ensuring adequate resources and budget, fostering a security-aware culture, and enforcing
accountability and compliance. According to ISACA, management support is one of the
critical success factors for information security governance1. The other options are not
factors that influence the successful implementation of information security strategy goals,
but rather outcomes or components of the information security strategy. Regulatory
requirements are external obligations that the information security strategy must comply
with2. Compliance acceptance is the degree to which the organization adheres to the
information security policies and standards3. Budgetary approval is the process of
allocating financial resources for the information security activities and initiatives4.
References: 2: Information Security: Goals, Types and Applications - Exabeam 3: How to
develop a cybersecurity strategy: Step-by-step guide 4: Information Security Goals And
Objectives 1: The Importance of Building an Information Security Strategic Plan
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= A multinational organization is required to follow governmental regulations with different
security requirements at each of its operating locations. This means that the CISO has to
deal with multiple and diverse legal, regulatory, and compliance issues across different
jurisdictions and markets. The CISO should be most concerned with developing a security
program that meets global and regional requirements, such as ISO/IEC 27001, NIST CSF,
PCI DSS, GDPR, etc. These standards provide a framework for establishing,
implementing, maintaining, and improving an information security management system
(ISMS) that aligns with the organization's business objectives and risk appetite. The CISO
should also ensure that the security program is consistent and coherent across all
operating locations, and that it complies with the specific regulations of each location.
Therefore, option A is the most appropriate answer. References = CISM Review Manual
15th Edition, page 255; CISM Review Questions, Answers & Explanations Database - 12
Month Subscription, QID 234.

In this scenario, the chief information security officer (CISO) should be most concerned
with developing a security program that meets the global and regional requirements of the
organization. This includes considering the different legal and regulatory requirements of
each operating location, and designing a security program that meets all of these
requirements. The CISO should also ensure effective communication with local regulatory
bodies to ensure compliance and understanding of the security program. Additionally, the
CISO should use industry best practices and defined security policies and standards to
ensure the program meets all applicable requirements.
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During the initiation phase of the system development life cycle (SDLC) for a software
project, information security activities should address security objectives, which are derived
from the business objectives and the risk assessment. Security objectives define the
desired level of protection for the system and its data, and guide the selection of security
controls in later phases. Baseline security controls are predefined sets of security
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requirements that apply to common types of systems or environments. Benchmarking
security metrics is a process of comparing the performance of security processes or
controls against a standard or best practice. Cost-benefit analyses are used to evaluate
the feasibility and effectiveness of security controls, and are usually performed in the
acquisition/development phase or the implementation phase of the SDLC. References =
CISM Review Manual, 16th Edition, page 1021; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, page 772 Learn more:

1. isaca.org2. amazon.com3. gov.uk
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The greatest benefit of information asset classification is providing a basis for imple-
menting a need-to-know policy. Information asset classification is a process of catego-
rizing information based on its level of sensitivity and importance, and applying appro-
priate security controls based on the level of risk associated with that information1. A need-
to-know policy is a principle that states that access to information should be granted only to
those individuals who require it to perform their official duties or tasks2. The purpose of a
need-to-know policy is to limit the exposure of sensitive information to unauthorized or
unnecessary parties, and to reduce the risk of data breaches, leaks, or misuse. Information
asset classification provides a basis for implementing a need-to-know policy by:

*Defining the value and protection requirements of different types of information

*Labeling the information with the appropriate classification level, such as public, internal,
confidential, secret, or top secret

*Establishing the roles and responsibilities of information owners, custodians, and users
*Enforcing access controls and encryption for the information

*Documenting the security policies and procedures for the information

By providing a basis for implementing a need-to-know policy, information asset classi-
fication can help organizations to protect their sensitive information, comply with rele-vant
laws and regulations, and achieve their business objectives. The other options are not the
greatest benefits of information asset classification.

Helping to determine the recovery point objective (RPO) is not a benefit, but rather a
consequence of applying security controls based on the classification level. RPO is the
acceptable amount of data loss in case of a disruption3. Supporting segregation of duties
is not a benefit, but rather a prerequisite for implementing a need-to-know policy.
Segregation of duties is a principle that states that no single individual should have control
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over two or more phases of a business process or transaction that are susceptible to errors
or fraud4.

De-fining resource ownership is not a benefit, but rather a component of information asset
classification.

Resource ownership is the assignment of accountability and authority for an information
asset to an individual or a group5. References: 1: Information Classifi-cation - Advisera 2:
Need-to-Know Principle - NIST 3:

Recovery Point Objective - NIST 4: Segregation of Duties - NIST 5: Resource Ownership -
NIST :

Information Classification in Information Security - GeeksforGeeks : Information Asset
Classification Policy
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The most important thing to include in the outsourcing agreement for disaster recovery

OoOow

activities is the recovery time objectives (RTOs). RTOs are the maximum acceptable time
frames within which the critical business processes and information systems must be
restored after a disaster or disruption. RTOs are based on the business impact analysis
(BIA) and the risk assessment, and they reflect the business continuity requirements and
expectations of the organization. By including the RTOs in the outsourcing agreement, the
organization can ensure that the service provider is aware of and committed to meeting the
agreed service levels and minimizing the downtime and losses in the event of a disaster.
The other options are not as important as the RTOs, although they may be relevant and
useful to include in the outsourcing agreement depending on the scope and nature of the
disaster recovery services. References = CISM Review Manual 15th Edition, page 2471;


https://www.jpnshiken.com/q/68908-6446711/
https://www.jpnshiken.com/q/68908-6446712/

CISM Review Questions, Answers & Explanations Database - 12 Month Subscription,
Question ID: 1033
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= A forensic examination is a process of collecting, preserving, analyzing, and presenting
digital evidence in a manner that is legally acceptable. The first step in conducting a
forensic examination is to create an image of the original data on new media, such as a
hard disk, a CD-ROM, or a USB drive. This is done to ensure that the original data is not
altered, damaged, or destroyed during the examination. An image is an exact copy of the
data, including the file system, the slack space, and the deleted files. Creating an image
also allows the examiner to work on a duplicate of the data, rather than the original, which
may be needed as evidence in court. Booting the original hard disk on a clean system is
not a good practice, as it may change the data on the disk, such as the timestamps, the
registry entries, and the log files. Duplicating data from the backup media is not sufficient,
as the backup media may not contain all the data that is relevant to the investigation, such
as the deleted files, the temporary files, and the swap files. Shutting down and relocating
the server is not advisable, as it may cause data loss, corruption, or tampering. The server
should be kept running and isolated from the network until an image is created.
References = CISM Review Manual 15th Edition, page 204-205.

Prior to conducting a forensic examination, an information security manager should create
an image of the original data on new media. This is done in order to preserve the evidence,
as making changes to the original data could potentially alter or destroy the evidence.
Creating an image of the data also helps to ensure that the data remains intact and free
from any interference or tampering.
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The primary role of the information security program is to provide guidance in managing
organizational security risk (B). In CISM, the security program translates governance
direction, policies, and risk appetite into coordinated activities, controls, and practices that
enable the organization to manage risk consistently and effectively. Performing risk
assessments and BlAs (A) are important activities but are not the program's primary
purpose. Approving security requirements (C) is typically a management or governance
responsibility, while education and awareness (D) are supporting components of the
program. CISM emphasizes that the security program acts as the mechanism for
operationalizing risk management, ensuring alignment with business objectives and
continuous improvement of the security posture.

References: ISACA CISM Review Manual (Program development and management-
program purpose and scope); CISM Exam Content Outline (Domain 3).
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= Establishing an information security strategy committee is the best way to obtain support
for a new organization-wide information security program because it involves the
participation and collaboration of key stakeholders from different business functions and
levels who can provide input, guidance, and endorsement for the security program. An
information security strategy committee is a governance body that oversees the
development, implementation, and maintenance of the security program and aligns it with
the organization's strategic objectives, risk appetite, and culture. An information security
strategy committee can help to obtain support for the security program by:
Communicating the vision, mission, and goals of the security program to the organization
and demonstrating its value and benefits.

O 0w
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Establishing roles and responsibilities for the security program and ensuring accountability
and ownership.

Securing adequate resources and budget for the security program and allocating them
appropriately.

Resolving conflicts and issues that may arise during the security program execution and
ensuring alignment with other business processes and initiatives.

Monitoring and evaluating the performance and effectiveness of the security program and
ensuring continuous improvement and adaptation.

Benchmarking against similar industry organizations is a useful technique to compare and
improve the security program, but it is not the best way to obtain support for a new
organization-wide information security program. Benchmarking involves measuring and
analyzing the security program's processes, practices, and outcomes against those of
other organizations that have similar characteristics, objectives, or challenges.
Benchmarking can help to identify gaps, strengths, weaknesses, opportunities, and threats
in the security program and to adopt best practices and standards that can enhance the
security program's performance and maturity. However, benchmarking alone does not
guarantee the support or acceptance of the security program by the organization, as it may
not reflect the organization's specific needs, risks, or culture.

Delivering an information security awareness campaign is a vital component of the security
program, but it is not the best way to obtain support for a new organization-wide
information security program. An information security awareness campaign is a set of
activities and initiatives that aim to educate and inform the organization's workforce and
other relevant parties about the security program's policies, standards, procedures, and
guidelines, as well as the security risks, threats, and incidents that may affect the
organization. An information security awareness campaign can help to increase the
security knowledge, skills, and behaviors of the organization's members and to foster a
security risk-aware culture. However, an information security awareness campaign is not
sufficient to obtain support for the security program, as it may not address the strategic,
operational, or financial aspects of the security program or the expectations and interests
of the different stakeholders.

Publishing an information security RACI chart is a helpful tool to define and communicate
the security program's roles and responsibilities, but it is not the best way to obtain support
for a new organization-wide information security program. A RACI chart is a matrix that
assigns the level of involvement and accountability for each task or activity in the security
program to each role or stakeholder. RACI stands for Responsible, Accountable,
Consulted, and Informed, which are the four possible levels of participation. A RACI chart
can help to clarify the expectations, obligations, and authority of each role or stakeholder in
the security program and to avoid duplication, confusion, or conflict. However, a RACI
chart does not ensure the support or commitment of the roles or stakeholders for the
security program, as it may not address the benefits, challenges, or resources of the
security program or the feedback and input of the roles or stakeholders. References =



CISM Review Manual 15th Edition, pages 97-98, 103-104, 107-108, 111-112 Information
Security Governance: Guidance for Boards of Directors and Executive Management, 2nd
Edition

- ISACA1

Information Security Strategy: The Key to Success - ISACA2

Deliver an information security awareness campaign is the BEST approach to obtain
support for a new organization-wide information security program. An information security
awareness campaign is a great way to raise awareness of the importance of information
security and the impact it can have on an organization. It helps to ensure that all
stakeholders understand the importance of information security and are aware of the risks
associated with it. Additionally, an effective awareness campaign can help to ensure that
everyone in the organization is aware of the cybersecurity policies, procedures, and best
practices that must be followed.
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Alignment between corporate and information security governance means that the
information security program supports the organizational goals and objectives, and is
integrated into the enterprise governance structure. The best evidence of alignment is the
senior management sponsorship, which demonstrates the commitment and support of the
top-level executives and board members for the information security program.

Senior management sponsorship also ensures that the information security program has
adequate resources, authority, and accountability to achieve its objectives and address the
risks and issues that affect the organization. Senior management sponsorship also helps
to establish a culture of security awareness and compliance throughout the organization,
and to communicate the value and benefits of the information security program to the
stakeholders.

References =

CISM Review Manual 15th Edition, page 1631

CISM 2020: Information Security & Business Process Alignment, video 22

Certified Information Security Manager (CISM), page 33
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The correct answer is D because the primary objective of an information classification
scheme is to ensure that information receives protection appropriate to its sensitivity,
criticality, value, and risk. Classification labels such as public, internal, confidential, and
restricted help determine required controls for access, storage, transmission, encryption,
retention, monitoring, and disposal. Legislative and regulatory requirements may influence
classification rules, but compliance is not the only objective. Developing an asset inventory
is important because organizations need to know what information assets they have, but
classification goes further by assigning protection levels. Defining data retention
requirements may be supported by classification, but retention is only one control area. In
CISM risk management, controls should be risk-based and cost-effective. Overprotecting
low-risk data wastes resources, while underprotecting sensitive data increases exposure.
A classification scheme enables consistent, proportionate, and risk-aligned protection of
information assets. Therefore, the primary objective is to implement controls proportionate
to risk.

Reference: CISM Information Risk Management; information classification, data protection,
risk-based controls, asset management, and control proportionality principles.
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Introducing security requirements during the initiation phase would BEST ensure that
security is integrated during application development because it would allow the security
objectives and controls to be defined and aligned with the business needs and risk appetite
before any design or coding is done. This would also facilitate the security by design
approach, which is the most effective method to enhance the security of applications and
application development activities1. Introducing security requirements early would also
enable the collaboration between security professionals and developers, the identification
and specification of security architectures, and the integration and testing of security
controls throughout the development life cycle2. Employing global security standards
during development processes (A) would help to ensure the consistency and quality of
security practices, but it would not necessarily ensure that security is integrated during
application development. Providing training on secure development practices to
programmers (B) would help to raise the awareness and skills of developers, but it would
not ensure that security is integrated during application development. Performing
application security testing during acceptance testing © would help to verify the security of
the application before deployment, but it would not ensure that security is integrated during
application development. It would also be too late to identify and remediate any security
issues that could have been prevented or mitigated earlier in the development process.
References = 1: Five Key Components of an Application Security Program - ISACA1; 2:
CISM Domain - Information Security Program Development | Infosec2
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According to the CISM Review Manual (Digital Version), Chapter 3, Section 3.2.1, strategic
alignment is the primary outcome of an information security program1. Strategic alignment
means that the information security program supports and is tailored to the organization's
objectives and business strategy1. It also means that the information security program is
aligned with other assurance functions, such as physical, human resources, quality, and
IT1.

The CISM Review Manual (Digital Version) also states that strategic alignment is essential
for achieving a competitive advantage, enhancing customer trust, reducing legal and
regulatory risks, and improving organizational performance1. Strategic alignment requires
effective communication and collaboration among all stakeholders, including senior
management, information owners, information security managers, information security
steering committees, and external partners1.
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The CISM Exam Content Outline also covers the topic of strategic alignment in Domain 3 -
Information Security Program Development and Management (33% exam weight)2. The
subtopics include:

3.2.1 Information Security Strategy

3.2.2 Information Security Governance

3.2.3 Information Security Risk Management

3.2.4 Information Security Compliance

| hope this answer helps you prepare for your CISM exam. Good luck! #
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Performing post-incident reviews is the best way to enhance training for incident response
teams because it allows them to identify the strengths and weaknesses of their response,
learn from the lessons and best practices, and implement corrective actions and
improvement plans for future incidents. Post-incident reviews also help to evaluate the
effectiveness and efficiency of the incident response process and procedures, and to
update them as needed.

References: The CISM Review Manual 2023 states that "post-incident reviews are an
essential part of the incident response process" and that "they provide an opportunity to
assess the performance of the incident response team, identify areas for improvement,
and document lessons learned and best practices" (p. 191).

The CISM Review Questions, Answers & Explanations Manual 2023 also provides the
following rationale for this answer: "Performing post-incident reviews is the best way to
enhance training for incident response teams, as it enables them to learn from their
experience and improve their skills and knowledge" (p. 97).
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The correct answer is D because the primary purpose of an acceptable use policy is to
define and document expectations for how users may use organizational information
systems, networks, devices, applications, internet access, email, data, and other
resources. It communicates permitted and prohibited activities, user responsibilities,
monitoring expectations, privacy limitations, disciplinary consequences, and requirements
for protecting information assets. Aligning business units to the information security policy
is a broader governance objective, not the specific objective of an acceptable use policy.
Employee acknowledgement is useful evidence that users have received or accepted the
policy, but acknowledgement is not the primary purpose. Managing third-party access is
usually addressed through access management, vendor agreements, and third-party risk
controls. In CISM governance, policies define expected behavior and provide a foundation
for accountability. The acceptable use policy specifically sets expectations for appropriate
use of organizational resources. Therefore, documenting expectations for resource use is
the most important objective.

Reference: CISM Information Security Governance; acceptable use policy, user
responsibilities, policy communication, and accountability.
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The ultimate responsibility for ensuring the objectives of an information security framework
are being met belongs to the board of directors, as they are accountable for the
governance of the organization and the oversight of the information security strategy. The
board of directors should ensure that the information security framework aligns with the
business objectives, supports the business processes, and complies with the legal and
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regulatory requirements. The board of directors should also monitor the performance and
effectiveness of the information security framework and provide guidance and direction for
its improvement.

References = CISM Review Manual, 16th Edition eBook1, Chapter 1: Information Security
Governance, Section: Enterprise Governance, Subsection: Board of Directors, Page 18.
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Third-party audit reports (D) provide the most reliable evaluation of a cloud provider's
security posture because they offer independent assurance of control design and
effectiveness. Peer reviews (A) and attestations (B) are less objective, while penetration
test reports (C) focus narrowly on technical vulnerabilities. CISM emphasizes independent
assurance mechanisms when assessing third-party security, particularly for cloud services.
References: ISACA CISM Review Manual (Governance-third-party assurance and cloud
risk); CISM Exam Content Outline (Domain 2).
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It is most important that risk owners understand they are accountable for overseeing and
monitoring the effectiveness of controls associated with the risk. In CISM, risk ownership
means accountability for managing a risk within the organization's risk appetite. The risk
owner does not necessarily operate every control, but must ensure that appropriate
treatment is selected, controls are effective, residual risk is understood, and issues are
addressed. Reporting metrics to the information security manager is useful, but it is only
part of oversight and does not fully define accountability. Escalating deficiencies may be
required when risks exceed tolerance, but escalation alone is not the primary
accountability. Collaborating with stakeholders is important, but accountability remains with
the risk owner. CISM separates control ownership from risk ownership:
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control owners may operate controls, while risk owners remain accountable for the
business risk and outcomes. Therefore, overseeing and monitoring the effectiveness of
related controls is the most important accountability for risk owners.

References:

ISACA CISM Review Manual, Information Risk Management - risk ownership, control
monitoring, and accountability ISACA CISM Exam Content Outline, Domain 1: Information
Risk Management
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The correct answer is A because senior management reviews information security reports
to determine whether the security program is achieving its objectives and effectively
supporting the organization's business goals. Reporting provides visibility into program
performance, risk trends, incident activity, compliance status, control effectiveness, and
progress against security objectives. Ensuring adequate resources is an important
management responsibility, but resource decisions should be based on an understanding
of program effectiveness and risk. Confirming regular audits is useful, but audits are only
one source of assurance.

Ensuring risk is managed cost-effectively is also important, but it is a broader outcome of
governance and decision-making. The primary purpose of reporting is to give senior
management enough information to evaluate whether the program is performing as
intended. In CISM governance, reporting enables oversight, accountability, informed
decision-making, and alignment between security and enterprise objectives.

Therefore, assessing the effectiveness of the security program is the best answer.
Reference: CISM Information Security Governance; management reporting, program
effectiveness, governance oversight, and performance measurement principles.
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The best indicator that an information security governance framework has been
successfully implemented is A). The framework aligns internal and external resources. This
is because the framework should ensure that the information security strategy, policies,
and objectives are aligned with the business goals, stakeholder expectations, and
regulatory requirements. The framework should also enable the effective allocation and
coordination of internal and external resources, such as people, processes, technology,
and finances, to support the information security program and its activities.

The framework should ensure that the information security strategy, policies, and
objectives are aligned with the business goals, stakeholder expectations, and regulatory
requirements. The framework should also enable the effective allocation and coordination
of internal and external resources, such as people, processes, technology, and finances, to
support the information security program and its activities. (From CISM Manual or related
resources) References = CISM Review Manual 15th Edition, Chapter 1, Section 1.2.1,
page 181; CISM Review Questions, Answers & Explanations Manual 9th Edition, Question
49, page 14
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Performing an analysis of the change is the first step in addressing the issue of an IT
employee making a change to a firewall rule outside of the change control process
because it helps to understand the reason, impact, and risk of the change and to decide
whether to approve, reject, or reverse it. Requiring that the change be reversed is not the
first step because it may cause more disruption or damage without proper analysis and
testing. Reviewing the change management process is not the first step because it does
not address the specific issue or incident at hand, but rather focuses on improving the
process for future changes.

Reporting the event to senior management is not the first step because it does not resolve
the issue or incident, but rather escalates it without sufficient information or
recommendation. References: https://www.isaca.org
/resources/isaca-journal/issues/2018/volume-3/change-management-in-the-age-of-digital-
transformation

https://www.isaca.org/resources/isaca-journal/issues/
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The PRIMARY benefit to an organization when information security program requirements
are aligned with employment and staffing processes is that access is granted based on
task requirements. This means that the organization can ensure that the employees have
the appropriate level and scope of access to the information assets and systems that they
need to perform their duties, and that the access is granted, reviewed, and revoked in
accordance with the security policies and standards. This can help to reduce the risk of
unauthorized access, misuse, or leakage of information, as well as to comply with the
principle of least privilege and the segregation of duties12. Security incident reporting
procedures are followed (A) is a benefit to an organization when information security
program requirements are aligned with employment and staffing processes, but it is not the
PRIMARY benefit. Security incident reporting procedures are the steps and guidelines that
the employees should follow when they detect, report, or respond to a security incident.
Aligning the information security program requirements with the employment and staffing
processes can help to ensure that the employees are aware of and trained on the security
incident reporting procedures, and that they are enforced and monitored by the
management. This can help to improve the effectiveness and efficiency of the incident
response process, as well as to comply with the legal and contractual obligations12.
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Security staff turnover is reduced (B) is a benefit to an organization when information
security program requirements are aligned with employment and staffing processes, but it
is not the PRIMARY benefit.

Security staff turnover is the rate at which the security personnel leave or join the
organization. Aligning the information security program requirements with the employment
and staffing processes can help to reduce the security staff turnover by ensuring that the
security roles and responsibilities are clearly defined and communicated, that the security
personnel are adequately compensated and motivated, and that the security personnel are
evaluated and developed regularly. This can help to retain the security talent and
expertise, as well as to reduce the costs and risks associated with the security staff
turnover12. Information assets are classified appropriately © is a benefit to an organization
when information security program requirements are aligned with employment and staffing
processes, but it is not the PRIMARY benefit. Information asset classification is the
process of assigning a security level or category to the information assets based on their
value, sensitivity, and criticality to the organization. Aligning the information security
program requirements with the employment and staffing processes can help to ensure that
the information assets are classified appropriately by establishing the ownership and
custody of the information assets, the criteria and methods for the information asset
classification, and the roles and responsibilities for the information asset classification. This
can help to protect the information assets according to their security level or category, as
well as to comply with the regulatory and contractual requirements12. References = 1:
CISM Review Manual

15th Edition, page 75-76, 81-82, 88-89, 93-941; 2: CISM Domain 1: Information Security
Governance (ISG)

[2022 update] 2
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The correct answer is C because procedures describe specific operational steps for
carrying out security requirements, and operational units are the groups that must execute
those steps in practice. Procedures must be realistic, workable, and aligned with day-to-
day business and technical processes. Involving operational units helps ensure that
procedures reflect actual workflows, system dependencies, resource constraints, and
control responsibilities. Audit management may review procedures for compliance or
control adequacy, but auditors should not be the primary developers of operational
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procedures. Senior management approves direction and policy, but it usually does not
define detailed procedural steps. End users may provide useful feedback for procedures
affecting them, but operational units have the strongest understanding of how processes
are performed and controlled. In CISM, effective security program management requires
translating policies and standards into practical procedures that can be implemented
consistently. Therefore, operational units are the most important group to involve in
procedure development.

Reference: CISM Information Security Program Development and Management;
procedures, operational control implementation, policy hierarchy, and process ownership
principles.
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According to the CISM Review Manual (Digital Version), Chapter 3, Section 3.2.2, change
management is the process of identifying, assessing, approving, implementing, and
monitoring changes to information systems and information security controls1. Change
management is essential for ensuring that changes are aligned with the organization's
business strategy and objectives, as well as complying with applicable laws and
regulations1.

The CISM Review Manual (Digital Version) also states that change management should
be performed in conjunction with other processes, such as configuration management,
access control management, and risk management1. Configuration management is the
process of identifying, documenting, controlling, and verifying the configuration items (Cls)
of an information system1. Access control management is the process of granting or
denying access to information systems and information assets based on predefined
policies and procedures1. Risk management is the process of identifying, analyzing,
evaluating, treating, monitoring, and communicating risks to information systems and
information assets1.

The CISM Exam Content Outline also covers the topic of change management in Domain
3 - Information Security Program Development and Management (27% exam weight)2.
The subtopics include:

3.2.2 Change Management

3.2.3 Change Control

3.2.4 Change Implementation

3.2.5 Change Monitoring
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| hope this answer helps you prepare for your CISM exam. Good luck! #
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= An information security manager should contact the information owner after the incident
has been confirmed, as this is the point when the impact and severity of the incident can
be assessed and communicated. The information owner is responsible for the business
value and use of the information and should be involved in the decision making process
regarding the incident response. Contacting the information owner after the incident has
been mitigated or contained may be too late, as the information owner may have different
priorities or expectations than the security team. Contacting the information owner after the
potential incident has been logged may be premature, as the incident may turn out to be a
false positive or a minor issue that does not require the information owner's attention.
References = 1: CISM Review Manual, 16th Edition by Isaca (Author), page 292.
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The Recovery Time Objective (RTO) specifies the maximum acceptable downtime before
operations must resume. A 30-minute requirement directly defines the RTO for those
systems.

"RTO defines the duration within which systems must be restored following an outage to
prevent unacceptable business impact."

- CISM Review Manual 15th Edition, Chapter 3: Business Continuity Planning, Section:
Continuity Metrics*
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The greatest risk comes from not performing risk classification on the findings. Without
classification, the organization cannot prioritize remediation efforts, allocate resources
effectively, or understand the business impact of the vulnerabilities.

"Risk classification helps determine the priority for mitigating vulnerabilities and enables
risk-informed decisions."

- CISM Review Manual 15th Edition, Chapter 2: Risk Assessment and Analysis* Even if
some findings are unfixed or reclassified, the lack of any classification process undermines
the whole risk management effort.
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The effectiveness of a SIEM (Security Information and Event Management) system heavily
relies on properly configured alert thresholds. Misconfiguration of alert thresholds can
result in missed detection of significant incidents (false negatives) or an overwhelming
number of false positives, making it difficult to identify real threats. According to the CISM
Review Manual, 16th Edition, Domain 4: Information Security Incident Management, the
configuration and tuning of monitoring tools like SIEMs are crucial for timely and accurate
detection of incidents.

Reference:ISACA CISM Review Manual, 16th Edition, Page 304-305, "Security Event
Management Tools and Techniques".
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Corporate culture is the most important factor to consider when trying to gain organization-
wide support for an information security program because it reflects the values, beliefs,
and behaviors of the organization and its members. Corporate culture influences how the
organization perceives, prioritizes, and responds to information security risks and issues,
and how it adopts and implements information security policies and practices. By
understanding and aligning with the corporate culture, the information security manager
can communicate the benefits and value of the information security program, and foster a
positive and collaborative security culture across the organization.

References: The CISM Review Manual 2023 states that "corporate culture is the set of
shared values, beliefs, and behaviors that characterize the organization and its members"
and that "corporate culture affects how the organization views and manages information
security risks and issues, and how it supports and implements information security policies
and practices" (p. 81). The CISM Review Questions, Answers & Explanations Manual
2023 also provides the following rationale for this answer: "Corporate culture is the correct
answer because it is the most important factor to consider when trying to gain
organization-wide support for an information security program, as it reflects the values,
beliefs, and behaviors of the organization and its members, and influences how they
perceive, prioritize, and respond to information security risks and issues, and how they
adopt and implement information security policies and practices" (p. 23). Additionally, the
article Building a Culture of Security from the ISACA Journal 2019 states that "corporate
culture is the key factor that determines the success or failure of an information security
program" and that "corporate culture can be either an enabler or a barrier for information
security, depending on how well it aligns with the information security objectives, values,
and practices of the organization" (p. 1)
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The best way to ensure the capability to restore clean data after a ransomware attack is to
maintain multiple offline backups. Offline backups are backups that are not connected to
the network or the internet, and therefore are not accessible by ransomware. Multiple
offline backups provide redundancy and allow the organization to choose the most recent
and uncorrupted backup to restore the data. Offline backups should be stored in a secure
location and tested regularly to ensure their integrity and availability.

Purchasing cyber insurance may help the organization cover some of the costs associated
with a ransomware attack, such as ransom payment, data recovery, legal fees, etc., but it
does not guarantee the capability to restore clean data. Cyber insurance policies may have
exclusions, limitations, or conditions that affect the coverage and reimbursement.
Moreover, cyber insurance does not prevent or mitigate the ransomware attack itself, and it
may not cover all the losses or damages caused by the attack.

Encrypting sensitive production data may protect the confidentiality of the data from
unauthorized access or disclosure, but it does not prevent ransomware from encrypting the
data again. Ransomware does not need to decrypt the data to encrypt it, and it may use a
different encryption algorithm or key than the one used by the organization. Encrypting
production data may also increase the complexity and time required for data recovery,
especially if the encryption keys are lost or compromised.

Performing integrity checks on backups may help the organization verify that the backups
are not corrupted or tampered with, but it does not ensure the capability to restore clean
data after a ransomware attack. Integrity checks are a preventive measure that should be
done before the attack, not after. If the backups are already infected or encrypted by
ransomware, performing integrity checks will not help to recover the data. Integrity checks
should be complemented by other measures, such as isolation, versioning, and offline
storage, to protect the backups from ransomware. References = CISM Certified
Information Security Manager Study Guide, Chapter 9: Business Continuity and Disaster
Recovery, page 3081; CISM Foundations: Module 4 Course, Part Two: Business
Continuity and Disaster Recovery Plans2; Ransomware recovery: 8 steps to successfully
restore from backup3; Ransomware Recovery: 5 Steps to Recover Data4
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The greatest challenge in assessing emerging risk is insufficient data (B). Emerging risks,
by definition, lack historical incidents, loss data, and proven impact metrics, making
accurate assessment difficult. CISM emphasizes that uncertainty and data scarcity are
inherent challenges in emerging risk management.

Complexity (A) and resource constraints (D) are common issues, but without sufficient
data, even skilled analysts and mature processes struggle to estimate likelihood and
impact. An outdated strategy (C) affects overall effectiveness but does not specifically
hinder impact assessment as much as data scarcity does.

References: ISACA CISM Review Manual (Risk management-emerging risks, uncertainty,
and assessment challenges); CISM Exam Content Outline (Domain 1).
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An advanced persistent threat (APT) is a stealthy and sophisticated attack that aims to
compromise and maintain access to a target network or system over a long period of time,
often for espionage or sabotage purposes. APTs are difficult to detect by conventional
security tools, such as antivirus or firewalls, that rely on signatures or rules to identify
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threats. Therefore, the best way to monitor for APTs is to search for anomalies in the
environment, such as unusual network traffic, user behavior, file activity, or system
configuration changes, that may indicate a compromise or an ongoing attack. References:
https://www.isaca.

org/credentialing/cism https://www.nist.gov/publications/information-security-handbook-
guide-managers
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A new security project is more likely to be approved if it aligns with the organization's
goals, objectives, and strategies. This shows that the project supports the business needs
and adds value to the organization. Organizational alignment is one of the key elements of
a business case for information security, as stated in the CISM Review Manual, 16th
Edition1, page 41. IT strategy alignment, threats to the organization, and existing control
costs are also important factors to consider, but they are not as persuasive as
organizational alignment in obtaining approval for a new security project. References = 1:
CISM Review Manual, 16th Edition by Isaca (Author) Learn more:

1. isaca.org2. amazon.com3. gov.uk
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Verified answer: According to the CISM Review Manual, 15th Edition, Chapter 3, Section
3.2.1.1, " Recommendations for enterprise investment in security technology should be
primarily based on the organization's risk tolerance. " 1 The organization's risk tolerance is
the degree of uncertainty that the organization is willing to accept in order to pursue its
objectives. It reflects the organization's appetite for risk and its ability to cope with potential
losses or disruptions. The higher the risk tolerance, the more aggressive and innovative
the security investments can be, as they can help achieve faster growth or competitive
advantage. The lower the risk tolerance, the more conservative and defensive the security
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investments should be, as they can help protect the organization's assets and reputation
from potential threats.
References: 1: CISM Review Manual, 15th Edition, Chapter 3, Section 3.2.1.1
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Phishing awareness training is the best way to mitigate the risk of employees clicking on
malicious links in emails, as it educates them on how to recognize and avoid phishing
attempts. (From CISM Review Manual

15th Edition)

References: CISM Review Manual 15th Edition, page 179, section 4.3.2.2.
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Local regulations are the main concern for the information security manager when
implementing a corporate security policy for managing PlII, as different countries or regions
may have different legal, regulatory or contractual requirements for the protection,
processing, storage and transfer of PII. The information security manager should ensure
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that the policy complies with the applicable local regulations and respects the rights and
preferences of the data subjects. The policy should also address the risks and challenges
of cross-border data transfers and the use of cloud services.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.2.1, page 2191;
CISM Online Review Course, Module 4, Lesson 2, Topic 12; Comparitech, Pll Compliance:
What is it and How to Implement it3
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Risk profile changes are the most appropriate to communicate to senior management
regarding information risk because they reflect the current level and nature of the risks that
the organization faces and how they may affect its objectives and performance. Senior
management needs to be aware of any changes in the risk profile so that they can make
informed decisions and allocate resources accordingly. Risk profile changes also help
senior management monitor the effectiveness of the risk management process and identify
any gaps or weaknesses that need to be addressed.

References = Communicating Information Security Risk Simply and Effectively, Part 1,
CISM Domain 2:

Information Risk Management (IRM) [2022 update]
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A business impact analysis (BIA) is the process of identifying and evaluating the potential
effects of disruptions to critical business functions or processes. A BIA helps to determine
the recovery priorities, objectives, and strategies for the organization in the event of a
disaster or crisis. A BIA also helps to identify the worst-case disruption scenarios, which
are the scenarios that would cause the most severe impact to the organization in terms of
financial, operational, reputational, or legal consequences. By conducting a BIA, the
organization can assess the likelihood and impact of various disruption scenarios, and plan
accordingly to mitigate the risks and ensure business continuity and resilience. References
= CISM Review Manual 15th Edition, page 181, page 183.
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= |dentification of risk is the first and most important step in the IT risk management
process, especially when the organization is undergoing a digital transformation that
introduces new technologies, processes, and business models. Identification of risk
involves determining the sources, causes, and potential consequences of IT-related risks
that may affect the organization's objectives, assets, and stakeholders. Identification of risk
also helps to establish the risk context, scope, and criteria for the subsequent risk analysis,
evaluation, and treatment. Without identifying the risks, the information security manager
cannot effectively assess the risk exposure, prioritize the risks, implement appropriate
controls, monitor the risk performance, or communicate the risk information to the relevant
parties.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk
Management, Section: Risk Identification, page 841; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, Question

34, page 352.
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According to the Certified Information Security Manager (CISM) Study Manual, risk owners
are responsible for managing a risk, including taking corrective action to reduce the risk to

cCow

an acceptable level. When implementing controls, it is essential to obtain input from risk
owners to ensure that the controls are effective in managing the risk to an acceptable level.
By obtaining input from risk owners, the organization can ensure that the controls are
tailored to the specific risks and are effective in reducing the risk to an acceptable level.
This can help to minimize the impact of the risk on the organization and reduce the
potential for financial or reputational damage.
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The correct answer is B because a documented incident response plan provides the
structured guidance needed for effective and timely response. The plan defines roles,
responsibilities, escalation paths, communication procedures, severity classifications,
containment strategies, evidence handling, notification requirements, and recovery
coordination. Without a documented plan, response activities may be delayed,
inconsistent, duplicated, or incomplete. Involving internal and external stakeholders is
important, but stakeholder involvement must be organized through the incident response
plan. Appointing a forensic specialist may be necessary for certain investigations, but not
every incident requires forensic expertise. A SIEM solution is useful for monitoring and
detection, but technology alone does not ensure that people know how to respond. CISM
incident management principles emphasize preparation, documented procedures,
communication, role clarity, and repeatable response processes. A documented plan
enables responders to act quickly and consistently under pressure. Therefore, having a
documented incident response plan in place best supports effective and timely incident
response.

Reference: CISM Information Security Incident Management; incident response planning,
documentation, escalation, communication, and response readiness principles.
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Incident impact is the primary factor for classification and categorization. It ensures
incidents are addressed based on their potential to disrupt the organization.

"Incident impact should be the primary factor in defining categorization levels to ensure
appropriate prioritization and response."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Classification and Prioritization* ISACA practice database stresses that focusing on impact
ensures incidents receive the proper response priority.
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Information security due diligence is the process of assessing the current state of
information security in an organization, identifying any gaps, risks, or vulnerabilities, and
estimating the costs and efforts required to remediate them. Performing information
security due diligence prior to making the purchase is important to determine the security
exposures that may affect the value, reputation, or liability of the organization, as well as
the feasibility and compatibility of integrating the security systems and processes of the
two organizations.

References = CISM Review Manual 2022, page 361; CISM Exam Content Outline, Domain
1, Task 1.22; Information Security Due Diligence Questionnair
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Data classification is the sole responsibility of the client organization when adopting a
Software as a Service (SaaS) model. Data classification is the process of categorizing data
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based on its sensitivity, value and criticality to the organization. Data classification helps to
determine the appropriate level of protection, access control and retention for different
types of data. Data classification is an essential part of data governance and risk
management, as it enables the organization to comply with legal and regulatory
requirements, protect its intellectual property and reputation, and optimize its data storage
and usage costs.

In a SaaS model, the client organization has the least control and responsibility over the
cloud infrastructure, platform and application, as these are fully managed by the cloud
service provider (CSP). The client organization only has control and responsibility over its
own data and users. Therefore, the client organization is responsible for defining and
implementing data classification policies and procedures, and ensuring that its data is
properly labeled and handled according to its classification level. The client organization is
also responsible for educating its users about the importance of data classification and the
best practices for data security and privacy.

The other options are not the sole responsibility of the client organization in a SaaS model,
as they are either shared with or delegated to the CSP. Host patching, penetration testing
and infrastructure hardening are all related to the security and maintenance of the cloud
infrastructure and platform, which are the responsibility of the CSP in a SaaS model. The
CSP is expected to provide regular updates, patches and fixes to the host operating
system, network and application components, and to conduct periodic security
assessments and audits to identify and remediate any vulnerabilities or weaknesses in the
cloud environment. The client organization may have some responsibility to monitor and
verify the CSP's performance and compliance with the service level agreement (SLA) and
the cloud security standards and regulations, but it does not have direct control or access
to the cloud infrastructure and platform. References = Understanding the Shared
Responsibilities Model in Cloud Services - ISACA, Figure 1 CISM Review Manual, Chapter
3, page 121
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The best way to reduce the risk of disruption from an emergency system change is to
confirm rollback plans are in place. According to the CISM Review Manual, having an
effective rollback (or backout) plan ensures that if the emergency change causes
unexpected issues, the organization can quickly revert to a known, stable state. This
minimizes downtime and impact to business operations. Approval and communication are
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important, but only a rollback plan directly addresses risk reduction during unexpected
disruptions.

Reference:ISACA CISM Review Manual, 16th Edition, Page 210, "Change Management -
Rollback Planning".
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A business case best demonstrates return on investment in risk management when
requesting investment in new tools. In CISM, a business case connects the proposed
investment to business objectives, risk reduction, cost, benefits, alternatives, and expected
value. For a BYOD policy expanded to include wearable technologies, management needs
to understand why new tools are required, what risks they reduce, what costs are involved,
and how the investment supports acceptable risk levels. A risk assessment is an important
input because it identifies and analyzes risks associated with wearable technologies, but it
does not itself demonstrate ROI. A risk audit report provides assurance or findings, not the
investment justification. A BIA supports continuity planning and impact prioritization, but it
is not the best document for presenting investment value. The strategy committee needs a
decision-oriented justification. Therefore, the business case is the best answer because it
translates security needs and risk reduction into management-level investment rationale.
References:

ISACA CISM Review Manual, Information Security Program Development and
Management - business cases and security investment justification ISACA CISM Exam
Content Outline, Domain 3: Information Security Program Development and Management
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The underlying reason for the user error is the most important factor to determine during
the post-incident review, as this helps the information security manager to understand the
root cause of the breach, and to implement corrective and preventive actions to avoid
similar incidents in the future. The underlying reason for the user error may be related to
the lack of training, awareness, guidance, or motivation of the user, or to the complexity,
usability, or design of the system or process that the user was using. By identifying the
underlying reason for the user error, the information security manager can address the
human factor of the information security program, and improve the security culture and
behavior of the organization. The time and location that the breach occurred, evidence of
previous incidents caused by the user, and appropriate disciplinary procedures for user
error are not the most important factors to determine during the post-incident review, as
they do not provide a comprehensive and holistic understanding of the breach, and may
not help to prevent or reduce the likelihood or impact of future incidents. References =
CISM Review Manual 2023, page

1671; CISM Review Questions, Answers & Explanations Manual 2023, page 382; ISACA
CISM - iSecPrep, page 233
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= Annual loss expectancy (ALE) is the most important criterion when deciding whether to
accept residual risk, because it represents the expected monetary loss for an asset due to
a risk over a one-year period. ALE is calculated by multiplying the annual rate of
occurrence (ARO) of a risk event by the single loss expectancy (SLE) of the asset. ARO is
the estimated frequency of a risk event occurring within a one-year period, and SLE is the
estimated cost of a single occurrence of a risk event. ALE helps to compare the cost and
benefit of different risk responses, such as avoidance, mitigation, transfer, or acceptance.
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Risk acceptance is appropriate when the ALE is lower than the cost of other risk
responses, or when the risk is unavoidable or acceptable within the organization's risk
appetite and tolerance. ALE also helps to prioritize the risks that need more attention and
resources.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk
Management, Section: Risk Assessment, page 831; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, Question

22, page 242
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Penetration testing simulates real-world attacks to identify any remaining exploitable
vulnerabilities after controls are implemented. It validates that mitigation has been
successful from an attacker's perspective.

"Penetration testing is essential to verify the effectiveness of remediation efforts and
ensure vulnerabilities can no longer be exploited."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Security
Testing and Evaluation* Vulnerability assessments and audits are valuable, but pen testing
provides practical assurance.
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The most important reason to have documented security procedures is to guide the
implementation of policy requirements. In CISM governance, policies define management's
high-level expectations, standards define mandatory minimum requirements, and
procedures provide the step-by-step instructions needed to execute those requirements
consistently. Without documented procedures, employees and operational teams may
interpret policy requirements differently, resulting in inconsistent control implementation
and increased risk.
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Metrics reporting, regulatory support, and demonstrating alignment with business
objectives are useful secondary benefits, but they are not the primary purpose of
procedures. Procedures operationalize governance by translating policy intent into
repeatable actions, enabling accountability, consistency, and effective control execution.
CISM emphasizes that an effective information security framework requires a clear
hierarchy of policies, standards, procedures, and guidelines to ensure management
direction is implemented across the organization. Therefore, documented procedures are
essential because they tell personnel how to perform required security activities in
alignment with approved policies.

References:

ISACA CISM Review Manual, Information Security Governance - policy, standards, and
procedures hierarchy ISACA CISM Exam Content Outline, Domain 2: Information Security
Governance
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The correct answer is D because application allow listing is one of the most effective
preventive controls against ransomware execution. Allow listing permits only approved and
authorized applications, scripts, or executables to run, thereby reducing the likelihood that
malicious ransomware code can execute on endpoints or servers. An application deny list
blocks known malicious applications, but it is less effective because attackers can modify
filenames, hashes, or code to bypass known deny rules. A web security gateway can help
reduce exposure to malicious downloads, phishing links, and compromised websites, but it
does not fully prevent ransomware introduced through other channels. A host intrusion
detection system may detect suspicious activity, but detection is reactive and may occur
after ransomware has already started execution or encryption. CISM risk management
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principles favor preventive controls where feasible, especially for high- impact threats.
Since ransomware success often depends on unauthorized code execution, application
allow listing provides stronger protection than the other options.

Reference: CISM Information Risk Management; malware prevention, ransomware risk,
endpoint controls, and preventive security control principles.
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The correct answer is B because the primary objective of testing security controls in critical
infrastructure is to ensure that IT services remain secure, resilient, and available. Critical
infrastructure supports essential business, public, or operational services, so control
failures may have severe consequences. Testing verifies whether controls are designed
and operating effectively, whether they reduce risk as intended, and whether they support
continuity of critical services. Identifying security team performance issues may be a
secondary outcome of testing, but it is not the primary objective. Reducing failed
deployments is useful for operational quality, but security control testing focuses on
assurance and resilience rather than deployment statistics.

Reducing the number of assessments may save resources, but fewer assessments do not
necessarily improve security. In CISM program management, controls must be monitored
and tested to ensure they continue to meet control objectives and support business
requirements. For critical infrastructure, resilience and security of services are the central
goals.

Reference: CISM Information Security Program Development and Management; control
testing, critical infrastructure protection, resilience, and service security principles.
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= Data owner is the best suited to determine how the information in a database should be
classified, because data owner is the person who has the authority and responsibility for
the data and its protection. Data owner is accountable for the business value, quality,
integrity, and security of the data. Data owner also defines the data classification criteria
and levels based on the data sensitivity, criticality, and regulatory requirements.

Data owner assigns the data custodian and grants the data access rights to the data users.
Data owner reviews and approves the data classification policies and procedures, and
ensures the compliance with them.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Data Classification, page 331
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The correct answer is D because the primary function of a web application firewall is to
inspect, filter, and block malicious HTTP and HTTPS traffic directed at web applications. A
WAF is specifically designed to protect web applications from attacks such as SQL
injection, cross-site scripting, malicious requests, and protocol abuse. It operates at the
application layer and evaluates web requests and responses based on rules, signatures,
behavior, and application-specific policies. Automatically modifying its configuration may
be a feature of some advanced adaptive tools, but it is not the main defining feature of a
WAF. Restricting external traffic within a private network is more closely related to network
firewalls or segmentation controls.

Redirecting distributed denial-of-service attacks is usually handled by DDoS protection
services, content delivery networks, or traffic scrubbing solutions. In CISM terms, the
correct control must match the risk and technology layer being protected. Since a WAF
protects web applications by filtering web traffic, option D is the best answer.
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Reference: CISM Information Security Program Development and Management; technical
security controls, application protection, and web application security principles.
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Security performance metrics are quantitative or qualitative measures that indicate the
effectiveness and efficiency of the information security program in achieving the
organization's security goals and objectives.

Measuring security performance metrics against business objectives is the best indication
that an organization has integrated information security governance with corporate
governance, as it demonstrates that the security program is aligned with and supports the
business strategy, value delivery, and risk management. (From CISM Review Manual 15th
Edition) References: CISM Review Manual 15th Edition, page 37, section 1.3.2.2.
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The first step when integrating information security into HR management processes is to
assess the business objectives of the processes, which means understanding the purpose,
scope, and expected outcomes of the HR functions and activities, and how they relate to
the organization's strategy and goals. The assessment will help to identify the information
security requirements, risks, and controls that are relevant and applicable to the HR
processes, and to align the information security objectives with the business objectives.
References = CISM Review Manual 15th Edition, CISM: Overview of domains [updated
2022]
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An assessment of the current operating system based on risk (A) is most effective for
gaining senior management support because CISM emphasizes risk-based decision-
making at the executive level. Senior management is primarily concerned with exposure,
potential impact, and alignment with risk appetite-not technical features or user
convenience. Performance improvements (B), user surveys (C), and feature lists (D)
provide supporting detail but do not clearly articulate business risk. A risk-based
assessment demonstrates why the upgrade is necessary to reduce unacceptable risk.
References: ISACA CISM Review Manual (Governance-executive communication, risk-
based justification); CISM Exam Content Outline (Domain 2).
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The correct answer is D because a business case for an information security initiative
should first be based on risk. Conducting a risk assessment identifies the threats,
vulnerabilities, likelihood, business impact, regulatory exposure, control gaps, and potential
consequences that justify the initiative. In a highly regulated environment, legal and
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compliance obligations are important inputs, but the business case should still be driven by
risk to the organization, including compliance risk. Benchmarking against competitors may
provide context, but it does not define the organization's specific need. Consulting legal
counsel may be necessary to interpret regulatory obligations, but it is not as complete as a
risk assessment for developing a business case.

A feasibility study is useful after the need and risk have been established. CISM
emphasizes that security investments should be risk-based, business-aligned, and cost-
justified. Therefore, the first step is to conduct a risk assessment to support the business
case.

Reference: CISM Information Risk Management; risk assessment, business case
development, regulatory risk, cost justification, and security investment principles.
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A successful information security program is one that aligns with the business objectives
and strategy, supports the business processes and functions, and protects the information
assets from threats and vulnerabilities. The most important factor of such a program is that
it is focused on risk management, which means that it identifies, assesses, treats, and
monitors the information security risks that could affect the business continuity, reputation,
and value. Risk management helps to prioritize the security activities and resources,
allocate the appropriate budget and resources, implement the necessary controls and
measures, and evaluate the effectiveness and efficiency of the program. Risk management
also enables the program to adapt to the changing business and threat environment, and
to continuously improve the security posture and performance. A program that follows
industry best practices, is based on a well-developed strategy, and is cost-efficient and
within budget are all desirable attributes, but they are not sufficient to ensure the success
of the program without a risk management focus. References = CISM Review Manual 15th
Edition, page 411; CISM Practice Quiz, question 1242
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The most important element in achieving executive commitment to an information security
governance program is to align the program with the identified business drivers of the
organization. Business drivers are the factors that influence the strategic objectives, goals,
and priorities of the organization. They reflect the needs and expectations of the
stakeholders, customers, regulators, and other parties that are relevant to the
organization's mission and vision. By aligning the information security governance program
with the business drivers, the executive can demonstrate the value and benefits of
information security to the organization's performance, reputation, and competitiveness.
The other options are not the most important element, although they may be part of an
information security governance program. A defined security framework is a set of
standards, guidelines, and best practices that provide a structure and direction for
implementing information security. A process improvement model is a methodology that
helps to identify, analyze, and improve the processes related to information security.
Established security strategies are the plans and actions that define how information
security supports and enables the business objectives and goals. These elements are
important for developing and executing an information security governance program, but
they do not necessarily ensure executive commitment unless they are aligned with the
business drivers
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A security awareness program is a set of activities designed to educate and motivate
employees to adopt secure behaviors and practices. A security awareness program should
be aligned with the organization's business strategy, which defines the vision, mission,
goals and objectives of the organization. The most important factor to consider when
aligning a security awareness program with the business strategy is the people and culture
of the organization, because they are the primary target audience and the key enablers of
the program. The people and culture of the organization influence the level of awareness,
the attitude and the behavior of the employees towards information security. Therefore, a
security awareness program should be tailored to the specific needs, preferences, values
and expectations of the people and culture of the organization, and should use appropriate
methods, channels, messages and incentives to engage and influence them. A security
awareness program that is aligned with the people and culture of the organization will have
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a higher chance of achieving its objectives and improving the overall security posture of
the organization.

References =

CISM Review Manual 15th Edition, page 1631

CISM 2020: Information Security & Business Process Alignment, video 22
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= An incremental backup method only backs up the data that has changed since the last
backup, whether it was a full or an incremental backup. This method requires the least
amount of time and storage space for backup, but it requires the most time to restore data
for an application. To restore data from an incremental backup, the latest full backup and
all the subsequent incremental backups are needed. A full backup method backs up all the
data in a system or an application at a point in time. This method requires the most amount
of time and storage space for backup, but it requires the least time to restore data for an
application. To restore data from a full backup, only the latest full backup is needed. A
differential backup method backs up the data that has changed since the last full backup.
This method requires more time and storage space for backup than the incremental
method, but less than the full backup method. It also requires less time to restore data for
an application than the incremental method, but more than the full backup method. To
restore data from a differential backup, the latest full backup and the latest differential
backup are needed. A disk mirroring method creates an exact copy of a disk on another
disk in real time. This method provides the highest level of availability and fault tolerance,
but it also requires twice the amount of disk space. To restore data from a disk mirroring
method, the mirrored disk can be used as the primary disk in case of a failure. References
= CISM Review Manual 15th Edition, page 201-202.

The method that requires the MOST time to restore data for an application is a Full
Backup. Full backups contain all the data that is required to restore an application, but the
process of restoring the data is the most time-consuming as it involves copying all the data
from the backup to the application. Incremental backups only backup the changes made
since the last backup, differential backups only backup changes made since the last full
backup, and disk mirroring provides real-time data replication, so the data is immediately
available.
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A culture that supports security encourages behaviors that protect information assets.
"Organizational culture has a significant impact on how employees approach security,
influencing their behavior and adherence to policies."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Security Culture*
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According to the CISM Review Manual, information asset classification is the first step in
an information asset management program, as it provides the basis for determining the
level of protection required for each asset. System owners, key applications and
information asset inventory are subsequent steps that depend on the classification of the
assets.

References = CISM Review Manual, 27th Edition, Chapter 1, Section 1.4.2, page 381.
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The primary objective of implementing standard security configurations is to control
vulnerabilities and reduce threats from changed configurations. Standard security
configurations are the baseline settings and parameters that define the desired security
level and functionality of information systems and devices. By implementing standard
security configurations, the organization can ensure that the information systems and
devices are configured in a consistent and secure manner, and that any deviations or
changes from the standard are detected and corrected. This can help to prevent or
mitigate potential security incidents caused by misconfigurations, unauthorized
modifications, or malicious attacks.

References: The CISM Review Manual 2023 states that "the information security manager
is responsible for ensuring that the security configuration of information systems is in
compliance with the security policies and standards of the organization" and that "the
information security manager should establish and implement standard security
configurations for information systems and devices, and monitor and review the security
configuration on a regular basis and take corrective actions when deviations or violations
are detected" (p.

138). The CISM Review Questions, Answers & Explanations Manual 2023 also provides
the following rationale for this answer: "Control vulnerabilities and reduce threats from
changed configurations is the correct answer because it is the primary objective of
implementing standard security configurations, as it helps to maintain the security posture
and functionality of information systems and devices, and to prevent or mitigate potential
security incidents caused by misconfigurations, unauthorized modifications, or malicious
attacks" (p. 63). Additionally, the article Standard Security Configurations from the ISACA
Journal 2017 states that "standard security configurations are the baseline settings and
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parameters that define the desired security level and functionality of information systems
and devices" and that "standard security configurations can help to control vulnerabilities
and reduce threats from changed configurations by ensuring that the information systems
and devices are configured in a consistent and secure manner, and that any deviations or
changes from the standard are detected and corrected" (p. 1)
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A data loss prevention (DLP) solution is a type of detective control that monitors and
prevents unauthorized transmission or leakage of sensitive data from the organization. A
DLP solution can enhance the organization' s antivirus controls by detecting and blocking
malicious code that attempts to exfiltrate data, but this is not its main benefit. A DLP
solution cannot eliminate the risk of data loss, as there may be other sources of data loss
that are not covered by the DLP solution, such as physical theft, accidental deletion, or
natural disasters. A DLP solution also does not reduce the need for a security awareness
program, as human factors are often the root cause of data loss incidents. A security
awareness program can educate and motivate employees to follow security policies and
best practices, and to report any suspicious or anomalous activities. References = ISACA,
CISM Review Manual, 16th Edition, 2020, page 79.

ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID 1003.
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Changing reporting thresholds is the best method to optimize the monitoring process when
the automated security monitoring tool generates an excessively large amount of false
positives. Changing reporting thresholds means adjusting the criteria or parameters that
trigger the alerts, such as the severity level, the frequency, the source, or the destination of
the events. Changing reporting thresholds can help to reduce the number of false
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positives, filter out the irrelevant or benign events, and focus on the most critical and
suspicious events that require further investigation or response.

References = Cybersecurity tool sprawl leading to burnout, false positives: report, Security
tools' effectiveness hampered by false positives
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The correct answer is A because incident classification enables the organization to
prioritize, escalate, assign, and resolve incidents efficiently and effectively. Classification
helps determine severity, business impact, required response time, communication needs,
legal or regulatory involvement, evidence handling, and appropriate containment actions.
Without classification, all incidents may be treated the same, which can waste resources
on low-risk events or delay response to high-impact incidents. Better logging is useful, but
it is not the most important reason for classification. Aligning the incident response plan
with corporate policy is important during plan development, not the primary purpose of
classifying individual incidents. Reporting incident status to the incident lead may be
improved through classification, but that is a supporting benefit.

CISM incident management principles emphasize that incidents must be identified,
categorized, prioritized, escalated, and resolved based on business impact and risk.
Proper classification ensures that resources are directed to the most important incidents
and that response actions are appropriate.

Reference: CISM Information Security Incident Management; incident classification,
prioritization, escalation, severity, and resolution principles.
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The correct answer is C because an outsourced payroll provider will process sensitive
employee information, and the contract must require the vendor to comply with the
organization's information security policies or equivalent security requirements. Payroll
data may include personally identifiable information, salary details, tax information, bank
account data, and employment records. The organization remains accountable for
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protecting this information even when processing is outsourced. Recognized industry
standards are useful, but they may not fully reflect the organization's specific policy
requirements, risk appetite, privacy obligations, access rules, incident notification needs, or
data handling expectations. The most stringent regulations may not always be applicable,
and contract requirements should be based on relevant legal, regulatory, and
organizational obligations. Service level agreements are important for performance and
availability, but they do not fully address security governance. In CISM third-party risk
management, contracts should include security requirements aligned with organizational
policies, compliance obligations, audit rights, confidentiality, incident reporting, and control
expectations. Therefore, vendor compliance with the organization's information security
policies is most important.

Reference: CISM Information Risk Management; third-party risk, outsourcing, payroll data
protection, contractual security requirements, and vendor compliance principles.
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The correct answer is A because independent audits provide objective assurance that
existing controls meet compliance requirements. Independent auditors can evaluate
whether controls are appropriately designed, implemented, documented, and operating
effectively against regulatory, contractual, or policy requirements.

Establishing compliance metrics is useful for monitoring trends and reporting status, but
metrics may not provide sufficient independent validation. Reviewing security policies
confirms whether requirements are documented, but it does not prove that controls are
operating effectively. Performing risk assessments helps identify and evaluate risk, but risk
assessment is not the same as compliance assurance. In CISM governance, independent
assurance is important because management needs reliable evidence that controls are
effective and obligations are being met. Audits also help identify gaps, exceptions, and
remediation needs. Because compliance requires evidence and objective evaluation,
independent audits provide the greatest assurance among the listed options.

Reference: CISM Information Security Governance; independent assurance, compliance
audits, control effectiveness, and governance oversight principles.
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Business strategy is the overarching driver for any organizational initiative, including
security. Information security policies must align with the strategic goals of the organization
to ensure relevance, support, and effectiveness.

Security policies that do not consider the business context may hinder operations or fail to
protect key objectives. Business-driven policies are more likely to gain executive support
and compliance from stakeholders, creating a strong foundation for governance.
"Information security policies must be aligned with business goals and objectives to ensure
that they support the overall mission and are embraced by stakeholders."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Strategy Alignment*

Eﬁ:ﬁ: 91

LUTOEZEDS S HB0X1 ) T+EBRALTOTSLOFNRERLITTED
FENTIM?

ATILYTFICERELERKEEDAVEL1—2B8LUTNA RADEE
B.IVFRA—H—HEELIT71 90T A—ILDOE
C.ALTTRYUICHRESIN XAV TAAVITY FOBH

D. EHMICEX ) T HHEICSML TS REEDIE

IFfE: (EfEZRTLZEY)

BExNE7CISM-JPNREIREE [FJPNTest.comiZfit St  CISM-JPNERERICEHBT B T &I
‘RICIIBFET ! JPNTest.comlI S mEFCISM-JPNEERRIEE IR L F


https://www.jpnshiken.com/q/68908-6446795/
https://www.jpnshiken.com/q/68908-6446796/
https://www.jpnshiken.com/q/68908-6446797/

9, JPNTest.com CISM-JPNEERFEIRERIEH D EH SN FE Lz, & C TCISM-JPNRRE
EDTRACNIVOUEFIZANTET , RFBOT7 Yt
A _ https://www.jpntest.com/shiken/CISM-JPN-mondaishu 1193f8. 3 0%r « A ho >

k. 4RI7% 5|12 — F: JPNshiken|

’Eﬁﬁ: 92
BERBVATLEENRESNIIGE ATy FRGESAENIRAICITOINEZLIE
UTDELYTY,

A BEFRBICERT S

B. R+ DEHEZHET 5

C.AVYTYUMEIRIT B

D. VAT LNDERZEYS

EfE:C(AAV FEHKT D)

The correct answer is C because the first step after an incident is reported is to validate
whether the reported event is actually an incident. Validation helps prevent unnecessary
escalation, disruption, or incorrect response actions. The incident handler should confirm
the event by reviewing available evidence, logs, alerts, user reports, system behavior, or
other indicators. After validation, the handler can classify the incident, determine severity,
assess scope, notify appropriate parties, and begin containment or eradication according
to the incident response plan. Notifying parties before validation may cause confusion or
unnecessary escalation.

Determining scope is important, but it should occur after confirming that an incident exists.
Powering off the system may destroy volatile evidence, disrupt business operations, or
worsen the situation if done without analysis. CISM incident management principles
require orderly identification, validation, classification, escalation, and response. Therefore,
validating the incident is the correct first action for the incident handler.

Reference: CISM Information Security Incident Management; incident identification,
validation, classification, escalation, and response handling principles.
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Information security governance is the process of establishing and maintaining a
framework to provide assurance that information security strategies are aligned with
business objectives and consistent with applicable laws and regulations. In addition to
executive sponsorship and business alignment, a critical factor for effective information
security governance is ownership of security, which means that the roles and
responsibilities for information security are clearly defined and assigned to the appropriate
stakeholders, such as business owners, information owners, information custodians, and
users. Ownership of security also implies accountability for the protection of information
assets and the management of security risks.

References: https://www.isaca.org/credentialing/cism
https://www.nist.gov/publications/information-security- handbook-guide-managers
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Identify and assess the risk in the context of business objectives. Before making any
changes to the security policy or introducing any new controls, the information security
manager should first identify and assess the risk that the new privacy regulation poses to
the business. This should be done in the context of the overall business objectives so that
the security measures introduced are tailored to meet the specific needs of the
organization.
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The correct answer is D because security culture is strongly influenced by leadership
behavior. Senior management must set the tone from the top by consistently
demonstrating good security practices, following policies, supporting security initiatives,
and making risk-aware decisions. Employees are more likely to adopt secure behavior
when they see executives and managers treating security as a business priority. Approving
security policies is important, but approval alone does not create culture unless leaders
also model expected behavior. Reviewing budget and resources supports the program, but
it does not directly shape everyday security behavior. Participating in security training is
positive and visible, but demonstrating good security practices on an ongoing basis has a
broader cultural impact. In CISM governance, management commitment, accountability,
communication, and example-setting are essential for embedding information security into
the organization's values and operations. Therefore, leadership behavior is the most
important factor in improving information security culture.

Reference: CISM Information Security Governance; security culture, tone at the top, senior
management commitment, and organizational behavior principles.
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Residual risk is the risk that remains after applying controls to mitigate the original risk. It is
important to assess the residual risk after remediation to ensure that it is within the
acceptable level and tolerance of the organization. (From CISM Review Manual 15th
Edition) References: CISM Review Manual 15th Edition, page 181, section 4.3.2.4.
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The correct answer is C because before assessing impact, performing a gap analysis, or
conducting a risk assessment, the organization must first determine whether the new
regulatory requirement applies to its cloud services, data, jurisdictions, customers,
industry, and processing activities. Applicability establishes whether the regulation is
relevant and which systems, processes, contracts, business units, or data types are in
scope. A risk assessment is important after applicability is confirmed, but performing it too
early may waste resources or miss the correct scope. Reviewing the asset inventory may
support scoping, but it should follow or support the applicability analysis. A gap analysis
compares current practices against requirements, but this cannot be done properly until
the organization confirms that the requirement applies and understands its scope. CISM
risk management emphasizes identifying legal, regulatory, and contractual obligations as
part of risk and compliance management. Therefore, determining applicability is the first
step in understanding the impact of a new regulatory requirement.

Reference: CISM Information Risk Management; regulatory compliance, cloud risk,
applicability analysis, and risk assessment scoping principles.
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The Recovery Time Objective (RTO) defines the maximum acceptable downtime for a
business function or system following a disruption. If the organization requires recovery in
30 minutes, that is the system's RTO.

This metric guides the selection of technologies, staffing, and procedures needed to meet
recovery expectations.

"RTO defines the target time set for the recovery of IT and business activities after a
disruption. It is a key BCP design parameter."

- CISM Review Manual 15th Edition, Chapter 3: Business Continuity and Disaster
Recovery Planning*
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The first course of action when the information security manager becomes aware that a
third-party provider is not in compliance with the SOW is to assess the extent of the issue,
which means determining the nature, scope, and impact of the non-compliance on the
security of the enterprise's data and systems. The assessment should also identify the root
cause of the non-compliance and the possible remediation actions. The assessment will
help the information security manager to decide the next steps, such as notifying senior
management, reporting the issue to legal personnel, initiating contract renegotiation, or
terminating the contract.

References = Ensuring Vendor Compliance and Third-Party Risk Mitigation, A Risk-Based
Management Approach to Third-Party Data Security, Risk and Compliance
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The correct answer is C because penetration testing provides practical evidence of
whether compensating controls can resist real-world attack techniques against the legacy
application. When an application cannot be patched, compensating controls such as web
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application firewalls, network segmentation, access restrictions, monitoring, or virtual
patching may be used to reduce risk. However, the effectiveness of those controls should
be validated through testing that simulates attacker behavior. A threat assessment
identifies potential threats, but it does not prove whether controls are working. Intrusion
detection system logs may show detected activity, but they provide only a partial and
reactive view. Firewall rules can be reviewed, but rule review alone does not demonstrate
whether the total control environment prevents exploitation. Penetration testing is more
useful because it tests the application and compensating controls together under realistic
conditions. CISM emphasizes risk-based control validation, especially where vulnerabilities
cannot be remediated directly. Therefore, penetration testing provides the best information
about compensating control effectiveness.

Reference: CISM Information Risk Management; compensating controls, vulnerability
management, penetration testing, and control effectiveness principles.
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= Information security governance is the process of establishing and maintaining the
policies, standards, frameworks, and best practices that guide the information security
program of an organization. Information security governance helps to ensure that the
information security program meets the needs of the business by aligning it with the
organization's risk appetite, objectives, and strategy. Information security governance also
helps to coordinate and integrate various assurance functions, such as risk management,
compliance, audit, and incident response, to provide a holistic view of the information
security posture. Information security governance is essential for achieving a positive
return on investment (ROI) from information security investments, as well as for enhancing
the trust and confidence of internal and external stakeholders. References = CISM Review
Manual (Digital Version), Chapter 1: Introduction to Information Security Management,
Section 1.1: Overview of Information Security Management1. CISM Review Manual (Print
Version), Chapter 1: Introduction to Information Security Management, Section 1.1:
Overview of Information Security Management2. CISM ITEM DEVELOPMENT GUIDE,
Domain 1: Information Security Governance, Task Statement 1.1, p. 193.

Information security governance is MOST important to have in place to help ensure an
organization's cybersecurity program meets the needs of the business. This is because
information security governance provides the strategic direction, oversight and
accountability for the cybersecurity program. It also ensures that the program aligns with
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the business objectives, risk appetite and compliance requirements of the organization.
Information security governance involves defining roles and responsibilities, establishing
policies and standards, setting goals and metrics, allocating resources and monitoring
performance of the cybersecurity program.
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A snapshot is a point-in-time copy of the state of a virtual machine (VM) that can be used
to restore the VM to a previous state in case of a security incident or a disaster. A
snapshot can capture the VM's disk, memory, and device configuration, allowing for a
quick and easy recovery of the VM's data and functionality.

Snapshots can also be used to create backups, clones, or replicas of VMs for testing,
analysis, or migration purposes. Snapshots are a common service offering in Infrastructure
as a Service (laaS) models, where customers can provision and manage VMs on demand
from a cloud service provider (CSP). A CSP that offers the capability to take snapshots of
VMs can assist customers when recovering from a security incident by providing them with
the following benefits12:

Faster recovery time: Snapshots can reduce the downtime and data loss caused by a
security incident by allowing customers to quickly revert their VMs to a known good state.
Snapshots can also help customers avoid the need to reinstall or reconfigure their VMs
after an incident, saving time and resources.

Easier incident analysis: Snapshots can enable customers to perform online or offline
analysis of their VMs after an incident, without affecting the production environment.
Customers can use snapshots to examine the VM's disk, memory, and logs for evidence of
compromise, root cause analysis, or forensic investigation.

Customers can also use snapshots to test and validate their incident response plans or
remediation actions before applying them to the production VMs.

Enhanced security posture: Snapshots can improve the security posture of customers by
enabling them to implement best practices such as backup and restore, disaster recovery,
and business continuity. Snapshots can help customers protect their VMs from accidental
or malicious deletion, corruption, or modification, as well as from environmental or
technical disruptions. Snapshots can also help customers comply with regulatory or
contractual requirements for data retention, availability, or integrity. References = What is
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Disaster Recovery as a Service? | CSA - Cloud Security Alliance, What Is Cloud Incident
Response (IR)?
CrowdStrike
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The primary goal of post-incident review (PIR) is continuous improvement. After an
incident has been contained, eradicated, and systems recovered, a formal review helps
identify:

What went wrong or could have been done better

What controls failed or were missing

How the response process can be improved

The goal is not only to learn from the incident but also to enhance incident response
capabilities, update plans, and prevent future occurrences.

"Post-incident reviews are a key activity for improving incident response processes. The
goal is continuous improvement and prevention of repeat incidents."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Post-
Incident Activities* While incident documentation and evidence collection are components
of the process, they are supportive to the broader strategic objective: learning and
improving the overall security posture.
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Reviewing controls listed in the vendor contract is the most helpful approach for properly
scoping the security assessment of an existing vendor because it helps to determine the
security requirements and expectations that the vendor has agreed to meet. A vendor
contract is a legal document that defines the terms and conditions of the business
relationship between the organization and the vendor, including the scope, deliverables,
responsibilities, and obligations of both parties. A vendor contract should also specify the
security controls that the vendor must implement and maintain to protect the organization's
data and systems, such as encryption, authentication, access control, backup, monitoring,
auditing, etc. Reviewing controls listed in the vendor contract helps to ensure that the
security assessment covers all the relevant aspects of the vendor's security posture, as
well as to identify any gaps or discrepancies between the contract and the actual practices.
Therefore, reviewing controls listed in the vendor contract is the correct answer.
References:
https://medstack.co/blog/vendor-security-assessments-understanding-the-basics/
https://www.ncsc.gov.uk/files/INCSC-Vendor-Security-Assessment.pdf
https://securityscorecard.com/blog/how-to-conduct-vendor-security-assessment
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"A successful security program requires management support and involvement. One of the
key aspects of management support is to decide on the value of assets and the acceptable
level of risk for them. This will help define the security objectives and priorities for the
program. The other options are possible activities within a security program, but they are
not as important as management decision on asset value."
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Tabletop testing with appropriate employees (B) is the best way to prevent recurrence
because it reinforces roles, communication paths, and expectations through realistic
practice. CISM stresses regular testing and exercises to ensure plans are understood and
executable under pressure. Updating the BIA (D) or incentivizing behavior (C) does not
address understanding gaps. Enhancing instructions (A) alone is insufficient without
practice.

References: ISACA CISM Review Manual (Program management-BCP testing and
exercises); CISM Exam Content Outline (Domain 3).
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The most important thing to verify before entering into a relationship with a third party to
host sensitive archived data is the vendor's controls are in line with the organization's
security standards. This is because the organization is ultimately responsible for the
security and privacy of its data, even if it is stored or processed by a third party. The
organization should ensure that the vendor has adequate and effective controls to protect
the data from unauthorized access, modification, disclosure, or destruction. The
organization should also ensure that the vendor complies with the applicable laws and
regulations regarding data protection, such as the General Data Protection Regulation
(GDPR) in the European Union. The organization should conduct a thorough risk
assessment of the vendor and its services, and establish a clear contract that defines the
roles, responsibilities, expectations, and obligations of both parties.

References = CISM Review Manual 15th Edition, Chapter 3, Section 3.2.1, page 1341;
CISM Review Questions, Answers & Explanations Manual 9th Edition, Question 2, page 2
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The answer to the question is B. Spread a site across multiple ISPs. This is because
spreading a site across multiple Internet service providers (ISPs) can help to reduce the
impact of a distributed denial of service (DDoS) attack by increasing the bandwidth and
redundancy of the site, and making it harder for the attacker to target and overwhelm a
single point of failure. Spreading a site across multiple ISPs can also help to distribute the
traffic load and balance the performance of the site, and to mitigate the effects of regional
or network-specific outages or disruptions. Spreading a site across multiple ISPs can be
done by using various techniques, such as anycast routing, content delivery networks
(CDNSs), or cloud-based services12.

Spreading a site across multiple ISPs can help to reduce the impact of a DDoS attack by
increasing the bandwidth and redundancy of the site, and making it harder for the attacker
to target and overwhelm a single point of failure. (From CISM Manual or related resources)
References = CISM Review Manual 15th Edition, Chapter 4, Section 4.2.1, page 2091;
DDoS Attacks-A Cyberthreat and Possible Solutions2
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The most effective way to communicate the value of information security to senior
management is to describe how security enables business objectives (B). CISM
emphasizes that executives view security as valuable when it supports revenue
generation, operational resilience, customer trust, and strategic goals. Discussing training
benefits (A), potential impacts (C), or ROI (D) alone frames security as a cost or fear-
based function.

Positioning security as a business enabler aligns it with executive priorities and promotes
sustained support.

References: ISACA CISM Review Manual (Governance-executive communication and
value realization); CISM Exam Content Outline (Domain 2).
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The correct answer is D because the information security manager is accountable for
ensuring that the incident response capability is maintained, tested, and improved. Incident
response plans must be tested periodically to confirm that roles, escalation paths,
communication procedures, containment steps, and recovery coordination work as
intended. Business process owners are responsible for business processes and may
participate in tests, especially where business impact is involved, but they are not normally
accountable for the information security incident response plan itself. The business
continuity manager may be accountable for business continuity or disaster recovery
exercises, but this question specifically refers to incident response. Incident response team
members perform response activities and participate in exercises, but accountability for
ensuring the plan is tested belongs to the manager responsible for the incident
management program. CISM emphasizes that information security management includes
establishing, maintaining, testing, and improving incident management processes to
reduce organizational impact when incidents occur.

Reference: CISM Information Security Incident Management; incident response planning,
testing, accountability, and continuous improvement principles.
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The best action for the system admin manager to address the issue of negligent handling
of incident alerts by system admins is to provide incident response training to data
custodians because it helps to improve their awareness and skills in recognizing and
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reporting security incidents, and following the incident response procedures and protocols.
Conducting a risk assessment and sharing the result with senior management is not a
good action because it does not address the root cause of the issue or provide any
solutions or improvements. Revising the incident response plan to align with business
processes is not a good action because it does not address the root cause of the issue or
provide any solutions or improvements. Providing incident response training to data
owners is not a good action because data owners are not responsible for handling incident
alerts or performing incident response tasks. References: https://www.isaca.org/resources
lisaca-journal/issues/2017/volume-5/incident-response-lessons-learned
https://www.isaca.org/resources/isaca- journal/issues/2018/volume-3/incident-response-
lessons-learned
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A disaster recovery plan (DRP) test is a simulation of a disaster scenario to evaluate the
effectiveness and readiness of the DRP. The greatest inherent risk when performing a
DRP test is the disruption to the production environment, which could cause operational
issues, data loss, or system damage. Therefore, it is essential to plan and execute the
DRP test carefully, with proper backup, isolation, and rollback procedures.

Poor documentation, lack of communication, and lack of coordination are also potential
risks, but they are not as severe as disrupting the production environment. References =
CISM Review Manual 15th Edition, page

253; CISM Review Questions, Answers & Explanations Database - 12 Month Subscription,
QID 224.

The greatest inherent risk when performing a disaster recovery plan (DRP) test is
disruption to the production environment. A DRP test involves simulating a disaster
scenario to ensure that the organization ' s plans are effective and that it is able to recover
from an incident. However, this involves running tests on the production environment,
which has the potential to disrupt the normal operations of the organization. This inherent
risk can be mitigated by running tests on a non-production environment or by running tests
at times when disruption will be minimized.
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When preventive controls to appropriately mitigate risk are not feasible, the most important
action for the information security manager is to manage the impact, which means taking
measures to reduce the likelihood or severity of the consequences of the risk. Managing
the impact can involve using alternative controls, such as engineering, administrative, or
personal protective controls, that can lower the exposure or harm to the organization. The
other options, such as identifying unacceptable risk levels, assessing vulnerabilities, or
evaluating potential threats, are part of the risk assessment process, but they are not
actions to mitigate risk when preventive controls are not feasible. References:
https://bocmmetrics.com/risk-mitigation-evaluating-your-controls/
https://www.osha.gov/safety-management/hazard-prevention
https://www.cdc.gov/niosh/topics/hierarchy/default.html
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Intelligent middleware enables dynamic rerouting and automated load balancing, which is
crucial for high availability. This minimizes downtime and ensures continuity without
manual intervention.

"Middleware solutions can provide automated failover capabilities, improving system
resilience and availability."

- CISM Review Manual 15th Edition, Chapter 3: Program Development and Management,
Section:

Availability and Resilience*

Manual failover and cold sites introduce delays, which are not suitable for e-business
environments requiring near-zero downtime.
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The information security manager's best course of action is to present the risk to senior
management, because this is a case of conflicting objectives and priorities between the
information security team and the business management. The information security
manager should explain the potential impact and likelihood of a security breach due to the
violation of the access policy, as well as the possible legal, regulatory, and reputational
consequences. The information security manager should also provide alternative solutions
that can achieve both operational efficiency and security compliance, such as
implementing single sign-on, role- based access control, or multi-factor authentication. The
information security manager should not enforce the policy without senior management's
approval, because this could cause operational disruption and business dissatisfaction.
The information security manager should not modify the policy without a proper risk
assessment and approval process, because this could weaken the security posture and
expose the organization to more threats. The information security manager should not
create an exception for the deviation without a formal risk acceptance and documentation
process, because this could create inconsistency and ambiguity in the policy enforcement
and accountability. References = CISM Review Manual, 16th Edition, ISACA, 2021, pages
127-128, 138-139, 143-144.
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The most important thing to include in the vendor selection criteria when procuring security
services from a third-party vendor is B. Alignment of the vendor's business objectives with
enterprise security goals. This is because the vendor should be able to understand and
support the enterprise's security vision, mission, strategy, and policies, and provide
services that are consistent and compatible with them. The vendor should also be able to
demonstrate how their services add value, reduce risk, and enhance the performance and
maturity of the enterprise's information security program. The alignment of the vendor's
business objectives with enterprise security goals can help to ensure a successful and
long-term partnership, and avoid any conflicts, gaps, or issues that may arise from
misalignment or divergence.

The vendor should be able to understand and support the enterprise's security vision,
mission, strategy, and policies, and provide services that are consistent and compatible
with them. (From CISM Manual or related resources) References = CISM Review Manual
15th Edition, Chapter 3, Section 3.2.1, page 1341; Third-Party Vendor Selection: If Done
Right, It's a Win-Win2; Vendor Selection Criteria: Key Factors in Procurement Success3
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= After a breach where the risk has been isolated and forensic processes have been

Ucvp

performed, the next step should be to rebuild the server from the last verified backup. This
will ensure that the server is restored to a known and secure state, and that any malicious
code or data that may have been injected or compromised by the attacker is removed.
Rebuilding the server from the original media may not be sufficient, as it may not include
the latest patches or configurations that were applied before the breach. Placing the web
server in quarantine or shutting it down may not be feasible or desirable, as it may disrupt
the business operations or services that depend on the server. Rebuilding the server from
the last verified backup is the best option to resume normal operations while maintaining
security. References = CISM Review Manual 15th Edition, page 118: "Recovery is the
process of restoring normal operations after an incident. Recovery activities may include
rebuilding systems, restoring data, applying patches, changing passwords, and testing
functionality." Data Breach Experts Share The Most Important Next Step You Should Take
After A Data Breach in 2014 &

2015, snippet: "Restore from backup. If you have a backup of your system from before the
breach, wipe your system clean and restore from backup. This will ensure that any
backdoors or malware installed by the hackers are removed."
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Criteria for activation are essential to ensure that the BCP is triggered appropriately in
response to a disruption.
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"The BCP should include clearly defined activation criteria to ensure that plans are invoked
when necessary."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Business Continuity Planning* ISACA's practice
questions confirm that criteria for activation are core to a BCP's effectiveness.
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The first step is to invoke the incident response plan to ensure a systematic, controlled,
and compliant response to the security incident.

"The incident response plan should be activated immediately to investigate, contain, and
resolve incidents of unauthorized access."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Response Plan Execution* ISACA practice questions also reinforce that invoking the
incident response plan is the essential first response to contain the breach.
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The effective execution of an incident response plan depends largely on the competence
and readiness of the response team, who are responsible for carrying out the tasks and
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activities defined in the plan. Therefore, the best way to facilitate the effective execution of
an incident response plan is to ensure that the response team is trained on the plan, and
that they are familiar with their roles, responsibilities, procedures, and tools. Training the
response team on the plan will also help to improve their confidence, communication,
coordination, and collaboration during an incident response. The other options are not the
best ways to facilitate the effective execution of an incident response plan, although they
may be important factors for developing or improving the plan. The plan should be based
on risk assessment results and industry best practice, but these do not guarantee that the
plan will be executed effectively. The incident response plan should align with the IT
disaster recovery plan, but this does not ensure that the response team is prepared and
capable of executing the plan. References = CISM Review Manual, 16th Edition, page
1031 The best way to facilitate the effective execution of an incident response plan is to
ensure that the response team is trained on the plan. An incident response plan is a set of
instructions that defines the roles, responsibilities, procedures, and tools for detecting,
responding to, and recovering from security incidents. An incident response team is a
group of individuals that are assigned to perform specific tasks and activities during an
incident response process. The response team may include security analysts, IT staff,
legal counsel, public relations, and other stakeholders. To execute an incident response
plan effectively, the response team needs to be trained on the plan, which means they
need to be familiar with the following aspects of the plan:

The scope and objectives of the plan The roles and responsibilities of each team member
The communication and escalation protocols The incident classification and prioritization
criteria The incident response procedures and tools The incident documentation and
reporting requirements The incident review and improvement processes By training the
response team on the plan, the organization can ensure that the team members are
prepared and confident to handle any security incidents that may occur, and that they can
perform their tasks efficiently and consistently. The other options are not the best way to
facilitate the effective execution of an incident response plan, although they may be some
steps or outcomes of the process.

The plan being based on risk assessment results is a desirable practice, as it ensures that
the plan is aligned with the organization's risk profile and addresses the most relevant and
likely threats and vulnerabilities.

However, it does not guarantee that the plan will be executed effectively unless the
response team is trained on the plan. The plan being based on industry best practice is a
desirable practice, as it ensures that the plan follows established standards and guidelines
for incident response. However, it does not guarantee that the plan will be executed
effectively unless the response team is trained on the plan. The incident response plan
aligning with the IT disaster recovery plan (DRP) is a desirable practice, as it ensures that
the plans are consistent and coordinated in terms of objectives, scope, roles, procedures,
and tools. However, it does not guarantee that the plan will be executed effectively unless
the response team is trained on the plan
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Decreasing false positives is the best indicator that the information security manager has
tuned the system to address senior management's concern that the organization's
intrusion prevention system (IPS) may repeatedly disrupt business operations. False
positives are alerts generated by the IPS when it mistakenly blocks legitimate traffic or
activity, causing disruption or downtime. Decreasing false positives means that the IPS has
been configured to reduce such errors and minimize unnecessary interruptions. Increasing
false negatives is not a good indicator because it means that the IPS has failed to detect or
block malicious traffic or activity, increasing the risk of compromise or damage. Decreasing
false negatives is not a good indicator because it does not affect business operations, but
rather improves security detection or prevention. Increasing false positives is not a good
indicator because it means that the IPS has increased its errors and interruptions,
worsening senior management's concern. References:
https://www.isaca.org/resources/isaca-journal/issues
/2017/volume-6/the-value-of-penetration-testing https://www.isaca.org/resources/isaca-
journal/issues/2016

/volume-5/security-scanning-versus-penetration-testing
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A data classification framework (C) is the foundational step for privacy compliance
because organizations must first understand what data they have, its sensitivity, and how it
is regulated. Privacy obligations vary by data type (e.g., personal, sensitive, regulated),
and classification enables appropriate handling, protection, retention, and access controls.
Awareness training (A), SIEM (B), and DLP (D) are all valuable controls, but they are
ineffective or misaligned without knowing which data requires protection and at what level.
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CISM governance guidance emphasizes that compliance and control selection must be
risk- and data-driven, making classification an essential prerequisite for privacy programs.
References: ISACA CISM Review Manual (Governance-data governance, privacy,
information asset classification); CISM Exam Content Outline (Domain 2).
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= Business continuity management (BCM) is the process of planning and implementing
measures to ensure the continuity of critical business processes in the event of a
disruption. The most important consideration of BCM is ensuring human safety, as this is
the primary responsibility of any organization and the basis of ethical conduct. Human
safety includes protecting the health and well-being of employees, customers, suppliers,
and other stakeholders who may be affected by a disruption. Identifying critical business
processes, ensuring the reliability of backup data, and securing critical information assets
are also important aspects of BCM, but they are secondary to human safety. References =
CISM Review Manual, 16th Edition, ISACA,

2020, p. 2111; CISM Online Review Course, Domain 4: Information Security Incident
Management, Module

4: Business Continuity and Disaster Recovery, ISACA2
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The first course of action is to ensure the policy has been communicated to the system
administrators (C).

CISM governance principles require that policies be formally communicated and
understood before enforcement or compliance assessment occurs. Conducting
assessments (B) or training (A) is ineffective if administrators are not aware of the policy
requirements. Effective governance follows a sequence: approval # communication #
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implementation # monitoring and enforcement. Communication ensures accountability and
supports consistent adoption of security requirements.

References: ISACA CISM Review Manual (Governance-policy lifecycle, communication
and enforcement); CISM Exam Content Outline (Domain 2).
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The most effective way to obtain assurance of a vendor's security practices is requiring
periodic independent third-party reviews (C). In CISM governance and third-party risk
management, independent assurance is the strongest mechanism to validate that security
controls are not only documented but also designed appropriately and operating
effectively. Third-party reviews (such as SOC reports or independent audits) provide
objective evidence and reduce reliance on vendor self-reporting.

Requiring BCPs (A) focuses primarily on availability and resilience, not the overall security
posture.

Reviewing security disclosures (B) is reactive and limited to known issues disclosed by the
vendor.

Reviewing SLAs (D) confirms contractual expectations but does not validate actual control
effectiveness.

CISM emphasizes that governance over outsourced services must include ongoing,
independent assurance activities to ensure continued alignment with risk appetite and
regulatory obligations.

Periodic independent reviews also support accountability, enable risk-based decision-
making, and provide defensible evidence of due diligence to senior management and
regulators.

References:

ISACA CISM Review Manual, Information Security Governance - third-party risk
management and assurance ISACA CISM Exam Content Outline, Domain 2: Information
Security Governance
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The greatest benefit of incorporating information security governance into the corporate
governance framework is D. Management accountability for information security. This is
because management accountability for information security means that the senior
management and the board of directors are responsible for defining, overseeing, and
supporting the information security strategy, policies, and objectives of the organization,
and ensuring that they are aligned with the business goals, stakeholder expectations, and
regulatory requirements. Management accountability for information security also means
that the senior management and the board of directors are accountable for the
performance, value, and effectiveness of the information security program, and for the
management and mitigation of the information security risks and incidents. Management
accountability for information security can help to foster a culture of security awareness
and responsibility, and to enhance the trust and confidence of the customers, partners, and
regulators in the organization's information security capabilities.

Management accountability for information security means that the senior management
and the board of directors are responsible for defining, overseeing, and supporting the
information security strategy, policies, and objectives of the organization, and ensuring that
they are aligned with the business goals, stakeholder expectations, and regulatory
requirements. (From CISM Manual or related resources) References = CISM Review
Manual 15th Edition, Chapter 1, Section 1.2.1, page 181; CISM domain 1:

Information security governance [Updated 2022] | Infosec2; Information Security
Governance: Guidance for Boards of Directors and Executive Management, 2nd Edition3
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Assessing potential information security risk to the organization is the first step that the
information security manager should take when considering the feasibility of implementing
a big data solution to analyze customer data, as it helps to identify and evaluate the
threats, vulnerabilities, and impacts that may arise from the collection, processing, storage,
and sharing of large volumes and varieties of customer data. Assessing risk also helps to
determine the risk appetite and tolerance of the organization, and to prioritize the risk
treatment options and security controls that are needed to protect the customer data and
the big data solution. (From CISM Review Manual 15th Edition) References: CISM Review
Manual 15th Edition, page 64, section 2.2.1.2; Big Data Security and Privacy Issues in
Healthcare1, page 1, section 1. Introduction.
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During post-incident review is the best time to update the incident response plan after
observing several deficiencies in the current plan while responding to a high-profile
security incident. A post-incident review is a process of analyzing and evaluating the
incident response activities, identifying the lessons learned, and documenting the
recommendations and action items for improvement. Updating the incident response plan
during post-incident review helps to ensure that the plan reflects the current best practices,
addresses the gaps and weaknesses, and incorporates the feedback and suggestions
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from the incident response team and other stakeholders. Therefore, during post-incident
review is the correct answer.

References:

https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-

Basics 508c.pdf
https://www.techtarget.com/searchsecurity/feature/5-critical-steps-to-creating-an-effective-
incident-response-plan
https://www.integrify.com/blog/posts/incident-response-plan-need-an-update/
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A brute force attack is a type of cyberattack that attempts to gain unauthorized access to
an account, file, or other protected information by trying different combinations of
usernames and passwords until finding the correct one. Brute force attacks can be very
effective if the target system has weak or default passwords, or if the attacker has access
to a large number of potential credentials. To mitigate this risk, an organization should
implement multi-factor authentication (MFA) for its critical systems. MFA is a security
method that requires users to provide more than one piece of evidence to verify their
identity before accessing a system or service.

For example, MFA can involve using a password in addition to a code sent to a phone or
email, or using a biometric factor such as a fingerprint or face scan. MFA can significantly
reduce the impact of brute force attacks by making it harder for attackers to guess or
obtain valid credentials, and by increasing the time and effort required for them to
compromise the system. References = CISM Review Manual (Digital Version), Chapter 3:
Information Security Risk Management, Section 3.1: Risk Identification, p. 115-1161. CISM
Review Manual (Print Version), Chapter 3: Information Security Risk Management, Section
3.1: Risk Identification, p. 115-1162. CISM ITEM DEVELOPMENT GUIDE, Domain 3:
Information Security Program Development and Management, Task Statement 3.1, p. 193.
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The CISM Review Manual emphasizes that the success of a DRP (Disaster Recovery
Plan) depends greatly on clear communication of the plan to all stakeholders. Stakeholders
must be aware of their roles and responsibilities during an incident to ensure the plan can
be effectively executed. While testing, updating, and reviewing the plan are also important,
communication is critical to effective execution.

Reference:ISACA CISM Review Manual, 16th Edition, Page 250-251, " Disaster Recovery
Planning - Key Success Factors "
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Legal and regulatory requirements are the most important constraint to be considered
when developing an information security strategy, as they define the minimum level of
security that the organization must comply with to avoid legal sanctions, fines, or
reputational damage. Legal and regulatory requirements may vary depending on the
jurisdiction, industry, and type of data that the organization handles, and they may impose
specific security controls, standards, or frameworks that the organization must follow.
References = CISM Review Manual, 16th Edition, Chapter 1, Section 1.2.1.11
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Frequent security reviews of the audit log (C) most directly assure the integrity of an
accounting system by enabling detection of unauthorized or inappropriate transactions and
configuration changes. Integrity focuses on accuracy, completeness, and protection from
unauthorized modification, and audit logs provide evidence of system activity that can be
reviewed for anomalies, fraud, or policy violations. Awareness training (A) is preventive but
indirect. Two-factor authentication (B) strengthens access control, but does not detect
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improper changes made by authorized users. Annual audits (D) are periodic and
retrospective, making them less effective for ongoing integrity assurance. CISM
emphasizes that detective controls, such as log monitoring and review, are critical for high-
integrity systems like financial and accounting applications where timely detection is
essential.

References: ISACA CISM Review Manual (Program management-control types,
monitoring, integrity assurance); CISM Exam Content Outline (Domain 3).

BHi: 142

LTDS35 AT MR TAEADENEICRIEBELZEZEZHDIEENTTA?
A BRGEEFEEE

B. MDY RV BFREMNE L

C. 8B AT MER

D. FENLBAIUOTUMRETOER

EfE: (EfEZRRLET)

The correct answer is A because ambiguous severity criteria can cause inconsistent
classification, delayed escalation, inappropriate response actions, and poor prioritization
during an incident. Incident response depends heavily on clear criteria for determining
severity, impact, urgency, ownership, escalation paths, and communication requirements.
If severity levels are unclear, responders may underestimate a serious incident or
overreact to a minor event. This directly reduces the effectiveness of the response
process. High organizational risk tolerance may influence response thresholds, but it does
not necessarily make the process ineffective. Decentralized monitoring can create
coordination challenges, but it can still be effective if roles and escalation processes are
clear. Manual reporting may be slower than automated reporting, but it can still work if the
process is well-defined. CISM emphasizes that incident response processes require
classification, prioritization, escalation, and communication procedures. Clear severity
criteria are foundational to effective incident management because they guide timely and
appropriate response decisions.

Reference: CISM Information Security Incident Management; incident classification,
severity criteria, escalation, and response process principles.
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The main reason for having senior management review and approve an information
security strategic plan is to ensure that the plan aligns with the corporate governance of
the organization. Corporate governance is the set of responsibilities and practices
exercised by the board and executive management to provide strategic direction, ensure
objectives are achieved, manage risks appropriately and verify that the organization's
resources are used responsibly1. An information security strategic plan is a document that
defines the vision, mission, goals, objectives, scope and approach for the information
security program of the organization2. The plan should be aligned with the organization's
business strategy, risk appetite, culture, values and objectives3. By reviewing and
approving the plan, senior management demonstrates their commitment and support for
the information security program, ensures its alignment with the corporate governance,
and provides the necessary resources and authority for its implementation4. References =
1: CISM Review Manual 15th Edition, ISACA, 2017, page 172: CISM Review Manual 15th
Edition, ISACA, 2017, page 253:

CISM Review Manual 15th Edition, ISACA, 2017, page 264: CISM Review Manual 15th
Edition, ISACA,

2017, page 27.

Senior management review and approval of an information security strategic plan is
important to ensure that the plan is aligned with the organization ' s overall corporate
governance objectives. It is also important to ensure that the plan takes into account any
legal and regulatory requirements, as well as the resources and staff needed to properly
implement the plan.
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Recovery time objectives (RTOs) are the maximum acceptable time that an organization
can be offline or unavailable after a disruption. RTOs are important to maintain integration
among the incident response plan, business continuity plan (BCP), and disaster recovery
plan (DRP) because they help align the recovery goals and strategies of each plan. By
defining clear and realistic RTOs, an organization can ensure that its IT infrastructure and
systems are restored as quickly as possible after a disaster, minimizing the impact on
business operations and customer satisfaction.

References = CISM Manual, Chapter 6: Incident Response Planning, Section 6.2:
Recovery Time Objectives (RTOs), page 971

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles
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Assessing the consequences of noncompliance is the next step that should be done after
determining that there are a significant number of exceptions to a newly released industry-
required security standard. The information security manager should evaluate the potential
impact and exposure of the organization due to the noncompliance with the security
standard. The assessment should consider the legal, regulatory, contractual, and
reputational implications of the noncompliance, as well as the likelihood and severity of the
incidents or penalties that may result from the noncompliance. The assessment should
also compare the cost and benefit of complying with the security standard versus
accepting the risk of noncompliance. The assessment should provide the basis for making
informed and rational decisions about how to address the noncompliance issue and
prioritize the actions and resources needed to achieve compliance. Documenting risk
acceptances, revising the organization's security policy, and conducting an information
security audit are all possible actions that may be taken to address the noncompliance
issue, but they are not the next steps that should be done. These actions should be
performed after assessing the consequences of noncompliance, and based on the results
and recommendations of the assessment. Documenting risk acceptances may be
appropriate if the organization decides to accept the risk of noncompliance, and if the risk
is within the risk appetite and tolerance of the organization. Revising the organization's
security policy may be necessary if the organization decides to comply with the security
standard, and if the policy needs to be updated to reflect the new requirements and
expectations. Conducting an information security audit may be useful if the organization
wants to verify the level of compliance and identify the gaps and weaknesses in the
security controls and processes. Therefore, assessing the consequences of
noncompliance is the next step that should be done after determining that there are a
significant number of exceptions to a newly released industry-required security standard,
as it helps the information security manager to understand the risk and impact of the
noncompliance and to make informed and rational decisions about how to address it.
References = CISM Review Manual

2023, page 43 1; CISM Practice Quiz 2
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= According to the CISM Manual1, risk is defined as the combination of the probability of
an event and its consequence. Therefore, determining the risk for a particular
threat/vulnerability pair before controls are applied can be expressed as a function of the
likelihood and impact, should a threat exploit a vulnerability.

Likelihood is the probability or frequency of a threat occurring, while impact is the
magnitude or severity of the harm or loss that would result from a threat exploiting a
vulnerability. The higher the likelihood and impact, the higher the risk. The lower the
likelihood and impact, the lower the risk.

The other options are not correct because they do not capture the full expression of risk.
Option B only considers the impact, but not the likelihood, of a threat exploiting a
vulnerability. Option C confuses the risk with the risk response, which is the action taken to
reduce or mitigate the risk. Option D only considers the likelihood, but not the impact, of a
threat attempting to exploit a vulnerability.

References = CISM Manual1, Chapter 2: Information Risk Management (IRM), Section
2.1: Risk Concepts2

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles 2: 2
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The correct answer is A because formal incident response scenarios are essential for
preparing the incident response team to recognize, coordinate, escalate, contain, and
recover from realistic incident situations.

Preparedness is built through planning, exercises, role clarity, communications testing, and
scenario-based practice. Without formal scenarios, the team may not be able to test
whether procedures are practical, whether roles are understood, or whether
communications and escalation paths work under pressure. A change in information
security management may affect leadership, but it does not automatically reduce team
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preparedness if processes remain sound. Outdated incident response plans are a serious
concern; however, the question focuses on team preparedness, and scenario-based
training is a direct mechanism for preparing the team. New attack vectors are expected in
a changing threat environment, but a well-prepared team with practiced response
scenarios can adapt more effectively. CISM emphasizes testing, exercises, and lessons
learned as key elements of incident response capability.

Reference: CISM Information Security Incident Management; incident response
preparedness, scenario testing, exercises, and team readiness principles.
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The first step when performing triage of a malware incident is to contain the affected
system, which means isolating it from the network and preventing any further
communication or data transfer with the attacker or other compromised systems.
Containing the affected system helps to limit the scope and impact of the incident,
preserve the evidence, and prevent the spread of the malware to other systems.
References = NIST SP 800-61 Revision 2, CISM Review Manual 15th Edition
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The correct answer is C because senior management is primarily responsible for risk
oversight and business decision-making. When seeking support for control enhancements,
the information security manager should emphasize residual risk exposure, meaning the
level of risk that remains after existing controls are considered.

This allows senior management to understand whether current risk is within the
organization's risk appetite and whether additional investment is justified. Recent industry
breaches may provide useful context, but they do not directly show the organization's own
exposure. Threats against internal systems are important, but threats alone do not explain
business impact or whether current controls are sufficient. Control gaps in a defense-in-
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depth architecture may be technically relevant, but senior management needs the issue
translated into business risk. CISM governance principles emphasize business-aligned
reporting, risk-based decision- making, and communication in terms meaningful to
executives. Residual risk exposure best connects cyberattack information to business
impact, risk appetite, and the need for control enhancements.

Reference: CISM Information Security Governance; senior management reporting, residual
risk, risk appetite, control enhancement justification, and business alignment principles.
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The core objective of a post-incident review (PIR) is to identify gaps and weaknesses in
the response process.

This includes missteps, delays, communication failures, or policy limitations - all of which
provide insight to improve future incident handling.

" Post-incident reviews focus on identifying root causes and areas for improvement to
enhance the organization's preparedness for future incidents."

- CISM Review Manual 15th Edition, Chapter 4: Post-Incident Activities* Though training,
reporting, and budgeting may follow, they are secondary outcomes of this process.

Eﬁ:ﬁ: 151

HHEBOEREF LV TAIRX—D v —DBY—2 VAT 7T RIAEBALIZAY
F—HENREIN BET IV FT UM VITEREIAZEVSEHRZEZBICLEL:,
BHREF LV TAIR—Dr—FFETAEITRETLLOIN?

A BXEEZESTBIAZERT 5,

B. ERAHH-5HEIL MTDEMITHEICEML TS,
CAVITUMRTOTSLERBBLET,

D. I d 5 RV EHRELET B,

Eff:D (AU FEEEKT D)

The first thing that the information security manager should do after reading about a
vendor product compromise on social media is to validate the risk to the organization. This
means verifying the source and credibility of the information, determining if the
organization uses the affected product, and assessing the potential impact and likelihood
of the compromise on the organization's data and systems. Validating the risk to the
organization will help the information security manager to decide on the appropriate course
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of action, such as activating the incident response program, notifying relevant
stakeholders, or performing a BIA.

References: The CISM Review Manual 2023 states that "the information security manager
is responsible for identifying and assessing the risks associated with the use of third-party
products and services" and that "the information security manager should monitor and
review the security performance and incidents of third-party products and services on a
regular basis and take corrective actions when deviations or violations are detected" (p.
138). The CISM Review Questions, Answers & Explanations Manual 2023 also provides
the following rationale for this answer: "Validating the risk to the organization is the correct
answer because it is the first and most important step to take after reading about a vendor
product compromise on social media, as it will help the information security manager to
confirm the accuracy and relevance of the information, and to evaluate the potential
consequences and probability of the compromise on the organization's data and

systems" (p. 63). Additionally, the article Defending Against Software Supply Chain Attacks
from the CISA website states that "the first step in responding to a software supply chain
attack is to validate the risk to the organization by verifying the source and credibility of the
information, determining if the organization uses the affected software, and assessing the
potential impact and likelihood of the compromise on the organization's data and

systems" (p. 2)
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A key consideration in the use of quantitative risk analysis is that it assigns numeric values
to exposures of information assets, such as the probability of occurrence, the frequency of
occurrence, the impact of occurrence, and the monetary value of the assets. These
numeric values help to measure and compare the risks in a more objective and consistent
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way, and to support the decision-making process based on cost-benefit analysis.
Quantitative risk analysis also requires reliable and accurate data sources, and it may
involve the use of statistical tools and techniques.

References = CISM Review Manual, 16th Edition eBook1, Chapter 2: Information Risk
Management, Section: Risk Analysis, Subsection: Quantitative Risk Analysis, Page 84.
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The most important information to communicate with regard to the open items from the risk
register to senior management is the potential business impact of these risks. The potential
business impact is the estimated consequence or loss that the organization may suffer if
the risk materializes or occurs. The potential business impact can be expressed in
quantitative or qualitative terms, such as financial, operational, reputational, legal, or
strategic impact. Communicating the potential business impact of the open items from the
risk register helps senior management to understand the severity and urgency of these
risks, and to prioritize the risk response actions and resources accordingly. Communicating
the potential business impact also helps senior management to align the risk management
objectives and activities with the business objectives and strategies, and to ensure that the
risk appetite and tolerance of the organization are respected and maintained.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk
Management, Section: Risk Assessment, page 831; CISM Review Manual, 16th Edition,
Chapter 2: Information Risk Management, Section: Risk Reporting, page 1012.
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In the absence of technical controls, the best way to reduce unauthorized text messaging
is to include the topic of prohibited texting in security awareness training. CISM recognizes
that when automated or technical enforcement is unavailable, user behavior must be
influenced through targeted awareness and training.

Training is stronger than simple reminders because it can explain the policy requirement,
business rationale, examples of prohibited behavior, consequences of noncompliance, and
proper alternatives. Regular reminders of the acceptable use policy may help reinforce
expectations, but they are less effective than structured training. Stopping mobile device
use would likely disrupt business and may not be proportionate to the risk.

Conducting a BIA is unrelated because the issue is user behavior and policy compliance,
not continuity prioritization. CISM emphasizes that awareness and training programs
should be tailored to specific roles, technologies, and behaviors. Therefore, incorporating
prohibited texting into security awareness training is the best compensating measure when
technical controls are not available.

References:

ISACA CISM Review Manual, Information Security Program Development and
Management - security awareness and acceptable use ISACA CISM Exam Content
Outline, Domain 3: Information Security Program Development and Management
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The most important reason to conduct interviews as part of the business impact analysis
(BIA) process is to obtain input from as many relevant stakeholders as possible. ABIA is a
process of identifying and analyzing the potential effects of disruptive events on the
organization's critical business functions, processes, and resources. A BIA helps to
determine the recovery priorities, objectives, and strategies for the organization's continuity
planning. Interviews are one of the methods to collect data and information for the BIA, and
they involve direct and interactive communication with the stakeholders who are involved
in or affected by the business functions, processes, and resources. By conducting
interviews, the information security manager can obtain input from as many relevant
stakeholders as possible, such as business owners, managers, users, customers,
suppliers, regulators, and partners. This can help to ensure that the BIA covers the full
scope and complexity of the organization's business activities, and that the BIA reflects the
accurate, current, and comprehensive views and expectations of the stakeholders.
Interviews can also help to validate, clarify, and supplement the data and information
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obtained from other sources, such as surveys, questionnaires, documents, or systems.
Interviews can also help to build rapport, trust, and collaboration among the stakeholders,
and to increase their awareness, involvement, and commitment to the information security
and continuity planning.

References = CISM Review Manual, 16th Edition, Chapter 3: Information Security Program
Development and Management, Section: Business Impact Analysis (BIA), pages
178-1801; CISM Review Questions, Answers & Explanations Manual, 10th Edition,
Question 65, page 602.
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The corporate culture of an organization is the set of values, beliefs, norms, and behaviors
that shape how the organization operates and interacts with its stakeholders. The
corporate culture can have a significant impact on an organization's information security
governance mode, which is the way the organization establishes, implements, monitors,
and evaluates its information security policies, standards, and objectives. A strong
information security governance mode requires a supportive corporate culture that fosters
a shared vision, commitment, and accountability for information security among all levels of
the organization. A supportive corporate culture can also help to overcome resistance to
change, promote collaboration and communication, encourage innovation and learning,
and enhance trust and confidence in information security12. References = CISM Review
Manual (Digital Version), Chapter 1: Information Security Governance CISM Review
Manual (Print Version), Chapter 1: Information Security Governance
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The organization's vision and mission should be the PRIMARY basis for an information
security strategy, as they define the purpose and direction of the organization and its
information security needs. A comprehensive gap analysis is a tool to identify the current
state and desired state of information security, and the actions needed to close the gap.
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Information security policies are the high-level statements of management's intent and
expectations for information security, and are derived from the information security
strategy. Audit and regulatory requirements are external factors that influence the
information security strategy, but are not the primary basis for it. References = CISM
Review Manual, 16th Edition, pages 17-181; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, page 782 The primary basis for an information security
strategy should be the organization ' s vision and mission. The organization ' s vision and
mission should be the foundation for the security strategy, and should inform and guide the
security policies, procedures, and practices that are implemented. The results of a
comprehensive gap analysis, information security policies, and audit and regulatory
requirements should all be taken into consideration when developing the security strategy,
but should not be the primary basis.
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A centralized incident response team ensures consistent communication, coordination, and
a unified approach to managing incidents across the organization.
"A centralized incident response team provides a consistent and coordinated approach to
incident handling and ensures that management is kept informed."
- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Response Organization Models*
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Comprehensive and Detailed Step-by-Step Explanation:

Incident response policies must provide clear and actionable steps to ensure effective
handling of incidents.

Notification requirements are critical to ensure timely communication with stakeholders
during an incident.

A). A description of testing methodology: While testing is important, it is typically addressed
in incident response plans, not the policy itself.

B). Notification requirements: This is the BEST answer as it ensures that key stakeholders
are informed promptly, allowing for coordination and mitigation efforts.

C). An infrastructure diagram: This is useful for understanding system architecture but is
not a core policy requirement.

D). Recovery time objectives (RTOs): RTOs are part of business continuity and disaster
recovery plans, not incident response policies.

Reference: CISM Job Practice Area 4 (Information Security Incident Management)
emphasizes the importance of clear communication and notification procedures in incident
response.
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The primary objective of creating a security culture is to reduce risk to acceptable levels
(C) by influencing employee behavior and decision-making. CISM stresses that culture is a
means to an end-not the end itself.

Prioritization (B), resource acquisition (A), and reporting (D) are outcomes or enablers, but
the ultimate purpose is effective risk reduction aligned with business objectives. A strong
security culture helps prevent incidents, improves compliance, and strengthens resilience
through consistent, risk-aware behavior at all levels of the organization.

References: ISACA CISM Review Manual (Program management-security culture and
behavior); CISM Exam Content Outline (Domain 3).
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Before outsourcing any application or service, an information security manager should first
determine the required security controls for the new solution, based on the organization's
risk appetite, security policies and standards, and regulatory requirements. This will help to
evaluate and select the most suitable provider, as well as to define the security roles and
responsibilities, service level agreements (SLAs), and audit requirements. References:
https://www.isaca.org/credentialing/cism https://www.wiley.com/en-us
/CISM+Certified+Information+Security+Manager+Study+Guide-p-9781119801948
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Information security awareness training and campaigns are the best way to enable the
desired information security culture within an organization because they help to educate,
motivate and influence the behavior and attitude of the employees towards information
security. They also help to raise the awareness of the risks, threats and best practices of
information security among the staff and stakeholders.
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References = Organizational Culture for Information Security: A Systemic Perspective on
the Articulation of Human, Cultural and Social Systems, CISM Exam Content Outline
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Exploit code for one of the vulnerabilities is publicly available presents the greatest
concern because it means that anyone can easily exploit the vulnerability and compromise
the web application. This increases the risk of data breach, denial of service, or other
malicious attacks. Therefore, exploit code for one of the vulnerabilities is publicly available
is the correct answer.

References:

https://www.imperva.com/learn/application-security/penetration-testing/
https://www.netspi.com/blog/technical/web-application-penetration-testing/are-you-testing-
your-web-application-for-vulnerabilities/
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The primary reason for performing a business impact analysis (BIA) is to prioritize critical
business processes (B). In CISM, the BIA is a foundational activity for business continuity
and resilience planning, designed to identify which business functions are most critical to
organizational survival and must be restored first following a disruption. The BIA evaluates
the impact of outages over time, enabling management to rank processes based on
operational, financial, legal, and reputational consequences.

While establishing recovery point objectives (RPOs) (C) is an important output of the BIA, it
is secondary to identifying and prioritizing critical processes. Determining risk mitigation
options (A) is part of risk treatment, not the primary purpose of a BIA. Determining
information sensitivity (D) relates to data classification, which is a separate governance
activity.
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CISM guidance clearly positions the BIA as a business-driven exercise that informs
recovery priorities, recovery time objectives (RTOs), and continuity strategies. Without first
prioritizing critical processes, recovery objectives and continuity planning cannot be
effectively aligned with business needs.

References:

ISACA CISM Review Manual, Information Security Program Development and
Management - Business Impact Analysis (BIA) objectives and outcomes ISACA CISM
Exam Content Outline, Domain 3: Information Security Program Development and
Management
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Employee accountability is the degree to which employees are responsible for their actions
and outcomes related to information security. It reflects the extent to which employees
understand their roles and responsibilities, follow the policies and procedures, report
incidents and breaches, and comply with legal and regulatory requirements. Embedding
security responsibilities into job descriptions helps to clarify the expectations and
obligations of employees, as well as the consequences of non-compliance or negligence. It
also helps to align the security objectives with the business goals and strategies, and to
foster a culture of security awareness and responsibility.

References: 1: CISM Review Manual, 15th Edition, Chapter 3, Section 3.2.1.2
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= According to the CISM Review Manual (Digital Version), page 9, an information security
steering committee is a group of senior managers from different business units and
functions who provide guidance and oversight for the information security program. An
information security steering committee is the best approach to make strategic information
security decisions because it can:

Ensure alignment of information security strategy with business objectives and risk
appetite1 Facilitate communication and collaboration among different stakeholders and
promote information security awareness and culture2 Provide direction and support for
information security initiatives and projects3 Monitor and review the performance and
effectiveness of the information security program4 Resolve conflicts and issues related to
information security policies and practices5 Establishing regular information security status
reporting, business unit security working groups, and periodic senior management
meetings are useful activities for information security management, but they are not
sufficient to make strategic information security decisions without the involvement and
guidance of an information security steering committee. References = 1: CISM Review
Manual (Digital Version), page

92:13:24:35:4

An Information Security Steering Committee is a group of stakeholders responsible for
providing governance and guidance to the organization on all matters related to
information security. The committee provides oversight and guidance on security policies,
strategies, and technology implementation. It also ensures that the organization is in
compliance with relevant laws and regulations. Additionally, it serves as a forum for
discussing security-related issues and ensures that security is taken into account when
making strategic decisions.
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The effectiveness of an information security governance framework will best be enhanced
if risk management is built into operational and strategic activities. This is because risk
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management is a key component of information security governance, which is the process
of establishing and maintaining a framework to provide assurance that information security
strategies are aligned with and support business objectives, are consistent with applicable
laws and regulations, and are effectively managed and measured. Risk management
involves identifying, analyzing, evaluating, treating, monitoring, and communicating
information security risks that may affect the organization's objectives, assets, and
stakeholders. By integrating risk management into operational and strategic activities, the
organization can ensure that information security risks are considered and addressed in
every decision and action, and that the information security governance framework is
aligned with the organization's risk appetite and tolerance. This also helps to optimize the
allocation of resources, enhance the performance and value of information security, and
improve the accountability and transparency of information security governance.
References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Information Security Governance Framework, page 181; CISM Review Manual, 16th
Edition, Chapter 2:

Information Risk Management, Section: Risk Management, page 812; CISM Review
Questions, Answers & Explanations Manual, 10th Edition, Question 53, page 493.
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Comprehensive and Detailed Step-by-Step Explanation:

The goal of securing funding for an information security program often requires aligning the
program with business goals and demonstrating its value to the organization. Here ' s an
analysis of each option:

A). Demonstrate the effectiveness of business continuity plans (BCPs): While important,
this focuses on continuity rather than the overall value of the information security program
to business objectives. This is not the strongest method to justify funding.

B). Report key performance indicator (KPI) trends: KPI trends are useful for tracking
performance but may not directly demonstrate how the program supports business
activities or adds value.

C). Demonstrate that the program enables business activities: This is the BEST option
because it ties the information security program directly to business operations. When
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security is seen as an enabler (e.g., reducing risks in critical areas like customer data
protection), stakeholders are more likely to allocate resources.

D). Provide evidence of increased security events at peer organizations: This may indicate
a general threat landscape but does not provide concrete evidence of the program's
value or relevance to the organization's specific goals.

Reference: CISM Job Practice Area 1 (Information Security Governance) emphasizes
aligning information security strategies with organizational objectives to gain stakeholder
support.
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= Initiating the organization's incident response process is the best course of action for the
information security manager when a cloud application used by the organization is found to
have a serious vulnerability.

The incident response process is a set of predefined steps and procedures that aim to
contain, analyze, resolve, and learn from security incidents. The information security
manager should follow the incident response process to ensure that the vulnerability is
properly reported, assessed, mitigated, and communicated to the relevant stakeholders.
The incident response process should also involve the cloud service provider (CSP) and
the business owner of the application, as they are responsible for the security and
functionality of the cloud application. Instructing the vendor to conduct penetration testing,
suspending the connection to the application in the firewall, and reporting the situation to
the business owner of the application are all possible actions that may be taken as part of
the incident response process, but they are not the best initial course of action.
Penetration testing may help to identify the root cause and the impact of the vulnerability,
but it may also cause further damage or disruption to the cloud application. Suspending the
connection to the application in the firewall may prevent unauthorized access or
exploitation of the vulnerability, but it may also affect the availability and continuity of the
cloud application. Reporting the situation to the business owner of the application is an
important step to inform them of the risk and the potential business impact, but it is not
sufficient to address the vulnerability and its consequences. Therefore, the information
security manager should initiate the incident response process as the best course of
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action, and then perform the other actions as appropriate based on the incident response
plan and the risk assessment. References = CISM Review Manual
2023, page 211 1; CISM Practice Quiz 2
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The primary advantage of an organization using Disaster Recovery as a Service (DRaaS)
to help manage its disaster recovery program is B. It allows the organization to prioritize its
core operations. This is because DRaaS is a cloud computing service model that allows an
organization to back up its data and IT infrastructure in a third-party cloud computing
environment and provide all the disaster recovery orchestration, all through a SaaS
solution, to regain access and functionality to IT infrastructure after a disaster1. DRaaS
can help the organization to prioritize its core operations by:

Reducing the need for provisioning and maintaining its own off-site disaster recovery
environment, which can be costly, complex, and resource-intensive12 Enabling the
organization to continue running its applications from the service provider's cloud or hybrid
cloud environment instead of from the disaster-affected physical servers, which can
minimize the downtime, data loss, and business disruption12 Providing the organization
with flexible and scalable deployment options, such as on-demand, pay-per-use, or
subscription-based models, that can meet its changing business needs and budget12
Leveraging the expertise, experience, and best practices of the service provider, who can
handle the disaster recovery planning, testing, and execution, and ensure compliance with
the relevant standards and regulations12 DRaasS is a cloud computing service model that
allows an organization to back up its data and IT infrastructure in a third-party cloud
computing environment and provide all the disaster recovery orchestration, all through a
SaaS solution, to regain access and functionality to IT infrastructure after a disaster.
DRaaS can help the organization to prioritize its core operations by reducing the need for
provisioning and maintaining its own off-site disaster recovery environment, enabling the
organization to continue running its applications from the service provider's cloud or hybrid
cloud environment, providing the organization with flexible and scalable deployment
options, and leveraging the expertise, experience, and best practices of the service
provider. (From CISM Manual or related resources)
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A single point of contact within the organization is the most important element to include
when incorporating media communication procedures into the security incident
communication plan because it helps to ensure a consistent and accurate message to the
public and avoid confusion or misinformation. A single point of contact is a designated
person who is authorized and trained to communicate with the media on behalf of the
organization during a security incident. The single point of contact should coordinate with
the incident response team, senior management, legal counsel, and public relations to
prepare and deliver timely and appropriate statements to the media, as well as to respond
to any inquiries or requests. A single point of contact also helps to prevent unauthorized or
conflicting disclosures from other employees or stakeholders that may harm the
organization's reputation or legal position. Therefore, a single point of contact within the
organization is the correct answer.

References:

https://www.lifars.com/2020/09/communication-during-incident-response/
https://ifpo.org/resource-links/articles-and-reports/public-and-media-relations/planning-for-
effective-media-relations-during-a-critical-incident/
https://www.techtarget.com/searchsecurity/tip/Incident-response-How-to-implement-a-
communication-plan.
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A strict change control process (C) is the most effective preventive measure because it
embeds compliance with standards into the system lifecycle and operational workflow. If
staff are deviating from configuration

/management standards, the core issue is often lack of enforced process controls:
undocumented changes, rushed fixes, inconsistent approvals, or missing validation.
Formal change management ensures changes are requested, risk-assessed, approved by
authorized parties, tested, implemented, and reviewed, with traceability and accountability.
Annual awareness training (A) helps general understanding but is weaker than a control
that prevents and detects unauthorized deviations. Vulnerability scanning (B) is detective
and may identify weaknesses after the fact, but it does not ensure standards are followed.
Updating configuration baselines (D) is valuable, but without change control, baselines can
still be bypassed. In CISM program management, the best answer typically emphasizes
repeatable, auditable processes that reduce human error and enforce governance.
References: ISACA CISM Review Manual (Program management-control implementation,
change control governance, assurance and compliance); CISM Exam Content Outline
(Domain 3).
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The best strategy for risk treatment is to prioritize controls that directly mitigate the
organization's most critical risks. This aligns with a risk-based approach, where limited
resources are directed toward areas with the highest business impact.

"Effective risk treatment involves prioritizing actions that address the most critical risks to
the organization, considering impact and likelihood."

- CISM Review Manual 15th Edition, Chapter 2: Risk Response and Mitigation* Advancing
maturity or applying quick wins may help, but they are not as strategic or impactful as
targeting top-priority risks.
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The correct answer is D because human oversight is the best way to reduce negative

business impacts from Al model hallucinations, especially in financial technology use

cases such as scoring and fraud detection.

Hallucinations can produce inaccurate, unsupported, or misleading outputs that may affect

customer decisions, fraud alerts, account actions, compliance obligations, or reputational

trust. Human review provides a control point before Al outputs are used for significant

decisions. Model transparency is useful because it helps explain how outputs are

generated, but transparency alone does not prevent harmful decisions.

Encrypting training data protects confidentiality but does not address hallucinated or

inaccurate model outputs. External audits and bias testing are valuable governance

controls, but they are periodic and may not prevent incorrect outputs in operational

decision-making. CISM risk management principles emphasize controls proportionate to

business impact and risk. For Al-driven financial decisions, human oversight provides the

most direct safeguard against harmful consequences from hallucinations.

Reference: CISM Information Risk Management; Al risk management, human oversight,

model output validation, and financial technology control principles.
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The correct answer is A because the information security manager should first determine
why the required encryption control has not been implemented. Understanding the reason
for noncompliance is necessary before selecting the appropriate corrective action. The
issue may be caused by technical limitations, lack of awareness, cost constraints, legacy
systems, misconfiguration, project delay, undocumented exception, or business
requirements. Performing a business impact analysis is not the first step because BIA is
used mainly for continuity planning and impact analysis, not immediate control
noncompliance investigation. Reporting to senior management may be necessary if the
issue creates significant risk or remains unresolved, but reporting before understanding the
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cause may be premature. Implementing compensating controls may be appropriate if
encryption cannot be implemented immediately, but the manager must first understand
why the requirement was not met. CISM program management emphasizes control
monitoring, exception management, root cause understanding, and risk-based
remediation. Therefore, determining the reason for noncompliance is the correct first
action.

Reference: CISM Information Security Program Development and Management; control
compliance, exception management, remediation, and control monitoring principles.
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Data owners are responsible for determining the classification of data based on its
sensitivity, value, and business impact. They understand the context in which the data is
used and can best evaluate its importance and risk profile.

"Data owners are responsible for defining the classification and protection requirements of
their data."

- CISM Review Manual 15th Edition, Chapter 2: Information Risk Management, Section:
Data Classification Roles* The ISO may assist in developing the classification scheme, but
the final responsibility lies with the data owner.

B RH: 181

B ZEE X2 ) T HA FSAVICADLESE=ODRLDIEMEAXRI XDS5BE
ncImn?

A BRHEEHEEFT S


https://www.jpnshiken.com/q/68908-6446885/
https://www.jpnshiken.com/q/68908-6446886/

B.t¥Xa1)T4EHRALEFHZRRT S

C.EtXxal)TAFIEEZERLEMRT S

D.tXaUT4RI)—%ZEEL EET S

IEfR: (EfZzRTLET)

Communicating and enforcing policies demonstrates leadership commitment and drives
behavior across the organization, fostering a culture of security.

"Policies must be effectively communicated and enforced to influence culture and
employee behavior."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Security Culture*
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The organizational risk register is the most useful for an information security manager
when determining the need to escalate an incident to senior management because it
contains a list of identified risks to the organization, their likelihood and impact, and their
predefined risk thresholds or targets, which can help the information security manager
assess the severity and urgency of the incident and decide whether it requires senior
management's attention or action. Incident management procedures are not very useful for
this purpose because they do not provide any specific criteria or guidance on when to
escalate an incident to senior management. Incident management policy is not very useful
for this purpose because it does not provide any specific criteria or guidance on when to
escalate an incident to senior management. System risk assessment is not very useful for
this purpose because it does not reflect the current risk exposure or status of the
organization as a whole. References: https://www.isaca.org/resources/isaca-
journal/issues/2016/volume-6
/how-to-measure-the-effectiveness-of-information-security-using-iso-27004
https://www.isaca.org/resources
lisaca-journal/issues/2017/volume-5/incident-response-lessons-learned
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Escalation processes ensure that the provider and the organization can coordinate quickly
and effectively during incidents.

"A clearly defined escalation process ensures that incidents are handled swiftly and with
the appropriate level of authority, particularly when working with cloud service providers."
- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Cloud and
Outsourced Incident Response™* ISACA practice questions reinforce that escalation
processes are critical when collaborating with third parties in incident management.
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An information security steering committee is a group of senior executives and managers
from different business units and functions who provide strategic direction, oversight, and
support for the information security program. The most important function of the committee
is to obtain multiple perspectives from the business, as this helps to ensure that the
information security program aligns with the business goals, needs, and culture, and that
the security decisions reflect the interests and expectations of the stakeholders.
References = CISM Review Manual 2022, page 331; CISM Exam Content Outline, Domain
1, Knowledge Statement 1.22; Improve Security Governance With a Security Steering
Committee2; The Role of the Corporate Information Security Steering Committee3
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The correct answer is B because a financial institution handling customer data must first
understand the legal and regulatory requirements associated with the data being
processed. Financial services are highly regulated, and customer data may be subject to
privacy, banking, consumer protection, reporting, retention, breach notification, and cross-
border transfer requirements. These obligations directly influence security requirements,
control design, risk treatment, vendor requirements, monitoring, and governance reporting.
Project funding is important, but funding decisions should be based on the security and
compliance requirements that apply. Board reporting requirements may be relevant, but
they depend on the regulatory and risk context. Infrastructure and technical controls are
also important, but appropriate controls cannot be selected until the organization
understands what legal and regulatory obligations apply to the customer data.

In CISM risk management, compliance requirements are critical inputs into risk
assessment and control design. Therefore, determining applicable legal and regulatory
requirements is the most important activity.

Reference: CISM Information Risk Management; regulatory compliance, customer data
protection, financial services risk, and control requirement definition principles.
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The next thing that an information security manager should do after creating a roadmap to
execute the strategy for an information security program is D. Develop a project plan to
implement the strategy. This is because a project plan is a detailed document that outlines
the scope, objectives, deliverables, milestones, tasks, resources, roles, responsibilities,
risks, and dependencies of the implementation process. A project plan can help the
information security manager to organize, coordinate, monitor, and control the activities
and resources required to execute the strategy and achieve the desired outcomes. A
project plan can also facilitate communication, collaboration, and reporting among the
project team, stakeholders, and sponsors.

A project plan is a detailed document that outlines the scope, objectives, deliverables,
milestones, tasks, resources, roles, responsibilities, risks, and dependencies of the
implementation process. (From CISM Manual or related resources) References = CISM
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Review Manual 15th Edition, Chapter 3, Section 3.1.2, page 1281; CISM Review
Questions, Answers & Explanations Manual 9th Edition, Question 74, page 19
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The contribution of recovery point objective (RPO) to disaster recovery is to define backup
strategy because it determines the maximum amount of data loss that is acceptable to an
organization after a disruption, and guides the frequency and type of backups needed to
restore the data to a usable format1. Minimize outage periods is not a contribution of RPO,
but rather a contribution of recovery time objective (RTO), which defines the maximum
amount of time that is acceptable to restore normal operations after a disruption2.
Eliminate single points of failure is not a contribution of RPO, but rather a goal of high
availability (HA), which ensures that systems or services are continuously operational and
resilient3. Reduce mean time between failures (MTBF) is not a contribution of RPO, but
rather a measure of reliability, which indicates the average time that a system or
component operates without failure4. References: 1 https://www.
druva.com/glossary/what-is-a-recovery-point-objective-definition-and-related-fags 2
https://www.druva.com
/glossary/what-is-a-recovery-time-objective-definition-and-related-faqs 3
https://www.fortinet.com/resources

/cyberglossary/high-availability 4 https://www.fortinet.com/resources/cyberglossary/mean-
time-between- failures
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A tabletop exercise is a simulation of a potential incident scenario that involves the key
stakeholders and tests the roles, responsibilities, and procedures of the incident response
plan. It is the best way to determine the effectiveness of the plan because it allows the
participants to identify and address any gaps, weaknesses, or ambiguities in the plan, as
well as to evaluate the communication, coordination, and decision-making processes. A
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tabletop exercise can also help to raise awareness, enhance skills, and improve teamwork
among the incident response team members and other relevant parties.
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Under CISM governance principles, the data owner is accountable for the protection of
data. Accountability includes decisions regarding data classification, access authorization,
acceptable use, retention, and risk acceptance. While the CISO (A) provides oversight and
guidance, they are not accountable for individual data assets. Data custodians (B) and
administrators (D) are responsible for implementing and operating controls but do not own
the business risk associated with the data. CISM clearly distinguishes accountability
(business) from responsibility (operational/technical). Assigning accountability to the data
owner ensures that protection requirements align with business value, regulatory
obligations, and risk appetite.

References: ISACA CISM Review Manual (Governance-roles and responsibilities,
information asset ownership); CISM Exam Content Outline (Domain 2).
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Comprehensive and Detailed Explanation = The risk owner is the person or entity with the
accountability and authority to manage a risk. The risk owner should have the decision-
making authority and the ability to allocate resources for risk treatment and related control
activities. The risk owner should also be responsible for monitoring and reporting on the
risk, but these are not the most important considerations when assigning a risk owner. The
risk owner may not have adequate knowledge of risk treatment and related control
activities, but can delegate or consult with experts as needed. The risk owner should also
have sufficient time for managing the risk effectively, but this is not a prerequisite for
assigning a risk owner.

References =

CISM Review Manual 15th Edition, page 76

CISM Practice Quiz, question 4171
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The correct answer is B because containerization separates corporate data and
applications from personal data and applications on a mobile device. In a bring your own
device environment, the organization does not fully control the endpoint because it is
personally owned and may be used on untrusted networks or with unmanaged
applications. A containerization solution helps protect enterprise information by enforcing
encryption, access controls, remote wipe, data sharing restrictions, and policy controls
within the corporate container. An acceptable use policy is important, but it is
administrative and does not technically protect data stored on the device. Data loss
prevention can help detect or block unauthorized data movement, but it may not provide
the same direct separation and control over mobile data. A device certification process
helps assess device suitability, but certification alone does not secure corporate data after
deployment. In CISM, controls should be selected based on risk and effectiveness.
Containerization is the strongest option for protecting corporate data on unsecured BYOD
devices.

Reference: CISM Information Risk Management; mobile device risk, BYOD security, data
protection, and compensating control principles.
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Baseline controls are the minimum set of security requirements that apply to all information
systems in an organization, regardless of their specific functions or characteristics. They
are derived from the organization's security policies, standards, and best practices, and
they reflect the organization's risk appetite and tolerance.

Baseline controls provide a consistent and comprehensive foundation for the security of
the information systems, and they can be tailored or supplemented by additional controls
as needed for specific systems or situations. The other options are not as comprehensive
as baseline controls, as they may only address certain aspects or aspects of the security
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requirements, or they may vary depending on the system or the context. For example, risk
assessment results are an important input for defining the security requirements, but they
are not the requirements themselves. Audit findings are an output of evaluating the
compliance and effectiveness of the security requirements, but they are not the
requirements themselves. Key risk indicators (KRIs) are metrics that measure the level of
risk exposure and performance of the security requirements, but they are not the
requirements themselves. References = CISM Review Manual 15th Edition, page 113:
"Baseline controls are the minimum security requirements that apply to all systems within
the organization." CISM Review Questions, Answers & Explanations Database - 12 Month
Subscription, question 478:

"Baseline controls are the minimum security requirements that apply to all systems within
the organization.

They are derived from the organization's security policies, standards, and best practices,
and they reflect the organization's risk appetite and tolerance."
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The greatest challenge with assessing emerging risk in an organization is the incomplete
identification of threats, as emerging risks are often new, unknown, or unfamiliar, and may
not be fully understood or assessed. Incomplete identification of threats can lead to gaps in
risk analysis and management, and expose the organization to unexpected or unprepared
scenarios. The other options, such as lack of a risk framework, ineffective security controls,
or presence of known vulnerabilities, are not specific to emerging risks, and may apply to
any type of risk assessment. References:
https://committee.iso.org/sites/tc262/home/projects/ongoing/iso-31022-guidelines-for-
impl-2.html

https://www.isaca.org/resources/news-and-
trends/newsletters/atisaca/2023/volume-6/emerging-risk-analysis
https://projectriskcoach.com/emerging-risks/
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Cost-benefit analysis of mitigating controls is the BEST way to assist in determining
whether to accept residual risk of a critical security system, because it helps to compare
the costs of implementing and maintaining the controls with the benefits of reducing the
risk and the potential losses. Cost-benefit analysis can help to justify the investment in
security controls and to optimize the level of residual risk that is acceptable for the
organization.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 50: "Cost-benefit analysis is the
process of comparing the costs of risk treatment options with the benefits of risk reduction
and the potential losses from risk events." CISM Review Manual, 16th Edition, ISACA,
2020, p. 51: "Cost-benefit analysis can help to justify the investment in information security
controls and to optimize the level of residual risk that is acceptable for the enterprise."
CISM Domain 2: Information Risk Management (IRM) [2022 update]: "Cost-benefit
analysis: This is a comparison of the costs of implementing and maintaining security
controls with the benefits of reducing risk and potential losses. It helps to justify the
investment in security controls and optimize the level of residual risk."
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Initiating incident response is the first course of action for an information security manager
when an employee reports the loss of a personal mobile device containing corporate
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information. This will help to contain the incident, assess the impact, and take appropriate
measures to prevent or mitigate further damage.

According to ISACA, incident management is one of the key processes for information
security governance.

Initiating a device reset, disabling remote access, and conducting a risk assessment are
possible subsequent actions, but they should be part of the incident response plan.
References: 1: Find, lock, or erase a lost Android device - Google Account Help 2: Find,
lock, or erase a lost Android device - Android Help 3: Lost or Stolen Mobile Device
Procedure - Information Security Office : CISM Practice Quiz | CISM Exam Prep | ISACA :
200 CISM Exam Prep Questions | Free Practice Test | Simplilearn : CISM practice
questions to prep for the exam | TechTarget
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Positioning security as a business enabler is the BEST way to obtain organization-wide
support for an information security program, because it helps to demonstrate the value and
benefits of security to the organization's strategic objectives, performance, and reputation.
By aligning security with the business goals and needs, the information security manager
can gain the buy-in and commitment of senior management and other stakeholders, and
foster a positive security culture across the organization.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 37: "The information security
manager should position information security as a business enabler that supports the
achievement of the enterprise's business objectives and adds value to the enterprise."
CISM Review Manual, 16th Edition, ISACA, 2020, p. 39: "The information security
manager should communicate the value and benefits of information security to senior
management and other stakeholders to obtain their support and commitment for the
information security program." CISM Review Manual, 16th Edition, ISACA, 2020, p. 40:
"The information security manager should promote a positive security culture within the
enterprise by influencing the behavior and attitude of employees and other parties toward
information security."
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Business agility is a desired outcome of information security governance, as it enables the
organization to respond quickly and effectively to changing business needs and
opportunities, while maintaining a high level of security and risk management. Information
security governance provides the strategic direction, policies, standards, and oversight for
the information security program, ensuring that it aligns with the organization's business
objectives and stakeholder expectations. Information security governance also facilitates
the integration of security into the business processes and systems, enhancing the
organization's ability to adapt to the dynamic and complex environment. By implementing
information security governance, the organization can achieve business agility, as well as
other benefits such as improved risk management, compliance, reputation, and value
creation. References = CISM Review Manual 15th Edition, page 25.
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The best way to improve an organization's ability to detect and respond to incidents is to
conduct periodic awareness training (C). From a CISM incident management perspective,
people are often the first line of detection. Employees, help desk staff, and operational
personnel are frequently the first to notice unusual behavior, system anomalies, phishing
attempts, or policy violations. Regular awareness training equips them with the knowledge
to recognize indicators of compromise and escalate incidents promptly, which directly
improves both detection and response times.

A security gap analysis (A) identifies deficiencies in controls but does not improve real-time
detection or response capability. A business impact analysis (B) focuses on prioritizing
recovery and resilience, not incident identification or handling. Network penetration testing
(D) is a preventive and diagnostic activity that helps identify vulnerabilities but does not
enhance operational response once an incident occurs.

CISM emphasizes that effective incident management depends on clear roles, defined
escalation paths, and continuous awareness across the organization. Periodic training
reinforces incident reporting criteria, response procedures, and accountability, thereby
strengthening the organization's overall incident detection and response capability.
References:

ISACA CISM Review Manual, Information Security Incident Management - incident
detection, response readiness, and awareness ISACA CISM Exam Content Outline,
Domain 4: Information Security Incident Management
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Annualized loss resulting from security incidents is the most appropriate metric to
demonstrate the effectiveness of information security controls to senior management, as it
quantifies the financial impact of security breaches on the organization's assets,
operations, and reputation. This metric helps to communicate the value of security
investments, justify the security budget, and prioritize the security initiatives based on the
potential loss reduction. Annualized loss resulting from security incidents can be calculated
by multiplying the annualized rate of occurrence (ARO) of an incident by the single loss
expectancy (SLE) of an incident. ARO is the estimated frequency of an incident occurring
in a year, and SLE is the estimated cost of an incident. For example, if an organization
estimates that a ransomware attack may occur once every two years, and that each attack
may cost $100,000 to recover, then the annualized loss resulting from ransomware attacks
is $50,000 ($100,000 / 2).

References = CISM Review Manual 2022, page 3171; CISM Exam Content Outline,
Domain 4, Knowledge Statement 4.112; Key Performance Indicators for Security
Governance, Part 1; Performance Measurement Guide for Information Security
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The primary advantage of performing black-box control tests as opposed to white-box
control tests is that they simulate real-world attacks. Black-box control tests are a software
testing methodology in which the tester analyzes the functionality of an application without
a thorough knowledge of its internal design. Conversely, in white-box control tests, the
tester is knowledgeable of the internal design of the application and analyzes it during
testing. By performing black-box control tests, the tester can mimic the perspective and
behavior of an external attacker who does not have access to the source code or the
implementation details of the application.

This way, the tester can evaluate how the application responds to different inputs and
scenarios, and identify any vulnerabilities or errors that may affect its functionality or
security. The other options are not the primary advantage of performing black-box control
tests, although they may be some benefits or drawbacks depending on the context.
Causing fewer potential production issues is not necessarily true, as black-box control
tests may still introduce errors or disruptions to the application if not performed carefully.
Requiring less IT staff preparation is not always true, as black-box control tests may still
require a lot of planning and documentation to ensure adequate test coverage and quality.
Identifying more threats is not necessarily true, as black-box control tests may miss some
threats that are hidden in the internal logic or structure of the application.
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= Security reporting is the process of providing relevant and timely information on the
status and performance of the information security program to the stakeholders. Security
reporting should be aligned with the business objectives and risk appetite of the
organization, and should provide meaningful insights and recommendations for decision
making and improvement. Security reporting should also include forward- looking trends,
which are projections or predictions of future events or conditions based on historical data,
current situation, and external factors. Forward-looking trends can help the organization
anticipate and prepare for potential risks and opportunities, and adjust their strategies and
plans accordingly.

One of the most effective ways to communicate forward-looking trends within security
reporting is to use key risk indicators (KRIs). KRIs are metrics that measure the level of
exposure or likelihood of a risk event occurring, and provide early warning signals of
potential changes in the risk profile. KRIs can help the organization monitor and manage
the key risks that may affect the achievement of their objectives, and take proactive actions
to mitigate or avoid them. KRIs can also help the organization identify emerging risks and
trends, and evaluate the effectiveness of their risk treatment options. KRIs should be
aligned with the risk appetite and tolerance of the organization, and should be regularly
reviewed and updated to reflect the changing risk environment.

The other options are not the most effective ways to communicate forward-looking trends
within security reporting. Key control indicators (KClIs) are metrics that measure the
effectiveness and efficiency of the security controls implemented to reduce the impact or
likelihood of a risk event. KCls can help the organization assess and improve the
performance of their security processes and activities, and ensure compliance with the
security policies and standards. However, KCIs do not directly measure the level of
exposure or likelihood of a risk event, and may not provide sufficient information on the
future trends and scenarios. Key performance indicators (KPIs) are metrics that measure
the achievement of the security objectives and goals, and demonstrate the value and
contribution of the information security program to the organization. KPIs can help the
organization evaluate and communicate the results and outcomes of their security
initiatives and projects, and align them with the business strategy and vision. However,
KPIs do not directly measure the level of exposure or likelihood of a risk event, and may
not provide sufficient information on the future trends and scenarios. Key goal indicators
(KGls) are metrics that measure the progress and completion of the security goals and
targets, and indicate the degree of success and satisfaction of the information security
program. KGls can help the organization track and report the status and milestones of their
security plans and actions, and ensure alignment with the stakeholder expectations and
requirements.

However, KGls do not directly measure the level of exposure or likelihood of a risk event,
and may not provide sufficient information on the future trends and scenarios. References
= CISM Review Manual, 16th Edition, ISACA, 2020, pp. 77-78, 81-821; CISM Online



Review Course, Domain 3: Information Security Program Development and Management,
Module 4: Information Security Program Resources, ISACA2
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The greatest benefit of conducting an organization-wide security awareness program is to
improve the security behavior of the employees, contractors, partners, and other
stakeholders who interact with the organization's information assets. Security behavior
refers to the actions and decisions that affect the confidentiality, integrity, and availability of
information, such as following the security policies and procedures, reporting security
incidents, avoiding risky practices, and applying security controls. By improving the
security behavior, the organization can reduce the human-related risks and vulnerabilities,
enhance the security culture and awareness, and support the security strategy and
objectives.

The other options are not as beneficial as improving the security behavior, although they
may also be outcomes or objectives of a security awareness program. Promoting the
security strategy is important to communicate the vision, mission, and goals of the security
function, as well as to align the security activities with the business needs and
expectations. However, promoting the security strategy alone is not enough to ensure its
implementation and effectiveness, as it also requires the involvement and commitment of
the stakeholders, especially the senior management. Reporting fewer security incidents
may indicate a lower level of security breaches or threats, but it may also reflect a lack of
detection, reporting, or awareness mechanisms.

Moreover, reporting fewer security incidents is not a reliable measure of the security
performance or maturity, as it does not account for the impact, severity, or root causes of
the incidents. Detecting more security incidents may indicate a higher level of security
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monitoring, alerting, or awareness capabilities, but it may also reflect a higher level of
security exposures or attacks. Moreover, detecting more security incidents is not a
desirable goal of a security awareness program, as it also implies a higher level of security
incidents that need to be responded to and resolved. References = CISM Review Manual,
16th Edition, ISACA, 2022, pp. 201-202, 207-208.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1006.

The Benefits of Information Security and Privacy Awareness Training Programs, ISACA
Journal, Volume 1,

2019, 1.
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The PRIMARY purpose of an acceptable use policy is to protect the organization from
misuse of information assets, such as data, hardware, software, and network resources, by
defining the rules and expectations for the authorized and appropriate use of these assets
by the users. An acceptable use policy helps to prevent or reduce the risks of security
breaches, legal liabilities, reputational damage, or loss of productivity that may result from
unauthorized, inappropriate, or unethical use of information assets.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 74: "An acceptable use policy is a
policy that establishes an agreement between users and the enterprise that defines, for all
parties, the ranges of use that are approved before gaining access to a network or the
Internet." The essentials of an acceptable use policy - Infosec Resources: "An Acceptable
Use Policy (henceforward mentioned as " AUP ") is agreement between two or more
parties to a computer network community, expressing in writing their intent to adhere to
certain standards of behaviour with respect to the proper usage of specific hardware &
software services." Acceptable use policy template - Workable: "This Acceptable Use
Policy sets the minimum requirements for the use of our company's IT resources, including
computers, networks, devices, software, and internet. It aims to protect our company and
our employees from harm and liability, and to ensure that our IT resources are used
appropriately, productively, and securely."
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Conducting a business impact analysis (BIA) is the first step when creating an
organization's disaster recovery plan (DRP) because it helps to identify and prioritize the
critical business functions or processes that need to be restored after a disruption, and
determine their recovery time objectives (RTOs) and recovery point objectives (RPOs)2.
Identifying the response and recovery teams is not the first step, but rather a subsequent
step that involves assigning roles and responsibilities for executing the DRP. Reviewing
the communications plan is not the first step, but rather a subsequent step that involves
defining the communication channels and protocols for notifying and updating the
stakeholders during and after a disruption. Developing response and recovery strategies is
not the first step, but rather a subsequent step that involves selecting and implementing
the appropriate solutions and procedures for restoring the critical business functions or
processes.

References: 2 https://www.isaca.org/resources/isaca-
journal/issues/2018/volume-3/business-impact-analysis- bia-and-disaster-recovery-
planning-drp
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Escalate to senior management, because this could help the information security manager
to inform the decision-makers of the situation, explain the implications and trade-offs, and
seek their guidance and approval for the next steps2. However, this answer is not certain,
and you might need to consider other factors as well.
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Risk acceptance is the decision to accept the level of residual risk after applying security
controls, and to tolerate the potential impact and consequences of a security incident.
Approval of risk acceptance should be provided by business senior management, as they
are the owners and accountable parties of the business processes, activities, and assets
that are exposed to the risk. Business senior management should also have the authority
and responsibility to allocate the resources, personnel, and budget to implement and
monitor the risk acceptance decision, and to report and escalate the risk acceptance status
to the board of directors or the executive management.

The chief risk officer (CRO) (A) is a senior executive who oversees the organization's risk
management function, and provides guidance, direction, and support for the identification,
assessment, treatment, and monitoring of risks across the organization. The CRO may be
involved in the risk acceptance process, such as by reviewing, endorsing, or advising the
risk acceptance decision, but the CRO is not the ultimate approver of risk acceptance, as
the CRO is not the owner or accountable party of the business processes, activities, and
assets that are exposed to the risk.

The information security manager © is the manager who leads and coordinates the
information security function, and provides guidance, direction, and support for the
development, implementation, and maintenance of the information security program and
activities. The information security manager may be involved in the risk acceptance
process, such as by conducting the risk assessment, recommending the risk treatment
options, or documenting the risk acceptance decision, but the information security
manager is not the ultimate approver of risk acceptance, as the information security
manager is not the owner or accountable party of the business processes, activities, and
assets that are exposed to the risk.

The compliance officer (D) is the officer who oversees the organization's compliance
function, and provides guidance, direction, and support for the identification, assessment,
implementation, and monitoring of the compliance requirements and obligations across the
organization. The compliance officer may be involved in the risk acceptance process, such
as by verifying, validating, or advising the risk acceptance decision, but the compliance
officer is not the ultimate approver of risk acceptance, as the compliance officer is not the
owner or accountable party of the business processes, activities, and assets that are
exposed to the risk.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk
Management, Section: Risk Treatment, Subsection: Risk Acceptance, page 95-961
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The correct answer is D because implementing lessons learned from post-incident reviews
directly improves the organization's incident management capability. Post-incident reviews
identify what worked, what failed, where delays occurred, whether escalation was effective,
whether communication was timely, and whether containment and recovery procedures
were adequate. The value comes from converting those findings into corrective actions,
updated procedures, improved training, better tools, revised playbooks, and stronger
controls. Performing a business impact analysis is useful for continuity planning and
recovery priorities, but it does not directly enhance incident management unless linked to
improvements. Benchmarking against best practices can identify improvement
opportunities, but it does not improve capability unless changes are implemented. Aligning
the incident response plan with the business plan is important for business relevance, but
continuous improvement is best achieved through actual lessons learned. CISM incident
management emphasizes post-incident review, root cause analysis, corrective action, and
continuous improvement.

Reference: CISM Information Security Incident Management; lessons learned, post-
incident review, corrective action, and incident response improvement principles.
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The most important information to include in communications to impacted customers is the
details of the type of data exposed (A). From a CISM incident management and
governance perspective, customer communications must focus on information that enables
affected individuals to understand their personal risk and take appropriate protective
actions. Knowing what type of data was exposed (e.g., personal identifiers, financial data,
credentials, health information) allows customers to assess potential impact, such as
identity theft or fraud, and to take timely mitigation steps.

Identities of attackers (B) are often unknown, sensitive, or irrelevant to customers'
immediate needs. Costs to the organization (C) are internal matters and do not help
customers protect themselves. Technical details (D) may cause confusion, expose
additional security information, or create legal and reputational risk without providing
practical value to customers.
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CISM emphasizes that incident communications should be clear, accurate, relevant, and
audience-focused, while also supporting legal, regulatory, and privacy obligations.
Communicating the type of data exposed is central to transparency, trust, and compliance
with breach notification requirements.

References:

ISACA CISM Review Manual, Information Security Incident Management - incident
communication and stakeholder notification ISACA CISM Exam Content Outline, Domain
4: Information Security Incident Management
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An independent assessment against a relevant standard (B) provides the greatest
assurance because it offers objective, third-party validation that security controls and
development practices meet defined criteria.

Examples include assessments against secure development standards or recognized
control frameworks.

Training (A), certifications (C), and policy reviews (D) are useful inputs, but they are
indirect and do not confirm consistent, effective implementation. CISM emphasizes
independent assurance for third-party risk management, especially when outsourcing high-
risk activities such as custom software development.

Independent assessments reduce reliance on self-attestation and help validate
governance, SDLC controls, and security testing practices.

References: ISACA CISM Review Manual (Third-party risk management, assurance, and
program oversight); CISM Exam Content Outline (Domain 3).
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An incident response plan is a set of procedures and guidelines that define the roles and
responsibilities of the incident response team, the steps to follow in the event of an
incident, and the communication and escalation protocols to ensure timely and effective
resolution of incidents. One of the essential components of an incident response plan is
the criteria for escalation, which specify the conditions and thresholds that trigger the
escalation of an incident to a higher level of authority or a different function within the
organization. The criteria for escalation may depend on factors such as the severity,
impact, duration, scope, and complexity of the incident, as well as the availability and
capability of the incident response team. The criteria for escalation help to ensure that
incidents are handled by the appropriate personnel, that management is kept informed and
involved, and that the necessary resources and support are provided to resolve the
incident. References = https://blog.exigence.io/a-practical-approach-to-incident-
management-escalation

https://www.uc.edu/content/dam/uc/infosec/docs/Guidelines

/Information_Security _Incident_Response_Escalation_Guideline.pdf
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An endpoint detection and response (EDR) solution provides advanced visibility, detection,
and response capabilities at the endpoint level, which are critical for investigating and
responding to incidents.

"EDR solutions help identify, investigate, and respond to threats on endpoints quickly,
making them vital for incident response teams."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Tools and
Technologies for Incident Response* ISACA's practice questions highlight EDR as the
most helpful tool for comprehensive incident analysis and response.
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A red team exercise is a simulated cyber attack conducted by a group of ethical hackers or
security experts (the red team) against an organization's network, systems, and staff (the
blue team) to test the organization's ability to detect, respond, and recover from a real
cyber attack. A red team exercise provides an information security manager with the most
accurate indication of the organization's ability to respond to a cyber attack, because it
mimics the tactics, techniques, and procedures of real threat actors, and challenges the
organization' s security posture, incident response plan, and security awareness in a
realistic and adversarial scenario12. A red team exercise can measure the following
aspects of the organization's cyber attack response capability3:

The effectiveness and efficiency of the security controls and processes in preventing,
detecting, and mitigating cyber attacks The readiness and performance of the incident
response team and other stakeholders in following the incident response plan and
procedures The communication and coordination among the internal and external parties
involved in the incident response process The resilience and recovery of the critical assets
and functions affected by the cyber attack The lessons learned and improvement
opportunities identified from the cyber attack simulation The other options, such as a walk-
through of the incident response plan, a black box penetration test, or a simulated phishing
exercise, are not as accurate as a red team exercise in indicating the organization's ability
to respond to a cyber attack, because they have the following limitations4 :

A walk-through of the incident response plan is a theoretical and hypothetical exercise that
involves reviewing and discussing the incident response plan and procedures with the
relevant stakeholders, without actually testing them in a live environment. A walk-through
can help to familiarize the participants with the incident response roles and responsibilities,
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and to identify any gaps or inconsistencies in the plan, but it cannot measure the actual
performance and effectiveness of the incident response process under a real cyber attack
scenario.

A black box penetration test is a technical and targeted exercise that involves testing the
security of a specific system or application, without any prior knowledge or access to its
internal details or configuration. A black box penetration test can help to identify the
vulnerabilities and weaknesses of the system or application, and to simulate the
perspective and behavior of an external attacker, but it cannot test the security of the entire
network or organization, or the response of the incident response team and other
stakeholders to a cyber attack.

A simulated phishing exercise is a social engineering and awareness exercise that
involves sending fake emails or messages to the organization's staff, to test their ability to
recognize and report phishing attempts. A simulated phishing exercise can help to
measure the level of security awareness and training of the staff, and to simulate one of
the most common cyber attack vectors, but it cannot test the security of the network or
systems, or the response of the incident response team and other stakeholders to a cyber
attack.

References = 1: What is a Red Team Exercise? | Redscan 2: Red Team vs Blue Team:
How They Differ and Why You Need Both | CISA 3: Red Team Exercises: What They Are
and How to Run Them | Rapid7 4: What is a Walkthrough Test? | Definition and Examples
| ISACA : Penetration Testing Types: Black Box, White Box, and Gray Box | CISA
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Reviewing the results of the vendor's independent control reports is the best way to assess
the risk associated with using a SaaS vendor because it provides an objective and reliable
evaluation of the vendor's security controls and practices. Independent control reports,
such as SOC 2 or ISO 27001, are conducted by third-party auditors who verify the
vendor's compliance with industry standards and best practices. These reports can help
the customer identify any gaps or weaknesses in the vendor's security posture and
determine the level of assurance and trust they can place on the vendor.

Verifying that information security requirements are included in the contract is a good
practice, but it does not provide sufficient assurance that the vendor is actually meeting
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those requirements. The contract may also have limitations or exclusions that reduce the
customer's rights or remedies in case of a breach or incident.

Requesting customer references from the vendor is not a reliable way to assess the risk
associated with using a SaaS vendor because the vendor may only provide positive or
biased references that do not reflect the true experience or satisfaction of the customers.
Customer references may also not have the same security needs or expectations as the
customer who is conducting the assessment.

Requiring vendors to complete information security questionnaires is a useful way to
gather information about the vendor's security policies and procedures, but it does not
provide enough evidence or verification that the vendor is actually implementing and
maintaining those policies and procedures. Information security questionnaires are also
subject to the vendor's self-reporting and interpretation, which may not be accurate or
consistent. References = CISM Review Manual 15th Edition, page 144 SaaS Security Risk
and Challenges - ISACA1 SaaS Security Checklist & Assessment Questionnaire | LeanlX2
Risk Assessment Guide for Microsoft Cloud3
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Evacuation drills provide real-time validation of physical security measures, staff
preparedness, and response time during fire-related scenarios. They test both people and
systems.

"Simulated exercises are the most effective method to evaluate real-world preparedness
and the adequacy of response procedures."

- CISM Review Manual 15th Edition, Chapter 3: Security Controls Testing* Paper reviews
and awareness are useful, but only exercises reveal actual gaps in preparedness.

RY: 230

BEMG AT LEEMEIZHLT 5-HDOEMMBRRICEATIEDSRAT—XEERT
BLET UTDS b ENNRBELHERREEGSTLLOIMN?

A. ') X7 5EH

B. EXEE 5 (BIA)

C. EBERiER

D. fisstE X ¥+ UER

T A(QAY RERKT D)


https://www.jpnshiken.com/q/68908-6446935/
https://www.jpnshiken.com/q/68908-6446936/

Risk assessment is the BEST input to a business case for a technical solution to address
potential system vulnerabilities, because it helps to identify and prioritize the most critical
risks that the solution should mitigate or reduce. Risk assessment also helps to evaluate
the costs and benefits of the solution in terms of reducing the likelihood and impact of
potential threats and incidents.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 47: "Risk assessment is the process
of identifying and analyzing information security risks and determining their potential
impact on the enterprise's business objectives." CISM Review Manual, 16th Edition,
ISACA, 2020, p. 48: "Risk assessment provides input to the business case for information
security investments by identifying and prioritizing the most critical risks that need to be
addressed and evaluating the costs and benefits of the proposed solutions."
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Isolating the affected system is the first step in the incident response process, as it helps to
contain the attack, prevent further damage, and preserve the evidence for analysis.
Isolating the system can be done by disconnecting it from the network, blocking the
malicious traffic, or applying quarantine rules.
References = CISM Review Manual 2022, page 3121; CISM Exam Content Outline,
Domain 4, Task 4.22; Cybersecurity Incident Response Exercise Guidance3
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The most important information for influencing management's support of information
security is an demonstration of alignment with the business strategy because it shows how
information security contributes to the achievement of the organization's goals and
objectives, and adds value to the organization's performance and competitiveness. An
identification of the overall threat landscape is not very important because it does not
indicate how information security addresses or mitigates the threats or risks. A report of a
successful attack on a competitor is not very important because it does not indicate how
information security prevents or responds to such attacks. An identification of
organizational risks is not very important because it does not indicate how information
security manages or reduces the risks. References: https://www.isaca.org
/resources/isaca-journal/issues/2016/volume-4/technical-security-standards-for-
information-systems
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-2/how-to-align-security-
initiatives-with-business-goals-and-objectives
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Standards are detailed statements of the minimum requirements for hardware, software, or
security configurations. They are used to define the minimum security controls required for
user workstations. References = CISM Review Manual, 16th Edition, page 69.
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The information security manager should first evaluate the information security laws that
apply to the acquired company, as they may differ from the laws of the parent organization.
This will help the information security manager to understand the legal and regulatory
requirements, risks, and challenges that the acquired company faces in its operating
environment. The information security manager can then determine the best approach to
align the information security programs of the two entities, taking into account the different
laws and regulations, as well as the business objectives and strategies of the acquisition.
References = : CISM Review Manual 15th Edition, page 32.
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= Developing the test plan is the task that should be performed once a disaster recovery
plan (DRP) has been developed. The test plan is a document that describes the objectives,
scope, methods, and procedures for testing the DRP. The test plan should also define the
roles and responsibilities of the test team, the test scenarios and criteria, the test schedule
and resources, and the test reporting and evaluation. The purpose of testing the DRP is to
verify its effectiveness, identify any gaps or weaknesses, and improve its reliability and
usability. Testing the DRP also helps to increase the awareness and readiness of the staff
and stakeholders involved in the disaster recovery process. Analyzing the business impact,
defining response team roles, and identifying recovery time objectives (RTOs) are all tasks
that should be performed before developing the DRP, not after. These tasks are part of the
business continuity planning (BCP) process, which aims to identify the critical business
functions and assets, assess the potential threats and impacts, and determine the recovery
strategies and requirements. The DRP is a subset of the BCP that focuses on restoring the
IT systems and services after a disaster. Therefore, the DRP should be based on the
results of the BCP process, and tested after it has been developed. References = CISM
Review Manual 2023, page 218 1; CISM Practice Quiz 2
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= A supply chain attack is a type of cyberattack that targets the suppliers or service
providers of an organization, rather than the organization itself. The attackers exploit the
vulnerabilities or weaknesses in the supply chain to gain access to the organization's
network, systems, or data. The attackers may then use the compromised third-party
resources to launch further attacks, steal sensitive information, disrupt operations, or
damage reputation. Therefore, the most likely risk scenario that emerges from a supply
chain attack is the compromise of critical assets via third-party resources. This scenario
poses a high threat to the confidentiality, integrity, and availability of the organization's
assets, as well as its compliance and trustworthiness.

Unavailability of services provided by a supplier, loss of customers due to unavailability of
products, and unreliable delivery of hardware and software resources by a supplier are all
possible consequences of a supply chain attack, but they are not the most likely risk
scenarios. These scenarios may affect the organization's productivity, profitability, and
customer satisfaction, but they do not directly compromise the organization's critical
assets. Moreover, these scenarios may be caused by other factors besides a supply chain
attack, such as natural disasters, human errors, or market fluctuations. References = CISM
Review Manual 2023, page

189 1; CISM Practice Quiz 2
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The best response is to conduct a risk assessment and develop an impact analysis. The
situation represents shadow IT and possible unauthorized cloud service use, but CISM
emphasizes that the security manager should first understand the risk before deciding
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whether to allow, restrict, escalate, or formalize the service. A risk assessment identifies
what data is being shared, who has access, what contractual protections exist, what
privacy or regulatory obligations apply, and what threats may affect the service. An impact
analysis helps determine potential business, legal, operational, and reputational
consequences. Allowing temporary use and monitoring for leakage may expose the
organization before risk is understood. Reporting immediately to senior management may
be premature unless the risk is clearly severe. Updating the risk register is appropriate
after the risk has been assessed and characterized. Therefore, conducting a risk
assessment and impact analysis is the best response because it enables informed, risk-
based decision-making about the unauthorized cloud collaboration service.

References:

ISACA CISM Review Manual, Information Risk Management - shadow IT, cloud risk, and
risk assessment ISACA CISM Exam Content Outline, Domain 1: Information Risk
Management

B : 240

HERNTY RO A —F—ZERTH5ELERARFRDIEENTIHN?
ABRFEVRVZRET 5=

B. EXEE AT

C.iEAREZHRT 51O

D. Hit=-ie VRV ZHET

Ef:C (AU MEEEKT D)

The primary reason to assign a risk owner in an organization is to ensure accountability for
the risk and its treatment. A risk owner is a person or entity that has the authority and
responsibility to manage a specific risk and to implement the appropriate risk response
actions. By assigning a risk owner, the organization can ensure that the risk is monitored,
reported, and controlled in accordance with the organization's risk appetite and tolerance.
References: The CISM Review Manual 2023 defines risk owner as "the person or entity
with the accountability and authority to manage a risk" and states that "the risk owner is
responsible for ensuring that the risk is treated in a manner consistent with the enterprise's
risk appetite and tolerance" (p. 93). The CISM Review Questions, Answers & Explanations
Manual 2023 also provides the following rationale for this answer: "To ensure
accountability is the correct answer because it is the primary reason to assign a risk owner
in an organization, as it ensures that the risk and its treatment are managed by a person or
entity that has the authority and responsibility to do so" (p. 29). Additionally, the article Risk
Ownership: The First Step of Effective Risk Management from the ISACA Journal 2019
states that "risk ownership is the first and most important step of effective risk
management" and that "risk ownership ensures that there is clear accountability and
responsibility for each risk and that risk owners are empowered to make risk decisions and
implement risk responses” (p. 1)
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Creating an inventory is the FIRST step in developing an asset classification program
because it helps to identify and list all the information systems assets of the organization
that need to be protected and classified.

An inventory should include the asset name, description, owner, custodian, location, type,
value, and other relevant attributes. Creating an inventory also enables the establishment
of the ownership and custody of the assets, which are essential for defining the roles and
responsibilities for asset protection and classification12.

Categorizing each asset (A) is a subsequent step in developing an asset classification
program, after creating an inventory. Categorizing each asset involves assigning a security
level or category to each asset based on its value, sensitivity, and criticality to the
organization. The security level or category determines the protection level and controls
required for each asset12. Creating a business case for a digital rights management tool ©
is not a step in developing an asset classification program, but rather a possible outcome
or recommendation based on the asset classification results. A digital rights management
tool is a type of control that can help to enforce the security policies and objectives for the
classified assets, such as preventing unauthorized access, copying, or distribution of the
assets3. Implementing a data loss prevention (DLP) system (D) is also not a step in
developing an asset classification program, but rather a possible outcome or
recommendation based on the asset classification results. A DLP system is a type of
control that can help to monitor, detect, and prevent the loss or leakage of the classified
assets, such as through email, web, or removable media4. References = 1:

CISM Review Manual 15th Edition, page 77-781; 2: IT Asset Valuation, Risk Assessment
and Control Implementation Model - ISACAZ2; 3: What is Digital Rights Management? -
Definition from Techopedia3; 4:

What is Data Loss Prevention (DLP)? - Definition from Techopedia4
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The best way to ensure that frequently encountered incidents are reflected in the user
security awareness training program is to include examples of help desk requests. Help
desk requests are requests for assistance or support from users who encounter problems
or issues related to information security, such as password resets, malware infections,
phishing emails, unauthorized access, data loss, or system errors. Help desk requests can
provide valuable insights into the types, frequencies, and impacts of the incidents that
affect the users, as well as the users' knowledge, skills, and behaviors regarding
information security. By including examples of help desk requests in the user security
awareness training program, the information security manager can achieve the following
benefits12:

Increase the relevance and effectiveness of the training content: By using real-life
scenarios and cases that the users have experienced or witnessed, the information
security manager can make the training content more relevant, engaging, and applicable to
the users' needs and situations. The information security manager can also use the
examples of help desk requests to illustrate the consequences and costs of the incidents,
and to highlight the best practices and solutions to prevent or resolve them. This can help
the users to understand the importance and value of information security, and to improve
their knowledge, skills, and attitudes accordingly.

Identify and address the gaps and weaknesses in the training program: By analyzing the
patterns and trends of the help desk requests, the information security manager can
identify and address the gaps and weaknesses in the existing training program, such as
outdated or inaccurate information, insufficient or ineffective coverage of topics, or lack of
feedback or evaluation. The information security manager can also use the examples of
help desk requests to measure and monitor the impact and outcomes of the training
program, such as changes in the number, type, or severity of the incidents, or changes in
the users' satisfaction, performance, or behavior.

Enhance the communication and collaboration with the users and the help desk staff: By
including examples of help desk requests in the user security awareness training program,
the information security manager can enhance the communication and collaboration with


https://www.jpntest.com/shiken/CISM-JPN-mondaishu
https://www.jpnshiken.com/q/68908-6446948/

the users and the help desk staff, who are the key stakeholders and partners in information
security. The information security manager can use the examples of help desk requests to
solicit feedback, suggestions, or questions from the users and the help desk staff, and to
provide them with timely and relevant information, guidance, or support. The information
security manager can also use the examples of help desk requests to recognize and
appreciate the efforts and contributions of the users and the help desk staff in reporting,
responding, or resolving the incidents, and to encourage and motivate them to continue
their involvement and participation in information security.

The other options are not the best way to ensure that frequently encountered incidents are
reflected in the user security awareness training program, as they are less reliable,
relevant, or effective sources of information.

Results of exit interviews are feedback from employees who are leaving the organization,
and they may not reflect the current or future incidents that the remaining or new
employees may face. Previous training sessions are records of the past training activities,
and they may not capture the changes or updates in the information security environment,
threats, or requirements. Responses to security questionnaires are answers to predefined
questions or surveys, and they may not cover all the possible or emerging incidents that
the users may encounter or experience12. References = Information Security Awareness
Training: Best Practices

- Infosec Resources, How to Create an Effective Security Awareness Training Program -
Infosec Resources, Security Awareness Training: How to Build a Successful Program -
ISACA, Security Awareness Training: How to Educate Your Employees - ISACA
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The primary objective of incident triage is to categorize events based on their severity,
impact, urgency, and priority. Incident triage helps the security operations center (SOC) to
allocate the appropriate resources, assign the relevant roles and responsibilities, and
determine the best course of action for each event. Incident triage also helps to filter out
false positives, reduce noise, and focus on the most critical events that pose a threat to the
organization's information security.

Coordination of communications, mitigation of vulnerabilities, and containment of threats
are important tasks that are performed during the incident response process, but they are
not the primary objective of incident triage. Coordination of communications ensures that
the relevant stakeholders are informed and updated about the incident status, roles,
actions, and outcomes. Mitigation of vulnerabilities addresses the root causes of the
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incident and prevents or reduces the likelihood of recurrence. Containment of threats
isolates and stops the spread of the incident and minimizes the damage to the
organization's assets and operations. These tasks are dependent on the outcome of the
incident triage, which determines the scope, severity, and priority of the incident.
References = CISM Certified Information Security Manager Study Guide, Chapter 8:
Security Operations and Incident Management, page 2691; CISM Foundations: Module 4
Course, Part One: Security Operations and Incident Management2; Critical Incident Stress
Management - National Interagency Fire Center3; Critical Incident Stress Management -
US Forest Service4
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The primary focus of a lessons learned exercise following a successful response to a
cybersecurity incident is to evaluate how the incident management processes were
executed, and to identify the strengths, weaknesses, best practices, and improvement
opportunities for future incidents. A lessons learned exercise is not meant to determine the
root cause, the attack vectors, or the recovery time of the incident, but rather to assess the
performance and effectiveness of the incident response team and the incident response
plan.

References: The CISM Review Manual 2023 states that "post-incident reviews are an
essential part of the incident response process" and that "they provide an opportunity to
assess the performance of the incident response team, identify areas for improvement,
and document lessons learned and best practices" (p. 191).

The CISM Review Questions, Answers & Explanations Manual 2023 also provides the
following rationale for this answer: "How incident management processes were executed is
the correct answer because it is the primary focus of a lessons learned exercise, which
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aims to evaluate the incident response capability and to implement corrective actions and
improvement plans” (p. 97). Additionally, the Cybersecurity Incident Response Exercise
Guidance article from the ISACA Journal 2022 states that "The AAR [after-action review]
should include the date and time of the exercise, a list of participants, scenario
descriptions, findings (generic and specific), observations with recommendations, lessons
learned and an evaluation of the exercise (strengths, weaknesses, lessons learned)" (p.
3)1
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The most important item to verify during an incident response test is whether incident
response team members know their responsibilities. CISM incident management
emphasizes that effective response depends on clearly defined and understood roles,
responsibilities, escalation paths, and decision authority. During a real incident, confusion
about who must contain, investigate, communicate, approve, or recover systems can
cause delays and increase business impact. Users knowing call-tree numbers is useful,
but the response team's execution responsibilities are more central to incident handling.
Cross-training is valuable for resilience, but it is secondary to each team member
understanding their assigned role. Senior management endorsement is important for
governance and support, but it is not what an operational test primarily validates. Incident
response testing should determine whether the process works in practice, including
coordination, communication, containment, escalation, and recovery. Therefore, verifying
that response team members understand their responsibilities is the most important
objective of the test.

References:
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ISACA CISM Review Manual, Information Security Incident Management - incident
response testing, roles, and responsibilities ISACA CISM Exam Content Outline, Domain
4: Information Security Incident Management
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The BEST way for an organization to ensure that incident response teams are properly
prepared is by conducting tabletop exercises appropriate for the organization.

Tabletop exercises are an effective way to test and validate an organization ' s incident
response plan (IRP) and the readiness of the incident response team. These exercises
simulate different scenarios in a controlled environment and allow the team to practice their
response procedures, identify gaps, and make improvements to the plan. By conducting
regular tabletop exercises, the incident response team can stay current with changes in the
threat landscape and ensure that they are prepared to respond to incidents effectively.
According to the Certified Information Security Manager (CISM) Study Manual, " Tabletop
exercises are a valuable tool for testing and validating the effectiveness of the IRP and the
readiness of the incident response team. These exercises simulate different scenarios in a
controlled environment and allow the team to practice their response procedures, identify
gaps, and make improvements to the plan. " While providing training from third-party
forensics firms, obtaining industry certifications, and documenting multiple scenarios for
the organization and response steps can all be useful in preparing incident response
teams, they are not as effective as conducting tabletop exercises appropriate for the
organization.

Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Page 324.


https://www.jpnshiken.com/q/68908-6446954/
https://www.jpnshiken.com/q/68908-6446955/

B H: 250

RS UL I THAEBORY FT—JICBRELELE, CORRZHEBSARLIIEM
[CHRETEEDIE RDSISBEENTLLEIMN?

A SRATLEEOERERER

B. ZBKRDEHNLZREL

C.ITYVhFai—4H¥—MITOEHRNLGFEREF2L) T4 THE

D. i&/\v FREREY—ILOFEH

IEfR: (EffZzRTLET)

Eﬁ:ﬁ: 251

B EZEZLREDHLIFERVAIVDBEZ LREERIEAS LT RDS55
ENDRLBIUBFETMN?

A.E=F XY FHE

B. EXEE0M

C. N EEEHREE

D. YRV &%E

IEfR: (EffZzRnLET)

The correct answer is D because a risk register provides a consolidated overview of
identified risks, owners, likelihood, impact, treatment plans, residual risk, status, and
priorities. Senior management needs an enterprise-level view of information risk to support
oversight, resource allocation, risk acceptance, and strategic decision-making. A third-
party risk assessment is useful, but it focuses only on vendor or external provider risk and
does not provide a complete organizational risk overview. A business impact analysis
identifies the impact of disruptions on business processes and supports continuity
planning, but it is not a full inventory of information risks. Internal audit reports provide
independent assurance and identify control issues, but they are periodic and may not
include all current risks. In CISM risk management, the risk register is a key tool for
tracking, communicating, and managing information risk across the organization.
Therefore, it is the most useful source for giving senior management an overview of
information risk that may affect the organization.

Reference: CISM Information Risk Management; risk register, enterprise risk reporting, risk
ownership, and senior management oversight.
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The eradication phase of an incident response plan is where the root cause of the incident
is determined and eliminated. This phase involves identifying and removing all traces of
the malicious activity from the affected systems and restoring them to a secure state.
References = NIST SP 800-61 Revision 2, CISM Review Manual 15th Edition
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Log monitoring (B) directly addresses the risk of a system failing to detect a breach by
enabling continuous visibility into system activity, anomalies, and indicators of
compromise. CISM emphasizes detection as a critical component of incident management,
with log review and monitoring serving as primary detective controls. User access reviews
(A) are preventive and periodic, not real-time. Vulnerability scanning (C) identifies
weaknesses but does not detect active breaches. Security control testing (D) validates
control design and effectiveness but does not provide ongoing breach detection. Effective
log monitoring reduces mean time to detect incidents and limits business impact.
References: ISACA CISM Review Manual (Incident management-detection and
monitoring); CISM Exam Content Outline (Domain 4).
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Implementing the principle of least privilege primarily requires the identification of job
duties. Job duties are the specific tasks and responsibilities that an individual performs as
part of their role in the organization. By identifying the job duties, the organization can
determine the minimum access privileges necessary for each individual to perform their
assigned function, and nothing more. This helps to reduce the risk of unauthorized access,
misuse, or compromise of information and resources. The principle of least privilege is a
key security principle that states that every module (such as a user, a process, or a
program) must be able to access only the information and resources that are necessary for
its legitimate purpose12.
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The other options are not the primary factors that require identification for implementing the
principle of least privilege. Data owners are the individuals or entities that have the
authority and responsibility to define the classification, usage, and protection of data. Data
owners may be involved in granting or revoking access privileges to data, but they are not
the ones who identify the job duties of the data users. Primary risk factors are the sources
or causes of potential harm or loss to the organization. Primary risk factors may influence
the level of access privileges granted to users, but they are not the ones who define the job
duties of the users.

Authentication controls are the mechanisms that verify the identity of users or systems
before granting access to resources. Authentication controls may enforce the principle of
least privilege, but they are not the ones who determine the job duties of the users.
References = Principle of least privilege What Is the Principle of Least Privilege and Why is
it Important? - F5 1
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The primary benefit of a vulnerability scanning tool is identifying potential risks posed by
devices on the network. Vulnerability scanning detects known technical weaknesses in
systems, applications, services, and configurations. These weaknesses may expose the
organization to threats and therefore represent potential sources of risk. CISM
distinguishes vulnerability identification from full risk analysis: scanning provides technical
input, but risk analysis also requires evaluating likelihood, impact, asset value, and
business context.

A vulnerability scanner does not identify weaknesses in organizational processes, which
usually require audits, assessments, or process reviews. It also cannot ensure that
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complex vulnerabilities are never missed, since scanning tools depend on coverage,
signatures, configuration, and scope. Finally, it does not automate the complete risk
analysis program; it only supplies data for risk evaluation. CISM risk management
guidance emphasizes that vulnerability information must be interpreted in relation to
business impact and threat exposure. Therefore, the best answer is identifying potential
risks associated with networked devices.

References:

ISACA CISM Review Manual, Information Risk Management - vulnerability identification
and risk analysis inputs ISACA CISM Exam Content Outline, Domain 1: Information Risk
Management
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= The contact list is the most important element of the escalation procedures for an
incident response plan, as it ensures that the appropriate stakeholders are notified and
involved in the incident management process. A contact list should include the names,
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roles, responsibilities, phone numbers, email addresses, and backup contacts of the key
personnel involved in the incident response, such as the incident response team, senior
management, legal counsel, public relations, law enforcement, and external service
providers. The contact list should be regularly updated and tested to ensure its accuracy
and availability123. References =

1: Information Security Incident Response Escalation Guideline2, page 4

2: A Practical Approach to Incident Management Escalation1, section "Step 2: Log the
escalation and record the related incident problems that occurred”

3: Computer Security Incident Handling Guide4, page 18
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Residual risk is the risk that remains after implementing controls to mitigate the inherent
risk. A reduction in residual risk indicates that the information security program is effective
in managing the risks to an acceptable level. This would best justify the continued
investment in the program, as it demonstrates the value and benefits of the security
activities. Security framework alignment, speed of implementation, and industry peer
benchmarking are not direct measures of the effectiveness or value of the information
security program. They may be useful for comparison or compliance purposes, but they do
not necessarily reflect the impact of the program on the risk profile of the organization.
References = CISM Review Manual, 16th Edition, page 431; CISM Review Questions,
Answers & Explanations Manual, 10th Edition, page 622 Residual risk is the remaining risk
after all security controls have been implemented. It is important to measure the residual
risk of an organization in order to determine the effectiveness of the security program and
to justify continued investment in the program. A reduction in residual risk is an indication
that the security program is effective and that continued investment is warranted.
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The information security steering committee is composed of business leaders is the best
indicator that information security governance and corporate governance are integrated, as
this shows that the information security program is aligned with the business objectives
and strategies, and that the information security manager has the support and involvement
of the senior management. The information security steering committee is responsible for
overseeing the information security program, setting the direction and scope, approving
policies and standards, allocating resources, and monitoring performance and compliance.
The information security steering committee also ensures that the information security risks
are communicated and addressed at the board level, and that the information security
program is consistent with the corporate governance framework and culture. The
information security team is aware of business goals, the board is regularly informed of
information security key performance indicators (KPIs), and a cost-benefit analysis is
conducted on all information security initiatives are also important, but not as important as
the information security steering committee is composed of business leaders, as they do
not necessarily imply that the information security governance and corporate governance
are integrated, and that the information security program has the authority and
accountability to achieve its goals. References = CISM Review Manual 2023, page 271;
CISM Review Questions, Answers & Explanations Manual 2023, page 342; ISACA CISM -
iSecPrep, page 193
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The correct answer is C because the first step after being informed of a third-party vendor
breach is to assess the impact on the organization. The information security manager must
determine whether organizational data, patient information, regulated records, systems,
services, or business processes were affected. This assessment helps determine incident
severity, legal notification obligations, regulatory reporting requirements, contractual rights,
business impact, and required containment actions. Notifying regulatory bodies may be
required in a health care context, but notification should be based on confirmed facts such
as affected data types, number of individuals impacted, jurisdiction, and reporting
thresholds. Reviewing contract clauses is important to understand vendor obligations,
breach notification timelines, audit rights, and liability, but the organization first needs to
understand the impact. Notifying senior management may be necessary for significant
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incidents, but meaningful notification depends on initial impact assessment. CISM incident
management and third-party risk principles emphasize timely assessment, classification,
escalation, and response. Therefore, assessing impact is the correct first action.
Reference: CISM Information Security Incident Management; third-party breach response,
impact assessment, health care data protection, and incident escalation principles.
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A SIEM system provides the ability to collect, correlate, and analyze security events,
enabling effective prioritization of incidents based on risk and impact. SIEM solutions also
support tracking incidents from detection through resolution, as stated in the CISM Review
Manual under incident management and monitoring.

Reference:ISACA CISM Review Manual, 16th Edition, Page 303-304, " SIEM and Incident
Prioritization " .
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The most important consideration when establishing information security policies for an
organization is to ensure that senior management supports the policies. Senior
management support is essential for the successful implementation and enforcement of
information security policies, as it demonstrates the commitment and accountability of the
organization's leadership to information security. Senior management support also helps to
allocate adequate resources, establish clear roles and responsibilities, and promote a
security-aware culture within the organization. Without senior management support,
information security policies may not be aligned with the organization's goals and
objectives, may not be communicated and disseminated effectively, and may not be
followed or enforced consistently.
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Job descriptions that include requirements to read security policies are a way of ensuring
that employees are aware of their security obligations, but they are not the most important
consideration when establishing information security policies. The policies should be
relevant and applicable to the employees' roles and functions, and should be reinforced by
regular training and awareness programs.

The policies should be updated periodically to reflect the changes in the organization's
environment, risks, and requirements, but updating them annually may not be sufficient or
necessary. The frequency of updating the policies should depend on the nature and impact
of the changes, and should be determined by a defined policy review process.

The policies should be aligned with industry best practices, standards, and frameworks,
but this is not the most important consideration when establishing information security
policies. The policies should also be customized and tailored to the organization's specific
context, needs, and expectations, and should be consistent with the organization's vision,
mission, and values. References = ISACA, CISM Review Manual, 16th Edition, 2020,
pages 37-38.

ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID 10009.
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The best reason to conduct a social engineering test in a call center is to identify
candidates for additional security training because it helps to assess the level of
awareness and skills of the call center staff in recognizing and resisting social engineering
attacks, and provide them with the necessary training or education to improve their security
posture. Minimizing the likelihood of successful attacks is not a reason to conduct a social
engineering test, but rather a possible outcome or benefit of conducting such a test.
Gaining funding for information security initiatives is not a reason to conduct a social
engineering test, but rather a possible outcome or benefit of conducting such a test.
Improving password policy is not a reason to conduct a social engineering test, but rather a
possible outcome or benefit of conducting such a test. References:
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-6/the-value-of-
penetration-testing
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-5/security-scanning-
versus-penetration-testing
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The next thing that the information security manager should do after identifying a large
volume of old data that appears to be unused is to consult the record retention policy. The
record retention policy is a document that defines the types, formats, and retention periods
of data that the organization needs to keep for legal, regulatory, operational, or historical
purposes. By consulting the record retention policy, the information security manager can
determine if the old data is still required to be stored, archived, or disposed of, and how to
do so in a secure and compliant manner.

References: The CISM Review Manual 2023 states that "the information security manager
is responsible for ensuring that the data lifecycle management process is in alignment with
the organization's record retention policy" and that "the record retention policy defines the
types, formats, and retention periods of data that the organization needs to keep for legal,
regulatory, operational, or historical purposes" (p. 140). The CISM Review Questions,
Answers & Explanations Manual 2023 also provides the following rationale for this answer:
"Consult the record retention policy is the correct answer because it is the next logical step
to take after identifying a large volume of old data that appears to be unused, as it will help
the information security manager to decide on the appropriate data lifecycle management
actions for the old data, such as storage, archiving, or disposal" (p. 64). Additionally, the
article Data Retention Policy: What It Is and How to Create One from the ISACA Journal
2019 states that "a data retention policy is a document that outlines the types, formats, and
retention periods of data that an organization needs to keep for various purposes, such as
legal compliance, business operations, or historical records" and that "a data retention
policy can help an organization to manage its data lifecycle, optimize its storage capacity,
reduce its costs, and enhance its security and privacy" (p. 1)1.
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The best option to enable the capability of an organization to sustain the delivery of
products and services within acceptable time frames and at predefined capacity during a
disruption is B. Business continuity plan (BCP). This is because a BCP is a documented
collection of procedures and information that guides the organization to prepare for,
respond to, and recover from a disruption, such as a natural disaster, a cyberattack, or a
pandemic. A BCP aims to ensure the continuity of the critical business functions and
processes that support the delivery of products and services to the customers and
stakeholders. A BCP also defines the roles, responsibilities, resources, and actions
required to maintain the operational resilience of the organization in the face of a
disruption.

References = CISM Review Manual 15th Edition, Chapter 4, Section 4.2.3, page 2141;
CISM Review Questions, Answers & Explanations Manual 9th Edition, Question 6, page 3
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Reputational damage is often intangible, subjective, and hard to quantify, making it the
most challenging aspect to measure.

"Reputation impact is difficult to quantify and may have long-term effects that are not
immediately apparent.”

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Post-
incident Analysis* ISACA practice questions highlight that reputational damage is uniquely
challenging to measure accurately.
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The correct answer is B because reverting to the last known secure build is the most
appropriate containment action when a security incident affects a continuous integration
and continuous delivery pipeline. A compromised or insecure build can introduce malicious
code, vulnerable components, configuration weaknesses, or unauthorized changes into
downstream environments. Reverting to a known secure build helps stop propagation of
the compromised version while preserving business continuity as much as possible.
Disabling all developer accounts is excessive unless there is evidence that all accounts are
compromised, and it could unnecessarily disrupt operations. Disabling the production
environment may create significant business impact and may not be necessary for
containment. Increasing logging can support investigation, but it does not contain the
incident. CISM incident management emphasizes selecting containment actions that limit
damage while considering business impact. In a CI/CD pipeline incident, restoring or
reverting to a trusted build is the best containment action among the options.

Reference: CISM Information Security Incident Management; incident containment, secure
DevOps, CI/CD pipeline security, and business impact reduction.
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The correct answer is B because the system owner is best positioned to decide on the
implementation of mitigating controls for a business information system. The system owner
is accountable for the system's business purpose, data, operational impact, and
associated risk. After a risk assessment identifies threats, vulnerabilities, likelihood, impact,
and recommended controls, the system owner must decide which risk treatment actions
are appropriate based on business needs, risk appetite, cost, and operational
requirements. A system administrator may implement technical controls, but does not
normally own the business risk. The chief information officer may provide technology
oversight, but may not be the accountable owner of the specific business system. The risk
manager facilitates the risk management process and provides guidance, but risk
treatment decisions belong to the risk or system owner. In CISM, business ownership and
accountability are central principles. Information security managers advise and
recommend, but accountable business or system owners decide on mitigation.

Reference: CISM Information Risk Management; risk ownership, system ownership, risk
treatment, and control implementation accountability principles.
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Inherent risk is the risk that exists before any controls are applied. It is influenced by
factors such as the nature, value, sensitivity, and exposure of the information asset.
Business criticality is one of the most important factors that affect the inherent risk of an
information asset, as it reflects how essential the asset is for the organization's operations
and objectives. The higher the business criticality, the higher the inherent risk. Risk
tolerance, NPV, and ROI are not directly related to the inherent risk of an information
asset, as they are more relevant for the risk assessment and risk treatment processes.
References = CISM Review Manual,

16th Edition, page 971
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Business criticality is the degree to which an asset is essential to the success of the
business and the extent to which its loss or compromise could have a significant impact on
the business. Business criticality is one of the main factors that help to determine the
inherent risk of an asset, as assets that are more critical to the business tend to have a
higher inherent risk.
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The correct answer is D because behavioral analytics tools are primarily used to detect
activities that deviate from normal user or entity behavior. These tools analyze patterns
such as login times, access locations, data usage, application activity, privilege use, file
access, and network behavior to identify anomalies that may indicate insider threats,
compromised accounts, credential misuse, or advanced attacks. Preventing data
exfiltration is normally associated with data loss prevention controls, although behavioral
analytics may help detect suspicious activity related to exfiltration. Analyzing external
communications for malware is more closely associated with email security gateways, web
gateways, sandboxing, or malware detection tools.

Establishing security baselines on endpoints is more related to configuration management
or endpoint protection. In CISM risk management, behavioral analytics supports
monitoring, detection, and risk reduction by identifying unusual activity that may require
investigation. Since its primary value is identifying behavior that differs from expected
patterns, detecting anomalous user activities is the best answer.

Reference: CISM Information Risk Management; user behavior analytics, monitoring
controls, anomaly detection, insider threat, and risk detection principles.
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When security is embedded in organizational culture, it becomes a shared responsibility,
increasing adherence and effectiveness.

"A security-aware culture is a key component of an effective security program because it
encourages responsible behavior and supports ongoing risk management.”

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Security Culture ISACA's practice questions
identify security culture as the foundational element impacting the organization's entire
security posture.
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When responding to a major security incident that could disrupt the business, the
information security manager's most important course of action is to follow the escalation
process. The escalation process is a predefined set of steps and procedures that define
who should be notified, when, how, and with what information in the event of a security
incident. The escalation process helps to ensure that the appropriate stakeholders, such
as senior management, business units, legal counsel, public relations, and external
parties, are informed and involved in the incident response process. The escalation
process also helps to coordinate the actions and decisions of the incident response team
and the business continuity team, and to align the incident response objectives with the
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business priorities and goals. The escalation process should be documented and
communicated as part of the incident response plan, and should be reviewed and updated
regularly to reflect the changes in the organization's structure, roles, and responsibilities.
References =

CISM Review Manual 15th Edition, page 1631

CISM 2020: Incident Management and Response, video 32

Incident Response Models3
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Maintaining a chain of custody is the most important step when conducting a forensic
investigation, as this ensures that the evidence is preserved, protected, and documented
from the time of collection to the time of presentation in court. A chain of custody provides
a record of who handled the evidence, when, where, why, and how, and prevents any
tampering, alteration, or loss of the evidence. A chain of custody also establishes the
authenticity, reliability, and admissibility of the evidence in legal proceedings. Analyzing
system memory, documenting analysis steps, and capturing full system images are also
important, but not as important as maintaining a chain of custody, as they do not guarantee
the integrity and validity of the evidence. References = CISM Review Manual 2023, page
1701; CISM Review Questions, Answers & Explanations Manual 2023, page 332; ISACA
CISM - iSecPrep, page 183
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The organizational risk appetite is the best indicator of the comprehensiveness of an
information security strategy. The risk appetite defines the level of risk that the organization
is willing to accept in pursuit of its objectives. The information security strategy should align
with the risk appetite and provide a framework for managing the risks that the organization
faces. An internal or external security audit can assess the effectiveness of the information
security strategy, but not its comprehensiveness. A business impact analysis (BIA) can
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identify the critical business processes and assets that need to be protected, but not the
overall scope and direction of the information security strategy. References = CISM
Review Manual 2023, page 36 1; CISM Practice Quiz 2
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= According to the CISM Review Manual, the information security manager should actively
engage with stakeholders to align security and business goals. This means understanding
the business needs, expectations, and risk appetite of the stakeholders, and
communicating the value and benefits of security initiatives to them.

By engaging with stakeholders, the information security manager can also gain their
support and commitment for security programs and projects, and ensure that security
objectives are aligned with business strategy and priorities. References = CISM Review
Manual, 16th Edition, ISACA, 2020, page 23.
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Organizational units contribute to and agree on priorities is the best way to facilitate
effective strategic alignment of security initiatives because it ensures that the security
initiatives are aligned with the business goals and objectives, supported by relevant
stakeholders, and prioritized based on risk and value. The business strategy is periodically
updated is not sufficient to facilitate effective strategic alignment of security initiatives
because it does not involve collaboration or communication between different
organizational units.

Procedures and standards are approved by department heads is not sufficient to facilitate
effective strategic alignment of security initiatives because it does not reflect the strategic
direction or vision of the organization.
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Periodic security audits are conducted by a third-party is not sufficient to facilitate effective
strategic alignment of security initiatives because it does not address the planning or
implementation of security initiatives. References: https://www.isaca.org/resources/isaca-
journal/issues/2016/volume-2/how-to-align- security-initiatives-with-business-goals-and-
objectives https://www.isaca.org/resources/isaca-journal/issues
[2015/volume-1/how-to-measure-the-effectiveness-of-information-security-governance
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A business impact analysis (BIA) best enables an organization to establish restoration
priorities (B). In CISM, the primary purpose of a BIA is to identify critical business
processes, assess the impact of disruptions over time, and determine which functions must
be restored first to minimize business impact. Restoration priorities are derived from
factors such as maximum tolerable downtime, recovery time objectives (RTOs), and
recovery point objectives (RPOs), all of which are key BIA outputs.

Total cost of ownership (A) is a financial analysis concept unrelated to continuity planning.
Annualized loss expectancy (C) is an output of quantitative risk analysis, not a BIA.
Recovery methods (D) are defined after restoration priorities are established and are part
of business continuity and disaster recovery planning. CISM emphasizes that the BIA
provides the business-driven foundation upon which recovery strategies and methods are
later selected.

By clearly defining restoration priorities, the BIA ensures that continuity planning aligns
with business objectives, risk appetite, and operational resilience requirements.
References:

ISACA CISM Review Manual, Information Security Program Development and
Management - Business Impact Analysis (BIA) purpose and outcomes ISACA CISM Exam
Content Outline, Domain 3: Information Security Program Development and Management
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Entering identified risks into the organization ' s risk register ensures that they are
documented, tracked, assigned, and addressed. Without recording in the risk register,
there's no formal mechanism to manage, treat, or monitor the risk.

"The risk register is the central repository for tracking all known risks, their status, and
treatment plans."

- CISM Review Manual 15th Edition, Chapter 2: Information Risk Management, Section:
Risk Response and Risk Register*
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The best way to ensure the effective execution of a disaster recovery plan (DRP) is to
make sure that the procedures are available at both the primary and the failover location,
so that the staff can access them in case of a disaster. The procedures should be clear,
concise, and updated regularly to reflect the current situation and requirements. Having the
procedures available at both locations also helps to avoid confusion and delays in the
recovery process.

References = CISM Review Manual, 16th Edition eBook1, Chapter 9: Business Continuity
and Disaster Recovery, Section: Disaster Recovery Planning, Subsection: Disaster
Recovery Plan Development, Page 373.
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Isolating impacted systems (A) is the most critical consideration for effective incident
containment because it directly limits spread, escalation, and additional damage. CISM
incident management guidance prioritizes technical containment actions that preserve
evidence and protect unaffected systems. Reputational (B) and financial (C) concerns are
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important but are outcomes of how well containment is executed. Assigning accountability
(D) supports governance but does not directly contain an incident. Rapid isolation is
essential to reduce overall impact and enable effective eradication and recovery.
References: ISACA CISM Review Manual (Incident management-containment strategies);
CISM Exam Content Outline (Domain 4).
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The Business Impact Analysis (BIA) is the first step in developing a disaster recovery plan
because it identifies critical business processes, dependencies, and acceptable downtime.
" A BIA provides the foundation for disaster recovery planning by identifying business
functions and their criticality. "

- CISM Review Manual 15th Edition, Chapter 3: Program Development, Section: Disaster
Recovery Planning* Risk assessments follow the BIA and inform recovery strategies, but
the BIA must come first.
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The correct answer is C because an incident response team can limit impact most
effectively when it understands the organization's operational requirements, including
critical systems, business priorities, dependencies, acceptable downtime, data sensitivity,
and service restoration needs. Incident response decisions often require balancing
containment with business continuity. For example, disconnecting a system may stop an
attack but could also interrupt critical operations. Understanding operational requirements
enables the team to choose response actions that reduce security impact while minimizing
disruption to essential business activities. Senior management's understanding of risk
appetite is important for governance, but the response team needs practical operational
knowledge during incidents. Training completion trends are useful for program monitoring,
but they do not directly guide impact-limiting decisions during an event.

Funding supports capability, but it is not the most immediate consideration during
response. CISM incident management emphasizes business impact reduction, coordinated
response, prioritization, and restoration of critical services. Therefore, understanding
operational requirements is the most important consideration for limiting incident impact.
Reference: CISM Information Security Incident Management; incident response
prioritization, business impact, operational requirements, and impact limitation principles.
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According to the NIST SP 800-61 Computer Security Incident Handling Guide, the type of
confirmed incident is one of the most important criteria for choosing a containment
strategy, as different types of incidents may require different levels of urgency, scope, and
impact1. For example, a denial-of-service attack may require a different containment
strategy than a ransomware attack or a data breach.

References = 1: NIST SP 800-61: 3.1. Choosing a Containment Strategy?2
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The correct answer is A because a security culture is built through continuous
reinforcement of expected behaviors across the organization. Regular information security
awareness initiatives help employees understand threats, responsibilities, acceptable
behavior, and how their daily actions affect organizational security. Executive approval of
policy is important, but a policy alone does not create culture unless it is communicated,
understood, and practiced. Following industry best practices may improve the security
program, but it does not directly influence employee behavior throughout the organization.
Incorporating security requirements into the software development life cycle is important
for secure systems development, but it targets a specific process area rather than the
entire organization. A strong information security culture requires awareness,
communication, leadership support, and repeated behavioral reinforcement. From a CISM
perspective, governance promotes a culture where information security is recognized as a
business responsibility, not just a technical function. Regular awareness initiatives are
therefore the best direct contributor among the options.

Reference: CISM Information Security Governance; security awareness, culture, and
organizational behavior principles.
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Computer forensics (D) best enables an organization to determine what activities occurred
and what changes were made to a system during a cybersecurity incident. In CISM
incident management, computer forensics focuses on the systematic collection,
preservation, analysis, and reconstruction of digital evidence to establish a detailed
timeline of events, attacker actions, data access, and system modifications. This capability
is essential for understanding the scope and impact of an incident, supporting legal or
regulatory requirements, and preventing recurrence.

Continuous log monitoring (B) supports detection and early awareness of suspicious
activity, but logs alone may be incomplete, altered, or insufficient to fully reconstruct
attacker behavior. Root cause analysis (A) is performed after facts are established and
focuses on why an incident occurred, not what exactly happened.

Penetration testing (C) is a proactive security testing activity and is unrelated to incident
investigation.

CISM emphasizes that once an incident has occurred, forensic analysis is critical to ensure
accurate incident handling, evidence integrity, accountability, and informed remediation
decisions.

References:

ISACA CISM Review Manual, Information Security Incident Management - incident
investigation and forensics ISACA CISM Exam Content Outline, Domain 4: Information
Security Incident Management
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Labeling information according to its security classification enhances the likelihood of
people handling information securely. Security classification is a process of categoriz-ing
information based on its level of sensitivity and importance, and applying appropri-ate
security controls based on the level of risk associated with that infor-mation1. Labeling is a
process of marking the information with the appropriate classifi-cation level, such as public,
internal, confidential, secret, or top secret2. The purpose of labeling is to inform the users
of the information about its value and protection re-quirements, and to guide them on how
to handle it securely. Labeling can help users to:

*ldentify the information they are dealing with and its classification level

*Understand their roles and responsibilities regarding the information
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*Follow the security policies and procedures for the information

*Avoid unauthorized access, disclosure, modification, or destruction of the information
*Report any security incidents or breaches involving the information

Labeling can also help organizations to:

*Track and monitor the information and its usage

*Enforce access controls and encryption for the information

*Audit and review the compliance with security standards and regulations for the infor-
mation

*Educate and train employees and stakeholders on information security awareness and
best practices Therefore, labeling information according to its security classification
enhances the likelihood of people handling information securely, as it increases their
awareness and accountability, and supports the implementation of security measures. The
other op-tions are not the primary benefits of labeling information according to its security
clas-sification. Reducing the number and type of countermeasures required is not a
benefit, but rather a consequence of applying security controls based on the classification
lev-el. Reducing the need to identify baseline controls for each classification is not a bene-
fit, but rather a prerequisite for labeling information according to its security classifica-tion.
Affecting the consequences if information is handled insecurely is not a benefit, but rather
a risk that needs to be managed by implementing appropriate security con-trols and
incident response procedures. References: 1: Information Classification - Ad-visera 2:
Information Classification in Information Security - GeeksforGeeks : Infor-mation Security
Policy - NIST :

Information Security Classification Framework - Queensland Government
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Gap analysis is the MOST helpful tool for understanding where to focus efforts when
developing an information security strategy for an organization, because it helps to identify
the current state and the desired state of the information security governance, and the
gaps between them. Gap analysis also helps to prioritize the actions and resources
needed to close the gaps and achieve the information security objectives.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 36: "Gap analysis is the process of
comparing the current state and the desired state of information security governance and
identifying the gaps that need to be addressed." CISM Review Manual, 16th Edition,
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ISACA, 2020, p. 37: "Gap analysis should be performed periodically to assess the
effectiveness and efficiency of the information security strategy and program and to identify
the areas for improvement." CISM domain 1: Information security governance [Updated
2022] - Infosec Resources: "Gap analysis: This is a comparison of the current state of
security with the desired state. It helps to identify the gaps in security and prioritize the
actions required to close them."
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Effective incident response testing is a process of verifying and validating the incident
response plan, procedures, roles, and resources that are designed to respond to and
recover from information security incidents. The purpose of testing is to ensure that the
incident response team and the organization are prepared, capable, and confident to
handle any potential or actual incidents that could affect the business continuity,
reputation, and value. The best way to facilitate effective testing is to simulate realistic test
scenarios that reflect the most likely or critical threats and vulnerabilities that could cause
an incident, and the most relevant or significant impacts and consequences that could
result from an incident. Simulating realistic test scenarios can help to evaluate the
adequacy, accuracy, and applicability of the incident response plan, procedures, roles, and
resources, as well as to identify and address any gaps, weaknesses, or errors that could
hinder or compromise the incident response process. Simulating realistic test scenarios
can also help to enhance the skills, knowledge, and experience of the incident response
team and the organization, as well as to improve the communication, coordination, and
collaboration among the stakeholders involved in the incident response process.
Simulating realistic test scenarios can also help to measure and report the effectiveness
and efficiency of the incident response process, and to provide feedback and
recommendations for improvement and optimization. References = CISM Review Manual
15th Edition, page 2401; CISM Practice Quiz, question 1362
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According to the Certified Information Security Manager (CISM) Study Manual, " The
primary objective of information security governance is to provide a framework for
managing and controlling information security practices and technologies at an enterprise
level. Its goal is to manage and reduce risk through a process of identification,
assessment, and management of those risks. " While demonstrating senior management
commitment, compliance with industry best practices, and ensuring user compliance with
policies are all important aspects of information security governance, they are not the
primary objective. The primary objective is to manage and reduce risk by establishing a
framework for managing and controlling information security practices and technologies at
an enterprise level.

Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Page 60.
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An organization-wide social media policy is a document that defines the rules and
guidelines for using social media platforms within the organization. It covers topics such as
who can use social media, what they can post, how they should protect confidential
information, and what are the consequences for violating the policy. An organization-wide
social media policy helps to mitigate the risk of confidential information being disclosed by
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employees on social media by providing a clear and consistent framework for managing
social media activities12.

References = 1: CISM Review Manual (Digital Version), page 271 2: CISM Review Manual
(Print Version), page 271
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The business impact analysis (BIA) is the foundational step in disaster recovery planning.
The CISM Review Manual states that BIA should be performed first to determine critical
business functions, recovery priorities, and the impact of disruptions. Risk assessments
and documentation follow after the BIA.
Reference:ISACA CISM Review Manual, 16th Edition, Page 237-238, " Business Impact
Analysis (BIA) in DRP Development " .
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A compromised endpoint device is a potential threat to the security of the network and the
data stored on it.

The best course of action to prevent further damage is to isolate the endpoint device from
the network and other devices, so that the attacker cannot access or spread to other
systems. Isolating the endpoint device also allows the information security manager to
investigate the incident and determine the root cause, the extent of the compromise, and
the appropriate remediation steps. Wiping and resetting the endpoint device may not be
feasible or desirable, as it may result in data loss or evidence destruction. Powering off the
endpoint device may not stop the attack, as the attacker may have installed persistent
malware or backdoors that can resume once the device is powered on again. Running a
virus scan on the endpoint device may not be effective, as the attacker may have used
sophisticated techniques to evade detection or disable the antivirus software. References
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= CISM Review Manual, 15th Edition, page 1741; CISM Review Questions, Answers &
Explanations Database, question ID 2112; Using EDR to Address Unmanaged Devices -
ISACAS3; Boosting Cyberresilience for Critical Enterprise IT Systems With COBIT and NIST
Cybersecurity Frameworks - ISACA; Endpoint Security: On the Frontline of Cyber Risk.
The best way to reduce the risk associated with a bring your own device (BYOD) program
is to implement a mobile device policy and standard. This policy should include guidelines
and rules regarding the use of mobile devices, such as acceptable use guidelines and
restrictions on the types of data that can be stored or accessed on the device. Additionally,
it should also include requirements for secure mobile device practices, such as the use of
strong passwords, encryption, and regular patching. A mobile device management (MDM)
solution can also be implemented to help ensure mobile devices meet the organizational
security requirements. However, it is not enough to simply implement the policy and MDM
solution; employees must also be trained on the secure mobile device practices to ensure
the policy is followed.
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Change control is the process of ensuring that changes to an information system are
authorized, tested, documented and implemented in a controlled manner. Inadequate
change control can result in deficient technical security controls, such as missing patches,
misconfigurations, vulnerabilities or errors in the new application.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 2291
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A security metrics dashboard is a graphical representation of key performance indicators
(KPIs) and key risk indicators (KRIs) that provide useful information about the
effectiveness of the information security program.

A security metrics dashboard can help communicate the value and performance of the
information security program to senior management and other stakeholders, as well as
identify areas for improvement and alignment with business objectives. A security metrics
dashboard should be concise, relevant, timely, accurate, and actionable.

References = CISM Review Manual 16th Edition, page 163; CISM Review Questions,
Answers & Explanations Manual 9th Edition, page 419.
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Assigning a risk owner is the best way to ensure a risk response plan will be developed
and executed in a timely manner, because a risk owner is responsible for monitoring,
controlling, and reporting on the risk, as well as implementing the appropriate risk
response actions. A risk owner should have the authority, accountability, and resources to
manage the risk effectively. Establishing risk metrics, training on risk management
procedures, and reporting on documented deficiencies are all important aspects of risk
management, but they do not guarantee that a risk response plan will be executed
promptly and properly. Risk metrics help to measure and communicate the risk level and
performance, but they do not assign any responsibility or action. Training on risk
management procedures helps to increase the awareness and competence of the staff
involved in risk management, but it does not ensure that they will follow the procedures or
have the authority to do so. Reporting on documented deficiencies helps to identify and
communicate the gaps and weaknesses in the risk management process, but it does not
provide any solutions or corrective actions. References = CISM Review Manual, 16th
Edition, ISACA, 2021, pages 125-126, 136-

137.
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Ensuring the business can operate is the primary consideration when responding to a
ransomware attack because it helps to minimize the disruption and impact of the attack on
the organization's mission-critical functions and services. Ransomware is a type of
malware that encrypts the files or systems of the victims and demands payment for their
decryption. Ransomware attacks can cause significant operational, financial, and
reputational damage to organizations, especially if they affect their core business
processes or customer data.

Therefore, ensuring the business can operate is the primary consideration when
responding to a ransomware attack.

References:

https://www.cisa.gov/stopransomware/ransomware-guide
https://csrc.nist.gov/Projects/ransomware-protection-and-response
https://learn.microsoft.com/en-us/azure/security/fundamentals/ransomware-detect-respond
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According to the CISM Review Manual (Digital Version), page 212, the incident response
process consists of six phases: preparation, identification, containment, eradication,
recovery, and lessons learned. Containment is the phase where the incident response
team isolates the affected systems or networks to prevent further damage or spread of the
malware. Eradication is the phase where the incident response team removes the malware
and any traces of its activity from the affected systems or networks. Recovery is the phase
where the incident response team restores the normal operations of the systems or
networks. ldentification is the phase where the incident response team detects and
analyzes the signs of the incident. Therefore, the information security manager should be
confident tha t the malware has not continued to spread at the completion of the
containment phase, which is the earliest phase where the incident response team can stop
the propagation of the malware. References = 1: CISM Review Manual (Digital Version),
page 212
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Business impact analysis (BIA) is the most helpful in determining the criticality of an
organization's business functions because it is a process of identifying and evaluating the
potential effects of disruptions or interruptions to those functions. BIA helps to prioritize the
recovery of the most critical functions and to estimate the resources and time needed for
the recovery. Therefore, business impact analysis (BIA) is the correct answer.
References:
https://www.linkedin.com/pulse/business-continuity-critical-functions-tino-marquez
https://www.techtarget.com/searchitchannel/feature/Business-impact-analysis-for-
business-continuity-Understanding-impact-criticality
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Before taking any compliance steps, the information security manager must first assess
whether the regulation is applicable to the organization. This ensures resources are not
spent unnecessarily.

"The applicability of legal, regulatory, and contractual requirements must be determined
before initiating compliance activities."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Legal and Regulatory Compliance*
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According to the CISM Review Manual, key risk indicators (KRIs) are the most important
information to include in an information security status report to senior management, as
they provide a measure of the current level of risk exposure and the effectiveness of the
risk management activities. KRIs also help to identify trends, patterns and emerging risks
that may require management attention or action.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 209
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This is the most urgent and effective action to prevent further damage or compromise of
the organization's network and data. The other options are less important or irrelevant in
this situation.

According to How to identify suspicious insider activity using Active Directory, one of the
steps to detect and respond to suspicious activity is to isolate the affected device from the
network. This can be done by disabling the network adapter, unplugging the network cable,
or blocking the device's IP address on the firewall1. This will prevent the device from
communicating with any malicious actors or spreading malware to other devices on the
network.
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Providing the help desk with clear criteria for what constitutes a security incident (C) is the
most effective way to enable early recognition. In CISM incident management, frontline
functions such as the help desk are critical for early detection and escalation, but only if
they understand what events require security attention.

Reviewing call logs (A) or participating in post-incident reviews (B) improves awareness
after the fact, not recognition in real time. Including help desk staff on the response team
(D) is unnecessary and impractical for incident identification. Clearly defined criteria and
escalation thresholds empower the help desk to act quickly and consistently.

References: ISACA CISM Review Manual (Incident management-incident identification
and escalation); CISM Exam Content Outline (Domain 4).
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Network sniffing is difficult to detect primarily because it can be performed passively. In
CISM terms, a passive attack is one in which the attacker monitors or intercepts data
without altering system resources or network traffic patterns. Because passive sniffing
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does not generate abnormal traffic, modify packets, or interact directly with target systems,
it often leaves no observable indicators that traditional security monitoring tools can easily
detect.

CISM distinguishes between passive and active attacks, emphasizing that passive
techniques such as packet sniffing, eavesdropping, and traffic analysis are inherently
harder to identify than active attacks, which disrupt operations or modify data. Continuous
operation (B) does not explain detectability, active sniffing (C) would generate detectable
anomalies, and remote execution (D) does not inherently make detection more difficult.
From an incident management and detection perspective, this highlights the importance of
preventive controls, such as encryption, secure network design, and segmentation, rather
than relying solely on detection mechanisms. Because passive sniffing exploits visibility
rather than system weakness, prevention is the primary risk mitigation strategy.
References:

ISACA CISM Review Manual, Information Security Incident Management - attack types
and detection challenges ISACA CISM Exam Content Outline, Domain 4: Information
Security Incident Management
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The best way to determine corrective actions after a major information security incident is
to conduct a postmortem assessment, which is a systematic and structured review of the
incident, its causes, its impacts, and its lessons learned. A postmortem assessment can
help to identify the root causes of the incident, the strengths and weaknesses of the
incident response process, the gaps and deficiencies in the security controls, and the
opportunities for improvement and remediation. A postmortem assessment can also help
to document the recommendations and action plans for preventing or minimizing the
recurrence of similar incidents in the future.

References = CISM Review Manual, 16th Edition eBook1, Chapter 4: Information Security
Incident Management, Section: Incident Response, Subsection: Postincident Activities,
Page 211.

Eﬁ:ﬁ: 315
BHREEDHBEZRLBEYICRET 2DE ROS>ENTIM?
A TFICHE T 5 EHREEDMIE
B.EDHRRTALRIZEITEEEM


https://www.jpnshiken.com/q/68908-6447020/

C.T—ARmMEBEEICKSH RV FHE

D. EHREEDEEIX k

Ef:B(aAA U FERKT D)

According to the CISM Review Manual, 15th Edition1, information asset classification is
the process of assigning a level of sensitivity to information assets based on their
importance to the organization and the potential impact of unauthorized disclosure,
modification or destruction. The criticality of an information asset to a business process is
one of the key factors that determines its classification level.

References = 1. CISM Review Manual, 15th Edition, ISACA, 2016, Chapter 2, page 61.
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Information security policies are high-level statements or rules that define the goals and
objectives of information security in an organization, and provide the framework and
direction for implementing and enforcing security controls and processes1. Information
security policies should be aligned with the organization's business goals and objectives,
and reflect the organization's risk appetite and tolerance2.

Therefore, the most helpful activity for determining which information security policies
should be implemented by an organization is a risk assessment.

A risk assessment is a systematic process of identifying, analyzing, and evaluating the
risks that an organization faces, and determining the appropriate risk responses3. A risk
assessment helps to determine the following aspects of information security policies:

The scope and applicability of the policies, based on the assets, threats, and vulnerabilities
that affect the organization's security objectives and requirements.

The level and type of security controls and processes that are needed to mitigate the risks,
based on the likelihood and impact of the risk scenarios and the cost-benefit analysis of
the risk responses.

The roles and responsibilities of the stakeholders involved in the implementation and
enforcement of the policies, based on the risk ownership and accountability.

The metrics and indicators that are used to measure and monitor the effectiveness and
compliance of the policies, based on the risk appetite and tolerance.

The other options, such as a business impact analysis (BIA), a vulnerability assessment, or
industry best practices, are not as helpful as a risk assessment for determining which
information security policies should be implemented by an organization, because they
have the following limitations:
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A business impact analysis (BIA) is a process of identifying and evaluating the potential
effects of disruptions or incidents on the organization's critical business functions and
processes, and determining the recovery priorities and objectives. A BIA can help to
support the risk assessment by providing information on the impact and criticality of the
assets and processes, but it cannot identify or analyze the threats and vulnerabilities that
pose risks to the organization, or determine the appropriate risk responses or controls.

A vulnerability assessment is a process of identifying and measuring the weaknesses or
flaws in the organization's systems, networks, or applications that could be exploited by
threat actors. A vulnerability assessment can help to support the risk assessment by
providing information on the vulnerabilities and exposures that affect the organization's
security posture, but it cannot identify or analyze the threats or likelihood that could exploit
the vulnerabilities, or determine the appropriate risk responses or controls.

Industry best practices are the standards or guidelines that are widely accepted and
followed by the information security community or the organization's industry sector, based
on the experience and knowledge of the experts and practitioners. Industry best practices
can help to inform and guide the development and implementation of information security
policies, but they cannot replace or substitute the risk assessment, as they may not reflect
the organization's specific context, needs, and objectives, or address the organization's
unique risks and challenges.

References = 1: CISM Review Manual 15th Edition, page 29 2: CISM Review Manual 15th
Edition, page

30 3: CISM Review Manual 15th Edition, page 121 : CISM Review Manual 15th Edition,
page 122 : CISM Review Manual 15th Edition, page 123 : CISM Review Manual 15th
Edition, page 124 : CISM Review Manual 15th Edition, page 125 : CISM Review Manual
15th Edition, page 126
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Risk tolerance levels (D) should be the primary basis for an information security business
case because security investments are justified by their ability to reduce risk to levels
acceptable to the organization. CISM stresses that security exists to manage risk in
alignment with business objectives and appetite. Budget (A), feasibility (B), and EA
alignment (C) are important considerations, but they are secondary to demonstrating how
a proposed initiative addresses risks that exceed tolerance. A strong business case clearly
articulates the current risk exposure, the residual risk after implementation, and how the
investment aligns with executive- defined tolerance thresholds. This approach directly
supports informed decision-making by senior management.

References: ISACA CISM Review Manual (Program management-business cases, risk-
based decision making); CISM Exam Content Outline (Domain 3).
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The first thing an information security manager should do after learning through mass
media of a data breach at the organization's hosted payroll service provider is to validate
the breach with the provider, which means contacting the provider directly and confirming
the details and scope of the breach, such as when it occurred, what data was
compromised, and what actions the provider is taking to mitigate the impact. Validating the
breach with the provider can help the information security manager assess the situation
accurately and plan the next steps accordingly. The other options, such as suspending the
data exchange, notifying regulatory authorities, or initiating the business continuity plan,
may be premature or unnecessary before validating the breach with the provider.
References:

https://www.wired.com/story/sequoia-hr-data-breach/
https://cybernews.com/news/kronos-major-hr-and-payroll-service-provider-hit-with-
ransomware-warns-of-a-long-outage/
https://www.afr.com/work-and-careers/workplace/pay-in-crisis-as-major-payroll-company-
hacked-20211117-p599mr
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= A quality process is a set of activities that ensures that the products or services delivered
by an organization meet the customer's expectations and comply with the applicable
standards and regulations. A quality process can support security management by
providing assurance that security requirements are met throughout the development,
implementation and maintenance of information systems and processes. A quality process
can also help to identify and correct security defects, measure security performance and
effectiveness, and improve security practices and procedures. References = CISM Review
Manual, 15th Edition, page 671; CISM Review Questions, Answers & Explanations
Database, question ID 2092.

An organization ' s quality process can BEST support security management by providing
assurance that security requirements are met. This means that the quality process can be
used to ensure that security controls are being implemented as intended and that they are
achieving the desired results. This helps to ensure that the organization is properly
protected and that it is in compliance with security regulations and standards.
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Conducting a meeting to capture lessons learned is the next step after an incident
management team leader sends out a notification that the organization has successfully
recovered from a cyberattack because it helps to identify the strengths and weaknesses of
the current incident response plan, capture the feedback and recommendations from the
incident responders and stakeholders, and implement the necessary improvements and
corrective actions for future incidents. Preparing an executive summary for senior
management is not the next step, but rather a subsequent step that involves reporting the
incident details, impact, and resolution to the senior management. Gathering feedback on
business impact is not the next step, but rather a concurrent step that involves assessing
the extent and severity of the damage or disruption caused by the incident.
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Securing and preserving digital evidence for analysis is not the next step, but rather a
previous step that involves collecting and documenting the relevant data or artifacts related
to the incident. References:
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-5/incident-response-
lessons-learned
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-3/incident-response-
lessons-learned
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A reduction in annualized loss expectancy (ALE) demonstrates that implemented controls
have effectively reduced the organization's exposure to risk.

"ALE reduction is a key indicator of the cost-effectiveness of security investments and the
improvement of the risk posture."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Cost-Benefit
Analysis*®
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The supportive tone at the top regarding security is the greatest impact on efforts to
improve an organization's security posture. This means that senior management should
demonstrate their commitment and leadership to information security by setting clear
goals, allocating adequate resources, communicating effectively, and rewarding good
practices. A supportive tone at the top can also influence the culture and behavior of the
organization, as well as foster trust and collaboration among stakeholders12. References =
CISM Review Manual 15th Edition, page 1261; CISM Item Development Guide, page 82

R 324
EEBMDOEFERVATLETILYSY P A—FT—42%HK5-=ODtxF2) T4 70X
EFRETDAR BEHREFXF L) TAIR—OYy—LFTRDVICUTOERICBETARNETH
2,

A SLSY hA—RTF—2 B3I VRATLAET AL MESNA TV E2HRT 5,
B. R R EFNIBICEAT 2ERDARR N TSV T4 REHERT 5,

C.OLYYy bA—FERICET HIEEAMZTHRET S,

D. ¥R DIESLAZECENML TS EZFHERL TS,

FfR:C (A FERET D)

Eﬁ:ﬁ: 325

BEEDEWT 3 ZREIIEZELVRATLORRBICEVWT BHREFX1 TR —
DY —HARLERIANEZREEIRDSIEENTLLEIN?

A BHSNDEBEEORZR ST

B. ZF AV DENHABHENTHSZ LRI S
C.REINEVATLEBZEET S

D. JRHZEHDESF

IEfE: (EfEZRERLET)

The information security manager's primary focus during the development of a critical
system storing highly confidential data should be ensuring the amount of residual risk is
acceptable. Residual risk is the level of cyber risk remaining after all the security controls
are accounted for, any threats have been addressed and the organization is meeting
security standards. It's the risk that slips through the cracks of the system. For a critical
system storing highly confidential data, the residual risk should be as low as possible, and
within the organization's risk appetite and tolerance. The information security manager
should monitor and review the residual risk throughout the system development life cycle,
and ensure that it is communicated and approved by the appropriate stakeholders. The
other options are not the primary focus, although they may be part of the security
objectives and activities. Reducing the number of vulnerabilities detected is a desirable
outcome, but it does not necessarily mean that the residual risk is acceptable, as some
vulnerabilities may have a higher impact or likelihood than others. Avoiding identified
system threats is a preventive measure, but it does not account for unknown or emerging
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threats that may pose a residual risk to the system. Complying with regulatory
requirements is a mandatory obligation, but it does not guarantee that the residual risk is
acceptable, as regulations may not cover all aspects of security or reflect the specific
context and needs of the organization.
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According to the web search results, a cloud access security broker (CASB) is a software
solution that stands between the cloud service provider and the cloud service user to
enforce security controls. One of the most important benefits of using a CASB when
migrating to a cloud environment is enhanced data governance, as it helps to protect
sensitive information from unauthorized access, sharing, or loss. A CASB can also provide
data classification, encryption, data loss prevention (DLP), and other features that enable
organizations to manage and secure their data in the cloud.

References = What Is a Cloud Access Security Broker (CASB)?, A beginner's guide to
cloud access security brokers
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A risk analysis (D) best justifies spending on a compensating control because it quantifies
or qualifies risk exposure and residual risk, providing a business-based rationale for
investment. CISM stresses that control decisions must be driven by risk, not by the
existence of vulnerabilities alone. Root cause analysis (A) explains why an issue occurred,
vulnerability assessments (B) identify weaknesses, and emerging trends (C) provide
context-but only risk analysis connects threats, vulnerabilities, impact, and likelihood to
justify expenditure.

References: ISACA CISM Review Manual (Risk management-risk evaluation and
treatment); CISM Exam Content Outline (Domain 1).
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The best way to ensure the organization's security objectives are embedded in business
operations is to implement an information security governance framework. An information
security governance framework is a set of policies, procedures, standards, guidelines,
roles, and responsibilities that define and direct how the organization manages and
measures its information security activities. An information security governance framework
helps to align the information security strategy with the business strategy and the
organizational culture, and to ensure that the information security objectives are consistent
with the business objectives and the stakeholder expectations. An information security
governance framework also helps to establish the authority, accountability, and
communication channels for the information security function, and to provide the necessary
resources, tools, and controls to implement and monitor the information security program.
By implementing an information security governance framework, the organization can
embed the information security objectives in business operations, and ensure that the
information security function supports and enables the business processes and functions,
rather than hinders or restricts them.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Information Security Governance Framework, page 181; CISM Review Questions,
Answers & Explanations Manual, 10th Edition, Question 75, page 702.
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Conducting periodic testing is the best way to ensure the BCP is current because it can
validate the effectiveness and efficiency of the BCP, identify any gaps or weaknesses, and
provide feedback and recommendations for improvement. Testing can also verify that the
BCP reflects the current business environment, processes, and requirements, and that the
BCP team members are familiar with their roles and responsibilities.

References: The CISM Review Manual 2023 states that "testing is a critical component of
the BCP process" and that "testing can help ensure that the BCP is current, effective, and
efficient, and that it meets the business objectives and expectations" (p. 195). The CISM
Review Questions, Answers & Explanations Manual 2023 also provides the following
rationale for this answer: "Conducting periodic testing is the correct answer because it is
the best way to ensure the BCP is current, as it can evaluate the BCP against the current
business environment, processes, and requirements, and identify any areas for
improvement or update" (p. 98).

Additionally, the article Business Continuity Planning: Testing an Organization's Plan from
the ISACA Journal 2019 states that "testing is essential to ensure that the BCP is current
and effective" and that "testing can provide assurance that the BCP is aligned with the
business needs and expectations, and that the BCP team members are competent and
confident in executing their tasks" (p. 1)
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The correct answer is D because effective recovery from many security incidents depends
on the ability to restore reliable data and systems. Offsite backups are especially important
when primary systems or data are corrupted, encrypted, destroyed, or otherwise
unavailable. Security incidents such as ransomware, destructive malware, insider misuse,
or system compromise may require restoration from clean backups. Response team cross-
training improves operational flexibility, but it does not directly restore lost or damaged
data. Network architecture reviews may improve security design and reduce future
exposure, but they are not the most important recovery enabler. Penetration testing helps
identify weaknesses before an incident occurs, but it does not support restoration after an
incident. CISM incident management includes recovery as a key phase, and recovery
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requires tested, available, and protected backup capabilities aligned with recovery
objectives.

Offsite backups reduce dependence on compromised local infrastructure and support
business resilience.

Therefore, offsite data backups are the most important recovery enabler.

Reference: CISM Information Security Incident Management; recovery, backup strategy,
resilience, disaster recovery, and restoration principles.
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Since the identified risks are subject to regulatory requirements, and cannot simply be
accepted without oversight, the information security manager should escalate the issue to
the risk management team or higher authority to ensure proper governance.

"When risk acceptance contradicts regulatory requirements, it must be escalated to senior
management or the risk function for resolution."

- CISM Review Manual 15th Edition, Chapter 1: Governance Responsibilities, Section:
Risk Governance and Oversight*
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A buffer overflow is a software coding error or vulnerability that occurs when a function is
carried out with more data than the function can handle, resulting in adjacent memory
locations being overwritten or corrupted by the excess data1. A program contains a hidden
and unintended function that presents a security risk is not a buffer overflow, but rather a
backdoor2. Malicious code designed to interfere with normal operations is not a buffer
overflow, but rather malware3. A type of covert channel that captures data is not a buffer
overflow, but rather a keylogger. References: 1
https://www.fortinet.com/resources/cyberglossary/buffer- overflow 2
https://www.fortinet.com/resources/cyberglossary/backdoor 3
https://www.fortinet.com/resources

/cyberglossary/malware https://www.fortinet.com/resources/cyberglossary/keylogger
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The correct answer is A because senior management has primary responsibility for
ensuring that the organization complies with applicable laws, regulations, contractual
obligations, and governance requirements. While compliance tasks may be delegated to
legal, risk, compliance, IT, and control owners, accountability remains with senior
management. Enterprise risk management may help identify and manage regulatory risk,
but it does not replace management accountability. Control owners are responsible for
operating specific controls, but they are not accountable for overall regulatory compliance.
Legal counsel advises on legal interpretation and obligations, but does not own enterprise
compliance accountability. In CISM governance, senior management provides direction,
resources, oversight, and accountability for information security and compliance. The
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information security manager supports this by implementing security programs, reporting
risks, and advising on controls. However, the responsibility for ensuring regulatory
compliance rests with senior leadership because compliance failures can affect the entire
organization, including legal exposure, financial penalties, operational restrictions, and
reputational harm.

Reference: CISM Information Security Governance; senior management accountability,
regulatory compliance, governance oversight, and enterprise responsibility principles.
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Risk ownership should be assigned when the risk is identified (C). CISM emphasizes early
assignment of ownership to ensure accountability for analysis, treatment decisions, and
monitoring throughout the risk lifecycle. Waiting until treatment execution (A) delays
accountability, while asset ownership (B) or vulnerability identification (D) alone does not
ensure ownership of the broader business risk. Early ownership ensures risks are properly
evaluated, escalated, and managed in line with risk appetite.

References: ISACA CISM Review Manual (Risk management-risk lifecycle and
accountability); CISM Exam Content Outline (Domain 1).
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= To confirm that a third-party provider complies with an organization's information security
requirements, it is most important to ensure that the right to audit is included in the service
level agreement (SLA), which is a contract that defines the scope, quality, and terms of the
services that the third-party provider delivers to the organization. The right to audit is a
clause that grants the organization the authority and opportunity to inspect and verify the
third-party provider's security policies, procedures, controls, and performance, either by
itself or by an independent auditor, at any time during the contract period or after a security
incident. The right to audit can help to ensure that the third-party provider adheres to the
organization's information security requirements, as well as to the legal and regulatory
standards and obligations, and that the organization can monitor and measure the security
risks and issues that arise from the outsourcing relationship. The right to audit can also
help to identify and address any gaps, weaknesses, or errors that could compromise the
security of the information assets and systems that are shared, stored, or processed by the
third-party provider, and to provide feedback and recommendations for improvement and
optimization of the security posture and performance.

Security metrics, contract clauses, and the information security policy of the third-party
provider are all important elements of ensuring the compliance of the third-party provider
with the organization's information security requirements, but they are not the most
important ones. Security metrics are quantitative and qualitative measures that indicate the
effectiveness and efficiency of the security controls and processes that the third-party
provider implements and reports to the organization, such as the number of security
incidents, the time to resolve them, the level of customer satisfaction, or the compliance
rate. Security metrics can help to evaluate and compare the security performance and
outcomes of the third-party provider, as well as to identify and address any deviations or
discrepancies from the expected or agreed levels. Contract clauses are legal and
contractual terms and conditions that bind the third-party provider to the organization's
information security requirements, such as the confidentiality, integrity, and availability of
the information assets and systems, the roles and responsibilities of the parties, the
liabilities and penalties for breach or violation, or the dispute resolution mechanisms.
Contract clauses can help to enforce and protect the organization's information security
interests and rights, as well as to prevent or resolve any conflicts or issues that arise from
the outsourcing relationship. The information security policy of the third-party provider is a
document that defines and communicates the third-party provider's security vision,
mission, objectives, and principles, as well as the security roles, responsibilities, and rules
that apply to the third-party provider's staff, customers, and partners. The information
security policy of the third-party provider can help to ensure that the third-party provider
has a clear and consistent security direction and guidance, as well as to align and integrate
the third- party provider's security practices and culture with the organization's security
expectations and requirements. References = CISM Review Manual 15th Edition, pages
57-581; CISM Practice Quiz, question

1662
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Threat and vulnerability assessments are important primarily because they are the basis
for setting control objectives. Control objectives are the desired outcomes of implementing
security controls, and they should be aligned with the organization's risk appetite and
business objectives. Threat and vulnerability assessments help to identify the potential
sources and impacts of security incidents, and to prioritize the mitigation actions based on
the likelihood and severity of the risks. By conducting threat and vulnerability assessments,
the organization can establish the appropriate level and type of security controls to protect
its information assets and reduce the residual risk to an acceptable level. References =
CISM Review Manual (Digital Version), Chapter 3: Information Security Risk Management,
Section 3.1: Risk ldentification, p. 115-1161. CISM Review Manual (Print Version), Chapter
3: Information Security Risk Management, Section 3.1: Risk Identification, p. 115-1162.
CISM ITEM DEVELOPMENT GUIDE, Domain 3: Information Security Program
Development and Management, Task Statement 3.1, p. 193.

Threat and vulnerability assessments are important PRIMARILY because they are the
basis for setting control objectives. Control objectives are the desired outcomes or goals of
implementing security controls in an information system. They are derived from the risk
assessment process, which identifies and evaluates the threats and vulnerabilities that
could affect the system's confidentiality, integrity and availability. By conducting threat and
vulnerability assessments, an organization can determine the level of risk it faces and
establish the appropriate control objectives to mitigate those risks.
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Retaining communications ensures the organization can produce evidence for litigation or
regulatory investigations, which is often a legal obligation.
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"Organizations must retain electronic communications to support legal discovery,
compliance audits, and investigative needs."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Legal and Regulatory Requirements*
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Before conducting full-functional continuity testing, an information security manager should
verify that teams and individuals responsible for recovery have been identified and trained
on their roles and responsibilities.

This will ensure that the testing can be executed effectively and efficiently, as well as
identify any gaps or issues in the recovery process. Risk acceptance by the business,
copies of plans kept offsite and plans documented in simple language are all good
practices for continuity management, but they are not as important as having clear roles
and responsibilities defined before testing.
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Laws and regulations provide the most useful input to determine the organization's
information security strategy because they define the legal and compliance requirements
and obligations that the organization must adhere to, and guide the development and
implementation of the security policies and controls that support them. Security budget is
not a useful input to determine the organization's information security strategy because it
does not reflect the organization's security needs or goals, but rather a resource to enable
the security activities and initiatives. Risk register is not a useful input to determine the
organization's information security strategy because it does not reflect the organization's
security vision or mission, but rather a tool to identify and manage the security risks. Risk
score is not a useful input to determine the organization's information security strategy
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because it does not reflect the organization's security priorities or objectives, but rather a
measure of the level of risk exposure or performance. References: https://www.isaca.
org/resources/isaca-journal/issues/2016/volume-4/technical-security-standards-for-
information-systems
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-2/how-to-align-security-
initiatives-with-business-goals-and-objectives
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Chain of custody is the MOST important requirement when collecting admissible evidence,
because it ensures the integrity and authenticity of the evidence by documenting its
history, handling, and storage. Chain of custody records who, what, when, where, why,
and how the evidence was collected, analyzed, and preserved.

Without a proper chain of custody, the evidence may be challenged or rejected in a court
of law. Need to know, preserving audit logs, and due diligence are important aspects of
evidence collection, but they are not as critical as chain of custody. References = CISM
Review Manual, 16th Edition, page 3031; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, page 1492 The most important requirement when
collecting admissible evidence is the chain of custody. The chain of custody is a
documented record of who had control of the evidence at any given time, from the point of
collection until the evidence is presented in court. This is important in order to ensure the
evidence can be authenticated and is not subject to tampering or any other form of
interference. Other important considerations include need to know, preserving audit logs,
and due diligence.
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The first step when updating an information security program is to re-evaluate the
organization's business expectations and objectives. CISM emphasizes that the
information security program must be aligned with business goals, risk appetite, and
enterprise priorities. Before identifying misaligned components or interviewing
stakeholders, the security manager must first understand the current business direction
and expectations that the program must support. Benchmarking costs against industry
norms may be useful later, but cost comparison does not define the program's required
direction. Identifying misaligned components is only possible after current business
objectives are understood. Interviewing business unit managers and stakeholders is a
method that may support re-evaluation, but the primary first step is determining what the
organization expects the updated program to achieve. Business objectives may change
due to digital transformation, mergers, regulatory shifts, new products, or changing threat
conditions. Therefore, re- evaluating business expectations and objectives is the correct
starting point for updating the program.

References:

ISACA CISM Review Manual, Information Security Governance - business alignment and
security program direction ISACA CISM Exam Content Outline, Domain 2: Information
Security Governance
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Cybersecurity policies are the high-level statements that define the organization's
objectives, principles, and expectations for protecting its information assets from cyber
threats. Cybersecurity policies provide the foundation for developing and implementing
cybersecurity strategies, plans, procedures, standards, and guidelines. However,
cybersecurity policies alone are not enough to ensure effective cybersecurity. The
organization also needs to allocate sufficient budget resources to support the
implementation and maintenance of cybersecurity controls, such as hardware, software,
personnel, training, testing, auditing, and incident response. Sufficient cyber budget
allocation demonstrates the organization's commitment to cybersecurity and enables it to
achieve its cybersecurity goals. References: https://www.isaca.org/credentialing/cism
https://www.wiley.com/en-us/CISM+Certified+Information+Security+Manager+Study
+Guide-p-9781119801948
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Proactive monitoring (e.g., threat hunting, real-time log analysis, anomaly detection) is the
most effective defense against Advanced Persistent Threats (APTs), which are stealthy,
well-resourced, and long-term attacks.

APT actors:

Use zero-day exploits

Maintain long-term unauthorized access

Avoid detection
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Traditional controls often fail. Proactive monitoring detects anomalies early, allowing for
faster mitigation.

"Ongoing monitoring and detection programs are essential for identifying and responding
to persistent and evolving threats."

- CISM Review Manual 15th Edition, Chapter 4: Threat Management, Section: APT
Detection Techniques*
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The best course of action when an information security manager identifies that systems
are vulnerable to emerging threats is to frequently update systems and monitor the threat
landscape, as this will help to reduce the exposure and impact of the threats, and enable
timely detection and response. Updating systems involves applying patches, fixing
vulnerabilities, and implementing security controls. Monitoring the threat landscape
involves collecting and analyzing threat intelligence, identifying new attack vectors and
techniques, and assessing the risk and impact of the threats.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.2.1, page 2211;
State of Cybersecurity 2023: Navigating Current and Emerging Threats2; CISM Online
Review Course, Module 4, Lesson 2, Topic 13
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A ransomware incident is a type of cyberattack that encrypts the victim's data and
demands a ransom for its decryption. Ransomware can cause significant disruption and
damage to critical systems and data, as well as financial losses and reputational harm. To
recover from a ransomware incident, the organization needs to have reliable and
accessible backups of its data, preferably in an encrypted format. However, if the backups
are unavailable or corrupt, the organization will face a major challenge in restoring its data
and operations. Therefore, option D is the most challenging factor for the recovery of
critical systems and data following a ransomware incident. References = CISA MS-ISAC
Ransomware Guide1, page 9; How to Write an Incident Response Plan for Ransomware
Recovery2.
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The correct answer is C because active involvement in an information security steering
committee demonstrates senior management's ongoing participation in governance,
prioritization, decision-making, and oversight. Senior management support is not shown
only by words or occasional communication; it is demonstrated through active
engagement, resource allocation, risk decisions, and accountability. Top-down
communication is useful and may show support, but it is less meaningful than direct
participation in a governance body. Regular security awareness training is important for
employees, but it does not necessarily prove senior management support. Participation in
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a certification program may improve professional skills or demonstrate individual
commitment, but it is not the best indicator of organizational leadership support. In CISM,
information security governance requires senior management direction and oversight to
ensure that security objectives align with business objectives. A steering committee
provides a formal mechanism for that oversight and involvement. Therefore, steering
committee involvement is the best indicator of senior management support.

Reference: CISM Information Security Governance; senior management commitment,
steering committee oversight, and governance accountability principles.
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Review of security metrics trends is the best evidence to senior management that security
control performance has improved because it helps to measure and demonstrate the
effectiveness and efficiency of the security controls over time. Security metrics are
quantitative or qualitative indicators that provide information about the security status or
performance of an organization, system, process, or activity. Security metrics can be used
to evaluate the implementation, operation, and outcome of security controls, such as the
number of vulnerabilities detected and remediated, the time to respond and recover from
incidents, the compliance level with security policies and standards, or the return on
security investment. Review of security metrics trends helps to identify and communicate
the progress, achievements, and challenges of the security program, as well as to support
decision making and continuous improvement. Therefore, review of security metrics trends
is the correct answer.

References:
https://www.bitsight.com/blog/importance-continuous-improvement-security-performance-
management
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-6/key-performance-
indicators-for-security-governance-part-2
https://www.nist.gov/news-events/news/2021/09/dhs-nist-coordinate-releasing-preliminary-
cybersecurity-performance-goals.
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SIEM systems collect and analyze log data from across the organization, allowing for real-
time monitoring, incident correlation, and end-to-end tracking of response activities -
including severity classification and closure.

"SIEM tools enable centralized management, prioritization, and documentation of
incidents, making them essential for impact tracking and incident lifecycle management."
- CISM Review Manual 15th Edition, Chapter 4: Incident Management Systems* While
EDR and XDR help detect threats, SIEMs offer the full scope for impact-based tracking.
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role-based access control (RBAC) is the most effective defense against malicious insiders
compromising confidential information, as it helps to limit the access of users to the
information and resources that are necessary for their roles and responsibilities. RBAC
also helps to enforce the principle of least privilege, which reduces the risk of unauthorized
or inappropriate access, disclosure, modification, or destruction of information by insiders.
RBAC also facilitates the monitoring and auditing of user activities and access rights.
References = Malicious insiders | Cyber.gov.au, Insider Threat Mitigation Guide - CISA,
Malicious Insiders:

Types, Indicators & Common Techniques - Ekran System
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The correct answer is C because remote wipe is one of the most important mobile device
management features in a bring your own device environment. BYOD devices may be lost,
stolen, compromised, or used after an employee leaves the organization. Remote wipe
allows the organization to remove corporate data from a device to reduce the risk of
unauthorized disclosure. This is especially important because the device is personally
owned and may not be fully controlled by the organization. Blocking network access can
help prevent future connectivity, but it does not remove sensitive data already stored on
the device. Tracking device location may raise privacy concerns and does not directly
protect organizational information. Retaining text messages is generally not a primary
security requirement and may create privacy or legal concerns. In CISM risk management,
mobile controls should protect information while balancing user privacy and business
needs. Remote wipe best addresses the risk of corporate data exposure on BYOD
devices.

Reference: CISM Information Risk Management; BYOD risk, mobile device management,
data protection, remote wipe, and endpoint security principles.
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Risk appetite reflects how much risk the organization is willing to tolerate. It is the primary
driver when defining control objectives, ensuring alignment with overall business strategy.
"Risk appetite should be used to guide the selection and design of control objectives to
ensure risk is managed within acceptable boundaries."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management Strategy* Support,
budget, and threats matter, but without alignment to risk appetite, controls may be
misaligned.
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Redirecting the attacker's traffic is a viable containment strategy for a distributed denial of
service (DDoS) attack because it helps to divert the malicious traffic away from the target
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server and reduce the impact of the attack. A DDoS attack is an attempt by attackers to
overwhelm a server or a network with a large volume of requests or packets, preventing
legitimate users from accessing the service or resource. Redirecting the attacker's traffic is
a technique that involves changing the DNS settings or routing tables to send the
attacker's traffic to another destination, such as a sinkhole, a honeypot, or a scrubbing
center. A sinkhole is a server that absorbs and discards the malicious traffic. A honeypot is
a decoy server that mimics the target server and collects information about the attacker's
behavior and techniques. A scrubbing center is a service that filters out the malicious traffic
and forwards only the legitimate traffic to the target server. Redirecting the attacker's traffic
helps to contain the DDoS attack by reducing the load on the target server and preserving
its availability and performance. Therefore, redirecting the attacker's traffic is the correct
answer.

References:
https://www.fortinet.com/resources/cyberglossary/implement-ddos-mitigation-strategy
https://learn.microsoft.com/en-us/azure/ddos-protection/ddos-response-strategy
https://www.cloudflare.com/learning/ddos/glossary/sinkholing/.
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The next step for the information security manager should be to inventory and review the

>

O 0w

current security policies to understand the existing security requirements, controls, and
gaps. This will help to identify the areas that need to be updated, revised, or replaced to
align with the current business needs and objectives, as well as the legal and regulatory
requirements. Updating the policies in accordance with the best business practices,
performing a risk assessment of the current IT environment, or gaining an understanding of
the current business direction are important activities, but they should be done after
reviewing the current security policies.

References = CISM Review Manual, 16th Edition eBook1, Chapter 1: Information Security
Governance, Section: Information Security Policies, Standards, Procedures and
Guidelines, Subsection: Information Security Policies, Page 28.
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The best mitigation for information loss caused by a cloud service provider becoming

OO0 w >

insolvent is contractual provisions for data repatriation. In CISM third-party and cloud
governance, organizations must ensure they can retrieve their data in a usable format if a
provider fails, terminates service, or becomes financially insolvent. Data repatriation
clauses define how data will be returned, in what format, within what timeframe, and how
securely it will be transferred or deleted from the provider environment. Right-to-audit
clauses help assess controls but do not ensure data recovery if the provider fails. Data loss
prevention controls reduce unauthorized data leakage, but they do not address provider
insolvency or service termination. Cybersecurity insurance may offset some financial loss,
but it does not restore access to critical information. Because data availability and
portability are central cloud exit strategy requirements, contractual repatriation rights are
the strongest control to mitigate the risk of losing access to information due to provider
insolvency.

References:

ISACA CISM Review Manual, Information Security Governance - cloud service
governance, exit strategy, and third-party contracts ISACA CISM Exam Content Outline,
Domain 2: Information Security Governance
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An information security post-incident review is a process that aims to identify the root
causes, impacts, lessons learned, and improvement actions of a security incident. The
highest priority during a post-incident review should be evaluating the effectiveness of the
incident response, which means assessing how well the incident response plan,
procedures, roles, resources, and communication were executed and aligned with the
business objectives and requirements. Evaluating the incident response effectiveness can
help to identify the gaps, weaknesses, strengths, and opportunities for improvement in the
incident response process and capabilities. Documenting actions taken in sufficient detail,
updating key risk indicators (KRIs), and evaluating the performance of incident response
team members are also important activities during a post- incident review, but they are not
as critical as evaluating the incident response effectiveness, which can provide a holistic
and strategic view of the incident response maturity and value.

References =

ISACA, CISM Review Manual, 16th Edition, 2020, page 2411

ISACA, CISM Review Questions, Answers & Explanations Database - 12 Month
Subscription, 2020, question ID 2192 During post-incident reviews, the highest priority
should be given to evaluating the effectiveness of the incident response effort. This
includes assessing the accuracy of the response to the incident, the timeliness of the
response, and the efficiency of the response. It is important to assess the effectiveness of
the response in order to identify areas for improvement and ensure that future responses
can be more effective. Documenting the actions taken in sufficient detail, updating key risk
indicators (KRIs), and evaluating the performance of incident response team members are
all important components of a post-incident review, but evaluating incident response
effectiveness should be given the highest priority.
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= Testing response scenarios is the most important factor in increasing the effectiveness of
incident responders, as it allows them to practice their skills, identify gaps and
weaknesses, evaluate the adequacy and feasibility of the incident response plan, and
improve their coordination and communication. Testing response scenarios can also help
to enhance the confidence and readiness of the incident responders, as well as to
measure their performance and compliance with the policies and procedures. Testing
response scenarios can be done through various methods, such as tabletop exercises,
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simulations, drills, or full-scale exercises, depending on the scope, objectives, and
complexity of the scenarios.

The other options are not as important as testing response scenarios, although they may
also contribute to the effectiveness of incident responders. Communicating with the
management team is important to ensure that the incident responders have the necessary
support, resources, and authority to carry out their tasks, as well as to report the status and
outcomes of the incident response. However, communication alone is not sufficient to
increase the effectiveness of incident responders, as they also need to have the relevant
knowledge, skills, and experience to handle the incidents. Integrating staff with the IT
department may help to facilitate the collaboration and information sharing between the
incident responders and the IT staff, who may have the technical expertise and access to
the systems and data involved in the incidents. However, integration alone is not enough to
increase the effectiveness of incident responders, as they also need to have the
appropriate roles, responsibilities, and processes to manage the incidents. Reviewing the
incident response plan annually is important to ensure that the plan is updated and aligned
with the current risks, threats, and business requirements, as well as to incorporate the
lessons learned and best practices from previous incidents.

However, reviewing the plan alone is not enough to increase the effectiveness of incident
responders, as they also need to test and validate the plan in realistic scenarios and
conditions. References = CISM Review Manual, 16th Edition, ISACA, 2022, pp. 223-225,
230-231.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1004.
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Elapsed time between detection, reporting, and response is the most appropriate metric for
evaluating the incident notification process because it measures how quickly and
effectively the organization identifies, communicates, and responds to security incidents.
The incident notification process is a critical part of the incident response plan that defines
the roles and responsibilities, procedures, and channels for reporting and escalating
security incidents to the relevant stakeholders. Elapsed time between detection, reporting,
and response helps to assess the performance and efficiency of the incident notification
process, as well as to identify any bottlenecks or delays that may affect the incident
resolution and recovery. Therefore, elapsed time between detection, reporting, and
response is the correct answer.

References:

https://www.atlassian.com/incident-management/kpis/common-metrics
https://securityscorecard.com/blog/how-to-use-incident-response-metrics/
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-

Basics 508c.pdf
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Continuous monitoring is the most effective way to identify changes in an information
security environment, as it provides ongoing awareness of the security status,
vulnerabilities, and threats that may affect the organization's information assets and risk
posture. Continuous monitoring also helps to evaluate the performance and effectiveness
of the security controls and processes, and to detect and respond to any deviations or
incidents in a timely manner. (From CISM Review Manual 15th Edition and NIST Special
Publication 800-1371) References: CISM Review Manual 15th Edition, page 181, section
4.3.2.4; NIST Special Publication 800-

1371, page 1, section 1.1.
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Improving security controls is an example of risk mitigation, which is the process of
reducing the likelihood or impact of a risk. Risk mitigation can be achieved by
implementing various strategies, such as purchasing insurance, discontinuing the activity
associated with the risk, or improving security controls. Purchasing insurance is a form of
risk transfer, which is the process of shifting the responsibility or burden of a risk to another
party. Discontinuing the activity associated with the risk is a form of risk avoidance, which
is the process of eliminating or avoiding a potential source of harm. Performing a cost-
benefit analysis is a form of risk evaluation, which is the process of assessing the costs
and benefits of different options to manage a risk. References = CISM Review Manual,
16th Edition, page 1741; CISM Review Questions, Answers & Explanations Manual, 10th
Edition, page 802
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= Requiring steering committee approval of risk treatment plans is the best way to help
ensure an organization's risk appetite will be considered as part of the risk treatment
process because the steering committee is composed of senior management and key
stakeholders who are responsible for defining and communicating the risk appetite and
ensuring that it is aligned with the business objectives and strategy. The steering
committee can review and approve the risk treatment plans proposed by the information
security manager and ensure that they are consistent with the risk appetite and the risk
tolerance levels. The steering committee can also monitor and evaluate the effectiveness
of the risk treatment plans and provide feedback and guidance to the information security
manager. Establishing key risk indicators (KRIs), using quantitative risk assessment
methods, and providing regular reporting on risk treatment to senior management are not
the best ways to help ensure an organization's risk appetite will be considered as part of
the risk treatment process, although they may be useful tools and techniques to support
the risk management process. KRIs are metrics that measure the level of risk exposure
and the performance of risk controls. Quantitative risk assessment methods are techniques
that use numerical values and probabilities to estimate the likelihood and impact of risk
events. Regular reporting on risk treatment to senior management is a way to
communicate the status and results of the risk treatment process and to obtain feedback
and support from senior management.
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However, none of these methods can ensure that the risk treatment plans are approved
and aligned with the risk appetite, which is the role of the steering committee. References
= CISM Review Manual 2023, Chapter

2, Section 2.4.3, page 76; CISM Review Questions, Answers & Explanations Database -
12 Month Subscription, Question ID: 121.
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A gap analysis is a tool that helps to identify the current state of compliance and the
desired state of compliance, as well as the actions needed to achieve the desired state. A
gap analysis should be done before implementing any specific controls or solutions, such
as encryption, data minimization, or ROl analysis.

References = CISM Review Manual 15th Edition, page 65; Information Security
Architecture: Gap Assessment and Prioritization, ISACA Journal, volume 2, 2018.

Eﬁ:ﬁ: 370
HBOZMNEBRTOLRICEVWT RVMRNGEF 1T+ ARELGDIDE RDS B
EnTLEOIM?

A REKRBEERFP)BEETARUA—DEXFa1)TARNUVFI—V0MEEHRT S

B. t¥xal) T4 EUINRERBEERFP)DEB TERIN TSI LEZRRTS
C.ZHMRTHRDEENSZXNRETHEX2 ) T4 FHEDIEK

D. tXa )T 4B ZILERL, SUFLEATALZEDD

EfE:B(AAYV FEHKT D)

Ensuring security requirements are defined at the request-for-proposal (RFP) stage is the
most effective security outcome in an organization's contract management process
because it establishes and communicates the security expectations and obligations for
both parties, and enables the organization to evaluate and select the most suitable and
secure vendor or service provider. Performing vendor security benchmark analyses at the
RFP stage is not an effective security outcome, but rather a possible security activity that
involves comparing and ranking different vendors or service providers based on their
security capabilities or performance. Extending security assessment to cover asset
disposal on contract termination is not an effective security outcome, but rather a possible
security activity that involves verifying and validating that any assets or data belonging to
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the organization are securely disposed of by the vendor or service provider at the end of
the contract. Extending security assessment to include random penetration testing is not
an effective security outcome, but rather a possible security activity that involves testing
and auditing the vendor's or service provider's security controls or systems at random
intervals during the contract. References: https://www.isaca.
org/resources/isaca-journal/issues/2017/volume-1/data-ownership-and-custodianship-in-
the-cloud
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-4/integrating-
assurance-functions
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A risk-based approach (A) is fundamental to control design in CISM. Controls must be
proportionate to risk, aligned with business objectives, and consistent with risk appetite.
Focusing solely on technical controls (B), BIA results (C), or preventive controls (D) limits
effectiveness. A risk-based approach ensures balanced use of preventive, detective, and
corrective controls.

References: ISACA CISM Review Manual (Risk management-control selection); CISM
Exam Content Outline (Domain 1).
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Integrating security activities within the development process is the best option to lower the
cost to implement application security controls because it ensures that security is
considered and addressed throughout the software development life cycle (SDLC), from
design to deployment, and reduces the likelihood and impact of security flaws or
vulnerabilities that may require costly fixes or patches later on. Performing security tests in
the development environment is not the best option because it may not detect or prevent
all security issues that may arise in different environments or scenarios. Performing a risk
analysis after project completion is not a good option because it may be too late to identify
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or mitigate security risks that may have been introduced during the project. Including
standard application security requirements is not a good option because it may not account
for specific or unique security needs or challenges of different applications or projects.
References: https://www.isaca.org/resources/isaca-journal/issues/2017/volume-2/secure-
software- development-lifecycle https://www.isaca.org/resources/isaca-
journal/issues/2016/volume-4/technical-security- standards-for-information-systems
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The results of a risk assessment would best enable an informed decision by senior
management when developing a business case to justify an information security
investment. A risk assessment will help to identify and prioritize the threats and
vulnerabilities that affect the organization's assets and processes, as well as the potential
impact and likelihood of occurrence. A risk assessment will also provide a basis for
selecting and evaluating the effectiveness of controls to mitigate the risks. According to
CISA, developing a business case for security will be based on an in-depth understanding
of organizational vulnerabilities, operational priorities, and return on investment1. The
information security strategy, losses due to security incidents, and security investment
trends in the industry are possible inputs or outputs of a risk assessment, but they are not
sufficient to enable an informed decision by senior management. References: 1: The
Business Case for Security - CISA 2: The Business Case for Security | CISA 3: #HowTo:
Build a Business Case for Cybersecurity Investment 4: Making the Business Case for
Information Security
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According to the CISM Review Manual, one of the primary roles of the information security
manager in application development is to ensure that security is integrated into the SDLC.
This means that security requirements, design, testing, deployment, and maintenance are
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all considered and addressed throughout the application development process. By doing
so, the information security manager can help to prevent or mitigate security risks, ensure
compliance with standards and regulations, and improve the quality and reliability of the
application1 The other options are not as accurate as ensuring security is integrated into
the SDLC. Ensuring compliance with industry best practices is a secondary role of the
information security manager in application development, as it involves following
established guidelines and frameworks for secure application development. However,
compliance alone does not guarantee that security is actually implemented in the
application. Ensuring enterprise security controls are implemented is a tertiary role of the
information security manager in application development, as it involves applying existing
policies and procedures for managing and monitoring security activities across the
organization. However, enterprise controls alone do not ensure that security is tailored to
the specific needs and context of each application. Ensuring control procedures address
business risk is a quaternary role of the information security manager in application
development, as it involves identifying and assessing potential threats and vulnerabilities
that could affect the business objectives and operations of each application. However,
business risk alone does not ensure that security measures are aligned with the value
proposition and benefits of each application1 References = 1: CISM Review Manual, 16th
Edition, ISACA, 2020, pp. 30-31...
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Cost-benefit analysis (CBA) is a method of comparing the costs and benefits of different
alternatives for achieving a desired outcome. CBA can help information security managers
to choose the best controls to mitigate risk to acceptable levels by providing a rational and
objective basis for decision making. CBA can also help information security managers to
justify their choices to senior management, stakeholders, and auditors by demonstrating
the value and return on investment of the selected controls. CBA can also help information
security managers to prioritize and allocate resources for implementing and maintaining
the controls12.

CBA involves the following steps12:

Identify the objectives and scope of the analysis

Identify the alternatives and options for achieving the objectives

Identify and quantify the costs and benefits of each alternative
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Compare the costs and benefits of each alternative using a common metric or criteria
Select the alternative that maximizes the net benefit or minimizes the net cost Perform a
sensitivity analysis to test the robustness and validity of the results Document and
communicate the results and recommendations CBA is mainly driven by the information
security manager's decision, but it can also take into account other factors such as best
practices, control frameworks, and regulatory requirements. However, these factors are not
the primary drivers of CBA, as they may not always reflect the specific needs and context
of the organization. Best practices are general guidelines or recommendations that may
not suit every situation or environment. Control frameworks are standardized models or
methodologies that may not cover all aspects or dimensions of information security.
Regulatory requirements are mandatory rules or obligations that may not address all risks
or threats faced by the organization. Therefore, CBA is the best method to choose the
most appropriate and effective controls to mitigate risk to acceptable levels, as it considers
the costs and benefits of each control in relation to the organization's objectives,
resources, and environment12. References = CISM Domain 2: Information Risk
Management (IRM) [2022 update], Five Key Considerations When Developing Information
Security Risk Treatment Plans
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The correct answer is A because a tabletop exercise is a low-cost and effective way to
assess incident response capabilities. It allows participants to walk through a simulated
incident scenario and evaluate roles, responsibilities, escalation paths, communication
procedures, decision-making, and coordination without disrupting production systems. A
tabletop exercise can identify weaknesses in the incident response plan, improve
readiness, and increase participant familiarity with response procedures. Senior
management interviews may provide insight into governance awareness, but they do not
test operational response capability. Penetration testing can identify vulnerabilities and
may trigger response processes, but it is more expensive and focused on technical
exposure rather than full incident response capability. A third-party assessment can be
valuable, but it is usually more costly than an internal tabletop exercise. CISM incident
management emphasizes regular testing, lessons learned, and continuous improvement.
Because tabletop exercises provide practical assessment value with relatively low cost and
low operational risk, they are the most cost-effective method.
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Reference: CISM Information Security Incident Management; incident response testing,
tabletop exercises, preparedness, and continuous improvement principles.
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The correct answer is A because security must be defined as a requirement early in
system development projects. Security requirements translate business, regulatory,
privacy, risk, and control expectations into specific project deliverables. When
requirements are defined early, security can be built into architecture, design,
development, testing, and deployment. If requirements are not defined at the beginning,
security may be added later as a costly or incomplete afterthought. Assigning resources
based on business impact is useful, but resource planning should follow a clear
understanding of the required security outcomes. Reviewing the security policy may
provide guidance, but it does not by itself integrate security into the project. Embedding a
security representative can support integration, but the representative still needs defined
requirements to guide the project team. CISM program management emphasizes
integrating information security into life cycle processes and business initiatives as early as
possible. Therefore, defining security requirements is the first and most important step to
ensure security is built into system development projects.

Reference: CISM Information Security Program Development and Management; SDLC
security, security requirements, project integration, and secure development principles.
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A Service Level Agreement (SLA) is a legally binding document that defines the
performance and compliance expectations for third-party services, including information
security requirements. It is the best mechanism to ensure that the third-party backup site
meets ongoing security standards.

"SLAs should include security, availability, and performance expectations to align third-
party services with organizational policies."

- CISM Review Manual 15th Edition, Chapter 3: Program Development, Section: Third-
Party Relationships*
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Ensuring encryption for data in transit is the best activity that supports the concept of
confidentiality within the CIA triad, as it protects the data from unauthorized access or
interception while it is being transmitted over a network. Encryption is a technique that
transforms data into an unreadable form using a secret key, so that only authorized parties
who have the key can decrypt and access the data. Encryption standards include AES
(Advanced Encryption Standard) and DES (Data Encryption Standard).

References = CISM Review Manual 2022, page 321; CISM Exam Content Outline, Domain
1, Knowledge Statement 1.12; The CIA triad: Definition, components and examples3; CIA
Triad - GeeksforGeeks4
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The correct answer is D because senior management integrates security into
organizational processes by establishing security policies that are aligned with business
objectives. Policies communicate management's intent, define required behavior, and
provide the foundation for standards, procedures, controls, and accountability across the
enterprise. When policies align with business objectives, security becomes part of how the
organization operates rather than a separate technical activity. Updating process diagrams
may help document processes, but documentation alone does not integrate security.
Developer training is useful for application security, but it applies mainly to development
teams and not all organizational processes. Training key stakeholders is valuable, but
training alone does not establish mandatory enterprise-wide requirements.

CISM governance principles emphasize that information security must support business
goals, be directed by senior management, and be embedded into organizational structures
and processes. Therefore, establishing business-aligned security policies is the best
mechanism for integrating security into all organizational processes.

Reference: CISM Information Security Governance; policy alignment, senior management
direction, business integration, and governance principles.
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According to the Certified Information Security Manager (CISM) Study Manual, a mature
information security culture is one in which staff members regularly consider risk in their
decisions. This means that they are aware of the risks associated with their actions and
take preventative steps to reduce the likelihood of negative outcomes. Other indicators of a
mature information security culture include mandatory information security training for all
staff, documented and communicated information security policies, and regular interaction
between the CISO and the board.

Maintaining an information security governance framework enables an organization to
identify, assess, and manage its information security risks. By establishing policies,
procedures, and controls that are aligned with the organization ' s objectives and risk

tolerance, an information security governance framework helps ensure that information
security risks are managed to an acceptable level.

According to the Certified Information Security Manager (CISM) Study Manual, "
Information security governance provides a framework for managing and controlling
information security practices and technologies at an enterprise level. Its primary objective
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is to manage and reduce risk through a process of identification, assessment, and
management of those risks. " While the other options listed (prioritizing resources,
communicating guidelines, and remaining compliant with regulations) are also important
benefits of maintaining an information security governance framework, they are all
secondary to the primary benefit of managing business risks to an acceptable level.
Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Pages 60-63.
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A privacy statement should inform the users of the website how their personal information
will be collected, used, shared, and protected by the organization. References = CISM
Review Manual, 16th Edition, Chapter 4, Section 4.2.1.11
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Reviewing the new standard for applicability to the business is the first course of action, as
it helps to understand the changes, gaps, and impacts of the revision on the organization's
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security posture, compliance status, and business objectives. Evaluating the cost of
maintaining the certification, modifying policies to ensure new requirements are covered,
and communicating the new standard to senior leadership are important steps, but they
should be done after reviewing the new standard for applicability to the business.
References = CISM Review Manual 2022, page 361; CISM Exam Content Outline, Domain
1, Task 1.2
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Enterprise goals are the most critical input because security policies must align with and
support the organization's objectives and mission. Policies that do not align with enterprise
goals are less likely to gain management support and may not effectively protect key
assets.

"Information security must support enterprise goals and objectives to ensure alignment
with the broader business strategy."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Alignment with Business Goals and Objectives ISACA's CISM questions reiterate that
alignment with enterprise goals is essential for policy effectiveness.
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The most influential factor on an organization's response to a new industry regulation is the
organization's risk appetite. This is because the risk appetite defines the level of risk that
the organization is willing to accept in pursuit of its objectives, and it guides the decision-
making process for managing risks. The risk appetite also determines the extent to which
the organization needs to comply with the new regulation, and the resources and actions
required to achieve compliance. The risk appetite should be aligned with the organization's
strategy, culture, and values, and it should be communicated and monitored throughout
the organization.
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Comprehensive and Detailed Step-by-Step Explanation:

Justifying investments in information security requires aligning proposals with business
objectives to gain management approval.

A). Vulnerability scan results: These provide technical insights but are insufficient for high-
level justification.

B). Competitor benchmark analysis: While useful, this is less relevant than demonstrating
direct alignment with organizational needs.

C). Previous security budget: Historical data may provide context but does not justify future
needs.

D). Business requirements: This is the BEST answer because aligning security
investments with business objectives demonstrates the value and necessity of the program
to stakeholders.

Reference: CISM Job Practice Area 1 (Information Security Governance) focuses on
aligning security initiatives with business goals to secure buy-in.
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After an intrusion has been detected and contained, the system should be recovered to a
known and trusted state. The best practice for ensuring the integrity of the recovered
system is to install the OS, patches, and application from the original source, such as the
vendor's website or media. This way, any malicious code or backdoors that may have
been inserted by the intruder can be eliminated. Restoring the OS, patches, and
application from a backup may not guarantee the integrity of the system, as the backup
may have been compromised or outdated. Restoring the application and data from a
forensic copy may preserve the evidence of the intrusion, but it may also reintroduce the
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vulnerability or malware that allowed the intrusion in the first place. Removing all signs of
the intrusion from the OS and application may not be sufficient or feasible, as the intruder
may have made subtle or hidden changes that are difficult to detect or undo.

References =

ISACA, CISM Review Manual, 16th Edition, 2020, page 2401

ISACA, CISM Review Questions, Answers & Explanations Database - 12 Month
Subscription, 2020, question ID 2132 The BEST practice for ensuring the integrity of the
recovered system after an intrusion is to restore the OS, patches, and application from a
backup. This will ensure that the system is in a known good state, without any potential
residual malicious code or changes from the intrusion. Restoring from a backup also
enables the organization to revert to a previous configuration that has been tested and
known to be secure. This step should be taken prior to conducting a thorough investigation
and forensic analysis to determine the cause and extent of the intrusion.

B : 389

BHREX1UTATATILEEDRABBLEDESHZHINT A LET RLHMRMNEA
EFRDSENTIM?

A ZEXBHEMETRA COBREFMET S,

B. T EXENMER(KP) 2RI 5,

CAVITUMDEDRAANDEELTET 5,

D. EPRRTOERDEFXFEHZTIAL,

Eff:D (AU RERKT D)

The most effective way to determine the alignment of an information security program with
the business strategy is D. Engage business process owners. This is because business
process owners are the key stakeholders who are responsible for defining, executing, and
monitoring the business processes that support the organization's mission, vision, and
goals. By engaging them, the information security manager can understand their needs,
expectations, and challenges, and ensure that the information security program is aligned
with their requirements and objectives. Engaging business process owners can also help
to establish trust, collaboration, and communication between the information security
function and the business units, and foster a culture of security awareness and
accountability.

Business process owners are the key stakeholders who are responsible for defining,
executing, and monitoring the business processes that support the organization's mission,
vision, and goals. By engaging them, the information security manager can understand
their needs, expectations, and challenges, and ensure that the information security
program is aligned with their requirements and objectives. (From CISM Manual or related
resources) References = CISM Review Manual 15th Edition, Chapter 1, Section 1.2.2,
page 201; CISM Review Questions, Answers & Explanations Manual 9th Edition, Question
78, page 20
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Performing a risk assessment of the access rights is the best way to address the concern
of conflicting access rights during the integration of two companies. A risk assessment will
help to identify and prioritize the threats and vulnerabilities that affect the access rights of
both companies, as well as the potential impact and likelihood of information exposure. A
risk assessment will also provide a basis for selecting and evaluating the controls to
mitigate the risks. According to NIST, a risk assessment is an essential component of risk
management and should be performed before implementing any security controls1. The
other options are not the best ways to address the concern of conflicting access rights
during the integration of two companies, but rather possible subsequent actions based on
the risk assessment. Reviewing access rights as the acquisition integration occurs may be
too late or too slow to prevent information exposure. Escalating concerns for conflicting
access rights to management may not be effective without evidence or recommendations
from a risk assessment. Implementing consistent access control standards may not be
feasible or desirable for different systems or business units. References: 1: NIST SP
800-30 Rev. 1 Guide for Conducting Risk Assessments 2: M & A integration strategy is
crucial for deal success but remains difficult: PwC 3: The 10 steps to successful M & A
integration | Bain & Company : Cracking the code to successful post-merger integration
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Alignment to an industry security framework ensures that the organization adopts best
practices and standards for security control implementation and maintenance. References
= CISM Review Manual, 16th Edition, Domain 1: Information Security Governance,


https://www.jpnshiken.com/q/68908-6447096/
https://www.jpnshiken.com/q/68908-6447097/

Chapter 1: Establish and Maintain an Information Security Strategy, Section: Information
Security Frameworks
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Involving functional managers in program development is the most essential element of an
information security program, because they are responsible for ensuring that the
information security policies, standards, and procedures are implemented and enforced
within their respective business units. They also provide input and feedback on the
information security requirements, risks, and controls that affect their operations and
objectives.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 37: "Functional managers are
responsible for ensuring that the information security policies, standards, and procedures
are implemented and enforced within their respective business units." CISM Review
Manual, 16th Edition, ISACA, 2020, p. 38: "Functional managers should be involved in the
development of the information security program to provide input and feedback on the
information security requirements, risks, and controls that affect their operations and
objectives."
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The expected duration of outage is the primary factor that should trigger the BCP because
it indicates how long the organization can tolerate the disruption of its critical business
processes and functions before it causes unacceptable consequences. The expected
duration of outage is determined by the recovery time objectives (RTOs) that are defined
for each critical business process and function based on the business impact analysis
(BIA). The BCP should be triggered when the expected duration of outage exceeds or is
likely to exceed the RTOs.

References: The CISM Review Manual 2023 defines RTO as "the maximum acceptable
time that a service can be unavailable or disrupted before it causes unacceptable
consequences" and states that "the RTO is determined based on the impact of service
interruption on the enterprise's business processes, reputation, customers, and
stakeholders" (p. 189). The CISM Review Questions, Answers & Explanations Manual
2023 also provides the following rationale for this answer: "Expected duration of outage is
the correct answer because it is the primary factor that should trigger the BCP, as it
reflects the maximum time that the organization can afford to lose its critical business
processes and functions without causing unacceptable consequences" (p. 96).
Additionally, the article Invoking your business continuity plan: five triggers, six decision
points from the ITWeb website states that "the expected duration of outage is the most
important consideration when deciding to invoke the BCP, as it indicates how long the
organization can sustain the disruption before it impacts its business objectives,
operations, reputation, and legal obligations" (p. 2)
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= Establishing metrics for each milestone is the best way to communicate the program's
effectiveness to stakeholders, as it provides a clear and measurable way to track the
progress, performance, and outcomes of the information security governance framework.
Metrics are quantifiable indicators that can be used to evaluate the achievement of specific
objectives, goals, or standards. Metrics can also help to demonstrate the value, benefits,
and return on investment of the information security program, as well as to identify and
address the gaps, issues, or risks. Metrics for each milestone should be aligned with the
organization's strategy, vision, and mission, as well as with the expectations and needs of
the stakeholders. Metrics for each milestone should also be SMART (specific, measurable,
achievable, relevant, and time-bound), as well as consistent, reliable, and transparent.
The other options are not as important as establishing metrics for each milestone, as they
do not provide a comprehensive and holistic way to communicate the program's
effectiveness to stakeholders. A control self- assessment (CSA) process is a technique to
involve the staff in assessing the design, implementation, and effectiveness of the
information security controls. It can help to increase the awareness, ownership, and
accountability of the staff, as well as to identify and mitigate the risks. However, a CSA
process alone is not enough to communicate the program's effectiveness to stakeholders,
as it does not measure the overall performance or maturity of the information security
program. Automated reporting to stakeholders is a method to provide timely, accurate, and
consistent information to the stakeholders about the status, results, and issues of the
information security program. It can help to facilitate the communication, collaboration, and
decision making among the stakeholders, as well as to ensure the compliance and
transparency of the information security program. However, automated reporting alone is
not enough to communicate the program's effectiveness to stakeholders, as it does not
evaluate the achievement or impact of the information security program. A monitoring
process for the security policy is a process to ensure that the security policy is
implemented, enforced, and reviewed in accordance with the organization's objectives,
standards, and regulations. It can help to maintain the relevance, adequacy, and
effectiveness of the security policy, as well as to incorporate the feedback, changes, and
improvements. However, a monitoring process alone is not enough to communicate the
program's effectiveness to stakeholders, as it does not cover the other aspects of the
information security program, such as governance, risk management, incident
management, or business continuity. References = CISM Review Manual, 16th Edition,
ISACA, 2022, pp. 211-212, 215-216, 233-234, 237-238.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1018.

CISM domain 1: Information security governance [Updated 2022], Infosec, 1.

Key Performance Indicators for Security Governance, Part 1, ISACA Journal, Volume 6,
2020, 2.
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When outsourcing to a cloud provider, regulatory compliance is paramount-especially with
sensitive or proprietary applications. Non-compliance could result in legal penalties, fines,
or reputational damage.

While RPOs, SLAs, and contract clauses are critical components of vendor risk
management, ensuring adherence to relevant laws and industry regulations (such as
GDPR, HIPAA, PCI DSS) is the first priority in cloud migration decisions.

"Prior to selecting a cloud provider, legal, regulatory, and contractual requirements must be
reviewed to ensure alignment."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Compliance Considerations in Cloud Computing*
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Information security is the most critical function when initiating the removal of system
access for terminated employees, as it is responsible for ensuring that the access rights of
the employees are revoked in a timely and effective manner, and that the security of the
organization's data and systems is maintained. Information security should coordinate with
other functions, such as HR, legal, and help desk, to implement the access removal
process, but it is the primary function that has the authority and capability to disable or
delete the access credentials of the terminated employees. The other options are not as
critical as information security, as they may have different roles or responsibilities in the
access removal process, or they may not have direct access to the systems or tools that
control the access rights of the employees. References = CISM Review Manual 15th
Edition, page 114: "Information security is responsible for ensuring that access rights are
revoked in a timely and effective manner." SOC 2 Controls: Access Removal for
Terminated or Transferred Users, snippets: "Systems access that is no longer required for
terminated or transferred users is removed within one business day. For terminated
employees, access to key IT systems is revoked in a timely manner. A termination
checklist and ticket are completed, and access is revoked for employees as a component
of the employee termination process." IT Involvement in Employee Termination, A
Checklist, snippets: "Disable all network access. If your company uses a master access list
of active passwords, tell the system to deny any passcodes associated with the user being
terminated. If your system doesn't have a deny function, delete the user and their
associated passwords. Monitor employee access." Human resources (HR) is the most
critical function when initiating the removal of system access for terminated employees
because it is responsible for notifying the relevant parties, such as information security,
help desk, and legal, of the employee's termination status and date. HR also ensures that
the employee's exit process is completed and documented, and that the employee returns
any company-owned devices or assets.

HR also coordinates with the employee's manager and team to ensure a smooth transition
of work and responsibilities.
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The CEO is the best able to influence the security culture within an organization because
the CEO sets the tone and direction for the organization and has the authority and
responsibility to ensure that the organization' s objectives are aligned with its strategy. The
CEO can also communicate the importance and value of information security to all
stakeholders and foster a culture of security awareness and accountability. The CISO, CIO
and COO are important roles in information security management, but they do not have the
same level of influence and authority as the CEO. References = CISM Review Manual,
16th Edition, page 221; CISM Exam Content Outline, Domain 1, Task 12 The Chief
Information Security Officer (CISO) is responsible for leading and coordinating an
organization ' s information security program, and as such, is in a prime position to
influence the security culture within the organization. The CISO is responsible for setting
policies and standards, educating employees about security risks and best practices, and
ensuring that the organization is taking appropriate measures to mitigate security risks. By
demonstrating a strong commitment to information security, the CISO can help to create a
security- aware culture within the organization.
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The correct answer is C because the most beneficial outcome of testing an incident
response plan is using the findings to improve the plan. Testing is not performed only to
confirm that a plan exists; it is performed to identify weaknesses, validate assumptions,
clarify roles, improve communication, and strengthen response capability. When the plan is
enhanced based on test findings, the organization gains lasting value and improves
preparedness for future incidents. Improved response time is a valuable result, but it
usually occurs because the plan, procedures, training, or coordination have been improved
after testing. Escalation to senior management may be appropriate for certain incidents,
but it is not always required and is not the main benefit of testing. Documenting test results
is necessary for accountability and lessons learned, but documentation alone does not
improve response capability unless corrective actions are taken. CISM incident
management emphasizes testing, lessons learned, continuous improvement, and plan
maintenance. Therefore, enhancing the plan based on test findings is the best answer.
Reference: CISM Information Security Incident Management; incident response testing,
lessons learned, plan maintenance, and continuous improvement principles.
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The correct answer is A because a social media policy is primarily intended to protect the
organization from reputational, legal, confidentiality, and brand-related risks arising from
employee or corporate use of social media. Social media can quickly expose the
organization to public criticism, unauthorized disclosures, inappropriate statements,
misinformation, privacy violations, and brand damage. While productivity may be affected
by social media use, productivity is not usually the most important information security or
governance concern. Monitoring employee internet activity may be one method of
enforcement, but it is not the main reason for having the policy. Preventing malware is
important, but malware risk is normally addressed through technical controls such as web
filtering, endpoint protection, and awareness training. A social media policy defines
acceptable use, responsibilities, restrictions, approval requirements, and consequences. In
CISM terms, policies should address business risk and protect organizational value. Since
social media misuse can significantly harm public trust and reputation, protecting the
company brand is the best answer.

Reference: CISM Information Security Governance; policy development, acceptable use,
reputation risk, communication risk, and organizational governance principles.
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The incident response team can best leverage the results of a business impact analysis
(BIA) by assigning restoration priority during incidents. A BIA is a process that identifies
and evaluates the criticality and dependency of the organization's business functions,
processes, and resources, and the potential impacts and consequences of their disruption
or loss. The BIA results provide the basis for determining the recovery objectives,
strategies, and plans for the organization's business continuity and disaster recovery. By
using the BIA results, the incident response team can prioritize the restoration of the most
critical and time-sensitive business functions, processes, and resources, and allocate the
appropriate resources, personnel, and time to minimize the impact and duration of the
incident.

Determining total cost of ownership (TCO) (B) is not a relevant way to leverage the results
of a BIA, as it is not directly related to incident response. TCO is a financial metric that
estimates the total direct and indirect costs of owning and operating an asset or a system
over its lifecycle. TCO may be useful for evaluating the cost-effectiveness and return on
investment of different security solutions or alternatives, but it does not help the incident
response team to respond to or recover from an incident.

Evaluating vendors critical to business recovery © is also not a relevant way to leverage
the results of a BIA, as it is not a primary responsibility of the incident response team.
Evaluating vendors critical to business recovery is a part of the vendor management
process, which involves selecting, contracting, monitoring, and reviewing the vendors that
provide essential products or services to support the organization's business continuity and
disaster recovery. Evaluating vendors critical to business recovery may be done before or
after an incident, but not during an incident, as it does not contribute to the incident
response or restoration activities.

Calculating residual risk after the incident recovery phase (D) is also not a relevant way to
leverage the results of a BIA, as it is not a timely or effective use of the BIA results.
Residual risk is the risk that remains after the implementation of risk treatment or mitigation
measures. Calculating residual risk after the incident recovery phase may be done as a
part of the incident review or improvement process, but not during the incident response or
restoration phase, as it does not help the incident response team to resolve or contain the
incident.

References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident
Management, Section: Incident Response Plan, Subsection: Business Impact Analysis,
page 182-1831
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The greatest business benefit of an incident response plan is minimizing the negative
impact of disruptive incidents on operations and reputation.

"The primary business objective of an incident response plan is to minimize the impact of
incidents on business operations and assets."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Response Plan Objectives* ISACA practice questions reinforce that limiting impact is the
key outcome from a business perspective.
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The most important consideration during the requirements gathering phase of Al
development in a healthcare organization is data privacy concerns (B). From a CISM
governance and risk management perspective, healthcare organizations handle highly
sensitive personal and regulated data, such as protected health information (PHI), which is
subject to strict privacy, confidentiality, and regulatory requirements. During requirements
gathering, it is critical to ensure that legal, regulatory, and ethical obligations related to data
use, retention, consent, access controls, and cross-border processing are fully understood
and incorporated into system requirements.

Algorithm selection (A), computational resources (C), and data labeling efficiencies (D) are
important technical and operational considerations, but they are secondary and should be
addressed only after privacy requirements are clearly defined. CISM emphasizes that
security and privacy must be built in by design, not retrofitted later in development. Failure
to address privacy requirements early can result in regulatory noncompliance, reputational
damage, and unacceptable risk exposure.

In healthcare, governance-driven requirements-especially privacy, data minimization, and
lawful processing-must guide Al system design to ensure alignment with organizational risk
appetite and compliance obligations.

References:

ISACA CISM Review Manual, Information Security Governance - privacy, regulatory
compliance, and emerging technology risk ISACA CISM Exam Content Outline, Domain 2:
Information Security Governance
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A gap analysis identifies the differences between current practices and the new regulatory
requirements, ensuring targeted and effective policy updates.

"Performing a gap analysis is critical to identify the areas where the current policy falls
short of new regulatory requirements."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Compliance* ISACA practice questions confirm that a gap analysis is the foundational step
before engaging stakeholders or updating policies.
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= The best approach for developing a physical access control policy for the organization is
to conduct a risk assessment to determine the security risks and mitigating controls that
are relevant and appropriate for the organization's data center. A risk assessment is a
process of identifying, analyzing, and evaluating the information security risks that could
affect the availability, integrity, or confidentiality of the servers, applications, and data that
are hosted in the data center. A risk assessment can help to determine the likelihood and
impact of the unauthorized or inappropriate physical access to the data center, such as
theft, damage, sabotage, or espionage, and the potential consequences for the
organization and its customers, such as service disruption, data loss, data breach, or legal
liability. A risk assessment can also help to identify and prioritize the appropriate risk
treatment options, such as implementing technical, administrative, or physical controls to
prevent, detect, or respond to the physical access incidents, such as locks, alarms,
cameras, guards, badges, or logs. A risk assessment can also help to communicate and
report the risk level and status to the senior management and the relevant stakeholders,
and to provide feedback and recommendations for improvement and optimization of the
physical access control policy and the risk management process.

Reviewing customers' security policies, developing access control requirements for each
system and application, and designing single sign-on (SSO) or federated access are all
possible steps that the organization can take after conducting the risk assessment, but
they are not the best ones. Reviewing customers' security policies is a process of
understanding and complying with the customers' expectations and requirements for the
security of their servers, applications, and data that are hosted in the data center, and
ensuring that the organization's physical access control policy is consistent and compatible
with them. Developing access control requirements for each system and application is a
process of defining and implementing the specific rules and criteria for granting or denying
the physical access to the servers and applications that are hosted in the data center,
based on the roles, responsibilities, and privileges of the users, and the sensitivity and
criticality of the systems and applications. Designing single sign-on (SSO) or federated
access is a process of enabling and facilitating the authentication and authorization of the
users who need to access the servers and applications that are hosted in the data center,
by using a single or shared identity and credential across multiple systems and domains.
References = CISM Review Manual 15th Edition, pages 51-531; CISM Practice Quiz,
question 1542
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The priority for implementing security controls should be based on the results of BIAs,
which identify the criticality and recovery requirements of business processes and the
supporting information assets. BlAs help to align security controls with business needs and
objectives, and to optimize the allocation of security resources. Alignment with industry
benchmarks, possibility of reputational loss due to incidents, and availability of security
budget are important factors, but they are not the most important consideration for
determining the priority for implementing security controls. References = CISM Review
Manual, 16th Edition, page 971; CISM Review Questions, Answers & Explanations
Manual, 10th Edition, page 2672
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The correct answer is D because an unannounced disaster recovery exercise is primarily
intended to evaluate how personnel respond under realistic and unexpected conditions.
Unlike scheduled exercises, unannounced tests help determine whether staff understand
their roles, follow procedures, communicate effectively, and make appropriate decisions
when there is no advance preparation. This type of exercise can reveal weaknesses in
readiness, escalation, coordination, and practical response behavior. Assessing service
level agreements may be a secondary benefit, but it is not the main purpose of an
unannounced exercise. Providing metrics to senior management is useful for reporting, but
metrics are an output of the exercise, not the primary objective.

Estimating the recovery time objective is incorrect because the RTO should already be
established through business impact analysis and business requirements; testing helps
validate whether the RTO can be met. In CISM practice, disaster recovery and incident


https://www.jpnshiken.com/q/68908-6447116/
https://www.jpnshiken.com/q/68908-6447117/
https://www.jpnshiken.com/q/68908-6447118/

exercises are used to validate preparedness, response capability, and organizational
resilience.

Reference: CISM Information Security Incident Management; disaster recovery testing,
response preparedness, business continuity, and exercise management principles.
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The best approach to developing an incident escalation process is to classify incidents
based on the information assets affected, because this will help to determine the impact
and severity of the incidents, as well as the appropriate response and recovery actions.
The information assets affected by an incident can indicate the potential loss of
confidentiality, integrity, or availability of the information, as well as the legal, regulatory,
contractual, or reputational implications. By classifying incidents based on the information
assets affected, the organization can prioritize the incidents and escalate them to the
relevant stakeholders and authorities.

References = CISM Review Manual, 16th Edition, page 2901; A Practical Approach to
Incident Management Escalation2
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The first step is to determine the extent of shadow IT usage (A). CISM emphasizes
understanding the current state before implementing controls or policy changes. Without

oom>

knowing where and how shadow IT exists, actions such as blocking usage (C) or updating
policy (B) may disrupt business operations unnecessarily.

Evaluating value (D) is secondary. ldentifying scope enables informed risk assessment
and proportionate response.
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References: ISACA CISM Review Manual (Governance-risk identification and
assessment); CISM Exam Content Outline (Domain 2).
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During due diligence, performing a risk assessment is critical to understanding the
potential impact of integrating the new organization into the acquiring company. This
includes evaluating inherited risks, compliance gaps, and technical vulnerabilities.

"As part of due diligence during mergers and acquisitions, it is crucial to assess risks
associated with the target organization to ensure proper integration and continuity."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Due Diligence
ISACA's CISM practice database reinforces that identifying and quantifying risks early
helps ensure appropriate controls are in place before the integration, making risk
assessment the most critical activity.
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Security requirements are included in the vendor contract is the primary focus of the
information security manager when outsourcing IT operations because it ensures that the
vendor is legally bound to comply with the client's security policies and standards, as well
as any external regulations or laws. This also helps to define the roles and responsibilities
of both parties, the security metrics and controls to be used, and the penalties for non-
compliance or breach. Therefore, security requirements are included in the vendor contract
is the correct answer.

References:
https://www.techtarget.com/searchsecurity/tip/15-benefits-of-outsourcing-your-
cybersecurity-operations
https://www.sciencedirect.com/science/article/pii/S0378720616302166
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The best option to facilitate recovery of data lost as a result of a cybersecurity incident is
offsite data backups.

This is because offsite data backups provide a secure and reliable way to restore data that
may have been corrupted, deleted, or encrypted by malicious actors. Offsite data backups
also reduce the risk of data loss due to physical damage, theft, or natural disasters that
may affect the primary data storage location. Offsite data backups should be part of a
comprehensive disaster recovery plan (DRP) that defines the roles, responsibilities,
procedures, and resources for restoring normal operations after a cyber incident.
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The categorization of incidents is most important for evaluating the risk severity and
incident priority, as these factors determine the impact and urgency of the incident, and the
appropriate level of response and escalation.

The categorization of incidents helps to classify the incidents based on their type, source,
cause, scope, and affected assets or services. By categorizing incidents, the information
security manager can assess the potential or actual harm to the organization, its
stakeholders, and its objectives, and assign a priority level that reflects the need for
immediate action and resolution. The risk severity and incident priority also influence the
allocation of resources, the response and containment requirements, and the
communication channels, but they are not the primary purpose of categorization.
References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.4.1, page 2371;
CISM Online Review Course, Module 4, Lesson 4, Topic 12; CIRT Case Classification
(Draft) - FIRST3
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Regular testing ensures that the incident management plan is practical and effective in
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real-world scenarios.

"Regular testing of the incident response plan is essential to verify that it can be executed
effectively and that staff understand their roles."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Testing
and Evaluation*®
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The first step when a potential breach is discovered is to validate the breach. According to
the CISM Review Manual, Domain 4, the information security manager must confirm the
event to avoid unnecessary escalation or resource allocation. This validation ensures that
the incident is real and justifies further response actions.

Invoking the incident response plan or informing management comes after the breach is
validated.

Reference:ISACA CISM Review Manual, 16th Edition, Page 280, " Incident Detection and
Validation "
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Performing a risk assessment is the best approach to determine how to protect newly
acquired data assets prior to integration, as it will help to identify the threats, vulnerabilities,
impacts, and likelihoods of the data assets, and to prioritize the appropriate risk treatment
options. Including security requirements in the contract is a good practice, but it may not be
sufficient to address the specific risks of the data assets. Assessing security controls and
reviewing data architecture are also important steps, but they should be done after
performing a risk assessment, as they will depend on the risk level and the risk app The
best approach to determine how to protect newly acquired data assets prior to integration
is to perform a risk assessment. A risk assessment will identify the various threats and
vulnerabilities associated with the data assets and help the organization develop an
appropriate security strategy. This risk assessment should include an assessment of the
security controls in place to protect the data, a review of the data architecture, and a
review of any contractual requirements related to security.
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= End users are the primary stakeholders of the business processes and functions that
need to be protected and recovered in the event of a disruption. They have the most
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knowledge and experience of the specific business needs, requirements, and
dependencies that affect the continuity planning. Involving them in the planning process
can help to ensure that the continuity plan is aligned with the business objectives and
expectations, and that the critical activities and resources are prioritized and protected
accordingly. End users can also provide valuable feedback and suggestions to improve the
plan and its implementation. References = CISM Review Manual 15th Edition, page 2291;
CISM Practice Quiz, question 1182
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The correct answer is D because the most effective way to reduce disclosure risk is to limit
access to personally identifiable information to only those individuals who have a legitimate
business need. If employees do not have unnecessary access to PllI, the likelihood of
accidental or intentional disclosure through social media is reduced at the source. Training
is important and supports awareness, but it does not prevent inappropriate access to
sensitive information. Monitoring social media may detect some disclosures after they
occur, but it is reactive and may also raise privacy and legal concerns. Blocking social
media sites on the corporate network is limited because employees may still use personal
devices or external networks.

CISM emphasizes risk-based controls, including access management, data protection, and
least privilege.

Since the risk involves disclosure of Pll, the best preventive control is restricting and
controlling access to that information within the organization.

Reference: CISM Information Risk Management; privacy risk, data protection, access
control, and least privilege principles.
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Definition of trigger events is the best way to enable the timely execution of an incident
response plan because it helps to specify the conditions or criteria that initiate the incident
response process. Trigger events are predefined scenarios or indicators that signal the
occurrence or potential occurrence of a security incident, such as a ransomware attack, a
data breach, a denial-of-service attack, or an unauthorized access attempt.

Definition of trigger events helps to ensure that the incident response team is alerted and
activated as soon as possible, as well as to determine the appropriate level and scope of
response based on the severity and impact of the incident. Therefore, definition of trigger
events is the correct answer.

References:

https://www.atlassian.com/incident-management/kpis/common-metrics
https://www.varonis.com/blog/incident-response-plan/
https://holierthantao.com/2023/05/03/minimizing-disruptions-a-comprehensive-guide-to-
incident-response-planning-and-execution/
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The correct answer is D because business leadership needs security reporting that
explains how the security program supports business objectives, risk management,
compliance, resilience, and value delivery. Linking security to business strategy enables
leadership to understand whether security investments and initiatives are helping the
organization achieve its goals. Comprehensive security statistics may be too technical or
operational unless translated into business impact. Industry benchmarks can provide
useful context, but they do not necessarily reflect the organization's specific strategy, risk
appetite, or priorities. Security audit results by line of business may help with
accountability, but they are still only one source of assurance. CISM governance principles
emphasize that security must be aligned with enterprise objectives and communicated in
business-relevant terms. Effective reporting should support informed decision-making,
prioritization, funding, and oversight. Therefore, the most effective approach is to connect
the security program directly to business strategy.

Reference: CISM Information Security Governance; strategic alignment, business-focused
reporting, governance metrics, and value delivery principles.
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The board of directors is ultimately responsible for the governance of the organization,
including the approval of the information security governance framework and the oversight
of its implementation and performance. References = CISM Review Manual, 16th Edition,
Domain 1: Information Security Governance, Chapter 2: Establish and Maintain an
Information Security Governance Framework, Section:

Roles and Responsibilities of Senior Management and the Board of Directors1

B f: 430

FHLOWYAN—tFX2 ) TAREPBEASINEER BEHREX2) T+ EEELNEAICITS
REZEFRDS>BEENTIMN?

A. BERMHBRSTERRT B,

B. EXEFREMICHEHT 5

C.EHREXaVTAR)I—ZEHT S,

D. ¥v v IaHMEERT 5,

IEfR: (EfEZRTLET)

When a new cybersecurity regulation has been introduced, an information security
manager should first consult corporate legal counsel to understand the scope, applicability,
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and implications of the regulation for the organization. Legal counsel can also advise on
the compliance obligations and deadlines, as well as the potential penalties or sanctions
for non-compliance. Based on this information, the information security manager can then
perform a gap analysis to assess the current state of compliance and identify any areas
that need improvement. The information security policy can then be updated accordingly to
reflect the new regulatory requirements. References:
https://www.isaca.org/credentialing/cism https://www.wiley.com/en-us
/CISM+Certified+Information+Security+Manager+Study+Guide-p-9781119801948
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Generative Al introduces new risks (e.g., data leakage, model poisoning). These risks
were not part of the original assessment, so a fresh risk assessment must be conducted
before continuing service.

"When a significant change in third-party operations occurs, it necessitates a
reassessment of risk before continuing operations."

- CISM Review Manual 15th Edition, Chapter 3: Third-Party Risk Management* This
ensures security, compliance, and operational continuity.
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The best approach to incident response for an organization migrating to a cloud-based
solution is to revise the existing incident response procedures to encompass the cloud
environment. This is because the cloud environment introduces new challenges and risks
that may not be adequately addressed by the current procedures. For example, the cloud
provider may have different roles and responsibilities, service level agreements,
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notification and escalation processes, data protection and privacy requirements, and legal
and regulatory obligations than the organization. Therefore, the organization should review
and update its incident response procedures to align with the cloud provider's policies and
practices, as well as the organization's business objectives and risk appetite. The
organization should also ensure that the incident response team members are trained and
aware of the changes in the procedures and the cloud environment.

The other options are not the best approaches because they do not consider the specific
characteristics and implications of the cloud environment. Adopting the cloud provider's
incident response procedures may not be feasible or desirable, as the organization may
have different needs and expectations than the cloud provider. Transferring responsibility
for incident response to the cloud provider may not be possible or advisable, as the
organization may still retain some accountability and liability for the security and availability
of its data and services in the cloud. Continuing to use the existing incident response
procedures may not be effective or efficient, as the procedures may not cover the
scenarios and issues that may arise in the cloud environment. References = CISM Review
Manual (Digital Version) 1, Chapter 4: Information Security Incident Management, pages
191-

192, 195-196, 199-200.

Cloud Incident Response Framework - A Quick Guide 2, pages 3-4, 6-7, 9-10.

CISM ITEM DEVELOPMENT GUIDE 3, page 18, Question 1.
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Mitigate is the risk treatment option that has been applied by implementing a firewall in
front of the legacy application because it helps to reduce the impact or probability of a risk.
Mitigate is a process of taking actions to lessen the negative effects of a risk, such as
implementing security controls, policies, or procedures.

A firewall is a security device that monitors and filters the network traffic between the
legacy application and the external network, blocking or allowing packets based on
predefined rules. A firewall helps to mitigate the risk of unauthorized access, exploitation,
or attack on the legacy application that cannot be patched.

Therefore, mitigate is the correct answer.

References:

https://simplicable.com/risk/risk-treatment
https://resources.infosecinstitute.com/topic/risk-treatment-options-planning-prevention/
https://www.enisa.europa.eu/topics/risk-management/current-risk/risk-management-
inventory/rm-process/risk-treatment.
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Performing a risk assessment gives a holistic and objective understanding of the threats,
vulnerabilities, and controls across the organization. It reveals actual risk exposures and
the effectiveness of current controls, which directly reflect the organization's security
posture.
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"Risk assessments identify and evaluate risk and provide the basis for determining how
those risks should be managed and mitigated."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk
Assessment According to ISACA's CISM Practice Question Database, performing a risk
assessment is prioritized over reviewing documents or conducting interviews because it
offers direct insight into current exposures and control effectiveness.
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The primary objective of a cyber resilience strategy is business continuity (B). In CISM,
cyber resilience is defined as the organization's ability to prepare for, respond to, recover
from, and adapt to adverse cyber events while continuing to deliver critical business
services. The focus is not on preventing all incidents- which is unrealistic-but on ensuring
that essential operations can continue or be restored within acceptable timeframes despite
cyber disruptions.

Employee awareness (A) and executive support (C) are important enablers of resilience,
but they are means, not the ultimate objective. Regulatory compliance (D) is a governance
requirement, but compliance alone does not guarantee operational resilience. CISM
emphasizes that resilience strategies are driven by business impact analysis (BIA) results,
recovery objectives, and tolerance for disruption, all of which directly support continuity of
critical services.

A cyber resilience strategy integrates incident response, disaster recovery, backup,
redundancy, and crisis management to minimize operational impact. Therefore, ensuring
business continuity and operational resilience is the core objective against which cyber
resilience effectiveness is measured.

References:


https://www.jpntest.com/shiken/CISM-JPN-mondaishu
https://www.jpnshiken.com/q/68908-6447143/

ISACA CISM Review Manual, Information Security Program Development and
Management - cyber resilience and business continuity ISACA CISM Exam Content
Outline, Domain 3: Information Security Program Development and Management
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The answer to the question is A. Classification model. This is because a classification
model is a system of assigning labels or categories to information assets based on their
value, sensitivity, and criticality to the organization. A classification model helps to ensure
consistent protection for the organization's information assets by:

Providing a common language and criteria for defining and communicating the security
requirements and expectations for the information assets Enabling the identification and
prioritization of the information assets that need the most protection and resources
Facilitating the implementation and enforcement of the appropriate level of security
controls and measures for the information assets, based on their classification Supporting
the compliance with the legal, regulatory, and contractual obligations regarding the
information assets, such as the General Data Protection Regulation (GDPR) or the Health
Insurance Portability and Accountability Act (HIPAA) A classification model is a system of
assigning labels or categories to information assets based on their value, sensitivity, and
criticality to the organization. A classification model helps to ensure consistent protection
for the organization's information assets by providing a common language and criteria for
defining and communicating the security requirements and expectations for the information
assets, enabling the identification and prioritization of the information assets that need the
most protection and resources, facilitating the implementation and enforcement of the
appropriate level of security controls and measures for the information assets, based on
their classification, and supporting the compliance with the legal, regulatory, and
contractual obligations regarding the information assets. (From CISM Manual or related
resources) References = CISM Review Manual 15th Edition, Chapter 2, Section 2.2.1,
page 751; CISA Domain 5 - Protection of Information Assets2; CISM domain 3: Information
security program development and management [2022 update]3; CISM Domain 2:
Information Risk Management (IRM) [2022 update] 4
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= The most important consideration when developing a multi-year plan for information
security is to ensure alignment with the plans of other business units. Alignment means
that the information security plan supports and enables the achievement of the business
objectives, strategies, and priorities of the organization and its various units. Alignment
also means that the information security plan is consistent and compatible with the plans of
other business units, and that it addresses the needs, expectations, and requirements of
the relevant stakeholders1 .

By ensuring alignment with the plans of other business units, the information security
manager can achieve the following benefits1 :

Increase the value and effectiveness of information security: By aligning the information
security plan with the business goals and drivers, the information security manager can
demonstrate the value and contribution of information security to the organization's
performance, growth, and competitiveness. The information security manager can also
ensure that the information security plan addresses the most critical and relevant risks and
opportunities for the organization and its units, and that it provides adequate and
appropriate protection and support for the organization's assets, processes, and activities.
Enhance the communication and collaboration with other business units: By aligning the
information security plan with the plans of other business units, the information security
manager can enhance the communication and collaboration with the other business unit
leaders and managers, who are the key stakeholders and partners in information security.
The information security manager can also solicit and incorporate their input, feedback,
and suggestions into the information security plan, and provide them with timely and
relevant information, guidance, and support. The information security manager can also
foster a culture of trust, respect, and cooperation among the different business units, and
promote a shared vision and commitment to information security.

Optimize the use and allocation of resources for information security: By aligning the
information security plan with the plans of other business units, the information security
manager can optimize the use and allocation of resources for information security, such as


https://www.jpnshiken.com/q/68908-6447145/
https://www.jpnshiken.com/q/68908-6447146/

budget, staff, time, or technology. The information security manager can also avoid
duplication, conflict, or waste of resources among the different business units, and ensure
that the information security plan is feasible, realistic, and sustainable. The information
security manager can also leverage the resources and capabilities of other business units
to enhance the information security plan, and provide them with the necessary resources
and capabilities to implement and maintain the information security plan.

The other options are not the most important consideration when developing a multi-year
plan for information security, as they are less strategic, comprehensive, or impactful than
ensuring alignment with the plans of other business units. Ensuring contingency plans are
in place for potential information security risks is an important component of the
information security plan, but it is not the most important consideration, as it focuses on the
reactive and preventive aspects of information security, rather than the proactive and
enabling aspects. Allowing the information security program to expand its capabilities is an
important objective of the information security plan, but it is not the most important
consideration, as it depends on the availability and suitability of the resources,
technologies, and opportunities for information security, and it may not align with the
organization's needs, priorities, or constraints. Demonstrating projected budget increases
year after year is an important outcome of the information security plan, but it is not the
most important consideration, as it reflects the cost and demand of information security,
rather than the value and benefit of information security, and it may not be justified or
supported by the organization's financial situation or expectations1 . References = CISM
Domain 1: Information Security Governance (ISG) [2022 update], CISM Domain 2:
Information Risk Management (IRM) [2022 update] , Aligning Information Security with
Business Strategy - ISACA, [Aligning Information Security with Business Objectives -
ISACA]

BHi: 441
BHREXF2)TABEER X2V TAVRINEZA L) [T RENRTWNVGENT &%
L=,

RDEND

A. VR DBRIZOWTEHMICRIFIERZRET S,

B. EHMIC) RV ZzBEERT 5,

C.HEVARIVICYVRYA—F—ZEIVETS

D. YRV ZEBET 5-ODRMEKZEZHERT 5,

IEfE: (EfEERTLET)

An email digital signature will verify to recipient the integrity of an email message because
it ensures that the message has not been altered or tampered with during transit, and
confirms that the message originated from the sender and not an imposter. An email digital
signature will not protect the confidentiality of an email message because it does not
encrypt or hide the message content from unauthorized parties. An email digital signature


https://www.jpnshiken.com/q/68908-6447147/

will not automatically correct unauthorized modification of an email message because it
does not change or restore the message content if it has been altered or tampered with.
An email digital signature will not prevent unauthorized modification of an email message
because it does not block or stop any attempts to alter or tamper with the message
content. References: https://support.microsoft.com/en-us/office/secure- messages-by-
using-a-digital-signature-549ca2f1-a68f-4366-85fa-b3f4b5856fc6
https://www.techtarget.com

/searchsecurity/definition/digital-signature

B: 442

HBNTEX 2V TAA VT UM REShFLL BREF2LVTAIR—Dr—(F
WOIBEHRAAERICERINETLEOIN?

A. EHIER L&

B. EHAAIRKR L =&

C. EHMHERINT-&

D. BEMGA VTV MR INTE

IEfE: (EfEERTLET)

The information owner is the person who has the authority and responsibility for the
information asset and its protection. The information security manager should contact the
information owner as soon as possible after the incident has been confirmed, to inform
them of the incident, its impact, and the actions taken or planned to resolve it. The
information owner may also need to be involved in the decision-making process regarding
the incident response and recovery. (From CISM Review Manual 15th Edition) References:
CISM Review Manual 15th Edition, page 191, section 4.3.4.1.
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Establishing an information security steering committee is the best way to facilitate the
integration of information security governance into enterprise governance. The information
security steering committee is a cross-functional group of senior managers who provide
strategic direction, oversight, and support for the information security program. The
committee ensures that the information security strategy is aligned with the enterprise
strategy, objectives, and risk appetite. The committee also fosters collaboration and
communication among various stakeholders and promotes a culture of security awareness
and accountability. Developing an information security policy, documenting the information
security governance framework, and implementing an information security awareness
program are all important activities for implementing and maintaining information security
governance, but they do not necessarily facilitate its integration into enterprise governance.
These activities may be initiated or endorsed by the information security steering
committee, but they are not sufficient to ensure that information security governance is
embedded into the enterprise governance structure and processes. References = CISM
Review Manual 2023, page 34 1; CISM Practice Quiz 2
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The most important consideration when determining which type of failover site to employ is
the recovery time objectives (RTOs). A failover site is a backup site that can be used to
restore the functionality and operations of an organization's primary site in the event of a
disaster or disruption. There are different types of failover sites, such as hot sites, warm
sites, and cold sites, that vary in terms of availability, cost, and complexity. A recovery time
objective (RTO) is a metric that defines the maximum acceptable amount of time that an
organization can tolerate to restore a system or an application after a disaster or
disruption. By determining the RTOs for each system or application, the organization can
choose the most suitable type of failover site that can meet its recovery needs and
expectations. For example, if the RTO for a critical system is very low, the organization
may opt for a hot site that can provide immediate failover and minimal downtime. However,
if the RTO for a non-critical system is high, the organization may choose a cold site that
requires manual setup and activation, but has lower cost and maintenance. The other
options are not the most important consideration when determining which type of failover
site to employ, although they may be some factors or constraints that affect the decision.
Reciprocal agreements are arrangements between two or more organizations that agree to


https://www.jpnshiken.com/q/68908-6447150/
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provide backup facilities or resources to each other in case of a disaster or disruption.
Reciprocal agreements can help reduce the cost and complexity of setting up and
maintaining a failover site, but they may not guarantee the availability or compatibility of
the backup facilities or resources.

Disaster recovery test results are outcomes of testing and validating the functionality and
performance of a failover site. Disaster recovery test results can help evaluate and improve
the effectiveness and efficiency of a failover site, but they do not determine which type of
failover site to employ. Data retention requirements are policies and regulations that define
how long and in what format an organization must store its data. Data retention
requirements can affect the design and configuration of a failover site, but they do not
dictate which type of failover site to employ
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The correct answer is B because cybersecurity threat intelligence groups provide the most
effective source of information about zero-day vulnerabilities. Zero-day vulnerabilities are
newly discovered or previously unknown weaknesses that may not yet have patches,
signatures, or standard scanner checks. Threat intelligence sources can provide early
warnings, exploit details, indicators of compromise, affected technologies, attacker tactics,
and recommended mitigations. Signature-based malware detection tools are limited
because they depend on known malicious patterns and may not detect new threats.
Penetration testing can identify weaknesses, but it is periodic and limited to the scope of
the test. Vulnerability scanning tools are useful for identifying known vulnerabilities, but
they may not detect zero-day vulnerabilities until detection logic is available. In CISM risk
management, organizations should maintain awareness of emerging threats and adapt
controls as the threat environment changes. Therefore, cybersecurity threat intelligence
groups are the best source for learning of zero-day vulnerabilities.

Reference: CISM Information Risk Management; threat intelligence, emerging threats,
zero-day vulnerabilities, and risk monitoring principles.
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When introducing new technologies, the first step is to recalculate the risk profile to identify
any new or changed risks.

"The implementation of new technologies should trigger a review of the risk profile to
identify and address new exposures."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk
Assessment and Analysis*
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= Information classification is the process of assigning appropriate labels to information
assets based on their sensitivity and value to the organization. Information classification
should be aligned with the business objectives and risk appetite of the organization, and
should be reviewed periodically to ensure its accuracy and relevance. The information
security manager is responsible for establishing and maintaining the information
classification policy and procedures, as well as providing guidance and oversight to the
data owners and custodians. Data owners are the individuals who have the authority and
accountability for the information assets within their business unit or function. Data owners
are responsible for determining the appropriate classification level and security controls for
their information assets, as well as ensuring compliance with the information classification
policy and procedures. Data custodians are the individuals who have the operational
responsibility for implementing and maintaining the security controls for the information
assets assigned to them by the data owners.

If the information security manager believes that information has been classified
inappropriately, increasing the risk of a breach, the best action is to complete a risk
assessment and refer the results to the data owners. A risk assessment is a systematic
process of identifying, analyzing, and evaluating the risks associated with the information
assets, and recommending appropriate risk treatment options. By conducting a risk
assessment, the information security manager can provide objective and evidence-based
information to the data owners, highlighting the potential impact and likelihood of a breach,
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as well as the cost and benefit of implementing additional security controls. This will enable
the data owners to make informed decisions about the appropriate classification level and
security controls for their information assets, and to justify and document any deviations
from the information classification policy and procedures.

The other options are not the best actions for the information security manager. Refering
the issue to internal audit for a recommendation is not the best action, because internal
audit is an independent and objective assurance function that provides assurance on the
effectiveness of governance, risk management, and control processes. Internal audit is not
responsible for providing recommendations on information classification, which is a
management responsibility. Re-classifying the data and increasing the security level to
meet business risk is not the best action, because the information security manager does
not have the authority or accountability for the information assets, and may not have the
full understanding of the business context and objectives of the data owners. Instructing
the relevant system owners to reclassify the data is not the best action, because system
owners are not the same as data owners, and may not have the authority or accountability
for the information assets either. System owners are the individuals who have the authority
and accountability for the information systems that process, store, or transmit the
information assets. System owners are responsible for ensuring that the information
systems comply with the security requirements and controls defined by the data owners
and the information security manager. References = CISM Review Manual, 16th Edition,
ISACA, 2020, pp. 49-51, 63-64, 69-701; CISM Online Review Course, Domain 3:
Information Security Program Development and Management, Module 2: Information
Security Program Framework, ISACA2
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A new technique exploited by cybercriminals represents a threat (B). In CISM terminology,
a threat is any circumstance or event with the potential to adversely impact an asset by
exploiting a vulnerability. A risk (A) requires both a threat and a vulnerability with
associated impact. An incident (C) is a realized event that compromises security, and an
event (D) is an observable occurrence that may or may not lead to an incident.

Identifying new threat techniques is a key part of proactive risk management and threat
intelligence activities emphasized in CISM.

References: ISACA CISM Review Manual (Risk management-threats, vulnerabilities, and
risk definitions); CISM Exam Content Outline (Domain 1).
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Conflicting legal requirements would be of greatest concern when consolidating the
information security policies of regional locations, as they may pose significant challenges
and risks for the organization's compliance, privacy, and data protection obligations.
Different jurisdictions may have different laws and regulations regarding information
security, such as the General Data Protection Regulation (GDPR) in the European Union,
the Health Insurance Portability and Accountability Act (HIPAA) in the United States, or the
Personal Information Protection and Electronic Documents Act (PIPEDA) in Canada.
These laws and regulations may have different definitions, scopes, standards, and
enforcement mechanisms for information security, which may create conflicts or
inconsistencies when applying a unified policy across the organization.

Therefore, the information security manager should conduct a thorough analysis of the
legal requirements of each location, and ensure that the consolidated policy meets the
highest level of compliance and avoids any violations or penalties.

References = CISM Review Manual 2022, page 361; CISM Exam Content Outline, Domain
1, Task

1.22; CISM 2020: IT Security Policies; Information Security Due Diligence Questionnaire
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A business impact analysis (BIA) (B) best determines application resilience requirements
because it identifies criticality, maximum tolerable downtime, recovery time objectives
(RTOs), and recovery point objectives (RPOs) based on business impact. Resilience is
fundamentally about the organization's ability to continue or rapidly restore critical business
functions. Risk assessments (A) and threat assessments (D) identify risks and threat
sources but do not define acceptable downtime or recovery priorities. Cost-benefit analysis
(C) helps evaluate investment decisions but is secondary to understanding business
impact. CISM clearly positions the BIA as the foundation for continuity, resilience, and
recovery planning decisions, ensuring security and availability controls align with business
priorities.
References: ISACA CISM Review Manual (Risk management-BIA, resilience, continuity
planning); CISM Exam Content Outline (Domain 1).
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A business impact analysis (BIA) is the document that should contain the initial priori-
tization of recovery of services. A BIA is a process of identifying and analyzing the po-
tential effects of disruptions to critical business functions and processes. A BIA typi-cally
includes the following steps1:

*ldentifying the critical business functions and processes that support the organization's
mission and objectives.

*Estimating the maximum tolerable downtime (MTD) for each function or process, which is
the longest time that the organization can afford to be without that function or process
before suffering unacceptable consequences.

*Assessing the potential impacts of disruptions to each function or process, such as finan-
cial losses, reputational damage, legal liabilities, regulatory penalties, customer dissatis-
faction, etc.

*Prioritizing the recovery of functions or processes based on their MTDs and impacts, and
assigning recovery time objectives (RTOs) and recovery point objectives (RPOs) for each
function or process. RTOs are the target times for restoring functions or processes after a
disruption, while RPOs are the acceptable amounts of data loss in case of a disruption.
*ldentifying the resources and dependencies required for each function or process, such
as staff, equipment, software, data, suppliers, customers, etc.

A BIA provides the basis for developing a business continuity plan (BCP), which is a
document that outlines the strategies and procedures for ensuring the continuity or re-
covery of critical business functions and processes in the event of a disruption2. The other
options are not documents that should contain the initial prioritization of recov-ery of
services. An IT risk analysis is a process of identifying and evaluating the threats and
vulnerabilities that affect the IT systems and assets of an organization. It helps to
determine the likelihood and impact of potential IT incidents, and to select and imple-ment
appropriate controls to mitigate the risks3.

A threat assessment is a process of identifying and analyzing the sources and capabilities
of adversaries that may pose a threat to an organization's security. It helps to determine
the level of threat posed by different actors, and to develop countermeasures to prevent or
respond to attacks. A business process map is a visual representation of the activities,
inputs, outputs, roles, and resources involved in a business process. It helps to understand
how a process works, how it can be improved, and how it relates to other processes.
References: 1:

Business impact analysis (BIA) - Wikipedia 2: Business continuity plan - Wikipedia 3: IT
risk management - Wikipedia : Threat assessment - Wikipedia : Business process map-
ping - Wikipedia

B[ 455

HBDORY O—IZB>T REBROFEREF 1 T ERZRIBYVIEATVIDIER
DILENTIH?

A. g



B. FIE

C. Al

D.RA—X35M4 Y

EfE:A(QAVREHEEKT D)

Standards (A) best convey minimum information security requirements in alignment with
organizational policies. In CISM governance, policies define management's intent and
direction at a high level, while standards translate that intent into mandatory, enforceable
minimum requirements that must be met across the organization. Standards ensure
consistency and provide a clear benchmark against which compliance can be measured.
Procedures (B) describe how to perform specific tasks and are operational in nature; they
are derived from standards and policies, not used to define minimum requirements.
Regulations (C) are external mandates imposed by laws or regulatory bodies and are not
internally defined mechanisms for conveying organizational security requirements.
Baselines (D) typically represent a starting configuration or reference point for systems,
often derived from standards, but they do not formally communicate organizational
requirements on their own.

CISM clearly defines the hierarchy as policy # standards # procedures/guidelines, where
standards play the critical role of establishing the minimum acceptable level of security
needed to support governance objectives and ensure policy enforcement throughout the
enterprise.

References:

ISACA CISM Review Manual, Information Security Governance - policy, standards, and
procedures hierarchy ISACA CISM Exam Content Outline, Domain 2: Information Security
Governance
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The most important attribute when assigning a risk owner is that the risk owner has the
authority to take action on the risk (B). In CISM, risk ownership is fundamentally about
accountability and decision-making authority. The risk owner must be empowered to
decide on risk treatment options-such as mitigation, transfer, acceptance, or avoidance-
and to allocate resources or approve changes necessary to address the risk.

oo
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While reassessing risk after remediation (A) and updating the risk register (C) are
important responsibilities, they are administrative and follow-on activities that do not, by
themselves, ensure effective risk management.

Ownership of the failed control (D) is not required; in fact, CISM distinguishes between risk
ownership (business accountability) and control ownership (operational responsibility). The
risk owner is typically a business role accountable for the impact of the risk, not necessarily
the individual responsible for implementing or operating the control.

CISM guidance consistently stresses that risk owners must have sufficient authority,
accountability, and understanding of business impact to make informed decisions aligned
with the organization's risk appetite.

Without authority, risk ownership becomes ineffective and purely symbolic.

References:

ISACA CISM Review Manual, Information Risk Management - risk ownership,
accountability, and risk response ISACA CISM Exam Content Outline, Domain 1:
Information Risk Management
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The best first step is to assess the control state to determine why it is ineffective and
whether adjustments, replacements, or compensating controls are needed.

"Regularly assess the effectiveness of security controls to ensure they are providing the
intended level of protection."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Control Monitoring and Assessment* ISACA
practice questions stress that assessing the control state comes before taking further
action.
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The correct answer is D because external threat intelligence sources provide timely
information about emerging threats, vulnerabilities, attack methods, threat actors, malware
campaigns, and industry-specific risk trends. Emerging risks often arise from changes
outside the organization, such as new vulnerabilities, geopolitical activity, supply chain
attacks, regulatory changes, or new adversary techniques. Regular risk meetings with
senior stakeholders can help discuss business risk, but senior stakeholders may not have
early visibility into technical or external threat developments. Periodic testing of controls
helps validate existing control effectiveness, but it may not identify newly emerging risks
until after exposure exists. Maintaining a risk register is essential for documenting and
tracking known risks, but it does not by itself identify new external threats. CISM risk
management emphasizes continuous risk monitoring and awareness of changes in the
threat environment. Therefore, subscribing to external threat intelligence sources is the
best way to identify emerging risks.

Reference: CISM Information Risk Management; emerging risk identification, threat
intelligence, continuous risk monitoring, and external threat awareness.
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The correct answer is C because effective information security governance enables
management to make informed decisions about risk, resources, priorities, investments,
and control requirements. Governance establishes accountability, reporting structures,
policies, metrics, risk oversight, and alignment with enterprise objectives. Prioritization of
security projects is a benefit, but it is only one outcome of informed governance.
Alignment with compliance requirements is also important, but governance is broader than
compliance alone.

Information security risk avoidance is not generally the objective because not all risk can or
should be avoided; risk may be mitigated, transferred, accepted, or avoided depending on
business context. CISM emphasizes that governance ensures information security
supports business objectives and provides value through risk-informed decision-making.
Senior management needs accurate, relevant, and timely information to decide how much
risk to accept and where to allocate resources. Therefore, the key benefit of effective
information security governance is improved and informed decision-making.

Reference: CISM Information Security Governance; governance outcomes, decision-
making, risk oversight, and business alignment principles.
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Confidentiality is the security objective that best ensures that information is protected
against unauthorized disclosure. Confidentiality means that only authorized parties can
access or view sensitive or classified information. Integrity means that information is
accurate and consistent and has not been tampered with or modified by unauthorized
parties. Authenticity means that information is genuine and trustworthy and has not been
forged or misrepresented by unauthorized parties. Nonrepudiation means that information
can be verified and proven to be sent or received by a specific party without any possibility
of denial. References:
https://www.csoonline.com/article/3513899/the-cia-triad-definition-components-and-
examples.html

B : 462

SEEEDRE, F-(EEBEHRICETIBEIDHIREADHIGIZENT, RLENT
ZEBHDEEREZEIRDIEENTTN?

A. XE/{E

B. EELRM

C. =21 2Y

D. & HRTEL

IEfE: (EfEZERTLET)

Compartmentalization is the best defense-in-depth implementation for protecting high
value assets or for handling environments that have trust concerns because it is a strategy
that divides the network or system into smaller segments or compartments, each with its
own security policies, controls, and access rules.
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Compartmentalization helps to isolate and protect the most sensitive or critical data and
functions from unauthorized or malicious access, as well as to limit the damage or impact
of a breach or compromise.

Compartmentalization also helps to enforce the principle of least privilege, which grants
users or processes only the minimum access rights they need to perform their tasks.
Therefore, compartmentalization is the correct answer.

References:
https://www.csoonline.com/article/3667476/defense-in-depth-explained-layering-tools-and-
processes-for-better-security.html
https://www.fortinet.com/resources/cyberglossary/defense-in-depth
https://sciencepublishinggroup.com/journal/paperinfo?journalid=542 &
doi=10.11648/j.ajai.20190302.11
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= An identity and access management (IAM) system is a set of processes, policies, and
technologies that enable an organization to manage the identities and access rights of its
users across different systems and applications1. An IAM system can help an organization
to comply with the government regulation by automating the provisioning and
deprovisioning of user accounts, enforcing consistent access policies, and integrating
different user directories2. An IAM system can also provide audit trails and reports to
demonstrate compliance with the regulation3. A multi-factor authentication (MFA) system
is a method of verifying the identity of a user by requiring two or more factors, such as
something the user knows, has, or is4. An MFA system can enhance the security of user
authentication, but it does not address the issue of removing user privileges from different
systems within three days of termination. A privileged access management (PAM) system
is a solution that manages and monitors the access of privileged users, such as
administrators, to critical systems and resources. A PAM system can reduce the risk of
unauthorized or malicious use of privileged accounts, but it does not solve the problem of
managing the access of regular users across different systems. A governance, risk, and
compliance (GRC) system is a software platform that integrates the functions of
governance, risk management, and compliance management. A GRC system can help an
organization to align its objectives, policies, and processes with the relevant regulations,
standards, and best practices, but it does not directly enable the removal of user privileges
from different systems within three days of termination. References = 1: CISM Review
Manual (Digital Version), page 24 2: 1 3: 2 4. CISM Review Manual (Digital Version), page
25 : CISM Review Manual (Digital Version), page 26 : CISM Review Manual (Digital
Version), page 27
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The reduction of organizational risk is the desired outcome that best supports a decision to
invest in a new security initiative. The organizational risk is the level of exposure or
uncertainty that the organization faces in achieving its objectives. The organizational risk is
influenced by various factors, such as the threat landscape, the vulnerability of the assets,
the impact of the incidents, and the effectiveness of the controls. The information security
manager should evaluate the organizational risk and propose security initiatives that can
reduce the risk to an acceptable level. The security initiatives should be aligned with the
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business goals, the risk appetite, and the available resources of the organization. The
security initiatives should also provide a positive return on investment (ROI) or value for
money (VFM) for the organization. The reduction of organizational risk is the ultimate goal
and benefit of any security initiative, as it enhances the security posture, performance, and
resilience of the organization. Enhanced security monitoring and reporting, reduced control
complexity, and enhanced threat detection capability are all possible outcomes of security
initiatives, but they are not the best ones to support a decision to invest in a new security
initiative. These outcomes are more specific and technical, and they may not directly relate
to the business objectives or the risk appetite of the organization. These outcomes are also
intermediate or enabling, rather than final or ultimate, as they may not necessarily lead to
the reduction of organizational risk. For example, enhanced security monitoring and
reporting may improve the visibility and awareness of the security status, but it may not
prevent or mitigate the incidents. Reduced control complexity may simplify the security
management and maintenance, but it may not address the emerging or evolving threats.
Enhanced threat detection capability may increase the speed and accuracy of identifying
the attacks, but it may not reduce the impact or the likelihood of the attacks. Therefore, the
reduction of organizational risk is the best outcome to support a decision to invest in a new
security initiative, as it demonstrates the value and effectiveness of the security initiative
for the organization. References = CISM Review Manual 2023, page 40 1; CISM Practice
Quiz 2
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Before implementing a BYOD program, it is most important to develop an acceptable use
policy that defines the roles and responsibilities of the organization and the employees, the
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security requirements and controls for the devices, the acceptable and unacceptable
behaviors and activities, and the consequences of non- compliance. This policy will help to
establish a clear and consistent framework for managing the risks and benefits of BYOD.
References = CISM Review Manual, 16th Edition, page 197
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The primary objective of an information security policy is to outline management
expectations (B). In CISM governance, policies serve as high-level statements that define
direction, intent, and accountability for information security. While alignment with best
practices (A) and regulatory compliance (C) are important considerations, they are
secondary to clearly communicating what management expects from the organization.
Detailing procedures (D) is not the role of policy; procedures translate policy into
actionable steps. Clear policies establish authority and provide the foundation for
standards, procedures, and enforcement.

References: ISACA CISM Review Manual (Governance-policy purpose and hierarchy);
CISM Exam Content Outline (Domain 2).
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A gap assessment is the best way to demonstrate that an information security program
provides appropriate coverage, as it compares the current state of the information security
program with the desired state based on the organization's objectives, policies, standards,
and regulations. A gap assessment can identify the strengths and weaknesses of the
information security program, as well as the areas that need improvement or alignment.

A gap assessment can also provide recommendations and action plans to close the gaps
and achieve the desired level of information security coverage.

The other options are not as good as a gap assessment, as they do not provide a
comprehensive and holistic view of the information security coverage. Security risk
analysis is a process to identify and evaluate the risks to the information assets and the
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impact of potential threats and vulnerabilities. It can help to prioritize and mitigate the risks,
but it does not measure the compliance or performance of the information security
program.

Maturity assessment is a process to measure the level of maturity of the information
security program based on a predefined model or framework. It can help to benchmark and
improve the information security program, but it does not account for the specific needs
and expectations of the organization. Vulnerability scan report is a document that shows
the results of a scan on the network or system to identify the existing or potential
vulnerabilities. It can help to validate and improve the technical security, but it does not
assess the non- technical aspects of information security, such as governance, policies, or
awareness. References = CISM Review Manual, 16th Edition, ISACA, 2022, pp. 211-212,
215-216, 233-234, 237-238.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1015.

CISM domain 3: Information security program development and management [2022
update], Infosec Certifications, 2.
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Gaining illegal entry to a secure system by faking the sender's address is one of the
reasons why spoofing should be prevented. Spoofing is a technique that involves
impersonating someone or something else to deceive or manipulate the recipient or target.
Spoofing can be applied to various communication channels, such as emails, websites,
phone calls, IP addresses, or DNS servers. One of the common goals of spoofing is to
gain unauthorized access to a secure system by faking the sender's address, such as an
email address or an IP address. For example, an attacker may spoof an email address of a
trusted person or organization and send a phishing email that contains a malicious link or
attachment. If the recipient clicks on the link or opens the attachment, they may be
redirected to a fake website that asks for their credentials or downloads malware onto their
device. Alternatively, an attacker may spoof an IP address of a trusted source and send
packets to a secure system that contains malicious code or commands. If the system
accepts the packets as legitimate, it may execute the code or commands and compromise
its security. Therefore, gaining illegal entry to a secure system by faking the sender's
address is one of the reasons why spoofing should be prevented.

References:

https://www.kaspersky.com/resource-center/definitions/spoofing
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https://www.cisa.gov/resources-tools/resources/business-case-security
https://www.avast.com/c-spoofing
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he greatest concern for an information security manager of a large multinational
organization when outsourcing data processing to a cloud service provider is the local laws
and regulations that may apply to the data and the cloud service provider. Local laws and
regulations may vary significantly across different jurisdictions and may impose different
requirements or restrictions on the data protection, privacy, security, sovereignty, retention,
disclosure, transfer, or access. These laws and regulations may also create potential
conflicts or inconsistencies with the organization's own policies, standards, or contractual
obligations.

Therefore, an information security manager should conduct a thorough legal and
regulatory analysis before outsourcing data processing to a cloud service provider and
ensure that the cloud service provider complies with all the applicable laws and regulations
in the relevant jurisdictions.

References = CISM Manual1, Chapter 3: Information Security Program Development
(ISPD), Section 3.1:

Outsourcing2

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles 2: 1
Outsourcing data processing to a cloud service provider may expose the organization to
different legal and regulatory requirements depending on the location of the data and the
vendor. This could affect the organization's compliance and liability in case of a breach or
dispute. Therefore, the information security manager should be most concerned about the
local laws and regulations that apply to the outsourcing arrangement.
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Performing comprehensive risk assessments (B) throughout the life of a third-party
contract is the most critical activity because risk posture changes over time due to evolving
threats, business changes, or control degradation. CISM emphasizes that third-party risk is
not static and must be continuously assessed to ensure ongoing alignment with risk
appetite. Disaster recovery testing (A) and SLA updates (C) are important but limited in
scope. Financial reviews (D) focus on cost rather than security risk. Periodic risk
assessments enable timely identification of new risks and ensure appropriate mitigation or
escalation.

References: ISACA CISM Review Manual (Governance-third-party risk lifecycle
management); CISM Exam Content Outline (Domain 2).
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Incident classification helps determine severity, which allows security teams to prioritize
recovery efforts.

This ensures critical business functions are restored first.

" Incident classification is essential for establishing severity levels and response priorities. "
- CISM Review Manual 15th Edition, Chapter 4: Incident Response Lifecycle, Section:
Incident Classification* Reporting and documentation are important, but prioritized
recovery is the greatest business-impact-driven benefit.
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= When briefing executives about the current state of the information security program, the
most important consideration is to use appropriate language for the target audience. This
means avoiding technical jargon, acronyms, and details that may confuse or bore the
executives, and instead focusing on the business value, risks, and benefits of the
information security program. The other options are not as important or relevant as using
appropriate language, although they may also be useful to include in the briefing. For


https://www.jpnshiken.com/q/68908-6447179/
https://www.jpnshiken.com/q/68908-6447180/

example, a situational forecast may be helpful to show the future trends and challenges,
but it is not as essential as communicating the current state clearly and concisely.
Similarly, trend charts for metrics and a rating system to demonstrate program
effectiveness may be useful to support the briefing, but they are not as critical as using
language that the executives can understand and relate to. References = Information
Security Guide for Government Executives, page 7: "Reminding employees of their
responsibilities and demonstrating management's commitment to the security program are
key to maintaining effective security within the constantly changing information security
environment." Information security guide for government executives - NIST, page 3: "The
executive should communicate the importance of information security to the organization
and its staff, using language that is meaningful to the target audience." Information
Security Committee Charter - SecurityStudio, page 1: "The committee also coordinates
and communicates the direction, current state, and oversight of the information security
program.”
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Reimaging the systems (B) is the most reliable method to eradicate malware because it
ensures complete removal of malicious code, including hidden persistence mechanisms.
Malware scanning (A) may miss advanced threats, while blocking access (C) is a
containment action, not eradication. Vulnerability assessments (D) help identify
weaknesses but do not remove existing malware. CISM incident management guidance
prioritizes thorough eradication to prevent reinfection and restore system integrity.
References: ISACA CISM Review Manual (Incident management-eradication strategies);
CISM Exam Content Outline (Domain 4).
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The correct answer is C because the primary purpose of an incident response team is to
respond to security incidents and reduce their impact through effective mitigation. Incident
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response teams investigate incidents, classify severity, contain threats, coordinate
response actions, support eradication, assist recovery, and help prevent recurrence
through lessons learned. A business impact analysis is generally part of business
continuity planning, not the primary responsibility of the incident response team. A risk
assessment for zero-day vulnerabilities is part of risk management and vulnerability
management, not the core incident response function. Acting as a single point of contact
for critical incidents may be one responsibility of the team or incident coordinator, but it is
not the primary function. CISM incident management emphasizes timely detection,
response, containment, communication, recovery, and post-incident improvement. The
team exists mainly to reduce business harm from incidents. Therefore, providing effective
incident mitigation is the best answer.

Reference: CISM Information Security Incident Management; incident response team
responsibilities, mitigation, containment, and impact reduction principles.
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If the residual risk of the business activity is lower than the acceptable risk level, it means
that the existing controls are effectively mitigating the identified risks. In this case, the best
course of action is to monitor the effectiveness of the controls and ensure they remain
effective. The information security manager should review and test the controls periodically
to ensure that they continue to provide adequate protection. It is also essential to update
the risk assessment framework to reflect changes in the business environment or risk
landscape.
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= The best assurance that security policies are applied across business operations is that
organizational standards are documented in operational procedures. Operational
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procedures are the specific steps and actions that need to be taken to implement and
comply with the security policies and standards. They provide clear and consistent
guidance for the staff members who are responsible for performing the security tasks and
functions. They also help to ensure that the security policies and standards are aligned
with the business objectives and processes, and that they are measurable and auditable.
Documenting the organizational standards in operational procedures can help to improve
the security awareness, accountability, and performance of the staff members, and to
reduce the risks of errors, deviations, and violations. The other options are not the best
assurance because they are either too general or too specific. Organizational standards
are included in awareness training (A) is a good practice to educate the staff members
about the security policies and standards, but it does not guarantee that they will follow
them or understand how to apply them in their daily operations. Organizational standards
are enforced by technical controls (B) is a way to automate and monitor the compliance
with the security policies and standards, but it does not cover all the aspects of security
that may require human intervention or judgment. Organizational standards are required to
be formally accepted © is a way to obtain the commitment and support from the staff
members for the security policies and standards, but it does not ensure that they will
adhere to them or know how to execute them in their work activities. References = CISM
Review Manual 2022, pages 24-25, 28-29; CISM Item Development Guide 2022, page 9;
Policies, Procedures, Standards, Baselines, and Guidelines | CISSP Security-
Management Practices | Pearson IT Certification
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Compliance status reporting is the best element of a service contract that would enable an
organization to monitor the information security risk associated with a cloud service
provider, as it provides the organization with regular and timely information on the cloud
service provider's compliance with the agreed-upon security requirements, standards, and
regulations. Compliance status reporting also helps the organization to identify any gaps or
issues that need to be addressed or resolved, and to verify the effectiveness of the cloud
service provider's controls. (From CISM Review Manual 15th Edition) References: CISM
Review Manual 15th Edition, page 184, section 4.3.3.2.
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The primary basis for establishing metrics that measure the effectiveness of an information
security program should be the risk tolerance of the organization, which is the degree of
risk that the organization is willing to accept or avoid in pursuit of its objectives. Metrics
based on risk tolerance can help to evaluate whether the information security program is
aligned with the business strategy, supports the risk management process, and delivers
value to the organization. Residual risk, regulatory requirements, and control objectives are
also important factors to consider when developing metrics, but they are not as
fundamental as the risk tolerance.

References = CISM Review Manual, 16th Edition, page 69
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The correct answer is B because the next step after receiving an alert is to analyze and
validate the event to determine whether it is a true incident, a false positive, or benign
activity. Incident response should follow a structured process: detection, validation,
classification, prioritization, containment, eradication, recovery, and lessons learned.
Reinstalling the operating system is premature and may destroy evidence needed for
analysis.

Requesting an IP address block may be appropriate later if the external server is confirmed
to be malicious, but blocking without validation can disrupt legitimate business
communication. Isolating the workstation may become necessary if compromise is
confirmed or strongly suspected, but the question asks what should be done next after an
alert. CISM incident management principles require events to be validated before full
incident response actions are taken. Proper analysis ensures that response actions are
proportionate, evidence is preserved, and business disruption is minimized. Therefore,
analyzing and validating the event is the best next step.

Reference: CISM Information Security Incident Management; event validation, incident
identification, analysis, classification, and response process principles.
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An organization ' s information security strategy should be aligned with its risk tolerance,
which is the level of risk that an organization is willing to accept in pursuit of its objectives.
The strategy should aim to balance the cost of security controls with the potential impact of
security incidents on the organization ' s objectives.

Therefore, an organization ' s risk tolerance has the greatest influence on its information
security strategy.

The organization's risk tolerance has the greatest influence on its information security
strategy because it determines how much risk the organization is willing to accept and how
much resources it will allocate to mitigate or transfer risk. The organizational structure,
industry security standards, and information security awareness are important factors that


https://www.jpnshiken.com/q/68908-6447188/
https://www.jpnshiken.com/q/68908-6447189/

affect the implementation and effectiveness of an information security strategy but not as
much as the organization's risk tolerance.

An information security strategy is a high-level plan that defines how an organization will
achieve its information security objectives and address its information security risks. An
information security strategy should align with the organization's business strategy and
reflect its mission, vision, values, and culture. An information security strategy should also
consider the external and internal factors that influence the organization's information
security environment such as laws, regulations, competitors, customers, suppliers,
partners, stakeholders, employees etc.

B: 484

BHEF1) T4 TOTSLOEMNEICET STEBMBREADBESICEOINERLE
BELEBIEIRDSIBLENTIMN?

A. ¥ T 11648

B.t¥xa) T4 &%

C.ExalTa442 T O

D.Xxal)T4VARI~DIEFE

IEfR: (EffZzRnLET)

Security metrics are the most important to include in a report to key stakeholders regarding
the effectiveness of an information security program because they provide objective and
measurable evidence of security performance and progress. Security metrics can include
measures such as the number and severity of security incidents, the level of compliance
with security policies and standards, the effectiveness of security controls, and the return
on investment (ROI) of security initiatives. The other choices may also be included in a
security report, but security metrics are the most important.

An information security program is a set of policies, procedures, standards, guidelines, and
tools that aim to protect an organization's information assets from threats and ensure
compliance with laws and regulations.

The effectiveness of an information security program depends on various factors, such as
the organization's risk appetite, business objectives, resources, culture, and external
environment. Regular reporting to key stakeholders, such as senior management, the
board of directors, and business partners, is critical to maintaining their support and buy-in
for the program. The report should provide clear and concise information on the program's
status, achievements, challenges, and future plans, and it should be tailored to the
audience's needs and expectations.
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A security exceptions process is the most effective governance mechanism for handling
noncompliance with standards because it creates a controlled, risk-based method to
manage deviations while maintaining accountability. In CISM terms, standards define
minimum acceptable baselines, but real-world constraints (legacy systems, third-party
limitations, business urgency) sometimes require temporary or conditional deviations. A
formal exception process ensures: the business documents the justification, identifies the
risk owner, evaluates risk impact, defines compensating controls, sets an expiration date,
and tracks remediation to closure. Creating new standards (A) does not fix noncompliance
and can increase confusion. Stopping activities (C) may be necessary for
extreme/unacceptable risk, but it is not the "best approach” in general because it can
unnecessarily disrupt business operations. Extra monitoring (D) can be a compensating
control, but without a formal exception workflow it lacks governance, approval, and
traceability.

References: ISACA CISM Review Manual (Governance-policy/standards, exception
handling, risk acceptance and accountability); CISM Exam Content Outline (Domain 2).
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The primary reason to regularly update business continuity and disaster recovery
documents is to ensure that the plans and procedures are aligned with the current
business needs and objectives, and that they can effectively support the availability of
business operations in the event of a disaster. Updating the documents also helps to
enforce security policy requirements, maintain business asset inventories, and ensure
audit and compliance requirements are met, but these are secondary benefits.
References = CISM Review Manual, 16th Edition eBook1, Chapter 9: Business Continuity
and Disaster Recovery, Section: Business Continuity Planning, Subsection: Business
Continuity Plan Maintenance, Page

378.
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Security metrics are the best way to determine the maturity of an information security
program because they are quantifiable indicators of the performance and effectiveness of
the security controls and processes.

Security metrics help to evaluate the current state of security, identify gaps and
weaknesses, measure progress and improvement, and communicate the value and impact
of security to stakeholders. Therefore, security metrics are the correct answer.
References:
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-6/key-performance-
indicators-for-security-governance-part-1
https://www.gartner.com/en/publications/protect-your-business-assets-with-roadmap-for-
maturing-information-security
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The main reason to involve stakeholders from various business units is to gain their
acceptance and buy-in for the information security policy. The CISM Review Manual
underlines that policies are more effective and enforceable when stakeholders understand
and agree with them, which also aids in smooth policy implementation across the
organization.

Reference:ISACA CISM Review Manual, 16th Edition, Page 45, " Stakeholder Involvement
in Policy Development " .
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communicating the quantitative loss associated with the risk scenarios and the risk
treatment options would be the most helpful to gain senior management support, as it
helps to demonstrate the value and effectiveness of the risk treatment options in terms of
reducing the likelihood and impact of the risk. Quantitative loss also helps to compare the
cost and benefit of the risk treatment options and to prioritize the most critical risks.
Industry benchmarks, threat analysis, and root cause analysis may be useful for
understanding and assessing the risk, but they do not directly measure the performance of
the risk treatment options.

References = Five Key Considerations When Developing Information Security Risk
Treatment Plans, CISM Domain 2: Information Risk Management (IRM) [2022 update]
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The most effective way to help staff members understand their responsibilities for
information security is to require them to participate in information security awareness
training. Information security awareness training is a program that educates and motivates
the staff members about the importance, benefits, and principles of information security,
and the roles and responsibilities that they have in protecting the information assets and
resources of the organization. Information security awareness training also provides the
staff members with the necessary knowledge, skills, and tools to comply with the
information security policies, procedures, and standards of the organization, and to
prevent, detect, and report any information security incidents or issues.

Information security awareness training also helps to create and maintain a positive and
proactive information security culture among the staff members, and to increase their
confidence and competence in performing their information security duties.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:
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Information Security Culture, page 281; CISM Review Manual, 16th Edition, Chapter 3:
Information Security Program Development and Management, Section: Information
Security Awareness, Training and Education, pages 197-1982.
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The first step when developing a business case for a new intrusion detection system (IDS)
solution is to define the issues to be addressed. A business case is a document that
provides the rationale and justification for initiating a project or investment. It typically
includes information such as the problem statement, the objectives, the alternatives, the
costs and benéefits, the risks and assumptions, and the expected outcomes. The first step
in developing a business case is to define the issues to be addressed, which means
identifying and describing the current situation, the problems or challenges faced by the
organization, and the needs or opportunities for improvement. By defining the issues to be
addressed, the information security manager can establish the scope and purpose of the
business case, and provide a clear and compelling problem statement that explains why a
new IDS solution is needed. The other options are not the first step when developing a
business case for a new IDS solution, although they may be part of the subsequent steps.
Performing a cost- benefit analysis is a step that involves comparing the costs and benefits
of different alternatives, including the new IDS solution and the status quo. A cost-benefit
analysis can help evaluate and justify the feasibility and desirability of each alternative, and
support the decision-making process. Calculating the total cost of ownership (TCO) is a
step that involves estimating the direct and indirect costs associated with acquiring,
operating, maintaining, and disposing of an asset or a system over its entire life cycle. A
TCO calculation can help determine the long-term financial implications of investing in a
new IDS solution, and compare it with other alternatives. Conducting a feasibility study is a
step that involves assessing the technical, operational, legal, and economic aspects of
implementing a project or an investment. A feasibility study can help identify and mitigate
any potential issues or risks that may affect the success of the project or investment, and
provide recommendations for improvement
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The correct answer is A because an untested business continuity plan creates immediate
uncertainty about whether the organization can continue or recover critical operations
during a disruption. For an e-commerce business, downtime can quickly affect revenue,
customer trust, regulatory obligations, and service availability. Testing validates whether
recovery procedures, people, technologies, communications, dependencies, and recovery
objectives are realistic and achievable. A recovery test exceeding budget expectations is a
concern, but it does not necessarily mean the organization cannot recover. A delayed
business impact analysis is important because BIA supports continuity planning, but the
immediate operational concern is that the plan has not been validated. A lack of recent
audit may reduce assurance, but an audit is not a substitute for testing. In CISM, continuity
and recovery capabilities must be tested to confirm readiness and identify weaknesses
before a real incident occurs. Therefore, the absence of recent BCP testing is the most
immediate concern.

Reference: CISM Information Security Incident Management; business continuity, disaster
recovery, plan testing, and operational resilience principles.
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Conducting a tabletop exercise is the best method to validate the completeness, accuracy,
and awareness of incident response procedures. The CISM Review Manual details that
tabletop exercises simulate scenarios, allowing teams to test responses, clarify
responsibilities, and reveal gaps in the process in a controlled environment.
Reference:ISACA CISM Review Manual, 16th Edition, Page 295, " Testing and Validating
Incident Response Plans " .
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The best justification for making a revision to a password policy is a risk assessment. A
risk assessment is a process of identifying, analyzing, and evaluating the potential threats
and vulnerabilities that may affect the confidentiality, integrity, and availability of
information assets and systems. By conducting a risk assessment, the organization can
determine the appropriate level of security controls and measures to protect its information
assets and systems, including password policies. A risk assessment can also help identify
any gaps or weaknesses in the existing password policy, and provide recommendations for
improvement based on the organization's risk appetite and tolerance. The other options
are not the best justification for making a revision to a password policy, although they may
be some inputs or outputs of the risk assessment process. A vendor recommendation is an
external source of advice or guidance that may or may not be relevant or applicable to the
organization's specific context and needs. A vendor recommendation should not be
followed blindly without conducting a risk assessment to evaluate its suitability and
effectiveness. An audit recommendation is an internal source of feedback or suggestion
that may or may not be accurate or complete.

An audit recommendation should not be implemented without conducting a risk
assessment to verify its validity and feasibility. An industry best practice is a general
standard or guideline that may or may not reflect the organization's unique characteristics
and requirements. An industry best practice should not be adopted without conducting a
risk assessment to customize it according to the organization's goals and priorities
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When operating in a highly regulated market, compliance requirements become
paramount, as failure to comply can lead to severe legal penalties, financial losses, and
reputational harm. According to the CISM Review Manual, 16th Edition, Domain 2:
Information Risk Management, Task 2, understanding and addressing legal, regulatory,
and contractual requirements is critical in risk management, especially in regulated
environments. This ensures that the risk management strategy is aligned with mandatory
regulations and industry standards. Other factors (such as outsourcing and business
culture) are important, but compliance is the primary driver in highly regulated markets.
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Reference:ISACA CISM Review Manual, 16th Edition, Page 120-122, " Legal, Regulatory
and Contractual Requirements " .
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According to the NIST SP 800-61 Computer Security Incident Handling Guide1, the first
step in responding to a cybersecurity incident is to invoke the incident response plan (IRP),
which is a written document that defines the roles, responsibilities, and procedures for
dealing with a confirmed or suspected security breach1. The IRP helps the organization to
prepare for, detect, analyze, contain, eradicate, recover from, and learn from incidents1.
Invoking the IRP ensures that the right personnel and resources are mobilized to
effectively deal with the threat and minimize the impact.

References = 1: NIST SP 800-61: 1. Introduction1
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= Risk appetite is the amount and type of risk that an organization is willing to accept in
pursuit of its objectives. It is a key factor that influences the information security strategy
and objectives, as well as the selection and implementation of security controls. Risk
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appetite must be defined in order for an information security manager to evaluate the
appropriateness of controls currently in place, as it provides the basis for determining
whether the controls are sufficient, excessive, or inadequate to address the risks faced by
the organization. The information security manager should align the controls with the risk
appetite of the organization, ensuring that the controls are effective, efficient, and
economical. References = CISM Review Manual 15th Edition, page 29, page 31.
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An organization is most likely to accept the risk of noncompliance with a new regulatory
requirement when the cost of complying with the regulation exceeds the potential
penalties. In such cases, from a cost-benefit perspective, the organization might find it
more economical to absorb potential fines or penalties rather than implementing costly
controls or processes to comply with the regulation.

"Risk acceptance occurs when the cost of mitigating or transferring the risk exceeds the
benefit of the mitigation. This also applies to regulatory noncompliance if the penalties are
less than the costs of compliance."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk
Treatment Options* ISACA's practice questions highlight that risk acceptance is a
legitimate treatment when costs outweigh potential penalties or impact.
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Business assets are the resources that enable the organization to achieve its objectives
and create value.

Identifying the business assets to be secured is the most important step in developing an
effective information security strategy, as it helps to align the security goals with the
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business goals, prioritize the security efforts and resources, and define the scope and
boundaries of the security program. (From CISM Review Manual

15th Edition)

References: CISM Review Manual 15th Edition, page 27, section 1.2.1.
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The correct answer is D because system-level risk is calculated or assessed by
considering threats, vulnerabilities, likelihood, impact, and existing controls related to a
specific system. Vulnerabilities are weaknesses that may be exploited by threats and are
therefore direct inputs into determining risk. Key risk indicators are useful for monitoring
changes in risk exposure over time, but they are generally reporting or monitoring
measures rather than primary calculation inputs. A business impact analysis helps
determine the effect of disruption on business processes and may support impact
evaluation, but it is not by itself a system- level risk input. System risk appetite defines how
much risk may be acceptable, but it does not calculate the risk itself; it is used to evaluate
whether calculated or assessed risk is acceptable. In CISM risk management, risk
assessment requires identifying assets, threats, vulnerabilities, likelihood, impact, and
controls. Since vulnerabilities directly influence the likelihood and potential success of
exploitation, system vulnerabilities are the best answer.

Reference: CISM Information Risk Management; risk assessment, vulnerabilities,
likelihood, impact, system- level risk, and control evaluation principles.
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Risk transfer involves shifting the impact or financial consequences of a risk to a third
party. Purchasing cybersecurity insurance is the most common example, where the
organization pays a premium to a provider who assumes certain financial responsibilities in
the event of a security incident.

Other options listed do not transfer risk:

A). Using third-party applications may introduce new risks, not transfer existing ones.
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C). Moving ownership within the organization is reassignment, not transfer.

D). Off-site backups are a form of risk mitigation, not transfer.

"Risk transfer shifts the financial consequences of a risk to another entity, typically through
insurance or contractual arrangements."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk
Treatment Options* Example: "An organization may transfer the financial impact of a
potential data breach through the purchase of cyber insurance."
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Penetration testing is the most useful method for identifying security control gaps on an
application server because it simulates real-world attacks and exploits the vulnerabilities
and weaknesses of the application server. Penetration testing can reveal the actual impact
and risk of the security control gaps, and provide recommendations for remediation and
improvement.

References: The CISM Review Manual 2023 defines penetration testing as "a method of
evaluating the security of an information system or network by simulating an attack from a
malicious source" and states that

"penetration testing can help identify security control gaps and provide evidence of the
potential impact and risk of the gaps" (p. 185). The CISM Review Questions, Answers &
Explanations Manual 2023 also provides the following rationale for this answer:
"Penetration testing is the correct answer because it is the most useful method for
identifying security control gaps on an application server, as it simulates real-world attacks
and exploits the vulnerabilities and weaknesses of the application server, and provides
recommendations for remediation and improvement" (p. 95). Additionally, the web search
result 4 states that "penetration testing is a valuable tool for discovering security gaps in
your application server and network infrastructure" and that

"penetration testing can help you assess the effectiveness and efficiency of your security
controls, and identify the areas that need improvement or enhancement" (p. 1).
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Inconsistent device security is the primary challenge for an information security manager
when deploying a bring your own device (BYOD) mobile program in an enterprise because
it increases the risk of data breaches and compromises. A BYOD mobile program allows
employees to use their personal devices, such as smartphones, tablets, or laptops, to
access the organization's network, applications, and data. However, personal devices may
have different operating systems, versions, configurations, and security settings than the
organization's standard devices. Moreover, personal devices may not be updated
regularly, may have unauthorized or malicious apps installed, or may not have adequate
protection against malware or theft.

Inconsistent device security makes it difficult for the information security manager to
enforce and monitor the security policies and controls across all devices, as well as to
ensure compliance with the regulatory requirements for data privacy and security.
Therefore, inconsistent device security is the correct answer.

References:
https://simplemdm.com/blog/challenges-of-bring-your-own-device-byod-policy/
https://www.timedoctor.com/blog/byod-pros-and-cons/
https://www.ncsc.gov.uk/files/NCSC-Vendor-Security-Assessment.pdf
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= The application owner is primarily accountable for the associated task because they are
responsible for ensuring that the application meets the business requirements and
objectives, as well as the security and compliance standards. The application owner is also
the one who defines the roles and responsibilities of the application team, including the
security engineer, and oversees the development, testing, deployment, and maintenance
of the application. The application owner should work with the cloud provider to address
the security vulnerability and mitigate the risk. The information security manager, the data
owner, and the security engineer are not primarily accountable for the associated task,
although they may have some roles and responsibilities in supporting the application
owner. The information security manager is responsible for establishing and maintaining
the information security program and aligning it with the business objectives and strategy.
The data owner is responsible for defining the classification, usage, and protection
requirements of the data. The security engineer is responsible for implementing and testing
the security controls and features of the application. References = CISM Review Manual
2023, Chapter 1, Section 1.2.2, page 18; CISM Review Questions, Answers &
Explanations Database - 12 Month Subscription, Question ID: 115.
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A business impact analysis (BIA) is a process that helps identify and evaluate the potential
effects of disruptions or incidents on the organization's mission, objectives, and operations.
A BIA should be periodically executed to verify the effectiveness of the controls that are
implemented to prevent, mitigate, or recover from such disruptions or incidents12.
According to the CISM Manual, a BIA should be performed at least annually for critical
systems and processes, and more frequently for non-critical ones3. A BIA should also be
updated whenever there are significant changes in the organization's environment, such as
new regulations, technologies, business models, or stakeholder expectations3. A BIA
should not be used to validate vulnerabilities on environmental changes (A), analyze the
importance of assets (B), or check compliance with regulations ©, as these are not the
primary purposes of a BIA.

References: 1: IR 8286D, Using Business Impact Analysis to Inform Risk Prioritization and
Response | CSRC NIST 2: CISM Domain 4 Preview | BCP - Business Impact Analysis
(BIA) - YouTube 3: CISM ITEM DEVELOPMENT GUIDE - ISACA
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The biggest challenge is linking KRlIs to specific risks to ensure that they accurately
measure and signal potential exposures. If KRIs aren't directly connected to real risks, they
won't effectively support risk management efforts.

"A key challenge in developing KRlIs is ensuring that they are directly linked to specific
risks to provide meaningful and actionable insights."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Key Risk Indicators (KRIs)* ISACA's practice questions highlight the importance of clear
linkage for effective risk measurement.
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The correct answer is A because regulatory requirements establish mandatory obligations
that must be addressed when designing security controls. A newly acquired business
application may introduce legal, regulatory, privacy, financial, or industry-specific
compliance requirements. Failure to meet these requirements can expose the organization
to penalties, legal action, reputational damage, and unacceptable risk. Access
management is important, but it is only one area of control design. Business processes
supported by the application are also important for understanding risk and impact, but
mandatory regulatory requirements must be identified and satisfied. The IT security
architecture framework helps guide consistent control implementation, but it cannot
override external compliance obligations. In CISM practice, control design must align with
business objectives, risk appetite, and legal and regulatory requirements. When acquiring
or integrating a business application, the information security manager must first ensure
that required controls address applicable laws, regulations, contractual obligations, and
compliance expectations.

Reference: CISM Information Risk Management; compliance requirements, control design,
and risk treatment principles.
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= A business continuity plan (BCP) is the plan that should be invoked by an organization in
an effort to remain operational during a disaster. A disaster is a sudden, unexpected, or
disruptive event that causes significant damage, loss, or interruption to the organization's
normal operations, assets, or resources.
Examples of disasters are natural disasters, such as earthquakes, floods, or fires, or
human-made disasters, such as cyberattacks, sabotage, or terrorism. A BCP is a
document that describes the procedures, strategies, and actions that the organization will
take to ensure the continuity of its critical business functions, processes, and services in
the event of a disaster. A BCP also defines the roles and responsibilities of the staff,
management, and other stakeholders involved in the business continuity management,
and the resources, tools, and systems that will support the business continuity activities. A
BCP helps the organization to:
Minimize the impact and duration of the disaster on the organization's operations, assets,
and reputation.
Restore the essential functions and services as quickly and efficiently as possible.
Protect the health, safety, and welfare of the staff, customers, and partners.
Meet the legal, regulatory, contractual, and ethical obligations of the organization.
Learn from the disaster and improve the business continuity capabilities and readiness of
the organization.
References = CISM Review Manual, 16th Edition, Chapter 3: Information Security Program
Development and Management, Section: Business Continuity Plan (BCP), page 1771;
CISM Review Questions, Answers & Explanations Manual, 10th Edition, Question 83,
page 772.
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The most important consideration is the current security awareness level of employees (C).
CISM emphasizes that culture change must start from an understanding of current
behaviors, attitudes, and knowledge gaps.

Benchmarking (A), regulations (B), and formal frameworks (D) provide structure, but
culture is driven by people. Tailoring initiatives to the existing awareness level increases
adoption and effectiveness, leading to sustainable risk reduction.

References: ISACA CISM Review Manual (Program management-security culture
development); CISM Exam Content Outline (Domain 3).
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The correct answer is A because regular security awareness training is the most effective
method for communicating general information security responsibilities to all personnel.
Awareness training reinforces expected behaviors, reporting obligations, policy
requirements, and individual accountability in a way that employees can understand and
apply in daily work. Requiring staff to sign confidentiality agreements is important, but it
mainly creates legal acknowledgment and does not ensure understanding of broader
security responsibilities. Publishing the information security policy on the intranet makes
the policy available, but passive publication is not enough to confirm communication or
understanding. A RACI matrix is useful for defining roles and responsibilities for specific
processes or functions, but it is generally too detailed and role- specific to communicate
broad responsibilities across the entire organization. CISM emphasizes that security
awareness, communication, and training are essential to building a security-aware culture
and ensuring that all individuals understand their responsibilities for protecting information
assets.
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Reference: CISM Information Security Governance; security awareness, communication,
accountability, and security culture principles.
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Zero Trust requires granular authentication and authorization at every critical juncture. It
assumes no implicit trust within the network and enforces strict access control.

"Zero Trust is based on continuous authentication and authorization at all strategic control
points."

- CISM Review Manual 15th Edition, Chapter 3: Security Architecture, Section: Zero Trust
Principles*
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The explanation given is: "A BIA is a process that identifies and evaluates the potential
effects of natural and man-made events on business operations. It helps to understand
how critical systems are interrelated and what their dependencies are. A BIA also helps to
determine the RTOs for each system. The other options are not directly related to
understanding the relationships between critical systems."
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Complying with regulations regarding notification is the most important reason for an
organization to communicate to affected parties that a security incident has occurred, as it
helps to avoid legal penalties, fines, or sanctions that may result from failing to notify the
relevant authorities, customers, or other stakeholders in a timely and appropriate manner.
Additionally, complying with regulations regarding notification may also help to preserve
the trust and reputation of the organization, as well as to facilitate the investigation and
resolution of the incident.

References = CISM Review Manual 2022, page 3151; CISM Exam Content Outline,
Domain 4, Task 4.5
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= The primary objective of performing a post-incident review is to identify the root cause of
the incident, which is the underlying factor or condition that enabled or facilitated the
occurrence of the incident.

Identifying the root cause helps to understand the nature and origin of the incident, and to
prevent or mitigate similar incidents in the future. A post-incident review also aims to
evaluate the effectiveness and efficiency of the incident response process, identify lessons
learned and best practices, and recommend improvements for the incident management
policies, procedures, controls, and tools. However, these are secondary objectives that
depend on the identification of the root cause as the first step.

Re-evaluating the impact of incidents is not the primary objective of performing a post-
incident review, as it is already done during the incident response process. The impact of
incidents is the extent and severity of the damage or harm caused by the incident to the
organization's assets, operations, reputation, or stakeholders. Re- evaluating the impact of
incidents may be part of the post-incident review, but it is not the main goal.

Identifying vulnerabilities is not the primary objective of performing a post-incident review,
as it is also done during the incident response process. Vulnerabilities are weaknesses or
flaws in the system or network that can be exploited by attackers to compromise the
confidentiality, integrity, or availability of the information or resources. Identifying
vulnerabilities may be part of the post-incident review, but it is not the main goal.
Identifying control improvements is not the primary objective of performing a post-incident
review, as it is a result of the root cause analysis. Controls are measures or mechanisms
that are implemented to protect the system or network from threats, reduce risks, or ensure
compliance with policies and standards. Identifying control improvements is an important
outcome of the post-incident review, but it is not the main goal. References = ISACA
CISM: PRIMARY goal of a post-incident review should be to?

CISM Exam Overview - Vinsys

CISM Review Manual, Chapter 4, page 176

CISM Exam Content Outline | CISM Certification | ISACA, Domain 4, Task 4.3
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When investigating an information security incident, details of the incident should be
shared only as needed, according to the principle of least privilege and the need-to-know
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basis. This means that only the authorized and relevant parties who have a legitimate
purpose and role in the incident response process should have access to the incident
information, and only to the extent that is necessary for them to perform their duties.
Sharing incident details only as needed helps to protect the confidentiality, integrity, and
availability of the incident information, as well as the privacy and reputation of the affected
individuals and the organization.

Sharing incident details only as needed also helps to prevent unauthorized disclosure,
modification, deletion, or misuse of the incident information, which could compromise the
investigation, evidence, remediation, or legal actions.

References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident
Management, Section: Incident Response Process, page 2311; CISM Review Questions,
Answers & Explanations Manual,

10th Edition, Question 49, page 462.
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Analyzing security anomalies is the most effective way to detect security incidents, as it
involves comparing the current state of the information system and network with the
expected or normal state, and identifying any deviations or irregularities that may indicate a
security breach or compromise. Security anomalies can be detected by using various tools
and techniques, such as security information and event management (SIEM) systems,
intrusion detection and prevention systems (IDS/IPS), log analysis, network traffic analysis,
and behavioral analysis. (From CISM Review Manual 15th Edition) References: CISM
Review Manual 15th Edition, page 181, section 4.3.2.4; CISM: Information Security
Incident Management Part 11, section recognize security anomalies.
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Isolating affected systems limits the damage and prevents the incident from impacting
other parts of the organization.

"During containment, the primary objective is to isolate affected systems to prevent further
damage."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Response Process*

B : 523

BHREXF21) T REBREEECSVT RVEELQEBIIROSILENTIMN?
ASEDEXF1)TABEEARY F—E

B. X&) R 715 (KRI)

C.FHEFxa T+ RIV—DREL

D. EHt¥a T+ FEEK

Eff:B(OAVRERKT D)

Key risk indicators (KRIs) are the most useful to include in an information security status
report for management because they measure and report the level of risk exposure or
performance against predefined risk thresholds or targets, and alert management of any
deviations or issues that may require attention or action. List of recent security events is
not very useful to include in an information security status report for management because
it does not provide any analysis or evaluation of the events or their impact on the
organization's objectives or performance. Review of information security policies is not
very useful to include in an information security status report for management because it
does not reflect any progress or results of implementing or enforcing the policies.
Information security budget requests are not very useful to include in an information
security status report for management because they do not indicate any value or benefit of
investing in information security initiatives or controls. References:
https://www.isaca.org/resources/isaca- journal/issues/2016/volume-6/how-to-measure-the-
effectiveness-of-information-security-using-iso-27004
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The correct answer is B because outsourcing IT functions introduces third-party risk, and
the organization must perform a risk assessment during procurement to identify the
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controls required to maintain the desired security level. A risk assessment helps determine
data sensitivity, service criticality, regulatory requirements, access needs, vendor
dependencies, contractual controls, monitoring requirements, and residual risk. Industry
benchmarking may provide useful comparison, but it does not identify the organization's
specific outsourcing risks. A security audit may be useful after vendor selection or as part
of due diligence, but the first procurement need is to understand risk and define
appropriate security requirements. A business impact analysis is valuable for continuity
planning, but it is not the main activity for selecting security controls in outsourcing. CISM
emphasizes that third-party arrangements should be governed through risk assessment,
due diligence, contracts, monitoring, and control requirements. Therefore, risk assessment
is the most important procurement activity.

Reference: CISM Information Risk Management; third-party risk management,
outsourcing, procurement controls, due diligence, and vendor risk assessment principles.
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The best way to ensure that backups at a warm site are properly maintained and usable
during a disaster is to use the equipment at the warm site facility to read the backups.
CISM emphasizes that backup and recovery capabilities must be tested, not merely
documented or inspected. Reading the backups using warm-site equipment validates both
the backup media and compatibility with the recovery environment. Reviewing storage
facilities or inventorying backup media confirms that backups exist and are stored
appropriately, but it does not prove they can be restored. Having duplicate equipment
available is useful, but it does not confirm that the backup data is readable or usable. The
core issue is recoverability, and the only reliable way to validate recoverability is through
practical testing. In business continuity and disaster recovery management, testing verifies
whether recovery procedures, media, systems, and personnel can achieve required
recovery objectives. Therefore, using warm-site equipment to read the backups provides
the strongest assurance that backups will be usable when needed.

References:

ISACA CISM Review Manual, Information Security Program Development and
Management - backup testing and disaster recovery readiness ISACA CISM Exam
Content Outline, Domain 3: Information Security Program Development and Management
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Key Control Indicators (KCls) are essential to measuring the effectiveness and
performance of security controls. Without them:

The organization cannot assess if controls are working as intended

It's difficult to demonstrate due diligence

Risks may go unnoticed

While other answers point to operational concerns, the complete absence of KCls presents
a critical governance gap that compromises the organization's ability to monitor and
manage control health.

"KCls provide actionable metrics that support proactive control management and are
fundamental to governance and assurance."

- CISM Review Manual 15th Edition, Chapter 1: Governance Metrics and Reporting*
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Threat intelligence is the most helpful method for protecting an enterprise from advanced
persistent threats (APTs), as it provides relevant and actionable information about the
sources, methods, and intentions of the adversaries who conduct APTs. Threat intelligence
can help to identify and anticipate the APTs that target the enterprise, as well as to
enhance the detection, prevention, and response capabilities of the information security
program. Threat intelligence can also help to reduce the impact and duration of the APTSs,
as well as to improve the resilience and recovery of the enterprise. Threat intelligence can
be obtained from various sources, such as internal data, external feeds, industry peers,
government agencies, or security vendors.

The other options are not as helpful as threat intelligence, as they do not provide a specific
and timely way to protect the enterprise from APTs. Updated security policies are
important to establish the rules, roles, and responsibilities for information security within
the enterprise, as well as to align the information security program with the business
objectives, standards, and regulations. However, updated security policies alone are not
enough to protect the enterprise from APTs, as they do not address the dynamic and
sophisticated nature of the APTs, nor do they provide the technical or operational
measures to counter the APTs. Defined security standards are important to specify the
minimum requirements and best practices for information security within the enterprise, as
well as to ensure the consistency, quality, and compliance of the information security
program. However, defined security standards alone are not enough to protect the
enterprise from APTs, as they do not account for the customized and targeted nature of
the APTs, nor do they provide the situational or contextual awareness to deal with the
APTs. Regular antivirus updates are important to keep the antivirus software up to date
with the latest signatures and definitions of the known malware, viruses, and other
malicious code. However, regular antivirus updates alone are not enough to protect the
enterprise from APTs, as they do not detect or prevent the unknown or zero-day malware,
viruses, or other malicious code that are often used by the APTs, nor do they provide the
behavioral or heuristic analysis to identify the APTs. References = CISM Review Manual,
16th Edition, ISACA, 2022, pp. 211-212, 215-216, 233-234, 237-238.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1021.

Advanced Persistent Threats and Nation-State Actors 1

Book Review: Advanced Persistent Threats 2

Advanced Persistent Threat (APT) Protection 3

Establishing Advanced Persistent Security to Combat Long-Term Threats 4 What is the
difference between Anti - APT (Advanced Persistent Threat) and ATP (Advanced Threat
Protection)5
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The primary responsibility of an information security manager in an organization that is
implementing the use of company-owned mobile devices in its operations is to review and
update existing security policies. Security policies are the foundation of an organi-zation's
security program, as they define the goals, objectives, principles, roles, respon-sibilities,
and requirements for protecting information and systems. Security policies should be
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reviewed and updated regularly to reflect changes in the organization's envi-ronment,
needs, risks, and technologies1. Implementing the use of company-owned mobile devices
in its operations is a significant change that may introduce new threats and vulnerabilities,
as well as new opportunities and benefits, for the organiza-tion. Therefore, the information
security manager should review and update existing security policies to address the
following aspects2:

*The scope, purpose, and ownership of company-owned mobile devices

*The acceptable and unacceptable use of company-owned mobile devices

*The security standards and best practices for company-owned mobile devices

*The roles and responsibilities of users, managers, IT staff, and vendors regarding compa-
ny-owned mobile devices

*The procedures for provisioning, managing, monitoring, and decommissioning company-
owned mobile devices

*The incident response and reporting process for company-owned mobile devices By
reviewing and updating existing security policies, the information security manager can
ensure that the organization's security program is aligned with its business objec-tives and
risk appetite, as well as compliant with applicable laws and regulations. The other options
are not the primary responsibility of an information security manager in an organization that
is implementing the use of company-owned mobile devices in its operations. They are
possible actions or controls that may be derived from or support-ed by the updated security
policies. Requiring remote wipe capabilities for devices is a technical control that can help
prevent data loss or theft in case of device loss or com-promise3. Conducting security
awareness training is an administrative control that can help educate users about the
security risks and responsibilities associated with using company-owned mobile devices.
Enforcing passwords and data encryption on the de-vices is a technical control that can
help protect data confidentiality and integrity on company-owned mobile devices.
References:

1: Information Security Policy - NIST 2: Mobile Device Security Policy - SANS 3: Remote
Wipe: What It Is

& How It Works - Lifewire : Security Awareness Training - NIST : Mobile Device Encryption
- NIST
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According to the CISM Manual, updating procedures for managing security devices should
be based on changes in risk technology and process, not on the organization's security
framework, notification to management of the procedural changes, or review and approval
of procedures by management1. These are not the most important considerations when
updating procedures for managing security devices, as they do not reflect the actual
impact of the changes on the security posture of the organization.

The CISM Manual states that "procedures for managing security devices should be
updated whenever there are significant changes in the risk technology or process that
affect the security devices" (IR 8287A)1. For example, if a new security device is
introduced or an existing one is replaced, its procedures should be updated accordingly.
Similarly, if a new risk technology or process is implemented that affects how security
devices are configured, monitored, or maintained, its procedures should be updated as
well1.

The CISM Manual also provides guidance on how to update procedures for managing
security devices in a systematic and consistent manner. It recommends using a change
management process that involves identifying, analyzing, approving, implementing, and
evaluating changes to security device procedures1. It also suggests using a change
control board (CCB) that consists of representatives from different stakeholders who
review and approve changes to security device procedures before they are implemented1.
References: 1: IR 8287A - Managing Security Devices | CSRC NIST
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A monitoring system for a critical application can help detect and prevent incidents that
could affect the availability, integrity, and confidentiality of the application and its data. The
impact of downtime could include loss of revenue, reputation, customer satisfaction, and
regulatory compliance. Therefore, the cost of implementing the system should be justified
by the potential savings from avoiding or minimizing these impacts.

References = CISM Review Manual, 15th Edition, page 173; An Introduction to Metrics,
Monitoring, and Alerting; Business-critical applications: What are they and how do you
protect them from cyberattack?

B f: 536

T T TRERENERINZERIDIRELLGITNELGLHEVWEBRERD I BENTT
m?

A. %

B. @&

C.#LiA®

D. 1Rt

IEfE: (EfEZRRLET)

Containment is the action that MUST happen immediately following the identification of a
malware incident because it aims to isolate the affected systems or networks from the rest
of the environment and prevent the spread or escalation of the malware. Containment can
involve disconnecting the systems or networks from the internet, blocking or filtering
certain ports or protocols, or creating separate VLANSs or subnets for the isolated systems
or networks. Containment is part of the incident response process and should be
performed as soon as possible after detecting a malware incident12. Preparation (A) is the
phase that happens before the identification of a malware incident, where the organization
establishes the incident response plan, team, roles, resources, and tools. Preparation is
essential for ensuring the readiness and capability of the organization to respond to
malware incidents effectively and efficiently12. Recovery (B) is the phase that happens
after the containment and eradication of a malware incident, where the organization
restores the normal operations of the systems or networks, verifies the functionality and
security of the systems or networks, and implements the preventive and corrective
measures to avoid or mitigate future malware incidents. Recovery is the final phase of the
incident response process and should be performed after ensuring that the malware
incident is fully resolved and the systems or networks are clean and secure12. Eradication
(D) is the phase that happens after the containment of a malware incident, where the
organization removes the malware and its traces from the systems or networks, identifies
the root cause and impact of the malware incident, and collects and preserves the
evidence for analysis and investigation. Eradication is an important phase of the incident
response process, but it does not happen immediately after the identification of a malware
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incident12. References = 1: CISM Review Manual 15th Edition, page 308-3091; 2:
Cybersecurity Incident Response Exercise Guidance - ISACA2
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Business impact analysis (BIA) is the process that provides the output of recovery time
objectives (RTOs), which are the maximum acceptable time frames for restoring business
functions or processes after a disruption. Business continuity plan (BCP) is the document
that describes the strategies and procedures for ensuring the continuity of critical business
functions or processes in the event of a disruption. Disaster recovery plan (DRP) is the
document that describes the technical steps and resources for restoring IT systems and
data in the event of a disruption. Service level agreement (SLA) is the document that
defines the expectations and obligations between a service provider and a service
consumer, such as availability, performance, and security. References:
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-1
/business-impact-analysis-bia-and-disaster-recovery-planning-drp
https://www.isaca.org/resources/isaca- journal/issues/2017/volume-6/service-level-
agreements-in-the-cloud
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The answer to the question is C. Risk response scenarios. This is because risk response
scenarios are the predefined plans and actions that the organization will take to respond to
specific types of incidents, such as cyberattacks, natural disasters, or data breaches. Risk
response scenarios should be aligned with the corporate strategy, which defines the vision,
mission, goals, and objectives of the organization, and guides the decision- making and
resource allocation processes. By aligning the risk response scenarios with the corporate
strategy, the organization can ensure that the incident response plan supports the
achievement of the desired outcomes and benefits, and minimizes the impact and
disruption to the business operations and performance.
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Risk response scenarios are the predefined plans and actions that the organization will
take to respond to specific types of incidents. Risk response scenarios should be aligned
with the corporate strategy, which defines the vision, mission, goals, and objectives of the
organization. (From CISM Manual or related resources) References = CISM Review
Manual 15th Edition, Chapter 4, Section 4.2.2, page 2111; CISM domain 4:

Information security incident management [2022 update] | Infosec2; A Guide to Effective
Incident Management Communications3
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Comprehensive and Detailed Step-by-Step Explanation:

An effective information security program aims to manage risks to acceptable levels while
supporting business objectives.

A). Risk is treated to an acceptable level: This is the BEST answer as it directly reflects the
program's success in mitigating risks within the organization's tolerance levels.

B). The number of security incidents reported by staff has increased: An increase in
reported incidents might indicate improved awareness but does not necessarily reflect
overall effectiveness.

C). Key risk indicators (KRIs) are established: KRls are important for monitoring risks but
do not indicate whether risks are being effectively managed.

D). Policies are reviewed and approved by senior management: While essential, this action
alone does not demonstrate the program ' s effectiveness.

Reference: CISM Job Practice Area 2 (Risk Management) highlights the importance of risk
treatment and its alignment with organizational risk tolerance.
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Conducting awareness training across the organization is the best way to reduce the risk
of security incidents from targeted email attacks because it helps to educate and empower
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the employees to recognize and avoid falling for such attacks. Targeted email attacks,
such as phishing, spear phishing, or business email compromise, rely on social
engineering techniques to deceive and manipulate the recipients into clicking on malicious
links, opening malicious attachments, or disclosing sensitive information. Awareness
training can help to raise the level of security culture and behavior among the employees,
as well as to provide them with practical tips and best practices to protect themselves and
the organization from targeted email attacks.

Therefore, conducting awareness training across the organization is the correct answer.
References:
https://almanac.upenn.edu/articles/one-step-ahead-dont-get-caught-by-targeted-email-
attacks
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-
compromise-bec
https://www.csoonline.com/article/3334617/what-is-spear-phishing-examples-tactics-and-
techniques.html
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The first step is to research legal and regulatory requirements for the new locations.
Different countries have varying security and privacy laws, and understanding these is
critical before adapting policies or procedures.

"Security requirements will vary depending on local legal and regulatory obligations, which
must be understood as part of international expansion."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Compliance Requirements The ISACA CISM practice database also highlights this step as
the initial and critical move in international expansions.
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According to the CISM Review Manual, 15th Edition, the primary objective of an
information security management system (ISMS) is to align the information security
strategy with the business strategy and ensure that information security objectives are
consistent with the business objectives1. This helps the organization to achieve its goals
and protect its information assets from threats and risks.

References = 1: CISM Review Manual, 15th Edition, Chapter 1: Information Security
Governance, page 11.
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The eradication phase of incident response is the stage where the incident response team
documents and performs the actions required to remove the threat that caused the
incident1. This phase involves identifying and eliminating the root cause of the incident,
such as malware, compromised accounts, unauthorized access, or misconfigured
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systems2. The eradication phase also involves restoring the affected systems to a secure
state, deleting any malicious files or artifacts, and verifying that the threat has been
completely removed2. The eradication phase is the first step in returning a compromised
environment to its proper state2.

The other phases of incident response are:

Preparation: The phase where the incident response team prepares for potential incidents
by defining roles, responsibilities, procedures, tools, and resources1.

Detection and analysis: The phase where the incident response team identifies and
prioritizes the incidents based on their severity, impact, and urgency1.

Containment: The phase where the incident response team isolates the affected systems
or networks to prevent the spread of the incident and minimize the damage1.

Recovery: The phase where the incident response team restores the normal operations of
the systems or networks, and implements any necessary changes or improvements to
prevent recurrence1.

Post-incident review: The phase where the incident response team evaluates the
effectiveness of the incident response process, identifies the lessons learned, and provides
recommendations for improvement1. References = 3: Critical Incident Stress
Management: CISM Implementation Guidelines 2:

What is the Eradication Phase of Incident Response? - RSI Security 1: Incident Response
Models - ISACA
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The correct answer is B because awareness training is most effective when it is aligned
with user roles, responsibilities, and exposure to risk. An Al security awareness program
should address how different users interact with Al tools, what data they may enter, what
decisions they may make, and what risks apply to their specific functions. For example,
developers, executives, analysts, HR staff, legal teams, and general users may face
different Al-related risks. Interactive training can improve engagement, but it is not more
important than relevance to the user's role. Defining the level of interaction with Al is useful
input for tailoring the program, but the broader objective is role-based training. Assessing
organizational maturity may help planning, but it does not ensure users receive relevant
guidance. CISM program management emphasizes awareness and training appropriate to
roles and responsibilities. Therefore, aligning training to user roles is the most important
consideration.

Reference: CISM Information Security Program Development and Management; security
awareness, role- based training, Al risk awareness, and user responsibility principles.
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When an organization is aligning its incident response capability with a public cloud service
provider, the information security manager's first course of action should be to review the
provider's incident definitions and notification criteria. This is because the provider's
incident definitions and notification criteria may differ from the organization's own, and may
affect the scope, severity, and urgency of the incidents that need to be reported and
handled. By reviewing the provider's incident definitions and notification criteria, the
information security manager can ensure that there is a common understanding and
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agreement on what constitutes an incident, how it is classified, and when and how it is
communicated. This will help to avoid confusion, delays, or conflicts in the incident
response process, and to establish clear roles and responsibilities between the
organization and the provider. References = CISM Review Manual, 16th Edition, page
1021 Reviewing the provider's incident definitions and notification criteria is the FIRST
course of action when aligning the organization's incident response capability with a public
cloud service provider. This is because the organization needs to understand how the
provider defines and classifies incidents, what their roles and responsibilities are, and how
they will communicate with the organization in case of an incident. This will help the
organization align its own incident response processes and expectations with the
provider's and ensure a coordinated and effective response.
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Documenting information security responsibilities within job descriptions is the most
effective way to convey information security responsibilities across an organization
because it clearly defines the roles, expectations, and accountabilities of each employee
regarding information security. It also helps to align the information security objectives with
the business goals and performance indicators, and to ensure compliance with the security
policies and standards.

References = CISM Review Manual 15th Edition, What is CISM? - Digital Guardian

Eﬁ:ﬁ: 550

FIVG— a3 VATHESNEZEXRBITEX 2TV RIVDERZEDLEDIDIZRD
#BLI=ABIFHETLEID?

A. EIFHWEEE(CIO)

B. &=t ¥ 71 EE&E(CISO)

C.ECRRF7IN—avDmEE

D. J—F7JUr—2 3 VHKE

Ef#: (EfEZRTLET)

The business application owner (C) is best positioned to own application-related security
risks because they are accountable for the business outcomes, value, and operational
impact of the application. CISM consistently assigns risk ownership to business roles, not
technical implementers. The CISO (B) advises on security posture, the CIO (A) oversees
IT strategy, and developers (D) implement controls-but none are accountable for accepting
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or prioritizing business risk. Assigning ownership to the application owner ensures that risk
decisions reflect business priorities and align with risk appetite.

References: ISACA CISM Review Manual (Governance-risk ownership and accountability);
CISM Exam Content Outline (Domain 2).
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A standardized security control is a set of rules, guidelines, or best practices that are
designed to protect the confidentiality, integrity, and availability of information assets and
systems. An information security framework is a collection of standardized security controls
that are aligned with the organization's objectives, strategy, and risk appetite. Adopting an
information security framework provides a primary benefit of ensuring consistency,
efficiency, and effectiveness in the implementation and management of information
security across the organization.

References = CISM Review Manual 2022, page 321; CISM Exam Content Outline, Domain
1, Knowledge Statement 1.22; What is an Information Security Framework?; Information
Security Frameworks: What Are They and Why Do You Need One?
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Procedures are the detailed steps or instructions for performing specific tasks or activities.
They are usually aligned with standards, policies and guidelines, but they are more specific
and prescriptive. System maintenance instructions and schedules are examples of
procedures that should be documented and followed to ensure the proper functioning and
security of the system.

References: The CISM Review Manual 2023 defines procedures as "the lowest level in the
hierarchy of documentation. They are detailed steps that a user must follow to accomplish
an activity" (p. 80). The CISM ltem Development Guide also provides the following


https://www.jpnshiken.com/q/68908-6447257/
https://www.jpnshiken.com/q/68908-6447258/

explanation for this answer: "Procedures are the correct answer because they provide the
specific steps to be followed to maintain the system" (p. 11).
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The most important issue in a penetration test is having a defined goal as well as success
and failure criteria.

A penetration test is a simulated cyber attack against a computer system or an application
to check for exploitable vulnerabilities. The goal of a penetration test is to identify and
evaluate the security risks and weaknesses of the target system or application, and to
provide recommendations for improvement. The success and failure criteria of a
penetration test are the metrics and indicators that measure the effectiveness and
efficiency of the test, and the extent to which the test achieves its goal. By having a defined
goal as well as success and failure criteria, the penetration tester can plan and execute the
test in a systematic and structured manner, and can communicate and report the results
and findings in a clear and concise way. The other options are not the most important
issue in a penetration test, although they may be some factors or considerations that affect
the test. Having an independent group perform the test is a desirable practice, as it can
provide an unbiased and objective assessment of the target system or application.
However, it is not essential, as long as the penetration tester follows ethical hacking
principles and standards. Obtaining permission from audit is a mandatory requirement, as
it ensures that the penetration test is authorized and compliant with the organization's
policies and regulations. However, it is not an issue, as it is a prerequisite for conducting
the test. Performing the test without the benefit of any insider knowledge is an optional
approach, as it simulates a real-world attack by an external hacker who does not have
access to the internal design or configuration of the target system or application. However,
it is not always feasible or effective, as some vulnerabilities may be hidden or inaccessible
from an outsider's perspective.
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Change management is the process of planning, implementing, and monitoring changes to
information systems in a controlled and coordinated manner. Change management
proactively minimizes the likelihood of disruption, unauthorized alterations, and errors by
ensuring that changes are aligned with the organization's objectives, policies, and
procedures. Change management also involves identifying and mitigating the risks
associated with changes, as well as communicating and documenting the changes to all
relevant stakeholders12.

References = 1: CISM Review Manual (Digital Version), page 271 2: CISM Review Manual
(Print Version), page 271
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= The method of operation used by the attacker is the most useful information for an
information security manager when conducting a post-incident review of an attack. This
information can help identify the root cause of the incident, the vulnerabilities exploited, the
impact and severity of the attack, and the effectiveness of the existing security controls.
The method of operation can also provide insights into the attacker's motives, skills, and
resources, which can help improve the organization's threat intelligence and risk
assessment. The cost of the attack to the organization, the location of the attacker, and the
details from IDS logs are all relevant information for a post-incident review, but they are not
as useful as the method of operation for improving the incident handling process and
preventing future attacks. References = CISM Review Manual 2022, page 316; CISM Item
Development Guide 2022, page 9; ISACA CISM: PRIMARY goal of a post-incident review
should be to?
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