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Network sniffing is difficult to detect primarily because it can be performed passively. In
CISM terms, a passive attack is one in which the attacker monitors or intercepts data
without altering system resources or network traffic patterns. Because passive sniffing
does not generate abnormal traffic, modify packets, or interact directly with target systems,
it often leaves no observable indicators that traditional security monitoring tools can easily
detect.
CISM distinguishes between passive and active attacks, emphasizing that passive
techniques such as packet sniffing, eavesdropping, and traffic analysis are inherently
harder to identify than active attacks, which disrupt operations or modify data. Continuous
operation (B) does not explain detectability, active sniffing (C) would generate detectable
anomalies, and remote execution (D) does not inherently make detection more difficult.
From an incident management and detection perspective, this highlights the importance of
preventive controls, such as encryption, secure network design, and segmentation, rather
than relying solely on detection mechanisms. Because passive sniffing exploits visibility
rather than system weakness, prevention is the primary risk mitigation strategy.
References:
ISACA CISM Review Manual, Information Security Incident Management - attack types
and detection challenges ISACA CISM Exam Content Outline, Domain 4: Information
Security Incident Management
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Establishing an information security steering committee is the best way to facilitate the
integration of information security governance into enterprise governance. The information
security steering committee is a cross-functional group of senior managers who provide
strategic direction, oversight, and support for the information security program. The
committee ensures that the information security strategy is aligned with the enterprise
strategy, objectives, and risk appetite. The committee also fosters collaboration and
communication among various stakeholders and promotes a culture of security awareness
and accountability. Developing an information security policy, documenting the information
security governance framework, and implementing an information security awareness
program are all important activities for implementing and maintaining information security
governance, but they do not necessarily facilitate its integration into enterprise governance.
These activities may be initiated or endorsed by the information security steering
committee, but they are not sufficient to ensure that information security governance is
embedded into the enterprise governance structure and processes. References = CISM
Review Manual 2023, page 34 1; CISM Practice Quiz 2
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Conducting a business impact analysis (BIA) is the first step when creating an
organization's disaster recovery plan (DRP) because it helps to identify and prioritize the
critical business functions or processes that need to be restored after a disruption, and
determine their recovery time objectives (RTOs) and recovery point objectives (RPOs)2.
Identifying the response and recovery teams is not the first step, but rather a subsequent
step that involves assigning roles and responsibilities for executing the DRP. Reviewing
the communications plan is not the first step, but rather a subsequent step that involves
defining the communication channels and protocols for notifying and updating the
stakeholders during and after a disruption. Developing response and recovery strategies is
not the first step, but rather a subsequent step that involves selecting and implementing
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the appropriate solutions and procedures for restoring the critical business functions or
processes.

References: 2 https://www.isaca.org/resources/isaca-
journal/issues/2018/volume-3/business-impact-analysis- bia-and-disaster-recovery-
planning-drp

B 4

ITERZESN THRA kEh B Infrastructure as a Service (IaaS) ETILIZEITT B & =1
RLEEGEEBEEIRODENTIT N,

A X2 TABENRELGE EECIANRET HAIREENHY £,

B. T— 2 IETHALGEMICREIN BHEICRETETLHVAEELAHY FT,

C. REEMERCRHEMNBERINGNGEGELHY FT,

D. T—ADSRIAFFIE, T—EFHRELWWISTOR A4 FICEUETOEATLSZEEZR
BT HDIT/’ILBEFET,

EfE: (EEERTLET)

BR: 5

HEIMBIFZEDKETWNENDEXRETRBRLEL, ROEANMEBORIEBIZZLEL -
EETL&LOIM?

A. KFEIBETE (DRP)

B. E DR XEESHT (BIA)

C. EX#tfatE (BCP)

D. 1 VT bxGETE

T (EREERLET)

Eﬁ:ﬁ: 6
H—EXZHWDRDERD > BNV IO RY—EX TOoNSA F—ICHET LHIFHRE
Fal)T4 VRV ZERITLADICRLEBLTVDDEFENTIT D,

A. HEFKIR

B. RE DL L@

C.AVIZATUVRART—RALKR—F

D. Y—ERXTANAS A —DEHRA~ADYEHLT IR

IEfE: (EfEZRRLET)

Compliance status reporting is the best element of a service contract that would enable an
organization to monitor the information security risk associated with a cloud service
provider, as it provides the organization with regular and timely information on the cloud
service provider's compliance with the agreed-upon security requirements, standards, and
regulations. Compliance status reporting also helps the organization to identify any gaps or
issues that need to be addressed or resolved, and to verify the effectiveness of the cloud
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service provider's controls. (From CISM Review Manual 15th Edition) References: CISM
Review Manual 15th Edition, page 184, section 4.3.3.2.
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The best automated control to resolve the issue of security incidents not being
appropriately escalated by the help desk is to integrate incident response workflow into the
help desk ticketing system. This will ensure that the help desk staff follow the predefined
steps and procedures for handling and escalating security incidents, based on the severity,
impact, and urgency of each incident. The incident response workflow will also provide
clear guidance on who to notify, when to notify, and how to notify the relevant stakeholders
and authorities.

This will improve the efficiency, effectiveness, and consistency of the incident response
process.

References = CISM Review Manual, 16th Edition, page 2901; A Practical Approach to
Incident Management Escalation2
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Ensuring current documentation of security processes is the best way to support
information security management in the event of organizational changes in security
personnel. Documentation of security processes provides a clear and consistent reference
for the roles, responsibilities, procedures, and standards of the information security
program. It helps to maintain the continuity and effectiveness of the security operations, as
well as the compliance with the security policies and regulations. Documentation of
security processes also facilitates the knowledge transfer and training of new or existing
security personnel, as well as the communication and collaboration with other
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stakeholders. By ensuring current documentation of security processes, the information
security manager can minimize the impact of organizational changes in security personnel,
and ensure a smooth transition and alignment of the security program. References = CISM
Review Manual 15th Edition, page 43, page 45.
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The best response for the organization to reduce risk from increasing cyberattacks is to
revalidate and mitigate risks to an acceptable level. This means that the organization
should review its current risk profile, identify any new or emerging threats, vulnerabilities,
or impacts, and evaluate the effectiveness of its existing controls and countermeasures.
Based on this analysis, the organization should implement appropriate risk treatment
strategies, such as avoiding, transferring, accepting, or reducing the risks, to achieve its
desired risk appetite and tolerance. The organization should also monitor and review the
risk situation and the implemented controls on a regular basis, and update its risk
management plan accordingly. This approach is consistent with the ISACA Risk IT
Framework, which provides guidance on how to align IT risk management with business
objectives and value12.

The other options are not the best responses because they are either too narrow or too
reactive. Increasing budget and staffing levels for the incident response team may improve
the organization's ability to respond to and recover from cyberattacks, but it does not
address the root causes or the prevention of the attacks.

Implementing an intrusion detection system (IDS) may enhance the organization's
detection and analysis capabilities, but it does not guarantee the protection or mitigation of
the attacks. Testing the business continuity plan (BCP) may verify the organization's
readiness and resilience to continue its critical operations in the event of a cyberattack, but
it does not reduce the likelihood or the impact of the attack. References = Risk IT
Framework 1 CISM Review Manual, 16th Edition | Print | English 2, Chapter 3: Information
Risk Management, pages 97-

98, 103-104, 107-108, 111-112.
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The business client should be responsible for determining access levels to an application
that processes client information, because the business client is the owner of the data and
the primary stakeholder of the application. The business client has the best knowledge and
understanding of the business requirements, objectives, and expectations of the
application, and the sensitivity, value, and criticality of the data. The business client can
also define the roles and responsibilities of the users and the access rights and privileges
of the users based on the principle of least privilege and the principle of separation of
duties. The business client can also monitor and review the access levels and the usage of
the application, and ensure that the access levels are aligned with the organization's
information security policies and standards.

The information security team, the identity and access management team, and the
business unit management are all involved in the process of determining access levels to
an application that processes client information, but they are not the primary responsible
party. The information security team provides guidance, support, and oversight to the
business client on the information security best practices, controls, and standards for the
application, and ensures that the access levels are consistent with the organization's
information security strategy and governance. The identity and access management team
implements, maintains, and audits the access levels and the access control mechanisms
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for the application, and ensures that the access levels are compliant with the organization's
identity and access management policies and procedures. The business unit management
approves, authorizes, and sponsors the access levels and the access requests for the
application, and ensures that the access levels are aligned with the business unit's goals
and strategies. References = ISACA, CISM Review Manual, 16th Edition, 2020, pages
125-126, 129-130, 133-134, 137-138.

ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID 1037.
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Data owners are responsible for determining the classification of data based on its
sensitivity, value, and business impact. They understand the context in which the data is
used and can best evaluate its importance and risk profile.

"Data owners are responsible for defining the classification and protection requirements of
their data."

- CISM Review Manual 15th Edition, Chapter 2: Information Risk Management, Section:
Data Classification Roles* The ISO may assist in developing the classification scheme, but
the final responsibility lies with the data owner.
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The most important consideration when establishing metrics for reporting to the information
security strategy committee is D. Aligning the metrics with the organizational culture. This
is because the metrics should reflect the values, beliefs, and behaviors of the organization
and its stakeholders, and support the achievement of the strategic objectives and goals.
The metrics should also be relevant, meaningful, and understandable for the intended
audience, and provide clear and actionable information for decision making. The metrics
should not be too technical, complex, or ambiguous, but rather focus on the key aspects of
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information security performance, such as risk, compliance, maturity, value, and
effectiveness.

References = CISM Review Manual 15th Edition, Chapter 1, Section 1.3.2, page 281;
CISM Review Questions, Answers & Explanations Manual 9th Edition, Question 5, page 3
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The online bank should first isolate the affected network segment, as this is the most
effective way to contain the attack and prevent it from spreading to other parts of the
network or compromising more data or systems.

Isolating the affected network segment also helps to preserve the evidence and facilitate
the investigation and recovery process. Reporting the root cause to the board of directors,
assessing whether personally identifiable information (PIl) is compromised, and shutting
down the entire network are not the first actions that the online bank should take, as they
may not be feasible or appropriate at the time of the attack, and may cause more
disruption, confusion, or damage to the business operations and reputation. References =
CISM Review Manual 2023, page 1641; CISM Review Questions, Answers & Explanations
Manual 2023, page 362; ISACA CISM - iSecPrep, page 213
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Performing a risk assessment of the access rights is the best way to address the concern
of conflicting access rights during the integration of two companies. A risk assessment will
help to identify and prioritize the threats and vulnerabilities that affect the access rights of
both companies, as well as the potential impact and likelihood of information exposure. A
risk assessment will also provide a basis for selecting and evaluating the controls to
mitigate the risks. According to NIST, a risk assessment is an essential component of risk
management and should be performed before implementing any security controls1. The
other options are not the best ways to address the concern of conflicting access rights
during the integration of two companies, but rather possible subsequent actions based on
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the risk assessment. Reviewing access rights as the acquisition integration occurs may be
too late or too slow to prevent information exposure. Escalating concerns for conflicting
access rights to management may not be effective without evidence or recommendations
from a risk assessment. Implementing consistent access control standards may not be
feasible or desirable for different systems or business units. References: 1: NIST SP
800-30 Rev. 1 Guide for Conducting Risk Assessments 2: M&A integration strategy is
crucial for deal success but remains difficult: PwC 3: The 10 steps to successful M&A
integration | Bain & Company : Cracking the code to successful post-merger integration
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Information security is the most critical function when initiating the removal of system
access for terminated employees, as it is responsible for ensuring that the access rights of
the employees are revoked in a timely and effective manner, and that the security of the
organization's data and systems is maintained. Information security should coordinate with
other functions, such as HR, legal, and help desk, to implement the access removal
process, but it is the primary function that has the authority and capability to disable or
delete the access credentials of the terminated employees. The other options are not as
critical as information security, as they may have different roles or responsibilities in the
access removal process, or they may not have direct access to the systems or tools that
control the access rights of the employees. References = CISM Review Manual 15th
Edition, page 114: "Information security is responsible for ensuring that access rights are
revoked in a timely and effective manner." SOC 2 Controls: Access Removal for
Terminated or Transferred Users, snippets: "Systems access that is no longer required for
terminated or transferred users is removed within one business day. For terminated
employees, access to key IT systems is revoked in a timely manner. A termination
checklist and ticket are completed, and access is revoked for employees as a component
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of the employee termination process." IT Involvement in Employee Termination, A
Checklist, snippets: "Disable all network access. If your company uses a master access list
of active passwords, tell the system to deny any passcodes associated with the user being
terminated. If your system doesn't have a deny function, delete the user and their
associated passwords. Monitor employee access." Human resources (HR) is the most
critical function when initiating the removal of system access for terminated employees
because it is responsible for notifying the relevant parties, such as information security,
help desk, and legal, of the employee's termination status and date. HR also ensures that
the employee's exit process is completed and documented, and that the employee returns
any company-owned devices or assets.

HR also coordinates with the employee's manager and team to ensure a smooth transition
of work and responsibilities.
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Data classification is the sole responsibility of the client organization when adopting a
Software as a Service (SaaS) model. Data classification is the process of categorizing data
based on its sensitivity, value and criticality to the organization. Data classification helps to
determine the appropriate level of protection, access control and retention for different
types of data. Data classification is an essential part of data governance and risk
management, as it enables the organization to comply with legal and regulatory
requirements, protect its intellectual property and reputation, and optimize its data storage
and usage costs.

In a SaaS model, the client organization has the least control and responsibility over the
cloud infrastructure, platform and application, as these are fully managed by the cloud
service provider (CSP). The client organization only has control and responsibility over its
own data and users. Therefore, the client organization is responsible for defining and
implementing data classification policies and procedures, and ensuring that its data is
properly labeled and handled according to its classification level. The client organization is
also responsible for educating its users about the importance of data classification and the
best practices for data security and privacy.

The other options are not the sole responsibility of the client organization in a SaaS model,
as they are either shared with or delegated to the CSP. Host patching, penetration testing
and infrastructure hardening are all related to the security and maintenance of the cloud
infrastructure and platform, which are the responsibility of the CSP in a SaaS model. The
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CSP is expected to provide regular updates, patches and fixes to the host operating
system, network and application components, and to conduct periodic security
assessments and audits to identify and remediate any vulnerabilities or weaknesses in the
cloud environment. The client organization may have some responsibility to monitor and
verify the CSP's performance and compliance with the service level agreement (SLA) and
the cloud security standards and regulations, but it does not have direct control or access
to the cloud infrastructure and platform. References = Understanding the Shared
Responsibilities Model in Cloud Services - ISACA, Figure 1 CISM Review Manual, Chapter
3, page 121
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= A quality process is a set of activities that ensures that the products or services delivered
by an organization meet the customer's expectations and comply with the applicable
standards and regulations. A quality process can support security management by
providing assurance that security requirements are met throughout the development,
implementation and maintenance of information systems and processes. A quality process
can also help to identify and correct security defects, measure security performance and
effectiveness, and improve security practices and procedures. References = CISM Review
Manual, 15th Edition, page 671; CISM Review Questions, Answers & Explanations
Database, question ID 2092.

An organization's quality process can BEST support security management by providing
assurance that security requirements are met. This means that the quality process can be
used to ensure that security controls are being implemented as intended and that they are
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achieving the desired results. This helps to ensure that the organization is properly
protected and that it is in compliance with security regulations and standards.
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= The PRIMARY objective of performing a post-incident review is to identify the root cause
of the incident, which is the underlying factor or condition that enabled the incident to
occur. Identifying the root cause helps to prevent or mitigate future incidents, as well as to
improve the incident response process. Re-evaluating the impact of incidents, identifying
vulnerabilities, and identifying control improvements are secondary objectives of a post-
incident review, which are derived from the root cause analysis. References = CISM
Review Manual, 16th Edition, page 3061; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, page 1512 The primary objective of performing a post-
incident review is to identify the root cause of the incident. After an incident has occurred,
the post-incident review process involves gathering and analyzing evidence to determine
the cause of the incident. This analysis will help to identify both the underlying vulnerability
that allowed the incident to occur, as well as any control improvements that should be
implemented to prevent similar incidents from occurring in the future. Additionally, the post-
incident review process can also be used to re-evaluate the impact of the incident, as well
as any potential implications for the organization.
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Explore

The most important consideration when developing key performance indicators (KPIs) for
the information security program is B. Alignment with business initiatives. This is because
KPls are measurable values that demonstrate how effectively the information security
program is achieving its objectives and delivering value to the organization. KPIs should be
aligned with the business initiatives, such as the strategic goals, the mission, the vision,
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and the values of the organization, and support the achievement of the desired outcomes
and benefits. KPIs should also reflect the needs, expectations, and challenges of the
business stakeholders, and provide relevant, meaningful, and actionable information for
decision making and improvement. KPIs should not be too technical, complex, or
ambiguous, but rather focus on the key aspects of information security performance, such
as risk, compliance, maturity, value, and effectiveness.

KPls are measurable values that demonstrate how effectively the information security
program is achieving its objectives and delivering value to the organization. KPIs should be
aligned with the business initiatives, such as the strategic goals, the mission, the vision,
and the values of the organization, and support the achievement of the desired outcomes
and benefits. (From CISM Manual or related resources) References = CISM Review
Manual 15th Edition, Chapter 1, Section 1.3.2, page 281; CISM Domain - Information
Security Program Development | Infosec2; KPls in Information Security: The 10 Most
Important Security Metrics3

B 27

XLV TARBBELTARY FEE (SIEM) SRTFLEA VR M—ILTDHE EDLS
BREBAOHEARESINTIH?

A. FHrY

B. #ilit A

C. %8

D. {&1E

IEfE: (EffZzRnLET)

A security information and event management (SIEM) system is a type of detective control
because it monitors and analyzes the security events or logs from different sources or
systems, and detects any anomalies or incidents that may indicate a security breach or
compromise. A preventive control is a type of control that prevents or blocks any
unauthorized or malicious activity or access from occurring. A deterrent control is a type of
control that discourages or warns any potential attackers or intruders from attempting any
unauthorized or malicious activity or access. A corrective control is a type of control that
restores or repairs any damage or disruption caused by an unauthorized or malicious
activity or access. References: https://www.
isaca.org/resources/isaca-journal/issues/2017/volume-6/the-value-of-penetration-testing
https://www.isaca.org
/resources/isaca-journal/issues/2016/volume-5/security-scanning-versus-penetration-
testing
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Comprehensive and Detailed Step-by-Step Explanation:

The goal of securing funding for an information security program often requires aligning the
program with business goals and demonstrating its value to the organization. Here's an
analysis of each option:

A). Demonstrate the effectiveness of business continuity plans (BCPs): While important,
this focuses on continuity rather than the overall value of the information security program
to business objectives. This is not the strongest method to justify funding.

B). Report key performance indicator (KPI) trends: KPI trends are useful for tracking
performance but may not directly demonstrate how the program supports business
activities or adds value.

C). Demonstrate that the program enables business activities: This is the BEST option
because it ties the information security program directly to business operations. When
security is seen as an enabler (e.g., reducing risks in critical areas like customer data
protection), stakeholders are more likely to allocate resources.

D). Provide evidence of increased security events at peer organizations: This may indicate
a general threat landscape but does not provide concrete evidence of the program's value
or relevance to the organization's specific goals.

Reference: CISM Job Practice Area 1 (Information Security Governance) emphasizes
aligning information security strategies with organizational objectives to gain stakeholder
support.
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Compartmentalization is the best defense-in-depth implementation for protecting high
value assets or for handling environments that have trust concerns because it is a strategy
that divides the network or system into smaller segments or compartments, each with its
own security policies, controls, and access rules.

Compartmentalization helps to isolate and protect the most sensitive or critical data and
functions from unauthorized or malicious access, as well as to limit the damage or impact
of a breach or compromise.
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Compartmentalization also helps to enforce the principle of least privilege, which grants
users or processes only the minimum access rights they need to perform their tasks.
Therefore, compartmentalization is the correct answer.

References:

* https://www.csoonline.com/article/3667476/defense-in-depth-explained-layering-tools-
and-processes- for-better-security.html

* https://www.fortinet.com/resources/cyberglossary/defense-in-depth

* https://sciencepublishinggroup.com/journal/paperinfo?
journalid=542&d0i=10.11648/j.ajai.20190302.11
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If the residual risk of the business activity is lower than the acceptable risk level, it means
that the existing controls are effectively mitigating the identified risks. In this case, the best
course of action is to monitor the effectiveness of the controls and ensure they remain
effective. The information security manager should review and test the controls periodically
to ensure that they continue to provide adequate protection. It is also essential to update
the risk assessment framework to reflect changes in the business environment or risk
landscape.
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Comprehensive and Detailed Step-by-Step Explanation:

OO0 w >

Incident response policies must provide clear and actionable steps to ensure effective
handling of incidents.

Notification requirements are critical to ensure timely communication with stakeholders
during an incident.

A). A description of testing methodology: While testing is important, it is typically addressed
in incident response plans, not the policy itself.
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B). Notification requirements: This is the BEST answer as it ensures that key stakeholders
are informed promptly, allowing for coordination and mitigation efforts.

C). An infrastructure diagram: This is useful for understanding system architecture but is
not a core policy requirement.

D). Recovery time objectives (RTOs): RTOs are part of business continuity and disaster
recovery plans, not incident response policies.

Reference: CISM Job Practice Area 4 (Information Security Incident Management)
emphasizes the importance of clear communication and notification procedures in incident
response.
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= End users are the primary stakeholders of the business processes and functions that
need to be protected and recovered in the event of a disruption. They have the most
knowledge and experience of the specific business needs, requirements, and
dependencies that affect the continuity planning. Involving them in the planning process
can help to ensure that the continuity plan is aligned with the business objectives and
expectations, and that the critical activities and resources are prioritized and protected
accordingly. End users can also provide valuable feedback and suggestions to improve the
plan and its implementation. References = CISM Review Manual 15th Edition, page 2291;
CISM Practice Quiz, question 1182
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Criteria for activation are essential to ensure that the BCP is triggered appropriately in
response to a disruption.

"The BCP should include clearly defined activation criteria to ensure that plans are invoked
when necessary."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Business Continuity Planning* ISACA's practice
questions confirm that criteria for activation are core to a BCP's effectiveness.
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The information security manager should first assess the risk to business operations that
are caused by the information security issues reported by internal audit. This will help to
prioritize the remediation actions and allocate the necessary resources. Creating a security
exception, performing a gap analysis, or performing a vulnerability assessment are
possible subsequent steps, but they are not the first action to take.

References = CISM Review Manual, 16th Edition, page 48

Eﬁ:ﬁ: 35

DI RR=ZADV ) 2a—2aVITBITTHEBICE T A0V T U MRRICHT 5%
WET7 TO—FIERODENTT H?

AVSOK JANAZT—DA 0 Ty bAGFIEEHRRALET,
B.AYITUMRIEDEREYZV K TANAF—ITHBELET,

C.HHREDA VYT MRIEFIRESIEHEFEALET,

D. V57 FRIEZMBET AL IICAI VT MRIGFIEZHETLET,

EfE:D(QAAV FEHEKT D)

The best approach to incident response for an organization migrating to a cloud-based
solution is to revise the existing incident response procedures to encompass the cloud
environment. This is because the cloud environment introduces new challenges and risks
that may not be adequately addressed by the current procedures. For example, the cloud
provider may have different roles and responsibilities, service level agreements,
notification and escalation processes, data protection and privacy requirements, and legal
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and regulatory obligations than the organization. Therefore, the organization should review
and update its incident response procedures to align with the cloud provider's policies and
practices, as well as the organization's business objectives and risk appetite. The
organization should also ensure that the incident response team members are trained and
aware of the changes in the procedures and the cloud environment.

The other options are not the best approaches because they do not consider the specific
characteristics and implications of the cloud environment. Adopting the cloud provider's
incident response procedures may not be feasible or desirable, as the organization may
have different needs and expectations than the cloud provider. Transferring responsibility
for incident response to the cloud provider may not be possible or advisable, as the
organization may still retain some accountability and liability for the security and availability
of its data and services in the cloud. Continuing to use the existing incident response
procedures may not be effective or efficient, as the procedures may not cover the
scenarios and issues that may arise in the cloud environment. References = CISM Review
Manual (Digital Version) 1, Chapter 4: Information Security Incident Management, pages
191-

192, 195-196, 199-200.

Cloud Incident Response Framework - A Quick Guide 2, pages 3-4, 6-7, 9-10.

CISM ITEM DEVELOPMENT GUIDE 3, page 18, Question 1.
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According to the Certified Information Security Manager (CISM) Study Manual, risk owners
are responsible for managing a risk, including taking corrective action to reduce the risk to
an acceptable level. When implementing controls, it is essential to obtain input from risk
owners to ensure that the controls are effective in managing the risk to an acceptable level.
By obtaining input from risk owners, the organization can ensure that the controls are
tailored to the specific risks and are effective in reducing the risk to an acceptable level.
This can help to minimize the impact of the risk on the organization and reduce the
potential for financial or reputational damage.
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The best way to ensure that frequently encountered incidents are reflected in the user
security awareness training program is to include examples of help desk requests. Help
desk requests are requests for assistance or support from users who encounter problems
or issues related to information security, such as password resets, malware infections,
phishing emails, unauthorized access, data loss, or system errors. Help desk requests can
provide valuable insights into the types, frequencies, and impacts of the incidents that
affect the users, as well as the users' knowledge, skills, and behaviors regarding
information security. By including examples of help desk requests in the user security
awareness training program, the information security manager can achieve the following
benefits12:

* Increase the relevance and effectiveness of the training content: By using real-life
scenarios and cases that the users have experienced or withessed, the information
security manager can make the training content more relevant, engaging, and applicable to
the users' needs and situations. The information security manager can also use the
examples of help desk requests to illustrate the consequences and costs of the incidents,
and to highlight the best practices and solutions to prevent or resolve them. This can help
the users to understand the importance and value of information security, and to improve
their knowledge, skills, and attitudes accordingly.

* |dentify and address the gaps and weaknesses in the training program: By analyzing the
patterns and trends of the help desk requests, the information security manager can
identify and address the gaps and weaknesses in the existing training program, such as
outdated or inaccurate information, insufficient or ineffective coverage of topics, or lack of
feedback or evaluation. The information security manager can also use the examples of
help desk requests to measure and monitor the impact and outcomes of the training
program, such as changes in the number, type, or severity of the incidents, or changes in
the users' satisfaction, performance, or behavior.

* Enhance the communication and collaboration with the users and the help desk staff: By
including examples of help desk requests in the user security awareness training program,
the information security manager can enhance the communication and collaboration with
the users and the help desk staff, who are the key stakeholders and partners in information
security. The information security manager can use the examples of help desk requests to
solicit feedback, suggestions, or questions from the users and the help desk staff, and to
provide them with timely and relevant information, guidance, or support. The information
security manager can also use the examples of help desk requests to recognize and
appreciate the efforts and contributions of the users and the help desk staff in reporting,
responding, or resolving the incidents, and to encourage and motivate them to continue
their involvement and participation in information security.


https://www.jpnshiken.com/q/65182-5991484/

The other options are not the best way to ensure that frequently encountered incidents are
reflected in the user security awareness training program, as they are less reliable,
relevant, or effective sources of information.

Results of exit interviews are feedback from employees who are leaving the organization,
and they may not reflect the current or future incidents that the remaining or new
employees may face. Previous training sessions are records of the past training activities,
and they may not capture the changes or updates in the information security environment,
threats, or requirements. Responses to security questionnaires are answers to predefined
questions or surveys, and they may not cover all the possible or emerging incidents that
the users may encounter or experience12. References = Information Security Awareness
Training: Best Practices

- Infosec Resources, How to Create an Effective Security Awareness Training Program -
Infosec Resources, Security Awareness Training: How to Build a Successful Program -
ISACA, Security Awareness Training: How to Educate Your Employees - ISACA
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Retaining communications ensures the organization can produce evidence for litigation or
regulatory investigations, which is often a legal obligation.

"Organizations must retain electronic communications to support legal discovery,
compliance audits, and investigative needs."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Legal and Regulatory Requirements*
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Performing a vulnerability analysis is the best option to ensure that a new application
complies with information security policy because it helps to identify and evaluate any
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security flaws or weaknesses in the application that may expose it to potential threats or
attacks, and provide recommendations or solutions to mitigate them. Reviewing the
security of the application before implementation is not a good option because it may not
detect or prevent all security issues that may arise after implementation or deployment.
Integrating security functionality at the development stage is not a good option because it
may not account for all security requirements or challenges of the application or its
environment. Periodically auditing the security of the application is not a good option
because it may not address any security issues that may occur between audits or after
deployment. References: https://www.isaca.org/resources/isaca-
journal/issues/2017/volume-2/secure- software-development-lifecycle
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-4
/integrating-assurance-functions
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Performing frequent backups and storing them offline is the best way to reduce the impact
of a successful ransomware attack, as this allows the organization to restore its data and
systems without paying the ransom or losing valuable information. Purchasing or renewing
cyber insurance policies may help cover some of the costs and losses associated with a
ransomware attack, but it does not prevent or mitigate the attack itself.

Including provisions to pay ransoms in the information security budget may encourage
more attacks and does not guarantee the recovery of the data or the removal of the
malware. Monitoring the network and providing alerts on intrusions may help detect and
respond to a ransomware attack, but it does not reduce the impact of a successful attack
that has already encrypted or exfiltrated the data. References = CISM Review Manual
2023, page 1661; CISM Review Questions, Answers & Explanations Manual 2023, page
312; CISM Exam Overview - Vinsys3
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Encryption tools and personal data are the most often associated with legal issues in the
context of transborder flow of technology-related items because they involve the protection
of privacy and security of individuals and organizations across different jurisdictions, and
may be subject to different laws and regulations that govern their access, use, or transfer.
Website transactions and taxation are not very often associated with legal issues in this
context because they involve the exchange of goods and services and the collection of
taxes across different jurisdictions, which may not be directly related to technology transfer
or data flow. Software patches and corporate data are not very often associated with legal
issues in this context because they involve the maintenance and improvement of software
functionality and the management and sharing of business information, which may not be
directly related to technology transfer or data flow. Lack of competition and free trade are
not very often associated with legal issues in this context because they involve the market
structure and trade policies of different jurisdictions, which may not be directly related to
technology transfer or data flow. References: https://www.oecd-ilibrary.org/science-and-
technology/oecd-declaration-on- transborder-data-flows 230240624407
https://legalinstruments.oecd.org/public/doc/108/108.en.pdf
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The principle of least privilege-ensuring access is granted only to those whose job
functions require it-is the primary control for securing data, especially in cloud
environments.

"Access to information and systems should be based on the principles of least privilege
and need to know, regardless of environment."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Access Control Management ISACA's CISM
practice questions consistently highlight this principle as central to effective cloud security.
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The greatest concern to an information security manager if omitted from the contract with a

multinational cloud computing vendor would be the authority of the subscriber to approve

access to its data. This is because the subscriber's data may be subject to different legal

and regulatory requirements in different jurisdictions, and the subscriber may lose control

over who can access, process, or disclose its data. The subscriber should have the right to

approve or deny access to its data by the vendor or any third parties, and to ensure that

the vendor complies with the applicable data protection laws and standards. The authority

of the subscriber to approve access to its data is also one of the key elements of the

ISACA Cloud Computing Management Audit

/Assurance Program1.

References = CISM Review Manual, 16th Edition eBook2, Chapter 3: Information Security

Program Development and Management, Section: Information Security Program

Management, Subsection: Cloud Computing, Page 142.
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= Proactive systems monitoring is the best method to protect against emerging APT actors
because it can help detect and respond to anomalous or malicious activities on the
network, such as unauthorized access, data exfiltration, malware infection, or command
and control communication. Proactive systems monitoring can also help identify the
source, scope, and impact of an APT attack, as well as provide evidence for forensic
analysis and remediation. Proactive systems monitoring can include tools such as intrusion
detection and prevention systems (IDPS), security information and event management
(SIEM) systems, network traffic analysis, endpoint detection and response (EDR), and
threat intelligence feeds.

References = CISM Review Manual 15th Edition, page 201-2021; CISM Practice Quiz,
question 922

Eﬁ:ﬁ:48

ROEADS S FHREF 1) T+ BEBOBBROEREZHNSELI L THRLRESLGEESE
BEZB5DIEENTIH?

A. FRHIZH

B.OY 7347 VREKR

C. BEXIE

D. PE&AFR

Eff:C(AA U FERKRT D)


https://www.jpnshiken.com/q/65182-5991493/
https://www.jpntest.com/shiken/CISM-JPN-mondaishu
https://www.jpnshiken.com/q/65182-5991494/
https://www.jpnshiken.com/q/65182-5991495/

Management support is the factor that has the greatest influence on the successful
implementation of information security strategy goals. Management support refers to the
commitment and involvement of senior executives and other key stakeholders in defining,
approving, funding, and overseeing the information security strategy. Management support
is essential for aligning the information security strategy with the business objectives,
ensuring adequate resources and budget, fostering a security-aware culture, and enforcing
accountability and compliance. According to ISACA, management support is one of the
critical success factors for information security governance1. The other options are not
factors that influence the successful implementation of information security strategy goals,
but rather outcomes or components of the information security strategy. Regulatory
requirements are external obligations that the information security strategy must comply
with2. Compliance acceptance is the degree to which the organization adheres to the
information security policies and standards3. Budgetary approval is the process of
allocating financial resources for the information security activities and initiatives4.
References: 2: Information Security: Goals, Types and Applications - Exabeam 3: How to
develop a cybersecurity strategy: Step-by-step guide 4: Information Security Goals And
Objectives 1: The Importance of Building an Information Security Strategic Plan
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Risk management is the most important factor for the effectiveness of an information
security program, as it provides a systematic and consistent approach to identify, assess,
treat, and monitor the information security risks that could affect the organization's
objectives. Risk management also helps to align the security program with the business
strategy, prioritize the security initiatives and resources, and communicate the value of
security to the stakeholders.

References = CISM Review Manual 2022, page 3071; CISM Exam Content Outline,
Domain 4, Knowledge Statement 4.1
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Comprehensive and Detailed Step-by-Step Explanation:

Security Information and Event Management (SIEM) systems are designed to collect,
analyze, and correlate data from multiple sources, making them the BEST choice for
identifying and correlating intrusion attempt alerts.

A). Threat analytics software: While this can provide insights, it is not specialized for real-
time correlation and alerting across various platforms.

B). Host intrusion detection system (HIDS): HIDS monitors individual hosts and detects
intrusions, but it does not correlate alerts from multiple sources.

C). SIEM: This is the BEST answer because SIEM integrates logs from diverse systems,
applies correlation rules, and provides actionable insights into intrusion attempts.

D). Network intrusion detection system (NIDS): While NIDS detects network-level
anomalies, it does not correlate alerts from other systems.

Reference: CISM Job Practice Area 3 (Information Security Program Development and
Management) discusses tools and techniques for monitoring and detecting security events.
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A balanced scorecard most effectively enables information security govern-ance.
Information security governance is the process of establishing and maintaining a
framework to provide assurance that information security strategies are aligned with and
support business objectives, are consistent with applicable laws and regulations, and are
managed effectively and efficiently1. A balanced scorecard is a tool for meas-uring and
communicating the performance and progress of an organization toward its strategic goals.
It typically includes four perspectives: financial, customer, internal pro-cess, and learning
and growth2. A balanced scorecard can help information security managers to:

*Align information security objectives with business objectives and communicate them to
senior management and other stakeholders

*Monitor and report on the effectiveness and efficiency of information security processes
and controls

*ldentify and prioritize improvement opportunities and corrective actions

*Demonstrate the value and benefits of information security investments

*Foster a culture of security awareness and continuous learning

Several sources have proposed models or frameworks for applying the balanced
scorecard approach to information security governance34 . The other options are not the
most effective applications of a balanced scorecard for information security. Pro-ject
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management is the process of planning, executing, monitoring, and closing pro-jects to
achieve specific objectives within constraints such as time, budget, scope, and quality.

A balanced scorecard can be used to measure the performance of individual projects or
project portfolios, but it is not specific to information security projects. Per-formance is the
degree to which an organization or a process achieves its objectives or meets its
standards. A balanced scorecard can be used to measure the performance of information
security processes or functions, but it is not limited to performance measurement.

Risk management is the process of identifying, analyzing, evaluating, treating, monitoring,
and communicating risks that affect an organization's objec-tives. A balanced scorecard
can be used to measure the risk exposure and risk appetite of an organization, but it is not
a tool for risk assessment or treatment.

References: 1: Information Security Governance - ISACA 2: Balanced scorecard -
Wikipedia 3: Key Per- formance Indicators for Security Governance Part 1 - ISACA 4: A
Strategy Map for Se-curity Leaders:

Applying the Balanced Scorecard Framework to Information Security - Security
Intelligence : How to Measure Security From a Governance Perspective - ISA-CA : Project
management - Wikipedia : Performance measurement - Wikipedia : Risk management -
Wikipedia
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A business impact analysis (BIA) is a process that identifies and evaluates the potential
effects of disruptions to critical business operations as a result of a disaster, accident,
emergency, or threat. A BIA helps to determine the business continuity requirements and
priorities for recovery of business functions and processes, including their dependencies
on IT systems, applications, and data. A BIA also provides information on the financial and
operational impacts of a disruption, the recovery time objectives (RTOs), the recovery point
objectives (RPOs), and the minimum service levels for each business function and
process. A BIA is an essential input for designing a disaster recovery plan (DRP), which is
a documented and approved set of procedures and arrangements to enable an
organization to respond to a disaster and resume its critical functions within a
predetermined timeframe. A DRP must be based on the BIA results to ensure that the
system restoration is prioritized according to the business needs and expectations. A DRP
must also consider the availability and suitability of the recovery resources, such as
backup systems, alternate sites, and personnel. A DRP should be tested and updated
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regularly to ensure its effectiveness and alignment with the changing business
environment and requirements. References = CISM Review Manual, 15th Edition, pages
175-1761; CISM Review Questions, Answers & Explanations Database, question ID 2182;
Working Toward a Managed, Mature Business Continuity Plan - ISACAS; Part Two:
Business Continuity and Disaster Recovery Plans - CISM Foundations: Module 4 Course4.
A BIA is an important part of Disaster Recovery Planning (DRP). It helps identify the
impact of a disruption on the organization, including the critical systems and processes that
must be recovered in order to minimize that impact. The BIA results are used to prioritize
system restoration and determine the resources needed to get the organization back into
operation as quickly as possible.

BfE: 53

HEBENTEX 2T AV T U MPBRESNELE, BB EX2) T v R2—Dv—&
WOEBRATAEICERINIEETL & 557

A AV TURPHERSNEL:,

B. AU TYMEHLRAOONFELT,

C. BEMGAVITU MDEHREINFEL,

D.AYY Ty MIERHEINFELT,

Ff:A(QAV FEERT D)

= The information security manager should contact the information owner after the incident
has been confirmed, as this is the first step of the incident response process. The
information owner is the person who has the authority and responsibility for the information
asset that is affected by the incident. The information owner needs to be informed of the
incident as soon as possible, as they may have to make decisions or take actions
regarding the protection, recovery, or restoration of the information asset. The information
owner may also have to communicate with other stakeholders, such as the business units,
customers, regulators, or media, depending on the nature and impact of the incident.

The other options are not the correct time to contact the information owner, as they occur
later in the incident response process. Contacting the information owner after the incident
has been contained, mitigated, or logged may delay the notification and escalation of the
incident, as well as the involvement and collaboration of the information owner. Moreover,
contacting the information owner after the incident has been contained or mitigated may
imply that the incident response team has already taken actions that may affect the
information asset without the consent or approval of the information owner. Contacting the
information owner after a potential incident has been logged may cause unnecessary
alarm or confusion, as the potential incident may not be a real or significant incident, or it
may not affect the information owner's asset. References = CISM Review Manual, 16th
Edition, ISACA, 2022, pp. 219-220, 226-227.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1009.


https://www.jpnshiken.com/q/65182-5991500/

B 54

BHREXF 1) TAIR—O9y—DI SV RY—EXRTAONA F—ICEET D X2 T+«
DRV ZFHEL TWEYT, COFIEZTIRICSRIRERLBEYLGESEEHIEIRD S5
EnTImn?

A. LIEID 78NS A —DHY—E X LR JLEH] (SLA)

B. X2l T4 BEIL—LT—Y

C.EBRATYVDTVARLKR—F

D. 7ONA AL LDRATR MER

EfE:B(AAV FEHKT D)

Security control frameworks (e.g., ISO/IEC 27001, NIST SP 800-53, CSA Cloud Controls
Matrix) provide a structured and standardized approach to assess the security posture of
cloud providers. These frameworks ensure completeness and alignment with best
practices.

"Standardized security frameworks enable consistent evaluation of third-party providers
and alignment with industry-recognized security requirements."

- CISM Review Manual 15th Edition, Chapter 3: Third-Party Risk Management*
Penetration test results and SLAs are useful, but only frameworks provide comprehensive
coverage.
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Before conducting full-functional continuity testing, an information security manager should
verify that teams and individuals responsible for recovery have been identified and trained
on their roles and responsibilities.

This will ensure that the testing can be executed effectively and efficiently, as well as
identify any gaps or issues in the recovery process. Risk acceptance by the business,
copies of plans kept offsite and plans documented in simple language are all good
practices for continuity management, but they are not as important as having clear roles
and responsibilities defined before testing.
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"A successful security program requires management support and involvement. One of the
key aspects of management support is to decide on the value of assets and the acceptable
level of risk for them. This will help define the security objectives and priorities for the
program. The other options are possible activities within a security program, but they are
not as important as management decision on asset value."
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Communication is a key factor for the effectiveness of cybersecurity incident response, as
it ensures that all relevant parties are informed, coordinated, and aligned on the incident
status, impact, actions, and responsibilities. Communication also helps to maintain trust,
confidence, and transparency among the stakeholders, such as senior management,
business units, customers, regulators, law enforcement, and media. References = CISM
Review Manual, 16th Edition, Chapter 5, Section 5.4.2.11
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= Penetration testing is most appropriate when a new system is about to go live, because it
is a method of evaluating the security of a system by simulating an attack from a malicious
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source. Penetration testing can help to identify and exploit vulnerabilities, assess the
impact and risk of a breach, and provide recommendations for remediation and
improvement. Penetration testing can also help to validate the effectiveness of the security
controls and policies implemented for the new system, and ensure compliance with
relevant standards and regulations. Penetration testing is usually performed after the
system has undergone other types of testing, such as functional, performance, and
usability testing, and before the system is deployed to the production environment.
Penetration testing is not as appropriate when a new system is being designed, because
the system is still in the early stages of development and may not have all the features and
functionalities implemented. Penetration testing at this stage may not provide a realistic or
comprehensive assessment of the system's security, and may cause delays or disruptions
in the development process. Penetration testing is also not as appropriate when a security
policy is being developed, because the policy is a high-level document that defines the
goals, objectives, and principles of information security for the organization. Penetration
testing is a technical and operational activity that tests the implementation and
enforcement of the policy, not the policy itself. Penetration testing is also not as
appropriate when a security incident has occurred, because the incident may have already
compromised the system and caused damage or loss. Penetration testing at this stage
may not be able to prevent or mitigate the incident, and may interfere with the incident
response and recovery efforts. Penetration testing after an incident may be useful for
forensic analysis and lessons learned, but it is not the primary or immediate response to an
incident. References = CISM Review Manual, 16th Edition, ISACA, 2021, pages 229-230,
233-234.
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The board of directors is ultimately responsible for the governance of the organization,
including the approval of the information security governance framework and the oversight
of its implementation and performance. References = CISM Review Manual, 16th Edition,
Domain 1: Information Security Governance, Chapter 2: Establish and Maintain an
Information Security Governance Framework, Section:

Roles and Responsibilities of Senior Management and the Board of Directors1
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The greatest benefit of payment card data security standards is that they drive consistent,
industry-wide protection of information assets (A). CISM governance emphasizes that
standards such as those for payment cards establish minimum baselines that improve
security maturity across the entire ecosystem. They do not eliminate attacks (B), optimize
budgets (C), or directly enable new payment methods (D). Instead, they raise the overall
level of protection, reduce systemic risk, and support trust in payment systems by ensuring
consistent application of fundamental security controls.

References: ISACA CISM Review Manual (Governance-industry standards, baseline
security); CISM Exam Content Outline (Domain 2).
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Security performance metrics are quantitative or qualitative measures that indicate the
effectiveness and efficiency of the information security program in achieving the
organization's security goals and objectives.

Measuring security performance metrics against business objectives is the best indication
that an organization has integrated information security governance with corporate
governance, as it demonstrates that the security program is aligned with and supports the
business strategy, value delivery, and risk management. (From CISM Review Manual 15th
Edition) References: CISM Review Manual 15th Edition, page 37, section 1.3.2.2.
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Requiring regular reporting from the IT service provider is the best way to ensure
compliance with the organization's information security requirements, as it allows the
organization to monitor the performance, security incidents, service levels, and compliance
status of the IT service provider. Reporting also helps to identify any gaps or issues that
need to be addressed or resolved. (From CISM Review Manual 15th Edition) References:
CISM Review Manual 15th Edition, page 184, section 4.3.3.2.
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Generative Al introduces new risks (e.g., data leakage, model poisoning). These risks
were not part of the original assessment, so a fresh risk assessment must be conducted
before continuing service.

"When a significant change in third-party operations occurs, it necessitates a
reassessment of risk before continuing operations."

- CISM Review Manual 15th Edition, Chapter 3: Third-Party Risk Management* This
ensures security, compliance, and operational continuity.
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Business strategy is the overarching driver for any organizational initiative, including
security. Information security policies must align with the strategic goals of the organization
to ensure relevance, support, and effectiveness.

Security policies that do not consider the business context may hinder operations or fail to
protect key objectives. Business-driven policies are more likely to gain executive support
and compliance from stakeholders, creating a strong foundation for governance.
"Information security policies must be aligned with business goals and objectives to ensure
that they support the overall mission and are embraced by stakeholders."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Strategy Alignment*
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= The primary objective of performing a post-incident review is to identify the root cause of
the incident, which is the underlying factor or condition that enabled or facilitated the
occurrence of the incident.

Identifying the root cause helps to understand the nature and origin of the incident, and to
prevent or mitigate similar incidents in the future. A post-incident review also aims to
evaluate the effectiveness and efficiency of the incident response process, identify lessons
learned and best practices, and recommend improvements for the incident management
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policies, procedures, controls, and tools. However, these are secondary objectives that
depend on the identification of the root cause as the first step.

Re-evaluating the impact of incidents is not the primary objective of performing a post-
incident review, as it is already done during the incident response process. The impact of
incidents is the extent and severity of the damage or harm caused by the incident to the
organization's assets, operations, reputation, or stakeholders. Re- evaluating the impact of
incidents may be part of the post-incident review, but it is not the main goal.

Identifying vulnerabilities is not the primary objective of performing a post-incident review,
as it is also done during the incident response process. Vulnerabilities are weaknesses or
flaws in the system or network that can be exploited by attackers to compromise the
confidentiality, integrity, or availability of the information or resources. Identifying
vulnerabilities may be part of the post-incident review, but it is not the main goal.
Identifying control improvements is not the primary objective of performing a post-incident
review, as it is a result of the root cause analysis. Controls are measures or mechanisms
that are implemented to protect the system or network from threats, reduce risks, or ensure
compliance with policies and standards. Identifying control improvements is an important
outcome of the post-incident review, but it is not the main goal. References = ISACA
CISM: PRIMARY goal of a post-incident review should be to?

CISM Exam Overview - Vinsys

CISM Review Manual, Chapter 4, page 176

CISM Exam Content Outline | CISM Certification | ISACA, Domain 4, Task 4.3
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Analyzing security anomalies is the most effective way to detect security incidents, as it
involves comparing the current state of the information system and network with the
expected or normal state, and identifying any deviations or irregularities that may indicate a
security breach or compromise. Security anomalies can be detected by using various tools
and techniques, such as security information and event management (SIEM) systems,
intrusion detection and prevention systems (IDS/IPS), log analysis, network traffic analysis,
and behavioral analysis. (From CISM Review Manual 15th Edition) References: CISM
Review Manual 15th Edition, page 181, section 4.3.2.4; CISM: Information Security
Incident Management Part 11, section recognize security anomalies.
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According to the CISM Review Manual, the incident response team should preserve the
evidence as the first step to prepare for a third-party forensics investigation, as it helps to
maintain the integrity and admissibility of the evidence in a court of law. Preserving the
evidence may include isolating and imaging the infected systems, but these are not the
only actions required. Cleaning the malware may destroy or alter the evidence and should
be avoided until the investigation is completed.

References = CISM Review Manual, 27th Edition, Chapter 3, Section 3.6.2, page 165
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A business impact analysis (BIA) is a process that identifies and evaluates the potential
effects of disruptions to critical business operations as a result of a disaster, accident or
emergency. The primary purpose of a BIA is to determine the criticality of information
assets and the impact of their unavailability on the organization's mission, objectives and
reputation. (From CISM Review Manual 15th Edition) References: CISM Review Manual
15th Edition, page 178, section 4.3.2.1.

Eﬁ:ﬁ: 72
RENGEEX 1) TABRZREET ST LBEMIEAETI A?


https://www.jpnshiken.com/q/65182-5991516/
https://www.jpnshiken.com/q/65182-5991517/
https://www.jpnshiken.com/q/65182-5991518/

A Y R—FENTOWLEWIRTLIZRHT DBENG YR EERT 50 ZELET T
A—FZzHELET,

B. Y R— SN TWEWI R TLOEBRLEROERLOBIEZR/NMRICINZET,
C.MEssMEZHIEL BRDEEICKLIBREERLET,

D. H R— F SN TWE VAT LEYR—FENTWEVWIRTLOBREEERLET,
IEfE: (EfEZRERLET)

The primary objective of implementing standard security configurations is to control
vulnerabilities and reduce threats from changed configurations. Standard security
configurations are the baseline settings and parameters that define the desired security
level and functionality of information systems and devices. By implementing standard
security configurations, the organization can ensure that the information systems and
devices are configured in a consistent and secure manner, and that any deviations or
changes from the standard are detected and corrected. This can help to prevent or
mitigate potential security incidents caused by misconfigurations, unauthorized
modifications, or malicious attacks.

References: The CISM Review Manual 2023 states that "the information security manager
is responsible for ensuring that the security configuration of information systems is in
compliance with the security policies and standards of the organization" and that "the
information security manager should establish and implement standard security
configurations for information systems and devices, and monitor and review the security
configuration on a regular basis and take corrective actions when deviations or violations
are detected" (p.

138). The CISM Review Questions, Answers & Explanations Manual 2023 also provides
the following rationale for this answer: "Control vulnerabilities and reduce threats from
changed configurations is the correct answer because it is the primary objective of
implementing standard security configurations, as it helps to maintain the security posture
and functionality of information systems and devices, and to prevent or mitigate potential
security incidents caused by misconfigurations, unauthorized modifications, or malicious
attacks" (p. 63). Additionally, the article Standard Security Configurations from the ISACA
Journal 2017 states that "standard security configurations are the baseline settings and
parameters that define the desired security level and functionality of information systems
and devices" and that "standard security configurations can help to control vulnerabilities
and reduce threats from changed configurations by ensuring that the information systems
and devices are configured in a consistent and secure manner, and that any deviations or
changes from the standard are detected and corrected” (p. 1)
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The first consideration when deciding to move to a cloud-based model should be data
classification, because it helps the organization to identify the sensitivity, value, and
criticality of the data that will be stored, processed, or transmitted in the cloud. Data
classification can help the organization to determine the appropriate level of protection,
encryption, and access control for the data, and to comply with the relevant legal,
regulatory, and contractual requirements. Data classification can also help the organization
to evaluate the suitability, compatibility, and trustworthiness of the cloud service provider
and the cloud service model, and to negotiate the terms and conditions of the cloud service
contract.

Storage in a shared environment, availability of the data, and physical location of the data
are all important considerations when deciding to move to a cloud-based model, but they
are not the first consideration. Storage in a shared environment can affect the security,
privacy, and integrity of the data, as the data may be co- located with other customers'
data, and may be subject to unauthorized access, modification, or deletion.

Availability of the data can affect the reliability, performance, and continuity of the data, as
the data may be inaccessible, corrupted, or lost due to network failures, service outages,
or disasters. Physical location of the data can affect the compliance, sovereignty, and
jurisdiction of the data, as the data may be stored or transferred across different countries
or regions, and may be subject to different laws, regulations, or policies.

However, these considerations depend on the data classification, as different types of data
may have different levels of risk, impact, and expectation in the cloud environment.
References = ISACA, CISM Review Manual, 16th Edition, 2020, pages 95-96, 99-100,
103-104, 107-108.

ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID 1031.
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A compromised endpoint device is a potential threat to the security of the network and the
data stored on it.

The best course of action to prevent further damage is to isolate the endpoint device from
the network and other devices, so that the attacker cannot access or spread to other
systems. Isolating the endpoint device also allows the information security manager to
investigate the incident and determine the root cause, the extent of the compromise, and
the appropriate remediation steps. Wiping and resetting the endpoint device may not be
feasible or desirable, as it may result in data loss or evidence destruction. Powering off the
endpoint device may not stop the attack, as the attacker may have installed persistent
malware or backdoors that can resume once the device is powered on again. Running a
virus scan on the endpoint device may not be effective, as the attacker may have used
sophisticated techniques to evade detection or disable the antivirus software. References
= CISM Review Manual, 15th Edition, page 1741; CISM Review Questions, Answers &
Explanations Database, question ID 2112; Using EDR to Address Unmanaged Devices -
ISACAS3; Boosting Cyberresilience for Critical Enterprise IT Systems With COBIT and NIST
Cybersecurity Frameworks - ISACA; Endpoint Security: On the Frontline of Cyber Risk.
The best way to reduce the risk associated with a bring your own device (BYOD) program
is to implement a mobile device policy and standard. This policy should include guidelines
and rules regarding the use of mobile devices, such as acceptable use guidelines and
restrictions on the types of data that can be stored or accessed on the device. Additionally,
it should also include requirements for secure mobile device practices, such as the use of
strong passwords, encryption, and regular patching. A mobile device management (MDM)
solution can also be implemented to help ensure mobile devices meet the organizational
security requirements. However, it is not enough to simply implement the policy and MDM
solution; employees must also be trained on the secure mobile device practices to ensure
the policy is followed.
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Upon learning a control is ineffective, the first action should be to assess the state of the
control to verify the issue, determine its root cause, and assess the risk exposure. The
CISM Review Manual emphasizes that assessment comes before taking further steps like
replacement or escalation, as it informs appropriate, risk- based action.

Reference:ISACA CISM Review Manual, 16th Edition, Page 131-132, "Control
Assessment and Continuous Improvement".
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A centralized incident response team ensures consistent communication, coordination, and
a unified approach to managing incidents across the organization.

"A centralized incident response team provides a consistent and coordinated approach to
incident handling and ensures that management is kept informed."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Response Organization Models*
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Gap analysis is the MOST helpful tool for understanding where to focus efforts when
developing an information security strategy for an organization, because it helps to identify
the current state and the desired state of the information security governance, and the
gaps between them. Gap analysis also helps to prioritize the actions and resources
needed to close the gaps and achieve the information security objectives.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 36: "Gap analysis is the process of
comparing the current state and the desired state of information security governance and
identifying the gaps that need to be addressed." CISM Review Manual, 16th Edition,
ISACA, 2020, p. 37: "Gap analysis should be performed periodically to assess the
effectiveness and efficiency of the information security strategy and program and to identify
the areas for improvement." CISM domain 1: Information security governance [Updated
2022] - Infosec Resources: "Gap analysis: This is a comparison of the current state of
security with the desired state. It helps to identify the gaps in security and prioritize the
actions required to close them."
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Control self-assessments (CSAs) (D) best provide an understanding of the effectiveness of
an organization's information security program because they focus specifically on whether
security controls are operating as intended on an ongoing basis. In CISM, program
effectiveness is measured not only by design adequacy, but by consistent execution and
performance of controls across the organization.

CSAs enable control owners and business stakeholders to evaluate control
implementation, identify weaknesses, and report effectiveness in a structured and
repeatable manner. This provides management with broad, timely, and actionable insight
into how well the security program is functioning day to day. Internal audits (B) offer
independent assurance but are typically periodic and retrospective. Enterprise risk
assessments (C) focus on identifying and prioritizing risks, not on validating control
performance. Security spot checks (A) are limited in scope and do not provide a
comprehensive program view.
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CISM emphasizes that effective security programs rely on continuous monitoring and self-
assessment mechanisms to demonstrate control effectiveness, support improvement, and
inform governance reporting.

References:

ISACA CISM Review Manual, Information Security Program Development and
Management - monitoring, measurement, and control effectiveness ISACA CISM Exam
Content Outline, Domain 3: Information Security Program Development and Management
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The impact of noncompliance on the organization's risk profile is the MOST important
information for the information security manager to communicate to senior management,
because it helps them understand the potential consequences of not adhering to the
established controls and the need for corrective actions.

Noncompliance may expose the organization to increased threats, vulnerabilities, and
losses, as well as legal, regulatory, and contractual liabilities.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 84: "The information security
manager should report on information security risk, including noncompliance and changes
in information risk, to key stakeholders to facilitate the risk management decision-making
process." CISM Review Manual, 16th Edition, ISACA, 2020, p. 85: "Noncompliance with
information security policies, standards, and procedures may result in increased threats,
vulnerabilities, and losses, as well as legal, regulatory, and contractual liabilities for the
enterprise."
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Comprehensive and Detailed Step-by-Step Explanation:

During a cybersecurity incident, it is vital to ensure that the right people are involved and
that decision- making occurs promptly.

* A. Stakeholder plan: While identifying stakeholders is important, it does not outline
decision-making during an incident.

* B. Escalation plan: This is the BEST answer because it specifies how incidents are
escalated to the appropriate level of authority, ensuring timely and effective decisions.

* C. Up-to-date risk register: Although useful for understanding risks, it does not facilitate
decision- making in real-time incidents.

* D. Asset classification: This helps identify critical assets but does not address decision-
making protocols during an incident.

Reference: CISM Job Practice Area 4 (Information Security Incident Management)
highlights the importance of escalation procedures to manage incidents efficiently.
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The most important consideration when establishing information security policies for an
organization is to ensure that senior management supports the policies. Senior
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management support is essential for the successful implementation and enforcement of
information security policies, as it demonstrates the commitment and accountability of the
organization's leadership to information security. Senior management support also helps to
allocate adequate resources, establish clear roles and responsibilities, and promote a
security-aware culture within the organization. Without senior management support,
information security policies may not be aligned with the organization's goals and
objectives, may not be communicated and disseminated effectively, and may not be
followed or enforced consistently.

Job descriptions that include requirements to read security policies are a way of ensuring
that employees are aware of their security obligations, but they are not the most important
consideration when establishing information security policies. The policies should be
relevant and applicable to the employees' roles and functions, and should be reinforced by
regular training and awareness programs.

The policies should be updated periodically to reflect the changes in the organization's
environment, risks, and requirements, but updating them annually may not be sufficient or
necessary. The frequency of updating the policies should depend on the nature and impact
of the changes, and should be determined by a defined policy review process.

The policies should be aligned with industry best practices, standards, and frameworks,
but this is not the most important consideration when establishing information security
policies. The policies should also be customized and tailored to the organization's specific
context, needs, and expectations, and should be consistent with the organization's vision,
mission, and values. References = ISACA, CISM Review Manual, 16th Edition, 2020,
pages 37-38.

ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID 10009.
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The best indication of a successful information security culture is that end users know how
to identify and report incidents. This shows that the end users are aware of the information
security policies, procedures, and practices of the organization, and that they understand
their roles and responsibilities in protecting the information assets and resources. It also
shows that the end users are engaged and committed to the information security goals and
objectives of the organization, and that they are willing to cooperate and collaborate with
the information security team and other stakeholders in preventing, detecting, and
responding to information security incidents. A successful information security culture is
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one that fosters a positive attitude and behavior toward information security among all
members of the organization, and that aligns the information security strategy with the
business strategy and the organizational culture1.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Information Security Culture, page 281.
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According to the CISM Review Manual, 15th Edition, the primary objective of an
information security management system (ISMS) is to align the information security
strategy with the business strategy and ensure that information security objectives are
consistent with the business objectives1. This helps the organization to achieve its goals
and protect its information assets from threats and risks.

References = 1: CISM Review Manual, 15th Edition, Chapter 1: Information Security
Governance, page 11.
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The best way to determine corrective actions after a major information security incident is
to conduct a postmortem assessment, which is a systematic and structured review of the
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incident, its causes, its impacts, and its lessons learned. A postmortem assessment can
help to identify the root causes of the incident, the strengths and weaknesses of the
incident response process, the gaps and deficiencies in the security controls, and the
opportunities for improvement and remediation. A postmortem assessment can also help
to document the recommendations and action plans for preventing or minimizing the
recurrence of similar incidents in the future.

References = CISM Review Manual, 16th Edition eBook1, Chapter 4: Information Security
Incident Management, Section: Incident Response, Subsection: Postincident Activities,
Page 211.
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According to the Certified Information Security Manager (CISM) Study Manual, a mature
information security culture is one in which staff members regularly consider risk in their
decisions. This means that they are aware of the risks associated with their actions and
take preventative steps to reduce the likelihood of negative outcomes. Other indicators of a
mature information security culture include mandatory information security training for all
staff, documented and communicated information security policies, and regular interaction
between the CISO and the board.

Maintaining an information security governance framework enables an organization to
identify, assess, and manage its information security risks. By establishing policies,
procedures, and controls that are aligned with the organization's objectives and risk
tolerance, an information security governance framework helps ensure that information
security risks are managed to an acceptable level.

According to the Certified Information Security Manager (CISM) Study Manual,
"Information security governance provides a framework for managing and controlling
information security practices and technologies at an enterprise level. Its primary objective
is to manage and reduce risk through a process of identification, assessment, and
management of those risks." While the other options listed (prioritizing resources,
communicating guidelines, and remaining compliant with regulations) are also important
benefits of maintaining an information security governance framework, they are all
secondary to the primary benefit of managing business risks to an acceptable level.
Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Pages 60-63.
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Changes to the risk landscape are the most likely events to require an organization to
revisit its information security framework, because they may affect the organization's risk
appetite, risk tolerance, risk profile, and risk treatment strategies. The information security
framework should be aligned with the organization's business objectives and risk
management approach, and should be reviewed and updated regularly to reflect the
changing internal and external environment.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 35: "The information security
framework should be reviewed and updated regularly to ensure that it remains aligned with
the enterprise's business objectives and risk management approach and reflects the
changing internal and external environment." CISM Review Manual, 16th Edition, ISACA,
2020, p. 36: "Changes in the risk landscape may require the enterprise to revisit its risk
appetite, risk tolerance, risk profile, and risk treatment strategies."
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Security requirements should be defined concurrently with other requirements to ensure
that security is built into the software development process from the beginning and not
added as an afterthought. This will also improve the efficiency of the development process
by reducing the need for rework and testing. Security requirements should be based on the
business objectives, risk assessment, and security policies of the organization, not on code
review, security assessment tools, or functional requirements. References = CISM Review
Manual 15th Edition, page 1241; CISM ltem Development Guide, page 62
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Integrating vulnerability testing (D) into the SDLC is the most effective way to identify
backdoors and security weaknesses before deployment. CISM emphasizes secure
development practices, including testing and validation, as essential controls. UAT (A)
focuses on functionality, separation of duties (B) addresses governance, and training (C) is
supportive but insufficient on its own. Vulnerability testing provides direct detection of
exploitable flaws.

References: ISACA CISM Review Manual (Program management-secure SDLC
practices); CISM Exam Content Outline (Domain 3).
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Reviewing the vendor contract should be the information security manager's first course of
action when discovering an HVAC vendor has remote access to the stores to enable real-

time monitoring and equipment diagnostics. The vendor contract should specify the terms

and conditions of the vendor's access to the retailer' s network, such as the scope,
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purpose, duration, frequency, and method of access. The vendor contract should also
define the roles and responsibilities of both parties regarding security, privacy, compliance,
liability, and incident response. Reviewing the vendor contract will help the information
security manager to understand the contractual obligations and expectations of both
parties, and to identify any gaps or issues that need to be addressed or resolved1. The
other options are not the first course of action for the information security manager when
discovering an HVAC vendor has remote access to the stores. Conducting a penetration
test of the vendor may be a useful way to assess the vendor's security posture and
potential vulnerabilities, but it should be done with the vendor's consent and cooperation,
and after reviewing the vendor contract2.

Reviewing the vendor's technical security controls may be a necessary step to verify the
vendor's compliance with security standards and best practices, but it should be done after
reviewing the vendor contract and in accordance with the agreed-upon audit procedures3.
Disconnecting the real-time access may be a drastic measure that could disrupt the
vendor's service delivery and violate the vendor contract, unless there is a clear and
imminent threat or breach that warrants such action. References: 1: Vendor Access:
Addressing the Security Challenge with Urgency - BeyondTrust 2: Penetration Testing -
NIST 3: Reduce Risk from Third Party Access | BeyondTrust : Third-Party Vendor Security
Risk Management & Prevention
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Mitigate is the risk treatment option that has been applied by implementing a firewall in
front of the legacy application because it helps to reduce the impact or probability of a risk.
Mitigate is a process of taking actions to lessen the negative effects of a risk, such as
implementing security controls, policies, or procedures.

A firewall is a security device that monitors and filters the network traffic between the
legacy application and the external network, blocking or allowing packets based on
predefined rules. A firewall helps to mitigate the risk of unauthorized access, exploitation,
or attack on the legacy application that cannot be patched.

Therefore, mitigate is the correct answer.

References:

https://simplicable.com/risk/risk-treatment
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https://resources.infosecinstitute.com/topic/risk-treatment-options-planning-prevention/
https://www.enisa.europa.eu/topics/risk-management/current-risk/risk-management-
inventory/rm-process/risk- treatment.
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When an organization is aligning its incident response capability with a public cloud service
provider, the information security manager's first course of action should be to review the
provider's incident definitions and notification criteria. This is because the provider's
incident definitions and notification criteria may differ from the organization's own, and may
affect the scope, severity, and urgency of the incidents that need to be reported and
handled. By reviewing the provider's incident definitions and notification criteria, the
information security manager can ensure that there is a common understanding and
agreement on what constitutes an incident, how it is classified, and when and how it is
communicated. This will help to avoid confusion, delays, or conflicts in the incident
response process, and to establish clear roles and responsibilities between the
organization and the provider. References = CISM Review Manual, 16th Edition, page
1021 Reviewing the provider's incident definitions and notification criteria is the FIRST
course of action when aligning the organization's incident response capability with a public
cloud service provider. This is because the organization needs to understand how the
provider defines and classifies incidents, what their roles and responsibilities are, and how
they will communicate with the organization in case of an incident. This will help the
organization align its own incident response processes and expectations with the
provider's and ensure a coordinated and effective response.
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Complying with regulations regarding notification is the most important reason for an
organization to communicate to affected parties that a security incident has occurred, as it
helps to avoid legal penalties, fines, or sanctions that may result from failing to notify the
relevant authorities, customers, or other stakeholders in a timely and appropriate manner.
Additionally, complying with regulations regarding notification may also help to preserve
the trust and reputation of the organization, as well as to facilitate the investigation and
resolution of the incident.

References = CISM Review Manual 2022, page 3151; CISM Exam Content Outline,
Domain 4, Task 4.5
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Change management is the process of planning, implementing, and monitoring changes to
information systems in a controlled and coordinated manner. Change management
proactively minimizes the likelihood of disruption, unauthorized alterations, and errors by
ensuring that changes are aligned with the organization's objectives, policies, and
procedures. Change management also involves identifying and mitigating the risks
associated with changes, as well as communicating and documenting the changes to all
relevant stakeholders12.

References = 1: CISM Review Manual (Digital Version), page 271 2: CISM Review Manual
(Print Version), page 271
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The next thing that an information security manager should do after creating a roadmap to
execute the strategy for an information security program is D. Develop a project plan to
implement the strategy. This is because a project plan is a detailed document that outlines
the scope, objectives, deliverables, milestones, tasks, resources, roles, responsibilities,
risks, and dependencies of the implementation process. A project plan can help the
information security manager to organize, coordinate, monitor, and control the activities
and resources required to execute the strategy and achieve the desired outcomes. A
project plan can also facilitate communication, collaboration, and reporting among the
project team, stakeholders, and sponsors.

A project plan is a detailed document that outlines the scope, objectives, deliverables,
milestones, tasks, resources, roles, responsibilities, risks, and dependencies of the
implementation process. (From CISM Manual or related resources) References = CISM
Review Manual 15th Edition, Chapter 3, Section 3.1.2, page 1281; CISM Review
Questions, Answers & Explanations Manual 9th Edition, Question 74, page 19
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The effectiveness of an incident response team will be greatest when the incident
response process is updated based on lessons learned. This ensures that the team can
continuously improve its performance and capabilities, and address any gaps or
weaknesses identified during previous incidents. Updating the incident response process
based on lessons learned also helps to align the process with the changing business and
security environment, and to incorporate best practices and standards. Meeting on a
regular basis to review log files, having trained security personnel as team members, and
using a security information and event monitoring (SIEM) system are all important factors
for an incident response team, but they are not sufficient to ensure the effectiveness of the
team. Reviewing log files may help to detect and analyze incidents, but it does not
guarantee that the team can respond appropriately and efficiently. Having trained security
personnel may enhance the skills and knowledge of the team, but it does not ensure that
the team can work collaboratively and communicate effectively. Using a SIEM system may
facilitate the identification and prioritization of incidents, but it does not ensure that the
team can follow the established procedures and protocols. References = CISM Review
Manual, 16th Edition, page 1361; CISM Review Questions, Answers

& Explanations Manual, 10th Edition, page 1492
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The BEST way for an organization to ensure that incident response teams are properly
prepared is by conducting tabletop exercises appropriate for the organization.

Tabletop exercises are an effective way to test and validate an organization's incident
response plan (IRP) and the readiness of the incident response team. These exercises
simulate different scenarios in a controlled environment and allow the team to practice their
response procedures, identify gaps, and make improvements to the plan. By conducting
regular tabletop exercises, the incident response team can stay current with changes in the
threat landscape and ensure that they are prepared to respond to incidents effectively.
According to the Certified Information Security Manager (CISM) Study Manual, "Tabletop
exercises are a valuable tool for testing and validating the effectiveness of the IRP and the
readiness of the incident response team. These exercises simulate different scenarios in a
controlled environment and allow the team to practice their response procedures, identify
gaps, and make improvements to the plan." While providing training from third-party
forensics firms, obtaining industry certifications, and documenting multiple scenarios for
the organization and response steps can all be useful in preparing incident response
teams, they are not as effective as conducting tabletop exercises appropriate for the
organization.

Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Page 324.
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The explanation given in the manual is:

The information security manager's knowledge of the business is the most critical factor for
information security program success because it enables him or her to align security
objectives with business goals and communicate effectively with senior management and
other stakeholders. The other choices are important elements of an information security
program but not as critical as the information security manager's knowledge of the
business.

An information security program is a set of policies, procedures, standards, guidelines, and
tools that aim to protect an organization's information assets from threats and ensure
compliance with laws and regulations.

An information security manager is a professional who oversees and coordinates the
implementation and maintenance of an information security program. An information
security manager should have a good understanding of the business environment, culture,
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strategy, processes, and needs of an organization to ensure that security supports its
objectives.
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Business managers are best suited to determine the recovery time objectives (RTOs) for
their business processes and functions, as they have the knowledge and authority to
assess the impact of downtime and the acceptable level of service continuity. RTOs are
the maximum acceptable time that a business process or function can be disrupted before
it causes significant harm to the organization's objectives, reputation, or compliance.
References = CISM Review Manual, 16th Edition, Chapter 5, Section 5.2.1.11
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= Establishing metrics for each milestone is the best way to communicate the program's
effectiveness to stakeholders, as it provides a clear and measurable way to track the
progress, performance, and outcomes of the information security governance framework.
Metrics are quantifiable indicators that can be used to evaluate the achievement of specific
objectives, goals, or standards. Metrics can also help to demonstrate the value, benefits,
and return on investment of the information security program, as well as to identify and
address the gaps, issues, or risks. Metrics for each milestone should be aligned with the
organization's strategy, vision, and mission, as well as with the expectations and needs of
the stakeholders. Metrics for each milestone should also be SMART (specific, measurable,
achievable, relevant, and time-bound), as well as consistent, reliable, and transparent.
The other options are not as important as establishing metrics for each milestone, as they
do not provide a comprehensive and holistic way to communicate the program's
effectiveness to stakeholders. A control self- assessment (CSA) process is a technique to
involve the staff in assessing the design, implementation, and effectiveness of the
information security controls. It can help to increase the awareness, ownership, and
accountability of the staff, as well as to identify and mitigate the risks. However, a CSA
process alone is not enough to communicate the program's effectiveness to stakeholders,
as it does not measure the overall performance or maturity of the information security
program. Automated reporting to stakeholders is a method to provide timely, accurate, and
consistent information to the stakeholders about the status, results, and issues of the
information security program. It can help to facilitate the communication, collaboration, and
decision making among the stakeholders, as well as to ensure the compliance and
transparency of the information security program. However, automated reporting alone is
not enough to communicate the program's effectiveness to stakeholders, as it does not
evaluate the achievement or impact of the information security program. A monitoring
process for the security policy is a process to ensure that the security policy is
implemented, enforced, and reviewed in accordance with the organization's objectives,
standards, and regulations. It can help to maintain the relevance, adequacy, and
effectiveness of the security policy, as well as to incorporate the feedback, changes, and
improvements. However, a monitoring process alone is not enough to communicate the
program's effectiveness to stakeholders, as it does not cover the other aspects of the
information security program, such as governance, risk management, incident
management, or business continuity. References = CISM Review Manual, 16th Edition,
ISACA, 2022, pp. 211-212, 215-216, 233-234, 237-238.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1018.

CISM domain 1: Information security governance [Updated 2022], Infosec, 1.

Key Performance Indicators for Security Governance, Part 1, ISACA Journal, Volume 6,
2020, 2.
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When responding to a major security incident that could disrupt the business, the
information security manager's most important course of action is to follow the escalation
process. The escalation process is a predefined set of steps and procedures that define
who should be notified, when, how, and with what information in the event of a security
incident. The escalation process helps to ensure that the appropriate stakeholders, such
as senior management, business units, legal counsel, public relations, and external
parties, are informed and involved in the incident response process. The escalation
process also helps to coordinate the actions and decisions of the incident response team
and the business continuity team, and to align the incident response objectives with the
business priorities and goals. The escalation process should be documented and
communicated as part of the incident response plan, and should be reviewed and updated
regularly to reflect the changes in the organization's structure, roles, and responsibilities.
References =

* CISM Review Manual 15th Edition, page 1631

* CISM 2020: Incident Management and Response, video 32

* Incident Response Models3
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According to the CISM Review Manual, the first step to establishing an effective
information security program is to create a business case that aligns the program
objectives with the organization's goals and strategies. A business case provides the
rationale and justification for the information security program and helps to secure the
necessary resources and support from senior management and other stakeholders. A
business case should include the following elements:
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The scope and objectives of the information security program

The current state of information security in the organization and the gap analysis The
benefits and value proposition of the information security program The risks and
challenges of the information security program The estimated costs and resources of the
information security program The expected outcomes and performance indicators of the
information security program The implementation plan and timeline of the information
security program References = CISM Review Manual, 16th Edition, Chapter 3, Section 2,
pages 97-99.
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The service desk is often the first point of contact for users. If trained properly, they can
quickly recognize signs of an incident and escalate it, triggering the incident response
process promptly.

This early detection and escalation are essential for minimizing damage and response
time.

"Training frontline support staff ensures timely detection and escalation of incidents, which
is critical for effective containment.”

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Roles and
Responsibilities™
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The most important consideration is the current security awareness level of employees (C).
CISM emphasizes that culture change must start from an understanding of current
behaviors, attitudes, and knowledge gaps.

Benchmarking (A), regulations (B), and formal frameworks (D) provide structure, but
culture is driven by people. Tailoring initiatives to the existing awareness level increases
adoption and effectiveness, leading to sustainable risk reduction.
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References: ISACA CISM Review Manual (Program management-security culture
development); CISM Exam Content Outline (Domain 3).
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A post-incident review (PIR) is the process of evaluating the effectiveness of the incident
response after the incident has been resolved. A PIR aims to identify the strengths and
weaknesses of the response process, the root causes and impacts of the incident, the
lessons learned and best practices, and the recommendations and action plans for
improvement1. A PIR can help an organization enhance its incident response capabilities,
reduce the likelihood and severity of future incidents, and increase its resilience and
maturity2.

A PIR is the best process to support the evaluation of incident response effectiveness,
because it provides a systematic and comprehensive way to assess the performance and
outcomes of the response process, and to identify and implement the necessary changes
and improvements. A PIR involves collecting and analyzing relevant data and feedback
from various sources, such as incident logs, reports, evidence, metrics, surveys,
interviews, and observations. A PIR also involves comparing the actual response with the
expected or planned response, and measuring the achievement of the response objectives
and the satisfaction of the stakeholders3.

A PIR also involves documenting and communicating the findings, conclusions, and
recommendations of the evaluation, and ensuring that they are followed up and
implemented.

The other options are not as good as a PIR in supporting the evaluation of incident
response effectiveness, because they are either more specific, limited, or dependent on a
PIR. A root cause analysis (RCA) is a technique to identify the underlying factors or
reasons that caused the incident, and to prevent or mitigate their recurrence. An RCA can
help an organization understand the nature and origin of the incident, and to address the
problem at its source, rather than its symptoms. However, an RCA is not sufficient to
evaluate the effectiveness of the response process, because it does not cover other
aspects, such as the response performance, outcomes, impacts, lessons, and best
practices. An RCA is usually a part of a PIR, rather than a separate process. A chain of
custody (CoC) is a process of maintaining and documenting the integrity and security of
the evidence collected during the incident response. A CoC can help an organization
ensure that the evidence is reliable, authentic, and admissible in legal or regulatory
proceedings. However, a CoC is not a process to evaluate the effectiveness of the
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response process, but rather a requirement or a standard to follow during the response
process. A CoC does not provide any feedback or analysis on the response performance,
outcomes, impacts, lessons, or best practices. An incident logging is a process of
recording and tracking the details and activities of the incident response. An incident
logging can help an organization monitor and manage the response process, and to
provide an audit trail and a source of information for the evaluation.

However, an incident logging is not a process to evaluate the effectiveness of the response
process, but rather an input or a tool for the evaluation. An incident logging does not
provide any assessment or measurement on the response performance, outcomes,
impacts, lessons, or best practices. References = 1: CISM Review Manual 15th Edition,
Chapter 5, Section 5.5 2: Post-Incident Review: A Guide to Effective Incident Response 3:
Post-Incident Review: A Guide to Effective Incident Response : CISM Review Manual 15th
Edition, Chapter 5, Section 5.5 : CISM Review Manual 15th Edition, Chapter 5, Section
5.5 : CISM Review Manual 15th Edition, Chapter 5, Section 5.4 : CISM Review Manual
15th Edition, Chapter 5, Section 5.3
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Definition of trigger events is the best way to enable the timely execution of an incident
response plan because it helps to specify the conditions or criteria that initiate the incident
response process. Trigger events are predefined scenarios or indicators that signal the
occurrence or potential occurrence of a security incident, such as a ransomware attack, a
data breach, a denial-of-service attack, or an unauthorized access attempt.

Definition of trigger events helps to ensure that the incident response team is alerted and
activated as soon as possible, as well as to determine the appropriate level and scope of
response based on the severity and impact of the incident. Therefore, definition of trigger
events is the correct answer.

References:

* https://www.atlassian.com/incident-management/kpis/common-metrics

* https://www.varonis.com/blog/incident-response-plan/

* https://holierthantao.com/2023/05/03/minimizing-disruptions-a-comprehensive-guide-to-
incident- response-planning-and-execution/
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The organization's risk tolerance is the most important factor to consider when choosing a
shared alternate location for computing facilities, as it determines the acceptable level of
risk exposure and the required recovery time objective (RTO) for the organization. A
shared alternate location is a facility that is used by multiple organizations for disaster
recovery purposes, and it may have limited resources, availability, and security. Therefore,
the organization must assess its risk tolerance and ensure that the shared alternate
location can meet its recovery requirements and protect its information assets.
References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 2291;
CISM Online Review Course, Module 4, Lesson 3, Topic 22; BCMpedia, Alternate Site3
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This is the most urgent and effective action to prevent further damage or compromise of
the organization's network and data. The other options are less important or irrelevant in
this situation.

According to How to identify suspicious insider activity using Active Directory, one of the
steps to detect and respond to suspicious activity is to isolate the affected device from the
network. This can be done by disabling the network adapter, unplugging the network cable,
or blocking the device's IP address on the firewall1. This will prevent the device from
communicating with any malicious actors or spreading malware to other devices on the
network.


https://www.jpnshiken.com/q/65182-5991562/
https://www.jpnshiken.com/q/65182-5991563/
https://www.jpnshiken.com/q/65182-5991564/

B 118

EELREDRR 7T r—2a OnAUEHITARREMDOHLMBEDBEAZLCO
[CRLMEMGDEIRDSIBEENTI N,

A Xy FEETOER

B.\—2 a3 EHE

C.ZEEHaY O—)

D. #®E 7 ¥ & Xl

IEfE: (EfEERTLET)

= Change management controls are the most effective in preventing the introduction of
vulnerabilities that may disrupt the availability of a critical business application. Change
management controls are the policies, procedures, and practices that govern the initiation,
approval, implementation, testing, and documentation of changes to the information
systems and infrastructure. Change management controls help to ensure that changes are
authorized, planned, controlled, and monitored, and that they do not introduce any
unintended or adverse effects on the security, functionality, performance, or reliability of
the system or application. Change management controls also help to identify and mitigate
any potential risks or issues that may arise from the changes, and to ensure that the
changes are aligned with the business objectives and requirements. By implementing
change management controls, the organization can prevent the introduction of
vulnerabilities that may disrupt the availability of a critical business application, as well as
enhance the quality and efficiency of the change process. References = CISM Review
Manual 15th Edition, page 105, page 106.
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The answer to the question is A. Classification model. This is because a classification
model is a system of assigning labels or categories to information assets based on their
value, sensitivity, and criticality to the organization. A classification model helps to ensure
consistent protection for the organization's information assets by:

Providing a common language and criteria for defining and communicating the security
requirements and expectations for the information assets Enabling the identification and
prioritization of the information assets that need the most protection and resources
Facilitating the implementation and enforcement of the appropriate level of security
controls and measures for the information assets, based on their classification Supporting
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the compliance with the legal, regulatory, and contractual obligations regarding the
information assets, such as the General Data Protection Regulation (GDPR) or the Health
Insurance Portability and Accountability Act (HIPAA) A classification model is a system of
assigning labels or categories to information assets based on their value, sensitivity, and
criticality to the organization. A classification model helps to ensure consistent protection
for the organization's information assets by providing a common language and criteria for
defining and communicating the security requirements and expectations for the information
assets, enabling the identification and prioritization of the information assets that need the
most protection and resources, facilitating the implementation and enforcement of the
appropriate level of security controls and measures for the information assets, based on
their classification, and supporting the compliance with the legal, regulatory, and
contractual obligations regarding the information assets. (From CISM Manual or related
resources) References = CISM Review Manual 15th Edition, Chapter 2, Section 2.2.1,
page 751; CISA Domain 5 - Protection of Information Assets2; CISM domain 3: Information
security program development and management [2022 update]3; CISM Domain 2:
Information Risk Management (IRM) [2022 update]4
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The most important information to include in monthly information security reports to the
board is the trend analysis of security metrics. Security metrics are quantitative and
qualitative measures that indicate the performance and effectiveness of the information
security program and the alignment with the business objectives. Trend analysis is the
process of comparing and evaluating the changes and patterns of security metrics over
time. Trend analysis can help to identify the strengths and weaknesses of the information
security program, the progress and achievements of the security goals and initiatives, the
gaps and opportunities for improvement, and the impact and value of the information
security investments. Trend analysis can also help to communicate the current and future
security risks and challenges, and the recommended actions and strategies to address
them. Trend analysis can provide the board with a clear and concise overview of the
information security status and direction, and enable informed and timely decision making.
References =

* CISM Review Manual 15th Edition, page 1631

* The CISO's Guide to Reporting Cybersecurity to the Board2

* CISM 2020: Information Security Metrics and Reporting, video 13
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According to the CISM Review Manual, the information security manager should evaluate
the third party's agreements with its external provider to ensure that the security
requirements and controls are adequate and consistent with the organization's
expectations. Engaging or conducting an audit may be a subsequent step, but not the most
important one. Recommending canceling the contract may be premature and impractical.
References = CISM Review Manual, 27th Edition, Chapter 3, Section 3.4.2, page 1431.
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According to the CISM Review Manual, the information security manager's best course of
action when security controls may no longer be adequate due to changes in the
organization's environment is to perform a new risk assessment. A risk assessment is a
process of identifying, analyzing, and evaluating the risks that affect the organization's
information assets and business processes. A risk assessment should be performed
periodically or whenever there are significant changes in the organization's environment,
such as new threats, vulnerabilities, technologies, regulations, or business objectives. A
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risk assessment helps to determine the current level of risk exposure and the adequacy of
existing security controls. A risk assessment also provides the basis for developing or
updating the risk treatment plan, which defines the appropriate risk responses, such as
implementing new or enhanced security controls, transferring the risk to a third party,
accepting the risk, or avoiding the risk.

The other options are not the best course of action in this scenario. Reviewing the previous
risk assessment and countermeasures may not reflect the current state of the
organization's environment and may not identify new or emerging risks. Evaluating
countermeasures to mitigate new risks may be premature without performing a new risk
assessment to identify and prioritize the risks. Transferring the new risk to a third party
may not be feasible or cost-effective without performing a new risk assessment to evaluate
the risk level and the available risk transfer options.

References = CISM Review Manual, 16th Edition, Chapter 2, Section 1, pages 43-45.
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Before outsourcing any application or service, an information security manager should first
determine the required security controls for the new solution, based on the organization's
risk appetite, security policies and standards, and regulatory requirements. This will help to
evaluate and select the most suitable provider, as well as to define the security roles and
responsibilities, service level agreements (SLAs), and audit requirements. References:
https://www.isaca.org/credentialing/cism https://www.wiley.com/en-us
/CISM+Certified+Information+Security+Manager+Study+Guide-p-9781119801948
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Reviewing the results of the vendor's independent control reports is the best way to assess
the risk associated with using a SaaS vendor because it provides an objective and reliable
evaluation of the vendor's security controls and practices. Independent control reports,
such as SOC 2 or ISO 27001, are conducted by third-party auditors who verify the
vendor's compliance with industry standards and best practices. These reports can help
the customer identify any gaps or weaknesses in the vendor's security posture and
determine the level of assurance and trust they can place on the vendor.

Verifying that information security requirements are included in the contract is a good
practice, but it does not provide sufficient assurance that the vendor is actually meeting
those requirements. The contract may also have limitations or exclusions that reduce the
customer's rights or remedies in case of a breach or incident.

Requesting customer references from the vendor is not a reliable way to assess the risk
associated with using a SaaS vendor because the vendor may only provide positive or
biased references that do not reflect the true experience or satisfaction of the customers.
Customer references may also not have the same security needs or expectations as the
customer who is conducting the assessment.

Requiring vendors to complete information security questionnaires is a useful way to
gather information about the vendor's security policies and procedures, but it does not
provide enough evidence or verification that the vendor is actually implementing and
maintaining those policies and procedures. Information security questionnaires are also
subject to the vendor's self-reporting and interpretation, which may not be accurate or
consistent. References = CISM Review Manual 15th Edition, page 144 SaaS Security Risk
and Challenges - ISACA1 SaaS Security Checklist & Assessment Questionnaire | LeanlX2
Risk Assessment Guide for Microsoft Cloud3
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Comprehensive and Detailed Step-by-Step Explanation:

Recovering from ransomware requires backups that are unaffected by the ransomware
attack. Here's why offline backups are most effective:

A). Online backup: These are connected to the network and may also be compromised
during an attack.

B). Incremental backup: While efficient, incremental backups rely on previous backups and
are typically stored online, making them vulnerable to ransomware.

C). Differential backup: Similar to incremental backups, these are not immune if stored
online or on compromised systems.

D). Offline backup: This is the BEST choice as offline backups are stored in a location that
is not connected to the network, preventing ransomware from encrypting them.
Reference: CISM Job Practice Area 4 (Information Security Incident Management)
includes guidance on establishing robust backup strategies for recovery.

B 127

AVTUOMDIRAL—2 3y TOERERARETHHE RLBRLVT7 TA—FIL RO
HEECEDVWTAVIOTUMNERETHILETY,

A. BIE(IZHh I D HEERFRE,

B. X E%ZITHFHMERE,

C. ZIBAR41 > B4 (RPO),

D. RAMIZREA,

EfE:B(AAV FEHEKT D)

The best approach to developing an incident escalation process is to classify incidents
based on the information assets affected, because this will help to determine the impact
and severity of the incidents, as well as the appropriate response and recovery actions.
The information assets affected by an incident can indicate the potential loss of
confidentiality, integrity, or availability of the information, as well as the legal, regulatory,
contractual, or reputational implications. By classifying incidents based on the information
assets affected, the organization can prioritize the incidents and escalate them to the
relevant stakeholders and authorities.

References = CISM Review Manual, 16th Edition, page 2901; A Practical Approach to
Incident Management Escalation2
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Process owners are the people who are responsible for the design, execution, and
improvement of the business processes that support the organization's objectives and
operations. Process owners have the greatest importance in the development of an
information security strategy, as they provide the input and feedback on the business
requirements, expectations, and priorities that the information security strategy should
address and support. Process owners also help to identify and assess the risks and
impacts that the business processes face, and to define and implement the security
controls and measures that can mitigate or reduce them.

Process owners also facilitate the alignment and integration of the information security
strategy with the business strategy, as well as the communication and collaboration among
the various stakeholders and functions involved in the information security program. End
users, security architects, and corporate auditors are all important stakeholders in the
information security program, but they do not have the greatest importance in the
development of an information security strategy. End users are the people who use the
information systems and services that the information security program protects and
enables. End users provide the input and feedback on the usability, functionality, and
performance of the information systems and services, as well as the security awareness
and behavior that they exhibit. Security architects are the people who design and
implement the security architecture that supports the information security strategy.
Security architects provide the input and feedback on the technical requirements,
capabilities, and solutions that the information security strategy should leverage and
optimize. Corporate auditors are the people who evaluate and verify the compliance and
effectiveness of the information security program. Corporate auditors provide the input and
feedback on the standards, regulations, and best practices that the information security
strategy should follow and adhere to. Therefore, process owners have the greatest
importance in the development of an information security strategy, as they provide the
input and feedback on the business requirements, expectations, and priorities that the
information security strategy should address and support. References = CISM Review
Manual 2023, page 31 1; CISM Practice Quiz 2
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Standards are detailed statements of the minimum requirements for hardware, software, or
security configurations. They are used to define the minimum security controls required for
user workstations. References = CISM Review Manual, 16th Edition, page 69.
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When developing a categorization method for security incidents, the categories must have
agreed-upon definitions. This means that the categories should be clear, consistent, and
understandable for all the parties involved in the incident response process, such as the
incident handlers, the stakeholders, the management, and the external authorities. Having
agreed-upon definitions for the categories can help to ensure that the incidents are
classified and reported accurately, that the appropriate actions and resources are
allocated, and that the communication and coordination are effective. Aligning with industry
standards, creating by the incident handler, and aligning with reporting requirements are
not mandatory for developing a categorization method for security incidents, although they
may be desirable or beneficial depending on the context and objectives of the organization.
Aligning with industry standards can help to adopt best practices and benchmarks for
incident response, but it may not be feasible or suitable for all types of incidents or
organizations. Creating by the incident handler can allow for flexibility and customization of
the categories, but it may also introduce inconsistency and ambiguity if the definitions are
not shared or agreed upon by others. Aligning with reporting requirements can help to
comply with legal or contractual obligations, but it may not cover all the aspects or
dimensions of the incidents that need to be categorized. References = CISM Review
Manual, 16th Edition, pages 200-2011; CISM Review Questions, Answers & Explanations
Manual,

10th Edition, page 822
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When developing a categorization method for security incidents, the categories MUST
have agreed-upon definitions. This is because having clear and consistent definitions for
each category of incidents will help to ensure a common understanding and
communication among the incident response team and other stakeholders. It will also
facilitate the accurate and timely identification, classification, reporting and analysis of
incidents. Having agreed-upon definitions will also help to avoid confusion, ambiguity and
inconsistency in the incident management process
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A buffer overflow is a software coding error or vulnerability that occurs when a function is
carried out with more data than the function can handle, resulting in adjacent memory
locations being overwritten or corrupted by the excess data1. A program contains a hidden
and unintended function that presents a security risk is not a buffer overflow, but rather a
backdoor2. Malicious code designed to interfere with normal operations is not a buffer
overflow, but rather malware3. A type of covert channel that captures data is not a buffer
overflow, but rather a keylogger. References: 1
https://www.fortinet.com/resources/cyberglossary/buffer- overflow 2
https://www.fortinet.com/resources/cyberglossary/backdoor 3
https://www.fortinet.com/resources

/cyberglossary/malware https://www.fortinet.com/resources/cyberglossary/keylogger
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An increase in false negatives would be of greatest concern when reviewing the
performance of an organization's IDSs, because it means that the IDSs are failing to detect
and alert on actual attacks that are occurring on the network. False negatives can lead to
serious security breaches, data loss, reputational damage, and legal liabilities for the
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organization. False positives, on the other hand, are alerts that are triggered by benign or
normal activities that are mistaken for attacks. False positives can cause annoyance,
inefficiency, and desensitization, but they do not pose a direct threat to the security of the
network. Therefore, a decrease in false positives would be desirable, and an increase in
false positives would be less concerning than an increase in false negatives.

References = CISM Review Manual, 16th Edition, page 2231; Intrusion Detection Systems
| NIST
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The most important factor to obtain senior leadership support when presenting an
information security strategy is that the strategy aligns with management's acceptable level
of risk because it ensures that the strategy is consistent and compatible with the
organization's risk appetite and thresholds, and reflects management's expectations and
priorities for security risk management. The strategy addresses ineffective information
security controls is not a very important factor because it does not indicate how the
strategy will improve or enhance the security controls or performance. The strategy aligns
with industry benchmarks and standards is not a very important factor because it does not
indicate how the strategy will differentiate or innovate the organization's security
capabilities or practices. The strategy addresses organizational maturity and the threat
environment is not a very important factor because it does not indicate how the strategy
will advance or adapt the organization's security posture or resilience. References:
https://www.isaca.org/resources
lisaca-journal/issues/2016/volume-4/technical-security-standards-for-information-systems
https://www.isaca.
org/resources/isaca-journal/issues/2017/volume-2/how-to-align-security-initiatives-with-
business-goals-and- objectives
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= The most important consideration when developing a multi-year plan for information
security is to ensure alignment with the plans of other business units. Alignment means
that the information security plan supports and enables the achievement of the business
objectives, strategies, and priorities of the organization and its various units. Alignment
also means that the information security plan is consistent and compatible with the plans of
other business units, and that it addresses the needs, expectations, and requirements of
the relevant stakeholders1 .

By ensuring alignment with the plans of other business units, the information security
manager can achieve the following benefits1 :

Increase the value and effectiveness of information security: By aligning the information
security plan with the business goals and drivers, the information security manager can
demonstrate the value and contribution of information security to the organization's
performance, growth, and competitiveness. The information security manager can also
ensure that the information security plan addresses the most critical and relevant risks and
opportunities for the organization and its units, and that it provides adequate and
appropriate protection and support for the organization's assets, processes, and activities.
Enhance the communication and collaboration with other business units: By aligning the
information security plan with the plans of other business units, the information security
manager can enhance the communication and collaboration with the other business unit
leaders and managers, who are the key stakeholders and partners in information security.
The information security manager can also solicit and incorporate their input, feedback,
and suggestions into the information security plan, and provide them with timely and
relevant information, guidance, and support. The information security manager can also
foster a culture of trust, respect, and cooperation among the different business units, and
promote a shared vision and commitment to information security.

Optimize the use and allocation of resources for information security: By aligning the
information security plan with the plans of other business units, the information security
manager can optimize the use and allocation of resources for information security, such as
budget, staff, time, or technology. The information security manager can also avoid
duplication, conflict, or waste of resources among the different business units, and ensure
that the information security plan is feasible, realistic, and sustainable. The information
security manager can also leverage the resources and capabilities of other business units
to enhance the information security plan, and provide them with the necessary resources
and capabilities to implement and maintain the information security plan.

The other options are not the most important consideration when developing a multi-year
plan for information security, as they are less strategic, comprehensive, or impactful than
ensuring alignment with the plans of other business units. Ensuring contingency plans are
in place for potential information security risks is an important component of the
information security plan, but it is not the most important consideration, as it focuses on the


https://www.jpnshiken.com/q/65182-5991582/

reactive and preventive aspects of information security, rather than the proactive and
enabling aspects. Allowing the information security program to expand its capabilities is an
important objective of the information security plan, but it is not the most important
consideration, as it depends on the availability and suitability of the resources,
technologies, and opportunities for information security, and it may not align with the
organization's needs, priorities, or constraints. Demonstrating projected budget increases
year after year is an important outcome of the information security plan, but it is not the
most important consideration, as it reflects the cost and demand of information security,
rather than the value and benefit of information security, and it may not be justified or
supported by the organization's financial situation or expectations1 . References = CISM
Domain 1: Information Security Governance (ISG) [2022 update], CISM Domain 2:
Information Risk Management (IRM) [2022 update], Aligning Information Security with
Business Strategy - ISACA, [Aligning Information Security with Business Objectives -
ISACA]
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Redirecting the attacker's traffic is a viable containment strategy for a distributed denial of
service (DDoS) attack because it helps to divert the malicious traffic away from the target
server and reduce the impact of the attack. A DDoS attack is an attempt by attackers to
overwhelm a server or a network with a large volume of requests or packets, preventing
legitimate users from accessing the service or resource. Redirecting the attacker's traffic is
a technique that involves changing the DNS settings or routing tables to send the
attacker's traffic to another destination, such as a sinkhole, a honeypot, or a scrubbing
center. A sinkhole is a server that absorbs and discards the malicious traffic. A honeypot is

OO0 w >

a decoy server that mimics the target server and collects information about the attacker's
behavior and techniques. A scrubbing center is a service that filters out the malicious traffic
and forwards only the legitimate traffic to the target server. Redirecting the attacker's traffic
helps to contain the DDoS attack by reducing the load on the target server and preserving
its availability and performance. Therefore, redirecting the attacker's traffic is the correct
answer.

References:

* https://www.fortinet.com/resources/cyberglossary/implement-ddos-mitigation-strategy

* https://learn.microsoft.com/en-us/azure/ddos-protection/ddos-response-strategy

* https://www.cloudflare.com/learning/ddos/glossary/sinkholing/.
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Management support is the primary consideration when developing an incident response
plan, as it is essential for obtaining the necessary resources, authority, and commitment for
the plan. Management support also helps to ensure that the plan is aligned with the
organization's business objectives, risk appetite, and security strategy, and that it is
communicated and enforced across the organization. Management support also facilitates
the coordination and collaboration among different stakeholders, such as business units, IT
functions, legal, public relations, and external parties, during an incident response.

The definition of an incident (A) is an important component of the incident response plan,
as it provides the criteria and thresholds for identifying, classifying, and reporting security
incidents. However, the definition of an incident is not the primary consideration, as it is
derived from the organization's security policies, standards, and procedures, and may vary
depending on the context and impact of the incident.

Compliance with regulations (B) is also an important factor for the incident response plan,
as it helps to ensure that the organization meets its legal and contractual obligations, such
as notifying the authorities, customers, or partners of a security breach, preserving the
evidence, and reporting the incident outcomes.

However, compliance with regulations is not the primary consideration, as it is influenced
by the nature and scope of the incident, and the applicable laws and regulations in different
jurisdictions.

Previously reported incidents (D) are a valuable source of information and lessons learned
for the incident response plan, as they help to identify the common types, causes, and
impacts of security incidents, as well as the strengths and weaknesses of the current
incident response processes and capabilities. However, previously reported incidents are
not the primary consideration, as they are not predictive or comprehensive of the future
incidents, and may not reflect the changing threat landscape and business environment.
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References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident
Management, Section: Incident Response Plan, page 181-1821 Learn more:
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A security maturity assessment evaluates not only current vulnerabilities but also
governance structures, risk management practices, incident response, and ongoing
improvement processes. It provides a holistic and strategic view of the security posture.
"Maturity assessments provide a comprehensive evaluation of an organization's security
controls and their alignment with business objectives."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Maturity Models* Other methods like penetration tests or vulnerability assessments offer
snapshots of technical weaknesses, but they lack strategic depth.
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Third-party audit reports (D) provide the most reliable evaluation of a cloud provider's
security posture because they offer independent assurance of control design and
effectiveness. Peer reviews (A) and attestations (B) are less objective, while penetration
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test reports (C) focus narrowly on technical vulnerabilities. CISM emphasizes independent
assurance mechanisms when assessing third-party security, particularly for cloud services.
References: ISACA CISM Review Manual (Governance-third-party assurance and cloud
risk); CISM Exam Content Outline (Domain 2).

B9 141

HEBAEX 1T AV TURZEELTHLADZDIZELNRNLEDIIRD EN
TIh,

A. ') R i

B.ZEE{ETY Y

C. M ER

D. 7—JIL by TEE

IEfE: (EfEERTLET)

= Continuous monitoring is the process of collecting, analyzing, and reporting on the
security status of an organization's information systems and networks. Continuous
monitoring enables an organization to identify and contain security incidents by providing
timely and accurate information on the security events, alerts, incidents, and threats that
may affect the organization. Continuous monitoring also helps to measure the
effectiveness and compliance of the security controls, policies, and procedures that are
implemented to protect the organization's information assets. Continuous monitoring can
be performed using various tools and methods, such as security information and event
management (SIEM) tools, intrusion detection and prevention systems (IDS/IPS),
vulnerability scanners, log analyzers, and audit trails.

References = CISM Manual1, Chapter 6: Incident Response Planning (IRP), Section 6.2:
Continuous Monitoring2

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles 2: 3
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Including the impact of the risk as part of regular metrics is the best way for the information
security manager to help senior management understand the related risk of having many
user workstations with unpatched versions of software because it quantifies and
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communicates the potential consequences and likelihood of such a risk in terms of
business objectives and performance indicators. Recommending the security steering
committee conduct a review is not a good way because it does not provide any specific
information or analysis about the risk or its impact. Updating the risk assessment at regular
intervals is not a good way because it does not ensure that senior management is aware
or informed about the risk or its impact. Sending regular notifications directly to senior
managers is not a good way because it may be perceived as intrusive or annoying, and
may not convey the severity or urgency of the risk or its impact. References:
https://www.isaca.
org/resources/isaca-journal/issues/2015/volume-6/measuring-the-value-of-information-
security-investments
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-3/how-to-measure-the-
effectiveness-of- your-information-security-management-system
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The most important consideration during the requirements gathering phase of Al
development in a healthcare organization is data privacy concerns (B). From a CISM
governance and risk management perspective, healthcare organizations handle highly
sensitive personal and regulated data, such as protected health information (PHI), which is
subject to strict privacy, confidentiality, and regulatory requirements. During requirements
gathering, it is critical to ensure that legal, regulatory, and ethical obligations related to data
use, retention, consent, access controls, and cross-border processing are fully understood
and incorporated into system requirements.

Algorithm selection (A), computational resources (C), and data labeling efficiencies (D) are
important technical and operational considerations, but they are secondary and should be
addressed only after privacy requirements are clearly defined. CISM emphasizes that
security and privacy must be built in by design, not retrofitted later in development. Failure
to address privacy requirements early can result in regulatory noncompliance, reputational
damage, and unacceptable risk exposure.

In healthcare, governance-driven requirements-especially privacy, data minimization, and
lawful processing-must guide Al system design to ensure alignment with organizational risk
appetite and compliance obligations.

References:
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ISACA CISM Review Manual, Information Security Governance - privacy, regulatory
compliance, and emerging technology risk ISACA CISM Exam Content Outline, Domain 2:
Information Security Governance

Bi: 144

FYRT—D AVITSRMIVFADEF1) TAREICOVTLREEB DA
BODITHRELEMEBMLGDIEIRD S B ENTT H,

A EDRADIEFEEERLET H-DICRY FT—VIIHTE2RATANEETT S
B. XY rI—VDEF2AVTADRRNTZI T4 RCEHTHHREMUBD/ITH—T >
AT S

C. RRERK SI-EXx a2 TAHHNECRABEICHEUDVTWVWS I L EEIT D

D. DAV — o LEAREGEEF 1) T EEDORBEL Y Z1RRT S

IEfR: (EfEZERTLET)

The most effective way to gain senior management approval of security investments in
network infrastructure is by demonstrating that targeted security controls tie to business
objectives.

Security investments should be tied to business objectives and should support the overall
goals of the organization. By demonstrating that the security controls will directly support
the organization's business objectives, senior management will be more likely to approve
the investment.

According to the Certified Information Security Manager (CISM) Study Manual, "To gain
senior management's approval for investments in security, it is essential to show how the
security controls tie to business objectives and are in support of the overall goals of the
organization." While performing penetration tests against the network, highlighting
competitor performance, and presenting comparable security implementation estimates
from vendors are all useful in presenting the value of security investments, they are not as
effective as demonstrating how the security controls will support the organization's
business objectives.

Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Page 305.
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The primary objective of incident triage is to categorize events based on their severity,
impact, urgency, and priority. Incident triage helps the security operations center (SOC) to
allocate the appropriate resources, assign the relevant roles and responsibilities, and
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determine the best course of action for each event. Incident triage also helps to filter out
false positives, reduce noise, and focus on the most critical events that pose a threat to the
organization's information security.

Coordination of communications, mitigation of vulnerabilities, and containment of threats
are important tasks that are performed during the incident response process, but they are
not the primary objective of incident triage. Coordination of communications ensures that
the relevant stakeholders are informed and updated about the incident status, roles,
actions, and outcomes. Mitigation of vulnerabilities addresses the root causes of the
incident and prevents or reduces the likelihood of recurrence. Containment of threats
isolates and stops the spread of the incident and minimizes the damage to the
organization's assets and operations. These tasks are dependent on the outcome of the
incident triage, which determines the scope, severity, and priority of the incident.
References = CISM Certified Information Security Manager Study Guide, Chapter 8:
Security Operations and Incident Management, page 2691; CISM Foundations: Module 4
Course, Part One: Security Operations and Incident Management2; Critical Incident Stress
Management - National Interagency Fire Center3; Critical Incident Stress Management -
US Forest Service4
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When dealing with a provider in another country, the most important consideration is the
ability to enforce contractual obligations (D). CISM highlights jurisdictional risk, including
differences in laws, regulations, and legal enforcement mechanisms. Logical separation
(A), SLAs (B), and resiliency (C) are important but depend on enforceable contracts to be
meaningful. Without enforceability, the organization may lack effective recourse in the
event of security failures or breaches.

References: ISACA CISM Review Manual (Governance-legal, regulatory, and third-party
risk); CISM Exam Content Outline (Domain 2).
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A business impact analysis (BIA) best enables an organization to establish restoration
priorities (B). In CISM, the primary purpose of a BIA is to identify critical business
processes, assess the impact of disruptions over time, and determine which functions must
be restored first to minimize business impact. Restoration priorities are derived from
factors such as maximum tolerable downtime, recovery time objectives (RTOs), and
recovery point objectives (RPOs), all of which are key BIA outputs.

Total cost of ownership (A) is a financial analysis concept unrelated to continuity planning.
Annualized loss expectancy (C) is an output of quantitative risk analysis, not a BIA.
Recovery methods (D) are defined after restoration priorities are established and are part
of business continuity and disaster recovery planning. CISM emphasizes that the BIA
provides the business-driven foundation upon which recovery strategies and methods are
later selected.

By clearly defining restoration priorities, the BIA ensures that continuity planning aligns
with business objectives, risk appetite, and operational resilience requirements.
References:

ISACA CISM Review Manual, Information Security Program Development and
Management - Business Impact Analysis (BIA) purpose and outcomes ISACA CISM Exam
Content Outline, Domain 3: Information Security Program Development and Management
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The risk owner is the best positioned to be accountable for risk acceptance decisions
based on risk appetite, because the risk owner is the person or entity with the
accountability and authority to manage a risk1. The risk owner is responsible for evaluating
the risk level, comparing it with the risk appetite, and deciding whether to accept, avoid,
transfer, or mitigate the risk2. The risk owner is also accountable for monitoring and
reporting on the risk status and outcomes3. The information security manager, the chief
risk officer (CRO), and the information security steering committee may have some roles
and responsibilities in the risk management process, but they are not the primary
accountable parties for risk acceptance decisions.

References = CISM Review Manual, 16th Edition, page 754; Risk Acceptance
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Secure transmission protocols are network protocols that ensure the integrity and security
of data transmitted across network connections. The specific network security protocol
used depends on the type of protected data and network connection. Each protocol
defines the techniques and procedures required to protect the network data from
unauthorized or malicious attempts to read or exfiltrate information1. One of the most
common threats to network data is eavesdropping, which is the interception and analysis
of network traffic by an unauthorized third party. Eavesdropping can compromise the
confidentiality, integrity, and availability of network data, and can lead to data breaches,
identity theft, fraud, espionage, and sabotage?2. Therefore, secure transmission protocols
protect transactions from eavesdropping by using encryption, authentication, and integrity
mechanisms to prevent unauthorized access and modification of network data. Encryption
is the process of transforming data into an unreadable format using a secret key, so that
only authorized parties can decrypt and access the data. Authentication is the process of
verifying the identity and legitimacy of the parties involved in a network communication,
using methods such as passwords, certificates, tokens, or biometrics. Integrity is the
process of ensuring that the data has not been altered or corrupted during transmission,
using methods such as checksums, hashes, or digital signatures3. Some examples of
secure transmission protocols are:

* Secure Sockets Layer (SSL) and Transport Layer Security (TLS), which are widely used
protocols for securing web, email, and other application layer communications over the
Internet. SSL and TLS use symmetric encryption, asymmetric encryption, and digital
certificates to establish secure sessions between clients and servers, and to encrypt and
authenticate the data exchanged.

* Internet Protocol Security (IPsec), which is a protocol and algorithm suite that secures
data transferred over public networks like the Internet. IPsec operates at the network layer
and provides end-to-end security for IP packets. IPsec uses two main protocols:
Authentication Header (AH), which provides data integrity and authentication, and
Encapsulating Security Payload (ESP), which provides data confidentiality, integrity, and
authentication. IPsec also uses two modes: transport mode, which protects the payload of
IP packets, and tunnel mode, which protects the entire IP packet.

* Secure Shell (SSH), which is a protocol that allows secure remote login and command
execution over insecure networks. SSH uses encryption, authentication, and integrity to
protect the data transmitted between a client and a server. SSH also supports port
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forwarding, which allows secure tunneling of other network services through SSH
connections.

References = 1: 6 Network Security Protocols You Should Know | Cato Networks 2:
Eavesdropping Attacks - an overview | ScienceDirect Topics 3: Network Security Protocols
- an overview | ScienceDirect Topics : SSL

ITLS (Secure Sockets Layer/Transport Layer Security) - Definition : IPsec - Wikipedia :
Secure Shell - Wikipedia
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= Mature information security awareness training across the organization is the most
important factor for building a robust information security culture, because it helps to
educate and motivate the employees to understand and adopt the security policies,
procedures, and best practices that are aligned with the organizational goals and values.
Information security awareness training should be tailored to the specific roles,
responsibilities, and needs of the employees, and should cover the relevant topics, such
as:

The importance and value of information assets and the potential risks and threats to them
The legal, regulatory, and contractual obligations and compliance requirements related to
information security The organizational security policies, standards, and guidelines that
define the expected and acceptable behaviors and actions regarding information security
The security controls and tools that are implemented to protect the information assets and
how to use them effectively and efficiently The security incidents and breaches that may
occur and how to prevent, detect, report, and respond to them The security best practices
and tips that can help to enhance the security posture and culture of the organization
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Information security awareness training should be delivered through various methods and
channels, such as:

Online courses, webinars, videos, podcasts, and quizzes that are accessible and
interactive Classroom sessions, workshops, seminars, and simulations that are engaging
and practical Posters, flyers, newsletters, emails, and social media that are informative and
catchy Games, competitions, rewards, and recognition that are fun and incentivizing
Information security awareness training should be conducted regularly and updated
frequently, to ensure that the employees are aware of the latest security trends,
challenges, and solutions, and that they can demonstrate their knowledge and skills in a
consistent and effective manner.

Mature information security awareness training can help to create a positive and proactive
security culture that fosters trust, collaboration, and innovation among the employees and
the organization, and that supports the achievement of the strategic objectives and the
mission and vision of the organization.

References = CISM Review Manual, 16th Edition, ISACA, 2021, pages 144-146, 149-150.
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The primary responsibility of the information security function when an organization adopts
emerging technologies is to assess the potential security risk, which means identifying and
evaluating the threats, vulnerabilities, and impacts that the new technologies may pose to
the organization's data, systems, and objectives. Assessing the potential security risk
helps the information security function to determine the appropriate security requirements,
controls, and measures to mitigate the risk and ensure the safe and secure adoption of the
emerging technologies.

References = Performing Risk Assessments of Emerging Technologies, CISM Review
Manual 15th Edition Learn more:

1. isaca.org2. isaca.org3. niccs.cisa.gov4. venturebeat.com
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An organization is planning to outsource network management to a service provider.
Including which of the following in the contract would be the MOST effective way to
mitigate information security risk? A.

Requirement for regular information security awareness B. Right-to-audit clause C. Service
level agreement (SLA) D. Requirement to comply with corporate security policy answer:
(Refer to the Information Security Manager (CISM) documents and learning resources by
ISACA available at https://store.isaca.org/s/store#
/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles to verify the answer of the following
questions very carefully.) Use the following format please: **Verified Answer** = (From
CISM Manual or related resources) **Very Short Explanation** = (From CISM Manual or
related resources) **References** = (From CISM Manual or related resources)
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The information security manager should first determine the risk related to noncompliance
with the policy, as this will help to understand the impact and likelihood of the policy
violation and the potential consequences for the organization. The information security
manager can then use the risk assessment results to communicate the importance of the
policy to the IT personnel, propose any necessary changes to the policy or the processes,
or request an audit of the policy development process, depending on the situation.
Conducting user awareness training, updating policies and procedures, or requesting an
audit are possible actions that the information security manager can take after determining
the risk, but they are not the first step. References = CISM Review Manual, 16th Edition,
Chapter 2: Information Risk Management, Section: Risk Assessment, page 86; CISM
Review Questions, Answers & Explanations Manual, 10th Edition, Question 59, page 60.
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Risk assessment is the BEST input to a business case for a technical solution to address
potential system vulnerabilities, because it helps to identify and prioritize the most critical
risks that the solution should mitigate or reduce. Risk assessment also helps to evaluate
the costs and benefits of the solution in terms of reducing the likelihood and impact of
potential threats and incidents.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 47: "Risk assessment is the process
of identifying and analyzing information security risks and determining their potential
impact on the enterprise's business objectives." CISM Review Manual, 16th Edition,
ISACA, 2020, p. 48: "Risk assessment provides input to the business case for information
security investments by identifying and prioritizing the most critical risks that need to be
addressed and evaluating the costs and benefits of the proposed solutions."

B[ 157

KEEGEX 1) T4 BREICHET DRIC GHUUEICHARBD I+ L Oy I EMREH
ESHEIRLVERGERAIRDS>LENTIH?

A. SRS F—LIZEERLER Y SR WO BT 2 MG E IR T 5


https://www.jpnshiken.com/q/65182-5991602/
https://www.jpnshiken.com/q/65182-5991603/

B. SHLAMNAE Y JICHATRENDIZDEH -0
C.iIHINEHRDHB) Y —RIZK>TUREEINDKS5(12T 58
D. A4 TV MR TOERERIT 5

Eff:C(AA PEHKT D)

Eﬁ:ﬁ: 158

FLOVEREX 2V T4 YR2— Vv —HEBROBHBREFX1) T4 ANF U ROBKE
FHE T 2 -OICRBBEILDDIEIRDSIBEENTIT H,

A ESRRADEERIEMEZEET H5-HICEDCRRAEERITBIA)ZERT 5
B.ECHRRATARRIZEITAEHREF 1V T4 RYI—LEBOHEENTT S

C. EEMBLVEMMG) RV MERITT S

D. ANFUVARIL—LT—IVNTHESINE-ITEANY~ADA VFEa—

Ef#: (EfEZRTLET)

Analyzing how security policies and practices are integrated into business processes (B)
provides the clearest view of governance effectiveness. CISM defines governance as the
alignment of security with business objectives, supported by defined roles, accountability,
and decision-making structures. BIAs (A) and risk analyses (C) provide valuable inputs but
do not directly assess governance maturity. Interviews (D) can supplement understanding
but are subjective without observing real integration. By evaluating whether security is
embedded in procurement, development, operations, and decision workflows, a new
security manager can determine whether governance is formalized, consistently applied,
and supported by management.

References: ISACA CISM Review Manual (Governance-structure, integration, and
effectiveness); CISM Exam Content Outline (Domain 2).
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Decreasing false positives is the best indicator that the information security manager has
tuned the system to address senior management's concern that the organization's
intrusion prevention system (IPS) may repeatedly disrupt business operations. False
positives are alerts generated by the IPS when it mistakenly blocks legitimate traffic or
activity, causing disruption or downtime. Decreasing false positives means that the IPS has
been configured to reduce such errors and minimize unnecessary interruptions. Increasing
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false negatives is not a good indicator because it means that the IPS has failed to detect or
block malicious traffic or activity, increasing the risk of compromise or damage. Decreasing
false negatives is not a good indicator because it does not affect business operations, but
rather improves security detection or prevention. Increasing false positives is not a good
indicator because it means that the IPS has increased its errors and interruptions,
worsening senior management's concern. References:
https://www.isaca.org/resources/isaca-journal/issues
[2017/volume-6/the-value-of-penetration-testing https://www.isaca.org/resources/isaca-
journal/issues/2016

/volume-5/security-scanning-versus-penetration-testing
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A security metrics dashboard is a graphical representation of key performance indicators
(KPIs) and key risk indicators (KRIs) that provide useful information about the
effectiveness of the information security program.

A security metrics dashboard can help communicate the value and performance of the
information security program to senior management and other stakeholders, as well as
identify areas for improvement and alignment with business objectives. A security metrics
dashboard should be concise, relevant, timely, accurate, and actionable.

References = CISM Review Manual 16th Edition, page 163; CISM Review Questions,
Answers & Explanations Manual 9th Edition, page 419.
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According to the CISM Review Manual (Digital Version), page 5, information security
culture is the set of values, attitudes, and behaviors that shape how an organization and its
employees view and practice information security. Transforming the information security
culture requires a change management process that involves the following steps: creating
a sense of urgency, forming a powerful coalition, developing a vision and strategy,
communicating the vision, empowering broad-based action, generating short-term wins,
consolidating gains and producing more change, and anchoring new approaches in the
culture1. Among the four options, strong management support is the best enabler for
transforming the information security culture, as it can provide the necessary leadership,
resources, sponsorship, and alignment for the change management process. Periodic
compliance audits, robust technical security controls, and incentives for security incident
reporting are important elements of information security, but they are not sufficient to
change the culture without strong management support. References = 1: CISM Review
Manual (Digital Version), page 5
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The primary advantage of an organization using Disaster Recovery as a Service (DRaaS)
to help manage its disaster recovery program is B. It allows the organization to prioritize its
core operations. This is because DRaaS is a cloud computing service model that allows an
organization to back up its data and IT infrastructure in a third-party cloud computing
environment and provide all the disaster recovery orchestration, all through a SaaS
solution, to regain access and functionality to IT infrastructure after a disaster1. DRaaS
can help the organization to prioritize its core operations by:

Reducing the need for provisioning and maintaining its own off-site disaster recovery
environment, which can be costly, complex, and resource-intensive12 Enabling the
organization to continue running its applications from the service provider's cloud or hybrid
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cloud environment instead of from the disaster-affected physical servers, which can
minimize the downtime, data loss, and business disruption12 Providing the organization
with flexible and scalable deployment options, such as on-demand, pay-per-use, or
subscription-based models, that can meet its changing business needs and budget12
Leveraging the expertise, experience, and best practices of the service provider, who can
handle the disaster recovery planning, testing, and execution, and ensure compliance with
the relevant standards and regulations12 DRaasS is a cloud computing service model that
allows an organization to back up its data and IT infrastructure in a third-party cloud
computing environment and provide all the disaster recovery orchestration, all through a
SaaS solution, to regain access and functionality to IT infrastructure after a disaster.
DRaaS can help the organization to prioritize its core operations by reducing the need for
provisioning and maintaining its own off-site disaster recovery environment, enabling the
organization to continue running its applications from the service provider's cloud or hybrid
cloud environment, providing the organization with flexible and scalable deployment
options, and leveraging the expertise, experience, and best practices of the service
provider. (From CISM Manual or related resources)
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= Data owner is the best suited to determine how the information in a database should be
classified, because data owner is the person who has the authority and responsibility for
the data and its protection. Data owner is accountable for the business value, quality,
integrity, and security of the data. Data owner also defines the data classification criteria
and levels based on the data sensitivity, criticality, and regulatory requirements.

Data owner assigns the data custodian and grants the data access rights to the data users.
Data owner reviews and approves the data classification policies and procedures, and
ensures the compliance with them.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Data Classification, page 331

Bf: 165

AT PRAGHBEIOEFE I T —XTHIINDIDIERD ENTTH?
A RT—IRILA—aSa=H5r— 3 itH

B. REFIE

C. B IARFHIB4E RTO)


https://www.jpnshiken.com/q/65182-5991611/

D. FHEERME MTTR)
IEf#: (EfEZRTLEY)

B fE: 166

HEVATLOEX2) T4 AHAZXLLWHEEBEFEZH-LTLEINE SN EHEET S
DIZHRBEEREHAFNDTIH?

A GEBLUZAFIVIH

B. EfREEI &L BEIME Y —ILZE L THRETRIIC

C.RBATANTHEINLEENET LR

D. FERAMEESLVAVTSA T UREERH

IEfE: (EffZzRnLET)

While audits and assessments provide periodic insights, the best time to verify that security
mechanisms meet control objectives is continuously-through monitoring and automation.
Continuous monitoring allows the organization to detect misconfigurations, anomalies, or
control failures in real-time, significantly improving response capabilities. Modern
environments, especially in production systems, require real-time feedback loops to
maintain compliance and effectiveness due to rapidly evolving threats and configuration
changes.

"Continuous monitoring provides assurance that controls are operating effectively in real
time, enabling timely corrective actions."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Control
Monitoring*
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= In an organization with a rapidly changing environment, the information security risk
landscape may also change frequently due to new threats, vulnerabilities, impacts, or
controls. Therefore, the information security manager should ensure that the risk
acceptance decisions made by the business management are periodically reviewed to
verify that they are still valid and aligned with the current risk appetite and tolerance of the
organization. The rationale for acceptance should be documented and updated as
necessary to reflect the changes in the risk environment and the business objectives. The
information security manager should also monitor the accepted risks and report any
deviations or issues to the business management and the senior management.
References =

CISM Review Manual 15th Edition, page 1131

CISM Review Questions, Answers & Explanations Manual 9th Edition, page 482 CISM
Domain 2: Information Risk Management (IRM) [2022 update]3
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During due diligence, performing a risk assessment is critical to understanding the
potential impact of integrating the new organization into the acquiring company. This
includes evaluating inherited risks, compliance gaps, and technical vulnerabilities.

"As part of due diligence during mergers and acquisitions, it is crucial to assess risks
associated with the target organization to ensure proper integration and continuity."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Due Diligence
ISACA's CISM practice database reinforces that identifying and quantifying risks early
helps ensure appropriate controls are in place before the integration, making risk
assessment the most critical activity.
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A business-aligned information security program is one that supports the organization's
business objectives and aligns the information security strategy with the business
functions. A business impact analysis (BIA) is a process that identifies the critical business
processes, assets, and functions of an organization, and assesses their potential impact in
the event of a disruption or loss. A BIA helps to prioritize the information security
requirements and controls that are needed to protect the organization's critical assets and
functions from various threats and risks. Therefore, a BIA is one of the most useful sources
when planning a business-aligned information security program. References = CISM
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Review Manual 15th Edition, page 254; CISM Review Questions, Answers & Explanations
Database - 12 Month Subscription, QID 229.

The most useful source when planning a business-aligned information security program is
a Business Impact Analysis (BIA). A BIA is a process of identifying and evaluating the
potential effects of disruptions to an organization's operations, and helps to identify the
security controls and measures that should be implemented to reduce the impact of those
disruptions. The BIA should include an assessment of the organization's information
security posture, including its security policies, risk register, and enterprise architecture.
With this information, organizations can develop an information security program that is
aligned to the organization's business objectives.

B 173

AT MPADHRHIGEEBET BICIE . RDSEENERDICITILELHY £TH?
A. DT

B. # LiA®

CIXAL—Y3ay

D. h)T7—2

Eff:B(aA U FEHEEKT D)

BR: 174

ROEND F=LGA T MDEELZRL LIS RIEIETL L I3HM?
A DRTLONY FEREAAELEN, T5—PRELFELLE
B.VxJHA FAFATEHRW LICETIEENLCDEFE

C. (R DmEMtIcETAFEDEF2L YT A4V TUR

D. i DEM AT LHNTHESIN-BER

IFfig: (EfZRTLET)

BR: 175

IR — FEEADERZHERT 5-OORRDFEFENTIH?

A NRRT— KRRV I Y7 DOEE

B.\XRT—FUS9Fx2TVT7 b0 zT7DER

C. /N\RTJ— FEXIIL—ILOBEER

D. 1 —H¥—B#HRLITAI L

EfE: (EfEZRRLET)

Automated enforcement of password syntax rules is the best method to ensure compliance
with password standards. Password syntax rules define the minimum and maximum
length, character types, and construction of passwords. By enforcing these rules
automatically, the system can prevent users from creating or using weak or insecure
passwords that do not meet the standards. According to NIST, password syntax rules
should allow at least 8 characters and up to 64 characters, accept all printable ASCI|
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characters and Unicode characters, and encourage the use of long passphrases1. The
other options are not methods to ensure compliance with password standards, but rather
methods to verify or improve password security.

Implementing password-synchronization software can help users manage multiple
passwords across different systems, but it does not ensure that the passwords comply with
the standards2. Using password-cracking software can help test the strength of passwords
and identify weak or compromised ones, but it does not ensure that users follow the
standards3. A user-awareness program can help educate users about the importance of
password security and the best practices for creating and using passwords, but it does not
ensure that users comply with the standards. References: 1: NIST Password Guidelines
and Best Practices for

2020 - Auth0O 2: Password synchronization - Wikipedia 3:
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Conducting a meeting to capture lessons learned is the next step after an incident
management team leader sends out a notification that the organization has successfully
recovered from a cyberattack because it helps to identify the strengths and weaknesses of
the current incident response plan, capture the feedback and recommendations from the
incident responders and stakeholders, and implement the necessary improvements and
corrective actions for future incidents. Preparing an executive summary for senior
management is not the next step, but rather a subsequent step that involves reporting the
incident details, impact, and resolution to the senior management. Gathering feedback on
business impact is not the next step, but rather a concurrent step that involves assessing
the extent and severity of the damage or disruption caused by the incident.

Securing and preserving digital evidence for analysis is not the next step, but rather a
previous step that involves collecting and documenting the relevant data or artifacts related
to the incident. References:
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-5/incident-response-
lessons-learned
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-3/incident-response-
lessons-learned
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The primary objective of the information security incident response process is to minimize
the negative impact to critical operations. An information security incident is an event that
threatens or compromises the confidentiality, integrity, or availability of the organization's
information assets or processes. The information security incident response process is a
process that defines the roles, responsibilities, procedures, and tools for detecting,
analyzing, containing, eradicating, recovering, and learning from information security
incidents.

The main goal of the information security incident response process is to restore the
normal operations as quickly and effectively as possible, and to prevent or reduce the
harm or loss caused by the incident to the organization, its stakeholders, or its
environment.

Conducting incident triage (A) is an important activity of the information security incident
response process, but not the primary objective. Incident triage is the process of prioritizing
and assigning the incidents based on their severity, urgency, and impact. Incident triage
helps to allocate the appropriate resources, personnel, and time to handle the incidents,
and to escalate the incidents to the relevant authorities or parties if needed.

However, incident triage is not the ultimate goal of the information security incident
response process, but a means to achieve it.

Communicating with internal and external parties (B) is also an important activity of the
information security incident response process, but not the primary objective.
Communicating with internal and external parties is the process of informing and updating
the stakeholders, such as management, employees, customers, partners, regulators, or
media, about the incident status, actions, and outcomes. Communicating with internal and
external parties helps to maintain the trust, confidence, and reputation of the organization,
and to comply with the legal and contractual obligations, such as notification or reporting
requirements. However, communicating with internal and external parties is not the
ultimate goal of the information security incident response process, but a means to achieve
it.

Classifying incidents (D) is also an important activity of the information security incident
response process, but not the primary objective. Classifying incidents is the process of
categorizing and labeling the incidents based on their type, source, cause, or impact.
Classifying incidents helps to identify and understand the nature and scope of the
incidents, and to apply the appropriate response procedures and controls. However,
classifying incidents is not the ultimate goal of the information security incident response
process, but a means to achieve it.
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References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident
Management, Section: Incident Response Plan, page 1811
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The design phase of a BIA must begin with identifying critical business functions, since
they determine:

Which systems/processes need protection

Recovery priorities

Acceptable downtime (RTO/MTD)

Without clearly defining what's critical, the BIA cannot guide resource allocation or
continuity strategies effectively.

"A successful BIA must begin with identifying which business functions are critical to
achieving organizational objectives."

- CISM Review Manual 15th Edition, Chapter 3: Business Continuity and Disaster
Recovery, Section: BIA Methodology*
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The most appropriate time to conduct a disaster recovery test would be after the business
continuity plan (BCP) has been updated, as it ensures that the disaster recovery plan
(DRP) is aligned with the current business requirements, objectives, and priorities. The
BCP should be updated regularly to reflect any changes in the business environment, such
as new threats, risks, processes, technologies, or regulations. The disaster recovery test
should validate the effectiveness and efficiency of the DRP, as well as identify any gaps,
issues, or improvement opportunities123. References =

*1: CISM Review Manual 15th Edition, page 2114

* 2: CISM Practice Quiz, question 1042

* 3: Business Continuity Planning and Disaster Recovery Testing, section "Testing the
Plan"
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The best course of action for the information security manager to support the initiative of
leveraging popular social network platforms to promote the organization's products and
services is to assess the security risk associated with the use of social networks. Security
risk assessment is a process of identifying, analyzing, and evaluating the potential threats
and vulnerabilities that may affect the confidentiality, integrity, and availability of
information assets and systems. By conducting a security risk assessment, the information
security manager can provide valuable input to the decision-making process regarding the
benefits and costs of using social networks, as well as the appropriate security controls
and mitigation strategies to reduce the risk to an acceptable level. The other options are
not the best course of action, although they may be part of the security risk management
process. Establishing processes to publish content on social networks is an operational
task that should be performed after assessing the security risk and implementing the
necessary controls. Conducting vulnerability assessments on social network platforms is a
technical activity that may not be feasible or effective, as the organization does not have
control over the platforms' infrastructure and configuration. Developing security controls for
the use of social networks is a preventive measure that should be based on the results of
the security risk assessment and aligned with the organization's risk appetite and tolerance
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The best thing to include in a business case when the return on investment (ROI) for an
information security initiative is difficult to calculate is an estimated reduction in risk. Risk
reduction is the expected benefit of implementing an information security initiative, as it
reduces the likelihood and impact of threats and vulnerabilities that may affect the
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organization's information assets and systems. By estimating the reduction in risk, the
information security manager can demonstrate the value and benefits of the information
security initiative to the organization's performance, reputation, and competitiveness. The
information security manager can also compare the estimated reduction in risk with the
estimated cost of the information security initiative to determine its cost-effectiveness and
feasibility. The other options are not the best thing to include in a business case, although
they may be some inputs or outputs of the risk assessment process. A projected increase
in maturity level is a potential outcome of implementing an information security initiative, as
it improves the organization's capabilities and processes for managing information security
risks. However, it does not necessarily reflect the actual reduction in risk or the ROI of the
information security initiative. A projected cost over time is a component of calculating the
ROI of an information security initiative, as it reflects the total cost of ownership and
maintenance of the initiative. However, it does not indicate the expected benefit or value of
the initiative. An estimated increase in efficiency is a possible benefit of implementing an
information security initiative, as it may enhance the organization's productivity and
performance. However, it may not be directly related to the reduction in risk or the ROI of
the information security initiative.
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The greatest risk comes from not performing risk classification on the findings. Without
classification, the organization cannot prioritize remediation efforts, allocate resources
effectively, or understand the business impact of the vulnerabilities.
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"Risk classification helps determine the priority for mitigating vulnerabilities and enables
risk-informed decisions."

- CISM Review Manual 15th Edition, Chapter 2: Risk Assessment and Analysis* Even if
some findings are unfixed or reclassified, the lack of any classification process undermines
the whole risk management effort.
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An email digital signature will verify to recipient the integrity of an email message because
it ensures that the message has not been altered or tampered with during transit, and
confirms that the message originated from the sender and not an imposter. An email digital
signature will not protect the confidentiality of an email message because it does not
encrypt or hide the message content from unauthorized parties. An email digital signature
will not automatically correct unauthorized modification of an email message because it
does not change or restore the message content if it has been altered or tampered with.
An email digital signature will not prevent unauthorized modification of an email message
because it does not block or stop any attempts to alter or tamper with the message
content. References: https://support.microsoft.com/en-us/office/secure- messages-by-
using-a-digital-signature-549ca2f1-a68f-4366-85fa-b3f4b5856fc6
https://www.techtarget.com

/searchsecurity/definition/digital-signature

Eﬁ:ﬁ: 185


https://www.jpnshiken.com/q/65182-5991630/
https://www.jpnshiken.com/q/65182-5991631/

BHREXF1VTAIR—2rv—(F B0 SV FTanNM 4 —HERETHBOE O*
AT—D—EFEL/FLICELZHBLELZ, RIZITSIREHRABIEIRDSBEENTT
me

A AV T FRGEBEZERUELET,

B. AfiEn-T—RICEEMTONTVSI—F—ZHALET,

C.UOZDK AN Z—DH—ER LRNILTFTT)—+2 |k (SLA) ZREELET,

D. DT —48%51E (DLP) 7O X Z#BIBLE T,

IEf#: (EfEERTLET)

BER9: 186

EEMBGEE BCP) DRI L>TRELEFEL TOELRIERDENTT H?
A GTEIORE LICEH#ER2 L LREEREZSMEIES

B. 7543 )HYA &Y HNY A FTEHEOIE—%#1F9 5
C.TRMEML—ZVTICTRTOBEBREEZSMSES

D. EEAMGNIEE L NBEEDR 7 V2 —)LERE

IEfE: (EfZ R LFET)

B: 187

JRFMD—IIRELT XU TAEEBLAFTTHATHSIZEMNFBALELZ, URY
F—F—EEMT SR BEITRERVEELEEREIRDS>SBEENATIMN?

A VRUFRAEIZ BERICURVZBIETEET,

DROBAEBFX, VRIICHLTT IV a vERTTHERZHELET,
JROBEEBX, VR LORBEZA LY —IZBHTEET,

RO MEEE KRB LZEEaY FO—LERRBELET,

Ef2:B(QAY RERET3)

The most important attribute when assigning a risk owner is that the risk owner has the

S

authority to take action on the risk (B). In CISM, risk ownership is fundamentally about
accountability and decision-making authority. The risk owner must be empowered to
decide on risk treatment options-such as mitigation, transfer, acceptance, or avoidance-
and to allocate resources or approve changes necessary to address the risk.

While reassessing risk after remediation (A) and updating the risk register (C) are
important responsibilities, they are administrative and follow-on activities that do not, by
themselves, ensure effective risk management.

Ownership of the failed control (D) is not required; in fact, CISM distinguishes between risk
ownership (business accountability) and control ownership (operational responsibility). The
risk owner is typically a business role accountable for the impact of the risk, not necessarily
the individual responsible for implementing or operating the control.

CISM guidance consistently stresses that risk owners must have sufficient authority,
accountability, and understanding of business impact to make informed decisions aligned
with the organization's risk appetite.
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Without authority, risk ownership becomes ineffective and purely symbolic.
References:

ISACA CISM Review Manual, Information Risk Management - risk ownership,
accountability, and risk response ISACA CISM Exam Content Outline, Domain 1:
Information Risk Management

B : 188
ECRRABRICHEEZRIETAIREDHIF-LEBOH LR VICET IRVERE
BHRZFEBREX 1) T BEEBCRBETHILDIEIRDENTI H?

A SNEREERES

B. REF BB T LAR—

C.R¥REBBAVTYPIVALR—F

D. NEBMEES 1 ETME L AR— b

IEfE: (EfEZRRLET)

An industry threat intelligence report (C) provides the most useful insight into new and
emerging threats because it aggregates intelligence across organizations, sectors, and
geographies. CISM emphasizes the importance of understanding the external threat
landscape to anticipate risks that may not yet be visible internally. Audit reports (A) and
vulnerability assessments (D) are retrospective and organization-specific.

Internal threat analysis (B) focuses on known issues rather than emerging trends. Threat
intelligence supports proactive risk identification and helps align security strategy with
evolving business risks.

References: ISACA CISM Review Manual (Risk management-threat intelligence, emerging
risk identification); CISM Exam Content Outline (Domain 1).
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= Business continuity management (BCM) is the process of planning and implementing
measures to ensure the continuity of critical business processes in the event of a
disruption. The most important consideration of BCM is ensuring human safety, as this is
the primary responsibility of any organization and the basis of ethical conduct. Human
safety includes protecting the health and well-being of employees, customers, suppliers,
and other stakeholders who may be affected by a disruption. Identifying critical business
processes, ensuring the reliability of backup data, and securing critical information assets
are also important aspects of BCM, but they are secondary to human safety. References =
CISM Review Manual, 16th Edition, ISACA,

2020, p. 2111; CISM Online Review Course, Domain 4: Information Security Incident
Management, Module

4: Business Continuity and Disaster Recovery, ISACA2
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Risk tolerance levels (D) should be the primary basis for an information security business
case because security investments are justified by their ability to reduce risk to levels
acceptable to the organization. CISM stresses that security exists to manage risk in
alignment with business objectives and appetite. Budget (A), feasibility (B), and EA
alignment (C) are important considerations, but they are secondary to demonstrating how
a proposed initiative addresses risks that exceed tolerance. A strong business case clearly
articulates the current risk exposure, the residual risk after implementation, and how the
investment aligns with executive- defined tolerance thresholds. This approach directly
supports informed decision-making by senior management.

References: ISACA CISM Review Manual (Program management-business cases, risk-
based decision making); CISM Exam Content Outline (Domain 3).

BH: 192
HHHMBHAKREBEREBFBOETET VY= FTEHILEEHBLTVWET ., 7Y 0
=58 ‘F’JL’%‘&)%N“%EE—'%EEEIEElatmODEz‘rL’Gd'h\o
KREFEOHRELGDHZEDTE
RN Ty TETR h‘d’é?‘:&)@%#
. B |5 B 4Z (RTO)
KREEBIHOZ A=y —2 3 VEE
IEfE: (EfZRImLET)

UOIII>


https://www.jpnshiken.com/q/65182-5991638/
https://www.jpnshiken.com/q/65182-5991639/

The most important thing to include in the outsourcing agreement for disaster recovery
activities is the recovery time objectives (RTOs). RTOs are the maximum acceptable time
frames within which the critical business processes and information systems must be
restored after a disaster or disruption. RTOs are based on the business impact analysis
(BIA) and the risk assessment, and they reflect the business continuity requirements and
expectations of the organization. By including the RTOs in the outsourcing agreement, the
organization can ensure that the service provider is aware of and committed to meeting the
agreed service levels and minimizing the downtime and losses in the event of a disaster.
The other options are not as important as the RTOs, although they may be relevant and
useful to include in the outsourcing agreement depending on the scope and nature of the
disaster recovery services. References = CISM Review Manual 15th Edition, page 2471;
CISM Review Questions, Answers & Explanations Database - 12 Month Subscription,
Question ID: 1033
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Incident impact is the primary factor for classification and categorization. It ensures
incidents are addressed based on their potential to disrupt the organization.
"Incident impact should be the primary factor in defining categorization levels to ensure
appropriate prioritization and response."
- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Classification and Prioritization* ISACA practice database stresses that focusing on impact
ensures incidents receive the proper response priority.
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= A tabletop exercise is the best type of exercise for an incident response team at the first
drill, as it is a low- cost, low-risk, and high-value method to test and evaluate the incident
response plan, procedures, roles, and capabilities. A tabletop exercise is a simulation of a
realistic scenario that involves a security incident, and requires the participation and
discussion of the incident response team members and other relevant stakeholders. The
tabletop exercise allows the incident response team to identify and address the gaps,
issues, or challenges in the incident response process, and to improve the communication,
coordination, and collaboration among the team members and other parties. The tabletop
exercise also helps to enhance the knowledge, skills, and confidence of the incident
response team members, and to prepare them for more complex or advanced exercises or
real incidents.

A red team exercise (A) is a type of exercise that involves a group of ethical hackers or
security experts who act as adversaries and attempt to compromise the organization's
security defenses, systems, or processes. A red team exercise is a high-cost, high-risk,
and high-value method to test and evaluate the security posture and resilience of the
organization, and to identify and exploit the security weaknesses or vulnerabilities.
However, a red team exercise is not the best type of exercise for an incident response
team at the first drill, as it is more suitable for a mature and experienced team that has
already tested and validated the incident response plan, procedures, roles, and
capabilities.

A black box penetration test (B) is a type of security testing that simulates a malicious
attack on the organization's systems or processes, without any prior knowledge or
information about them. A black box penetration test is a high-cost, high-risk, and high-
value method to test and evaluate the security posture and resilience of the organization,
and to identify and exploit the security weaknesses or vulnerabilities. However, a black box
penetration test is not the best type of exercise for an incident response team at the first
drill, as it is more suitable for a mature and experienced team that has already tested and
validated the incident response plan, procedures, roles, and capabilities.

A disaster recovery exercise is a type of exercise that simulates a catastrophic event that
disrupts or destroys the organization's critical systems or processes, and requires the
activation and execution of the disaster recovery plan, procedures, roles, and capabilities.
A disaster recovery exercise is a high-cost, high- risk, and high-value method to test and
evaluate the disaster recovery posture and resilience of the organization, and to identify
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and address the recovery issues or challenges. However, a disaster recovery exercise is
not the best type of exercise for an incident response team at the first drill, as it is more
suitable for a mature and experienced team that has already tested and validated the
incident response plan, procedures, roles, and capabilities.

References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident
Management, Section: Incident Response Plan, Subsection: Testing and Maintenance,
page 184-1851
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A validation of the current firewall rule set is the best method for determining whether a
firewall has been configured to provide a comprehensive perimeter defense because it
verifies that the firewall rules are consistent, accurate, and effective in allowing or blocking
traffic according to the security policies and standards of the organization. A port scan of
the firewall from an internal source is not a good method because it does not test the
firewall's behavior from an external perspective, which is more relevant for perimeter
defense. A ping test from an external source is not a good method because it only tests the
firewall's availability and responsiveness, not its security or functionality. A simulated
denial of service (DoS) attack against the firewall is not a good method because it only
tests the firewall's resilience and performance under high traffic load, not its security or
functionality. References: https://www.isaca.org/resources/isaca-journal
/issues/2016/volume-4/technical-security-standards-for-information-systems
https://www.isaca.org/resources
/isaca-journal/issues/2017/volume-2/the-value-of-penetration-testing
https://www.isaca.org/resources/isaca- journal/issues/2016/volume-5/security-scanning-
versus-penetration-testing
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According to the CISM Review Manual, performing a risk assessment is the most
important course of action for an information security manager during the due diligence
phase of an acquisition, as it helps to identify and evaluate the potential threats,
vulnerabilities and impacts that may affect the information assets of the target organization.
A risk assessment also provides the basis for performing a gap analysis, reviewing the
information security policies and awareness, and developing a remediation plan.
References = CISM Review Manual, 27th Edition, Chapter 3, Section 3.4.1, page 1411.
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The primary goal of the eradication phase in an incident response process is to remove the

threat and restore affected systems because it eliminates any traces or remnants of

malicious activity or compromise from the systems or network, and returns them to their

normal or secure state. Maintaining a strict chain of custody is not a goal of the eradication

phase, but rather a requirement for preserving and documenting digital evidence

throughout the incident response process. Providing effective triage and containment of

the incident is not a goal of the eradication phase, but rather a goal of the containment

phase, which isolates and stops the spread of malicious activity or compromise. Obtaining

forensic evidence from the affected system is not a goal of the eradication phase, but

rather a goal of the identification phase, which collects and analyzes data or artifacts

related to malicious activity or compromise. References:

https://www.isaca.org/resources/isaca-journal/issues

/2017 /volume-5/incident-response-lessons-learned https://www.isaca.org/resources/isaca-

journal/issues/2018
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/volume-3/incident-response-lessons-learned
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Tabletop testing with appropriate employees (B) is the best way to prevent recurrence
because it reinforces roles, communication paths, and expectations through realistic
practice. CISM stresses regular testing and exercises to ensure plans are understood and
executable under pressure. Updating the BIA (D) or incentivizing behavior (C) does not
address understanding gaps. Enhancing instructions (A) alone is insufficient without
practice.

References: ISACA CISM Review Manual (Program management-BCP testing and
exercises); CISM Exam Content Outline (Domain 3).
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= The best approach for developing a physical access control policy for the organization is
to conduct a risk assessment to determine the security risks and mitigating controls that
are relevant and appropriate for the organization's data center. A risk assessment is a
process of identifying, analyzing, and evaluating the information security risks that could
affect the availability, integrity, or confidentiality of the servers, applications, and data that
are hosted in the data center. A risk assessment can help to determine the likelihood and
impact of the unauthorized or inappropriate physical access to the data center, such as
theft, damage, sabotage, or espionage, and the potential consequences for the
organization and its customers, such as service disruption, data loss, data breach, or legal
liability. A risk assessment can also help to identify and prioritize the appropriate risk
treatment options, such as implementing technical, administrative, or physical controls to
prevent, detect, or respond to the physical access incidents, such as locks, alarms,
cameras, guards, badges, or logs. A risk assessment can also help to communicate and
report the risk level and status to the senior management and the relevant stakeholders,
and to provide feedback and recommendations for improvement and optimization of the
physical access control policy and the risk management process.

Reviewing customers' security policies, developing access control requirements for each
system and application, and designing single sign-on (SSO) or federated access are all
possible steps that the organization can take after conducting the risk assessment, but
they are not the best ones. Reviewing customers' security policies is a process of
understanding and complying with the customers' expectations and requirements for the
security of their servers, applications, and data that are hosted in the data center, and
ensuring that the organization's physical access control policy is consistent and compatible
with them. Developing access control requirements for each system and application is a
process of defining and implementing the specific rules and criteria for granting or denying
the physical access to the servers and applications that are hosted in the data center,
based on the roles, responsibilities, and privileges of the users, and the sensitivity and
criticality of the systems and applications. Designing single sign-on (SSO) or federated
access is a process of enabling and facilitating the authentication and authorization of the
users who need to access the servers and applications that are hosted in the data center,
by using a single or shared identity and credential across multiple systems and domains.
References = CISM Review Manual 15th Edition, pages 51-531; CISM Practice Quiz,
question 1542
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The Business Impact Analysis (BIA) is the first step in developing a disaster recovery plan
because it identifies critical business processes, dependencies, and acceptable downtime.
"A BIA provides the foundation for disaster recovery planning by identifying business
functions and their criticality."

- CISM Review Manual 15th Edition, Chapter 3: Program Development, Section: Disaster
Recovery Planning* Risk assessments follow the BIA and inform recovery strategies, but
the BIA must come first.
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A risk register is a document that records and tracks the information security risks facing
an organization, such as their sources, impacts, likelihoods, responses, and statuses. A
risk register provides the most comprehensive insight into ongoing threats facing an
organization, as it covers both internal and external threats, as well as their current and
potential effects on the organization's assets, processes, and objectives. A risk register
also helps to prioritize and monitor the risk mitigation actions and controls, and to
communicate the risk information to relevant stakeholders. Therefore, option B is the most
appropriate answer.

Option A is not the best answer because a business impact analysis (BIA) is a process that
identifies and evaluates the critical business functions, assets, and dependencies of an
organization, and assesses their potential impact in the event of a disruption or loss. A BIA
does not provide a comprehensive insight into ongoing threats facing an organization, as it
focuses more on the consequences of the threats, rather than their sources, likelihoods, or
responses. A BIA is mainly used to support the business continuity and disaster recovery
planning, rather than the information security risk management.

Option C is not the best answer because penetration testing is a method of simulating a
malicious attack on an organization's IT systems or networks, to evaluate their security
posture and identify any vulnerabilities or weaknesses that could be exploited by real
attackers. Penetration testing does not provide a comprehensive insight into ongoing
threats facing an organization, as it only covers a specific scope, target, and scenario,
rather than the whole range of threats, sources, and impacts. Penetration testing is mainly
used to validate and improve the technical security controls, rather than the information
security risk management.
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Option D is not the best answer because vulnerability assessment is a process of scanning
and analyzing an organization's IT systems or networks, to detect and report any flaws or
gaps that could pose a security risk.

Vulnerability assessment does not provide a comprehensive insight into ongoing threats
facing an organization, as it only covers the technical aspects of the threats, rather than
their business, legal, or regulatory implications. Vulnerability assessment is mainly used to
identify and remediate the security weaknesses, rather than the information security risk
management. References = CISM Review Manual 15th Edition1, pages 258-259; CISM
Review Questions, Answers & Explanations Database - 12 Month Subscription, QID 306.
A risk register provides the MOST comprehensive insight into ongoing threats facing an
organization. This is because a risk register is a document that records and tracks the
identified risks, their likelihood, impact, mitigation strategies, and status. A risk register
helps an organization to monitor and manage the threats that could affect its objectives,
assets, and operations. A risk register also helps an organization to prioritize its response
efforts and allocate its resources accordingly.
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Ensuring encryption for data in transit is the best activity that supports the concept of
confidentiality within the CIA triad, as it protects the data from unauthorized access or
interception while it is being transmitted over a network. Encryption is a technique that
transforms data into an unreadable form using a secret key, so that only authorized parties
who have the key can decrypt and access the data. Encryption standards include AES
(Advanced Encryption Standard) and DES (Data Encryption Standard).

References = CISM Review Manual 2022, page 321; CISM Exam Content Outline, Domain
1, Knowledge Statement 1.12; The CIA triad: Definition, components and examples3; CIA
Triad - GeeksforGeeks4
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The primary benefit of establishing a clear definition of a security incident is that it helps to
develop effective escalation and response procedures. A security incident is an event or an
attempt that disrupts or threatens the normal operations, security, or privacy of an
organization's information or systems1. A clear definition of a security in-cident helps to:
*Distinguish between normal and abnormal events, and between security-relevant and
non-security-relevant events

*Determine the severity and impact of an incident, and the appropriate level of response
*Assign roles and responsibilities for incident detection, reporting, analysis, containment,
eradication, recovery, and post-incident activities

*Establish criteria and thresholds for escalating incidents to higher authorities or external
parties

*Define the communication channels and protocols for incident notification and coordina-
tion

*Document the incident response process and procedures in a formal plan According to
NIST, a clear definition of a security incident is one of the key compo-nents of an effective
incident response capability2. The other options are not the prima-ry benefits of
establishing a clear definition of a security incident. Communicating the incident response
process to stakeholders is important, but it is not the main purpose of defining a security
incident. Adequately staffing and training incident response teams is essential, but it
depends on other factors besides defining a security inci-dent. Making tabletop testing
more effective is a possible outcome, but not a direct benefit of defining a security incident.
References: 2: NIST SP

800-61 Rev. 2 Computer Security Incident Handling Guide 1: NIST Glossary - Security
Incident : What is a securi-ty incident? - TechTarget : 10 types of security incidents and
how to handle them - TechTarget : 45 CFR 164.304 - Definitions - Electronic Code of
Federal Regulations
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Data recovery is the process of restoring data that has been lost, corrupted, or deleted.
When a file is deleted, it is usually not physically erased from the disk, but only marked as
free space by the operating system.
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Therefore, it may be possible to recover the file by using specialized tools that scan the
disk for the file's data.

However, if the file has been overwritten by another file or data, then the original file's data
is lost and cannot be recovered. The other options are not as challenging as overwriting,
because they only affect the logical structure of the disk, not the physical data. For
example, the partition table, the directory, and the formatting information can be
reconstructed or bypassed by using forensic tools. References = CISM Review Manual,
16th Edition, Chapter 5, Section 5.4.1.2

B : 207

HBOFE-HEREX 1) TABEEYR— 50 BEHRteXa) 74RO —DHIK%
WMBETESNFELZ, BREF 2V TAIR—V Yy —DRIZWMBRERT Y TEFRDSBE
nNTIM?

AtXal)T4 bL—=VT TRATSLEBHLET,

B.Z£LFIEZEHLET,

C.EDRAHBRLENDEAMHZITMLET,

D. R BIEEHERELET,

EfR: (EffZzRTLET)

B fE: 208

ESRRT7 TV r—2 a VITRRAGHRBENEESAE L, CORBEINBOKES
[CE->TEREN, VATLAICBASNSAEMENHY FT, FREF2) T+ EEEIC
EDTHEDOHIGRIFMTL LI M?

A ESRRT TN r—2a vOMBEICBELY CISERAT 5L 3KET S

B. —FfHIZIEEZEERT 5

C.7IVr—LavEBELICVYY FEIULET

D.EDRRT TN r—2avOmMBEICIRIERET S

IEf#: (EffZzRnLET)

The best course of action is to implement temporary remediation (B) to reduce exposure
while a permanent fix is planned and approved. CISM emphasizes balancing risk reduction
with business continuity. Immediate shutdown (C) or unilateral action (A) may disrupt
business operations without proper authorization. Reporting the risk (D) is necessary but
insufficient on its own. Temporary controls, such as access restrictions or additional
monitoring, reduce risk while enabling informed decision-making by the business owner.
References: ISACA CISM Review Manual (Program management-risk response and
operational controls); CISM Exam Content Outline (Domain 3).
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Zero Trust requires granular authentication and authorization at every critical juncture. It
assumes no implicit trust within the network and enforces strict access control.

"Zero Trust is based on continuous authentication and authorization at all strategic control
points."

- CISM Review Manual 15th Edition, Chapter 3: Security Architecture, Section: Zero Trust
Principles*
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The best reason to conduct a social engineering test in a call center is to identify
candidates for additional security training because it helps to assess the level of
awareness and skills of the call center staff in recognizing and resisting social engineering
attacks, and provide them with the necessary training or education to improve their security
posture. Minimizing the likelihood of successful attacks is not a reason to conduct a social
engineering test, but rather a possible outcome or benefit of conducting such a test.
Gaining funding for information security initiatives is not a reason to conduct a social
engineering test, but rather a possible outcome or benefit of conducting such a test.
Improving password policy is not a reason to conduct a social engineering test, but rather a
possible outcome or benefit of conducting such a test. References:
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-6/the-value-of-
penetration-testing
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https://www.isaca.org/resources/isaca-journal/issues/2016/volume-5/security-scanning-
versus-penetration- testing
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An organization's information security strategy should be aligned with its risk tolerance,
which is the level of risk that an organization is willing to accept in pursuit of its objectives.
The strategy should aim to balance the cost of security controls with the potential impact of
security incidents on the organization's objectives.

Therefore, an organization's risk tolerance has the greatest influence on its information
security strategy.

The organization's risk tolerance has the greatest influence on its information security
strategy because it determines how much risk the organization is willing to accept and how
much resources it will allocate to mitigate or transfer risk. The organizational structure,
industry security standards, and information security awareness are important factors that
affect the implementation and effectiveness of an information security strategy but not as
much as the organization's risk tolerance.

An information security strategy is a high-level plan that defines how an organization will
achieve its information security objectives and address its information security risks. An
information security strategy should align with the organization's business strategy and
reflect its mission, vision, values, and culture. An information security strategy should also
consider the external and internal factors that influence the organization's information
security environment such as laws, regulations, competitors, customers, suppliers,
partners, stakeholders, employees etc.
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The best way to proceed when an independent penetration test results show a high-rated
vulnerability in a cloud-based application that is close to going live is to assess whether the
vulnerability is within the organization's risk tolerance levels. This is because the
organization should not implement the application without understanding the potential
impact and likelihood of the vulnerability being exploited, and the cost and benefit of fixing
or mitigating the vulnerability. The organization should also consider the contractual and
legal obligations, service level agreements, and performance expectations of the cloud
service provider and the application users. By assessing the risk tolerance levels, the
organization can make an informed and rational decision on whether to accept, transfer,
avoid, or reduce the risk, and how to allocate the resources and responsibilities for
managing the risk.

Implementing the application and requesting the cloud service provider to fix the
vulnerability is not the best way to proceed, because it exposes the organization to
unnecessary and unacceptable risk, and it may violate the terms and conditions of the
cloud service contract. The organization should not rely on the cloud service provider to fix
the vulnerability, as the provider may not have the same level of urgency, accountability, or
capability as the organization. The organization should also not assume that the
vulnerability will not be exploited, as cyberattackers may target the cloud-based application
due to its high visibility, accessibility, and value.

Commissioning further penetration tests to validate initial test results is not the best way to
proceed, because it may delay the implementation of the application, and it may not
provide any additional or useful information.

The organization should trust the results of the independent penetration test, as it is
conducted by a qualified and objective third party. The organization should also not waste
time and resources on conducting redundant or unnecessary tests, as it may affect the
budget, schedule, and quality of the project.

Postponing the implementation until the vulnerability has been fixed is not the best way to
proceed, because it may not be feasible or desirable for the organization. The organization
should consider the business impact and opportunity cost of postponing the
implementation, as it may affect the organization's reputation, revenue, and customer
satisfaction. The organization should also consider the technical feasibility and complexity
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of fixing the vulnerability, as it may require significant changes or modifications to the
application or the cloud environment. The organization should not adopt a zero-risk or risk-
averse approach, as it may hinder the organization's innovation and competitiveness.
References = ISACA, CISM Review Manual, 16th Edition, 2020, pages 97-98, 101-102,
105-106, 109-110.

ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID 1025.
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A data loss prevention (DLP) solution is a type of detective control that monitors and
prevents unauthorized transmission or leakage of sensitive data from the organization. A
DLP solution can enhance the organization' s antivirus controls by detecting and blocking
malicious code that attempts to exfiltrate data, but this is not its main benefit. A DLP
solution cannot eliminate the risk of data loss, as there may be other sources of data loss
that are not covered by the DLP solution, such as physical theft, accidental deletion, or
natural disasters. A DLP solution also does not reduce the need for a security awareness
program, as human factors are often the root cause of data loss incidents. A security
awareness program can educate and motivate employees to follow security policies and
best practices, and to report any suspicious or anomalous activities. References = ISACA,
CISM Review Manual, 16th Edition, 2020, page 79.

ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID 1003.
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The answer to the question is B. Spread a site across multiple ISPs. This is because
spreading a site across multiple Internet service providers (ISPs) can help to reduce the
impact of a distributed denial of service (DDoS) attack by increasing the bandwidth and
redundancy of the site, and making it harder for the attacker to target and overwhelm a
single point of failure. Spreading a site across multiple ISPs can also help to distribute the
traffic load and balance the performance of the site, and to mitigate the effects of regional
or network-specific outages or disruptions. Spreading a site across multiple ISPs can be
done by using various techniques, such as anycast routing, content delivery networks
(CDNSs), or cloud-based services12.

Spreading a site across multiple ISPs can help to reduce the impact of a DDoS attack by
increasing the bandwidth and redundancy of the site, and making it harder for the attacker
to target and overwhelm a single point of failure. (From CISM Manual or related resources)
References = CISM Review Manual 15th Edition, Chapter 4, Section 4.2.1, page 2091;
DDoS Attacks-A Cyberthreat and Possible Solutions2
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A reduction in annualized loss expectancy (ALE) demonstrates that implemented controls
have effectively reduced the organization's exposure to risk.

"ALE reduction is a key indicator of the cost-effectiveness of security investments and the
improvement of the risk posture.”

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Cost-Benefit
Analysis*
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= The method of operation used by the attacker is the most useful information for an
information security manager when conducting a post-incident review of an attack. This
information can help identify the root cause of the incident, the vulnerabilities exploited, the
impact and severity of the attack, and the effectiveness of the existing security controls.
The method of operation can also provide insights into the attacker's motives, skills, and
resources, which can help improve the organization's threat intelligence and risk
assessment. The cost of the attack to the organization, the location of the attacker, and the
details from IDS logs are all relevant information for a post-incident review, but they are not
as useful as the method of operation for improving the incident handling process and
preventing future attacks. References = CISM Review Manual 2022, page 316; CISM Item
Development Guide 2022, page 9; ISACA CISM: PRIMARY goal of a post-incident review
should be to?
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An incident response plan is a set of procedures and guidelines that define the roles and
responsibilities of the incident response team, the steps to follow in the event of an
incident, and the communication and escalation protocols to ensure timely and effective
resolution of incidents. One of the essential components of an incident response plan is
the criteria for escalation, which specify the conditions and thresholds that trigger the
escalation of an incident to a higher level of authority or a different function within the
organization. The criteria for escalation may depend on factors such as the severity,
impact, duration, scope, and complexity of the incident, as well as the availability and
capability of the incident response team. The criteria for escalation help to ensure that
incidents are handled by the appropriate personnel, that management is kept informed and
involved, and that the necessary resources and support are provided to resolve the
incident. References = https://blog.exigence.io/a-practical-approach-to-incident-
management-escalation

https://www.uc.edu/content/dam/uc/infosec/docs/Guidelines

/Information_Security Incident_Response_Escalation_Guideline.pdf
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To help ensure that an information security training program is MOST effective, its
contents should be based on employees' roles, as different roles have different information
security responsibilities, needs, and risks. A role-based training program can tailor the
content and delivery methods to suit the specific learning objectives and outcomes for
each role, and enhance the relevance and retention of the information security knowledge
and skills. Based on recent incidents is not the best answer, as it may not cover all the
information security topics that are important for the organization, and may not address the
root causes or preventive measures of the incidents. Based on employees' roles is more
comprehensive and proactive than based on recent incidents.

Aligned to business processes is not the best answer, as it may not reflect the individual
roles and responsibilities of the employees, and may not cover all the information security
aspects that are relevant for the organization. Based on employees' roles is more specific
and personalized than aligned to business processes. Focused on information security
policy is not the best answer, as it may not provide sufficient details or examples to help
the employees understand and apply the information security policy in their daily work.
Based on employees' roles is more practical and engaging than focused on information
security policy. References = CISM Review Manual, 16th Edition, page 2241; CISM
Review Questions, Answers & Explanations Manual, 10th Edition, page 1002 To help
ensure that an information security training program is MOST effective, its contents should
be based on employees' roles. This is because different roles have different
responsibilities and access levels to information and systems, and therefore face different
types of threats and risks. By tailoring the training content to the specific needs and
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expectations of each role, the training program can increase the relevance and retention of
the information security knowledge and skills for the employees. Role-based training can
also help employees understand their accountability and obligations for protecting
information assets in their daily tasks
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Information security strategy is the most important factor when defining how an information
security budget should be allocated because it helps to align the security objectives and
initiatives with the business goals and priorities. An information security strategy is a high-
level plan that defines the vision, mission, scope, and direction of the security program, as
well as the roles and responsibilities, governance structures, policies and standards, risk
management approaches, and performance measurement methods. An information
security strategy helps to identify and prioritize the security needs and requirements of the
organization, as well as to allocate the resources and funding accordingly. An information
security strategy also helps to communicate the value and benefits of security to the
stakeholders and justify the security investments. Therefore, information security strategy
is the correct answer.

References:
https://www.techtarget.com/searchsecurity/tip/Cybersecurity-budget-breakdown-and-best-
practices
https://www.csoonline.com/article/3671108/how-2023-cybersecurity-budget-allocations-
are-shaping-up.html
https://www.statista.com/statistics/1319677/companies-it-budget-allocated-to-security-
worldwide/
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Integrating information security into existing change management processes ensures that
security considerations are included in all application changes and deployments. This
addresses the root cause of bypassed security reviews and provides a consistent,
repeatable process to manage risk going forward.

"Integrating security into change management ensures that changes to systems and
applications undergo appropriate security review and testing prior to implementation,
thereby addressing vulnerabilities proactively."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Change Management*

B R: 224

BEHEX21) T4 JL—LT—VDEMNEREIN TSI L ZRIAT HIREBAULGERE
. ROFBIZHY FT,

A REEEITR—Dv—,

B. Elt¥aTsEAHE,

C.EEZER,

D. R## =,

Eff:D (AU RERKT D)

The board of directors is the ultimate authority and accountability for ensuring the
objectives of an information security framework are being met, as they are responsible for
setting the strategic direction, approving the policies, overseeing the performance, and
ensuring the compliance of the organization. The board of directors also delegates the
authority and resources to the information security officer, the steering committee, and the
internal audit manager, who are involved in the design, implementation, monitoring, and
improvement of the information security framework.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.1.1, page 2131;
CISM Online Review Course, Module 4, Lesson 1, Topic 12; CISM domain 1: Information
security governance Updated 2022
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Email software packages that provide native encryption of messages use proprietary
algorithms and formats that are not compatible with other email software packages. This
means that the encryption cannot interoperate across product domains, and the recipients
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of encrypted messages must use the same email software package as the sender to
decrypt and read the messages. This limits the usability and scalability of native
encryption, and may also pose security risks if the encryption algorithms or formats are not
well-tested or widely accepted. A common drawback of email software packages that
provide native encryption of messages is that the encryption cannot interoperate across
product domains1234. References = CISM Review Manual 15th Edition, page 206. The
Top 10 Email Encryption Solutions In 2023 - Expert Insights2, The Best Email Encryption
Services for 2023 | PCMag3, The Top 12 Email Encryption Services for 2023 - Right
Inbox4.

A common drawback of email software packages that provide native encryption of
messages is that the encryption cannot interoperate across product domains. This means
that emails sent from one product cannot be read by another product, as the encryption
keys used are not compatible. This can be a problem when sending emails to people who
use different software packages, as the encrypted emails cannot be read.
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The primary reason to perform regular reviews of the cybersecurity threat landscape is to
compare emerging trends with the existing organizational security posture, as this helps
the information security manager to identify and prioritize the gaps and risks that need to
be addressed. The cybersecurity threat landscape is dynamic and constantly evolving, and
the organization's security posture may not be adequate or aligned with the current and
future threats. By reviewing the threat landscape regularly, the information security
manager can assess the effectiveness and maturity of the security program, and
recommend appropriate actions and controls to improve the security posture and reduce
the likelihood and impact of cyberattacks. References = CISM Review Manual 2023, page
831; CISM Review Questions, Answers & Explanations Manual 2023, page 322; ISACA
CISM - iSecPrep, page 173
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The main reason for having senior management review and approve an information
security strategic plan is to ensure that the plan aligns with the corporate governance of
the organization. Corporate governance is the set of responsibilities and practices
exercised by the board and executive management to provide strategic direction, ensure
objectives are achieved, manage risks appropriately and verify that the organization's
resources are used responsibly1. An information security strategic plan is a document that
defines the vision, mission, goals, objectives, scope and approach for the information
security program of the organization2. The plan should be aligned with the organization's
business strategy, risk appetite, culture, values and objectives3. By reviewing and
approving the plan, senior management demonstrates their commitment and support for
the information security program, ensures its alignment with the corporate governance,
and provides the necessary resources and authority for its implementation4. References =
1: CISM Review Manual 15th Edition, ISACA, 2017, page 172: CISM Review Manual 15th
Edition, ISACA, 2017, page 253:

CISM Review Manual 15th Edition, ISACA, 2017, page 264: CISM Review Manual 15th
Edition, ISACA,

2017, page 27.

Senior management review and approval of an information security strategic plan is
important to ensure that the plan is aligned with the organization's overall corporate
governance obijectives. It is also important to ensure that the plan takes into account any
legal and regulatory requirements, as well as the resources and staff needed to properly
implement the plan.
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The organization's risk appetite is the most important factor to consider when defining
control objectives, because it reflects the amount and type of risk that the organization is
willing to accept or avoid in pursuit of its goals. Control objectives should align with the risk
appetite and support the achievement of the organization's objectives. Industry best
practices, an information security framework, and control recommendations from a recent
audit are also useful sources of guidance, but they are not as critical as the risk appetite.
References = CISM Review Manual, 16th Edition, page 75
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The needs of the organization define the triggers within a business continuity plan (BCP).
Triggers are the events or conditions that initiate the activation of the BCP. The triggers
should be based on the organization's business objectives, risk appetite, recovery time
objectives, and recovery point objectives. The triggers should also be aligned with the
organization's information security policy, disaster recovery plan, and gap analysis.
However, these are not the primary factors that define the triggers, but rather the
supporting elements that help implement the BCP. The needs of the organization are the
main drivers for determining the triggers, as they reflect the organization's priorities,
expectations, and requirements for business continuity. References = CISM Review
Manual (Digital Version) 1, Chapter 4: Information Security Incident Management, pages
191-

192, 195-196, 199-200.

Business Continuity Management Guideline 2, page 5, Section 4.2.1: Triggers Business
Continuity Plan - Open Risk Manual 3, page 1, Section 1: Introduction
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An information security steering committee is a group of senior executives and managers
from different business units and functions who provide strategic direction, oversight, and
support for the information security program. The most important function of the committee
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is to obtain multiple perspectives from the business, as this helps to ensure that the
information security program aligns with the business goals, needs, and culture, and that
the security decisions reflect the interests and expectations of the stakeholders.
References = CISM Review Manual 2022, page 331; CISM Exam Content Outline, Domain
1, Knowledge Statement 1.22; Improve Security Governance With a Security Steering
Committee2; The Role of the Corporate Information Security Steering Committee3
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Key performance indicators (KPIs) are the best tool to monitor the effectiveness of
information security governance because they are quantifiable and measurable metrics
that reflect the achievement of the information security objectives and the alignment of the
information security strategy with the business goals.

KPls can help to evaluate the performance, efficiency, quality, and value of the information
security processes and activities, and to identify the areas of improvement or adjustment.
KPls can also provide feedback to the management and the stakeholders on the status
and progress of the information security governance. Some examples of KPIs for
information security governance are: percentage of compliance with security policies and
standards, number and severity of security incidents, return on security investment, and
maturity level of information security capabilities12.

A balanced scorecard is a strategic management tool that translates the vision and mission
of the organization into four perspectives: financial, customer, internal process, and
learning and growth. A balanced scorecard can help to align the information security
strategy with the business strategy, but it is not a tool to monitor the effectiveness of
information security governance. A balanced scorecard can include KPIs as part of its
measurement system, but it is not a substitute for KPIs13.

A business impact analysis (BIA) is a process of assessing the potential consequences of
a disruption to the organization's critical business functions or processes. A BIA can help
to identify the critical assets, dependencies, recovery priorities, and recovery objectives for
the information security program, but it is not a tool to monitor the effectiveness of
information security governance. A BIA is a one-time or periodic activity, not a continuous
monitoring process14.

A risk profile is a representation of the organization's exposure to various types of risks,
such as operational, financial, strategic, or reputational. A risk profile can help to identify
the sources, likelihood, and impact of potential threats to the organization's assets and
objectives, and to determine the risk appetite and tolerance for the information security
program, but it is not a tool to monitor the effectiveness of information security governance.
A risk profile is a snapshot of the organization's risk posture at a given point in time, not a
dynamic monitoring tool15. References = CISM Review Manual, 16th Edition, pages
23-241; CISM Exam Content Outline, Domain 1, Knowledge Statement 1.122; CISM
Review Questions, Answers & Explanations Database, Question ID 10093; CISM Review
Questions, Answers & Explanations Database, Question ID

10104; CISM Review Questions, Answers & Explanations Database, Question ID 10115
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= According to the CISM Review Manual, one of the key success factors for an information
security program is to maintain management support and commitment. This can be
achieved by providing regular reports to management on the security status of the
organization, the effectiveness of the security controls, and the alignment of the security
program with the business objectives and strategy. By informing management about the
security of business operations, the information security manager can demonstrate the
value and benefits of the security program, and ensure that management is aware of the
security risks and issues that need to be addressed. This technique can also help to build
trust and confidence between the information security manager and the senior
management, and foster a culture of security within the organization1 The other options
are not as effective as informing management about the security of business operations.
Implementing a comprehensive security awareness and training program is important, but
it is mainly targeted at the end users and staff, not the senior management. Identifying the
risks and consequences of failure to comply with standards can help to justify the need for
security controls, but it can also create a negative impression of the security program as
being too restrictive or punitive. Benchmarking the security programs of comparable
organizations can provide some insights and best practices, but it may not reflect the
specific needs and context of the organization, and it may not be relevant or applicable to
the management's expectations and priorities1 References = 1: CISM Review Manual,
16th Edition, ISACA, 2020, pp. 28-29...
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Performing a gap analysis is the first step to ensure the security policy framework
encompasses the new business model because it is a process of comparing the current
state of security policies and controls with the desired or required state. A gap analysis
helps to identify the strengths and weaknesses of the existing security policy framework,
as well as the opportunities and threats posed by the new business model. A gap analysis
also helps to prioritize the actions and resources needed to close the gaps and align the
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security policy framework with the new business objectives and requirements. Therefore,
performing a gap analysis is the correct answer.

References:

* https://secureframe.com/blog/security-frameworks

* https://lwww.techtarget.com/searchsecurity/tip/IT-security-frameworks-and-standards-
Choosing-the- right-one
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Enforcing technical security standards is the most effective way to ensure that a new
server is appropriately secured because it ensures that the server complies with the
organization's security policies and best practices, such as encryption, authentication,
patching, and hardening. Performing secure code reviews is not relevant for securing a
new server, unless it is running custom applications that need to be verified for security
flaws.

Conducting penetration testing is not sufficient for securing a new server, because it only
identifies vulnerabilities that can be exploited by attackers, but does not fix them. Initiating
security scanning is not sufficient for securing a new server, because it only detects known
vulnerabilities or misconfigurations, but does not enforce security standards or remediate
issues. References: https://www.isaca.org/resources/isaca-
journal/issues/2016/volume-4/technical-security-standards-for-information-systems
https://www.isaca.org

/resources/isaca-journal/issues/2017/volume-3/secure-code-review
https://www.isaca.org/resources/isaca- journal/issues/2017/volume-2/the-value-of-
penetration-testing https://www.isaca.org/resources/isaca-journal
/issues/2016/volume-5/security-scanning-versus-penetration-testing
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A business impact analysis (BIA) is the process of identifying and evaluating the potential
effects of disruptions to critical business functions or processes. A BIA helps to determine
the recovery priorities, objectives, and strategies for the organization in the event of a
disaster or crisis. A BIA also helps to identify the worst-case disruption scenarios, which
are the scenarios that would cause the most severe impact to the organization in terms of
financial, operational, reputational, or legal consequences. By conducting a BIA, the
organization can assess the likelihood and impact of various disruption scenarios, and plan
accordingly to mitigate the risks and ensure business continuity and resilience. References
= CISM Review Manual 15th Edition, page 181, page 183.
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Obtaining senior management buy-in is the best way to enable the assignment of risk and
control ownership because it helps to establish the authority and accountability of the risk
and control owners, as well as to provide them with the necessary resources and support
to perform their roles. Risk and control ownership refers to the assignment of specific
responsibilities and accountabilities for managing risks and controls to individuals or
groups within the organization. Obtaining senior management buy-in helps to ensure that
risk and control ownership is aligned with the organizational objectives, structure, and
culture, as well as to communicate the expectations and benefits of risk and control
ownership to all stakeholders. Therefore, obtaining senior management buy-in is the
correct answer.

References:

https://www.protechtgroup.com/en-au/blog/risk-control-management
https://www.mckinsey.com/~/media/mckinsey/dotcom/client_service/risk/working
%20papers

/23 _getting_risk_ownership_right.ashx
https://www.linkedin.com/pulse/risk-controls-who-owns-them-david-tattam
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According to the CISM Review Manual, the primary objective when establishing a new
information security program is to execute the security strategy that has been defined and
approved by the senior management. The security strategy provides the direction, scope,
and goals for the information security program, and aligns with the business objectives and
requirements. Minimizing organizational risk, optimizing resources, and facilitating
operational security are possible outcomes or benefits of the information security program,
but they are not the primary objective.

References = CISM Review Manual, 27th Edition, Chapter 3, Section 3.1.1, page 1151.
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A security operations center (SOC) relies on the centralized logging server to collect, store,
analyze and correlate security events from various sources such as firewalls, intrusion
detection systems, antivirus software, etc. The centralized logging server uses the
timestamps of the events to perform the analysis and correlation. If the IT system clocks
are not synchronized with the centralized logging server, the SOC will face difficulties in
identifying the sequence and causality of the events, which will affect its ability to detect
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and respond to potential security breaches. Therefore, this presents the greatest challenge
to the SOC's awareness of potential security breaches.

Operating systems that are no longer supported by the vendor may pose a security risk,
but they can be mitigated by applying compensating controls such as isolation,
segmentation, monitoring, etc. The patch management system that does not deploy
patches in a timely manner may also increase the vulnerability exposure, but it can be
remediated by prioritizing and applying the critical patches as soon as possible. An
organization that has a decentralized data center that uses cloud services may face some
challenges in ensuring the security and compliance of the cloud environment, but it can
leverage the cloud service provider' s security capabilities and tools to enhance the SOC's
visibility and control. Therefore, these options are not the greatest challenges to the SOC's
awareness of potential security breaches. References = CISM Certified Information
Security Manager Study Guide, Chapter 8: Security Operations and Incident Management,
page

2691; CISM Foundations: Module 4 Course, Part One: Security Operations and Incident
Management2; RSI Security, Common Challenges of SOC Teams3; Infosec Matter,
Security Operations Center: Challenges of SOC Teams4
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Comprehensive and Detailed Explanation = The impact on the risk culture is the greatest
concern for the information security manager, because it reflects the attitude and behavior
of the organization towards risk management. If management accepts an operational risk
that compromises a critical monitoring process, it may indicate a lack of awareness,
commitment, or accountability for risk management. This may erode the trust and
confidence of the stakeholders, regulators, and customers, and expose the organization to
further risks. The impact on compliance risk, the inability to determine short-term impact,
and the deviation from risk management best practices are also important, but they are
secondary to the impact on the risk culture.

References = CISM Review Manual 15th Edition, page 48. CISM Review Questions,
Answers & Explanations Database - 12 Month Subscription, question ID 421.
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After implementing controls, performing a vulnerability assessment is the best way to verify
that all previously identified weaknesses have been addressed. The CISM Review Manual
specifies that vulnerability assessments systematically scan for known vulnerabilities and
confirm remediation effectiveness. Penetration testing is valuable but is typically used to
exploit vulnerabilities, not comprehensively verify their remediation as efficiently as
vulnerability assessments.

Reference:ISACA CISM Review Manual, 16th Edition, Page 164-165, "Vulnerability
Management and Assessment".
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This outcome indicates that the employees are more aware of the signs and techniques of
social engineering and are able to report them to the appropriate authorities. This also
helps to prevent successful attacks and reduce the impact of potential breaches.
References: The CISM Review Manual 2023 states that "security awareness training
should include information on how to identify and report social engineering attempts" and
that "the effectiveness of security awareness training can be measured by the number and
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quality of reported incidents" (p. 121). The CISM Review Questions, Answers &
Explanations Manual 2023 also provides the following rationale for this answer: "An
increase in reported social engineering attempts is the best indicator that the security
awareness training program has been effective, as it shows that the employees are more
vigilant and proactive in detecting and reporting such attempts" (p. 45).
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A gap analysis identifies the differences between current practices and the new regulatory
requirements, ensuring targeted and effective policy updates.

"Performing a gap analysis is critical to identify the areas where the current policy falls
short of new regulatory requirements."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Compliance* ISACA practice questions confirm that a gap analysis is the foundational step
before engaging stakeholders or updating policies.
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Isolating impacted systems (A) is the most critical consideration for effective incident
containment because it directly limits spread, escalation, and additional damage. CISM
incident management guidance prioritizes technical containment actions that preserve
evidence and protect unaffected systems. Reputational (B) and financial (C) concerns are
important but are outcomes of how well containment is executed. Assigning accountability
(D) supports governance but does not directly contain an incident. Rapid isolation is
essential to reduce overall impact and enable effective eradication and recovery.
References: ISACA CISM Review Manual (Incident management-containment strategies);
CISM Exam Content Outline (Domain 4).
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Management decisions concerning information security investments will be most effective
when they are based on the reporting of consistent and periodic assessments of risks. This
will help management to understand the current and emerging threats, vulnerabilities, and
impacts that affect the organization's information assets and business processes. It will
also help management to prioritize the allocation of resources and funding for the most
critical and cost-effective security controls and solutions. The reporting of consistent and
periodic assessments of risks will also enable management to monitor the performance
and effectiveness of the information security program, and to adjust the security strategy
and objectives as needed. References = CISM Review Manual 15th Edition, page 28.
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When a new information security manager is developing an information security strategy
for a non-regulated organization, reviewing the management's business goals and
objectives would be the most helpful. This is because the information security strategy
should be aligned with and support the organization's vision, mission, values, and strategic
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direction. The information security strategy should also enable the organization to achieve
its desired outcomes, such as increasing revenue, reducing costs, enhancing customer
satisfaction, or improving operational efficiency. By reviewing the management's business
goals and objectives, the information security manager can understand the business
context, needs, and expectations of the organization, and design the information security
strategy accordingly. The information security manager can also communicate the value
proposition and benefits of the information security strategy to the management and other
stakeholders, and gain their support and commitment.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Information Security Strategy, page 211; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, Question 48, page 452.
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Human error remains the leading cause of cybersecurity breaches, including mishandling
data, misconfigurations, and falling for phishing attacks.

"Human error continues to be one of the most common causes of data breaches and
security incidents."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Root
Cause Analysis*
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A security exceptions process is the most effective governance mechanism for handling

noncompliance with standards because it creates a controlled, risk-based method to

manage deviations while maintaining accountability. In CISM terms, standards define

minimum acceptable baselines, but real-world constraints (legacy systems, third-party

limitations, business urgency) sometimes require temporary or conditional deviations. A

formal exception process ensures: the business documents the justification, identifies the
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risk owner, evaluates risk impact, defines compensating controls, sets an expiration date,
and tracks remediation to closure. Creating new standards (A) does not fix noncompliance
and can increase confusion. Stopping activities (C) may be necessary for
extreme/unacceptable risk, but it is not the "best approach” in general because it can
unnecessarily disrupt business operations. Extra monitoring (D) can be a compensating
control, but without a formal exception workflow it lacks governance, approval, and
traceability.

References: ISACA CISM Review Manual (Governance-policy/standards, exception
handling, risk acceptance and accountability); CISM Exam Content Outline (Domain 2).
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An endpoint detection and response (EDR) solution provides advanced visibility, detection,
and response capabilities at the endpoint level, which are critical for investigating and
responding to incidents.

"EDR solutions help identify, investigate, and respond to threats on endpoints quickly,
making them vital for incident response teams."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Tools and
Technologies for Incident Response* ISACA's practice questions highlight EDR as the
most helpful tool for comprehensive incident analysis and response.
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The explanation given in the manual is:

Incident classification criteria enable an organization to prioritize incidents based on their
impact and urgency. This allows for an optimized allocation of recovery resources to
minimize business disruption and ensure timely restoration of normal operations. The other
choices are benefits of incident management but not directly related to incident
classification criteria.
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Influencing human behavior is the primary benefit of an information security awareness
training program because it helps to reduce the human errors and vulnerabilities that can
compromise the security of data and systems. An information security awareness training
program is a process or a program that informs and empowers users to protect data and
computing assets from security risks and cyberattacks. It includes educational offerings
that cover regulatory requirements, compliance policies, and safe computing practices.
An information security awareness training program helps to influence human behavior by
raising awareness of the security threats and challenges, enhancing knowledge and skills
of the security best practices and controls, and fostering a positive security culture and
attitude among the users. By influencing human behavior, an information security
awareness training program can improve the security posture and performance of the
organization, as well as prevent or mitigate the impact of security incidents. Therefore,
influencing human behavior is the correct answer.

References:
https://www.isms.online/iso-27002/control-6-3-information-security-awareness-education-
and-training/
https://www.isaca.org/resources/isaca-journal/issues/2019/volume-1/the-benefits-of-
information-security-and- privacy-awareness-training-programs
https://threatcop.com/blog/benefits-and-purpose-of-security-awareness-training/.
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The first course of action when the information security manager becomes aware that a
third-party provider is not in compliance with the SOW is to assess the extent of the issue,
which means determining the nature, scope, and impact of the non-compliance on the
security of the enterprise's data and systems. The assessment should also identify the root
cause of the non-compliance and the possible remediation actions. The assessment will
help the information security manager to decide the next steps, such as notifying senior
management, reporting the issue to legal personnel, initiating contract renegotiation, or
terminating the contract.
References = Ensuring Vendor Compliance and Third-Party Risk Mitigation, A Risk-Based
Management Approach to Third-Party Data Security, Risk and Compliance
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According to the CISM Review Manual, key risk indicators (KRIs) are the most important
information to include in an information security status report to senior management, as
they provide a measure of the current level of risk exposure and the effectiveness of the
risk management activities. KRIs also help to identify trends, patterns and emerging risks
that may require management attention or action.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 209

B f: 259

X1 TABINEHRAT HELERA>ENTTH?

A VRJIFEDHRRIZTHMND AR MI&>TESHIESINET,
B.VAVEtEXa2) T4 LDFRICE>TEREESINFT,
C.URIVIEFEFa1ITAIZTHNDARMIKL>TEZEIEESNFT,

D. JRAVFESRAANDFIFEICL >TEHILEINET,

IEfZ: (EfEZRTLET)

= A security exception is a formal authorization to deviate from a security policy, standard,
or control, due to a valid business reason or requirement. The primary reason for granting
a security exception is that the risk associated with the deviation is justified by the benefit
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to the business, such as increased efficiency, productivity, customer satisfaction, or
competitive advantage. The security exception should be approved by the appropriate
authority, such as the senior management or the risk committee, based on a risk
assessment and a cost-benefit analysis. The security exception should also be
documented, communicated, monitored, and reviewed periodically123. References =
* 1: CISM Review Manual 15th Edition, page 364

* 2: CISM Practice Quiz, question 1132

* 3: Security Policy Exception Management, section "Security Policy Exception
Management Process"
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The primary objective of timely declaration of a disaster is to ensure the continuity of the
organization's essential services, which are the services that are critical for the survival
and operation of the organization, and that cannot be interrupted or delayed without
causing severe consequences. By declaring a disaster, the organization can activate its
disaster recovery plan (DRP), which is a set of documented procedures and resources to
recover the essential services in the event of a disaster. The DRP should include the roles
and responsibilities, the communication channels, the recovery strategies, the backup and
restoration procedures, and the testing and maintenance activities for the disaster recovery
process1.

References = CISM Review Manual, 16th Edition eBook2, Chapter 9: Business Continuity
and Disaster Recovery, Section: Disaster Recovery Planning, Subsection: Disaster
Declaration, Page 372.
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The first course of action when one of the organization's critical third-party providers
experiences a data breach is to invoke the incident response plan, which means activating
the incident response team and following the predefined procedures and protocols to
respond to the breach. Invoking the incident response plan helps to coordinate the
communication and collaboration with the third-party provider, assess the scope and
impact of the breach, contain and eradicate the threat, recover the affected systems and
data, and report and disclose the incident to the relevant stakeholders and authorities.
References = Cybersecurity Incident Response Exercise Guidance - ISACA, Plan for third-
party cybersecurity incident management
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The first step when a new vulnerability is identified is to re-evaluate the risk associated with
the vulnerability.
This may require an update to the risk assessment and the implementation of additional
controls. Informing senior management of the vulnerability is important, but should not be
the first step. Implementing compensating controls may also be necessary, but again,
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should not be the first step. Asking the business owner for a remediation plan may be
useful, but only after the risk has been re-evaluated.

The information security manager should first re-evaluate the risk posed by the new
vulnerability to determine its impact and likelihood. Based on this assessment, appropriate
actions can be taken such as informing senior management, implementing compensating
controls, or requesting a remediation plan from the business owner.

The other choices are possible actions but not necessarily the first one.

A vulnerability is a weakness that can be exploited by an attacker to compromise a system
or network2. A vulnerability can affect key data processing systems within an organization
if it exposes sensitive information, disrupts business operations, or damages assets2. A
vulnerability assessment is a process of identifying and evaluating vulnerabilities and their
potential consequences?2
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Developing a business case to replace the system is the FIRST course of action that the
information security manager should take, because it helps to justify the need for a new
and effective email filtering system that can prevent or reduce phishing incidents. A
business case should include the problem statement, the proposed solution, the costs and
benefits, the risks and assumptions, and the expected outcomes and metrics.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 42: "A business case is a document
that provides the rationale and justification for an information security investment. It should
include the problem statement, the proposed solution, the costs and benefits, the risks and
assumptions, and the expected outcomes and metrics." Email Filtering Explained: What Is
It and How Does It Work: "Email filtering is a process used to sort emails and identify
unwanted messages such as spam, malware, and phishing attempts. The goal is to ensure
that they don't reach the recipient's primary inbox. It is an essential security measure that
helps protect users from unwanted or malicious messages." Cloud-based email phishing
attack using machine and deep learning ...: "This attack is used to attack your email
account and hack sensitive data easily."
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The primary basis for establishing metrics that measure the effectiveness of an information
security program should be the risk tolerance of the organization, which is the degree of
risk that the organization is willing to accept or avoid in pursuit of its objectives. Metrics
based on risk tolerance can help to evaluate whether the information security program is
aligned with the business strategy, supports the risk management process, and delivers
value to the organization. Residual risk, regulatory requirements, and control objectives are
also important factors to consider when developing metrics, but they are not as
fundamental as the risk tolerance.

References = CISM Review Manual, 16th Edition, page 69
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The first step to gain approval for outsourcing to address a security gap is to perform a
cost-benefit analysis, because it helps to evaluate the feasibility and viability of the
outsourcing option and compare it with other alternatives. A cost-benefit analysis is a
method of estimating and comparing the costs and benefits of a project or a decision, in
terms of financial, operational, and strategic aspects. A cost-benefit analysis can help to:
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Identify and quantify the expected costs and benefits of outsourcing, such as the initial and
ongoing expenses, the potential savings and revenues, the quality and efficiency of the
service, the risks and opportunities, and the alignment with the business objectives and
requirements Assess and prioritize the criticality and urgency of the security gap, and the
impact and likelihood of the related threats and vulnerabilities Determine the optimal level
and scope of outsourcing, such as the type, duration, and frequency of the service, the
roles and responsibilities of the parties involved, and the performance and security
standards and metrics Justify and communicate the rationale and value proposition of
outsourcing, and provide evidence and support for the decision making process Establish
and document the criteria and process for selecting and evaluating the outsourcing
provider, and the contractual and legal terms and conditions A cost-benefit analysis should
be performed before submitting a funding request to senior management, because it can
help to demonstrate the need and the return on investment of the outsourcing project, and
to secure the budget and the resources. A cost-benefit analysis should also be performed
before beginning due diligence on the outsourcing company, because it can help to narrow
down the list of potential candidates and to focus on the most relevant and suitable ones.
Collecting additional metrics may be a part of the cost-benefit analysis, but it is not the first
step, because it requires a clear definition and understanding of the objectives and scope
of the outsourcing project.

References = CISM Review Manual, 16th Edition, ISACA, 2021, pages 173-174, 177-178.
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An organization-wide social media policy is a document that defines the rules and
guidelines for using social media platforms within the organization. It covers topics such as
who can use social media, what they can post, how they should protect confidential
information, and what are the consequences for violating the policy. An organization-wide
social media policy helps to mitigate the risk of confidential information being disclosed by
employees on social media by providing a clear and consistent framework for managing
social media activities12.

References = 1: CISM Review Manual (Digital Version), page 271 2: CISM Review Manual
(Print Version), page 271
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Communicating the residual risk is the best way to facilitate an information security
manager's efforts to obtain senior management commitment for an information security
program. The residual risk is the level of risk that remains after applying the security
controls and mitigation measures. The residual risk reflects the effectiveness and efficiency
of the information security program, as well as the potential impact and exposure of the
organization. The information security manager should communicate the residual risk to
the senior management in a clear, concise, and relevant manner, using quantitative or
qualitative methods, such as risk matrices, heat maps, dashboards, or reports. The
communication of the residual risk should also include the comparison with the inherent
risk, which is the level of risk before applying any security controls, and the risk appetite,
which is the level of risk that the organization is willing to accept. The communication of the
residual risk should help the senior management to understand the value and performance
of the information security program, as well as the need and justification for further
investment or improvement. Presenting evidence of inherent risk, reporting the security
maturity level, and presenting compliance requirements are all important aspects of the
information security program, but they are not the best ways to obtain senior management
commitment. These aspects may not directly demonstrate the benefits or outcomes of the
information security program, or they may not align with the business objectives or
priorities of the organization. For example, presenting evidence of inherent risk may show
the potential threats and vulnerabilities that the organization faces, but it may not indicate
how the information security program addresses or reduces them. Reporting the security
maturity level may show the progress and status of the information security program, but it
may not relate to the risk level or the business impact. Presenting compliance
requirements may show the legal or regulatory obligations that the organization must fulfill,
but it may not reflect the actual security needs or goals of the organization. Therefore,
communicating the residual risk is the best way to obtain senior management commitment
for an information security program, as it shows the results and value of the information
security program for the organization. References = CISM Review Manual 2023, page 41
1; CISM Practice Quiz 2

Eﬁ:ﬁ: 271
FEYVRVEZE KR ZRAX T IRICRILRELGRELLDIDERDS5ENTITM?


https://www.jpnshiken.com/q/65182-5991717/

A. KRIO# EHIIRT %
B. KRIIZEIY 3 &4E#I%E LAR— k
C. X BKRIDEH
D.KRIZEFED) RUIZY 29095
EfE:D (24 NERET B)

The biggest challenge is linking KRlIs to specific risks to ensure that they accurately
measure and signal potential exposures. If KRIs aren't directly connected to real risks, they
won't effectively support risk management efforts.

"A key challenge in developing KRlIs is ensuring that they are directly linked to specific
risks to provide meaningful and actionable insights."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Key Risk Indicators (KRIs)* ISACA's practice questions highlight the importance of clear
linkage for effective risk measurement.
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The PRIMARY benefit to an organization when information security program requirements
are aligned with employment and staffing processes is that access is granted based on
task requirements. This means that the organization can ensure that the employees have
the appropriate level and scope of access to the information assets and systems that they
need to perform their duties, and that the access is granted, reviewed, and revoked in
accordance with the security policies and standards. This can help to reduce the risk of
unauthorized access, misuse, or leakage of information, as well as to comply with the
principle of least privilege and the segregation of duties12. Security incident reporting
procedures are followed (A) is a benefit to an organization when information security
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program requirements are aligned with employment and staffing processes, but it is not the
PRIMARY benefit. Security incident reporting procedures are the steps and guidelines that
the employees should follow when they detect, report, or respond to a security incident.
Aligning the information security program requirements with the employment and staffing
processes can help to ensure that the employees are aware of and trained on the security
incident reporting procedures, and that they are enforced and monitored by the
management. This can help to improve the effectiveness and efficiency of the incident
response process, as well as to comply with the legal and contractual obligations12.
Security staff turnover is reduced (B) is a benefit to an organization when information
security program requirements are aligned with employment and staffing processes, but it
is not the PRIMARY benefit.

Security staff turnover is the rate at which the security personnel leave or join the
organization. Aligning the information security program requirements with the employment
and staffing processes can help to reduce the security staff turnover by ensuring that the
security roles and responsibilities are clearly defined and communicated, that the security
personnel are adequately compensated and motivated, and that the security personnel are
evaluated and developed regularly. This can help to retain the security talent and
expertise, as well as to reduce the costs and risks associated with the security staff
turnover12. Information assets are classified appropriately is a benefit to an organization
when information security program requirements are aligned with employment and staffing
processes, but it is not the PRIMARY benefit. Information asset classification is the
process of assigning a security level or category to the information assets based on their
value, sensitivity, and criticality to the organization. Aligning the information security
program requirements with the employment and staffing processes can help to ensure that
the information assets are classified appropriately by establishing the ownership and
custody of the information assets, the criteria and methods for the information asset
classification, and the roles and responsibilities for the information asset classification. This
can help to protect the information assets according to their security level or category, as
well as to comply with the regulatory and contractual requirements12. References = 1:
CISM Review Manual

15th Edition, page 75-76, 81-82, 88-89, 93-941; 2: CISM Domain 1: Information Security
Governance (ISG)

[2022 update]2
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According to the CISM Review Manual, an organization's security posture is the overall
condition of its information security, which is determined by the effectiveness of its security
program and the alignment of its security objectives with its business goals. To understand
the security posture, the senior leadership needs to have a holistic view of the security
risks and the actions taken to address them. Therefore, assessing the progress of risk
mitigation efforts is the most important activity for the senior leadership, as it provides them
with the information on how well the security program is performing and whether it is
meeting the expected outcomes. Evaluating the results of the most recent incident
response test, reviewing the number of reported security incidents, and ensuring
established security metrics are reported are all useful activities for the senior leadership,
but they are not sufficient to understand the security posture. They only provide partial or
isolated information on the security performance, which may not reflect the overall security
condition or the alignment with the business objectives. References = CISM Review
Manual, 16th Edition, Chapter 1, Information Security Governance, pages 28-29.
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The best way for an information security manager to improve the effectiveness of an
organization's information security program is to collaborate with business and IT functions
in determining controls.

Collaboration is a key factor for ensuring that the information security program is aligned
with the organization's business objectives, risk appetite, and security strategy, and that it
supports the business processes and activities. Collaboration also helps to gain the buy-in,
involvement, and ownership of the business and IT functions, who are the primary
stakeholders and users of the information security program.
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Collaboration also facilitates the communication, coordination, and integration of the
information security program across the organization, and enables the information security
manager to understand the needs, expectations, and challenges of the business and IT
functions, and to propose the most appropriate and effective security controls and
solutions.

Focusing on addressing conflicts between security and performance (A) is a possible way
to improve the effectiveness of an information security program, but not the best one.
Security and performance are often competing or conflicting goals, as security controls
may introduce overhead, complexity, or delays that affect the efficiency, usability, or
availability of the systems or processes. Addressing these conflicts may help to optimize
the balance and trade-off between security and performance, and to enhance the user
satisfaction and acceptance of the security controls. However, focusing on addressing
conflicts between security and performance does not necessarily improve the alignment,
integration, or communication of the information security program with the business and IT
functions, nor does it ensure the involvement or ownership of the stakeholders.

Including information security requirements in the change control process is also a
possible way to improve the effectiveness of an information security program, but not the
best one. The change control process is a process that manages the initiation, approval,
implementation, and review of changes to the systems or processes, such as
enhancements, updates, or fixes. Including information security requirements in the
change control process may help to ensure that the changes do not introduce new or
increased security risks or impacts, and that they comply with the security policies,
standards, and procedures. However, including information security requirements in the
change control process does not necessarily improve the collaboration, communication, or
coordination of the information security program with the business and IT functions, nor
does it ensure the buy-in or involvement of the stakeholders.

Obtaining assistance from IT to implement automated security controls (D) is also a
possible way to improve the effectiveness of an information security program, but not the
best one. Automated security controls are security controls that are implemented by using
software, hardware, or other technologies, such as encryption, firewalls, or antivirus, to
perform security functions or tasks without human intervention. Obtaining assistance from
IT to implement automated security controls may help to improve the efficiency,
consistency, or reliability of the security controls, and to reduce the human errors,
negligence, or malicious actions. However, obtaining assistance from IT to implement
automated security controls does not necessarily improve the collaboration,
communication, or integration of the information security program with the business and IT
functions, nor does it ensure the ownership or involvement of the stakeholders.
References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Information Security Strategy Development, Subsection: Collaboration, page 24-251
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A security information and event management (SIEM) system is a tool that collects,
analyzes, and correlates security events from various sources, such as firewalls, intrusion
detection systems, antivirus software, and other devices. A SIEM system can provide real-
time alerts, dashboards, reports, and forensic analysis of security incidents. The greatest
value of a SIEM system is that it can facilitate the monitoring of risk occurrences by
identifying anomalies, trends, patterns, and indicators of compromise that may otherwise
go unnoticed. A SIEM system can also help with incident response, compliance, and audit
activities by providing evidence and documentation of security events.

References =

* ISACA, CISM Review Manual, 16th Edition, 2020, page 2291

* ISACA, CISM Review Questions, Answers & Explanations Database - 12 Month
Subscription, 2020, question ID 2082 The greatest value provided by a Security
Information and Event Management (SIEM) system is facilitating the monitoring of risk
occurrences. SIEM systems collect, analyze and alert on security-related data from various
sources such as firewall logs, intrusion detection/prevention systems, and system logs.
This allows organizations to identify security threats in real-time and respond quickly,
helping to mitigate potential harm to their systems and data.
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A balanced scorecard is a tool that can be used to demonstrate the added value of an
information security program by measuring and reporting on key performance indicators
(KPIs) and key risk indicators (KRIs) aligned with strategic objectives. Security baselines, a
gap analysis and a SWOT analysis are all useful for assessing and improving security
posture, but they do not necessarily show how security contributes to business value.
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Information asset classification is the process of identifying, labeling, and categorizing
information assets based on their value, sensitivity, and criticality to the organization.
Information asset classification helps to establish appropriate security controls, policies,
and procedures for protecting the information assets from unauthorized access, use,
disclosure, modification, or destruction. One of the key elements of information asset
classification is assigning owners to each information asset. Owners are responsible for
managing the information asset throughout its lifecycle, including defining its security
requirements, implementing security controls, monitoring its usage and performance,
reporting any incidents or breaches, and ensuring compliance with legal and regulatory
obligations. Therefore, assigning responsibility to the database administrator (DBA) is the
best way to address the situation where several production databases do not have owners
assigned to them. References = CISM Review Manual 15th Edition1, page 256;
Information Asset and Security Classification Procedure2.
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A risk owner is a person or entity that is responsible for ensuring that risk is managed
effectively. One of the primary responsibilities of a risk owner is to implement controls that
will help mitigate or manage the risk.
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While risk assessments, determining the organization's risk appetite, and monitoring
control effectiveness are all important aspects of managing risk, it is the responsibility of
the risk owner to take the necessary actions to manage the risk.
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The best way to improve an organization's ability to detect and respond to incidents is to
conduct periodic awareness training (C). From a CISM incident management perspective,
people are often the first line of detection. Employees, help desk staff, and operational
personnel are frequently the first to notice unusual behavior, system anomalies, phishing
attempts, or policy violations. Regular awareness training equips them with the knowledge
to recognize indicators of compromise and escalate incidents promptly, which directly
improves both detection and response times.

A security gap analysis (A) identifies deficiencies in controls but does not improve real-time
detection or response capability. A business impact analysis (B) focuses on prioritizing
recovery and resilience, not incident identification or handling. Network penetration testing
(D) is a preventive and diagnostic activity that helps identify vulnerabilities but does not
enhance operational response once an incident occurs.

CISM emphasizes that effective incident management depends on clear roles, defined
escalation paths, and continuous awareness across the organization. Periodic training
reinforces incident reporting criteria, response procedures, and accountability, thereby
strengthening the organization's overall incident detection and response capability.
References:

ISACA CISM Review Manual, Information Security Incident Management - incident
detection, response readiness, and awareness ISACA CISM Exam Content Outline,
Domain 4: Information Security Incident Management
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This approach is the best because it ensures that users have the minimum level of access
required to perform their job functions, which reduces the risk of unauthorized access or
misuse of data. User roles are defined based on the business needs and responsibilities of
the users, and they can be easily managed and audited.

References: The CISM Review Manual 2023 states that "the data owner is responsible for
defining the access privileges for each user role" and that "the data owner should ensure
that the principle of least privilege is applied to all users" (p. 82). The CISM Review
Questions, Answers & Explanations Manual 2023 also provides the following rationale for
this answer: "Defining access privileges based on user roles is the best approach because
it allows the data owner to assign the minimum level of access required for each role and
to review and update the roles periodically" (p. 23).
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According to the CISM Review Manual (Digital Version), Chapter 3, Section 3.2.1, strategic
alignment is the primary outcome of an information security program1. Strategic alignment
means that the information security program supports and is tailored to the organization's
objectives and business strategy1. It also means that the information security program is
aligned with other assurance functions, such as physical, human resources, quality, and
IT1.

The CISM Review Manual (Digital Version) also states that strategic alignment is essential
for achieving a competitive advantage, enhancing customer trust, reducing legal and
regulatory risks, and improving organizational performance1. Strategic alignment requires
effective communication and collaboration among all stakeholders, including senior
management, information owners, information security managers, information security
steering committees, and external partners1.

The CISM Exam Content Outline also covers the topic of strategic alignment in Domain 3 -
Information Security Program Development and Management (33% exam weight)2. The
subtopics include:

3.2.1 Information Security Strategy

3.2.2 Information Security Governance

3.2.3 Information Security Risk Management

3.2.4 Information Security Compliance

| hope this answer helps you prepare for your CISM exam. Good luck!
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Security metrics are the most important to include in a report to key stakeholders regarding
the effectiveness of an information security program because they provide objective and
measurable evidence of security performance and progress. Security metrics can include
measures such as the number and severity of security incidents, the level of compliance
with security policies and standards, the effectiveness of security controls, and the return
on investment (ROI) of security initiatives. The other choices may also be included in a
security report, but security metrics are the most important.

An information security program is a set of policies, procedures, standards, guidelines, and
tools that aim to protect an organization's information assets from threats and ensure
compliance with laws and regulations.

The effectiveness of an information security program depends on various factors, such as
the organization's risk appetite, business objectives, resources, culture, and external
environment. Regular reporting to key stakeholders, such as senior management, the
board of directors, and business partners, is critical to maintaining their support and buy-in
for the program. The report should provide clear and concise information on the program's
status, achievements, challenges, and future plans, and it should be tailored to the
audience's needs and expectations.
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A brute force attack is a type of cyberattack that attempts to gain unauthorized access to

an account, file, or other protected information by trying different combinations of

usernames and passwords until finding the correct one. Brute force attacks can be very

effective if the target system has weak or default passwords, or if the attacker has access

to a large number of potential credentials. To mitigate this risk, an organization should
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implement multi-factor authentication (MFA) for its critical systems. MFA is a security
method that requires users to provide more than one piece of evidence to verify their
identity before accessing a system or service.

For example, MFA can involve using a password in addition to a code sent to a phone or
email, or using a biometric factor such as a fingerprint or face scan. MFA can significantly
reduce the impact of brute force attacks by making it harder for attackers to guess or
obtain valid credentials, and by increasing the time and effort required for them to
compromise the system. References = CISM Review Manual (Digital Version), Chapter 3:
Information Security Risk Management, Section 3.1: Risk Identification, p. 115-1161. CISM
Review Manual (Print Version), Chapter 3: Information Security Risk Management, Section
3.1: Risk Identification, p. 115-1162. CISM ITEM DEVELOPMENT GUIDE, Domain 3:
Information Security Program Development and Management, Task Statement 3.1, p. 193.
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The effectiveness of an information security governance framework will best be enhanced
if risk management is built into operational and strategic activities. This is because risk
management is a key component of information security governance, which is the process
of establishing and maintaining a framework to provide assurance that information security
strategies are aligned with and support business objectives, are consistent with applicable
laws and regulations, and are effectively managed and measured. Risk management
involves identifying, analyzing, evaluating, treating, monitoring, and communicating
information security risks that may affect the organization's objectives, assets, and
stakeholders. By integrating risk management into operational and strategic activities, the
organization can ensure that information security risks are considered and addressed in
every decision and action, and that the information security governance framework is
aligned with the organization's risk appetite and tolerance. This also helps to optimize the
allocation of resources, enhance the performance and value of information security, and
improve the accountability and transparency of information security governance.
References = CISM Review Manual, 16th Edition, Chapter 1: Information Security
Governance, Section:

Information Security Governance Framework, page 181; CISM Review Manual, 16th
Edition, Chapter 2:

Information Risk Management, Section: Risk Management, page 812; CISM Review
Questions, Answers & Explanations Manual, 10th Edition, Question 53, page 493.
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Under CISM governance principles, the data owner is accountable for the protection of
data. Accountability includes decisions regarding data classification, access authorization,
acceptable use, retention, and risk acceptance. While the CISO (A) provides oversight and
guidance, they are not accountable for individual data assets. Data custodians (B) and
administrators (D) are responsible for implementing and operating controls but do not own
the business risk associated with the data. CISM clearly distinguishes accountability
(business) from responsibility (operational/technical). Assigning accountability to the data
owner ensures that protection requirements align with business value, regulatory
obligations, and risk appetite.

References: ISACA CISM Review Manual (Governance-roles and responsibilities,
information asset ownership); CISM Exam Content Outline (Domain 2).
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Key risk indicators (KRIs) are metrics that measure the level of risk exposure and the
likelihood of occurrence of potential adverse events that can affect the organization's
objectives and performance. KRIs are used to monitor changes in the risk environment and
to provide early warning signals for potential issues that may require management
attention or intervention. KRIs are also used to communicate the risk status and trends to
the relevant stakeholders and to support risk-based decision making12.

The primary reason to monitor KRIs related to information security is to alert on
unacceptable risk.

Unacceptable risk is the level of risk that exceeds the organization's risk appetite,
tolerance, or threshold, and that poses a significant threat to the organization's assets,
operations, reputation, or compliance. Unacceptable risk can result from internal or
external factors, such as cyberattacks, data breaches, system failures, human errors,
fraud, natural disasters, or regulatory changes. Unacceptable risk can have severe
consequences for the organization, such as financial losses, legal liabilities, operational
disruptions, customer dissatisfaction, or reputational damage12.

By monitoring KRIs related to information security, the organization can identify and
assess the sources, causes, and impacts of unacceptable risk, and take timely and
appropriate actions to mitigate, transfer, avoid, or accept the risk. Monitoring KRIs can also
help the organization to evaluate the effectiveness and efficiency of the existing
information security controls, policies, and procedures, and to identify and implement any
necessary improvements or enhancements. Monitoring KRIs can also help the
organization to align its information security strategy and objectives with its business
strategy and objectives, and to ensure compliance with the relevant laws, regulations,
standards, and best practices12.

While monitoring KRIs related to information security can also serve other purposes, such
as identifying residual risk, reassessing risk appetite, or benchmarking control
performance, these are not the primary reason for monitoring KRIs. Residual risk is the
level of risk that remains after applying the risk treatment options, and it should be within
the organization's risk appetite, tolerance, or threshold. Reassessing risk appetite is the
process of reviewing and adjusting the amount and type of risk that the organization is
willing to take in pursuit of its objectives, and it should be done periodically or when there
are significant changes in the internal or external environment. Benchmarking control
performance is the process of comparing the organization's information security controls
with those of other organizations or industry standards, and it should be done to identify
and adopt the best practices or to demonstrate compliance12. References = Integrating
KRIs and KPlIs for Effective Technology Risk Management, The Power of KRIs in
Enterprise Risk Management (ERM) - Metricstream, What Is a Key Risk Indicator? With
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Characteristics and Tips, KRI Framework for Operational Risk Management | Workiva, Key
risk indicator - Wikipedia

B[ 290

gL F=EFEERIIBICT2—TIVPIVRERRLTVWEST, 2OTOERFIC
BERNTEICEBEINLGVRVZERT AEOICRLBIDDIEIRDS65ENTTH,
A. ZE2ITBEF vy RILOFER

B. HEMZERFFLH NDA) DS

C.H—RN—FTA4DTFANI—FKR)O—DEKX

D. XRRDZROIE

IEfE: (EfEZRRLET)

The best option to reduce the risk of unauthorized sharing of information during the due
diligence process is B: Establishing mutual non-disclosure agreements (NDAs). This is
because NDAs are legal contracts that bind the parties to keep confidential any information
that is exchanged or disclosed during the due diligence process. NDAs can help to protect
the sensitive data, intellectual property, trade secrets, or business strategies of both the
organization and the third party from being leaked, stolen, or misused by unauthorized
parties.

NDAs can also specify the terms and conditions for the use, storage, and disposal of the
information, as well as the consequences for breaching the agreement.

References = CISM Review Manual 15th Edition, Chapter 3, Section 3.2.1, page 1341;
CISM Review Questions, Answers & Explanations Manual 9th Edition, Question 70, page
18
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Senior management engagement is most effectively achieved when information security
risks are clearly connected to real, tangible business consequences. A major breach at a
competitor (B) provides a credible, industry-relevant example that demonstrates potential
financial, operational, reputational, and regulatory impacts in a way executives readily
understand. While BIA results (A), audit findings (C), and cost-benefit analyses (D) are
important inputs, they are often abstract or internally focused. CISM guidance emphasizes
that executive support is strongest when security messaging is business-driven, externally
validated, and tied to strategic risk awareness. A peer breach highlights that the threat is
realistic, imminent, and applicable to the organization's context, which increases urgency
and executive buy-in for the security strategy.

References: ISACA CISM Review Manual (Governance-executive communication,
stakeholder engagement); CISM Exam Content Outline (Domain 2).
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= Standardization of compliance requirements is the best approach to reduce unnecessary
duplication of compliance activities, as it allows for a common understanding of the
objectives and expectations of various stakeholders, such as regulators, auditors,
customers, and business partners. Standardization also facilitates the alignment of
compliance activities with the organization's risk appetite and tolerance, and enables the
identification and elimination of redundant or conflicting controls. References = CISM
Review Manual, 27th Edition, page 721; CISM Review Questions, Answers & Explanations
Database, 12th Edition, question 952 Learn more:
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A disaster recovery plan (DRP) test is a simulation of a disaster scenario to evaluate the
effectiveness and readiness of the DRP. The greatest inherent risk when performing a
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DRP test is the disruption to the production environment, which could cause operational
issues, data loss, or system damage. Therefore, it is essential to plan and execute the
DRP test carefully, with proper backup, isolation, and rollback procedures.

Poor documentation, lack of communication, and lack of coordination are also potential
risks, but they are not as severe as disrupting the production environment. References =
CISM Review Manual 15th Edition, page

253; CISM Review Questions, Answers & Explanations Database - 12 Month Subscription,
QID 224.

The greatest inherent risk when performing a disaster recovery plan (DRP) test is
disruption to the production environment. A DRP test involves simulating a disaster
scenario to ensure that the organization's plans are effective and that it is able to recover
from an incident. However, this involves running tests on the production environment,
which has the potential to disrupt the normal operations of the organization. This inherent
risk can be mitigated by running tests on a non-production environment or by running tests
at times when disruption will be minimized.
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The primary responsibility of an information security manager in an organization that is
implementing the use of company-owned mobile devices in its operations is to review and
update existing security policies. Security policies are the foundation of an organi-zation's
security program, as they define the goals, objectives, principles, roles, respon-sibilities,
and requirements for protecting information and systems. Security policies should be
reviewed and updated regularly to reflect changes in the organization's envi-ronment,
needs, risks, and technologies1. Implementing the use of company-owned mobile devices


https://www.jpnshiken.com/q/65182-5991742/
https://www.jpnshiken.com/q/65182-5991743/

in its operations is a significant change that may introduce new threats and vulnerabilities,
as well as new opportunities and benefits, for the organiza-tion. Therefore, the information
security manager should review and update existing security policies to address the
following aspects2:

*The scope, purpose, and ownership of company-owned mobile devices

*The acceptable and unacceptable use of company-owned mobile devices

*The security standards and best practices for company-owned mobile devices

*The roles and responsibilities of users, managers, IT staff, and vendors regarding compa-
ny-owned mobile devices

*The procedures for provisioning, managing, monitoring, and decommissioning company-
owned mobile devices

*The incident response and reporting process for company-owned mobile devices By
reviewing and updating existing security policies, the information security manager can
ensure that the organization's security program is aligned with its business objec-tives and
risk appetite, as well as compliant with applicable laws and regulations. The other options
are not the primary responsibility of an information security manager in an organization that
is implementing the use of company-owned mobile devices in its operations. They are
possible actions or controls that may be derived from or support-ed by the updated security
policies. Requiring remote wipe capabilities for devices is a technical control that can help
prevent data loss or theft in case of device loss or com-promise3. Conducting security
awareness training is an administrative control that can help educate users about the
security risks and responsibilities associated with using company-owned mobile devices.
Enforcing passwords and data encryption on the de-vices is a technical control that can
help protect data confidentiality and integrity on company-owned mobile devices.
References:

1: Information Security Policy - NIST 2: Mobile Device Security Policy - SANS 3: Remote
Wipe: What It Is

& How It Works - Lifewire : Security Awareness Training - NIST : Mobile Device Encryption
- NIST
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Risk profile changes are the most appropriate to communicate to senior management
regarding information risk because they reflect the current level and nature of the risks that
the organization faces and how they may affect its objectives and performance. Senior
management needs to be aware of any changes in the risk profile so that they can make
informed decisions and allocate resources accordingly. Risk profile changes also help
senior management monitor the effectiveness of the risk management process and identify
any gaps or weaknesses that need to be addressed.

References = Communicating Information Security Risk Simply and Effectively, Part 1,
CISM Domain 2:

Information Risk Management (IRM) [2022 update]
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The first step in developing an information security strategy is to identify key stakeholders
who can provide support, guidance and resources for information security initiatives. These
stakeholders may include senior management, business unit leaders, legal counsel, audit
and compliance officers and other relevant parties. By engaging these stakeholders early
on, an information security manager can ensure that the strategy aligns with business
objectives and expectations, as well as gain buy-in and commitment from them.
Determining acceptable levels of risk, creating a roadmap and performing a gap analysis
are all important steps in developing an information security strategy, but they should
follow after identifying key stakeholders.
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A business impact analysis (BIA) is a process that helps identify and evaluate the potential
effects of disruptions or incidents on the organization's mission, objectives, and operations.
A BIA should be periodically executed to verify the effectiveness of the controls that are
implemented to prevent, mitigate, or recover from such disruptions or incidents12.
According to the CISM Manual, a BIA should be performed at least annually for critical
systems and processes, and more frequently for non-critical ones3. A BIA should also be
updated whenever there are significant changes in the organization's environment, such as
new regulations, technologies, business models, or stakeholder expectations3. A BIA
should not be used to validate vulnerabilities on environmental changes (A), analyze the
importance of assets (B), or check compliance with regulations , as these are not the
primary purposes of a BIA.

References: 1: IR 8286D, Using Business Impact Analysis to Inform Risk Prioritization and
Response | CSRC NIST 2: CISM Domain 4 Preview | BCP - Business Impact Analysis
(BIA) - YouTube 3: CISM ITEM DEVELOPMENT GUIDE - ISACA
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According to the NIST SP 800-61 Computer Security Incident Handling Guide, the type of
confirmed incident is one of the most important criteria for choosing a containment
strategy, as different types of incidents may require different levels of urgency, scope, and
impact1. For example, a denial-of-service attack may require a different containment
strategy than a ransomware attack or a data breach.

References = 1: NIST SP 800-61: 3.1. Choosing a Containment Strategy?2
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Business impact analysis (BIA) is the process that provides the output of recovery time
objectives (RTOs), which are the maximum acceptable time frames for restoring business
functions or processes after a disruption. Business continuity plan (BCP) is the document
that describes the strategies and procedures for ensuring the continuity of critical business
functions or processes in the event of a disruption. Disaster recovery plan (DRP) is the
document that describes the technical steps and resources for restoring IT systems and
data in the event of a disruption. Service level agreement (SLA) is the document that
defines the expectations and obligations between a service provider and a service
consumer, such as availability, performance, and security. References:
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-1
/business-impact-analysis-bia-and-disaster-recovery-planning-drp
https://www.isaca.org/resources/isaca- journal/issues/2017/volume-6/service-level-
agreements-in-the-cloud
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A Service Level Agreement (SLA) is the contractual document that specifies and
guarantees the availability levels the third-party hosting provider must meet. It provides the
clearest and most enforceable commitment to availability.

"SLAs establish measurable commitments that can be monitored and enforced, providing a
high level of assurance that service availability will meet business requirements."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Outsourcing and Third-Party Management*
ISACA's practice questions highlight SLAs as the most direct and reliable assurance for
third-party service availability.
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= An identity and access management (IAM) system is a set of processes, policies, and
technologies that enable an organization to manage the identities and access rights of its
users across different systems and applications1. An IAM system can help an organization
to comply with the government regulation by automating the provisioning and
deprovisioning of user accounts, enforcing consistent access policies, and integrating
different user directories2. An IAM system can also provide audit trails and reports to
demonstrate compliance with the regulation3. A multi-factor authentication (MFA) system
is a method of verifying the identity of a user by requiring two or more factors, such as
something the user knows, has, or is4. An MFA system can enhance the security of user
authentication, but it does not address the issue of removing user privileges from different
systems within three days of termination. A privileged access management (PAM) system
is a solution that manages and monitors the access of privileged users, such as
administrators, to critical systems and resources. A PAM system can reduce the risk of
unauthorized or malicious use of privileged accounts, but it does not solve the problem of
managing the access of regular users across different systems. A governance, risk, and
compliance (GRC) system is a software platform that integrates the functions of
governance, risk management, and compliance management. A GRC system can help an
organization to align its objectives, policies, and processes with the relevant regulations,
standards, and best practices, but it does not directly enable the removal of user privileges
from different systems within three days of termination. References = 1: CISM Review
Manual (Digital Version), page 24 2: 1 3: 2 4. CISM Review Manual (Digital Version), page
25 : CISM Review Manual (Digital Version), page 26 : CISM Review Manual (Digital
Version), page 27
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The first course of action is to ensure the policy has been communicated to the system
administrators (C).

CISM governance principles require that policies be formally communicated and
understood before enforcement or compliance assessment occurs. Conducting
assessments (B) or training (A) is ineffective if administrators are not aware of the policy
requirements. Effective governance follows a sequence: approval # communication #
implementation # monitoring and enforcement. Communication ensures accountability and
supports consistent adoption of security requirements.

References: ISACA CISM Review Manual (Governance-policy lifecycle, communication
and enforcement); CISM Exam Content Outline (Domain 2).
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An information security governance framework is a set of principles, policies, standards,
and processes that guide the development, implementation, and management of an
effective information security program that supports the organization's objectives and
strategy. The framework provides direction to meet business goals while balancing risks
and controls, as it helps to align the information security activities with the business needs,
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priorities, and risk appetite, and to ensure that the security resources and investments are
optimized and justified.

References = CISM Review Manual 2022, page 321; CISM Exam Content Outline, Domain
1, Knowledge Statement 1.22; CISM domain 1: Information security governance Updated
2022
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According to the CISM Review Manual, the security architecture of an organization defines
the security principles, standards, guidelines and procedures that support the information
security strategy and align with the business objectives. When acquiring another company,
the information security manager of the acquiring company should focus on ensuring that
the security architecture of the acquired company is compatible with its own, or that any
gaps or conflicts are identified and resolved.

References = CISM Review Manual, 27th Edition, Chapter 2, Section 2.1.2, page 751.
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The best way to reduce the risk of disruption from an emergency system change is to
confirm rollback plans are in place. According to the CISM Review Manual, having an
effective rollback (or backout) plan ensures that if the emergency change causes

oo w >

unexpected issues, the organization can quickly revert to a known, stable state. This
minimizes downtime and impact to business operations. Approval and communication are
important, but only a rollback plan directly addresses risk reduction during unexpected
disruptions.

Reference:ISACA CISM Review Manual, 16th Edition, Page 210, "Change Management -
Rollback Planning".
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An assessment of the current operating system based on risk (A) is most effective for
gaining senior management support because CISM emphasizes risk-based decision-
making at the executive level. Senior management is primarily concerned with exposure,
potential impact, and alignment with risk appetite-not technical features or user
convenience. Performance improvements (B), user surveys (C), and feature lists (D)
provide supporting detail but do not clearly articulate business risk. A risk-based
assessment demonstrates why the upgrade is necessary to reduce unacceptable risk.
References: ISACA CISM Review Manual (Governance-executive communication, risk-
based justification); CISM Exam Content Outline (Domain 2).
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The most important information for influencing management's support of information
security is an demonstration of alignment with the business strategy because it shows how
information security contributes to the achievement of the organization's goals and
objectives, and adds value to the organization's performance and competitiveness. An
identification of the overall threat landscape is not very important because it does not
indicate how information security addresses or mitigates the threats or risks. A report of a
successful attack on a competitor is not very important because it does not indicate how
information security prevents or responds to such attacks. An identification of
organizational risks is not very important because it does not indicate how information
security manages or reduces the risks. References: https://www.isaca.org
/resources/isaca-journal/issues/2016/volume-4/technical-security-standards-for-
information-systems
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https://www.isaca.org/resources/isaca-journal/issues/2017/volume-2/how-to-align-security-
initiatives-with- business-goals-and-objectives
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The business data owner is accountable for data loss in the event of an information
security incident at a third- party provider because they are ultimately responsible for the
protection and use of their data, regardless of where it is stored or processed. The
information security manager is not accountable for data loss at a third- party provider, but
rather responsible for implementing and enforcing the security policies and standards that
govern the relationship with the provider. The service provider that hosts the data is not
accountable for data loss at their site, but rather liable for any breach of contract or service
level agreement that may result from such an incident. The incident response team is not
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accountable for data loss at a third-party provider, but rather responsible for responding to
and managing the incident according to the incident response plan.

References: https://www.isaca.org/resources/isaca-journal/issues/2017/volume-1/data-
ownership-and- custodianship-in-the-cloud https://www.isaca.org/resources/isaca-
journal/issues/2018/volume-3/incident- response-lessons-learned
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The most effective way to determine the alignment of an information security program with
the business strategy is D. Engage business process owners. This is because business
process owners are the key stakeholders who are responsible for defining, executing, and
monitoring the business processes that support the organization's mission, vision, and
goals. By engaging them, the information security manager can understand their needs,
expectations, and challenges, and ensure that the information security program is aligned
with their requirements and objectives. Engaging business process owners can also help
to establish trust, collaboration, and communication between the information security
function and the business units, and foster a culture of security awareness and
accountability.

Business process owners are the key stakeholders who are responsible for defining,
executing, and monitoring the business processes that support the organization's mission,
vision, and goals. By engaging them, the information security manager can understand
their needs, expectations, and challenges, and ensure that the information security
program is aligned with their requirements and objectives. (From CISM Manual or related
resources) References = CISM Review Manual 15th Edition, Chapter 1, Section 1.2.2,
page 201; CISM Review Questions, Answers & Explanations Manual 9th Edition, Question
78, page 20
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Patch management files are the files that contain the patches or updates for the software
applications and systems that are installed on the compromised system. Patch
management files are essential to recover a compromised system that needs a complete
rebuild, as they can help to restore the functionality, security, and performance of the
system. Without patch management files, the system may not be able to run properly or
securely, and may expose the organization to further risks or vulnerabilities. Network
system logs, configuration management files, and intrusion detection system (IDS) logs are
also important for recovering a compromised system, but they should be considered after
patch management files. Network system logs can help to identify the source and scope of
the attack, configuration management files can help to restore the original settings and
policies of the system, and IDS logs can help to detect any malicious activities or
anomalies on the system. References = CISM Review Manual, 16th Edition, pages
193-1941; CISM Review Questions, Answers & Explanations Manual, 10th Edition, page
672
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Social engineering is a technique used by attackers to manipulate individuals into divulging
sensitive information or performing actions that can compromise the security of an
organization. Multi-factor authentication (MFA) is a security mechanism that requires users
to provide at least two forms of authentication to verify their identity. By requiring MFA,
even if an attacker successfully obtains a user's credentials through social engineering,
they will not be able to access the network without the additional form of authentication.
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The organizational risk appetite is the best indicator of the comprehensiveness of an
information security strategy. The risk appetite defines the level of risk that the organization
is willing to accept in pursuit of its objectives. The information security strategy should align
with the risk appetite and provide a framework for managing the risks that the organization
faces. An internal or external security audit can assess the effectiveness of the information
security strategy, but not its comprehensiveness. A business impact analysis (BIA) can
identify the critical business processes and assets that need to be protected, but not the
overall scope and direction of the information security strategy. References = CISM
Review Manual 2023, page 36 1; CISM Practice Quiz 2
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The best option to enable the capability of an organization to sustain the delivery of
products and services within acceptable time frames and at predefined capacity during a
disruption is B. Business continuity plan (BCP). This is because a BCP is a documented
collection of procedures and information that guides the organization to prepare for,
respond to, and recover from a disruption, such as a natural disaster, a cyberattack, or a
pandemic. A BCP aims to ensure the continuity of the critical business functions and
processes that support the delivery of products and services to the customers and
stakeholders. A BCP also defines the roles, responsibilities, resources, and actions
required to maintain the operational resilience of the organization in the face of a
disruption.

References = CISM Review Manual 15th Edition, Chapter 4, Section 4.2.3, page 2141;
CISM Review Questions, Answers & Explanations Manual 9th Edition, Question 6, page 3
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Data backups are recoverable from an offsite location is the most important thing to verify
when testing an incident response plan for recovery from a ransomware attack, as it
ensures that the organization can restore its data and resume its operations without paying
the ransom or losing critical information. Data backups should be performed regularly,
stored securely, and tested for integrity and availability. (From CISM Review Manual 15th
Edition) References: CISM Review Manual 15th Edition, page 191, section 4.3.4.1.
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Measuring the percentage of controls integrated into business processes is the most
accurate way to determine the alignment of an information security strategy with
organizational goals, as this reflects the extent to which the information security program
supports and enables the business objectives and activities, and reduces the friction and
resistance from the business stakeholders. The percentage of controls integrated into
business processes also indicates the maturity and effectiveness of the information
security program, and the level of awareness and acceptance of the information security
policies and standards among the business users. Number of blocked intrusion attempts,
number of business cases reviewed by senior management, and trends in the number of
identified threats to the business are not the most accurate ways to determine the
alignment of an information security strategy with organizational goals, as they do not
measure the impact and value of the information security program on the business
performance and outcomes, and may not reflect the business priorities and expectations.
References = CISM Review Manual 2023, page 291; CISM Review Questions, Answers &
Explanations Manual 2023, page 372; ISACA CISM - iSecPrep, page 223; CISM Exam
Overview - Vinsys4
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When integrating security risk management into an organization, it is most important to
ensure that the risk management methodology follows an established framework, such as
ISO 31000, NIST SP 800-30, or COBIT. This is because a framework provides a
consistent and structured approach to identify, assess, treat, and monitor risks, and to
align the risk management process with the organization's objectives, culture, and
governance. A framework also helps to ensure compliance with relevant standards and
regulations, and to facilitate communication and reporting of risks to stakeholders.
References: The CISM Review Manual 2023 states that "the risk management
methodology should follow an established framework that provides a consistent and
structured approach to risk management" and that "the framework should be aligned with
the enterprise's objectives, culture, and governance, and should comply with applicable
standards and regulations" (p. 94). The CISM Review Questions, Answers & Explanations
Manual 2023 also provides the following rationale for this answer: "The risk management
methodology follows an established framework is the correct answer because it is the most
important factor to ensure the successful integration of security risk management into an
organization, as it provides a common language and process for managing risks across
the organization" (p. 29). Additionally, the article Integrating Risk Management into
Business Processes from the ISACA Journal 2018 states that "a risk management
framework provides a systematic and comprehensive approach to risk management that
covers the entire risk management cycle, from risk identification to risk monitoring and
reporting" and that "a risk management framework should be aligned with the
organization's strategy, culture, and governance, and should follow recognized standards
and best practices, such as ISO 31000, NIST SP 800-30, or COBIT" (p. 1)
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User access log files contain records of user activities and actions on the system, which
can be used for auditing, monitoring, and investigating purposes. System administrators
should not be able to modify or delete these files to ensure their integrity and availability.
References = CISM Review Manual, 16th Edition, Chapter 3, Section 3.3.2.11
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Intelligent middleware enables dynamic rerouting and automated load balancing, which is
crucial for high availability. This minimizes downtime and ensures continuity without
manual intervention.

"Middleware solutions can provide automated failover capabilities, improving system
resilience and availability."

- CISM Review Manual 15th Edition, Chapter 3: Program Development and Management,
Section:

Availability and Resilience*

Manual failover and cold sites introduce delays, which are not suitable for e-business
environments requiring near-zero downtime.
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The Recovery Time Objective (RTO) defines the maximum acceptable downtime for a
business function or system following a disruption. If the organization requires recovery in
30 minutes, that is the system's RTO.

This metric guides the selection of technologies, staffing, and procedures needed to meet
recovery expectations.

"RTO defines the target time set for the recovery of IT and business activities after a
disruption. It is a key BCP design parameter."

- CISM Review Manual 15th Edition, Chapter 3: Business Continuity and Disaster
Recovery Planning*
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Consistent security is the primary reason for integrating the various assurance functions of
an organization for the information security manager because it ensures that the security
policies and standards are applied uniformly and effectively across different domains,
processes, and systems of the organization.

Comprehensive audits are not the primary reason for integrating the various assurance
functions, but rather a possible outcome or benefit of doing so. A security-aware culture is
not the primary reason for integrating the various assurance functions, but rather a
desirable state or goal of the organization. Compliance with policy is not the primary
reason for integrating the various assurance functions, but rather a basic requirement or
expectation of the organization. References: https://www.isaca.org/resources/isaca-
journal/issues/2016

/volume-4/integrating-assurance-functions https://www.isaca.org/resources/isaca-
journal/issues/2017/volume-
3/how-to-measure-the-effectiveness-of-your-information-security-management-system
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When security is embedded in organizational culture, it becomes a shared responsibility,
increasing adherence and effectiveness.

"A security-aware culture is a key component of an effective security program because it
encourages responsible behavior and supports ongoing risk management."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program
Development and Management, Section: Security Culture ISACA's practice questions
identify security culture as the foundational element impacting the organization's entire
security posture.
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Comprehensive and Detailed Step-by-Step Explanation:

Justifying investments in information security requires aligning proposals with business
objectives to gain management approval.

A). Vulnerability scan results: These provide technical insights but are insufficient for high-
level justification.

B). Competitor benchmark analysis: While useful, this is less relevant than demonstrating
direct alignment with organizational needs.

C). Previous security budget: Historical data may provide context but does not justify future
needs.

D). Business requirements: This is the BEST answer because aligning security
investments with business objectives demonstrates the value and necessity of the program
to stakeholders.

Reference: CISM Job Practice Area 1 (Information Security Governance) focuses on
aligning security initiatives with business goals to secure buy-in.
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The business impact analysis (BIA) is the foundational step in disaster recovery planning.
The CISM Review Manual states that BIA should be performed first to determine critical
business functions, recovery priorities, and the impact of disruptions. Risk assessments
and documentation follow after the BIA.

Reference:ISACA CISM Review Manual, 16th Edition, Page 237-238, "Business Impact
Analysis (BIA) in DRP Development".
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A BCP is a document that outlines the processes and procedures to maintain or resume
critical business functions and minimize the impact of a disruption on the organization's
objectives, customers, and stakeholders. A BCP should be reviewed and updated regularly
to reflect the changes in the organization's environment, risks, resources, and
requirements. An outdated BCP may result in less efficient recovery if an actual incident
occurs, as it may not account for the current situation, dependencies, priorities, or recovery
strategies. This may lead to increased downtime, losses, or damages for the organization.
References = CISM Review Manual 2022, page 3101; CISM Exam Content Outline,
Domain 4, Knowledge Statement 4.82; CISM 2020: Business Continuity3; Part Two:
Business Continuity and Disaster Recovery Plans
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According to the CISM Review Manual (Digital Version), page 212, the incident response
process consists of six phases: preparation, identification, containment, eradication,
recovery, and lessons learned. Containment is the phase where the incident response
team isolates the affected systems or networks to prevent further damage or spread of the
malware. Eradication is the phase where the incident response team removes the malware
and any traces of its activity from the affected systems or networks. Recovery is the phase
where the incident response team restores the normal operations of the systems or
networks. Identification is the phase where the incident response team detects and
analyzes the signs of the incident. Therefore, the information security manager should be
confident that the malware has not continued to spread at the completion of the
containment phase, which is the earliest phase where the incident response team can stop
the propagation of the malware. References = 1: CISM Review Manual (Digital Version),
page 212
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The best way to identify the risk associated with a social engineering attack is to test user
knowledge of information security practices. Social engineering is a type of attack that
exploits human psychology and behavior to manipulate, deceive, or influence users into
divulging sensitive information, granting unauthorized access, or performing malicious
actions. Therefore, user knowledge of information security practices is a key factor that
affects the likelihood and impact of a social engineering attack. By testing user knowledge
of information security practices, such as through quizzes, surveys, or simulated attacks,
the information security manager can measure the level of awareness, understanding, and
compliance of the users, and identify the gaps, weaknesses, or vulnerabilities that need to
be addressed.

Monitoring the intrusion detection system (IDS) (A) is a possible way to detect a social
engineering attack, but not to identify the risk associated with it. An IDS is a system that
monitors network or system activities and alerts or responds to any suspicious or malicious
events. However, an IDS may not be able to prevent or recognize all types of social
engineering attacks, especially those that rely on human interaction, such as phishing,
vishing, or baiting. Moreover, monitoring the IDS is a reactive rather than proactive
approach, as it only reveals the occurrence or consequences of a social engineering
attack, not the potential or likelihood of it.

Reviewing single sign-on (SSO) authentication lags (B) is not a relevant way to identify the
risk associated with a social engineering attack. SSO is a method of authentication that
allows users to access multiple applications or systems with one set of credentials.
Authentication lags are delays or failures in the authentication process that may affect the
user experience or performance. However, authentication lags are not directly related to
social engineering attacks, as they do not indicate the user's knowledge of information
security practices, nor the attacker's attempts or success in compromising the user's
credentials or access.

Performing a business risk assessment of the email filtering system (D) is also not a
relevant way to identify the risk associated with a social engineering attack. An email
filtering system is a system that scans, filters, and blocks incoming or outgoing emails
based on predefined rules or criteria, such as spam, viruses, or phishing. A business risk
assessment is a process that evaluates the potential threats, vulnerabilities, and impacts to
the organization's business objectives, processes, and assets. However, performing a
business risk assessment of the email filtering system does not address the risk
associated with a social engineering attack, as it only focuses on the technical aspects and
performance of the system, not the human factors and behavior of the users.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk
Management, Section: Risk Identification, Subsection: Threat Identification, page 87-881
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Performing comprehensive risk assessments (B) throughout the life of a third-party

contract is the most critical activity because risk posture changes over time due to evolving

threats, business changes, or control degradation. CISM emphasizes that third-party risk is
not static and must be continuously assessed to ensure ongoing alignment with risk

appetite. Disaster recovery testing (A) and SLA updates (C) are important but limited in

scope. Financial reviews (D) focus on cost rather than security risk. Periodic risk

assessments enable timely identification of new risks and ensure appropriate mitigation or

escalation.

References: ISACA CISM Review Manual (Governance-third-party risk lifecycle
management); CISM Exam Content Outline (Domain 2).
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The categorization of incidents is most important for evaluating the risk severity and
incident priority, as these factors determine the impact and urgency of the incident, and the
appropriate level of response and escalation.

The categorization of incidents helps to classify the incidents based on their type, source,
cause, scope, and affected assets or services. By categorizing incidents, the information
security manager can assess the potential or actual harm to the organization, its
stakeholders, and its objectives, and assign a priority level that reflects the need for
immediate action and resolution. The risk severity and incident priority also influence the
allocation of resources, the response and containment requirements, and the
communication channels, but they are not the primary purpose of categorization.
References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.4.1, page 2371;
CISM Online Review Course, Module 4, Lesson 4, Topic 12; CIRT Case Classification
(Draft) - FIRST3
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Wiping the device remotely is the best option to minimize the risk of data exposure from a
stolen personal mobile device. This action will erase all the data stored on the device,
including the sensitive corporate data, and prevent unauthorized access or misuse. Wiping
the device remotely can be done using enterprise mobility management (EMM) or mobile
device management (MDM) tools that allow administrators to remotely manage and secure
mobile devices. Alternatively, some mobile devices have built-in features that allow users
to wipe their own devices remotely using another device or a web portal.

Preventing the user from using personal mobile devices is not a feasible option, as it may
affect the user's productivity and convenience. Moreover, this option does not address the
immediate risk of data exposure from the stolen device.

Reporting the incident to the police is a good practice, but it does not guarantee that the
device will be recovered or that the data will be protected. The police may not have the
resources or the authority to track down the device or access it.

Removing the user's access to corporate data is a preventive measure that can limit the
damage caused by a stolen device, but it does not eliminate the risk of data exposure from
the data already stored on the device.

The user may have cached or downloaded data that can still be accessed by an attacker
even if the user's access is revoked. References = Guidelines for Managing the Security of
Mobile Devices in the Enterprise NIST Special Publication, Section

3.1.11, page 3-8

CISM Review Manual, Chapter 3, page 121

Mobile device security - CISM Certification Domain 2: Information Risk Management Video
Boot Camp

2019, Section 3.3, 00:03:10
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A red team exercise is a simulated cyber attack conducted by a group of ethical hackers or
security experts (the red team) against an organization's network, systems, and staff (the
blue team) to test the organization's ability to detect, respond, and recover from a real
cyber attack. A red team exercise provides an information security manager with the most
accurate indication of the organization's ability to respond to a cyber attack, because it
mimics the tactics, techniques, and procedures of real threat actors, and challenges the
organization' s security posture, incident response plan, and security awareness in a
realistic and adversarial scenario12. A red team exercise can measure the following
aspects of the organization's cyber attack response capability3:

The effectiveness and efficiency of the security controls and processes in preventing,
detecting, and mitigating cyber attacks The readiness and performance of the incident
response team and other stakeholders in following the incident response plan and
procedures The communication and coordination among the internal and external parties
involved in the incident response process The resilience and recovery of the critical assets
and functions affected by the cyber attack The lessons learned and improvement
opportunities identified from the cyber attack simulation The other options, such as a walk-
through of the incident response plan, a black box penetration test, or a simulated phishing
exercise, are not as accurate as a red team exercise in indicating the organization's ability
to respond to a cyber attack, because they have the following limitations4 :

A walk-through of the incident response plan is a theoretical and hypothetical exercise that
involves reviewing and discussing the incident response plan and procedures with the
relevant stakeholders, without actually testing them in a live environment. A walk-through
can help to familiarize the participants with the incident response roles and responsibilities,
and to identify any gaps or inconsistencies in the plan, but it cannot measure the actual
performance and effectiveness of the incident response process under a real cyber attack
scenario.

A black box penetration test is a technical and targeted exercise that involves testing the
security of a specific system or application, without any prior knowledge or access to its
internal details or configuration. A black box penetration test can help to identify the
vulnerabilities and weaknesses of the system or application, and to simulate the
perspective and behavior of an external attacker, but it cannot test the security of the entire
network or organization, or the response of the incident response team and other
stakeholders to a cyber attack.
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A simulated phishing exercise is a social engineering and awareness exercise that
involves sending fake emails or messages to the organization's staff, to test their ability to
recognize and report phishing attempts. A simulated phishing exercise can help to
measure the level of security awareness and training of the staff, and to simulate one of
the most common cyber attack vectors, but it cannot test the security of the network or
systems, or the response of the incident response team and other stakeholders to a cyber
attack.

References = 1: What is a Red Team Exercise? | Redscan 2: Red Team vs Blue Team:
How They Differ and Why You Need Both | CISA 3: Red Team Exercises: What They Are
and How to Run Them | Rapid7 4: What is a Walkthrough Test? | Definition and Examples
| ISACA : Penetration Testing Types: Black Box, White Box, and Gray Box | CISA
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Purchasing cybersecurity insurance is a textbook example of risk transfer - transferring
financial risk to a third party (the insurer).

"Risk transfer shifts the impact of a risk to another party, such as through insurance or
outsourcing."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk
Treatment*
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Results from a gap analysis would provide the most useful information for planning
purposes when preparing an action plan to achieve compliance with local regulatory
requirements by an established deadline. A gap analysis is an assessment of the
difference between an organization's current state of compliance and its desired level or
standard. It is a process used to identify potential areas for improvement by comparing
actual performance with expected performance. A gap analysis can help to prioritize the
actions needed to close the gaps and comply with the regulatory requirements, as well as
to estimate the resources and time required for each action1. The other options are not as
useful as results from a gap analysis for planning purposes when preparing an action plan
to achieve compliance with local regulatory requirements by an established deadline.
Deadlines and penalties for noncompliance are important factors to consider, but they do
not provide information on how to achieve compliance or what actions are needed?2.
Results from a business impact analysis (BIA) are useful for identifying the critical
processes and assets that need to be protected, but they do not provide information on
how to comply with the regulatory requirements or what actions are needed3. An inventory
of security controls currently in place is useful for assessing the current state of
compliance, but it does not provide information on how to comply with the regulatory
requirements or what actions are needed4.
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References: 3: Business impact analysis (BIA) - Wikipedia 2: Compliance Gap Analysis &
Effectiveness Evaluation | SMS 1: What is Gap Analysis in Compliance | Scytale 4: Gap
Analysis & Risk Assessment - Riddle Compliance
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Information security governance (ISG) is the process of establishing and maintaining a
framework to provide assurance that information security strategies are aligned with and
support business objectives, are consistent with applicable laws and regulations through
adherence to policies and internal controls, and provide assignment of responsibility, all in
an effort to manage risk1. Effective ISG ensures that information security is integrated into
corporate governance and is considered an essential component of enterprise
governanceZ2. Information security is not just the responsibility of the information security
team, but of all stakeholders in the organization3. Information security controls are not
assigned to risk owners, but to control owners who are accountable for implementing and
maintaining the controls4. Information security governance is not based on an external
security framework, but on the organization's own objectives, risk appetite, and compliance
requirements. References = 1: CISM Review Manual (Digital Version), page 3 2:

CISM Review Manual (Digital Version), page 4 3: CISM Review Manual (Digital Version),
page 5 4: CISM Review Manual (Digital Version), page 14 : CISM Review Manual (Digital
Version), page 16
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Escalation processes ensure that the provider and the organization can coordinate quickly
and effectively during incidents.

"A clearly defined escalation process ensures that incidents are handled swiftly and with
the appropriate level of authority, particularly when working with cloud service providers."
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- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Cloud and
Outsourced Incident Response* ISACA practice questions reinforce that escalation
processes are critical when collaborating with third parties in incident management.
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Even with cybersecurity insurance, the organization remains ultimately accountable for the

impact of a breach (C). Insurance represents risk transfer, not risk elimination or

avoidance. CISM clearly states that accountability for risk cannot be transferred; only

financial impact may be partially offset. Insurance does not justify reducing security

controls (B) and does not constitute redundant controls (D). Avoidance (A) would require

eliminating the risky activity entirely. Management must continue to manage, monitor, and

mitigate risk in line with appetite, regardless of insurance coverage.

References: ISACA CISM Review Manual (Risk management-risk response strategies, risk

transfer); CISM Exam Content Outline (Domain 1).
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Organizational units contribute to and agree on priorities is the best way to facilitate
effective strategic alignment of security initiatives because it ensures that the security
initiatives are aligned with the business goals and objectives, supported by relevant
stakeholders, and prioritized based on risk and value. The business strategy is periodically
updated is not sufficient to facilitate effective strategic alignment of security initiatives
because it does not involve collaboration or communication between different
organizational units.
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Procedures and standards are approved by department heads is not sufficient to facilitate
effective strategic alignment of security initiatives because it does not reflect the strategic
direction or vision of the organization.

Periodic security audits are conducted by a third-party is not sufficient to facilitate effective
strategic alignment of security initiatives because it does not address the planning or
implementation of security initiatives. References: https://www.isaca.org/resources/isaca-
journal/issues/2016/volume-2/how-to-align- security-initiatives-with-business-goals-and-
objectives https://www.isaca.org/resources/isaca-journal/issues
[2015/volume-1/how-to-measure-the-effectiveness-of-information-security-governance
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Incident management is the activity designed to handle a control failure that leads to a
breach. Incident management is the process of identifying, analyzing, responding to, and
learning from security incidents that may compromise the confidentiality, integrity, or
availability of information assets. Incident management aims to minimize the impact of a
breach, restore normal operations as quickly as possible, and prevent or reduce the
likelihood of recurrence. Incident management involves several steps, such as:
Establishing an incident response team with clear roles and responsibilities Developing
and maintaining an incident response plan that defines the procedures, tools, and
resources for handling incidents Implementing detection and reporting mechanisms to
identify and communicate incidents Performing triage and analysis to assess the scope,
severity, and root cause of incidents Containing and eradicating the threat and preserving
evidence for investigation and legal purposes Recovering and restoring the affected
systems and data to a secure state Evaluating and improving the incident response
process and controls based on lessons learned and best practices References = CISM
Review Manual, 16th Edition, ISACA, 2021, pages 223-232.
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The disk hash value is a unique identifier that is calculated from the binary data of the disk.
It is used to verify that the disk image is an exact copy of the original disk and that no
changes have occurred during the acquisition or analysis process. The disk hash value is
stored externally, such as on a CD-ROM or a USB drive, to prevent tampering or
corruption. The disk hash value can also be used as evidence in court to prove the
authenticity and reliability of the digital evidence123 References = 1. CISM Review Manual
15th Edition, ISACA, 2017, page 2532: Guide to Computer Forensics and Investigations
Fourth Edition, page 4-103:

Forensic disk acquisition over the network, Andrea Fortuna, 2018.

The main purpose of creating and storing an external disk hash value when performing
forensic data acquisition from a hard disk is to validate the integrity of the data during the
analysis. This is done by comparing the original hash value of the disk to the hash value
created during the acquisition process, which can be used to ensure that the data has not
been tampered with or corrupted in any way. Additionally, by creating a hash value of the
disk, it can be used to quickly verify the integrity of any data that is accessed from the disk
in the future.
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Comprehensive and Detailed Step-by-Step Explanation:

Risk-based vulnerability management prioritizes vulnerabilities based on the potential
impact on critical assets.

* A. The information available about the vulnerability: While important for assessing risk, it
does not directly determine the priority.

* B. The sensitivity of the asset and the data it contains: This is the BEST answer because
prioritizing vulnerabilities based on the criticality of the affected assets ensures that high-
impact threats are addressed first.

* C. IT resource availability and constraints: These are logistical considerations but should
not outweigh risk impact.

* D. Whether patches have been developed and tested: Patches are important for
remediation but do not determine prioritization.

Reference: CISM Job Practice Area 2 (Risk Management) emphasizes considering asset
criticality when prioritizing vulnerabilities.
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The program goals are communicated and understood by the organization is the most
important factor for the effective implementation of an information security governance
program because it ensures that the program is aligned with the business objectives and
supported by the stakeholders. Employees receive customized information security training
is not the most important factor, but rather a means to achieve the program goals and raise
awareness among the staff. The program budget is approved and monitored by senior
management is not the most important factor, but rather a resource to enable the program
activities and measure its performance. Information security roles and responsibilities are
documented is not the most important factor, but rather a way to define and assign the
program tasks and accountabilities. References: https://www.isaca.
org/resources/isaca-journal/issues/2015/volume-1/how-to-measure-the-effectiveness-of-
information-security- governance https://www.isaca.org/resources/isaca-
journal/issues/2016/volume-2/how-to-align-security- initiatives-with-business-goals-and-
objectives
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= Testing response scenarios is the most important factor in increasing the effectiveness of
incident responders, as it allows them to practice their skills, identify gaps and
weaknesses, evaluate the adequacy and feasibility of the incident response plan, and
improve their coordination and communication. Testing response scenarios can also help
to enhance the confidence and readiness of the incident responders, as well as to
measure their performance and compliance with the policies and procedures. Testing
response scenarios can be done through various methods, such as tabletop exercises,
simulations, drills, or full-scale exercises, depending on the scope, objectives, and
complexity of the scenarios.

The other options are not as important as testing response scenarios, although they may
also contribute to the effectiveness of incident responders. Communicating with the
management team is important to ensure that the incident responders have the necessary
support, resources, and authority to carry out their tasks, as well as to report the status and
outcomes of the incident response. However, communication alone is not sufficient to
increase the effectiveness of incident responders, as they also need to have the relevant
knowledge, skills, and experience to handle the incidents. Integrating staff with the IT
department may help to facilitate the collaboration and information sharing between the
incident responders and the IT staff, who may have the technical expertise and access to
the systems and data involved in the incidents. However, integration alone is not enough to
increase the effectiveness of incident responders, as they also need to have the
appropriate roles, responsibilities, and processes to manage the incidents. Reviewing the
incident response plan annually is important to ensure that the plan is updated and aligned
with the current risks, threats, and business requirements, as well as to incorporate the
lessons learned and best practices from previous incidents.


https://www.jpnshiken.com/q/65182-5991806/
https://www.jpnshiken.com/q/65182-5991807/

However, reviewing the plan alone is not enough to increase the effectiveness of incident
responders, as they also need to test and validate the plan in realistic scenarios and
conditions. References = CISM Review Manual, 16th Edition, ISACA, 2022, pp. 223-225,
230-231.

CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1004.
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A mature information security program is one that is aligned with the business strategy,
objectives, and culture, and that delivers value to the organization by effectively managing
the information security risks and enhancing the security posture. Optimizing the security
resources means that the program uses the available human, financial, and technical
resources in the most efficient and effective way, and that it continuously monitors and
improves the performance and maturity of the security processes and controls.
References = CISM Review Manual 2022, page 331; CISM Exam Content Outline, Domain
1, Knowledge Statement 1.22; What is a Mature Information Security Program?; How to
Measure the Maturity of Your Cybersecurity Program

B3 CISM-JPNRIZE4E 2 JPNTest.comiZfit St CISM-JPNRERIC &K T B C LIS
RICIZBF T ! JPNTest.com(I G HZFHCISM-JPNAERER et L

9, JPNTest.com CISM-JPNEERfEREE T D EH S NFE L1z, & Z TCISM-JPNFE=E
EDTRAMIVUDVEFITANTET  XFBOT7 Y ¢

A _ https://www.jpntest.com/shiken/CISM-JPN-mondaishu 10415, 3 0% « A ho >

k. 4RI7%EI5|1a— F: JPNshiken)

B: 362

HHHMBTIE, 7 FABODR 2 v INRETHTRI by T avEa—2DRDYIZA
TJLy FEEFRALTVWET, CN6D2TLY MIFEBERBEDRR T—A0NEENTSEH
U BHD)RAINKREMIZEE>TVWET , OV RV ZEZERTHDITHRHFZILDODIE
ROENTL LD,

A. ENAILTINA REE (MDM) B9 5

B.UE—FJA THBEZRELFT,

C.HBINBHERARY—ZERLET,


https://www.jpnshiken.com/q/65182-5991808/
https://www.jpntest.com/shiken/CISM-JPN-mondaishu

D. ENAILTNAAD) RV FHEEERT 5

IEfR: (EffZzRTLET)

A key risk indicator (KRI) is a metric that provides an early warning of potential exposure to
a risk. A KRI should be relevant, measurable, timely, and actionable. The most important
factor in an organization's selection of a KRl is the criticality of information, which means
that the KRI should reflect the value and sensitivity of the information assets that are
exposed to the risk. For example, a KRI for data breach risk could be the number of
unauthorized access attempts to a database that contains confidential customer data. The
criticality of information helps to prioritize the risks and focus on the most significant ones.
References:

https://www.isaca.org/credentialing/cism https://www.wiley.com/en-us
/CISM+Certified+Information+Security+Manager+Study+Guide-p-9781119801948
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= Initiating the organization's incident response process is the best course of action for the
information security manager when a cloud application used by the organization is found to
have a serious vulnerability.

The incident response process is a set of predefined steps and procedures that aim to
contain, analyze, resolve, and learn from security incidents. The information security
manager should follow the incident response process to ensure that the vulnerability is
properly reported, assessed, mitigated, and communicated to the relevant stakeholders.
The incident response process should also involve the cloud service provider (CSP) and
the business owner of the application, as they are responsible for the security and
functionality of the cloud application. Instructing the vendor to conduct penetration testing,
suspending the connection to the application in the firewall, and reporting the situation to
the business owner of the application are all possible actions that may be taken as part of
the incident response process, but they are not the best initial course of action.
Penetration testing may help to identify the root cause and the impact of the vulnerability,
but it may also cause further damage or disruption to the cloud application. Suspending the
connection to the application in the firewall may prevent unauthorized access or
exploitation of the vulnerability, but it may also affect the availability and continuity of the
cloud application. Reporting the situation to the business owner of the application is an
important step to inform them of the risk and the potential business impact, but it is not
sufficient to address the vulnerability and its consequences. Therefore, the information
security manager should initiate the incident response process as the best course of
action, and then perform the other actions as appropriate based on the incident response
plan and the risk assessment. References = CISM Review Manual

2023, page 211 1; CISM Practice Quiz 2
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The primary advantage of performing black-box control tests as opposed to white-box
control tests is that they simulate real-world attacks. Black-box control tests are a software
testing methodology in which the tester analyzes the functionality of an application without
a thorough knowledge of its internal design. Conversely, in white-box control tests, the
tester is knowledgeable of the internal design of the application and analyzes it during
testing. By performing black-box control tests, the tester can mimic the perspective and
behavior of an external attacker who does not have access to the source code or the
implementation details of the application.
This way, the tester can evaluate how the application responds to different inputs and
scenarios, and identify any vulnerabilities or errors that may affect its functionality or
security. The other options are not the primary advantage of performing black-box control
tests, although they may be some benefits or drawbacks depending on the context.
Causing fewer potential production issues is not necessarily true, as black-box control
tests may still introduce errors or disruptions to the application if not performed carefully.
Requiring less IT staff preparation is not always true, as black-box control tests may still
require a lot of planning and documentation to ensure adequate test coverage and quality.
Identifying more threats is not necessarily true, as black-box control tests may miss some
threats that are hidden in the internal logic or structure of the application.
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The best way to achieve compliance with new global regulations related to the protection
of personal information is to determine the current and desired state of controls, as this
helps the information security manager to identify the gaps and requirements for
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compliance, and to prioritize and implement the necessary actions and measures to meet
the regulatory standards. The current state of controls refers to the existing level of
protection and compliance of the personal information, while the desired state of controls
refers to the target level of protection and compliance that is required by the new
regulations. By comparing the current and desired state of controls, the information
security manager can assess the maturity and effectiveness of the information security
program, and plan and execute a risk treatment plan to address the risks and issues
related to the protection of personal information. Executing a risk treatment plan, reviewing
contracts and statements of work (SOWSs) with vendors, and implementing data
regionalization controls are also important, but not as important as determining the current
and desired state of controls, as they are dependent on the outcome of the gap analysis
and the risk assessment, and may not be sufficient or appropriate to achieve compliance
with the new regulations. References = CISM Review Manual 2023, page 491; CISM
Review Questions, Answers & Explanations Manual 2023, page 352; ISACA CISM -
iSecPrep, page 203
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The eradication phase of incident response is the stage where the incident response team
documents and performs the actions required to remove the threat that caused the
incident1. This phase involves identifying and eliminating the root cause of the incident,
such as malware, compromised accounts, unauthorized access, or misconfigured
systems2. The eradication phase also involves restoring the affected systems to a secure
state, deleting any malicious files or artifacts, and verifying that the threat has been
completely removed2. The eradication phase is the first step in returning a compromised
environment to its proper state2.

The other phases of incident response are:

Preparation: The phase where the incident response team prepares for potential incidents
by defining roles, responsibilities, procedures, tools, and resources1.

Detection and analysis: The phase where the incident response team identifies and
prioritizes the incidents based on their severity, impact, and urgency1.

Containment: The phase where the incident response team isolates the affected systems
or networks to prevent the spread of the incident and minimize the damage1.


https://www.jpnshiken.com/q/65182-5991817/

Recovery: The phase where the incident response team restores the normal operations of
the systems or networks, and implements any necessary changes or improvements to
prevent recurrence1.

Post-incident review: The phase where the incident response team evaluates the
effectiveness of the incident response process, identifies the lessons learned, and provides
recommendations for improvement1. References = 3: Critical Incident Stress
Management: CISM Implementation Guidelines 2:

What is the Eradication Phase of Incident Response? - RSI Security 1: Incident Response
Models - ISACA
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Cost-benefit analysis (CBA) is a method of comparing the costs and benefits of different
alternatives for achieving a desired outcome. CBA can help information security managers
to choose the best controls to mitigate risk to acceptable levels by providing a rational and
objective basis for decision making. CBA can also help information security managers to
justify their choices to senior management, stakeholders, and auditors by demonstrating
the value and return on investment of the selected controls. CBA can also help information
security managers to prioritize and allocate resources for implementing and maintaining
the controls12.

CBA involves the following steps12:

Identify the objectives and scope of the analysis

Identify the alternatives and options for achieving the objectives

Identify and quantify the costs and benefits of each alternative

Compare the costs and benefits of each alternative using a common metric or criteria
Select the alternative that maximizes the net benefit or minimizes the net cost Perform a
sensitivity analysis to test the robustness and validity of the results Document and
communicate the results and recommendations CBA is mainly driven by the information
security manager's decision, but it can also take into account other factors such as best
practices, control frameworks, and regulatory requirements. However, these factors are not
the primary drivers of CBA, as they may not always reflect the specific needs and context
of the organization. Best practices are general guidelines or recommendations that may
not suit every situation or environment. Control frameworks are standardized models or
methodologies that may not cover all aspects or dimensions of information security.
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Regulatory requirements are mandatory rules or obligations that may not address all risks
or threats faced by the organization. Therefore, CBA is the best method to choose the
most appropriate and effective controls to mitigate risk to acceptable levels, as it considers
the costs and benefits of each control in relation to the organization's objectives,
resources, and environment12. References = CISM Domain 2: Information Risk
Management (IRM) [2022 update], Five Key Considerations When Developing Information
Security Risk Treatment Plans
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= Information classification is the process of assigning appropriate labels to information
assets based on their sensitivity and value to the organization. Information classification
should be aligned with the business objectives and risk appetite of the organization, and
should be reviewed periodically to ensure its accuracy and relevance. The information
security manager is responsible for establishing and maintaining the information
classification policy and procedures, as well as providing guidance and oversight to the
data owners and custodians. Data owners are the individuals who have the authority and
accountability for the information assets within their business unit or function. Data owners
are responsible for determining the appropriate classification level and security controls for
their information assets, as well as ensuring compliance with the information classification
policy and procedures. Data custodians are the individuals who have the operational
responsibility for implementing and maintaining the security controls for the information
assets assigned to them by the data owners.

If the information security manager believes that information has been classified
inappropriately, increasing the risk of a breach, the best action is to complete a risk
assessment and refer the results to the data owners. A risk assessment is a systematic
process of identifying, analyzing, and evaluating the risks associated with the information
assets, and recommending appropriate risk treatment options. By conducting a risk
assessment, the information security manager can provide objective and evidence-based
information to the data owners, highlighting the potential impact and likelihood of a breach,
as well as the cost and benefit of implementing additional security controls. This will enable
the data owners to make informed decisions about the appropriate classification level and
security controls for their information assets, and to justify and document any deviations
from the information classification policy and procedures.
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The other options are not the best actions for the information security manager. Refering
the issue to internal audit for a recommendation is not the best action, because internal
audit is an independent and objective assurance function that provides assurance on the
effectiveness of governance, risk management, and control processes. Internal audit is not
responsible for providing recommendations on information classification, which is a
management responsibility. Re-classifying the data and increasing the security level to
meet business risk is not the best action, because the information security manager does
not have the authority or accountability for the information assets, and may not have the
full understanding of the business context and objectives of the data owners. Instructing
the relevant system owners to reclassify the data is not the best action, because system
owners are not the same as data owners, and may not have the authority or accountability
for the information assets either. System owners are the individuals who have the authority
and accountability for the information systems that process, store, or transmit the
information assets. System owners are responsible for ensuring that the information
systems comply with the security requirements and controls defined by the data owners
and the information security manager. References = CISM Review Manual, 16th Edition,
ISACA, 2020, pp. 49-51, 63-64, 69-701; CISM Online Review Course, Domain 3:
Information Security Program Development and Management, Module 2: Information
Security Program Framework, ISACA2
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The third party's lack of compliance with local regulations poses the greatest risk to the
organization, as it may expose the organization to legal, regulatory, or reputational

>0 0 Wm>
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consequences, such as fines, sanctions, lawsuits, or loss of customer trust. Payroll
information is considered sensitive personal data that may be subject to different privacy
and security laws depending on the jurisdiction where it is generated, processed, or stored.
Therefore, the organization should ensure that the third party adheres to the applicable
regulations and standards, and obtains the necessary certifications or attestations to
demonstrate compliance.

References = CISM Review Manual 2022, page 361; CISM Exam Content Outline, Domain
1, Task

1.22; Ensuring Vendor Compliance and Third-Party Risk Mitigation; How to Manage
Access Risk Regarding Third-Party Service Providers
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The CISM Review Manual emphasizes that the success of a DRP (Disaster Recovery
Plan) depends greatly on clear communication of the plan to all stakeholders. Stakeholders
must be aware of their roles and responsibilities during an incident to ensure the plan can
be effectively executed. While testing, updating, and reviewing the plan are also important,
communication is critical to effective execution.

Reference:ISACA CISM Review Manual, 16th Edition, Page 250-251, "Disaster Recovery
Planning - Key Success Factors".
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he greatest concern for an information security manager of a large multinational
organization when outsourcing data processing to a cloud service provider is the local laws
and regulations that may apply to the data and the cloud service provider. Local laws and
regulations may vary significantly across different jurisdictions and may impose different
requirements or restrictions on the data protection, privacy, security, sovereignty, retention,
disclosure, transfer, or access. These laws and regulations may also create potential
conflicts or inconsistencies with the organization's own policies, standards, or contractual
obligations.

Therefore, an information security manager should conduct a thorough legal and
regulatory analysis before outsourcing data processing to a cloud service provider and
ensure that the cloud service provider complies with all the applicable laws and regulations
in the relevant jurisdictions.

References = CISM Manual1, Chapter 3: Information Security Program Development
(ISPD), Section 3.1:

Outsourcing2

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles 2: 1
Outsourcing data processing to a cloud service provider may expose the organization to
different legal and regulatory requirements depending on the location of the data and the
vendor. This could affect the organization's compliance and liability in case of a breach or
dispute. Therefore, the information security manager should be most concerned about the
local laws and regulations that apply to the outsourcing arrangement.
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The next step for the information security manager should be to inventory and review the
current security policies to understand the existing security requirements, controls, and
gaps. This will help to identify the areas that need to be updated, revised, or replaced to
align with the current business needs and objectives, as well as the legal and regulatory
requirements. Updating the policies in accordance with the best business practices,
performing a risk assessment of the current IT environment, or gaining an understanding of
the current business direction are important activities, but they should be done after
reviewing the current security policies.

References = CISM Review Manual, 16th Edition eBook1, Chapter 1: Information Security
Governance, Section: Information Security Policies, Standards, Procedures and
Guidelines, Subsection: Information Security Policies, Page 28.
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= According to the CISM Review Manual, the information security manager should actively
engage with stakeholders to align security and business goals. This means understanding
the business needs, expectations, and risk appetite of the stakeholders, and
communicating the value and benefits of security initiatives to them.

By engaging with stakeholders, the information security manager can also gain their
support and commitment for security programs and projects, and ensure that security
objectives are aligned with business strategy and priorities. References = CISM Review
Manual, 16th Edition, ISACA, 2020, page 23.
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Risk ownership should be assigned when the risk is identified (C). CISM emphasizes early
assignment of ownership to ensure accountability for analysis, treatment decisions, and
monitoring throughout the risk lifecycle. Waiting until treatment execution (A) delays
accountability, while asset ownership (B) or vulnerability identification (D) alone does not
ensure ownership of the broader business risk. Early ownership ensures risks are properly
evaluated, escalated, and managed in line with risk appetite.

References: ISACA CISM Review Manual (Risk management-risk lifecycle and
accountability); CISM Exam Content Outline (Domain 1).
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The contribution of recovery point objective (RPO) to disaster recovery is to define backup
strategy because it determines the maximum amount of data loss that is acceptable to an
organization after a disruption, and guides the frequency and type of backups needed to
restore the data to a usable format1. Minimize outage periods is not a contribution of RPO,
but rather a contribution of recovery time objective (RTO), which defines the maximum
amount of time that is acceptable to restore normal operations after a disruption2.
Eliminate single points of failure is not a contribution of RPO, but rather a goal of high
availability (HA), which ensures that systems or services are continuously operational and
resilient3. Reduce mean time between failures (MTBF) is not a contribution of RPO, but
rather a measure of reliability, which indicates the average time that a system or
component operates without failure4. References: 1 https://www.
druva.com/glossary/what-is-a-recovery-point-objective-definition-and-related-fags 2
https://www.druva.com
/glossary/what-is-a-recovery-time-objective-definition-and-related-faqs 3
https://www.fortinet.com/resources

/cyberglossary/high-availability 4 https://www.fortinet.com/resources/cyberglossary/mean-
time-between- failures
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Business impact analysis (BIA) is the most helpful in determining the criticality of an
organization's business functions because it is a process of identifying and evaluating the
potential effects of disruptions or interruptions to those functions. BIA helps to prioritize the
recovery of the most critical functions and to estimate the resources and time needed for
the recovery. Therefore, business impact analysis (BIA) is the correct answer.

References:
https://www.linkedin.com/pulse/business-continuity-critical-functions-tino-marquez
https://www.techtarget.com/searchitchannel/feature/Business-impact-analysis-for-
business-continuity- Understanding-impact-criticality

B f: 383

RDEND R O—ITR>THBICRERDOFER X 1) T+ ZEHZEASDICKRET
L &2H?

A. 1RH

B. FIE

C. Rl

D.A—X35M4 >

IEf#: (EffZzRLET)

Standards (A) best convey minimum information security requirements in alignment with
organizational policies. In CISM governance, policies define management's intent and
direction at a high level, while standards translate that intent into mandatory, enforceable
minimum requirements that must be met across the organization. Standards ensure
consistency and provide a clear benchmark against which compliance can be measured.
Procedures (B) describe how to perform specific tasks and are operational in nature; they
are derived from standards and policies, not used to define minimum requirements.
Regulations (C) are external mandates imposed by laws or regulatory bodies and are not
internally defined mechanisms for conveying organizational security requirements.
Baselines (D) typically represent a starting configuration or reference point for systems,
often derived from standards, but they do not formally communicate organizational
requirements on their own.

CISM clearly defines the hierarchy as policy # standards # procedures/guidelines, where
standards play the critical role of establishing the minimum acceptable level of security
needed to support governance objectives and ensure policy enforcement throughout the
enterprise.

References:

ISACA CISM Review Manual, Information Security Governance - policy, standards, and
procedures hierarchy ISACA CISM Exam Content Outline, Domain 2: Information Security
Governance
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The primary basis for determining the value of assets should be the business cost when
assets are not available. This is because the value of assets is not only determined by their
acquisition or replacement cost, but also by their contribution to the organization's
business objectives and processes. The business cost when assets are not available
reflects the potential impact of losing or compromising the assets on the organization's
operations, performance, reputation, and compliance. The business cost when assets are
not available can be estimated by conducting a business impact analysis (BIA), which
identifies the criticality, dependencies, and recovery requirements of the assets. By using
the business cost when assets are not available as the primary basis for determining the
value of assets, the organization can prioritize the protection and management of the
assets according to their importance and risk level. References = CISM Review Manual
15th Edition, page 64, page 65.
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The priority for implementing security controls should be based on the results of BlAs,
which identify the criticality and recovery requirements of business processes and the
supporting information assets. BlAs help to align security controls with business needs and
objectives, and to optimize the allocation of security resources. Alignment with industry
benchmarks, possibility of reputational loss due to incidents, and availability of security
budget are important factors, but they are not the most important consideration for
determining the priority for implementing security controls. References = CISM Review
Manual, 16th Edition, page 971; CISM Review Questions, Answers & Explanations
Manual, 10th Edition, page 2672
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Key Control Indicators (KCls) are essential to measuring the effectiveness and
performance of security controls. Without them:

The organization cannot assess if controls are working as intended

It's difficult to demonstrate due diligence

Risks may go unnoticed

While other answers point to operational concerns, the complete absence of KCls presents
a critical governance gap that compromises the organization's ability to monitor and
manage control health.

"KCls provide actionable metrics that support proactive control management and are
fundamental to governance and assurance."

- CISM Review Manual 15th Edition, Chapter 1: Governance Metrics and Reporting*
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According to the NIST SP 800-61 Computer Security Incident Handling Guide1, the first
step in responding to a cybersecurity incident is to invoke the incident response plan (IRP),
which is a written document that defines the roles, responsibilities, and procedures for
dealing with a confirmed or suspected security breach1. The IRP helps the organization to
prepare for, detect, analyze, contain, eradicate, recover from, and learn from incidents1.
Invoking the IRP ensures that the right personnel and resources are mobilized to
effectively deal with the threat and minimize the impact.

References = 1: NIST SP 800-61: 1. Introduction1
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According to the CISM Review Manual, information asset classification is the first step in
an information asset management program, as it provides the basis for determining the
level of protection required for each asset. System owners, key applications and
information asset inventory are subsequent steps that depend on the classification of the
assets.

References = CISM Review Manual, 27th Edition, Chapter 1, Section 1.4.2, page 381.

B : 389

HBOBEREX1) T4 TRV SLICEEEZREFIHLVRRZGENARREINEL, B
WX T4 IRx—Vv—DRIDICMEIRETEERDSI L ENTI D,

A XYy TRaHEERITLET,

B.AVFIY—VZEERLET,

C. EHEMICEFMLET,

D. ELRAADEEZHILET,

EfE:C(AAV FEHEKT D)

= A new regulatory requirement affecting an organization's information security program is
released. The information security manager's first course of action should be to notify the
legal department, as they are responsible for ensuring compliance with the relevant laws
and regulations. The legal department can advise the information security manager on how
to interpret and implement the new requirement, as well as what are the potential
implications and risks for the organization12.

References = 1: CISM Review Manual (Digital Version), page 271 2: CISM Review Manual
(Print Version), page 271 Learn more:

1. isaca.org2. csoonline.com
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= The organizational tolerance to service interruption is the most important consideration
when defining a recovery strategy in a business continuity plan (BCP), as it reflects the
degree of risk that the organization is willing to accept in the event of a disaster. The
organizational tolerance to service interruption determines the acceptable level of
downtime, data loss, or disruption that the organization can tolerate, and thus guides the
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selection of recovery objectives, strategies, and resources. Legal and regulatory
requirements are external factors that influence the recovery strategy, but are not the
primary consideration. Likelihood of a disaster is a factor that affects the recovery strategy,
but is not the most important one. Geographical location of the backup site is a factor that
affects the recovery strategy, but is not as critical as organizational tolerance to service
interruption. References = CISM Review Manual, 16th Edition, page 1731; CISM Review
Questions, Answers & Explanations Manual, 10th Edition, page 792 Learn more:

1. isaca.org2. amazon.com3. gov.uk
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During post-incident review is the best time to update the incident response plan after
observing several deficiencies in the current plan while responding to a high-profile
security incident. A post-incident review is a process of analyzing and evaluating the
incident response activities, identifying the lessons learned, and documenting the
recommendations and action items for improvement. Updating the incident response plan
during post-incident review helps to ensure that the plan reflects the current best practices,
addresses the gaps and weaknesses, and incorporates the feedback and suggestions
from the incident response team and other stakeholders. Therefore, during post-incident
review is the correct answer.

References:

* https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-

Basics 508c.pdf

* https://www.techtarget.com/searchsecurity/feature/5-critical-steps-to-creating-an-
effective-incident- response-plan

* https://www.integrify.com/blog/posts/incident-response-plan-need-an-update/
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Requiring the provider to follow stringent data classification procedures is the BEST way to
ensure data is not co-mingled or exposed when using a cloud service provider, because it
helps to define the sensitivity and confidentiality levels of the data and the corresponding
security controls and access policies that should be applied. Data classification procedures
can help to prevent unauthorized access, disclosure, modification, or deletion of the data,
as well as to segregate the data from other customers' data.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 72: "Data classification is the process
of assigning a level of sensitivity to data that reflects its importance and the impact of its
disclosure, alteration, or destruction." CISM Review Manual, 16th Edition, ISACA, 2020, p.
73: "Data classification should be based on the business requirements for confidentiality,
integrity, and availability of the data, and should consider the legal, regulatory, and
contractual obligations of the enterprise." Best Practices to Manage Risks in the Cloud -
ISACA: "Commingling of data: A big concern many enterprises have with public cloud
services is the commingling of data with that of the cloud provider's other customers. One
of your first questions should be: "How do you ensure that my data is not commingled with
others?" How does the cloud provider ensure that only your team has access to your
data?"
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Business agility is a desired outcome of information security governance, as it enables the
organization to respond quickly and effectively to changing business needs and
opportunities, while maintaining a high level of security and risk management. Information
security governance provides the strategic direction, policies, standards, and oversight for
the information security program, ensuring that it aligns with the organization's business
objectives and stakeholder expectations. Information security governance also facilitates
the integration of security into the business processes and systems, enhancing the
organization's ability to adapt to the dynamic and complex environment. By implementing
information security governance, the organization can achieve business agility, as well as
other benefits such as improved risk management, compliance, reputation, and value
creation. References = CISM Review Manual 15th Edition, page 25.
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Providing the help desk with clear criteria for what constitutes a security incident (C) is the
most effective way to enable early recognition. In CISM incident management, frontline
functions such as the help desk are critical for early detection and escalation, but only if
they understand what events require security attention.
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Reviewing call logs (A) or participating in post-incident reviews (B) improves awareness
after the fact, not recognition in real time. Including help desk staff on the response team
(D) is unnecessary and impractical for incident identification. Clearly defined criteria and
escalation thresholds empower the help desk to act quickly and consistently.
References: ISACA CISM Review Manual (Incident management-incident identification
and escalation); CISM Exam Content Outline (Domain 4).
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Conflicting legal requirements would be of greatest concern when consolidating the
information security policies of regional locations, as they may pose significant challenges
and risks for the organization's compliance, privacy, and data protection obligations.
Different jurisdictions may have different laws and regulations regarding information
security, such as the General Data Protection Regulation (GDPR) in the European Union,
the Health Insurance Portability and Accountability Act (HIPAA) in the United States, or the
Personal Information Protection and Electronic Documents Act (PIPEDA) in Canada.
These laws and regulations may have different definitions, scopes, standards, and
enforcement mechanisms for information security, which may create conflicts or
inconsistencies when applying a unified policy across the organization.

Therefore, the information security manager should conduct a thorough analysis of the
legal requirements of each location, and ensure that the consolidated policy meets the
highest level of compliance and avoids any violations or penalties.

References = CISM Review Manual 2022, page 361; CISM Exam Content Outline, Domain
1, Task

1.22; CISM 2020: IT Security Policies; Information Security Due Diligence Questionnaire
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Performing a post-incident review (also known as a lessons-learned session) is the best
way to ensure similar incidents are identified and addressed more efficiently in the future.
This review helps in understanding what went wrong, what went right, and how processes
can be improved. The knowledge gained from the review can be incorporated into incident
response plans and training.

"Post-incident reviews help determine root causes, assess the effectiveness of the
response, and identify opportunities for improvement."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Post-
incident Analysis Additionally, the ISACA CISM Practice Question Database emphasizes
that post-incident reviews are essential for improving future response times and
understanding patterns of threats.
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= The most important reason to ensure information security is aligned with the
organization's strategy is to optimize security risk management. Information security is not
an isolated function, but rather an integral part of the organization's overall objectives,
processes, and governance. By aligning information security with the organization's
strategy, the information security manager can ensure that security risks are identified,
assessed, treated, and monitored in a consistent, effective, and efficient manner1.
Alignment also enables the information security manager to communicate the value and
benefits of information security to senior management and other stakeholders, and to
justify the allocation of resources and investments for security initiatives2. Alignment also
helps to establish clear roles and responsibilities for information security across the
organization, and to foster a culture of security awareness and accountability3. Therefore,
alignment is essential for optimizing security risk management, which is the process of
balancing the protection of information assets with the business objectives and risk


https://www.jpnshiken.com/q/65182-5991846/
https://www.jpnshiken.com/q/65182-5991847/

appetite of the organization4. References = 1: CISM Exam Content Outline | CISM
Certification | ISACA 2: CISM_Review_Manual Pages 1-30 - Flip PDF Download |
FlipHTMLS5 3: CISM 2020: Information Security & Business Process Alignment 4: CISM
Review Manual 15th Edition, Chapter 2, Section 2.1
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Change control is the process of ensuring that changes to an information system are
authorized, tested, documented and implemented in a controlled manner. Inadequate
change control can result in deficient technical security controls, such as missing patches,
misconfigurations, vulnerabilities or errors in the new application.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 2291
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The best way to ensure that relevant controls are applied to a project is to involve
information security at each stage of project management. This will help to identify and
address the security risks and requirements of the project from the beginning, and to
integrate security controls into the project design, development, testing, and
implementation. This will also help to avoid adding unnecessary or ineffective controls
post-production, which can increase the project cost and complexity, and reduce the
project performance and quality. By involving information security at each stage of project
management, the information security manager can ensure that the project delivers the
expected security value and aligns with the organization's security strategy and objectives.
References = CISM Review Manual 15th Edition, page 41.
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A security awareness program is a set of activities designed to educate and motivate
employees to adopt secure behaviors and practices. A security awareness program should
be aligned with the organization's business strategy, which defines the vision, mission,
goals and objectives of the organization. The most important factor to consider when
aligning a security awareness program with the business strategy is the people and culture
of the organization, because they are the primary target audience and the key enablers of
the program. The people and culture of the organization influence the level of awareness,
the attitude and the behavior of the employees towards information security. Therefore, a
security awareness program should be tailored to the specific needs, preferences, values
and expectations of the people and culture of the organization, and should use appropriate
methods, channels, messages and incentives to engage and influence them. A security
awareness program that is aligned with the people and culture of the organization will have
a higher chance of achieving its objectives and improving the overall security posture of
the organization.

References =

CISM Review Manual 15th Edition, page 1631

CISM 2020: Information Security & Business Process Alignment, video 22
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The technical capabilities of the provider are the MOST important thing for an information
security manager to verify when selecting a third-party forensics provider because they
determine the quality, reliability, and validity of the forensic services and results that the
provider can deliver. The technical capabilities of the provider include the skills,
experience, and qualifications of the forensic staff, the methods, tools, and standards that
the forensic staff use, and the facilities, equipment, and resources that the forensic staff
have. The information security manager should verify that the technical capabilities of the
provider match the forensic needs and expectations of the organization, such as the type,
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scope, and complexity of the forensic investigation, the legal and regulatory requirements,
and the time and cost constraints12. The existence of a right-to-audit clause (A) is an
important thing for an information security manager to verify when selecting a third-party
forensics provider, but it is not the MOST important thing. A right-to-audit clause is a
contractual provision that grants the organization the right to audit or review the
performance, compliance, and security of the provider. A right-to-audit clause can help to
ensure the accountability, transparency, and quality of the provider, as well as to identify
and resolve any issues or disputes that may arise during or after the forensic service.
However, a right-to-audit clause does not guarantee that the provider has the technical
capabilities to conduct the forensic service effectively and efficiently12. The results of the
provider's business continuity tests (B) are an important thing for an information security
manager to verify when selecting a third-party forensics provider, but they are not the
MOST important thing. The results of the provider's business continuity tests can indicate
the ability and readiness of the provider to continue or resume the forensic service in the
event of a disruption, disaster, or emergency. The results of the provider's business
continuity tests can help to assess the availability, resilience, and recovery of the provider,
as well as to mitigate the risks of losing or compromising the forensic evidence or data.
However, the results of the provider's business continuity tests do not ensure that the
provider has the technical capabilities to perform the forensic service accurately and
professionally12. The existence of the provider's incident response plan (D) is an important
thing for an information security manager to verify when selecting a third-party forensics
provider, but it is not the MOST important thing. The existence of the provider's incident
response plan can demonstrate the preparedness and capability of the provider to detect,
report, and respond to any security incidents that may affect the forensic service or the
organization. The existence of the provider's incident response plan can help to protect the
confidentiality, integrity, and availability of the forensic evidence or data, as well as to
comply with the legal and contractual obligations. However, the existence of the provider's
incident response plan does not confirm that the provider has the technical capabilities to
execute the forensic service competently and ethically12. References = 1: CISM Review
Manual 15th Edition, page 310-3111; 2: A Risk-Based Management Approach to Third-
Party Data Security, Risk and Compliance - ISACA2
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= The information security manager's first course of action in this situation should be to
conduct a risk assessment, which is a process of identifying, analyzing, and evaluating the
information security risks that arise from the violation of the policy prohibiting the use of
cameras at the office. The risk assessment can help to determine the likelihood and impact
of the unauthorized or inappropriate use of the cameras on the smartphones and tablet
computers, such as capturing, transmitting, or disclosing sensitive or confidential
information, compromising the privacy or security of the employees, customers, or
partners, or violating the legal or regulatory requirements. The risk assessment can also
help to identify and prioritize the appropriate risk treatment options, such as implementing
technical, administrative, or physical controls to disable, restrict, or monitor the camera
usage, enforcing the policy compliance and awareness, or revising the policy to reflect the
current business needs and environment. The risk assessment can also help to
communicate and report the risk level and status to the senior management and the
relevant stakeholders, and to provide feedback and recommendations for improvement
and optimization of the policy and the risk management process.

Revising the policy, performing a root cause analysis, and communicating the acceptable
use policy are all possible courses of action that the information security manager can take
after conducting the risk assessment, but they are not the first ones. Revising the policy is
a process of updating and modifying the policy to align with the business objectives and
strategy, to address the changes and challenges in the business and threat environment,
and to incorporate the feedback and suggestions from the risk assessment and the
stakeholders.

Performing a root cause analysis is a process of investigating and identifying the
underlying causes and factors that led to the violation of the policy, such as the lack of
awareness, training, or enforcement, the inconsistency or ambiguity of the policy, or the
conflict or gap between the policy and the business requirements or expectations.
Communicating the acceptable use policy is a process of informing and educating the
employees and the other users of the smartphones and tablet computers about the
purpose, scope, and content of the policy, the roles and responsibilities of the users, the
benefits and consequences of complying or violating the policy, and the methods and
channels of reporting or resolving any policy issues or incidents. References = CISM
Review Manual 15th Edition, pages 51-531; CISM Practice Quiz, question
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= A forensic examination is a process of collecting, preserving, analyzing, and presenting
digital evidence in a manner that is legally acceptable. The first step in conducting a
forensic examination is to create an image of the original data on new media, such as a
hard disk, a CD-ROM, or a USB drive. This is done to ensure that the original data is not
altered, damaged, or destroyed during the examination. An image is an exact copy of the
data, including the file system, the slack space, and the deleted files. Creating an image
also allows the examiner to work on a duplicate of the data, rather than the original, which
may be needed as evidence in court. Booting the original hard disk on a clean system is
not a good practice, as it may change the data on the disk, such as the timestamps, the
registry entries, and the log files. Duplicating data from the backup media is not sufficient,
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as the backup media may not contain all the data that is relevant to the investigation, such
as the deleted files, the temporary files, and the swap files. Shutting down and relocating
the server is not advisable, as it may cause data loss, corruption, or tampering. The server
should be kept running and isolated from the network until an image is created.
References = CISM Review Manual 15th Edition, page 204-205.

Prior to conducting a forensic examination, an information security manager should create
an image of the original data on new media. This is done in order to preserve the evidence,
as making changes to the original data could potentially alter or destroy the evidence.
Creating an image of the data also helps to ensure that the data remains intact and free
from any interference or tampering.
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The most concerning issue for the information security steering committee should be that
no owners were identified for some risks in the risk register. This means that there is no
clear accountability and responsibility for managing and mitigating those risks, and that the
risks may not be properly addressed or monitored. The risk owners are the persons who
have the authority and ability to implement the risk treatment options and to accept the
residual risk. The risk owners should be identified and assigned for each risk in the risk
register, and they should report the status and progress of the risk management activities
to the information security steering committee.

References = CISM Review Manual, 16th Edition eBook1, Chapter 2: Information Risk
Management, Section: Risk Management, Subsection: Risk Register, Page 104.
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The risk owner is the person who has the authority and accountability to make decisions
about the risk, including whether to accept, avoid, transfer, or mitigate it. The risk owner is
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also responsible for implementing and monitoring the risk treatment plan and reporting on
the risk status. The risk owner is usually the business process owner or the information
owner of the asset affected by the risk. (From CISM Review Manual 15th Edition)
References: CISM Review Manual 15th Edition, page 64, section 2.2.1.2.
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The most important thing to include in security incident escalation procedures is notification
criteria. This is because natification criteria define who needs to be informed of an incident,
when, and how, depending on the severity, impact, and nature of the incident. Notification
criteria help to ensure that the appropriate stakeholders are aware of the incident and can
take the necessary actions to respond, mitigate, and recover from it. Notification criteria
also help to comply with legal and regulatory requirements for reporting incidents to
external parties, such as customers, authorities, or media.

Notification criteria define who needs to be informed of an incident, when, and how,
depending on the severity, impact, and nature of the incident. (From CISM Manual or
related resources) References = CISM Review Manual 15th Edition, Chapter 4, Section
4.2.2, page 2121; CISM Review Questions, Answers & Explanations Manual 9th Edition,
Question 1, page 1
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The information security steering committee is composed of business leaders is the best
indicator that information security governance and corporate governance are integrated, as
this shows that the information security program is aligned with the business objectives
and strategies, and that the information security manager has the support and involvement
of the senior management. The information security steering committee is responsible for
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overseeing the information security program, setting the direction and scope, approving
policies and standards, allocating resources, and monitoring performance and compliance.
The information security steering committee also ensures that the information security risks
are communicated and addressed at the board level, and that the information security
program is consistent with the corporate governance framework and culture. The
information security team is aware of business goals, the board is regularly informed of
information security key performance indicators (KPIs), and a cost-benefit analysis is
conducted on all information security initiatives are also important, but not as important as
the information security steering committee is composed of business leaders, as they do
not necessarily imply that the information security governance and corporate governance
are integrated, and that the information security program has the authority and
accountability to achieve its goals. References = CISM Review Manual 2023, page 271;
CISM Review Questions, Answers & Explanations Manual 2023, page 342; ISACA CISM -
iSecPrep, page 193
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Log monitoring (B) directly addresses the risk of a system failing to detect a breach by
enabling continuous visibility into system activity, anomalies, and indicators of
compromise. CISM emphasizes detection as a critical component of incident management,
with log review and monitoring serving as primary detective controls. User access reviews
(A) are preventive and periodic, not real-time. Vulnerability scanning (C) identifies
weaknesses but does not detect active breaches. Security control testing (D) validates
control design and effectiveness but does not provide ongoing breach detection. Effective
log monitoring reduces mean time to detect incidents and limits business impact.
References: ISACA CISM Review Manual (Incident management-detection and
monitoring); CISM Exam Content Outline (Domain 4).
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Before classifying the suspected event as a security incident, it is most important for the
security manager to follow the incident response plan, which is a predefined set of
procedures and guidelines that outline the roles, responsibilities, and actions of the
incident management team and the organization in the event of a security event or
incident. Following the incident response plan can help to ensure a consistent,
coordinated, and effective response to the suspected event, as well as to minimize the
impact and damage to the business processes, functions, and assets. Following the
incident response plan can also help to determine the nature, scope, and severity of the
suspected event, and to decide whether it meets the criteria and threshold for being
classified as a security incident that requires further escalation, investigation, and
resolution. Following the incident response plan can also help to document and report the
incident details, activities, and outcomes, and to provide feedback and recommendations
for improvement and optimization of the incident response process and plan.

Conducting an incident forensic analysis, notifying the business process owner, and
following the business continuity plan (BCP) are all important steps in the incident
response process, but they are not the most important ones before classifying the
suspected event as a security incident. Conducting an incident forensic analysis is a
technical and detailed process that involves collecting, preserving, analyzing, and
presenting evidence related to the incident, and it is usually performed after the incident
has been classified, contained, and eradicated. Notifying the business process owner is a
communication and notification process that involves informing the relevant stakeholders
of the incident status, impact, and actions, and it is usually performed after the incident has
been classified and assessed. Following the business continuity plan (BCP) is a recovery
and restoration process that involves resuming and restoring the normal business
operations and functions after the incident has been resolved and lessons learned have
been identified and implemented. References = CISM Review Manual 15th Edition, pages
237-2411; CISM Practice Quiz, question 1422
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The information security manager's primary focus during the development of a critical
system storing highly confidential data should be ensuring the amount of residual risk is
acceptable. Residual risk is the level of cyber risk remaining after all the security controls
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are accounted for, any threats have been addressed and the organization is meeting
security standards. It's the risk that slips through the cracks of the system. For a critical
system storing highly confidential data, the residual risk should be as low as possible, and
within the organization's risk appetite and tolerance. The information security manager
should monitor and review the residual risk throughout the system development life cycle,
and ensure that it is communicated and approved by the appropriate stakeholders. The
other options are not the primary focus, although they may be part of the security
objectives and activities. Reducing the number of vulnerabilities detected is a desirable
outcome, but it does not necessarily mean that the residual risk is acceptable, as some
vulnerabilities may have a higher impact or likelihood than others. Avoiding identified
system threats is a preventive measure, but it does not account for unknown or emerging
threats that may pose a residual risk to the system. Complying with regulatory
requirements is a mandatory obligation, but it does not guarantee that the residual risk is
acceptable, as regulations may not cover all aspects of security or reflect the specific
context and needs of the organization.
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According to the CISM Review Manual, 15th Edition1, information asset classification is
the process of assigning a level of sensitivity to information assets based on their
importance to the organization and the potential impact of unauthorized disclosure,
modification or destruction. The criticality of an information asset to a business process is
one of the key factors that determines its classification level.

References = 1: CISM Review Manual, 15th Edition, ISACA, 2016, Chapter 2, page 61.
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A walk-through of the disaster recovery plan (DRP) is a method of testing the plan by
simulating a disaster scenario and having the participants review their roles and
responsibilities, as well as the procedures and resources required to execute the plan. A


https://www.jpnshiken.com/q/65182-5991863/
https://www.jpnshiken.com/q/65182-5991864/

walk-through has the greatest positive impact on the ability to execute the DRP, as it helps
to identify and resolve any gaps, errors, or inconsistencies in the plan, as well as to
enhance the awareness and readiness of the stakeholders involved in the recovery
process. References = CISM Review Manual, 16th Edition, Chapter 5, Section 5.3.2.21

B 418

BHREX1U T TOTSLE UTOREFRISEEL TV A GEEICHUICRLEL T
WET,

ABRBREXFIVTADRRE T30 T4 X,

B. ¥R O##HAL LTRBIATLET,

C.FHEFxaTa4R)>—,

D. ¥t + )T 1 HEE,

IEfE: (EfEZRRLET)

An information security program is best positioned for success when it is closely aligned
with the information security strategy, which defines the organization's vision, mission,
goals, objectives, and risk appetite for information security. The information security
strategy provides the direction and guidance for developing and implementing the
information security program, ensuring that it supports the organization's business
processes and objectives. The information security strategy also helps to establish the
scope, boundaries, roles, responsibilities, and resources for the information security
program.

References = CISM Manual, Chapter 3: Information Security Program Development
(ISPD), Section 3.1:

Information Security Strategy1

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles
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The business value of an information asset is derived from its criticality, which is the
degree of importance or dependency of the asset to the organization's objectives,
operations, and stakeholders. The criticality of an information asset can be determined by
assessing its impact on the confidentiality, integrity, and availability (CIA) of the
information, as well as its sensitivity, classification, and regulatory requirements. The
higher the criticality of an information asset, the higher its business value, and the more
resources and controls are needed to protect it.
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References = CISM Review Manual 2022, page 371; CISM Exam Content Outline, Domain
1, Task 1.32; IT Asset Valuation, Risk Assessment and Control Implementation Model1;
Managing Data as an Asset3
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The best way to support the justification for investment in a new security solution is to
show how the solution contributes to the business strategy of the organization. The
business strategy defines the vision, mission, goals, and objectives of the organization,
and the security solution should align with and support them. The security solution should
also demonstrate how it adds value to the organization, such as by enabling new business
opportunities, enhancing customer satisfaction, or increasing competitive advantage. The
business case should include the expected benefits, costs, risks, and alternatives of the
security solution, and provide a clear rationale for choosing the preferred option1.
References = CISM Review Manual, 16th Edition eBook2, Chapter 1: Information Security
Governance, Section: Information Security Strategy, Subsection: Business Case
Development, Page 33.
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New business initiatives are the most important consideration, as security must align with
business changes to effectively protect assets and support growth.

"The security strategy must be aligned with new business initiatives to ensure it continues
to protect critical assets and support enterprise goals."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Business Alignment* ISACA practice questions stress that aligning with new business
initiatives ensures relevance and effectiveness.
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The primary objective of creating a security culture is to reduce risk to acceptable levels
(C) by influencing employee behavior and decision-making. CISM stresses that culture is a
means to an end-not the end itself.

Prioritization (B), resource acquisition (A), and reporting (D) are outcomes or enablers, but
the ultimate purpose is effective risk reduction aligned with business objectives. A strong
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security culture helps prevent incidents, improves compliance, and strengthens resilience
through consistent, risk-aware behavior at all levels of the organization.

References: ISACA CISM Review Manual (Program management-security culture and
behavior); CISM Exam Content Outline (Domain 3).
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The corporate culture of an organization is the set of values, beliefs, norms, and behaviors
that shape how the organization operates and interacts with its stakeholders. The
corporate culture can have a significant impact on an organization's information security
governance mode, which is the way the organization establishes, implements, monitors,
and evaluates its information security policies, standards, and objectives. A strong
information security governance mode requires a supportive corporate culture that fosters
a shared vision, commitment, and accountability for information security among all levels of
the organization. A supportive corporate culture can also help to overcome resistance to
change, promote collaboration and communication, encourage innovation and learning,
and enhance trust and confidence in information security12. References = CISM Review
Manual (Digital Version), Chapter 1: Information Security Governance CISM Review
Manual (Print Version), Chapter 1: Information Security Governance
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Information security awareness training and campaigns are the best way to enable the
desired information security culture within an organization because they help to educate,
motivate and influence the behavior and attitude of the employees towards information
security. They also help to raise the awareness of the risks, threats and best practices of
information security among the staff and stakeholders.

References = Organizational Culture for Information Security: A Systemic Perspective on
the Articulation of Human, Cultural and Social Systems, CISM Exam Content Outline
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