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Automated attacks that attempt to exploit weak or leaked passwords-such as credential
stuffing, brute force attacks, and dictionary attacks-pose a significant cybersecurity risk.
Implementing two-step verification (also known as multi-factor authentication, or MFA) is
one of the most effective measures to mitigate these threats.

Why Two-Step Verification is Effective (B - Correct Answer)

Multi-factor authentication (MFA) adds an additional security layer beyond a password,
requiring a second factor such as a one-time code sent to a mobile device, biometric
authentication, or a security key.

Even if an attacker obtains a password, they cannot access the account without the
second authentication factor.

The lIA Global Technology Audit Guide (GTAG) 1: Information Security Management
emphasizes the use of multi-factor authentication to prevent unauthorized access.

Why Other Options Are Less Effective:

Option A: Changing passwords every two years

Ineffective because attackers often use compromised credentials that may be recent. Best
practices recommend regular password updates but coupled with MFA.

The lIA's GTAG 16: Identity and Access Management highlights that password rotation
alone does not fully protect against automated attacks.

Option C: Using a VPN when out of the office
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Irrelevant to password attacks. A VPN encrypts data and secures network connections but
does not prevent brute force or credential stuffing attacks.

The IIA GTAG 17: Auditing Network Security discusses VPNs for secure remote access
but does not consider them a solution for password-based attacks.

Option D: Using antivirus and security tools

While important for overall security, these tools cannot prevent attacks that exploit stolen
or weak passwords.

The A GTAG 15: Information Security Governance states that security tools should be
combined with authentication controls like MFA for best protection.

GTAG 1: Information Security Management - Recommends multi-factor authentication to
prevent unauthorized system access.

GTAG 16: Identity and Access Management - Highlights the limitations of password-only
security and supports multi-factor authentication.

GTAG 17: Auditing Network Security - Covers VPN usage but does not consider it a
solution for password attacks.

GTAG 15: Information Security Governance - Discusses the role of security tools and
authentication in securing user accounts.

Step-by-Step Explanation:IIA References for Validation:Thus, requiring two-step
verification (B) is the most effective control against automated password attacks.
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A strong internationally recognized brand creates customer loyalty, trust, reputation, and
perceived quality.

New competitors must spend heavily on advertising, promotion, distribution support,
customer education, and brand-building to overcome that loyalty. Therefore, the entrance
barrier is increased marketing cost. A new competitor does not necessarily have to initiate
a price war, although price competition may occur. Production costs are not automatically
higher simply because an incumbent has a strong brand. Learning costs may exist in some
industries, but they are not the primary barrier created by brand recognition. Internal
auditors reviewing strategic risk should consider brand strength because it affects market
entry risk, customer retention, intangible asset value, and competitive positioning.
Therefore, Option C is correct.
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Opening inventory; =, 1,000 units at $2 per unit

Purchased: 3,000 units at 33 per unit

Sold: 3,000 units at 57 per unit
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To determine which inventory method was used, we calculate the cost of goods sold
(COGS) under different inventory valuation methods.

Opening Inventory: 1,000 units @ $2 each = $2,000

Purchased: 5,000 units @ $3 each = $15,000

Total Inventory: 6,000 units

Units Sold: 3,000 at $7 per unit

Reported COGS: $8,500

Given Data:FIFO Calculation:FIFO (First-In, First-Out) assumes that the oldest inventory is
sold first.

1,000 units from opening inventory @ $2 = $2,000

2,000 units from purchases @ $3 = $6,000

Total COGS under FIFO: $2,000 + $6,000 = $8,000

Average Cost Calculation:Average cost per unit =

Total Cost of InventoryTotal Units=(2,000+15,000)6,000=17,0006,000=2.83 per unit
\frac{\text{Total Cost of Inventory}}{\text{Total Units}} = \frac{(2,000 + 15,000)}{6,000} =
\frac{17,000}{6,000} = 2.83 \text{ per unit}Total UnitsTotal Cost of
Inventory=6,000(2,000+15,000)=6,00017,000=2.83 per unit COGS using average cost
method: 3,000x2.83=8,4903,000 \times 2.83 = 8,4903,000%2.83=8,490 This is not an
exact match to the reported COGS of $8,500.

Since the closest method to the reported value is FIFO ($8,000 vs. $8,500 reported COGS,
accounting for possible rounding errors or additional costs), FIFO is the most likely method
used.

(A) Average cost method. # Incorrect. The calculated COGS using the weighted average
method was $8,490, which does not match exactly with the reported COGS of $8,500.
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(B) First-in, first-out (FIFO) method. # Correct. The FIFO method yielded $8,000, which is
the closest match to the reported COGS. Minor rounding adjustments or other expenses
could explain the difference of $500.

(C) Specific identification method. # Incorrect. This method applies when each inventory
item is individually tracked, which is not mentioned in the question.

(D) Activity-based costing method. # Incorrect. Activity-based costing (ABC) is used for
overhead allocation and is not a primary inventory valuation method.

[IA GTAG - " Auditing Inventory Management "

[IA Standard 2130 - Control Activities (Inventory and Costing Methods)

GAAP and IFRS - FIFO, Weighted Average, and Specific Identification Methods Analysis
of Answer Choices:lIA References:Thus, the correct answer is B (FIFO method) because it
provides the closest cost match to the reported COGS.
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Role of a Witness in Contract Signing:

A witness is a neutral third party who observes the signing of a contract and confirms that
the named individuals actually signed the document.

This helps prevent disputes regarding the authenticity of signatures and provides legal
proof of agreement.

Why Signature Validation is the Primary Role:

Ensures legitimacy: A witness confirms that the signatures belong to the stated individuals,
preventing forgery.

Legal enforceability: Many jurisdictions require withesses for contracts to be legally binding
in certain cases (e.g., wills, real estate agreements).

Provides evidence in case of disputes: If a signatory later denies signing, the witness can
testify to the authenticity of the signature.

Why Other Options Are Incorrect:

A). A witness verifies the quantities of the copies signed - Incorrect.

A witness does not count copies; their role is to verify authentic signatures.

B). A witness verifies that the contract was signed with the free consent of the promisor
and promisee - Incorrect.


https://www.jpnshiken.com/q/68829-6430935/

While witnessing may imply that parties were present, it does not guarantee free consent
(coercion concerns require separate legal evidence).

C). A witness ensures the completeness of the contract between the promisor and
promisee - Incorrect.

Contract completeness is a legal or managerial responsibility, not a witness's role.

[IA's Perspective on Contract Verification and Internal Controls:

[IA Standard 2120 - Risk Management requires internal auditors to ensure proper contract
validation and documentation.

COSO Internal Control Framework highlights the importance of contract controls, including
witnessed signings for fraud prevention.

International Contract Law Principles emphasize the role of witnesses in reducing contract
disputes.

IIA References:

[IA Standard 2120 - Risk Management in Contract Management

COSO Internal Control Framework - Legal Documentation and Witnessing

International Contract Law Principles - Witnessing Signatures for Legal Validity Thus, the
correct and verified answer is D. A witness validates that the signatures on the contract
were signed by the promisor and promisee.
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In an equal equity partnership, partners ' capital accounts should reflect the fair market
value (FMV) of assets contributed, rather than self-declared values or historical cost. The
fair market value ensures equitable ownership distribution and accurate financial reporting.
Let's analyze each option:

Option A: The capital accounts of the partners should be increased by the original cost of
the contributed equipment.
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Incorrect. The original cost (historical cost) of an asset is not relevant in partnership
accounting. Instead, fair market value (FMV) is used to properly recognize each partner's
contribution.

Option B: The capital accounts should be increased using a weighted average based on
the current percentage of ownership.

Incorrect. While ownership percentages influence profit and loss distribution, initial capital
contributions should be recorded at FMV, not a weighted average.

Option C: No action is needed, as the capital account of each partner was increased by the
correct amount.

Incorrect. Since the partners contributed different self-declared values, the capital accounts
may not be correctly recorded unless verified against FMV. The partnership agreement
typically requires capital contributions to be valued based on FMV, not self-declared
estimates.

Option D: The capital accounts of the partners should be increased by the fair market
value of their contribution.

Correct. Fair market value (FMV) ensures that capital contributions are recorded
accurately. Using self- declared values without verification can lead to misstatements in
capital accounts and potential disputes.

IIA Reference: Internal auditors reviewing partnership accounting should ensure that
capital accounts reflect fair market value to maintain financial accuracy. (lIA Practice
Guide: Auditing Fair Value Estimates) Thus, the verified answer is D. The capital accounts
of the partners should be increased by the fair market value of their contribution.
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A globalization strategy focuses on delivering standardized products and marketing
campaigns across multiple international markets with minimal local customization. This
approach ensures brand consistency and cost efficiencies while targeting a broad
audience.

* (A) Export strategy.

* Incorrect. An export strategy refers to selling domestic products overseas without
significant marketing adaptation. It does not involve a unique advertising campaign tailored
for global markets.

* (B) Transnational strategy.
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* Incorrect. A transnational strategy balances global efficiency with local responsiveness,
meaning advertising campaigns would be adapted based on regional preferences rather
than being uniform across all markets.

* (C) Multi-domestic strategy.

* Incorrect. A multi-domestic strategy involves customizing products and marketing
approaches for each local market. This is the opposite of a standardized advertising
campaign.

* (D) Globalization strategy. #

* Correct. A globalization strategy implements a standardized marketing approach to
maintain a consistent brand message across all markets while reducing costs.

* Example: Companies like Apple, Coca-Cola, and Nike use globalized advertising to
promote identical products across different countries.

* [IA Standard 2110 - Governance emphasizes the need for alignment between business
strategy and risk management, which includes global marketing decisions.

* [IA Standard 2110 - Governance

* COSO Framework - Strategic Risk Management

* 1A GTAG - "Auditing Business Strategy Alignment"

Analysis of Answer Choices:IIA References:Thus, the correct answer is D, as a
globalization strategy effectively supports a uniform advertising campaign for identical
products across multiple markets.
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When developing the annual internal audit plan, the CAE must consider input from senior
management, the board, and other internal assurance providers to ensure coordination
and avoid duplication of efforts. While operational management, external auditors, and the
CEO may also provide input, IIA Standards emphasize coordination with internal
assurance providers as a mandatory step.

Reference:

[IA Standards - Standard 2050: Coordination and Reliance.
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Internal audit may provide consulting and assurance services related to corporate social

responsibility, provided management retains ownership of the program. Consulting on CSR

design and implementation can be acceptable if objectivity safeguards exist. Serving as an

advisor on CSR governance and risk management is also appropriate. Reviewing third

parties for contractual compliance with CSR terms is a valid assurance activity. However,

identifying and mitigating risks to meet CSR objectives is a management responsibility if

internal audit owns the mitigation. Internal audit may identify risks during an engagement

and recommend responses, but it should not implement or own mitigation. Therefore,

items 1, 2, and 3 are appropriate, making Option A correct.
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* Performance Measurement Should Provide Meaningful Insights:

* While providing detailed statistics on disbursements, the greatest concern is whether the
data is relevant to achieving the objective of accurate disbursements.

* If the data does not directly support decision-making or process improvements, it may not
serve its intended purpose.

* [IA Standard 2010 - Planning requires internal auditors to evaluate the relevance of
information used in decision-making.

* A. Articulation of the data (Incorrect)

* The way the data is presented is important but is a secondary concern compared to
whether the data is relevant.

* B. Availability of the data (Incorrect)
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* While timely access to data is critical, the primary concern is whether the data is
meaningful in evaluating disbursement accuracy.

* C. Measurability of the data (Incorrect)

* The data is already being measured and reported; the real issue is whether it provides
useful insights for improving accuracy.

Explanation of Incorrect Answers:Conclusion: The greatest concern with this performance
measurement is whether the data is relevant (Option D) to assessing disbursement
accuracy and guiding improvements.

IIA References:

* II1A Standard 2010 - Planning
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Understanding BYOD Risks and Legal Implications

Bring-your-own-device (BYOD) policies allow employees to use personal devices for work,
but they introduce compliance risks.

Jailbreaking is the process of bypassing manufacturer-imposed security restrictions on a
device (e.g., iPhones or Android devices).

This significantly increases the risk of privacy law violations, copyright infringements, and
security breaches.

Why Option D is Correct?

Jailbreaking allows users to:

Install unauthorized software, which may violate software licensing agreements and
copyright laws.

Remove security restrictions, increasing exposure to data breaches, malware, and non-
compliance with privacy regulations (e.g., GDPR, HIPAA, or CCPA).

Bypass digital rights management (DRM), leading to potential copyright infringement
issues.

[IA Standard 2110 - Governance mandates that internal auditors evaluate IT risks,
including legal compliance related to mobile device usage.

ISO 27001 - Information Security Management also highlights the risks of unapproved
software on enterprise devices.

Why Other Options Are Incorrect?

Option A (Not installing anti-malware software):
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While a security risk, this primarily exposes devices to cyber threats rather than directly
causing regulatory infringements.

Option B (Updating operating software in a haphazard manner):

Irregular updates pose security risks, but they do not directly violate copyright or privacy
laws.

Option C (Applying a weak password):

Weak passwords increase security risks, but they do not inherently cause regulatory
infringements like jailbreaking does.

Jailbreaking increases risks of copyright infringement (through unauthorized apps) and
privacy violations (by removing security controls).

[IA Standard 2110 and ISO 27001 emphasize legal and regulatory compliance in IT
security audits.

Final Justification:IIA References:

IPPF Standard 2110 - Governance (IT & Legal Compliance Risks)

ISO 27001 - Information Security Compliance

GDPR, HIPAA, and CCPA - Privacy Law Considerations for BYOD

B 11

Faal—trZEETIHEEGT. ) 45—y T F—AIZ HEIAZIILY FaalL—+A
DI AEERFEZRAC IEETRELE T, MBI ER LIZEREREIRDS B ENTTH?

A EEMRE,

B. |EARGZHRIE,

C. Wm»
D. 7+—Hh R
FfR:A (A RERET D)

Understanding Vertical Integration:

Vertical integration is a business strategy where a company expands its operations into
different stages of its supply chain.

In this case, the chocolate-producing company is moving upstream by producing its own
milk rather than purchasing it from suppliers.

Why This Is Vertical Integration:

The company controls more of its supply chain, reducing dependency on external
suppliers.

Benefits include:

Cost savings on raw materials (by producing instead of buying).

Improved quality control (since the company controls milk production).

Greater market control (reducing reliance on third-party vendors).

Why Other Options Are Incorrect:

B). Unrelated diversification - Incorrect.

Unrelated diversification occurs when a company expands into a completely different
industry (e.g., a chocolate company entering the technology sector).
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C). Differentiation - Incorrect.

Differentiation refers to creating unique products to gain a competitive advantage, but the
strategy here is about controlling supply, not product uniqueness.

D). Focus - Incorrect.

Focus strategy targets a narrow market segment, but this scenario involves expanding into
the supply chain, not focusing on a niche.

[IA's Perspective on Business Strategy and Risk Management:

[IA Standard 2120 - Risk Management requires auditors to assess the risks and benefits of
vertical integration strategies.

COSO ERM Framework advises monitoring operational and financial risks associated with
supply chain integration.

Porter's Value Chain Model supports vertical integration as a way to enhance operational
efficiency and cost control.

IIA References:

[IA Standard 2120 - Risk Management in Business Strategy

COSO ERM - Managing Vertical Integration Risks

Porter's Value Chain Model - Supply Chain Control

Thus, the correct and verified answer is A. Vertical integration.
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The most important database version issue is whether the version is still supported by the
vendor.

Unsupported database software may no longer receive security patches, bug fixes,
compatibility updates, or technical support. This creates significant operational,
cybersecurity, compliance, and availability risk. Using the most recent version is not always
necessary because organizations may deliberately delay upgrades until stability and
compatibility are confirmed. A recent upgrade does not automatically mean the version is
secure or supported. Restricting access to version information may reduce reconnaissance
risk, but it is secondary to vendor support status. Internal audit should review version
support, patch management, upgrade planning, known vulnerabilities, and compensating
controls. Therefore, Option B is correct.
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A right-to-audit clause is the most important clause when the organization needs access to
the third-party provider's records. Outsourcing does not remove management's
responsibility for payroll accuracy, confidentiality, compliance, tax reporting, and control
effectiveness. The organization must retain the contractual ability to inspect records,
request evidence, review controls, and obtain assurance reports. A termination clause
defines how the contract may end, but it does not guarantee audit access. A confidentiality
clause protects sensitive information but does not provide inspection rights. A data security
accountability clause is important, but it is narrower than the right to examine records and
controls. Internal audit should confirm that audit rights are clear, enforceable, and practical.
Therefore, Option B is correct.
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Access control is about ensuring that only authorized individuals can access specific data,
based on their role and necessity. The Principle of Least Privilege (PoLP) dictates that
users should only have access to the data they need for their job.

* Minimizes Unauthorized Access Risks - Prevents employees from accessing sensitive
data unnecessarily.

* Supports Segregation of Duties (SoD) - Critical in preventing fraud and security
breaches.

* Enhances Compliance - Meets regulatory requirements like GDPR, PCI-DSS, and SOX,
which demand strict access controls.

* Strengthens System Security - Reduces potential damage from malware, insider threats,
or data breaches.
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* A. Install and update anti-virus software - Important for cybersecurity but does not directly
control user access.

* B. Implement data encryption techniques - Protects stored or transmitted data but does
not define access rights.

* D. Upgrade firewall configuration - Controls network traffic, not user-specific access
within an automated system.

*[IA's GTAG on Access Management and Controls - Recommends setting data access
based on user needs to prevent fraud and misuse.

* COBIT 2019 (Governance and Management of Enterprise IT) - Advocates for role-based
access controls.

*1SO 27001 Annex A.9 (Access Control) - Stresses the importance of restricting access
based on business requirements.

Why Setting Data Availability by User Need is the Best Strategy?Why Not the Other
Options?IIA References:

# Final Answer: C. Set data availability by user need.
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To assess the success of a piloted data analytics model in identifying anomalies in vendor
payments and potential fraud, the most appropriate criterion is the accuracy of the model in
identifying true positives-cases flagged as anomalies that were later confirmed as valid
fraud risks.

Effectiveness of the Model: The primary goal of the model is to enhance the internal audit
activity's ability to detect fraudulent transactions. The best way to measure success is to
analyze how many flagged transactions were confirmed as fraudulent or erroneous.
Reduction of False Positives and False Negatives: A model that generates too many false
positives (incorrectly flagged transactions) can lead to inefficiencies, while too many false
negatives (missed fraudulent cases) can reduce the effectiveness of fraud detection.
Alignment with Internal Audit Standards: According to IIA Standard 1220 - Due
Professional Care, internal auditors must apply appropriate tools and techniques (such as
data analytics) to enhance audit effectiveness.

The model ' s success should be assessed based on its ability to provide reliable,
actionable insights.
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lIA Practice Guide on Data Analytics: Recommends assessing the predictive accuracy of
models by comparing flagged transactions against actual outcomes.

B). The development and maintenance costs associated with the model (Incorrect) While
cost is a consideration, it does not directly assess the effectiveness of the model in
detecting fraud.

High costs may indicate inefficiency, but they do not determine whether the model is
accurately identifying fraudulent transactions.

[IA Standard 2100 - Nature of Work emphasizes that internal audit activities must
contribute to the improvement of governance, risk management, and control, which
requires a focus on results rather than just cost.

C). The feedback of auditors involved with developing the model (Incorrect) Feedback is
useful but subjective. The ultimate test of success is not auditor perception but whether the
model correctly identifies fraudulent or anomalous transactions.

[IA Practice Guide: Auditing Data Analytics suggests that while stakeholder feedback is
valuable, empirical validation (accuracy of flagged cases) should be the primary success
measure.

D). The number of criminal investigations initiated based on the outcomes of the model
(Incorrect) While fraud detection can lead to investigations, the number of investigations is
not necessarily an accurate measure of model success.

Some flagged cases may not lead to criminal investigations due to materiality, lack of
sufficient evidence, or management decisions.

According to IIA Standard 2120 - Risk Management, internal auditors must evaluate fraud
risk management effectiveness, which includes detecting and preventing fraud, not just the
legal consequences.

Explanation of Answer Choice A (Correct Answer):Explanation of Incorrect
Answers:Conclusion: The best success criterion for the piloted data analytics model is the
percentage of cases flagged by the model and confirmed as positives (Option A), as it
directly measures the model ' s effectiveness in detecting actual fraud cases.

IIA References:

[IA Standard 1220 - Due Professional Care

[IA Standard 2100 - Nature of Work

[IA Standard 2120 - Risk Management

[IA Practice Guide: Auditing Data Analytics
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Reference: IIA Business Knowledge for Internal Auditing, Multi-Factor Authentication
section.
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A declining inventory turnover means that inventory is sitting longer before being sold,
while an increasing gross margin rate suggests the company is making higher profits on
each sale. This combination is often a sign of inventory overstatement, possibly due to
accounting errors or fraud.

Correct Answer (D - The Organization's Inventory is Overstated)

Inventory turnover ratio = Cost of Goods Sold (COGS) / Average Inventory. A declining
inventory turnover indicates higher inventory levels relative to sales.

Gross margin rate = (Revenue - COGS) / Revenue. An increasing gross margin means
either higher selling prices or lower COGS.

Overstating inventory artificially reduces COGS, making gross margin appear higher.
The IlIA's GTAG 8: Audit of Inventory Management explains that inflated inventory levels
can distort financial reporting and lead to misinterpretations of business performance.
Why Other Options Are Incorrect:

Option A (Operating expenses are increasing):

An increase in operating expenses would not directly explain declining inventory turnover
or increasing gross margin.

Gross margin focuses on revenue and COGS, not operating expenses.

Option B (Just-in-Time Inventory):
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A just-in-time (JIT) system reduces inventory levels, leading to higher inventory turnover,
which contradicts the scenario.

Option C (Inventory Theft):

If theft were occurring, inventory levels would decrease, leading to higher turnover, not
declining turnover.

GTAG 8: Audit of Inventory Management - Discusses inventory valuation risks, including
overstatement and its impact on financial ratios.

[IA Practice Guide: Assessing Inventory Risks - Covers fraud risks related to inventory
manipulation.

Step-by-Step Explanation:IIA References for Validation:Thus, the best explanation for a
declining inventory turnover with an increasing gross margin rate is inventory
overstatement (D).
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Remote wipe is a security feature used in mobile device management (MDM) that allows
an organization to erase data from a device remotely. This is critical in cases where a
device is lost, stolen, or compromised, ensuring that sensitive corporate data is protected.
(A) It can restore default settings and lock encrypted data when necessary.

Partially correct but not the best answer. Remote wipe does erase data but does not
necessarily lock encrypted data unless additional security features are enabled.

(B) It enables the erasure and reformatting of secure digital (SD) cards.

Incorrect. Many remote wipe solutions do not erase external SD cards due to hardware
limitations. Users often need separate encryption for SD card data.

(C) It can delete data backed up to a desktop for complete protection if required.
Incorrect. Remote wipe only affects the device itself; it cannot erase backups stored on a
desktop or local drives.

(D) It can wipe data that is backed up via cloud computing. #

Correct. Many MDM solutions offer the ability to remove access to corporate cloud data,
revoke credentials, and remotely erase cloud-stored business files (such as OneDrive,
Google Drive, or iCloud backups).

[IA GTAG " Auditing Cybersecurity Risk " emphasizes the importance of managing remote
access and cloud- based data protection.

[IA GTAG - " Auditing Cybersecurity Risk "
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lIA Practice Guide - " Assessing Mobile Device Security "

IIA Standard 2110 - Governance (IT security controls)

Analysis of Answer Choices:IIA References:Thus, the correct answer is D, as modern
remote wipe features allow organizations to remove data from cloud backups, reducing
data leakage risks.
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A Value-Added Network (VAN) is a private, third-party managed network that provides
secure electronic data interchange (EDI) and other communication services between
business partners. VANs offer enhanced security, reliability, and efficiency in transmitting
business-critical data, making them ideal for companies engaged in manufacturing and
distribution that require secure and structured communication channels with trading
partners.

Secure Network for Business Partners: The scenario describes a network that facilitates
EDI between a company and its trading partners. A VAN specializes in providing secure
and structured business communications.

Enhanced Efficiency and Customer Service: VANs streamline business operations by
reducing transaction errors, improving order fulfillment, and increasing operational
efficiencies.

Third-Party Management: Unlike traditional internal networks, VANs are managed by
external service providers that offer additional security, compliance, and encryption
measures.

Alignment with Internal Auditing Standards: The IIA emphasizes the importance of secure
and reliable communication networks in governance, risk management, and internal
controls. Secure data exchanges through a VAN mitigate risks associated with
unauthorized access and data breaches.

B). A Local Area Network (LAN): LANs are confined to a limited geographical area, such
as an office or a factory, and are used for internal communication rather than secure
external partner communication.
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C). A Metropolitan Area Network (MAN): MANs connect multiple LANs within a city or a
metropolitan region but are not specifically designed for business-to-business data
exchange.

D). A Wide Area Network (WAN): While WANs connect geographically dispersed
networks, they do not inherently provide the secure, structured EDI services that a VAN
does.

[IA Standard 2110 - Governance: Emphasizes the importance of IT governance and
secure communication channels in protecting business data.

[IA Standard 2120 - Risk Management: Highlights the need for secure data transmission to
mitigate cyber risks.

[IA Standard 2201 - Planning the Engagement: Requires auditors to assess IT
infrastructure, including networks used for business operations.

COBIT Framework (Control Objectives for Information and Related Technologies):
Supports the use of secure, managed networks like VANs for business data exchange.
Key Reasons Why Option A is Correct:Why Other Options Are Incorrect:IIA
References:Thus, the correct answer is A. A Value-Added Network (VAN).
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The Business Impact Analysis (BIA) plan is a key component of business continuity
planning that identifies critical business processes and determines their Recovery Time
Objectives (RTOs) and Recovery Point Objectives (RPOs).

Correct Answer (C - Business Impact Analysis Plan)

The BIA is a systematic process that identifies essential functions, assesses potential
disruptions, and determines the recovery time requirements to ensure business continuity.
The Recovery Time Objective (RTO) defines the maximum acceptable downtime for critical
business functions.

The Recovery Point Objective (RPO) identifies how much data loss is tolerable.
According to the IIA Global Technology Audit Guide (GTAG) 10: Business Continuity
Management, a BIA is essential for assessing the financial, operational, and reputational
impact of disruptions.

Why Other Options Are Incorrect:

Option A (Business Continuity Management Charter):

A charter defines the governance, responsibilities, and overall framework of business
continuity but does not focus on RTOs or critical business processes.
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Option B (Business Continuity Risk Assessment Plan):

A risk assessment identifies threats and vulnerabilities but does not define recovery time
objectives.

While risk assessments inform the BIA, they do not replace it.

Option D (Business Case for Business Continuity Planning):

A business case justifies investment in continuity planning but does not map business
processes to RTOs.

GTAG 10: Business Continuity Management - Defines BIA as the process for identifying
critical business functions and their RTOs.

[IA Practice Guide: Auditing Business Continuity - Emphasizes the role of BIA in business
resilience.

Step-by-Step Explanation:IIA References for Validation:Thus, the Business Impact
Analysis (BIA) Plan (C) is the correct answer because it pairs critical business processes
with recovery time objectives.
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The control environment is most negatively affected when unrealistic performance targets
pressure employees or management into questionable financial reporting. The control
environment includes ethical values, integrity, tone at the top, management philosophy,
accountability, and human resource practices. If management creates excessive pressure
to meet targets, employees may rationalize manipulation or override controls. Monitoring,
control activities, and risk assessment may also be affected, but the root problem is
cultural and behavioral. Control activities cannot compensate fully for a weak tone at the
top. Internal auditors should treat unrealistic targets, aggressive earnings pressure, and
tolerance of questionable reporting as red flags for fraud risk and governance weakness.
Therefore, the internal control component most negatively affected is the control
environment, making Option D correct.
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Reference: IIA Business Knowledge for Internal Auditing, Third-Party Risk Management
section.
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A mechanistic organizational structure is a highly structured, hierarchical, and rigid system
with well- defined roles, centralized authority, and formalized processes. It is best suited for
stable environments where efficiency and control are priorities.

* Highly centralized decision-making

* Strict hierarchy and formalized job roles

* Low flexibility and innovation

* Heavy reliance on formal policies, procedures, and direct supervision

* (A) Primary direction of communication tends to be lateral.

* Incorrect: Mechanistic structures favor vertical communication (top-down or bottom-up),
not lateral (horizontal) communication.

* [IA Standard 2110 - Governance emphasizes clear roles and responsibilities, which are
strictly followed in mechanistic structures.

* (B) Definition of assigned tasks tends to be broad and general.

* Incorrect: In a mechanistic structure, tasks are specific, well-defined, and specialized,
unlike in an organic structure where roles are more flexible.

* COSO ERM - Control Environment highlights well-defined roles in structured
environments.

* (C) Type of knowledge required tends to be broad and professional.

* Incorrect: Mechanistic structures rely on specialized and technical knowledge, not broad,
generalized knowledge.

* (D) Reliance on self-control tends to be low. (Correct Answer)

* Mechanistic structures depend on external control mechanisms like supervision, rules,
and formal procedures.

* Employees have little autonomy, and self-control is not a primary governance
mechanism.
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* [IA Standard 2200 - Engagement Planning stresses the importance of structure in
ensuring compliance, aligning with mechanistic principles.

* [IA Standard 2110 - Governance: Defines structured governance mechanisms in
hierarchical organizations.

* COSO ERM - Control Environment: Emphasizes reliance on formal controls in rigid
structures.

* GTAG 1 - Information Technology Risks and Controls: Highlights the need for structured
controls in mechanistic environments.

Characteristics of a Mechanistic Structure:Analysis of Each Option:lIA References
Supporting the Answer:

Thus, the correct answer is (D) because mechanistic organizations rely heavily on external
controls rather than self-regulation.
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A disaster recovery plan (DRP) ensures that an organization can restore operations after a
major IT system failure. The level of readiness depends on the type of recovery site used:
Correct Answer (A - A Warm Recovery Plan)

A warm site is a partially configured recovery site with some hardware and network
infrastructure in place.

In the event of a disaster, some configuration and data restoration are required before full
operation can resume.

This solution balances cost and recovery speed, making it ideal for moderate-risk
scenarios.

The lIIA GTAG 10: Business Continuity Management discusses warm sites as an effective
disaster recovery solution.

Why Other Options Are Incorrect:

Option B (A Cold Recovery Plan):

A cold site has minimal infrastructure and requires significant time for setup and data
restoration.

This is not ideal for organizations needing faster recovery.

Option C (A Hot Recovery Plan):
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A hot site is a fully operational backup system that allows instant recovery, but it is very
costly.

The scenario mentions " some configuration and data restoration " , which suggests a
warm site, not a hot site.

Option D (A Manual Work Processes Plan):

A manual plan involves non-IT solutions, which would not address IT system restoration.
IIA GTAG 10: Business Continuity Management - Describes warm, cold, and hot sites for
disaster recovery.

[IA Practice Guide: Auditing Business Continuity Plans - Recommends warm recovery
sites for balancing cost and recovery time.

Step-by-Step Explanation:IIA References for Validation:Thus, A is the correct answer
because a warm recovery plan allows partial system readiness with minimal downtime.
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Reference: IIA Business Knowledge for Internal Auditing, Data Analytics in Auditing
section.
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A virtual private network protects confidentiality by creating an encrypted communication
tunnel between an internal network and an external user, site, or network. This helps
prevent unauthorized parties from reading transmitted information over public or untrusted
networks. A cloud network is a service environment and does not automatically protect
confidentiality. A mobile network provides connectivity but may require additional security
controls. An intranet is an internal private network and does not by itself safeguard
transmissions to external networks. Internal auditors reviewing remote connectivity should
evaluate VPN encryption, authentication, access restrictions, logging, endpoint security,
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and session controls. Because a VPN is specifically designed to protect external
communication with encryption and secure tunneling, Option D is correct.
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A bring-your-own-device environment increases exposure to malware because personal
devices may not be configured, patched, monitored, or protected to the same standard as
organization-owned devices. Employees may install unapproved applications, connect to
insecure networks, delay updates, or mix personal and business use. Less efficiency and
lower employee satisfaction are not typical BYOD benefits or core risks; BYOD often
improves convenience and flexibility. Higher organizational device cost is also not the
primary risk because the employee owns the device, although support and monitoring
costs may increase. Internal auditors should review mobile device management, malware
protection, encryption, acceptable use, patching, remote wipe, incident response, and user
awareness. Therefore, Option D is correct.
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Reference: IIA Business Knowledge for Internal Auditing, Help Desk Functions section.
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Data analysis in internal auditing allows auditors to assess large volumes of data, identify
trends, and uncover anomalies, leading to a more comprehensive understanding of the
audit area.

Definition and Role of Data Analysis in Auditing:

Data analytics in internal auditing involves using software and algorithms to analyze vast
datasets for fraud detection, risk assessment, and control effectiveness.

The lIlA's GTAG on Continuous Auditing emphasizes that data-driven audits enhance
visibility into operations, supporting risk-based auditing.

Why a More Holistic View?

Data analytics allows internal auditors to:

Identify patterns and trends across the entire audit area.

Detect fraud and anomalies more efficiently.

Assess risks across multiple departments simultaneously.

As per A Standard 1220 (Due Professional Care), auditors must consider the use of
technology-based audit techniques to improve their audit scope.

Why Not Other Options?

A). It easily aligns with existing internal audit competencies to reduce expenses:

While data analytics can reduce costs, its primary benefit is enhanced audit scope and
effectiveness, not just cost-cutting.

C). Its outcomes can be easily interpreted into audit conclusions:

Data analytics can enhance audit conclusions, but the interpretation still requires auditor
expertise.

D). Its application increases internal auditors ' adherence to the Standards:

While data analytics aligns with [IA Standards, it is not the main reason for its adoption.
[IA GTAG - Continuous Auditing: Implications for Assurance & Monitoring IIA Standard
1220 - Due Professional Care IIA Standard 2120 - Risk Management Step-by-Step
Justification:lIA References:Thus, the correct and verified answer is B. It provides a more
holistic view of the audited area.
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* Understanding Information Security Responsibilities:
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* Executive management sets the overall strategy and ensures resources are allocated for
information security.

* Internal auditors provide independent assurance on security effectiveness.

* The board provides oversight and ensures that security risks are managed appropriately.
* Line management is responsible for day-to-day operations, including the review and
monitoring of security controls to ensure compliance with security policies.

* Why Reviewing and Monitoring Security Controls is a Line Management Function:

* Line management directly oversees operational security measures, ensuring that
established controls are functioning effectively.

* They address security gaps, enforce security policies, and report issues to senior
management when necessary.

* This aligns with IIA Standard 2120 - Risk Management, which requires management to
implement and monitor risk mitigation controls.

* Why Other Options Are Incorrect:

* B. Dedicate sufficient security resources: This is the responsibility of executive
management, as they control resource allocation.

* C. Provide oversight to the security function: The board and executive management
provide oversight, not line management.

* D. Assess information control environments: Internal auditors assess control
environments, ensuring compliance and effectiveness.

* [IA Standards and References:

* [IA Standard 2110 - Governance: Emphasizes the board's role in overseeing security.

* [IA Standard 2120 - Risk Management: States that management must monitor security
risks.

* [IA GTAG (Global Technology Audit Guide) on Information Security (2016): Outlines that
line management is responsible for monitoring security controls on a daily basis.

Thus, the correct answer is A: Review and monitor security controls.

B 31

FEELRIODTY FORBERBAKRBICELENDTHY  SAUIRTAY MEIRED
RECLBBRERICRRREREZHETIFETT, ANEETHBMIE. CoTJnPy
MZESET HRAEFDOBRBHAEERBEICHY O FOAINTA IR A L+
[CE > TEHAMEDHAHETERINTLWEN > ENHBALEL, EEHREE (I R[E
DLBEEERFBFTICERLEFRA, REEEEESE CDO)ITE ST RICMAINER
LEUGITEIEENTT N ?

A BEZREVRVEFEIZIIRAL—230T 5

B. LR EHBICHEEEZIRET D

C.itEIEH YICRIEH 2RI S

D. 24 S UM EYITIHAEWN =6 RIEEHERET S

EfR: (ERERELET)


https://www.jpnshiken.com/q/68829-6430962/

Since senior management is about to make a final investment decision, they must be
made aware of the transparency issue with tenders before approving the project. The CAE
should raise the issue with senior management immediately, even if the full report is not
yet complete, to ensure that governance decisions are based on accurate risk information.
Option A (risk officer) may be informed later but does not replace informing decision-
makers. Option C ignores urgent risk exposure. Option D is incorrect because halting the
audit would suppress critical information.

Reference:

[IA Standards - Standard 2060: Reporting to Senior Management and the Board.
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Before internal audit information is released outside normal internal channels, legal
representation should be consulted. Internal audit reports and workpapers may contain
sensitive findings, confidential business information, legal exposure, personal data, fraud
indicators, privileged communications, or regulatory implications. Releasing such
information to other assurance providers without proper review can create legal and
confidentiality risk. Option A is too broad because interactions with nongovernmental
organizations vary by context and jurisdiction. Option B is false because disclosure laws
differ significantly across countries.

Option C may be relevant in specialized donor-funded environments, but it is not the
strongest general rule.

Internal audit must control dissemination of results and protect confidentiality. Therefore,
Option D is correct.
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Human resources (HR) best supports the internal audit function by facilitating candidate
sourcing through recruiting platforms, networks, and agencies. This broadens the pool of
qualified applicants. The CAE and audit function should retain responsibility for assessing
audit-specific skills and selecting the best candidate.

Option A may be part of HR's role but competency evaluation is more specialized for audit.
Option C is administrative, not strategic. Option D improperly delegates candidate
selection to HR instead of the CAE.

Reference:

[IA Standards - Standard 2030: Resource Management; Practice Guide - Effective Internal
Audit Staffing.
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Phishing is generally broad and indiscriminate, using mass emails, messages, or fake
websites to trick many users into disclosing credentials, clicking malicious links, or opening
harmful attachments. Spear phishing is targeted. It is directed at specific individuals, roles,
departments, or organizations and often uses personalized information to appear credible.
Option B is incorrect because both phishing and spear phishing can use email, text
messages, social media, or other communication methods. Option C incorrectly describes
the distinction; both rely heavily on social engineering. Option D is also wrong because
both may aim to obtain credentials, financial information, or access. Internal auditors


https://www.jpnshiken.com/q/68829-6430964/
https://www.jpnshiken.com/q/68829-6430965/

should evaluate user awareness, email filtering, incident reporting, and authentication
controls. Therefore, Option A is correct.
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Internal audit methodologies are determined by the CAE and should be aligned with the
[IA's principles of confidentiality, integrity, objectivity, and competency. This ensures
methodology design is consistent with professional standards.
Option A misstates the objective-methodologies are not for client validation. Option B is
incorrect because methodologies are not required to be publicly posted. Option C
mischaracterizes the objective: methodology ensures audit consistency, not execution of
organizational strategy directly.
Reference:
[IA Standards - Standard 2040: Policies and Procedures.
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Cloud-based applications accessible outside the VPN perimeter increase the possibility of
data leakage through unapproved or unsecured applications (shadow IT). Even with multi-
factor authentication, risks remain around the use of personal devices and uncontrolled
storage or sharing.

Option B is incorrect because VPNs are generally secure if configured correctly. Option C
is misleading, as remote access controls can be effective in cloud solutions when properly


https://www.jpnshiken.com/q/68829-6430966/
https://www.jpnshiken.com/q/68829-6430967/

designed. Option D (employees accessing emails after hours) is not a risk related to
security but rather a work-life balance issue.

Thus, the key risk is potential leakage of organizational data via unapproved or
uncontrolled applications (Option A).

Reference:

[IA Global Technology Audit Guide (GTAG): Auditing Cloud Computing; IIA Standards -
Standard 2110:

Governance.
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Robust project cost control requires active monitoring, analysis, and explanation of
variances. Researching both positive and negative variances shows that management is
not merely checking whether costs are below budget, but is understanding why actual
results differ from expectations. Favorable variances can indicate omitted work, timing
delays, underuse of resources, or inaccurate estimates, while unfavorable variances may
indicate overruns, scope creep, inefficiency, or poor planning. A compiled and approved
budget is only a planning control. Costs being precisely within budget may be unusual and
does not prove strong control.

Allocating cost estimates correctly supports planning but not ongoing control. Internal audit
should assess cost baseline monitoring, variance analysis, escalation, and corrective
action. Therefore, Option C is correct.
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A risk-based audit plan must be aligned with the organization's objectives and risk
management system.
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According to the Standards, the CAE must consider the organization's risk management
framework and assess key risks to develop the plan. A maturity review (Option A) is not a
prerequisite, nor is a mandated percentage of strategic coverage (Option C). Option D is
incorrect because an organization does not need to follow a specific external framework to
develop a risk-based plan; internal risk identification suffices.

Reference:

[IA Standards - Standard 2010: Planning; Implementation Guide 2010.

B 39

TAMERIZESE ITEEAE, T—4 £V —TKENRELBE MBIETHET
ERVT—2BRERDLELS E/RRHTELI, ROTRX MERDS 5 BEEANCD
HRICE L AREMSBLOREATT A,

A BRESNENYIT YT F—THRETHA b RUL—H S BEEISEASNERATL

1=
B. 7794 FRUA—MNLRHANEN=NY I Ty TF—TIZEEEEAEFENTIVEL
1=

C.EELVRATLNRLELGHEELY IBEICNYITYvTEhTNS
D.EBLSATLNY YT ITT—TN BBLGHEELY LVLWEETE 794 MIH
LHEINATWLS

IEfE: (EfEZRRLET)

Reference: IIA Business Knowledge for Internal Auditing, IT Risk and Controls section,
Disaster Recovery and Business Continuity principles.
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The ability of user-developed spreadsheets to meet user needs is generally a benefit, not a
concern.

Spreadsheets are often created because they are flexible, fast, and tailored to specific
business requirements.

However, reliance on user-developed spreadsheets creates risks when they become
increasingly complex, interface with corporate systems without proper controls, or contain
hidden columns, formulas, worksheets, or undocumented logic. These risks can lead to
errors, unauthorized changes, incomplete data, and unreliable reporting. Internal audit
should evaluate spreadsheet governance, access protection, version control, formula
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integrity, review procedures, change tracking, and backup. Since meeting user needs is
the positive reason spreadsheets are used, not a concern, Option C is correct.
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Comprehensive and Detailed In-Depth Explanation:

The tape rotation schedule is a method used to manage and organize backup media to
ensure data is retained for the required period and can be restored when necessary.
Different rotation schemes, such as Grandfather- Father-Son (GFS), determine how long
each backup tape is kept before being overwritten, directly affecting data retention policies.
While real-time backups (option A) provide continuous data protection, they are not always
necessary or practical for all systems. Storing backups onsite (option B) offers quick
access but may not protect against site-specific disasters; offsite storage is often
recommended. Regular restoration tests (contrary to option D) are essential to ensure
backup integrity and reliability, not just in failure scenarios.
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Comprehensive and Detailed In-Depth Explanation:

The development phase of contracting involves drafting, negotiating, and finalizing the
contract terms for a business activity. This phase ensures that agreements align with legal
and operational requirements before execution.

Option A (Initiation phase) involves identifying needs and planning but does not include
drafting contracts.

Option B (Bidding phase) focuses on soliciting and evaluating proposals but does not yet
involve contract drafting.

Option D (Management phase) occurs after contracts are finalized and focuses on
monitoring performance.
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Since the development phase is when contracts are written and finalized, Option C is
correct.
Reference: IIA Procurement & Contract Management Framework
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When employees work from home, secure remote access to the organization ' s network is
essential to protect data and ensure confidentiality. A Virtual Private Network (VPN) is the
best option for enabling this securely.

Correct Answer (D - A Virtual Private Network (VPN))

A VPN creates a secure, encrypted connection between the employee ' s device and the
organization's internal network.

It prevents unauthorized access by ensuring that data is transmitted securely over the
internet.

The IIA GTAG 17: Auditing Network Security recommends VPNs for secure remote work
environments to prevent cyber threats.

Why Other Options Are Incorrect:

Option A (A Wireless Local Area Network - WLAN):

A WLAN is used within an office or home environment, but it does not provide secure
remote access to an organization ' s network.

Option B (A Personal Area Network - PAN):

A PAN connects devices like smartphones and laptops within a short range (e.g.,
Bluetooth), but it is not suitable for secure remote access.

Option C (A Wide Area Network - WAN):

A WAN connects multiple locations, but it does not provide encryption or remote security
like a VPN.

[IA GTAG 17: Auditing Network Security - Recommends VPNSs for secure remote access.
[IA Practice Guide: Auditing IT Security Controls - Covers VPNs as a key security control
for remote work.

Step-by-Step Explanation:IIA References for Validation:Thus, D is the correct answer
because a VPN ensures secure, encrypted communication for employees working from
home.
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In a centralized technology department, the auditor would expect controls over segregation
of duties, continuity planning, maintenance agreements, and prevention or detection of
unauthorized data file changes.

These controls directly protect centralized processing and accounting information.
Documented procedures for remote job entry and local data file retention are less likely to
be controls within the centralized technology department because remote job entry and
local retention relate more to user departments or local entities submitting data. Internal
audit should distinguish central IT controls from local user controls.

Centralized technology environments require strong access controls, file security, change
management, backup, disaster recovery, and operational monitoring. The exception is
Option B because it is not typically a centralized technology department control.
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The net profit margin is calculated as:

Net Profit Margin=Net ProfitTotal Salesx100\text{Net Profit Margin} = \frac{\text{Net Profit}}
{\text{Total Sales}} \times 100Net Profit Margin=Total SalesNet Profitx100 The given data
shows:

* Gross profit margin (Revenue - Cost of Goods Sold) remained constant at 40% in both
years.

* Net profit margin declined from 18% in Year 1 to 13% in Year 2.

Since the gross profit margin remained unchanged, the cost of sales did not increase
relative to sales. This eliminates Option A as a possible cause.

* A decline in net profit margin while gross profit remains the same suggests an increase in
operating expenses, interest, or taxes.
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* If the government increased the corporate tax rate, net income after taxes would be
lower, leading to a reduced net profit margin.

* The llIA's GTAG 14 - Auditing Governance, Risk, and Compliance recommends analyzing
external factors like tax rate changes when evaluating financial performance.

* A. Cost of sales increased relative to sales # Incorrect. If this were true, gross profit
margin would have declined, but it remained stable.

* B. Total sales increased relative to expenses # Incorrect. If sales increased while
expenses stayed constant, net profit margin would have increased, not decreased.

* C. The organization had a higher dividend payout rate in year two # Incorrect. Dividends
do not affect net profit margin, as they are paid out from net income after it is calculated.

* [IA Standard 2120 - Risk Management states that auditors should analyze changes in
financial performance due to external economic factors.

* COSO ERM Framework highlights tax rate changes as a key risk factor in financial
analysis.

* IFRS (International Financial Reporting Standards) require companies to disclose
changes in tax rates and their impact on profitability.

Why Option D is Correct?Explanation of the Other Options:lIA References & Best
Practices:Thus, the correct answer is D. The government increased the corporate tax rate.
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When an organization outsources IT services, risks can be categorized as:

Risks specific to the organization - Risks that arise internally within the company.

Risks specific to the service provider - Risks that are under the control of the third-party
provider.

Shared risks - Risks that require joint management by both the organization and the
service provider.

Let's analyze the answer choices:

Option A: Unexpected increases in outsourcing costs.
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Incorrect. While cost increases can be a risk, they are often a shared risk because the
organization and the provider negotiate pricing terms.

Option B: Loss of data privacy.

Incorrect. Data privacy concerns are shared between the organization (which must ensure
compliance with regulations like GDPR or CCPA) and the service provider (which must
implement proper security controls).

Option C: Inadequate staffing.

Correct. The service provider is responsible for maintaining adequate staffing levels to
deliver the contracted services effectively. If they fail to do so, service quality can
deteriorate, posing risks to the organization.

IIA Reference: Internal auditors should assess vendor risk management, including the
provider's staffing capabilities. (IIA GTAG: Auditing IT Outsourcing) Option D: Violation of
contractual terms.

Incorrect. While the service provider may be responsible for upholding contract terms, the
organization is also responsible for contract enforcement. This makes it a shared risk
rather than one specific to the provider.
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The auditor likely omitted the data normalization step, which is crucial when integrating
multiple datasets from different sources (e.g., human resources (HR) and payroll). Without
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normalization, inconsistencies in formatting, naming conventions, or unique identifiers
(e.g., employee ID vs. full name) can result in incorrect mismatches.

Standardization of Data Formats:

Employee names or IDs may be stored differently across systems (e.g., " John A. Doe " in
HR vs. " Doe, John

" in payroll).

Normalization ensures uniform formatting to enable accurate comparisons.

Removal of Duplicates & Inconsistencies:

Employee records could have multiple variations due to typos, abbreviations, or missing
fields.

Proper cleaning and transformation of data ensures better accuracy.

Use of Unique ldentifiers:

Instead of matching by name, the auditor should have used a unique identifier (e.g.,
Employee ID), which remains constant across systems.

A). Data analysis (Incorrect)

Reason: The auditor did attempt data analysis (matching employee records) but without
proper preparation (normalization), the results were flawed.

B). Data diagnostics (Incorrect)

Reason: Data diagnostics refers to evaluating data quality issues, but it does not involve
transforming data to a common format, which was the missing step.

C). Data velocity (Incorrect)

Reason: Data velocity relates to the speed at which data is processed, which is not
relevant to the issue of incorrect matching.

[IA Global Technology Audit Guide (GTAG) 16: Data Analysis Technologies - Covers data
quality, normalization, and audit data preparation.

[IA GTAG 3: Continuous Auditing - Discusses the importance of accurate data extraction
and transformation.

[IA Standard 2320 - Analysis and Evaluation - Ensures appropriate data validation before
concluding audit findings.

Why is Data Normalization Important?Analysis of Incorrect Answers:lIA References:Thus,
the correct answer is D. Data normalization.
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* Understanding Management by Objectives (MBO):

* MBO is a performance management approach where employees set clear, measurable
goals aligned with organizational objectives.

* Success depends on employee participation in goal-setting to increase motivation,
commitment, and performance.

* Why MBO Works Best with Employee Involvement:

* Engagement and Accountability: Employees are more motivated and accountable when
they help define their goals.

* Alignment with Organizational Strategy: Ensures that goals at all levels support the
company's broader objectives.

* Improved Communication: Encourages collaboration between management and
employees, leading to better alignment of expectations.

* Why Other Options Are Incorrect:

* A. ltis particularly helpful to management when the organization is facing rapid change:
* MBO is not well-suited for rapidly changing environments, as predefined goals may
become irrelevant quickly.

* B. It is more successful when adopted by mechanistic organizations:

* Mechanistic organizations (rigid structures, strict hierarchies) often struggle with MBO
because it requires flexibility and employee participation.

* D. It is particularly successful in environments that are prone to having poor employer-
employee relations:

* While MBO can improve communication, it is not a solution for poor employer- employee
relations, as trust and collaboration are essential for its success.

* [IA's Perspective on Performance Management and Organizational Success:

* [IA Standard 2120 - Risk Management emphasizes the need for effective goal-setting
and employee involvement in performance assessment.

* Balanced Scorecard Framework supports MBO principles by aligning employee
performance with strategic objectives.

* COSO ERM Framework highlights the importance of employee engagement in goal-
setting to enhance decision-making and risk management.

[IA References:

* IIA Standard 2120 - Risk Management & Employee Performance Assessment

* COSO ERM - Performance & Risk Alignment

* Balanced Scorecard Approach - Employee Participation in Goal Setting

Thus, the correct and verified answer is C. It is more successful when goal setting is
performed not only by management, but by all team members, including lower-level staff.
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Intellectual property rights are the most effective contractual provision to protect a
technology developer's product knowledge, software design, source code, algorithms,
documentation, methods, and expertise. A right- to-audit clause helps verify compliance
with contract terms but does not itself define ownership or protection of proprietary work. A
performance measurement system evaluates service quality, timeliness, or deliverables.
Defined roles and responsibilities clarify accountability, but they do not protect ownership
of product knowledge. Internal auditors reviewing technology contracts should verify that
intellectual property, confidentiality, licensing, source-code ownership, derivative works,
data rights, and post-termination restrictions are clearly addressed. Without strong IP
provisions, the developer may lose control over valuable knowledge embedded in the
software development process. Therefore, Option D is correct.
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A database administrator (DBA) should not perform duties that compromise segregation of
duties (SoD). A conflict arises when a DBA has both design and security responsibilities,
as this creates a risk of unauthorized changes, fraud, or data breaches.

(A) Designing and maintaining the database.

Incorrect: These tasks are related but do not create a major conflict, as maintenance
follows the design phase.

(B) Preparing input data and maintaining the database.

Incorrect: While data preparation is typically a business function, maintaining the database
does not create a direct security risk.

(C) Maintaining the database and providing its security.

Incorrect: Maintenance involves technical upkeep, and while security controls are crucial,
they do not inherently conflict.
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(D) Designing the database and providing its security. (Correct Answer) A DBA responsible
for both design and security could create backdoors or override security settings, leading
to potential data manipulation or fraud.

[IA Standard 2120 - Risk Management requires proper control segregation to prevent fraud
and security risks.

[IA GTAG 4 - Management of IT Auditing recommends separation of design, security, and
administration functions to minimize risks.

[IA Standard 2120 - Risk Management: Encourages proper separation of duties to mitigate
risks.

[IA GTAG 4 - Management of IT Auditing: Recommends strict control over database
access and security roles.

Analysis of Each Option:lIA References Supporting the Answer:Thus, the correct answer is
(D) because combining database design and security responsibilities creates a significant
conflict of interest, increasing security risks.
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To ensure security when employees use their own smart devices to access organizational
applications, the best approach is to allow only pre-approved devices that meet the
organization's security standards.

Device Security & Compliance: Approved devices are verified for security measures like
encryption, mobile device management (MDM), and antivirus protection.

Risk Management: Restricting access to pre-approved devices reduces the risk of
malware, unauthorized access, and vulnerabilities.

IT Control & Monitoring: IT can enforce security updates, compliance policies, and access
control mechanisms on pre-approved devices.

Option A (Using a jailbroken or rooted smart device feature): Jailbroken or rooted devices
remove security protections and create severe security vulnerabilities.

Option C (Obtaining written assurance from the employee that security policies and
procedures are followed):

Written assurances alone are not a security measure; technical controls must be enforced.
Option D (Introducing a security question known only by the employee): Security questions
are weak authentication measures and do not verify the legitimacy of a device.
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lIA's GTAG on Information Security Management stresses the importance of device
security and requiring IT-approved devices.

NIST Special Publication 800-124 (referenced in llA's IT Audit Guidance) highlights best
practices for securing mobile devices in an enterprise setting, recommending pre-approved
devices.

Why Option B is Correct:Why Other Options Are Incorrect:IIA References: Thus, the most
appropriate answer is B. Using only smart devices previously approved by the
organization.
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Reference: IIA Business Knowledge for Internal Auditing, Job Design section.
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Under Herzberg's two-factor theory, hygiene factors reduce dissatisfaction but do not
necessarily create strong motivation. Salary is a hygiene factor. An incremental salary
increase may reduce dissatisfaction or perceived unfairness, but it does not usually
produce lasting motivation by itself. Achievement, promotion, and recognition are
motivators because they relate to growth, responsibility, status, and meaningful
accomplishment. These factors can increase job satisfaction and performance
commitment. Internal audit functions should understand this distinction when reviewing
human resource controls, staff retention, training programs, and performance management
systems. A control environment that relies only on salary adjustments may fail to build
engagement, ethical behavior, or professional development. Therefore, the factor that
reduces dissatisfaction without particularly motivating the trainee is an incremental
increase in salary, Option D.
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A help desk function is responsible for providing technical support and maintenance
services to end users.

This includes troubleshooting issues, production support, and system maintenance rather
than managing infrastructure or security architecture.

Let's analyze each option:

Option A: Maintenance service items such as production support.

Correct. The help desk primarily provides user support, including:

Troubleshooting software and hardware issues

Resolving technical support requests

Assisting users with system access and operational questions

[IA Reference: Internal auditors assess IT service management, including help desk
functions, to ensure efficient IT support and incident response. (IIA GTAG: Auditing IT
Service Management) Option B: Management of infrastructure services, including network
management.

Incorrect. Infrastructure services (such as network and server management) fall under IT
operations or network administration, not the help desk.

Option C: Physical hosting of mainframes and distributed servers

Incorrect. Hosting and maintaining physical servers is the responsibility of data center
operations, not the help desk.

Option D: End-to-end security architecture design.

Incorrect. Security architecture design is handled by the IT security team or cybersecurity
department, not the help desk.

Thus, the verified answer is A. Maintenance service items such as production support.
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Internal audit may rely on the work of other internal assurance providers (such as finance
or compliance), provided it has assessed the adequacy, competence, and objectivity of the
work. This avoids duplication and increases efficiency.

Option B incorrectly assumes internal work cannot be relied upon. Option C shifts
responsibility inappropriately. Option D ignores coordination opportunities.

Reference:

[IA Standards - Standard 2050: Coordination and Reliance.
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A hierarchical control structure is a traditional organizational framework where decision-
making authority flows from top management down through various levels of hierarchy. It is
characterized by centralized control, strict policies, formal procedures, and well-defined
roles. This structure impacts organizational commitment and employee behavior in several
ways:

Centralized Decision-Making:

Employees have limited autonomy in decision-making, leading to reduced job satisfaction
and lower commitment to the organization.

Decisions are made at higher levels, and lower-level employees often feel disconnected
from strategic goals.

Strict Policies and Procedures:

While hierarchical structures emphasize control, they often result in excessive
bureaucracy, reducing employees' sense of ownership.

Employees may perceive rigid rules as restrictive rather than empowering, diminishing
their commitment.

Emphasis on Extrinsic Rewards:

In hierarchical organizations, extrinsic motivators such as salaries, promotions, and
benefits are emphasized more than intrinsic motivation factors like personal growth,
autonomy, or recognition.

This focus can lead to employees feeling less engaged or committed.

Higher Turnover Risk:

Employees with lower organizational commitment may seek opportunities elsewhere,
increasing turnover rates.
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Research indicates that organizations with rigid hierarchical structures tend to have higher
turnover compared to flexible, participative structures.

Option A (Less use of policies and procedures): Incorrect. Hierarchical control structures
rely heavily on policies and procedures to maintain control and consistency.

Option C (Less emphasis on extrinsic rewards): Incorrect. Hierarchical structures often
focus more on extrinsic rewards such as salary, promotions, and bonuses to motivate
employees.

Option D (Less employee turnover): Incorrect. Due to decreased organizational
commitment, hierarchical structures often experience higher turnover rather than lower.
[IA Standard 1100 - Independence and Objectivity: Hierarchical structures can impact the
independence and objectivity of internal auditors due to rigid reporting lines.

[IA's Global Perspectives & Insights Report - " The Future of Work " : Discusses how
traditional hierarchical structures may reduce employee engagement and commitment.
COSO Internal Control - Integrated Framework: Highlights the importance of organizational
structure in shaping control environments and employee commitment.

Why Other Options Are Incorrect:IIA References:Thus, the correct answer is B. Less
organizational commitment by employees.
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Effective risk management is indicated by controls that promote compliance with laws and
regulations and by monitoring systems that alert management to unexpected events.
These show that the organization has control activities and monitoring processes linked to
risk exposure. Statement 2 is unrealistic because no control environment can address all
identified risks completely; risk responses must be prioritized based on risk appetite and
cost-benefit considerations. Statement 3 is not necessarily positive because key controls
should change when risks, systems, regulations, or processes change. Internal audit
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should evaluate whether controls are risk-based, adaptive, monitored, and aligned with
objectives. The most valid indicators listed are compliance-supporting controls and
effective monitoring systems. Therefore, Option B is correct.
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Reference: IIA Business Knowledge for Internal Auditing, Financial Ratios section.
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Big data is characterized by the 4 Vs:

Volume - Large amounts of data.

Velocity - Data is generated rapidly and continuously changing.

Variety - Data comes in multiple formats (structured, unstructured, multimedia, etc.).
Veracity - Ensuring data quality and reliability.

Among these, constant change (velocity) is a defining characteristic of big data.
(A) Incorrect - Big data is being generated slowly due to volume.

Big data is generated at high speed (velocity), not slowly.

(B) Incorrect - Big data must be relevant for the purposes of organizations.
While relevance is important, it is not a defining characteristic of big data.

(C) Incorrect - Big data comes from a single type of format.

Big data consists of multiple formats, including text, images, videos, and unstructured data.
(D) Correct - Big data is always changing.

Big data is dynamic and constantly updated in real-time.

This high velocity and continuous flow of information is a key characteristic.
[IA's GTAG (Global Technology Audit Guide) - Big Data and Analytics
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Describes how big data is constantly evolving.

NIST Big Data Framework - Key Characteristics

Defines volume, velocity, variety, and veracity as essential traits.

COBIT Framework - IT Governance and Data Management

Emphasizes the need for organizations to manage rapidly changing data.
Analysis of Answer Choices:IIA References and Internal Auditing Standards:
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In decentralized organizations, decision-making authority is dispersed to lower levels,
regions, divisions, or operating units. This structure often relies on local managers'
knowledge of markets, customers, regulations, and operational conditions. Option A is
more characteristic of centralized or mechanistic structures, where formal rules and
uniform procedures are emphasized. Option B is not generally true because centralized
structures can slow decisions due to approval layers. Option C is incorrect because
centralized organizations usually retain more control at top management level. Internal
auditors evaluating organizational structure should consider whether authority,
accountability, reporting lines, and control mechanisms are appropriate for the
organization's strategy and risk profile. Therefore, Option D is correct.
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The primary goal of a business impact analysis is to identify critical business processes,
key assets, required resources, supporting technology, dependencies, and the impact of
disruption. This analysis allows the organization to determine recovery priorities and later
define recovery time objectives and recovery point objectives. Option D describes an
important output or communication activity, but it is not the primary goal compared with
identifying what is critical and what resources are needed. Option A describes governance
and risk management, which support the continuity program but are broader than BIA.
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Option C relates to testing, which occurs after continuity strategies and plans are
developed. Internal audit should verify that the BIA is comprehensive, current, approved,
and linked to recovery planning. Therefore, Option B is correct.
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According to IIA Standards, if senior management accepts a risk that the CAE believes
may be unacceptable, the CAE must judge whether the risk is indeed acceptable and, if
not, escalate the matter to the board. This ensures that governance bodies are aware of
significant exposures. Reporting directly to external stakeholders (Option A) is not internal
audit's role. Option B alone is insufficient if the risk is significant. Option D applies only
when management's acceptance aligns with tolerance.

Reference:

[IA Standards - Standard 2600: Communicating the Acceptance of Risks.
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Contracting department personnel are the most appropriate source because they are
directly involved in the bidding process, tender documentation, vendor communications,
evaluation procedures, and contract award practices. Their information is both relevant and
reliable for understanding whether questionable practices occurred. Senior management
may explain business justification, but it may not have detailed process-level knowledge.
Fraud hotline personnel may provide allegation data, but they may not understand the
bidding mechanics. Potential vendors may provide useful external perspectives, but their
information may be incomplete or biased by self-interest. Internal auditors should first
obtain process evidence from those responsible for the contracting activity, then
corroborate it with documentation, vendor records, approvals, and exception analysis.
Therefore, Option D is correct.
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Even when outsourcing the internal audit function, the organization retains responsibility
for ensuring the internal audit activity complies with the Standards. This includes
maintaining a QAIP to assess effectiveness and quality. The provider executes the
function, but the CAE and the organization's oversight bodies remain accountable for
quality.

Options B and C are incorrect since internal and external assessments may be performed
by the provider, but ultimate responsibility rests with the organization. Option D
(postponement) would violate the Standards.

Reference:

[IA Standards - Standard 1310: Requirements of the QAIP; Standard 2070: External
Service Provider and Organizational Responsibility.
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The most effective way to mitigate the risk of poor-quality spare parts is through
independent verification of deliveries, such as inspections and testing. This detects defects
before acceptance and payment, reducing the likelihood of defective parts entering
operations.

Option A adds approval steps but does not address product quality. Option B relies on
vendor statements, which may be unreliable. Option D strengthens contract language but
does not ensure compliance at delivery.

Reference:

[IA Standards - Standard 2130: Control.
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The comparable uncontrolled price method compares the price charged in a controlled
transaction with the price charged in a comparable transaction between independent
parties. Its major limitation is finding a sufficiently comparable uncontrolled transaction.
Differences in product quality, contract terms, geography, volume, timing, market
conditions, risks, and functions can make comparison difficult. Option B may describe a
general risk of transfer pricing systems but is not the common CUP limitation. Option C is
incorrect because adjustments may be possible if differences can be reliably measured.
Option D is wrong because CUP is usually a direct method for identifying an arm's-length
price. Internal auditors reviewing transfer pricing should assess comparability,
documentation, assumptions, and regulatory compliance.

Therefore, Option A is correct.
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A centralized organizational structure concentrates decision-making authority at the top
levels of management. While this ensures control and consistency, it can lead to slower
decision-making due to the need for approvals from higher levels.

Let's analyze each option:

Option A: Communication conflicts.

Incorrect.

Centralized structures generally have clear lines of authority and communication, reducing
conflicts.

Communication conflicts are more common in decentralized structures where multiple
decision-makers exist.

Option B: Slower decision making.

Correct.

Since all decisions must pass through top management, it delays responses to market
changes and reduces flexibility.

Lower-level employees have less authority to make operational decisions, leading to
bottlenecks.

IIA Reference: Internal auditors assess organizational governance, including decision-
making efficiency in centralized vs. decentralized structures. (lI1A Practice Guide:
Organizational Governance) Option C: Loss of economies of scale.

Incorrect.

Centralization improves economies of scale by standardizing processes and consolidating
resources.

Decentralization (not centralization) is more likely to lead to duplication of efforts and a loss
of economies of scale.

Option D: Vulnerabilities in sharing knowledge.

Incorrect.

Centralized organizations tend to have structured knowledge-sharing frameworks, such as
standardized policies and corporate training programs.
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Textual analysis is the best description because the auditor is reviewing bidding
requirements across tender documents and identifying wording or specifications that
appear to favor one supplier. Tender requirements are largely text-based, and unusual
language, restrictive specifications, repeated phrases, or biased technical descriptions may
indicate bid tailoring or bid-rigging risk. Diagnostic analysis explains why an event
occurred, but the technique described is focused on analyzing written tender content.
Predictive analysis forecasts future outcomes, and network analysis examines
relationships between entities or nodes. Internal auditors may use textual analysis in
procurement audits to detect suspicious specifications, duplicated wording, vendor-favored
criteria, and manipulation of bid requirements. Therefore, Option C is correct.
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The percentage of sales method estimates bad debt expense as a percentage of credit
sales for the period. Its main advantage is that it matches bad debt expense with the
revenue that generated the receivables, making it more aligned with the matching principle
in income measurement. The percentage of receivables method, especially when
supported by an aging schedule, focuses more on estimating the ending allowance for
doubtful accounts and presenting receivables at net realizable value on the balance sheet.
Option A describes aging of receivables, not percentage of sales. Option B is incorrect
because both approaches require an allowance for doubtful accounts. Option C describes
the balance sheet emphasis of the percentage of receivables method. Therefore, if the
organization wants a method that approximates the matching principle, Option D is correct.
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Comprehensive and Detailed In-Depth Explanation:

Herzberg's Two-Factor Theory identifies:

Motivators (Intrinsic factors) - Lead to job satisfaction (e.g., responsibility, recognition,
growth).

Hygiene factors (Extrinsic factors) - Prevent dissatisfaction but do not create motivation
(e.g., salary, work conditions).

Option A (Salary and status) - Hygiene factors that prevent dissatisfaction but do not drive
motivation.

Option C (Work conditions and security) - Also hygiene factors, not motivators.

Option D (Peer relationships and personal life) - Affect job satisfaction indirectly, but are
not primary motivators.

Since responsibility and advancement directly drive motivation, Option B is correct.
Reference: IIA Human Resource Management - Employee Motivation Theories
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To efficiently protect business data from corruption and errors, the best approach is
proactive detection through validation controls. Batch total calculations help verify data
integrity before approval, ensuring errors are caught early.

(A) Controls to ensure data is unable to be accessed without authorization.

Incorrect: Access controls prevent unauthorized access, but they do not detect or prevent
data corruption

lerrors.

(B) Controls to calculate batch totals to identify an error before approval. (Correct Answer)
Batch control totals ensure that data entries match expected values before processing,
helping detect errors before approval.

[IA GTAG 3 - Continuous Auditing recommends automated validation and reconciliation
checks for data integrity.

(C) Controls to encrypt the data so that corruption is likely ineffective.
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Incorrect: Encryption protects data confidentiality, but it does not prevent or detect errors or
corruption.

(D) Controls to quickly identify malicious intrusion attempts.

Incorrect: Intrusion detection systems focus on cybersecurity, not data corruption or errors.
[IA Standard 2120 - Risk Management: Recommends controls for error prevention and
early detection.

IIA GTAG 3 - Continuous Auditing: Suggests automated validation processes like batch
totals to detect errors before approval.

Analysis of Each Option:lIA References Supporting the Answer:Thus, the correct answer is
(B) because batch total calculations effectively detect errors before approval, ensuring data
integrity.
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Biometric authentication is the strongest control listed for preventing unauthorized access
to data on a stolen mobile device. It relies on a physical characteristic of the authorized
user, such as fingerprint, face, or retina recognition, making it harder for a thief to bypass
than a passcode, swipe pattern, or security question.

Passcodes and swipe patterns can be guessed, observed, shared, or captured. Security
qguestions are often weak because answers may be discoverable or predictable. Internal
audit should also expect supporting controls such as encryption, remote wipe, mobile
device management, automatic lockout, and incident reporting. However, among the
options provided, biometric authentication provides the strongest access prevention
control. Therefore, Option A is correct.
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Comprehensive and Detailed In-Depth Explanation:


https://www.jpnshiken.com/q/68829-6431003/
https://www.jpnshiken.com/q/68829-6431004/

Smart devices often incorporate advanced security features that enhance secure
authentication mechanisms.

These features may include biometric sensors (such as fingerprint readers or facial
recognition), hardware tokens, and secure enclaves that store authentication credentials.
By utilizing these technologies, smart devices provide robust methods to verify user
identities, thereby strengthening access controls to sensitive information and systems.
While smart devices do offer portability (option C), their primary contribution to security lies
in enhancing authentication processes. Version control (option A) pertains to managing
changes in software or documents and is not directly impacted by smart devices. Privacy
(option B) can be influencedby smart devices, but the direct improvement is in secure
authentication, which in turn can support privacy protections.
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When an internal auditor calculates the mean (average), median (middle value), and range
(difference between highest and lowest values) of a data population, the primary purpose
is to assess the distribution of data and detect anomalies. Let's analyze the answer
choices:

Option A: To inform the classification of the data population.

Incorrect. Classification typically involves categorizing data into specific groups, which
requires different statistical or analytical techniques like clustering or decision trees. Mean,
median, and range are more useful for identifying distribution patterns.

Option B: To determine the completeness and accuracy of the data.

Incorrect. While summary statistics can highlight extreme values, completeness and
accuracy are usually assessed through data reconciliation, validation checks, and
comparison with source records.

Option C: To identify whether the population contains outliers.

Correct.

The range (difference between the largest and smallest values) helps to detect extreme
values.

The mean and median can show whether the data is symmetrical or skewed (which may
indicate outliers).

If the mean is significantly different from the median, it suggests potential outliers pulling
the average in one direction.
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IIA Reference: Internal auditors use data analytics to detect anomalies and potential fraud
by identifying outliers. (IIA GTAG: Auditing with Data Analytics) Option D: To determine
whether duplicates in the data inflate the range.

Incorrect. Duplicates may affect the data set, but range calculations alone do not
determine whether duplicates exist. Duplicate identification usually involves checking for
repeated entries, not just extreme values.
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Virtualization allows an organization to run multiple virtual servers, desktops, operating
systems, or applications on the same physical hardware. This helps maximize use of
existing IT infrastructure, reduce hardware purchases, improve resource allocation, and
support flexibility. Cloud computing may reduce reliance on internal physical infrastructure,
but the question asks how to utilize current physical infrastructure as much as possible.
Open-source software may reduce licensing costs but does not inherently improve
hardware utilization. Robotic process automation automates business tasks but is not
primarily an infrastructure utilization technology. Internal auditors reviewing virtualization
should evaluate capacity management, access controls, segregation, patching, backup,
disaster recovery, and monitoring. Therefore, Option A is correct.
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Authentication is a key security control that prevents unauthorized users from accessing a
smart device's data or applications. It ensures that only authorized individuals can use the
device, reducing risks such as data breaches, identity theft, and cyberattacks.

* (A) Anti-malware software.
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* Incorrect. Anti-malware software protects against malicious programs, but it does not
control user access to a device.

* (B) Authentication. #

* Correct. Authentication mechanisms (such as passwords, biometrics, PINs, and two-
factor authentication) prevent unauthorized access to a device's data and applications.

* 1A GTAG "Managing and Auditing IT Vulnerabilities" highlights authentication as a
primary control for protecting smart devices.

*(C) Spyware.

* Incorrect. Spyware is a security threat, not a preventive control. It is a type of malicious
software that steals data from a device.

* (D) Rooting.

* Incorrect. Rooting (on Android) or jailbreaking (on iOS) refers to modifying a device to
remove security restrictions, which increases security risks rather than preventing
unauthorized access.

* 1A GTAG - "Managing and Auditing IT Vulnerabilities"

* [IA Standard 2120 - Risk Management

* NIST Cybersecurity Framework - Identity and Access Management

Analysis of Answer Choices:IIA References:Thus, the correct answer is B, as
authentication is the most effective security control for preventing unauthorized access to
smart devices.

BRI NA-CIA-Part3-JPNRZE £ [ JPNTest.comiz it =11 IA-CIA-Part3-JPNE{E& ([
BT B EITRICII B ET ! JPNTest.comlE % &x#lIIA-CIA-Part3-JPNE BRI EE &
IRt LE 3, JPNTest.com lIA-CIA-Part3-JPNREREIEE T SEHFrshFE L=, 2
TIHA-CIA-Part3-JPNEBEEND TR TV U EFITANET , BHFHROT I &

A _ https://www.jpntest.com/shiken/IIA-CIA-Part3-JPN-mondaishu  793f5 . 3 0 %7 1« X

Aoy bk HR4GEISIa— F: JPNshiken

B 77

FIVr—2 3 DEEEBE O R ZEETHGEE UTOFIEDO S b ENEEREH
[CEDHEIZREETLLOIMN?

*ORTLEEERNERICHIESA XEBLSh REShTWEH I L ZHRT 5,
BREEENRELBVKSICTE-ODFIENBIESINATNS I LZHRT S,
EERNREZABREICEATDANC, +RETRAMEERLTLLESLY,

TS LEREEBEOFIENEYNE SHETHET S,

A 1HEDH

B. 1&£30H

C.2L40DH


https://www.jpntest.com/shiken/IIA-CIA-Part3-JPN-mondaishu

D.1.3 . 4DH

Ef#: (EfEZRTLET)

An audit of application change control should include whether change requests are
formally initiated, documented, and approved; whether changes are adequately tested
before production; and whether change management procedures are adequate. These
procedures address authorization, documentation, testing, and governance of changes.
Statement 2 is incorrect because emergency changes cannot always be prevented.
Organizations need controlled emergency change procedures for urgent fixes, including
approval, documentation, testing where possible, and retrospective review. Internal audit
should not expect emergency changes to be impossible; it should expect them to be
governed. Effective change control protects production systems from unauthorized,
untested, or poorly documented changes. Therefore, the correct scope items are 1,

3, and 4, making Option D correct.
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An IT steering committee provides governance oversight over IT strategy, priorities,
resources, major initiatives, technology direction, and alignment with business objectives. It
is appropriate for the committee to monitor the adequacy of software and hardware,

assess the effects of new technology, and provide broad oversight of implementation,

training, and operation of new systems. However, assessing the technical adequacy of

detailed standards for systems design and programming is usually a technical
management or IT architecture responsibility, not a broad steering committee function.
Internal audit should evaluate whether the IT steering committee has a clear charter,

appropriate membership, documented decisions, risk oversight, project prioritization, and

alignment with organizational strategy. The appropriate functions are 2, 3, and 4, making

Option D correct.
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Secure Sockets Layer, and its successor TLS, is used to protect communications between
a client and server through encryption and authentication mechanisms. SSL/TLS helps
verify the identity of the server through digital certificates and protects information sent
between the client and server from interception or alteration.

It does not prevent phishing by itself, because a malicious site can still deceive users
through look-alike domains or social engineering. It also does not prevent malware
infections; anti-malware, patching, filtering, and user awareness controls are needed for
that. Temporary session keys may be used within SSL/TLS, but the strongest answer
given is that SSL supports authentication and secure transmission of information.
Therefore, Option A is correct.
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The primary function of a firewall is to monitor and control incoming and outgoing network

]]II I
K4

traffic based on predefined security rules. Firewalls enforce boundaries between trusted
and untrusted networks and may allow, block, or log traffic depending on source,
destination, protocol, port, application, or policy. Not all firewalls inspect traffic up to the
application layer; that depends on firewall type and configuration. Firewalls do not merely
transmit data through physical media; that is a network device function. Firewalls also do
not automatically encrypt data transfer; encryption is provided by protocols such as VPN,
TLS, or IPsec. Internal auditors should review firewall rules, change control, logging,
exceptions, and periodic rule recertification.

Therefore, Option C is correct.
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A partnership is a business structure where two or more individuals share ownership,
responsibilities, and profits or losses. The accounting treatment of a partnership follows
GAAP (Generally Accepted Accounting Principles) and IFRS (International Financial
Reporting Standards).

Let's analyze each option:

A). The initial investment of each partner should be recorded at book value.

Incorrect. The initial investment is recorded at fair market value (FMV) at the time of
contribution, not at book value. This ensures that all assets contributed by partners reflect
their current worth.

B). The ownership ratio identifies the basis for dividing net income and net loss. # (Correct
Answer) Correct. A partnership agreement typically specifies profit and loss-sharing ratios
based on ownership percentages. If no agreement exists, profits and losses are divided
equally among partners.

Example: If Partner A owns 60% and Partner B owns 40%, they will split net income or
loss in this ratio.

C). A partner ' s capital only changes due to net income or net loss.

Incorrect. A partner's capital account changes due to additional investments, withdrawals,
revaluations of assets, and profit/loss allocations.

D). The basis for sharing net income or net losses must be fixed.

Incorrect. Partners can change the allocation method over time through a revised
partnership agreement. It is not required to remain fixed.

[IA Practice Guide - Assessing Financial Statement Risk - Covers partnership accounting
risks.

GAAP & IFRS - Partnership Accounting Standards - Explain the treatment of capital
accounts and income distribution.

COSO Internal Control Framework - Financial Reporting Risk - Discusses financial
treatment of equity structures.

[IA Standard 2120 - Risk Management - Highlights financial statement risks, including
partnerships.

IIA References:
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Comprehensive and Detailed In-Depth Explanation:

Password selection is the most dependent on the user, as it involves choosing and setting
a secure password that meets organizational security requirements.

Option B (Password aging) - Controlled by system settings, not directly by the user.
Option C (Password lockout) - Automatically triggered after failed login attempts.
Option D (Password rotation) - Enforced by system policies, not the individual user's
decision.

Since password security starts with user selection, Option A is correct.

Reference: IIA IT Security - Access Control Best Practices
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A virtual private network is best for employees who need to authenticate and access
organizational IT resources from outside the organization. A VPN creates an encrypted
tunnel over a public or external network, allowing remote users to connect securely to
internal resources. A local area network is limited to a specific physical site, such as an
office. A wide area network connects geographically separated locations, but it is not
specifically a secure remote-access mechanism for individual users. A metropolitan area
network covers a city or metropolitan region. Internal auditors reviewing remote access
should evaluate VPN authentication, encryption, logging, endpoint compliance, session
timeout, access rights, and monitoring.

Therefore, Option D is correct.
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The equity method is used when an investor owns between 20% and 50% of another
company's stock, indicating significant influence over the investee. Since the investor
organization is purchasing 40% of the stock, it qualifies for this method.

(A) Cost method.

Incorrect: The cost method is used when the investor has less than 20% ownership and no
significant influence.

(B) Equity method. (Correct Answer)

The equity method is required when the investor has significant influence over the investee
(typically between

20% and 50% ownership).

Under this method, the investor records a proportional share of the investee's profits and
losses in its financial statements.

[IA Standard 2330 - Documenting Information recommends accurate financial reporting
and appropriate accounting method selection.

(C) Consolidation method.

Incorrect: The consolidation method is used when the investor owns more than 50% of the
stock, granting control over the investee.

(D) Fair value method.

Incorrect: The fair value method applies when investments are traded in active markets
and do not grant significant influence.

[IA Standard 2330 - Documenting Information: Requires appropriate classification of
financial investments.

GAAP & IFRS Accounting Standards: Mandate the equity method for ownership between
20% and 50% with significant influence.

Analysis of Each Option:lIA References Supporting the Answer:Thus, the correct answer is
(B) Equity method, as 40% ownership implies significant influence, requiring the use of this
method.
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Data normalization should have been performed before loading the extract into the
analytics tool.

Normalization prepares data by standardizing formats, correcting inconsistent values,
reducing duplicate entries, and making fields comparable across records. Duplicate entries
and spelling issues can cause false positives, excessive exceptions, and meaningless
results. Data segregation separates data by category or access need, but it does not
correct quality problems. Data stratification groups data into ranges or layers, usually for
analysis of values or risk. Data quantification converts information into measurable form,
but it does not address duplicate or inconsistent records. Internal audit analytics require
reliable, complete, and standardized data before testing. Therefore, Option C is correct.
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Understanding E-Commerce Systems and Their Financial Impact

E-commerce systems, including electronic data interchange (EDI) and electronic funds
transfer (EFT), streamline procurement and payment processes.

The main financial effect of implementing such a system is the acceleration of accounts
payable transactions.

This is because automated purchasing systems allow businesses to place orders faster
and in larger volumes, leading to an increase in outstanding liabilities (accounts payable)
before payments are settled.

Why Option D is Correct?

Higher accounts payable occur because:

EDI automates order placement, leading to more frequent and possibly larger purchases
before payments are processed.

EFT may improve payment processing speed, but it does not eliminate outstanding
payables immediately.

Suppliers may extend credit terms, increasing the organization ' s short-term liabilities
under accounts payable.

[IA Standard 2110 - Governance requires internal auditors to evaluate how technology
changes impact financial controls, including accounts payable management.

COBIT 5 Framework - AP Processes emphasizes that auditors should monitor financial
system integration risks, including liabilities like accounts payable.

Why Other Options Are Incorrect?
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Option A (Higher cash flow and treasury balances):

E-commerce improves transaction efficiency but does not necessarily increase cash flow.
It may even reduce available cash due to frequent automated purchases.

Option B (Higher inventory balances):

EDI can reduce inventory levels due to just-in-time (JIT) ordering, rather than increasing
them.

Option C (Higher accounts receivable):

Accounts receivable refers to money owed to the organization, but e-commerce impacts
payables (money owed by the organization) more directly.

E-commerce accelerates order processing and supplier payments, increasing accounts
payable balances before payment cycles are completed.

[IA Standard 2110 and COBIT 5 stress financial controls, including monitoring accounts
payable risks.

Final Justification:IIA References:

IPPF Standard 2110 - Governance

COBIT 5 - Accounts Payable Controls & Risks

ISO 20022 - Financial Messaging Standards (for EDI & EFT Transactions)
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Definition of a Firewall:

A firewall is a network security device (hardware or software) that monitors and controls
incoming and outgoing network traffic.

It is designed to filter or prevent specific information from moving between internal and
external networks, ensuring unauthorized access is blocked.

How a Firewall Works:

It uses rules and policies to determine whether to allow or block traffic.

Firewalls can be configured to prevent malware, hacking attempts, and unauthorized data
transfers.

There are different types, including packet-filtering firewalls, stateful inspection firewalls,
and next- generation firewalls (NGFWs).

Why Other Options Are Incorrect:

A). Authorization:
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Authorization refers to user access control, ensuring users have the correct permissions,
but it does not filter network traffic.

B). Architecture model:

An architecture model defines the structure of an IT system but does not actively prevent
or filter data movement.

D). Virtual private network (VPN):

A VPN encrypts data and provides secure remote access but does not filter or block data
movement between networks.

[IA's Perspective on IT Security Controls:

[IA Standard 2110 - Governance emphasizes strong cybersecurity controls, including
firewalls, to protect sensitive data.

[IA GTAG (Global Technology Audit Guide) on Information Security recommends using
firewalls as a primary defense mechanism.

NIST Cybersecurity Framework and ISO 27001 Security Standards identify firewalls as
critical tools for network security and data protection.

IIA References:

[IA Standard 2110 - Governance and IT Security

[IA GTAG - Information Security Risks

NIST Cybersecurity Framework
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Detecting an inventory fraud scheme requires analyzing patterns of inventory adjustments,
particularly across different locations. Fraudulent activities often involve unauthorized
write-offs, stock transfers, or misstatements of inventory levels.

(A) Analyze invoice payments just under individual authorization limits.

Incorrect: This technique is useful for detecting procurement fraud or invoice splitting, but
not directly related to inventory fraud.

(B) Analyze stratification of inventory adjustments by warehouse location. (Correct Answer)
Fraudulent inventory write-offs often occur in specific warehouses or locations where
controls are weak.

Stratifying inventory adjustments helps identify abnormal patterns, such as excessive
losses in one location.

[IA Standard 2120 (Risk Management) recommends data analytics and trend analysis to
detect anomalies.
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COSO ERM - Control Activities emphasizes monitoring and review of inventory
adjustments to prevent fraud.

(C) Analyze inventory invoice amounts and compare with approved contract amounts.
Incorrect: This technique is effective for detecting overbilling or procurement fraud, but not
inventory fraud, which involves physical stock manipulation.

(D) Analyze differences discovered during duplicate payment testing.

Incorrect: Duplicate payment testing helps uncover billing fraud, not inventory fraud.

[IA Standard 2120 - Risk Management: Encourages fraud detection through trend analysis
and data monitoring.

[IA Practice Guide - Auditing Inventory Management: Suggests stratification of inventory
adjustments to identify fraud.

COSO ERM - Control Activities: Recommends monitoring inventory transactions to prevent
fraud.

Analysis of Each Option:lIA References Supporting the Answer:Thus, the correct answer is
(B) because analyzing stratification of inventory adjustments by warehouse location helps
detect irregular patterns indicative of fraud.
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Preventive controls are generally stronger than detective controls because they stop
errors, fraud, or noncompliance before they occur. Systems-based controls are also
usually more reliable than people-based controls because automated controls operate
consistently, are less subject to fatigue or judgment errors, and can be embedded directly
into business processes. A systems-based preventive control is therefore typically the
strongest form. A people-based detective control is the weakest because it depends on
individuals noticing an issue after it has already occurred and then responding
appropriately. Such controls are vulnerable to oversight, workload pressure, poor training,
bias, or intentional override. From an internal audit perspective, people-based detective
controls may still be useful, but they provide weaker risk management assurance than
automated or preventive controls. Therefore, Option D is correct.
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The risk is caused by incompatible duties: the same manager can approve vendor setup
and initiate purchases.

The best control is segregation of duties through separate vendor creation and approval
teams. This prevents one person from creating a fictitious vendor and then generating
purchase orders to that vendor without independent review. A code of conduct and conflict-
of-interest declaration are useful ethical controls, but they are weaker because they
depend on honesty and self-reporting. Vendor master file review is detective and may
identify problems after improper vendors already exist. Internal audit should evaluate
whether vendor creation, vendor approval, purchase authorization, receiving, invoice
approval, and payment functions are properly separated. Therefore, Option A is correct.
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Understanding the Attributes of Data Analytics (The Four Vs of Big Data):

* Volume: Refers to the massive amount of data generated.

* Velocity: Refers to the speed at which data is created and processed.

* Variety: Refers to the different types and sources of data.

* Veracity: Refers to data accuracy and reliability.

Why Variety is the Correct Answer:

* Variety represents the increasing number of data sources (e.g., social media, loT
devices, cloud storage, structured/unstructured data, etc.).

* As data sources grow, internal auditors must evaluate data integrity, consistency, and
reliability across multiple formats and systems.

Why Other Options Are Incorrect:

* A. Volume: Refers to the size of data, not the number of sources.

* B. Velocity: Refers to how fast data is generated and processed, not its diversity.

* D. Veracity: Refers to data accuracy, not the number of sources.

[IA Standards and References:

* 1A GTAG on Data Analytics (2017): Highlights the role of variety in managing data from
multiple sources.
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* [IA Standard 1220 - Due Professional Care: Auditors must assess data variety when
using analytics for decision-making.

* COSO ERM Framework: Addresses the importance of integrating diverse data sources
for risk management.
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A team approach best fits a differentiation strategy based on innovation, flexibility, and
responsiveness while still limiting unnecessary resource duplication. Cross-functional
teams can bring together marketing, operations, finance, technology, and product
expertise to respond quickly to customer needs and support innovation. A functional
structure can reduce duplication, but it may be slower and less responsive across
departmental boundaries. A divisional structure supports product or market focus, but it
often duplicates resources across divisions. A virtual network structure provides flexibility
through outsourcing or external partnerships, but it may reduce direct operational control.
Internal auditors should evaluate whether organizational structure supports strategy,
accountability, coordination, and control. Therefore, Option C is correct.
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Reference: IIA Business Knowledge for Internal Auditing, Data Analytics Types section.
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Multinational organizations operate across different countries, currencies, legal systems,
political environments, cultures, markets, tax regimes, labor conditions, and supply chains.
Because of this complexity, they generally spend more time identifying and evaluating
external trends and events. These may include exchange rate movements, geopolitical
instability, trade restrictions, regulatory changes, inflation, competitor activity, and cultural
expectations. Internal strengths, weaknesses, and risk factors remain important, but they
are not uniquely more demanding for multinational entities than for domestic organizations.
Break-even points are financial planning tools and do not capture the broad environmental
scanning required in international operations. Internal audit plans for multinational
organizations should therefore consider country risk, compliance exposure, third-party risk,
and external market volatility. The best answer is Option C.
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Comprehensive and Detailed In-Depth Explanation:

The Three Lines of Defense Model classifies risk management roles as follows:

First Line of Defense: Operational management responsible for risk controls (e.g., blocking
unauthorized traffic, encrypting data).

Second Line of Defense: Risk management and compliance functions that monitor and
assess the effectiveness of first-line controls (e.g., reviewing disaster recovery test results).
Third Line of Defense: Independent audit functions providing assurance (e.g., conducting
security assessments).
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Option C (Reviewing disaster recovery test results) aligns with the second line of defense
because it involves oversight and evaluation of IT controls rather than direct execution.
Reference: IIA Three Lines Model - Risk Management
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According to Maslow's hierarchy of needs, once an individual's lower-level needs
(physiological, safety, and social needs) are met, they seek higher-level motivators such as
esteem and self-actualization. Recognition falls under esteem needs, which include
respect, status, and appreciation. Employees who feel valued and recognized are more
likely to stay with an organization.

A). Social benefits - These are lower-level needs (belongingness/social needs), which
have already been met in this scenario.

B). Compensation - While salary is important, it primarily addresses physiological and
security needs, which are lower on Maslow's hierarchy. Once these are met, higher-level
motivators like recognition become more influential.

C). Job safety - Safety and security are lower-level needs, and in this scenario, they are
already met.

D). Recognition (Correct Answer) - Falls under esteem needs, which are crucial for
employee retention once basic needs are satisfied.

[IA IPPF Standard 2120 - Risk Management includes talent management as part of
organizational sustainability.

COSO ERM Framework - Human Capital Risk highlights employee motivation as a key
factor in risk management.

IIA GTAG 7 - Managing IT Security Risks discusses employee satisfaction and its impact
on organizational security and retention.

Explanation of Each Option:lIA References:
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The Internet of Things connects sensors, machines, devices, and systems so operational
data can be captured and transmitted continuously. In a manufacturing plant, the primary
benefit is real-time monitoring of production equipment, output, temperature, vibration,
downtime, quality indicators, and maintenance conditions. This allows management to
detect production issues quickly, reduce downtime, improve preventive maintenance, and
optimize throughput. loT may introduce cybersecurity and data-integrity concerns, but
securing sensitive data and detecting cyberattacks are not its main production-process
benefit.

Data integrity also requires additional controls over devices, transmission, storage, and
analytics. Internal auditors should evaluate loT governance, access control, device
security, monitoring, and operational reliance. Therefore, Option A is correct.
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A tape rotation schedule defines how often backup tapes are overwritten or archived,
directly impacting data retention periods. This is essential for compliance, disaster
recovery, and internal controls over data storage.

Correct Answer (C - The Tape Rotation Schedule Affects How Long Data is Retained)
Organizations use backup rotation schemes such as Grandfather-Father-Son (GFS),
Tower of Hanoi, or FIFO (First-In-First-Out) to determine how long backups are kept before
being overwritten.

This impacts data retention policies, regulatory compliance, and recovery capabilities.

The llIA's GTAG 10: Business Continuity Management discusses backup strategies and
retention management.

Why Other Options Are Incorrect:

Option A (System backups should always be performed real-time):

Real-time backups (continuous data protection) are useful but not always required. Many
businesses use scheduled backups instead.

Option B (Backups should be stored in a secured location onsite for easy access):

Best practice recommends offsite or cloud storage to protect against disasters like fire or
cyberattacks.
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Option D (Backup media should be restored only in case of hardware or software failure):
Backups may also be restored for audit purposes, compliance checks, or business
continuity testing.

GTAG 10: Business Continuity Management - Covers backup strategies, data retention,
and disaster recovery.

[IA Practice Guide: IT Controls - Discusses backup policies and risks in data management.
Step-by-Step Explanation:IIA References for Validation:Thus, the tape rotation schedule
(C) is correct because it determines how long data is retained.
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Organizational governance concerns the structures, processes, and relationships used to
direct, manage, and oversee an organization. Governance participants are accountable
primarily to stakeholders, which may include shareholders, the board, regulators,
employees, citizens, donors, and other parties affected by the organization's objectives.
Saying that those performing governance activities are accountable only to the customer is
inaccurate and too narrow. Customers are important stakeholders, but they are not the
sole accountability group in governance. An effective internal audit function supports
governance by providing independent assurance on risk management, controls, ethics,
compliance, and performance. Accountability is a core governance principle, and
governance applies to private, public, governmental, and not-for-profit entities. Therefore,
the statement in Option B is the one that is not correct.
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Comprehensive and Detailed Step-by-Step Explanation with all I|IA References:

* Understanding the Concern:

* Internal auditors must assess risks when using free software for data analysis,
particularly regarding data security, confidentiality, and integrity.

* When analyzing third-party vendor data, the primary risk is data compromise,
unauthorized access, or data loss due to inadequate security controls in free software.

* Why Data Security is the Biggest Concern:

* Free software often lacks robust security measures, making sensitive vendor data
susceptible to breaches, cyberattacks, or loss.

* Ensuring compliance with data protection regulations (e.g., GDPR, CCPA) and
contractual obligations with third-party vendors is critical.

* Why Other Options Are Incorrect:

* A. The ability to use the software with ease # While usability is important, security risks
outweigh ease of use in an internal audit context.

* B. The ability to purchase upgraded features # Upgrades may improve analysis
capabilities but do not address security concerns.

* D. The ability to download the software # Installing software is a technical issue, not a
major audit concern compared to security.

* lIA Standards and References:

* [IA Standard 2110 - Governance: Internal auditors should ensure data security risks are
addressed in technology use.

* [IA Standard 2120 - Risk Management: Auditors must evaluate the organization's ability
to safeguard data.

* [IA GTAG (Global Technology Audit Guide) on Data Analytics (2017): Recommends
ensuring security of third-party data when using analytical tools.

Thus, the correct answer is C: The ability to ensure that big data entered into the software
is secure from potential compromises or loss.
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Comprehensive and Detailed In-Depth Explanation:
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Physical and environmental IT controls focus on securing IT infrastructure against
unauthorized access and environmental hazards. Locating servers in locked rooms with
restricted admission protects hardware from theft, tampering, and environmental risks.
Option B (Applying encryption) - A logical security control, not a physical one.

Option C (Access rights allocation) - A logical control related to identity management.
Option D (Software patch control) - Part of IT governance and system maintenance, not
physical security.

Since physical access control is a critical component of IT security, Option A is correct.
Reference: IIA IT Security - Physical and Environmental Controls
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Organizations that rely on third-party vendors for IT services must ensure secure and
controlled communication, especially in areas where external connections are involved.
External connections typically include:

* Cloud services (e.g., SaaS, PaaS, laaS)

* Third-party APIs

* Remote access (VPNSs, firewalls, network gateways)

* loT devices and external sensors

These connections introduce cybersecurity risks, requiring continuous monitoring, vendor
communication, and security controls.

* (A) Applications.

* Incorrect. While application security is important, it is typically managed internally. Vendor
involvement is needed for software patches and updates, but communication is not as
tightly monitored.

* (B) Technical infrastructure.

* Incorrect. This layer includes internal IT components like servers, databases, and
networks, which are mostly managed in-house. Vendor involvement is required for
hardware/software updates but not to the same extent as external connections.

* (C) External connections. #

* Correct. External connections require tightly controlled communication with vendors to
prevent security breaches, unauthorized access, and data leaks.

* [IA GTAG "Auditing IT Governance" highlights third-party risk management as a key area
for IT audits.
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* [IA Standard 2110 requires organizations to establish governance structures for vendor
and IT security management.

* (D) IT management.

* Incorrect. IT management focuses on internal oversight of IT policies and compliance, but
does not necessarily require tightly controlled vendor communication.

* 1A GTAG - "Auditing IT Governance"

* 1A GTAG - "Managing Third-Party Risks"

* [IA Standard 2110 - Governance

Analysis of Answer Choices:IIA References:

Bf: 103
EHREEBS X UVERHBEREDA VN—FIITOEHLR—FOEHNICEHLTELLDIZRD
55 ERTEM,

A NEEEEREEICL > TEITEIN-EXZHBATLH-OIC ERHOLFR— FOENZFERA
TEAMENHYET,

B. E8DLR— FDERZEENT H5E, NEBEBEANIERITEEYIIOREFERT S0
ENHYET,

C.EBDOLR—FDENX I RTOIUT—DFA 0 FLR— 2RI DI ERRICIE
®JICIIBEHA,

D. &% REBEMFFM I ANIL BHOLR— FOERIIHHEICERTE S,

Eff:D (AU FEEEKT D)

Multi-report summaries are designed to provide senior management and the board with
aggregated results across multiple audit engagements. To make them effective, internal
audit functions typically rate findings (e.

g., high, medium, low) so results can be compared and summarized efficiently.

Option A is incomplete because summaries are not just about describing audit work but
about presenting meaningful insights. Option B (tables) refers to presentation style, not the
key principle. Option C is incorrect because even if boards review individual reports,
summaries provide strategic insights across engagements.

Thus, the correct answer is Option D.

Reference:

lIA Practice Guide - Formulating and Expressing Internal Audit Opinions.
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Reference: IIA Business Knowledge for Internal Auditing, Access Controls section.
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When internal audit identifies a serious issue, the CAE must first discuss the matter with
management to confirm facts and obtain explanations. If the issue remains unresolved or
poses unacceptable risk, it is then escalated to senior management, the board, and
regulators as required. Direct reporting to regulators (Option C) or the audit committee
(Option D) without first engaging management bypasses proper escalation. Option A
(ongoing monitoring) delays action on a compliance breach.

Reference:

IIA Standards - Standard 2600: Communicating the Acceptance of Risks.
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A privacy and data protection risk assessment should begin by identifying what private or
personal data the organization collects and maintains. The auditor must first understand
the data inventory before evaluating legal obligations, processing purposes, access
controls, retention, sharing, breach response, or pseudonymization. Potential fines are
important, but they cannot be assessed properly without knowing what data exists and
which regulations apply. Cybersecurity investigation procedures are relevant later,
especially for incident response. Pseudonymization is a specific privacy control, not the
starting point. Internal audit should first determine data types, data subjects, locations,
systems, owners, sensitivity, third-party transfers, and processing purposes. Therefore,
Option C is correct.
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Internal audit maintains independence by avoiding the design or implementation of
management's corrective actions. However, the internal audit function has a valid role in
evaluating and monitoring whether management's action plans effectively address audit
observations. This ensures risks are mitigated while internal audit retains its assurance
role.

Option A is too restrictive; while internal audit does not design or implement action plans, it
does monitor and evaluate them. Options B and D inappropriately place responsibility for
action plan design and monitoring with internal audit, which would compromise
independence.

Reference:

[IA Standards - Standard 2500: Monitoring Progress.
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Software as a Service provides complete applications delivered over the internet on a
subscription or usage basis. Cloud-based email using the organization's own domain name
is a common SaaS example because the provider manages the application, infrastructure,
maintenance, security updates, and availability.

Infrastructure as a Service provides computing resources such as servers, storage, and
networking, but the customer usually manages operating systems and applications.
Platform as a Service provides a development and deployment platform. Hardware as a
Service is not the best fit for cloud email application delivery.

Internal auditors reviewing SaaS should consider vendor management, access controls,
data ownership, availability, encryption, and service-level agreements. Therefore, Option D
is correct.
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Comprehensive and Detailed In-Depth Explanation:

In data analytics, data cleaning involves identifying and correcting errors, inconsistencies,
and redundancies in the dataset to ensure accuracy and reliability. By eliminating duplicate
or irrelevant data, the internal auditor enhances the quality of the dataset, which is crucial
for accurate analysis and risk assessment. This process is a preparatory step before
analyzing the data to identify high-risk areas. Normalization (option A) refers to organizing
data to reduce redundancy but is more specific to database design. Analyzing data (option
B) and reviewing data prior to defining the question (option D) are steps that occur before
and after data cleaning, respectively.
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To detect missing rows in point-of-sale spreadsheet data, the auditor or analyst should
compare product identification codes by store for consecutive periods. This approach tests
whether expected product-store combinations appear consistently over time and can
reveal gaps for specific days or locations. Sorting only by product identification code may
show missing products but would not reliably detect missing rows by store or date.
Reviewing store identification code and identifying missing product codes is incomplete
because the issue concerns missing days of data, not merely missing product records.
Comparing product codes for consecutive periods without considering store could hide
gaps if the same product appears in other stores.

From an internal audit data analytics perspective, the most precise test uses store-level
comparison across consecutive periods. Therefore, Option D is correct.
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A management action plan should include: (1) corrective action, (2) responsible personnel,
and (3) implementation timeline. In this case, while the corrective action and due date are
included, the responsible personnel is missing, which is critical for accountability.
Option B (status) is tracked later during follow-up. Option C (policy reference) is not
mandatory. Option D (risk level) belongs to the observation, not the action plan.
Reference:
[IA Practice Guide - Audit Findings and Recommendations.
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The business impact analysis phase identifies critical business units, processes, assets,
systems, dependencies, recovery priorities, maximum tolerable downtime, recovery time
objectives, and recovery point objectives.

This phase determines what must be recovered and how quickly to maintain an acceptable
level of operations.

Scope and initiation defines the project boundaries, responsibilities, and planning
approach. Plan development creates recovery procedures based on BIA results. Testing
validates whether the plan works as intended.

Internal auditors reviewing disaster recovery planning should verify that the BIA is current,
approved, aligned with business priorities, and linked to recovery strategies. Without a
proper BIA, recovery plans may protect the wrong systems or set unrealistic priorities.
Therefore, Option B is correct.
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A decentralized structure distributes decision-making authority across different business
units, divisions, or geographical locations. While decentralization provides flexibility and
autonomy, the primary risk is inconsistency in decision-making, as different units may
develop their own policies, processes, and priorities that are not aligned with the
organization ' s strategic goals.

(A) Inability to adapt.

Incorrect. Decentralization typically enhances adaptability, as individual units can quickly
respond to local market conditions, customer needs, and emerging risks without waiting for
corporate approval.

(B) Greater costs of control function.

Partially correct but not the primary risk. While decentralization may increase oversight
costs (e.g., more auditors and compliance personnel), the primary issue is lack of uniform
decision-making rather than costs alone.

(C) Inconsistency in decision making. #

Correct. When decision-making authority is spread across various units, inconsistencies
arise in areas such as risk management, compliance, operational procedures, and
resource allocation. This can lead to conflicts, inefficiencies, and misalignment with
corporate strategy.
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[IA Standard 2120 - Risk Management emphasizes the need for consistent risk oversight in
all business units.

[IA GTAG " Auditing the Control Environment " warns that inconsistent policies weaken
internal controls and governance.

(D) Lack of resilience.

Incorrect. A decentralized structure often improves resilience because decision-making is
spread out, reducing dependency on a central authority. This allows units to function
independently if one area experiences disruption.

[IA Standard 2120 - Risk Management

[IA GTAG - " Auditing the Control Environment "

COSO Framework - Internal Control Principles

Analysis of Answer Choices:IIA References:Thus, the correct answer is C, as
decentralization introduces decision-making inconsistencies, affecting governance and
strategic alignment.
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The Just-in-Time (JIT) method is a managerial accounting and inventory management
strategy that focuses on reducing or eliminating excess inventory by receiving goods only
as needed.

(A) Theory of constraints.

Incorrect: The theory of constraints focuses on identifying and managing bottlenecks in
production, not reducing inventory levels.

(B) Just-in-time method. (Correct Answer)

JIT aims to reduce waste, lower storage costs, and improve efficiency by ensuring that
materials and products arrive only when needed.

[IA GTAG 3 - Continuous Auditing suggests monitoring inventory controls to align with JIT
principles.

(C) Activity-based costing.

Incorrect: Activity-based costing allocates costs to activities based on usage, not inventory
reduction.

(D) Break-even analysis.

Incorrect: Break-even analysis calculates the level of sales needed to cover costs but does
not focus on inventory management.
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[IA Standard 2120 - Risk Management: Encourages auditors to assess cost-management
strategies like JIT.

[IA GTAG 3 - Continuous Auditing: Supports real-time monitoring of inventory to minimize
excess stock.

Analysis of Each Option:lIA References Supporting the Answer:Thus, the correct answer is
(B) Just-in-Time (JIT) method, as it focuses on achieving low or no inventory to optimize
efficiency and reduce costs.
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A tolerance threshold is a recognized control that allows for efficiency while preventing
abuse. By setting a monetary limit, the process permits legitimate small variances (e.g.,
transport costs) while ensuring significant discrepancies are flagged and cannot be
bypassed.

Option A is overly rigid and impractical. Option B is administratively burdensome. Option D
lacks control and exposes the process to risk.

Reference:

[IA Standards - Standard 2130: Control.
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Effectiveness means achieving stated objectives. Efficiency means achieving results with
optimal use of resources. The organization achieved its market share goal, so it was
effective in reaching that objective.

However, it failed to achieve the desired return on investment and output per labor hour,
both of which indicate poor efficiency or resource productivity. Option A and B incorrectly
frame the issue as a choice between capital investment and marketing. Option C is
incorrect because the organization is not demonstrating efficiency; the poor output per
labor hour shows the opposite. Internal audit should distinguish effectiveness from
efficiency when evaluating performance. A process can achieve its goal while still using too
many resources or generating weak returns. Therefore, Option D is correct.
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Reference: IIA Business Knowledge for Internal Auditing, Disaster Recovery Plans section.
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When conducting a cybersecurity risk assessment, an internal auditor must evaluate the
most significant threats based on their potential impact on the organization. In the
pharmaceutical industry, intellectual property (IP), such as research and development (R &
D) data, is one of the most valuable and sensitive assets.

(A) Cybercriminals hacking into the organization ' s time and expense system to collect
employee personal data:While the loss of employee personal data is a serious concern
due to privacy and regulatory implications (e.g., GDPR, CCPA), it does not pose as critical
a threat as the loss of proprietary pharmaceutical research.
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(B) Hackers breaching the organization ' s network to access research and development
reports (Correct Answer):R & D reports contain proprietary drug formulas, clinical trial
results, and patent-pending innovations, making them highly valuable to competitors and
cybercriminals. A breach could lead to intellectual property theft, financial losses, loss of
competitive advantage, and regulatory non-compliance (e.

g., FDA, EMA requirements). This is considered the most significant threat because:

It could result in billions of dollars in lost revenue.

Competitors or state-sponsored hackers could exploit stolen research.

It could disrupt drug development and approval processes.

(C) A denial-of-service (DoS) attack that prevents access to the organization's
website:While DoS attacks can damage an organization ' s reputation and disrupt
operations, they generally do not cause the same level of financial or strategic harm as the
loss of critical R & D data. Most organizations have cybersecurity measures (e.g., load
balancers, CDNs) to mitigate DoS risks.

(D) A hacker accessing the financial information of the company:Unauthorized access to
financial data can be serious, leading to fraud or reputational damage. However, publicly
traded companies already disclose much of their financial data, and financial breaches
typically have a lower long-term impact compared to intellectual property theft.

[IA Global Technology Audit Guide (GTAG) 15: Information Security Governance:
Recommends that internal auditors prioritize risks that impact strategic assets, such as
intellectual property.

[IA Standard 2120 - Risk Management: Requires internal auditors to evaluate the
organization's risk management processes, emphasizing risks with significant financial and
operational consequences.

[IA Practice Advisory 2110-2: Assessing the Adequacy of Risk Management Processes:
Highlights that internal auditors must identify risks that could threaten the organization's
long-term objectives, such as IP theft.

COSO ERM Framework: Encourages prioritization of risks that have high impact on an
organization's value and strategic objectives, such as cyber threats to proprietary research.
Analysis of Each Option:lIA References:Conclusion:Given the pharmaceutical industry ' s
reliance on proprietary R & D, a breach compromising research reports represents the
most significant cyber threat.

Therefore, option (B) is the correct answer.
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The immediate corrective action should be to restrict technicians' access to live production
data to prevent accidental deletions from recurring. This addresses the condition directly
and mitigates immediate risk exposure.

Option A (root cause project) is important but takes time and should follow immediate
corrective action.

Option C (reconciliation) helps detect issues but does not prevent them. Option D
(dismissal) is inappropriate since the issue was accidental, not fraudulent.

Reference:

[IA Standards - Standard 2130: Control.
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According to the International Standards for the Professional Practice of Internal Auditing,
when significant risk exposures remain unaddressed after a follow-up engagement, the
CAE must first discuss the matter with the appropriate level of management responsible for
the area. The purpose is to determine whether there is a valid reason for not implementing
the recommended corrective actions, to clarify management's perspective, and to
encourage timely resolution.

If management still refuses to act and the risk remains high, the CAE must then escalate
the issue to senior management and, if necessary, to the board. Immediate escalation to
the board without first discussing with management is inappropriate, as it bypasses the
chain of accountability. Reporting directly to external auditors is also not the responsibility
of the CAE unless specifically mandated by regulation or law.

Therefore, the correct initial step is to discuss the issue with management responsible for
the risk area (Option B).
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Reference:llA Standards - Standard 2500: Monitoring Progress; Implementation Guide
2500 - Monitoring Progress.
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The scenario describes a security breach where an employee's smart card access was not
updated after relocation. The best way to prevent such incidents is to regularly review
access logs to detect and revoke outdated permissions.

* Timely Detection of Unauthorized Access:

* Regular log reviews allow security teams to identify anomalies, such as an employee
accessing a location where they no longer work.

* Access Control Auditing:

* Periodic reviews help update access rights, ensuring that only authorized personnel have
access to specific areas.

* Compliance with Security Standards:

* IIA Standard 2110 - Governance emphasizes ensuring security measures are effective.
*1SO 27001 - Access Control Policies recommends regular access reviews to prevent
unauthorized access.

* B. Two-level authentication:

* While multi-factor authentication enhances security, it would not remove outdated access
rights from the system.

* C. Photos on smart cards:

* A photo helps in identity verification, but it does not prevent unauthorized access if the
card remains active.

* D. Restriction of access hours:

* Limiting access times would not stop an unauthorized user from entering during valid
hours.

* IIA Standard 2110 - Governance: Internal auditors must assess IT and physical security
controls.

* IIA Standard 2120 - Risk Management: Ensures risks associated with unauthorized
access are managed.
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* COBIT Framework - Identity and Access Management: Recommends reviewing user
access logs for anomalies.

Key Reasons Why Option A is Correct:Why Other Options Are Incorrect:II1A
References:Thus, the correct answer is A. Regular review of logs.
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A zero-coupon bond is a type of bond that sells at a discount from its face value and
gradually increases in value over time until maturity when the bondholder receives the full
face value. Unlike regular bonds, zero- coupon bonds do not pay periodic interest
(coupons) but instead accumulate interest over the bond's life.

Let's analyze each option:

Option A: High-yield bonds

Incorrect.

High-yield bonds (junk bonds) offer higher interest rates due to higher risk but pay periodic
interest rather than being sold at a discount and growing in value over time.

Option B: Commodity-backed bonds

Incorrect.

Commodity-backed bonds are linked to the price of a commodity (e.g., gold, oil) rather than
increasing in value over time from an initial discount.

Option C: Zero coupon bonds

Correct.

These bonds are issued at a discount and increase in value each year as interest accrues.
The investor receives the full face value at maturity, which includes the principal and
accumulated interest.
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IIA Reference: Internal auditors evaluate investment risks, including bond valuation and
discount amortization. (IIA Practice Guide: Auditing Investment and Treasury Functions)
Option D: Junk bonds Incorrect.

Junk bonds are simply high-risk, high-yield bonds that pay interest periodically and do not
necessarily sell at a deep discount.

Thus, the verified answer is C. Zero coupon bonds.
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A business continuity plan should include solutions for recovering critical business
functions after a disruption. The plan should identify critical processes, recovery priorities,
responsibilities, communication procedures, alternative arrangements, system recovery
requirements, and dependencies on outsourced services. Capacity management plans
may support operational planning, but they are not the central BCP content. Intellectual
property and data protection clauses are contract terms that may be important in
outsourcing agreements, but they are not the main recovery content of the continuity plan.
Internal audit should verify that outsourced service continuity is aligned with the
organization's recovery time objectives, recovery point objectives, escalation procedures,
and service-level commitments. Therefore, Option C is correct.
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Decreased employee productivity after data loss is most directly caused by lack of data
backup. If business data stored or accessed through mobile devices is lost and cannot be
restored, employees may need to recreate work, delay tasks, repeat transactions, or wait
for recovery. Malware, sensitive data exposure, and lack of encryption are serious security
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and privacy concerns, but they do not directly explain productivity loss from unrecoverable
data. Backup controls support availability and recovery by ensuring data can be restored
after deletion, corruption, device theft, or system failure. Internal auditors should evaluate
mobile backup requirements, synchronization, cloud storage controls, recovery testing,
encryption, and incident response.

Therefore, Option D is correct.
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System software controls refer to security measures and protocols that protect an
organization's IT infrastructure from unauthorized access, cyber threats, and system
failures. Intrusion testing (penetration testing) is a key system software control used to
detect vulnerabilities in IT environments.

* Correct Answer (D - Performing Intrusion Testing on a Regular Basis)

* Intrusion testing is a critical system software security measure that helps identify
weaknesses in software configurations and security defenses.

* This falls under system software controls because it directly tests the security of
operating systems, applications, and network software.

*The llIA's GTAG 11: Developing IT Security Audits highlights penetration testing as a
necessary control for system software security.

* Why Other Options Are Incorrect:

* Option A (Restricting server room access to specific individuals):

* This is a physical access control, not a system software control.

* Option B (Housing servers away from environmental hazards):

* This is an environmental control, focusing on disaster prevention rather than software
security.

* Option C (Ensuring that all user requirements are documented):

* This relates to project documentation and system development, but it does not control
software security.

* [IA GTAG 11: Developing IT Security Audits - Recommends regular penetration testing
as a system software control.

* [IA Practice Guide: Auditing IT Security - Discusses system software security measures.
IIA References for Validation:Thus, D is the correct answer because intrusion testing is a
core system software control ensuring security.
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Effective negotiation focuses on interests rather than fixed positions. Interests explain why
each party wants something, while positions are the specific demands each party initially
states. By focusing on interests, negotiators can identify options that satisfy underlying
needs and preserve relationships. This approach is especially useful in internal audit when
resolving disagreements over findings, action plans, ratings, deadlines, or resource
constraints. Option A is not a core negotiating principle and may create personal bias.
Option C is too narrow because effective negotiation usually develops multiple options
before settlement.

Option D describes positional or power-based bargaining, which may damage relationships
and reduce long- term cooperation. Therefore, Option B is correct.
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During an audit of business continuity plans, the internal auditor's role is to evaluate
whether the plans are adequate, current, tested, approved, and aligned with business
requirements. Preparing the business impact analysis, identifying key response personnel,
and prioritizing required recovery resources are management responsibilities. Internal audit
may review those activities, test their adequacy, and determine whether they support
recovery objectives, but auditors should not assume ownership of management's
continuity planning process. Performing management's work would impair objectivity,
especially if internal audit later had to provide assurance over that same work. Therefore,
Statement 1 is appropriate because it reflects an assurance role. Statements 2, 3, and 4
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describe management design and implementation responsibilities. The correct answer is
Option A: 1 only.
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The chief audit executive (CAE) plays a crucial role in evaluating strategic decisions,
including outsourcing IT functions. The most appropriate first step is to assess whether the
proposal aligns with the organization's overall strategy and verify that the supporting
information is reliable and complete before making further evaluations.

* Strategic Alignment:

* The CAE must first determine whether outsourcing supports the organization's long-term
objectives, risk tolerance, and business goals.

* Reliability of Supporting Information:

* Before evaluating costs, risks, or operational impacts, the CAE must ensure that
management's data and assumptions are accurate and complete.

* [IA Standards on Governance and Risk Management:

* [IA Standard 2110 - Governance requires auditors to evaluate decision-making
processes, including outsourcing.

* [IA Standard 2120 - Risk Management emphasizes assessing risks associated with major
decisions like outsourcing.

* B. Ascertain whether governance and approval processes are transparent, documented,
and completed:

* While governance is important, this step comes after verifying strategic alignment.

* C. Perform a due diligence review or assess management's review of provider
operations:

* Due diligence is a later step in outsourcing evaluation, not the first priority.

* D. Identify key performance measures and data sources:

* Key performance measures are useful for monitoring outsourcing after approval, but they
do not determine initial alignment with strategy.

* [IA Standard 2110 - Governance: Requires internal auditors to evaluate whether key
decisions align with organizational objectives.


https://www.jpnshiken.com/q/68829-6431059/

* IIA Standard 2120 - Risk Management: Internal auditors must assess potential risks and
verify the reliability of information used for decision-making.

* COBIT Framework - IT Governance: Emphasizes strategic alignment of IT decisions,
including outsourcing.

Key Reasons Why Option A is Correct:Why Other Options Are Incorrect:lIA
References:Thus, the correct answer is A. Understand strategic context and evaluate
whether supporting information is reliable and complete.
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Effective risk management is indicated by controls that promote compliance with laws and
regulations and by monitoring systems that alert management to unexpected events.
These show that the organization has control activities and monitoring processes linked to
risk exposure. Statement 2 is unrealistic because no control environment can address all
identified risks completely; risk responses must be prioritized based on risk appetite and
cost-benefit considerations. Statement 3 is not necessarily positive because key controls
should change when risks, systems, regulations, or processes change. Internal audit
should evaluate whether controls are risk-based, adaptive, monitored, and aligned with
objectives. The most valid indicators listed are compliance-supporting controls and
effective monitoring systems. Therefore, Option B is correct.

HER3: 130

HEILEEF NTYHEYRDIAR TN VEEELTWET,
B %5 {E = 82

BEEME = $5

ElE & & = 83.50

ZTEHESE =82.50


https://www.jpnshiken.com/q/68829-6431060/

KDNFIIEEE 15 FILTHRFESATULWET, LML, RtiEEhZEh 311 T 50,000 &
DIKNTY DFRIEXEZITE LT,

TREGHEEEADHY MOITRTOEHN—FETHSERET S & BSHER T D
AEXEZITANSENE IDNERET DRICBEREIANE BHET L=y bHEYDIR
MMEWL K 5TTH?

A. $9.50

B. $10.50

C. $11

D. $13

IEfR: (EffzRnLET)

When evaluating a special order, only relevant costs should be considered. Fixed costs are
not relevant because they remain unchanged regardless of production levels. The relevant
costs include variable manufacturing costs and direct costs (direct labor and direct
material).

Step-by-Step Calculation of Relevant Cost per Unit:Given cost per bucket:

* Direct Labor = $2

* Direct Material = $5

* Variable Manufacturing Cost = $2.50

* Fixed Manufacturing Cost = $3.50 (Not relevant)

Relevant Cost Per Unit:Direct Labor+Direct Material+Variable Manufacturing Cost
\text{Direct Labor} + \text

{Direct Material} + \text{Variable Manufacturing Cost}

Direct Labor+Direct Material+Variable Manufacturing Cost =2+5+2.50=9.50= 2 + 5 + 2.50
= 9.50=2+5+2.

50=9.50

Since fixed costs remain constant, they do not impact the decision to accept the order. The
relevant cost is

$9.50 per unit.

*B. $10.50 - Includes some portion of fixed costs, which should be excluded.

* C. $11 - Incorrect because it overestimates costs by considering fixed expenses.

*D. $13 - Includes both fixed and variable costs, but only variable costs matter for
decision-making.

* [IA's GTAG on Cost Analysis and Decision-Making - Emphasizes using relevant costs for
pricing decisions.

* COBIT 2019 (Governance and Decision-Making Framework) - Recommends marginal
cost analysis for special orders.

* Managerial Accounting Principles - States that fixed costs should not influence short-term
pricing decisions.

Why Not the Other Options?IIA References:

B 131


https://www.jpnshiken.com/q/68829-6431061/

ITICEETAINABAFTURICKDE BTV ERAFHEZRIEISKRLTLDDERD S
L5ENTIH?

A BHGNRRAT—FOBRELOFHHCLDEETEZERT S

B.R2LT—4% U A—~DAGZEHIHT 5=OIC RTAT H—FEEKRLET,
C.HEBAASEBRTT 23— ~DT7I7REERLET,

D. RENKREDEEZHIFL T BYLHBIEZHERT D

EfE: (EfEZRRLET)

Logical access controls are security measures that restrict electronic access to systems,
applications, and data based on user roles and permissions. These controls ensure that
only authorized personnel have access to specific functions or information.

Logical access controls enforce role-based access management, ensuring users only have
permissions aligned with their job functions.

Proper role definitions help prevent fraud and unauthorized access by enforcing
segregation of duties (SoD).

The llIA's GTAG 4 - Management of IT Auditing highlights logical access as a core security
control that supports SoD.

A). Require complex passwords to be established and changed quarterly # Incorrect. While
strong passwords are an access control measure, they are not a comprehensive logical
access control (they are part of authentication mechanisms).

B). Require swipe cards to control entry into secure data centers. # Incorrect. Swipe card
access is a physical access control, not a logical access control.

C). Monitor access to the data center with closed-circuit camera surveillance. # Incorrect.
CCTV surveillance is also a physical security control, not a logical access control.

IIA GTAG 4 - Management of IT Auditing emphasizes that logical access controls should
be role-based and support segregation of duties.

[IA Standard 2110 - Governance states that organizations should maintain appropriate
access controls to protect sensitive information.

NIST SP 800-53 (Security and Privacy Controls for Federal Information Systems) identifies
logical access control as a fundamental cybersecurity measure.

Why Option D is Correct?Explanation of the Other Options:lIA References & Best
Practices:Thus, the correct answer is D. Maintain current role definitions to ensure
appropriate segregation of duties.
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IEfE: (EfEZERTLET)

When an organization buys equity securities for trading purposes, it means that these
securities are classified as trading securities. According to International Financial
Reporting Standards (IFRS) and Generally Accepted Accounting Principles (GAAP):
Trading securities are measured at fair value.

Unrealized gains and losses from changes in fair value are recognized in net income, not
in shareholders ' equity.

A). At fair value with changes reported in the shareholders ' equity section. (Incorrect) This
treatment applies to available-for-sale (AFS) securities under previous GAAP rules, but not
to trading securities.

Under IFRS 9, AFS classification has been removed, and most equity investments are
recorded at fair value through profit or loss (FVTPL).

B). At fair value with changes reported in net income. (Correct)

This is the correct treatment for trading securities, as per IFRS 9 and ASC 320 (FASB).
C). At amortized cost in the income statement. (Incorrect)

Amortized cost is used for held-to-maturity (HTM) debt securities, not for equity securities
held for trading.

D). As current assets in the balance sheet. (Partially Correct but Incomplete) While trading
securities are usually classified as current assets, this answer does not address valuation
and reporting of changes in fair value.

[IA Practice Guide: Auditing Investments highlights the importance of correctly valuing
securities based on accounting standards.

IFRS 9 - Financial Instruments mandates fair value measurement for trading securities with
gains/losses reported in profit or loss.

GAAP ASC 320 - Investments - Debt and Equity Securities aligns with IFRS, requiring fair
value reporting through net income.

Explanation of Answer Choices:IIA References:Thus, the correct answer is B. At fair value
with changes reported in net income.
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Reference: IIA Business Knowledge for Internal Auditing, Partnership Accounting section.
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An intangible asset is an asset that lacks physical substance but has value due to its legal
rights or expected economic benefits. Some intangible assets have finite useful lives (e.g.,
copyrights, patents) and are amortized, while others have indefinite useful lives and are not
amortized but tested for impairment.

* (A) Underground oil deposits. #

* Incorrect. Oil deposits are natural resources, not intangible assets. They are classified as
depletable assets because their value declines as they are extracted.

* (B) Copyright. #

* Incorrect. A copyright grants exclusive rights to reproduce and distribute creative works,
but it has a finite legal life (typically 50-100 years, depending on jurisdiction). It is amortized
over time.

*(C) Trademark. #

* Correct. A trademark (e.g., a company's logo or brand name) is considered an indefinite-
life intangible asset because it can be renewed indefinitely as long as the business
continues to use it and follows renewal requirements.

* According to IIA GTAG - "Auditing Intangible Assets", trademarks are subject to
impairment testing, but they are not amortized unless their useful life becomes definite.

* (D) Land. #

* Incorrect. Land is a tangible asset, not an intangible one. While it has an indefinite life, it
does not fit the category of intangible assets.

*[IA GTAG - "Auditing Intangible Assets"

* [IA Standard 2130 - Control Activities (Asset Management)

* IFRS and GAAP Guidelines - Indefinite and Finite-Lived Intangible Assets Analysis of
Answer Choices:lIA References:Thus, the correct answer is C (Trademark), as trademarks
have indefinite lives unless there is evidence to the contrary.
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The IlA requires internal audit functions to have an external quality assessment at least
once every five years.
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External quality assurance feedback provides the most independent, objective, and reliable
assurance to the board regarding whether the internal audit function conforms with
standards and is positioned to achieve its objectives.

Option A measures productivity but not quality. Option B provides useful insights but is
subjective. Option D indicates staffing health but does not directly assess ability to meet
objectives.

Reference:

[IA Standards - Standard 1312: External Assessments.
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Indirect labor costs incurred in the production process are treated as part of manufacturing
overhead. Since the cost was incurred on the last day of the year, it is likely that the related
products are still in inventory rather than being sold.

Under Generally Accepted Accounting Principles (GAAP) and International Financial
Reporting Standards (IFRS), indirect labor costs associated with manufacturing should be
included in the cost of inventory until the related goods are sold.

Once the goods are sold, the cost will be transferred to the cost of goods sold (COGS) in
the income statement.

A). It should be reported as an administrative expense on the income statement.
(Incorrect) Indirect labor related to manufacturing is classified as part of manufacturing
overhead, not an administrative expense.

B). It should be reported as a period cost other than a product cost on the management
accounts. (Incorrect) Indirect labor in production is a product cost (i.e., a cost that is
included in inventory and matched with revenues when the product is sold).

Period costs refer to expenses like selling and administrative costs, which are expensed
immediately.

C). It should be reported as cost of goods sold on the income statement. (Incorrect) Since
the cost was incurred on the last day of the year, the related products have likely not yet
been sold, meaning the cost remains in inventory.

D). It should be reported on the balance sheet as part of inventory. (Correct) Manufacturing
overhead, including indirect labor, is included in inventory (work-in-process or finished
goods) on the balance sheet until the goods are sold.
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lIA Practice Guide: Auditing Inventory Management emphasizes that manufacturing costs,
including indirect labor, should be allocated properly to inventory.

[IA Standard 2330 - Documenting Information requires auditors to ensure proper financial

reporting of costs in accordance with GAAP/IFRS inventory valuation principles.

IFRS (IAS 2 - Inventories) and GAAP (ASC 330 - Inventory) state that indirect production

costs must be capitalized as inventory until sold.

Explanation of Answer Choices:IIA References:Thus, the correct answer is D. It should be
reported on the balance sheet as part of inventory.
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When calculating available audit hours, the CAE must exclude non-engagement activities
such as administration, meetings, professional development, and staff coaching. These are
essential but not directly part of engagement execution.

Preliminary risk assessment (Option B), documentation (Option C), and reporting (Option
D) are all integral steps of an engagement and should be included in engagement hours.
Thus, only coaching time (Option A) should be deducted.

Reference:

[IA Practice Guide - Engagement Planning: Considerations for Resource Planning.
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The most relevant BYOD risk is data leakage because personally owned devices may
access organizational networks, applications, email, files, and databases. These devices
may be lost, stolen, infected with malware, poorly patched, connected to insecure
networks, or used by unauthorized individuals. Option B may indicate training needs, but it
is not the primary BYOD risk. Option C is unrelated because personally owned devices are
not normally capitalized as organizational assets. Option D may occur, but the larger
organizational exposure is loss or disclosure of business data, not the financial loss of the
device itself. Internal audit should review BYOD policies, mobile device management,
encryption, remote wipe, access restrictions, monitoring, and user agreements. Therefore,
Option A is correct.
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Managerial accounts are prepared primarily for internal decision-making, planning, control,
and performance evaluation. Unlike external financial statements, they are not required to
follow a fixed external reporting format or be prepared for general public users. They
should be tailored to the needs of the specific internal users who rely on them, such as
department managers, senior executives, project leaders, or cost center owners. Option A
is incorrect because managerial reports may be prepared daily, weekly, monthly, quarterly,
or on demand depending on operational needs. Option B is not a defining requirement
because external auditors verify external financial reports, not necessarily internal
managerial accounts. Option C is too broad because specialized managerial reports may
only be understandable to relevant users. Therefore, Option D is correct.
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A high-performance culture is one where employees are motivated to achieve excellence,
innovate, and contribute to organizational success. This requires recognition of individual
contributions, team collaboration, and strong leadership.

Let ' s analyze each option:

A). Reiterating the importance of compliance with established policies and procedures.
Incorrect. While compliance is crucial for governance and risk management, simply
enforcing policies does not inherently promote high performance. High-performance
cultures go beyond compliance to encourage innovation, creativity, and ownership.

B). Celebrating employees ' individual excellence. # (Correct Answer)

Correct. Recognizing and rewarding employees for their achievements, innovation, and
outstanding performance fosters motivation, engagement, and a culture of continuous
improvement.

Examples include employee recognition programs, awards, and performance-based
incentives.

C). Periodically rotating operational managers.

Incorrect. While job rotation can provide exposure to different roles, frequent changes in
leadership may disrupt continuity and stability, potentially harming long-term performance.
D). Avoiding status differences among employees.

Incorrect. While reducing hierarchical barriers can improve collaboration, completely
eliminating status differences is unrealistic. A well-structured leadership framework helps
set clear roles, expectations, and accountability.

[IA Standard 2110 - Governance - Encourages fostering a performance-driven culture.
COSO ERM Framework - Performance & Strategy Alignment - Discusses the role of
motivation and recognition in achieving organizational goals.

ISO 30414 - Human Capital Reporting - Covers employee engagement and performance
culture.

[IA Practice Guide - Evaluating Corporate Culture - Highlights employee recognition as a
key factor in high- performance environments.

IIA References:
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Reference: I|A Business Knowledge for Internal Auditing, Supply Chain Management
section.
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Fingerprint identification has the lowest risk of inaccurate authentication among the listed
options because it uses a biometric characteristic that is difficult to guess, share, or
replicate compared with knowledge-based methods. Complex passwords can still be
stolen, phished, reused, or written down. Signature verification can be subjective and
vulnerable to forgery or poor capture quality. Personal security questions are often weak
because answers may be discoverable through social media, public records, or personal
knowledge. Biometric controls are not perfect and require proper enroliment, template
protection, false acceptance monitoring, and privacy safeguards. However, in comparison
with the other options, fingerprint identification provides stronger identity assurance.
Therefore, Option A is correct.
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Comprehensive and Detailed In-Depth Explanation:

Encryption is a security measure that protects the confidentiality of sensitive data by
converting it into an unreadable format. This directly addresses privacy risks by preventing
unauthorized access to personal or confidential information.

Option A (Information integrity risk) - Integrity controls (e.g., checksums, hash functions)
address this risk.

Option C (Access risk) - Managed through authentication and access controls, not
encryption.

Option D (Software risk) - Related to vulnerabilities, which encryption does not directly
mitigate.

Since encryption protects privacy by securing sensitive data, Option B is correct.
Reference: IIA IT Security - Data Privacy & Encryption Standards
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Unsecured loans are granted without specific collateral and are based primarily on the
borrower's credit standing, reputation, financial strength, cash flows, and repayment
capacity. The lender relies on the borrower' s general creditworthiness rather than a legal
claim against pledged assets. Option A describes loan maturity, not security. An unsecured
loan may be short-term or long-term. Option B is incorrect because unsecured loans are
not automatically too risky; creditworthy borrowers often obtain unsecured financing.
Option D is the opposite of unsecured lending because mortgaged assets create secured
debt. Internal auditors reviewing financing arrangements should evaluate loan terms,
covenants, collateral, interest rates, maturity, and compliance with borrowing authority.
Therefore, Option C is correct.
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Definition of Rooting:

Rooting (on Android) or Jailbreaking (on iOS) is the process of bypassing manufacturer
and administrative security controls on a smart device.

This allows users to gain full control (root access) over the operating system, which can
override security restrictions and allow installation of unauthorized applications.

How Rooting Increases Data Security Risks:

Bypassing Security Measures: Rooting removes built-in security protections, making the
device more vulnerable to malware, unauthorized access, and data breaches.
Exposure to Malicious Apps: Rooted devices can install third-party applications that are not
vetted by official app stores, increasing the risk of data theft, spyware, and ransomware
attacks.

Circumventing Enterprise Security Policies: Many organizations use Mobile Device
Management (MDM) to enforce security policies, but rooted devices can bypass these
controls, exposing corporate data to cyber threats.

Increased Risk of Privilege Escalation Attacks: Attackers can exploit root access to take
full control of the device, leading to unauthorized access to sensitive information.
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[IA's Perspective on Cybersecurity Risks:

[IA Standard 2110 - Governance emphasizes the importance of protecting sensitive data
and ensuring compliance with IT security policies.

[IA's GTAG (Global Technology Audit Guide) on Information Security warns against the
dangers of rooted or jailbroken devices, as they compromise cybersecurity defenses.
NIST Cybersecurity Framework and ISO 27001 Information Security Standards identify
unauthorized modifications to devices as a critical security risk.

Eliminating Incorrect Options:

B). Eavesdropping: This refers to intercepting communications (e.g., listening in on phone
calls or network traffic) but does not involve circumventing administrative restrictions.

C). Man-in-the-Middle (MITM) Attack: This is an attack where an attacker intercepts and
alters communication between two parties but does not involve rooting a device.

D). Session Hijacking: This attack involves stealing session tokens to impersonate a user
but is unrelated to bypassing security controls on devices.

IIA References:

[IA Standard 2110 - Governance and IT Security

[IA GTAG - Information Security Risks

NIST Cybersecurity Framework

ISO 27001 Information Security Standards
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Liquidity measures assess an organization's ability to meet short-term obligations.
Accounts receivable turnover indicates how quickly receivables convert to cash. Inventory
turnover in days shows how long inventory remains before sale, affecting cash conversion.
The current ratio compares current assets with current liabilities and directly indicates
short-term financial capacity. Option A includes times interest earned and return on assets,
which are solvency and profitability measures rather than liquidity measures. Option C
includes return on assets, which is profitability-based. Option D includes return on equity,
another profitability measure. Internal auditors reviewing liquidity risk should evaluate
working capital, cash conversion cycle, receivable collection, inventory movement, and
short-term debt pressure. Therefore, Option B is correct.
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The auditor should not simply accept management's comfort with the risk when data

analytics show an unusual controlled-drug pattern. The appropriate next step is to

investigate further by obtaining pharmacy policies, procedures, prescription reports,

dispensing records, exception reports, and control documentation.

Option A is premature because management's belief does not provide sufficient evidence.

Option B may be useful if data reliability is doubtful, but the question does not indicate the

analysis was unreliable. Option D delays needed follow-up and may leave a serious

compliance or diversion risk unaddressed. Internal audit should use data anomalies to

focus risk assessment and obtain sufficient evidence before concluding whether controls

are adequate. Therefore, Option C is correct.
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Fraud in time-tracking systems-such as " buddy punching " (where one employee clocks
in/out for another)

-is a common payroll fraud scheme. The most effective method to prevent this is biometric
authentication, which ensures that only the actual employee can clock in or out.

(A) Face or finger recognition equipment. #


https://www.jpnshiken.com/q/68829-6431078/
https://www.jpnshiken.com/q/68829-6431079/

Correct. Biometric authentication (such as fingerprint or facial recognition) is the most
effective solution because it uniquely identifies each individual, making it impossible for an
employee to clock in on behalf of a colleague.

[IA GTAG " Managing and Auditing IT Vulnerabilities " recommends biometric
authentication as a strong fraud prevention measure.

[IA Practice Guide " Fraud Prevention and Detection in an Automated Environment "
highlights the use of biometrics for enhancing security in access control systems.

(B) Radio-frequency identification (RFID) chips to authenticate employees with cards.
Incorrect. RFID cards can be shared between employees, allowing fraud to continue. They
are useful for access control but do not verify the identity of the person using the card.

(C) A requirement to clock in and clock out with a unique personal identification number
(PIN).

Incorrect. PINs can be shared or stolen, making them ineffective in preventing buddy
punching.

(D) A combination of a smart card and a password to clock in and clock out.

Incorrect. Like RFID and PIN systems, smart cards and passwords can be shared, making
them ineffective against fraudulent time-tracking practices.

[IA GTAG - " Managing and Auditing IT Vulnerabilities "

[IA Practice Guide - " Fraud Prevention and Detection in an Automated Environment "
COSO Framework - Fraud Risk Management Analysis of Answer Choices:lIA
References:Thus, the correct answer is A, as biometric authentication directly verifies the
employee's identity, preventing time-tracking fraud.
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Understanding Maslow's Hierarchy of Needs

Maslow's theory categorizes human needs into five levels:

Physiological Needs (Basic survival: food, water, shelter)

Safety Needs (Job security, stability, financial security)

Social Needs (Belonging, relationships, team interactions)

Esteem Needs (Recognition, achievement, respect)

Self-Actualization (Self-Fulfillment) - Reaching one's full potential, professional growth, and
personal development Why Option B is Correct?

Offering an assignment for professional growth and advancement supports self-
actualization (self-fulfillment).
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This aligns with Maslow's highest level, where individuals seek to maximize their potential
and achieve personal excellence.

[IA Standard 1100 - Independence and Objectivity emphasizes the importance of
professional growth in auditing and management roles.

Why Other Options Are Incorrect?

Option A (Esteem by colleagues):

Professional growth may increase esteem, but the focus here is on self-fulfillment, not
external recognition.

Option C (Sense of belonging in the organization):

Belonging is a lower-level need (social level), while professional growth aligns with self-
actualization.

Option D (Job security):

Job security falls under safety needs, which is a lower-tier concern.

Professional development aligns with self-actualization, the highest level in Maslow's
hierarchy, which focuses on maximizing potential.

[IA Standard 1100 supports professional growth as part of career advancement in internal
auditing.

Final Justification:IIA References:

Maslow's Hierarchy of Needs (Self-Actualization Level)

IPPF Standard 1100 - Independence and Objectivity
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A data classification policy helps organizations identify data sensitivity levels, such as
public, internal, confidential, restricted, or personal data. This supports compliance with
data protection regulations because different classes of data require different controls over
access, storage, transmission, retention, disclosure, and disposal. Classification does not
directly confirm whether a particular record is valid, complete, or free from duplication.
Those objectives are handled through input controls, reconciliation, validation routines, and
data quality procedures. Internal auditors should assess whether classification rules are
clear, applied consistently, linked to access controls, and aligned with legal and regulatory
requirements. Strong classification also supports encryption, privacy impact assessment,
breach response, and third-party data handling. Therefore, Option D is correct.
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Profitability ratios measure a company's ability to generate profit over a specific period,
making them the best indicators of operating success. These ratios assess financial
performance by comparing income to various financial metrics such as revenue, assets,
and equity.

* Correct Answer (B - Profitability Ratios)

* Profitability ratios reflect how effectively a company generates income from its operations
over a given period.

* Key profitability ratios include:

* Gross Profit Margin: Measures how efficiently a company produces goods and services.
* Operating Profit Margin: Shows profitability from core operations.

* Net Profit Margin: Indicates the percentage of revenue converted into profit.

* Return on Assets (ROA): Measures how efficiently assets generate earnings.

* Return on Equity (ROE): Assesses how well equity investments generate returns.

* The llA Practice Guide: Auditing Financial Performance emphasizes profitability ratios in
evaluating operational success.

* Why Other Options Are Incorrect:

* Option A (Liquidity Ratios):

* Liquidity ratios measure a company's ability to meet short-term obligations rather than its
operating success.

* Examples: Current Ratio, Quick Ratio.

* [IA GTAG 13: Business Performance emphasizes that liquidity ratios relate to short-term
financial health, not operating success.

* Option C (Solvency Ratios):

* Solvency ratios evaluate a company's ability to meet long-term financial obligations, not
operating performance.

* Examples: Debt-to-Equity Ratio, Interest Coverage Ratio.

* Option D (Current Ratio):

* The current ratio is a liquidity ratio, measuring whether a company can meet its short-
term liabilities with current assets.

* It does not directly assess profitability or operational success.

* IIA Practice Guide: Auditing Financial Performance - Covers the role of profitability ratios
in evaluating a company's success.
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* 1A GTAG 13: Business Performance - Discusses financial analysis, including profitability,
liquidity, and solvency metrics.

Step-by-Step Explanation:lIA References for Validation: Thus, profitability ratios (B) are the
best measures of a company's operating success over a period.
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Debt investments refer to financial instruments where an investor lends money to an entity
(corporation, government, or institution) in exchange for periodic interest payments and the
repayment of the principal amount at maturity. These include:

Government bonds (such as U.S. Treasury bonds, municipal bonds, and sovereign bonds)
Corporate bonds Certificates of deposit (CDs) Commercial paper A). Investments in the
capital stock of a corporation # Incorrect. Capital stock represents ownership (equity
investments), not debt investments.

C). Contents of an investment portfolio # Incorrect. A portfolio may contain both equity and
debt investments, making this too broad to classify specifically as debt.

D). Acquisition of common stock of a corporation # Incorrect. Common stock is an equity
investment, not a debt investment.

The IlA's Global Internal Audit Standards on Investment Management and Risk
Assessment highlight debt instruments as fixed-income securities.

International Financial Reporting Standards (IFRS 9 - Financial Instruments) classify bonds
and loans as debt investments, distinct from equity instruments.

The Generally Accepted Accounting Principles (GAAP) - FASB ASC 320 specifies how to
account for debt securities.

Explanation of the Other Options:lIA References & Best Practices:Thus, the correct
answer is B. Acquisition of government bonds.
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Understanding Computer Communication Systems:

Computers communicate with each other using network infrastructure, which allows data
transfer, resource sharing, and remote access.

A network connects multiple devices, enabling them to exchange information, access
shared resources, and collaborate efficiently.

Why Option D (Networks) Is Correct?

A computer network consists of hardware (routers, switches, and cables) and software
(protocols like TCP/IP) that facilitate communication.

Networks can be local (LAN), wide-area (WAN), or cloud-based, providing the backbone
for IT operations.

[IA GTAG 11 - Developing the IT Audit Plan emphasizes auditing network security and
communication controls.

Why Other Options Are Incorrect?

Option A (Application program code):

Application programs allow users to perform specific tasks but do not link computers for
communication.

Option B (Database system):

A database stores and retrieves data, but it does not enable direct communication between
computers.

Option C (Operating system):

The operating system manages a single computer's resources but does not connect
multiple computers.

Networks are responsible for linking computers and enabling communication, making
option D the correct choice.

[IA GTAG 11 highlights the importance of network infrastructure in IT auditing.

Final Justification:IIA References:

[IA GTAG 11 - Developing the IT Audit Plan

ISO 27001 - IT Network Security Management

NIST SP 800-53 - Network Security Controls

Eﬁ:ﬁ: 154


https://www.jpnshiken.com/q/68829-6431084/

HMZzsB LTSV, HBOMBEENMETL TOMDODEENLITRTRILTHSEE. T
DTZ70 BREEE | DBRIEIEDLSIZEILTEITLLOIMN?

A BEES |ORIEIEISHELAMETICEY FIN BT EEOMILGYET,

B. REEE ORIFLEAMEDEFFTIN HEENRIZRYZFET,

C. REEZEL ORI HLIDGERTTRAETIZHEYET,

D. WEEL ORIF, FEICRAGENTTREIZHEY EFT,

Eff:B(aA U FEHEEKT D)

If profit margin decreases, the organization generates less internal financing from each
dollar of sales.

Assuming all else remains equal, more external financing will be needed to support the
same level of growth.

Therefore, the "Funds Needed" line remains upward sloping but becomes steeper because
financing requirements rise more quickly as sales increase. Option A is incorrect because
a lower profit margin does not reduce the need for funds. Options C and D are wrong
because the line should not point downward; growth normally requires more assets and
therefore more financing unless internally generated funds fully cover requirements.
Internal auditors reviewing financial planning should understand how profitability, asset
intensity, dividend policy, and growth assumptions affect financing needs. Therefore,
Option B is correct.
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A useful performance standard should be clear, measurable, objective, and capable of
consistent evaluation.

"All customer inquiries should be answered within seven days of receipt" is specific and
testable. Internal audit can select inquiries, compare receipt dates with response dates,
and determine compliance. Option A is weak because "kept to a minimum" is vague and
does not define an acceptable benchmark. Option B is also vague because "promptly" is
subjective unless a time requirement is defined. Option C describes desired behavior, but
"positive attitude" is difficult to measure objectively without additional criteria. In evaluating
performance, auditors should prefer standards that support evidence-based testing and
reliable conclusions.

Therefore, Option D is the most useful standard.
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Strategic fit exists when organizational activities reinforce and complement each other in a
way that creates competitive advantage. For example, procurement, production,
distribution, customer service, technology, and marketing may be designed to support the
same strategic position. This alignment makes the organization harder to imitate and
improves performance consistency. A merger is a legal or business combination between
entities. A joint venture is a shared business arrangement between two or more parties. A
strategic goal is an objective the organization seeks to achieve, but it is not the interaction
among activities. Internal audit can assess whether processes, controls, incentives, and
resources support strategic fit or create conflicting priorities. Therefore, Option B is correct.
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Cybersecurity is primarily focused on protecting information assets by preventing
unauthorized access, data breaches, cyberattacks, and other security threats. The
confidentiality, integrity, and availability (CIA) triad is the foundation of cybersecurity, with
access control playing a key role in mitigating risks.

(A) Incorrect - To protect the effective performance of IT general and application controls.
While cybersecurity supports IT controls, its primary goal is information security, not just
control performance.

(B) Incorrect - To regulate users ' behavior in the web and cloud environment.
Cybersecurity includes user behavior policies, but its primary goal is preventing
unauthorized access rather than regulation.

(C) Correct - To prevent unauthorized access to information assets.

The core objective of cybersecurity is to prevent unauthorized access, protecting data from
cyber threats.

This aligns with the CIA (Confidentiality, Integrity, Availability) security model.

(D) Incorrect - To secure application of protocols and authorization routines.

Protocols and authorization routines are part of cybersecurity controls, but they are not the
primary objective.
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[IA's GTAG (Global Technology Audit Guide) - Cybersecurity Risks and Controls Defines
cybersecurity as the protection of information assets from unauthorized access and
threats.

NIST Cybersecurity Framework - Access Control and Information Security

Focuses on preventing unauthorized access to sensitive systems.

COBIT Framework - IT Governance and Security

Emphasizes the protection of data and IT assets through cybersecurity measures.
Analysis of Answer Choices:IIA References and Internal Auditing Standards:
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When determining the level of physical controls required for a workstation, the most critical
factor is its value to the business. Physical controls are security measures implemented to
protect assets from unauthorized access, damage, or theft.

Asset Value # Determines the level of protection required.

Risk Assessment # Identifies threats like theft, sabotage, or natural disasters.

Compliance Requirements # Ensures alignment with security regulations and best
practices.

(A) Ease of use.

Incorrect: While user-friendliness is important, security measures are primarily based on
asset value and risk, not convenience.

[IA Standard 2110 (Governance) emphasizes security over ease of use.

(B) Value to the business. (Correct Answer)

The higher the workstation ' s importance to business operations, the stronger the physical
controls required.

Workstations handling sensitive data or critical systems require additional security.

COSO ERM - Risk Assessment requires evaluating asset value when designing security
controls.

(C) Intrusion prevention.

Partially correct but secondary: Intrusion prevention is one of many security concerns, but
the primary driver for determining physical controls is the asset's business value.

(D) Ergonomic model.

Incorrect: Ergonomics is about user comfort and efficiency, not security.
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[IA Standard 2120 - Risk Management: Requires risk-based decision-making, including
evaluating asset value.

GTAG 9 - Identity and Access Management: Stresses that security measures must align
with asset value and business risk.

COSO ERM - Risk Assessment: Establishes asset value as a key determinant in risk-
based security controls.

Factors Considered in Physical Security Decisions:Analysis of Each Option:IIA References
Supporting the The answer:Thus, the correct answer is (B) because the level of physical
controls should be determined based on how critical the workstation is to business
operations.
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Overseas production usually has the highest market-entry cost because it may require
investment in foreign facilities, equipment, employees, supply chains, local compliance,
management infrastructure, tax planning, and operational controls. It also exposes the
organization to political, currency, labor, environmental, and regulatory risks. Exporting is
generally less costly because products are produced domestically and sold abroad.
Licensing usually requires lower investment because the licensee performs production or
distribution in exchange for fees or royalties. Joint ventures may involve shared costs and
risks with a local partner, making them less costly than wholly owned overseas production
in many cases. Internal audit should evaluate whether management's expansion method is
consistent with risk appetite, available resources, and control capability. Therefore, Option
D is correct.
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Veracity refers to the reliability, accuracy, trustworthiness, and quality of big data. Big data
may be large, fast- moving, and varied, but it is not useful unless the organization can trust
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its accuracy and consistency. Variety refers to different forms and sources of data, such as
structured, semi-structured, and unstructured data. Value refers to the usefulness or
business benefit derived from data. Validity is a general data quality concept but is not one
of the most common "V" dimensions used to describe big data in this context. Internal
auditors should consider veracity when relying on analytics, because poor-quality data can
lead to incorrect conclusions, false exceptions, and weak assurance. Therefore, Option A
is correct.
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Treasury stock transactions are equity transactions, not income statement transactions.
The organization originally acquired the treasury shares at $10 per share, so the treasury
stock cost is $10,000. When it sells

1,000 shares at $15 per share, it receives cash of $15,000 and removes treasury stock at
its $10,000 cost. The excess of $5,000 is credited to additional paid-in capital from treasury
stock transactions. It is not recorded as a gain because treasury stock transactions do not
create income. Option B is incorrect because treasury stock should be credited, not
debited, when reissued. Option D is also incorrect. Therefore, Option C is correct.
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Classification is a data analytics technique used to assign data elements to defined
categories or groups based on shared characteristics or patterns. It can help identify
transaction types, customer groups, risk categories, behavioral patterns, or exception
classes. Stratification divides numeric values into ranges or bands, often to identify high-
value items or distribution patterns. Joining different data sources combines records from
separate tables or files, such as vendors and employees. Duplicate testing identifies
repeated or potentially duplicate records. Internal auditors may use classification to
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analyze populations, focus risk assessment, detect unusual groups, or support predictive
modeling. Because the question asks about identifying patterns among groups of data
elements, Option D is correct.
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A highly collectivist culture values group identity, shared success, cooperation, and team
recognition more than individual rewards. If employees are strongly collectivist, a lucrative
individual reward system may fail to motivate because it emphasizes personal gain rather
than group achievement. High masculinity would generally support competition,
achievement, and individual performance rewards, so Option A is less likely.

Low uncertainty avoidance relates to tolerance for ambiguity, not primarily reward
preference. Low long-term orientation concerns short-term versus long-term focus, not the
central motivation problem described. Internal audit functions reviewing incentive systems
should consider whether compensation structures align with organizational culture and
desired behavior. Therefore, Option C is correct.
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Comprehensive and Detailed In-Depth Explanation:

An intranet is a private network used by an organization for internal communication and
information sharing among employees. It is accessible only to authorized personnel within
the company.

Option A (Extranet) - Allows external parties (e.g., suppliers, partners) to access limited
information.

Option B (LAN) - Refers to a network infrastructure rather than controlled access.

Option D (Internet) - Is public and not restricted to internal personnel.
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Thus, Option C (Intranet) is the correct answer as it ensures access only to organizational
personnel.
Reference: IIA IT Security - Network Access Controls
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Contribution margin equals sales revenue minus variable costs. On a per-unit basis, the
contribution margin is the selling price of $12 less the variable cost of $7, which equals $5
per unit. For projected sales of 100,000 units, total contribution margin is 100,000 x $5 =
$500,000. Fixed costs are not deducted when calculating contribution margin; they are
deducted later to determine operating income. If fixed costs of $350,000 were deducted
from the $500,000 contribution margin, projected operating income would be $150,000, but
that is not what the question asks. Internal auditors reviewing cost-volume-profit
calculations should verify that variable costs and fixed costs are classified correctly.
Therefore, the correct projected total contribution margin is $500,000, making Option B
correct.
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A targeted approach is used when internal audit performs a specific engagement focused
directly on organizational culture, including culture-related processes, controls, risks, and
indicators. This differs from an integrated approach, where culture considerations are
embedded into multiple audits across the audit plan. A top-down approach would begin
with senior leadership, governance, tone at the top, and strategic cultural expectations. A
blended approach would combine direct culture audits with culture assessment within other
engagements. In this question, the CAE scheduled an assurance engagement specifically
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on key processes and controls related to organizational culture, making it a focused or
targeted engagement. Therefore, Option C is correct.
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When the CAE disagrees with local management's acceptance of a risk, the next step is to
escalate the issue to higher management responsible for the risk-in this case, the bank's
chief security officer. If senior management also accepts the risk and the CAE still

considers it unacceptable, the matter should then be reported to the board.

Option A (direct to the board) skips the escalation chain. Option B is ineffective if the

security manager has already decided. Option C alone does not address the CAE's
responsibility to escalate unacceptable risks.

Reference:

[IA Standards - Standard 2600: Communicating the Acceptance of Risks.
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The CAE must communicate the results of the QAIP to the board and senior management.
This includes results from ongoing monitoring, periodic self-assessments, and external
assessments.

Option A (board oversight) is part of governance but not a QAIP requirement. Option B is
incorrect because conformance is assessed for the activity overall, not per engagement.
Option C is incorrect because self- assessments are ongoing, while external assessments
are required at least once every five years.

Thus, the essential QAIP requirement for conformance is reporting results to the board
(Option D).

Reference:

[IA Standards - Standard 1320: Reporting on the Quality Assurance and Improvement
Program.
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Understanding Copyright Issues and Smart Devices:

Copyright laws protect software, firmware, and intellectual property embedded in smart
devices.

Jailbreaking refers to modifying a device's software to remove manufacturer-imposed
restrictions, often to install unauthorized third-party apps.

This violates software licensing agreements and may infringe on copyright protections
under laws like the Digital Millennium Copyright Act (DMCA).

Why Option B (Jailbreaking) Is Correct?

Jailbreaking allows users to bypass manufacturer restrictions, potentially leading to
unauthorized software distribution and copyright violations.

Manufacturers implement Digital Rights Management (DRM) to protect copyrighted
firmware and software, which jailbreaking circumvents.
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[IA Standard 2110 - Governance includes evaluating intellectual property risks and
compliance in IT audits.

Why Other Options Are Incorrect?

Option A (Session hijacking):

This is a cybersecurity attack where a hacker takes control of a user session. It does not
impact copyright laws.

Option C (Eavesdropping):

Eavesdropping refers to unauthorized network surveillance, which is a privacy issue, not a
copyright issue.

Option D (Authentication):

Authentication is a security mechanism to verify user identity and has no direct relation to
copyright concerns.

Jailbreaking bypasses copyright protections and violates software licensing agreements,
making it the best answer.

[IA Standard 2110 emphasizes the importance of IT governance and compliance with
intellectual property laws.

Final Justification:IIA References:

IPPF Standard 2110 - Governance (Intellectual Property & IT Compliance) ISO 27001 - IT
Security & Digital Rights Protection Digital Millennium Copyright Act (DMCA) - Copyright
Protection for Software
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When prioritizing the audit universe, the CAE typically uses a risk-factor approach. This
includes a combination of likelihood, impact, control effectiveness, and other relevant
criteria. Solely relying on impact (Option C) or likelihood (Option B) is insufficient. Heat
maps (Option D) may be tools used within the process, but they are not the actual method
of prioritization.

Thus, the correct description is the risk-factor approach (Option A).

Reference:

[IA Practice Guide - Developing a Risk-based Internal Audit Plan.
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Comprehensive and Detailed In-Depth Explanation:

File encryption protects the confidentiality and integrity of information during transmission
and storage. It ensures that only authorized recipients can access the data by converting it
into an unreadable format.

Option A (Firewalls) - Prevents unauthorized access to networks but does not secure data
exchange.

Option B (Activity logs) - Tracks actions but does not protect data confidentiality.

Option C (Antivirus software) - Protects against malware but does not encrypt data in
transit.

Thus, file encryption (Option D) is the best security control for protecting exchanged
information.

Reference: IIA IT Security & Encryption Controls
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Reference: I|A Business Knowledge for Internal Auditing, BCG Matrix section.
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Identifying and prioritizing CSR issues that are important to the organization is a
management responsibility because it involves strategy, stakeholder priorities, resource
allocation, and risk appetite. Internal audit may advise, evaluate, or provide assurance, but
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it should not decide which CSR issues matter most. Consulting on design, advising on
controls, and evaluating effectiveness can be appropriate if internal audit avoids assuming
ownership. Option D is a classic assurance role. Option B is advisory but acceptable.
Option A can be acceptable with safeguards, especially if internal audit later avoids
auditing its own work or discloses impairment. The least appropriate role is making CSR
priority decisions. Therefore, Option C is correct.
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The situation describes a scenario where a customer ' s personal information was shared
with third parties without explicit consent, leading to unsolicited offers. This indicates a
control weakness in data privacy and confidentiality, specifically the undue disclosure of
information to external parties.

(A) Incorrect - Excessive collecting of information.

While collecting too much personal data can be a privacy concern, the issue here is not
about data collection but how the data was shared.

(B) Incorrect - Application of social engineering.

Social engineering refers to deceptive tactics used to manipulate individuals into disclosing
confidential information, which is not the case here.

(C) Incorrect - Retention of incomplete information.

The issue is not about missing or incomplete data but rather unauthorized sharing of data.
(D) Correct - Undue disclosure of information.

The retailer improperly shared the customer ' s personal data with other businesses,
leading to unsolicited offers.

This represents a failure to comply with data privacy regulations (e.g., GDPR, CCPA).
[IA's GTAG (Global Technology Audit Guide) - Data Privacy Risks and Controls Highlights
the risks associated with unauthorized data sharing.

NIST Cybersecurity Framework - Data Protection and Privacy

Emphasizes the importance of controlling access to customer information.

COSO's ERM Framework - Information Governance and Compliance

Discusses the importance of data protection policies to prevent undue disclosure Analysis
of Answer Choices:IIA References and Internal Auditing Standards:
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A contract is closed out when all the contractual terms have been fully satisfied, including
the completion of deliverables, final payments, and any post-contract evaluations or
obligations.

Correct Answer (B - When all contractual obligations have been discharged) According to
contract management principles and IlA standards, a contract is officially closed out once:
All agreed-upon deliverables have been completed.

All payments and financial obligations are settled.

Final performance evaluations or audits are completed.

The contract is formally reviewed and documented for closure.

The llIA's GTAG 3: Contract Management Framework supports that contract closure occurs
after full performance and obligations are met.

Why Other Options Are Incorrect:

Option A (When there ' s a dispute between contracting parties):

Disputes do not necessarily close out a contract; instead, they may lead to mediation,
renegotiation, or legal action. The contract remains active until resolved.

The ll1A's Practice Guide: Auditing Contracts recommends dispute resolution mechanisms
but does not define them as a reason for contract closure.

Option C (When there is a force majeure event):

A force majeure (unforeseen event like natural disasters or war) may suspend or modify
contractual obligations but does not always lead to closure.

The contract may be renegotiated or resumed once conditions allow.

Option D (When the termination clause is enacted):

Termination and closure are not the same. Termination means ending the contract before
full obligations are met, whereas closure means fulfilling all obligations.

[IA GTAG 3: Contract Management Framework explains that contract termination can
occur under specific clauses, but closure happens only after all duties are fulfilled.

[IA GTAG 3: Contract Management Framework - Covers contract lifecycle, including
closeout procedures.

[IA Practice Guide: Auditing Contracts - Details contract auditing, dispute resolution, and
obligations fulfillment.

Step-by-Step Explanation:IIA References for Validation:
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Understanding the Metric:

The Budgeted Cost of Work Performed (BCWP), also known as Earned Value (EV),
represents the value of work actually performed up to a specific date, based on the
budgeted cost.

This metric is part of Earned Value Management (EVM) and is used to track project
performance by comparing planned and actual progress.

Why Cost Control?

Cost control involves monitoring expenses, comparing actual performance with the budget,
and taking corrective actions when needed.

BCWHP is a core metric in cost control as it helps in determining whether a project is staying
within budget.

Why Other Options Are Incorrect:

A). Resource planning: Focuses on allocating personnel, equipment, and materials but
does not deal with financial performance.

B). Cost estimating: Involves predicting project costs before execution, but BCWP is used
during the project, not during estimation.

C). Cost budgeting: Refers to setting a budget, whereas BCWP measures how much work
has been performed relative to that budget.

[IA Standards and References:

[IA Standard 2120 - Risk Management: Internal auditors should assess cost control
mechanisms to manage financial risks.

IIA Practice Guide: Auditing Capital Projects (2016): Emphasizes earned value
management as a key cost control measure.

PMBOK Guide - Cost Management Knowledge Area: Highlights BCWP as a crucial tool for
monitoring and controlling project costs.
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Comprehensive and Detailed In-Depth Explanation:
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A decentralized organizational structure distributes decision-making authority across
multiple levels. This requires a strong organizational culture to guide decision-making in
the absence of centralized control.

Option B (Clear expectations) - While true, this applies to both centralized and
decentralized structures.

Option C (Electronic monitoring) - More common in centralized control environments.
Option D (Defined code of behavior) - Found in all organizations, not unique to
decentralization.

Since decentralized organizations rely more on cultural alignment, Option A is correct.
Reference: IIA Business Acumen - Organizational Structures
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Herzberg's Two-Factor Theory of Motivation identifies two categories of workplace factors:
Hygiene Factors - Prevent dissatisfaction but do not create motivation (e.g., salary, job
security, work conditions).

Motivational Factors - Lead to job satisfaction and motivation (e.g., achievement,
responsibility, advancement, recognition).

(A) Salary and status. # Incorrect.

Salary is a hygiene factor, meaning it prevents dissatisfaction but does not directly drive
job satisfaction.

Status is also not a strong motivator under Herzberg's theory.

(B) Responsibility and advancement. # Correct.

These are motivational factors in Herzberg's theory.

Employees feel satisfied when they have responsibility, career growth, and promotion
opportunities.

[IA GTAG " Auditing Human Resource Management " highlights career development as a
key driver of employee motivation and retention.

(C) Work conditions and security. # Incorrect.

These are hygiene factors, which help avoid dissatisfaction but do not actively motivate
employees.

(D) Peer relationships and personal life. # Incorrect.

Good relationships with coworkers help, but they are not primary motivators under
Herzberg's theory.

[IA GTAG - " Auditing Human Resource Management "
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[IA Standard 2110 - Governance (Employee Motivation & Engagement)

Herzberg's Two-Factor Theory of Motivation (Workplace Psychology Research) Analysis of
Answer Choices:lIA References:Thus, the correct answer is B, as responsibility and
advancement are the key motivational factors leading to employee satisfaction.
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Key Performance Indicators (KPIs) are used to measure and monitor the effectiveness of a
process within an organization. In this case, the internal auditor found that 3% of payments
did not match submitted invoices, which indicates a potential control weakness in the
accounts payable process.

Process Owner's Tolerance for Performance Deviations (Correct Answer: A) The most
relevant KPIl would be one that sets acceptable error limits for invoice payments.

[IA Standard 2120 - Risk Management states that auditors should assess management's
risk tolerance and evaluate whether processes are operating within acceptable limits.

If the organization ' s threshold for errors is 1% and the audit found 3%, it indicates a
significant issue requiring corrective action.

This KPI helps the auditor assess materiality and determine the significance of the 3%
deviation.

Why the Other Options Are Incorrect:

B). KPI defining the importance of performance levels and disbursement statistics
(Incorrect) While understanding performance levels and disbursement statistics is useful,
this KPI does not directly address error tolerance or the impact of deviations.

C). KPI defining timeliness of reporting disbursement errors (Incorrect) Reporting errors
quickly is important, but this KPI does not help in determining whether a 3% error rate is
acceptable or excessive.

D). KPI defining operating ratio objectives (Incorrect)

Operating ratio objectives focus on financial efficiency rather than error tolerance or
accuracy in invoice processing.

[IA Standard 2120 - Risk Management (Assessing risk tolerance in financial processes) IIA
Standard 2210 - Engagement Objectives (Evaluating process performance against defined
thresholds) IIA Standard 2130 - Compliance (Ensuring adherence to financial control
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policies) Step-by-Step Justification:IIA References for This Answer:Thus, the best answer
is A. A KPI that defines the process owner ' s tolerance for performance deviations, as it
directly helps the auditor assess the materiality of the 3% error rate in accounts payable.
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Data mining focuses on discovering patterns, correlations, statistical relationships, clusters,
trends, and profiles within large data sets. It is commonly used to identify unusual
behavior, customer profiles, fraud indicators, exception patterns, and risk relationships that
may not be obvious through manual review. Process mining is different; it analyzes event
logs to understand how business processes actually flow. Process analysis evaluates
process design, controls, bottlenecks, and efficiency. Data analysis is broader and may
include summarization, filtering, testing, or reporting, but it does not specifically describe
creating profiles from statistical relationships. Internal auditors use data mining when
searching for hidden risk patterns, vendor anomalies, duplicate transactions, behavioral
indicators, or unusual population characteristics.

Therefore, Option C is correct.
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A data dictionary stores metadata about a database, including definitions, structure, tables,
fields, relationships, formats, constraints, and sometimes configuration-related information
about database objects. It helps users, developers, administrators, and auditors
understand what data exist, how they are organized, and how they should be interpreted.
A database table stores actual data records, not the overall metadata repository. Program
files contain application or system logic. A backup system stores copies of data for
recovery, not the definitions and metadata of the database. Internal auditors use data
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dictionaries when validating data extracts, performing analytics, reviewing system
interfaces, and assessing data governance.
Because it stores metadata about database objects and structure, Option D is correct.
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A key benefit of data analytics is reduced audit risk because auditors can focus risk
assessment more precisely, stratify populations, identify anomalies, test larger data sets,
and direct procedures toward higher- risk transactions. This improves the relevance and
depth of audit testing. Option A is not a benéefit by itself; more data extracts may increase
complexity if not controlled. Option C incorrectly links analytics to increased staff. Analytics
may broaden coverage, but not because more staff are added. Option D is too broad
because analytics may support planning, but its primary value is improved risk focus and
testing precision. Internal auditors should use analytics to identify outliers, trends,
duplicates, unusual relationships, and control exceptions. Therefore, Option B is correct.
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If an organization has an immediate need for servers but lacks time for a capital
acquisition, the best solution is Infrastructure as a Service (laaS).

On-Demand Computing Power: laaS provides virtual servers, storage, and networking
resources on a pay-as- you-go basis, eliminating the need for capital purchases.
Scalability & Flexibility: The organization can quickly deploy the necessary infrastructure
without long procurement processes.

Reduced IT Management Overhead: The cloud provider manages the hardware, while the
organization manages the applications and data.

Option B (Platform as a Service - PaaS): PaaS offers a development environment for
building applications, not infrastructure (e.g., servers and networking).

Option C (Enterprise as a Service - EaaS): EaaS is not a standard cloud service model
recognized by NIST (National Institute of Standards and Technology) or ISO 17788.
Option D (Software as a Service - SaaS): SaaS provides software applications over the
internet (e.g., Gmail, Microsoft 365) but does not address server needs.

[IA's Global Technology Audit Guide (GTAG) on Cloud Computing emphasizes laaS as a
viable solution for organizations requiring immediate infrastructure deployment.

NIST Special Publication 800-145 (Cloud Computing Definition) defines laaS as a method
to deliver computing resources efficiently without physical acquisition.

[IA Standard 2110 - IT Governance: Highlights the importance of agile IT solutions for
meeting business needs, including cloud computing.

Why Option A is Correct (laaS):Why Other Options Are Incorrect:lIA References:Thus, the
most appropriate answer is A. Infrastructure as a Service (laaS).
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Vertical analysis expresses each financial statement item as a percentage of a base figure
(e.g., revenue). In this case, the internal auditor calculates electricity and depreciation
expenses as a percentage of revenue, which is a clear application of vertical analysis.

(A) Horizontal analysis:

Compares financial data across different periods to identify trends and growth.

The given scenario does not compare financial statements over time, making this incorrect.
(B) Vertical analysis (Correct Answer):

Expresses each line item as a percentage of a base figure (e.g., revenue for income
statements, total assets for balance sheets).
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In this case, electricity and depreciation expenses are calculated as a percentage of
revenue, confirming vertical analysis.

(C) Ratio analysis:

Involves calculating financial ratios (e.g., profitability, liquidity, efficiency).

This scenario does not involve ratios but rather percentage-based comparisons, making it
incorrect.

(D) Trend analysis:

Identifies patterns over multiple periods (e.g., revenue growth over five years).

The question does not involve time-based comparisons, so this answer is incorrect.

[IA Practice Guide: Internal Audit and Financial Reporting - Recommends vertical analysis
for financial statement assessment.

[IA Standard 2320 - Analysis and Evaluation - Requires auditors to apply relevant
analytical techniques, including percentage-based evaluations.

COSO Internal Control Framework - Financial Reporting Component - Supports financial
data analysis techniques such as vertical and horizontal analysis.

Analysis of Each Option:lIA References:Conclusion:Since the auditor expressed financial
statement items as a percentage of revenue, option (B) is the correct answer.
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Innovation in internal audit is reflected in how the function applies new technologies,
methodologies, and thought leadership. Measuring staff application of technology in audit
fieldwork and their engagement in professional organizations/publications demonstrates
innovation and forward-looking practices.

Options A, B, and D measure performance, satisfaction, or compliance but do not
specifically address innovation.

Reference:

[IA Practice Guide - Measuring Internal Audit Effectiveness and Efficiency.
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* Understanding the BCG Matrix and Investment Classifications:

* The Boston Consulting Group (BCG) Matrix classifies business investments into four
categories:

* Stars: High growth, high market share.

* Cash Cows: Low growth, high market share.

* Question Marks: High growth, low market share.

* Dogs: Low growth, low market share.

* Why the Investment is a Cash Cow:

* The organization operates in a mature, slow-growth industry but has a dominant market
position and generates consistent positive financial income.

* This aligns with the definition of a Cash Cow, as it represents a stable and profitable
business with low reinvestment needs.

* Investors typically use Cash Cows to fund other investments, as they generate steady
cash flow with minimal risk.

* Why Other Options Are Incorrect:

*A. A star:

* A Star requires high growth and high market share, but the organization operates in a
slow-growth industry, disqualifying it from this category.

* C. A question mark:

* A Question Mark is in a high-growth industry but lacks market dominance. Since this
company is already dominant, it does not fit this category.

*D. A dog:

* A Dog has low growth and low market share, meaning it does not generate strong
financial returns. The company described produces positive income, ruling out this
category.

* [IA's Perspective on Business Strategy and Portfolio Management:

* [IA Standard 2120 - Risk Management states that internal auditors must assess the
strategic positioning of business investments.

* COSO ERM Framework supports the use of strategic models like the BCG Matrix to
evaluate investment performance and risk exposure.

IIA References:

* [IA Standard 2120 - Risk Management and Strategic Planning

* COSO Enterprise Risk Management (ERM) Framework

* Boston Consulting Group (BCG) Matrix in Investment Analysis
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Thus, the correct and verified answer is B. A cash cow.
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Ransomware is a type of cyberattack where malicious software encrypts an organization's
data, making it inaccessible until a ransom is paid to the attacker. This aligns with the
question's scenario, where denial-of- service is caused by malicious data encryption.
Let's analyze the options:

* A. Phishing:

* Phishing is a social engineering attack that tricks individuals into providing sensitive
information, such as usernames, passwords, or credit card numbers. It does not involve
encryption or direct denial-of-service.

* B. Ransomware (# Correct Answer):

* Ransomware encrypts critical data and demands a ransom for its release, effectively
causing a denial-of-service scenario since the victim cannot access their own systems.
* Some well-known ransomware attacks include WannaCry and NotPetya.

* C. Hacking:

* Hacking is a broad term for unauthorized access to systems but does not specifically
refer to denial-of-service through encryption. Ransomware is a specific type of hacking
attack.

* D. Malware:

* Malware (malicious software) is a general category that includes viruses, trojans, worms,
spyware, and ransomware. While ransomware is a type of malware, not all malware
encrypts data to demand ransom.

* [IA Global Technology Audit Guide (GTAG) - Auditing Cybersecurity Risks - Discusses
various cyber threats, including ransomware.

* NIST Cybersecurity Framework (CSF) - Defines ransomware as a major threat that
disrupts business continuity.

* COBIT Framework (Control Objectives for Information and Related Technologies) -
Addresses risks associated with ransomware and how internal auditors should assess
controls.

* ISO/IEC 27001 - Information Security Management Systems (ISMS) - Identifies the
importance of cybersecurity measures to prevent ransomware attacks.

[IA References:
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According to IIA guidance, the CAE must escalate to the board when significant risks
remain unaddressed.

The most critical concern here is that no resources or budget were allocated to implement
corrective measures. This indicates that management is not taking the risk seriously, and
the exposure to noncompliance with data protection laws remains high.

Option A relates to customer satisfaction, not regulatory compliance. Option C is an issue
of communication but not as critical as failing to allocate resources. Option D shows
resistance but can be managed if resources are in place.

Thus, the condition that best justifies escalation is Option B: lack of allocated resources.
Reference:

[IA Standards - Standard 2600: Communicating the Acceptance of Risks.
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A data privacy policy outlines how an organization collects, stores, processes, and protects
personal data. It should comply with global data protection regulations such as GDPR,
CCPA, and IIA guidelines on data security.

(1) Stipulations for deleting certain data after a specified period of time. # Correct. Many
data protection laws (e.g., GDPR Atrticle 5) require organizations to delete personal data
after a defined retention period to reduce data breach risks.

(2) Guidance on acceptable methods for collecting personal data. #
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Correct. A privacy policy must define legal and ethical ways to collect personal data (e.g.,
user consent, lawful processing).

(3) A requirement to retain personal data indefinitely to ensure a complete audit trail. #
Incorrect. Retaining personal data indefinitely violates most data privacy regulations (e.g.,
GDPR Right to Be Forgotten). Data must be stored only for as long as necessary.

(4) A description of what constitutes appropriate use of personal data. # Correct. A privacy
policy should clearly define how collected data can and cannot be used to prevent misuse
and ensure compliance.

[IA GTAG - " Auditing Privacy Risks "

[IA Standard 2110 - Governance (Data Protection & Privacy)

GDPR (General Data Protection Regulation) - Articles 5 & 17 (Data Retention & Deletion)
Analysis of Answer Choices:IIA References:Thus, the correct answer is C (1, 2, and 4
only) because data should not be retained indefinitely, and the policy must include data
collection, retention, and appropriate usage guidelines.
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Incremental costs are the most relevant costs when deciding whether to manufacture a
new product because they represent the additional costs that will be incurred if the
decision is accepted. Management should compare incremental revenues with incremental
costs to determine whether producing high-quality backpacks adds value. Fixed costs may
be irrelevant if they will not change as a result of the decision. Variable costs are important,
but only the additional variable costs caused by the new product matter. Conversion costs
include labor and overhead, but they are not necessarily the full relevant cost set. Internal
auditors reviewing decision analysis should ensure management excludes sunk costs and
includes only future costs that differ between alternatives. Therefore, Option D is correct.
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The strongest reason to test an IT contingency plan is to determine whether the test results
contribute to improving the continuity and recovery program. A contingency plan cannot
guarantee prevention of all significant interruptions; its real purpose is to maintain or
restore operations within acceptable recovery objectives after disruption. Testing reveals
weaknesses in procedures, roles, communications, backups, recovery sites, and
dependencies. Security weaknesses may be identified, but that is not the primary purpose
of contingency testing. Following up audit deficiencies is important, but it is separate from
the reason for testing the plan. Internal audit should evaluate whether tests are realistic,
documented, reviewed, and used to update the plan. Therefore, Option C is correct.
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The net present value of receivables increases when expected cash collections improve or
risk-adjusted losses decline. A tougher collections policy that reduces the bad debt loss
ratio improves the amount of cash ultimately collected from credit sales. If everything else
remains constant, lower bad debt losses increase the present value of receivable cash
flows. Option B is incorrect because higher cost per unit sold reduces profitability and does
not increase receivable value. Option C is wrong because a longer collection period delays
cash inflows, lowering present value because money received later is worth less. Option D
is also incorrect because a higher cost of capital increases the discount rate, which
reduces present value. Therefore, reduced bad debt losses make Option A correct.

B9: 193

BEEIOREZEBELTC HBOREEERERSE CAE)X EONURVEBRELE
ZBDVARYEMYE LT, CAENRICIAREHEYZTHIIR[MTLELIM?

A ) RVIZHT DB ZERET L, #HET D

B. JRVMEHEZIEET LREREVRI EZDEEIZTODNTELED
C.URVDAREM L HEFFTMT A-DIC) RV BEBOEETEZR 7V 1—ILT S

D. R RICURD EHRETH-HDAEEERT D

T (EREERLET)


https://www.jpnshiken.com/q/68829-6431122/
https://www.jpnshiken.com/q/68829-6431123/
https://www.jpnshiken.com/q/68829-6431124/

The CAE should first discuss the risk and its implications with the responsible
management. This provides management the opportunity to reassess, take corrective
action, or explain their position. If the issue remains unresolved and the risk is still deemed
excessive, then escalation to senior management or the board may follow.

Option A (designing response) is management's role. Option C (scheduling an audit) may
be relevant later, but immediate discussion is the first step. Option D is premature without
first engaging management.

Reference:

[IA Standards - Standard 2600: Communicating the Acceptance of Risks.
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Data Mining for Exploratory Purposes:

Exploratory data mining involves analyzing large datasets to identify trends, patterns, and
risks before conducting specific audits.

Internal auditors use data mining to assess risks and determine potential audit subjects,
making it a key input in audit planning.

Aligns with IIA Practice Guide on Data Analytics:

Exploratory analysis helps auditors prioritize areas with high-risk indicators.

Supports IIA Standard 2010 - Planning, which requires risk-based audit planning.

A). Internal auditors perform reconciliation procedures to support an external audit of
financial reporting.

(Incorrect)

Reconciliation is a procedural task, not an exploratory data mining activity.

Supports external audit rather than internal audit's strategic risk assessment role.

B). Internal auditors perform a systems-focused analysis to review relevant controls.
(Incorrect) This relates more to evaluating control effectiveness rather than exploratory
data mining.

Does not directly contribute to identifying new audit areas.

D). Internal auditors test IT general controls with regard to operating effectiveness versus
design. (Incorrect) Testing IT general controls is a structured evaluation, not an exploratory
data mining technique.

Exploratory data mining is used to identify risks before formal testing occurs.
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Explanation of Answer Choice C (Correct Answer):Explanation of Incorrect
Answers:Conclusion:The best example of exploratory data mining by internal auditors is
risk assessment for audit planning (Option C).

IIA References:

[IA Standard 2010 - Planning

[IA Practice Guide: Data Analytics
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Comprehensive and Detailed In-Depth Explanation:

E-commerce systems that automate purchasing and billing typically lead to:

Faster procurement cycles due to automated ordering.

Increased accounts payable, as more transactions are processed quickly.

Option A (Higher cash flow) - Unlikely, since faster billing does not always improve cash
flow.

Option B (Higher inventory balances) - Incorrect, as e-commerce often enables just-in-time
inventory.

Option C (Higher accounts receivable) - E-commerce speeds up collections, reducing
receivables.

Since automated purchasing increases outstanding payments, Option D is correct.
Reference: IIA Financial Management - E-Commerce & Accounts Payable
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An organizational chart is a visual representation of the company ' s structure, depicting
reporting lines and hierarchical relationships. However, it has limitations when assessing
the control environment.

Let ' s analyze each option:
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A). The organizational chart shows only formal relationships. # (Correct Answer) Correct.
The organizational chart illustrates formal authority structures but does not capture
informal relationships, influence, or communication patterns that impact decision-making
and control effectiveness.

Informal networks, such as cross-functional collaboration and shadow leadership
structures, are critical but not reflected in an org chart.

B). The organizational chart shows only the line of authority.

Incorrect. The org chart displays more than just authority lines, including departments,
reporting structures, and sometimes functional responsibilities.

C). The organizational chart shows only the senior management positions.

Incorrect. Org charts often include multiple levels of employees, not just senior
management. Many detailed org charts cover entire departments, middle management,
and functional teams.

D). The organizational chart is irrelevant when testing the control environment.

Incorrect. While it has limitations, the org chart is still useful for understanding reporting
lines, segregation of duties, and governance structures when assessing internal controls. It
provides insights into accountability and decision-making authority.

[IA Standard 2130 - Control Environment Assessment - Highlights the importance of
organizational structure in evaluating internal controls.

COSO Internal Control - Integrated Framework - Discusses how formal and informal
structures impact control effectiveness.

IIA Practice Guide - Assessing Organizational Governance - Covers limitations of relying
solely on formal organizational structures.

ISO 37000 - Governance of Organizations - Addresses the role of hierarchy and informal
influence in corporate governance.
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Ensuring the confidentiality of transmitted information is crucial to protect data from
unauthorized access during transmission. Here ' s an analysis of the provided options:

A). Firewall:

A firewall monitors and controls incoming and outgoing network traffic based on
predetermined security rules. While it helps prevent unauthorized access to or from a
private network, it doesn ' t encrypt the data being transmitted. Therefore, it doesn 't
ensure the confidentiality of the data during transmission.

B). Antivirus Software:

Antivirus software is designed to detect, prevent, and remove malicious software. It
protects the system from malware but doesn 't play a role in securing the confidentiality of
data during transmission.

C). Passwords:

Passwords are used to authenticate users and control access to systems and data. While
they help ensure that only authorized users can access certain information, they don 't
protect data during transmission from interception or eavesdropping.

D). Encryption:

Encryption involves converting plaintext data into a coded form (ciphertext) that is
unreadable to unauthorized parties. Only those possessing the correct decryption key can
convert the data back into its original form. By encrypting data before transmission, even if
the data is intercepted, it remains unintelligible without the decryption key, thereby
ensuring confidentiality. Encryption is widely recognized as one of the most effective
methods for protecting data confidentiality during transmission.

Wikipedia

In conclusion, among the options provided, encryption is the most effective control for
ensuring the confidentiality of transmitted information, making option D the correct answer.
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To optimize efficiency, the CAE should coordinate with other assurance providers such as
compliance, quality assurance, and external auditors. This reduces duplication, minimizes
disruption, and ensures resources are used effectively.

Option A may lead to unnecessary duplication rather than coordination. Option C
contradicts IlA guidance, which emphasizes coordination (Standard 2050). Option D
excludes areas entirely, which is inappropriate because internal audit must still assess
whether reliance is valid.

Reference:

[IA Standards - Standard 2050: Coordination and Reliance.
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The organization suffered significant damage to its local file and application servers due to
a hurricane but managed to recover all backed-up information through its overseas third-
party contractor. This scenario highlights the management of data storage, backup, and
recovery processes, which are critical components of data center management.

Definition of Data Center Management:

Data center management refers to the administration and control of data storage, backup,
recovery, and overall infrastructure to ensure business continuity and disaster recovery
(BC/DR).

As per the IIA's Global Technology Audit Guide (GTAG) on Business Continuity
Management (BCM), organizations must have robust backup strategies to mitigate risks
from natural disasters.

Third-Party Backup and Recovery:

The fact that the organization recovered data from an overseas third-party contractor
aligns with offsite data backup and disaster recovery planning, which falls under data
center management.

According to IIA Practice Guide: Auditing Business Continuity and Disaster Recovery,
organizations should store critical data at geographically dispersed locations to mitigate
disaster risks.

Why Not Other Options?

A). Application Management - This pertains to managing software applications throughout
their lifecycle but does not focus on disaster recovery.
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C). Managed Security Services - While third-party security services protect against cyber
threats, they do not specifically cover data backup and recovery.

D). Systems Integration - This deals with connecting different IT systems, not managing
backup and recovery.

[IA GTAG (Global Technology Audit Guide) - Business Continuity Management II1A
Practice Guide: Auditing Business Continuity and Disaster Recovery IIA Standard 2110 -
Governance: Ensuring IT Governance Supports Business Continuity Step-by-Step
Justification:llA References:Thus, the correct and verified answer is B. Data center
management.
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A hot recovery plan (hot site) is a fully operational, duplicate site that is pre-configured and
ready for immediate use in case of a disaster. This approach allows an organization to
recover critical operations quickly with minimal downtime.

* (A) Cold recovery plan.

* Incorrect: A cold site is a facility that has infrastructure but no active IT systems or data
until set up after a disaster, resulting in longer recovery times.

* (B) Outsourced recovery plan.

* Incorrect: Outsourcing recovery refers to third-party disaster recovery services, but does
not specifically describe a fully operational duplicate site.

* (C) Storage area network recovery plan.

* Incorrect: A storage area network (SAN) recovery plan focuses on data storage
redundancy, not a fully operational duplicate facility.

* (D) Hot recovery plan. (Correct Answer)

* A hot site is the fastest and most effective disaster recovery solution, ensuring immediate
failover with minimal downtime.

* 1A GTAG 10 - Business Continuity Management highlights hot sites as the most effective
for mission-critical operations.

* 1A GTAG 10 - Business Continuity Management: Recommends hot sites for critical
recovery scenarios.

* [IA Standard 2120 - Risk Management: Emphasizes preparedness for disaster recovery
planning.
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Analysis of Each Option:lIA References Supporting the Answer:Thus, the correct answer is
(D) Hot recovery plan, as it ensures a fully operational backup site for immediate disaster
recovery.

B 201

AEHEEEIE HBOKEEBY ) 12— a3 TRETAILENEEFOO—IIL K 4 A
FERAESNACLZHRELELE, COXFERAY )21 —2aV0REELTEZLONLD
FRDILENTIH,

A . T—2IXVTILEALTRHBENET,

B. BIERMAEIE 1 BERGICHEEEFEEINFET,

C.U—N\—1LFATELW O AETILELNHY FET,

D. JAN) YY—RET—FEXTAELANEZEINTVET,
Ef:C(AAVRERKT D)

Comprehensive and Detailed In-Depth Explanation:

A cold site is a disaster recovery location that provides only basic infrastructure (e.g.,
power, cooling, and space) but does not have pre-installed IT systems. Organizations must
procure and install servers before recovery can begin.

Option A (Real-time data synchronization) applies to hot sites, which maintain fully
operational backup systems.

Option B (Recovery time under one week) is more characteristic of warm or hot sites, as
cold sites require longer setup times.

Option D (Defined recovery processes) applies to all disaster recovery plans and does not
differentiate cold sites.

Since a cold site lacks pre-installed servers, Option C is the correct answer.

Reference: IIA IT Disaster Recovery Planning - Cold, Warm, and Hot Sites
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Security awareness training is the most effective option listed for preventing phishing
attacks from impacting business systems because phishing relies heavily on deceiving
users. Employees must be able to recognize suspicious links, spoofed domains, unusual
payment requests, fake login pages, malicious attachments, and social engineering
indicators. Monitoring system usage may detect suspicious activity after exposure.
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Malware detection is useful but may not prevent credential theft or fraudulent instructions if
the user is deceived. Blocking user accounts is a response action, not a broad preventive
control. Internal audit should evaluate whether phishing training is recurring, practical,
tested through simulations, and supported by reporting channels. Since user behavior is
central to phishing defense, Option A is correct.
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Duplicate testing is an analytical technique used to detect fraudulent payments, errors, or
inefficiencies by identifying repeated transactions within financial records. In this case, an
internal auditor would use duplicate testing to ensure that employees are not receiving
fraudulent invoice payments by verifying that no invoice has been paid multiple times.
Detecting Duplicate Payments: Fraudulent employees may submit the same invoice
multiple times with slight modifications to avoid detection. Duplicate testing helps find
identical or similar transactions.

Identifying Unusual Patterns: By analyzing payment records, auditors can detect repeat
payments to the same vendor, same invoice number, or similar amounts within a short
time frame.

Aligns with Fraud Prevention Practices: As per IIA Standard 2120 - Risk Management,
internal auditors must identify and assess fraud risks, including duplicate invoice
payments.

Supports Data Analytics in Auditing: [IA GTAG (Global Technology Audit Guide) 16 - Data
Analysis Techniques recommends using duplicate testing to identify fraud, control
weaknesses, and errors in financial transactions.

A). Perform gap testing: Gap testing is used to identify missing data or transactions in a
sequence (e.g., missing invoice numbers), but it does not specifically target duplicate or
fraudulent payments.

B). Join different data sources: This method is useful for cross-checking information across
multiple databases, but it is not directly related to identifying duplicate invoice payments.
D). Calculate statistical parameters: Statistical analysis provides summary insights about
data (e.g., mean, median), but it does not specifically detect duplicate payments.

[IA Standard 2120 - Risk Management: Internal auditors must evaluate fraud risks,
including duplicate payments.
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[IA Standard 1220 - Due Professional Care: Requires auditors to apply appropriate data
analytics techniques.

IIA GTAG 16 - Data Analysis Techniques: Recommends duplicate testing as an effective
fraud detection method.

Key Reasons Why Option C is Correct:Why Other Options Are Incorrect:lIA
References:Thus, the correct answer is C. Perform duplicate testing.
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During the tender process and contracting stage of IT outsourcing, the organization must
ensure that vendor selection, service specifications, pricing, service levels, responsibilities,
and contractual terms align with organizational strategy. If the outsourcing arrangement is
not aligned with business objectives, the selected provider may deliver services that are
technically acceptable but strategically unsuitable. Option A relates more to ongoing
optimization after outsourcing has been implemented. Option C is an operational delivery
risk that appears after service performance begins. Option D may occur during execution
or transition, but it is not the central tender and contracting risk. Internal audit should
review tender governance, evaluation criteria, contract terms, service-level agreements,
exit clauses, and strategic alignment. Therefore, Option B is correct.
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Bonds are debt instruments through which an organization borrows money from investors.
In a typical bond arrangement, the issuer pays periodic interest to bondholders and repays
the principal, or face value, at maturity. Bondholders generally do not receive voting rights
or corporate control; they are creditors, not owners. Debenture bonds are unsecured
bonds backed by the issuer's general creditworthiness, so Option D is incorrect.
Organizations with strong credit ratings often issue debentures because investors are
willing to lend without specific collateral, making Option B incorrect. Internal auditors
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reviewing financing should understand bond terms, interest obligations, maturity,
covenants, collateral, and financial statement classification. Therefore, Option C is correct.
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Collaborating is the conflict resolution method used when parties seek to solve the problem

O 0w

by openly clarifying differences and attempting to satisfy everyone's objectives. It is a win-
win approach that emphasizes problem-solving, transparency, and shared understanding.
Accommodating means one party yields to another, which may preserve harmony but does
not necessarily solve the underlying issue.

Compromising requires each party to give up something, producing a middle-ground
solution rather than full achievement of everyone's objectives. Competing is a win-lose
approach based on power, authority, or assertiveness. Internal auditors frequently manage
conflicts over findings, ratings, recommendations, and timelines. Collaboration is most
appropriate when the issue is important, relationships matter, and a durable solution is
needed. Therefore, Option C is correct.
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A horizontal combination occurs when one organization combines with or acquires another
organization operating at the same stage of production and usually in the same industry. A
baker taking over a competitor is horizontal because both entities perform similar activities
and compete in the same market. Option A is vertical integration because a dairy
manufacturer is acquiring a supplier in the production chain. Option B is also vertical
integration because a movie producer is acquiring distribution or exhibition capability.
Option C is more like diversification because petroleum processing and agro-processing
are different industries.
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Internal auditors reviewing mergers and acquisitions should understand the type of
combination because it affects strategic rationale, antitrust risk, integration risk, synergy
assumptions, and control alignment.

Therefore, Option D is correct.
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Reference: IIA Business Knowledge for Internal Auditing, Project Management section.
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Comprehensive and Detailed In-Depth Explanation:

A Project Management Information System (PMIS) is a centralized tool used throughout a
project's planning, execution, and monitoring phases. It helps track schedules, costs, and
risks.

Option A (EVM) - Used primarily in monitoring and control phases, not all three.

Option B (Organizational procedures) - Provides guidance but is not actively used in all
project phases.

Option C (Performance measurement) - Important in monitoring, but not central to planning
or execution.

Since PMIS is used throughout the project lifecycle, Option D is correct.

Reference: IIA Project Management - Tools & Techniques
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Comprehensive and Detailed In-Depth Explanation:

A globalization strategy focuses on standardizing products and marketing campaigns
across all international markets. This ensures consistent branding and messaging,
achieving economies of scale while maintaining a uniform customer experience.

Option A (Export strategy) primarily refers to selling domestic products abroad without a
significant focus on global marketing.

Option B (Transnational strategy) balances global standardization and local adaptation, but
does not emphasize a single advertising approach.

Option C (Multi-domestic strategy) tailors marketing and product offerings to each local
market, making it less suitable for a uniform advertising campaign.

Thus, the globalization strategy (Option D) is the best approach for a unique yet
standardized advertising campaign across markets.

Reference: IIA Business Acumen - Global Business Strategies
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IT General Controls (ITGCs) refer to foundational IT controls that support the reliability and
security of information systems across all applications. Systems development controls fall
under ITGCs because they ensure that:

IT systems are developed, tested, and implemented securely.

Change management, system testing, and access controls are enforced before
deployment.

Ensuring Secure Development Practices:

[IA GTAG 8: Auditing Application Controls states that strong systems development controls
prevent unauthorized access and errors in IT systems.

Risk Mitigation in Software Changes:

[IA Standard 2110 - Governance requires IT governance to enforce security policies for
system development.

Weak controls increase risks of security vulnerabilities and financial misstatements.
Alignment with COSO & COBIT Frameworks:

COBIT (Control Objectives for Information and Related Technologies) classifies systems
development controls as an ITGC domain.

COSO Internal Control - Integrated Framework supports secure system change processes.
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A). Error listings (Incorrect)

Reason: Error listings are application controls that detect transaction errors within specific
processes. ITGCs support all systems, not just specific applications.

B). Distribution controls (Incorrect)

Reason: Distribution controls deal with physical/logistical distribution of information or
resources, not core ITGC functions.

C). Transaction logging (Incorrect)

Reason: While transaction logging is important for data integrity and security, it is an
application control, not a general IT control.

[IA GTAG 8: Auditing Application Controls - Defines IT general controls and application-
specific controls.

IIA Standard 2110 - Governance - Requires secure IT development and governance
structures.

COBIT & COSO Internal Control Frameworks - Classify system development controls as
critical ITGCs.

Why is Answer D Correct?Analysis of Incorrect Answers:lIA References:Thus, the correct
answer is D.

Systems development controls.
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Authorization controls ensure that users have appropriate access levels based on their
roles and responsibilities. The primary concern arises when all users have uniform access,
as it violates the principle of least privilege (PoLP) and increases the risk of unauthorized
access and data breaches.

* (A) Users can only see certain screens in the system.
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* Incorrect. This is a good security practice, as it limits user access based on job roles,
preventing unauthorized access to sensitive information.

* (B) Users are making frequent password change requests.

* Incorrect. Frequent password resets might indicate poor password management but are
not directly related to authorization controls.

* (C) Users input incorrect passwords and get denied system access.

* Incorrect. This indicates authentication issues, not an authorization control concern. If
users are denied access due to incorrect passwords, the system's authentication
mechanisms are working correctly.

* (D) Users are all permitted uniform access to the system. #

* Correct. Authorization should be role-based, meaning different users should have
different levels of access depending on their responsibilities. Uniform access violates
security best practices and increases the risk of fraud, data misuse, and compliance
violations.

* 1A GTAG "ldentity and Access Management" emphasizes that authorization controls
should be based on job functions to prevent unnecessary exposure to sensitive data.
* [IA Standard 2120 - Risk Management highlights the importance of access control
policies to mitigate cybersecurity risks.

* [IA GTAG - "ldentity and Access Management"

* IIA Standard 2120 - Risk Management

* COBIT Framework - Access Control and Identity Management

Analysis of Answer Choices:IIA References:Thus, the correct answer is D, as uniform
access across all users is a major security concern in authorization control.
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Reference: IIA Business Knowledge for Internal Auditing, IT General Controls section.
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A hot site is a fully operational, ready-to-use backup site that allows an organization to
quickly resume business operations after a disaster. For an Internet Service Provider
(ISP), maintaining continuous operations is critical, and a hot site ensures minimal
downtime by providing pre-configured hardware, software, and network connectivity.

A). On-site - Keeping backups and disaster recovery infrastructure on-site is risky because
it can be affected by the same disaster that damaged the primary servers.

B). Cold site - A cold site is a backup location that has infrastructure but lacks pre-installed
systems and configurations. It takes significant time to become operational, making it
unsuitable for an ISP needing quick recovery.

C). Hot site (Correct Answer) - A hot site is fully operational, with replicated data,
applications, and network configurations that allow an ISP to quickly switch operations,
minimizing service disruption.

D). Warm site - A warm site is partially equipped with some hardware and software but
requires configuration before becoming operational. This delays recovery compared to a
hot site.

IIA GTAG (Global Technology Audit Guide) 10 - Business Continuity Management
emphasizes the importance of hot sites for organizations requiring real-time service
restoration.

[IA IPPF Standard 2120 - Risk Management advises organizations to assess disaster
recovery plans and ensure continuity strategies align with business needs.

COBIT 2019 - DSS04 (Managed Continuity) discusses different recovery site types and
their impact on business continuity.

Explanation of Each Option:lIA References:
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Understanding the Accounting for Office Supplies:

The organization maintains an account for office supplies on hand, which represents
unused office supplies at any given time.

The expense recorded during the year represents the cost of office supplies purchased.
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At year-end, the adjusting entry is made to reflect the actual amount of supplies on hand
and adjust the supplies expense accordingly.

Formula to Determine the Supplies Used:

Supplies Used=Beginning Balance+Purchases#Ending Balance\text{Supplies Used} =
\text{Beginning Balance} + \text{Purchases} - \text{Ending Balance} Supplies
Used=Beginning Balance+Purchases#Ending Balance Plugging in the given values:
Supplies Used=9,000+45,000#11,500=42,500\text{Supplies Used} = 9,000 + 45,000 -
11,500 = 42,500 Supplies Used=9,000+45,000#11,500=42,500 This amount ($42,500)
represents the actual office supplies used and should be recorded as an expense.

The adjusting entry would include:

A debit to Office Supplies on Hand for $42,500

A credit to Office Supplies Expense for $42,500

Why Other Options Are Incorrect:

A). A debit to office supplies on hand for $2,500 - Incorrect, as this figure does not
represent supplies used or purchased.

B). A debit to office supplies on hand for $11,500 - Incorrect, as this is the ending balance
and not the adjustment amount.

C). A debit to office supplies on hand for $20,500 - Incorrect, as this does not align with the
formula for calculating used supplies.

[IA's Perspective on Financial Reporting and Adjusting Entries:

[IA Standard 1220 - Due Professional Care emphasizes accurate financial reporting and
proper adjustments for year-end entries.

GAAP Accounting Principles require accrual-based adjustments to ensure that expenses
are recognized in the period they are incurred.

COSO Internal Control Framework supports proper inventory and expense adjustments to
avoid misstated financials.

IIA References:

[IA Standard 1220 - Due Professional Care (Financial Reporting Accuracy) GAAP
Accounting Standards - Adjusting Entries for Supplies and Inventory COSO Internal
Control - Accurate Expense Recognition Thus, the correct and verified answer is D. A debit
to office supplies on hand for $42,500.
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Import quotas are government-imposed restrictions on the quantity of goods that may be
imported. They represent a political barrier because they arise from government policy,
regulation, trade protection, or national economic objectives. A tariff is a tax or duty on
imported goods; quotas are non-tariff barriers, so Option D is incorrect. Financial barriers
relate to capital availability, exchange controls, credit restrictions, or financing limitations.
Social barriers relate to culture, demographics, consumer behavior, or public attitudes.
Internal auditors reviewing multinational operations should consider political barriers
because they can affect supply chains, transfer pricing, production planning, compliance,
and profitability. Since the restriction comes from government-imposed import limits,
Option A is correct.
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A successful bargaining zone should fall between the seller's minimum acceptable value
and the buyer's maximum economically justified value. The textile company's alternative
market value is $55 million, so it should not rationally accept less. The buyer's forecasted
net present value is $60 million, so paying more than that would destroy expected value.
The range between $55 million and $60 million is therefore the practical zone of possible
agreement. The $70 million synergy benefit may motivate the seller, but it does not
automatically define the buyer's maximum price. Internal audit should review acquisition
assumptions, valuation methods, synergy estimates, negotiation authority, and approval
controls. Therefore, Option D is correct.
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Preferred stock is generally less risky than common stock because preferred shareholders
usually have preferential rights to dividends and assets before common shareholders. One
important protection is that preferred dividends are often cumulative. If the organization
cannot pay dividends in one period, cumulative preferred dividends must be paid in arrears
before common shareholders receive dividends. This gives preferred shareholders a
stronger claim on future distributions. Option A is incorrect because common stock does
not normally pay dividends as a fixed percentage of face value. Option B is wrong because
preferred stock, not common stock, has priority over earnings and assets. Option D may
describe yield behavior but does not explain reduced risk. Therefore, cumulative dividend
preference makes Option C correct.
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An overstatement of ending inventory directly affects assets and income, not liabilities. If
ending inventory is overstated, total assets are overstated, cost of goods sold is
understated, and net income is overstated.

Retained earnings may also be overstated through the income effect. However, accounts
payable, accrued liabilities, debt, and other liabilities are not directly changed by the
inventory valuation error. Option D is incorrect because inventory errors affect both the
balance sheet and income statement, not only the income statement. Internal auditors
reviewing inventory should understand how count errors, valuation errors, and cutoff errors
affect financial statements. Since liabilities are not directly affected by overstated ending
inventory, Option A is correct.
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A turnkey contract is a type of procurement agreement where the contractor is responsible
for the entire project from planning and design to construction and delivery, ensuring that
the organization receives a fully operational facility. In this case, the organization wants to
transfer all risks to the builder, making a turnkey contract the most appropriate choice.
Full Risk Transfer: The contractor assumes all project risks, including design flaws, cost
overruns, and delays.

Single-Point Responsibility: The builder is accountable for all aspects of the project until it
is fully operational.

Minimal Client Involvement: The client does not have to manage the project's complexities.
Option A (Cost-plus contract): This contract type does not transfer all risk to the builder;
instead, the client bears some risk as they pay for actual costs plus a profit margin.
Option C (Service contract): Service contracts typically cover specific services (e.g.,
maintenance, consulting), not full construction projects.

Option D (Solutions contract): A solutions contract generally refers to software or
technology solutions, not physical facility construction.

[IA's Practice Guide on Contract Management and Risk Transfer: Highlights turnkey
contracts as a method to shift project risks to third parties.

[IA's Business Knowledge for Internal Auditing (CIA Exam Part 3 Syllabus): Covers
procurement and contract types, emphasizing risk transfer mechanisms.

Why Option B is Correct:Why Other Options Are Incorrect:lIA References:Thus, the most
appropriate answer is B. Turnkey contract.
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Evaluating an organization's performance involves analyzing its profitability over a specific
period. The budgeted income statement serves as a crucial tool in this assessment. Here's
an analysis of the provided options:

A). Cash Budget:

A cash budget forecasts the organization's cash inflows and outflows over a particular
period, ensuring sufficient liquidity to meet obligations. While it is vital for managing cash
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flow, it doesn't provide a comprehensive view of overall performance, as it excludes non-
cash items like depreciation and doesn't reflect profitability.

B). Budgeted Balance Sheet:

The budgeted balance sheet projects the organization's financial position at a future date,
detailing expected assets, liabilities, and equity. Although it offers insights into financial
stability and structure, it doesn't directly measure operational performance or profitability.
C). Selling and Administrative Expense Budget:

This budget estimates the costs associated with selling and administrative activities. While
controlling these expenses is essential, this budget focuses solely on a specific cost area
and doesn't encompass the organization's overall financial performance.

D). Budgeted Income Statement:

The budgeted income statement, also known as the pro forma income statement, projects
revenues, expenses, and profits for a future period. It provides a detailed forecast of
expected financial performance, including:

* Revenue Projections: Estimations of sales or service income.

* Cost of Goods Sold (COGS): Direct costs attributable to the production of goods sold.

* Gross Profit: Revenue minus COGS.

* Operating Expenses: Expenses related to regular business operations, such as salaries,
rent, and utilities.

* Net Income: The final profit after all expenses have been deducted from revenues.

By comparing the budgeted income statement to actual performance, organizations can
assess how well they met their financial goals, identify variances, and make informed
decisions to improve future performance.

This comprehensive overview makes it the most effective tool among the options provided
for evaluating an organization's performance.
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Owner's equity represents the residual interest in a company's assets after deducting
liabilities. It is a fundamental concept in financial accounting, reflecting the net worth of a
business.

Formula:Owner's Equity=Assets#Liabilities\text{Owner's Equity} = \text{Assets} -
\text{Liabilities}Owner' s Equity=Assets#Liabilities Represents the True Value of
Ownership - It measures the owner ' s claim on the business after settling all obligations.


https://www.jpnshiken.com/q/68829-6431153/

Directly Tied to the Accounting Equation - Assets=Liabilities+Owner's Equity\text{Assets} =
\text

{Liabilities} + \text{Owner's Equity}Assets=Liabilities+Owner's Equity Rearranging the
equation: Owner' s Equity=Assets#Liabilities\text{Owner's Equity} = \text{Assets} -
\text{Liabilities}Owner' s Equity=Assets#Liabilities Commonly Used in Financial Statements
- Found in the Balance Sheet under the " Equity " section.

B). Total assets - Incorrect because assets include both owner-financed and liability-
financed resources.

C). Total liabilities - Incorrect because liabilities represent debts owed, not ownership
value.

D). Owner's contribution plus drawings - Incorrect because it only considers investments
and withdrawals, not retained earnings or net assets.

[IA's GTAG on Business Financial Management - Discusses financial statement analysis,
including owner's equity.

COSO's Internal Control - Integrated Framework - Highlights financial reporting accuracy,
including equity calculations.

IFRS & GAAP Accounting Standards - Define owner's equity as assets minus liabilities in
financial reporting.

Why Option A is Correct?Why Not the Other Options?IIA References:
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Authentication control is a security measure used to verify the identity of users before
granting access to systems or data. Authentication methods ensure that only authorized
individuals can access resources.

Why Option C (Users have to validate their identity with a smart card) is Correct:
Authentication is the process of verifying a user's identity before granting access.
Smart card authentication is a strong authentication method because it requires a physical
device (smart card) and a PIN or biometric verification.

This falls under multi-factor authentication (MFA), enhancing security by combining
something the user has (smart card) with something they know (PIN).

Why Other Options Are Incorrect:

Option A (ldentity requests are approved in two steps):

Incorrect because this refers to identity approval (authorization), not authentication.
Option B (Logs are checked for misaligned identities and access rights):

Incorrect because log monitoring is a detective control, not an authentication control.
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Option D (Functions can be performed based on access rights):

Incorrect because this describes authorization (determining what a user can do after
authentication).

[IA GTAG - " Auditing Identity and Access Management " : Covers authentication methods
like smart cards and multi-factor authentication.

COBIT 2019 - DSS05 (Manage Security Services): Recommends strong authentication
controls, including smart card validation.

NIST Cybersecurity Framework - " Access Control Guidelines " : Highlights authentication
best practices, including smart card use.

IIA References:
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A small organization producing standard products is most likely to use functional
departmentalization. This structure groups employees by common functions such as
production, sales, purchasing, accounting, and administration. It is efficient for smaller,
stable organizations because it promotes specialization, clear reporting lines, and
economies of expertise without unnecessary complexity. Product departmentalization is
more likely when an organization has multiple distinct product lines requiring separate
management. A matrix structure is more complex and is generally used where employees
report across both functional and project or product lines. A divisional structure is normally
used by larger organizations with multiple products, regions, or markets. Internal audit
should understand organizational structure because it affects accountability, segregation of
duties, communication, and control design. Therefore, Option A is correct.
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Capital budgeting techniques are used to evaluate investment projects by analyzing
potential costs and benefits. One key consideration in capital budgeting is the time value of
money (TVM), which states that a dollar received today is worth more than a dollar
received in the future due to its earning potential.

* Why Option C (Discounted cash flow) is Correct:

* Discounted Cash Flow (DCF) explicitly incorporates the time value of money by
discounting future cash flows to their present value.

* Methods such as Net Present Value (NPV) and Internal Rate of Return (IRR) fall under
DCF analysis, making them highly reliable for long-term capital budgeting decisions.

* Why Other Options Are Incorrect:

* Option A (Annual rate of return):

* Incorrect because the annual rate of return (ARR) is based on accounting profits and
does not consider the time value of money.

* Option B (Incremental analysis):

* Incorrect because incremental analysis is a decision-making tool that compares
alternative costs and revenues but does not discount future cash flows.

* Option D (Cash payback):

* Incorrect because the payback period method only measures the time needed to recover
an investment and ignores the time value of money.

* 1A GTAG - "Auditing Capital Budgeting Decisions": Discusses the importance of time
value of money in investment decisions.

* COSO ERM Framework - "Risk Considerations in Financial Planning": Recommends
using DCF methods for capital investment decisions.

* IFRS & GAAP Financial Reporting Standards: Advocate for using DCF techniques for
asset valuation and investment analysis.

[IA References:
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Warranty service is the contract term most directly connected to business efficiency
because it affects whether products, systems, equipment, or services continue to function
as expected after delivery. Weak warranty provisions can result in downtime, repair delays,
unexpected costs, operational disruption, and reduced service quality. Extraordinary
circumstance clauses address force majeure situations, but they are not typically tied to
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routine efficiency. Indemnities and limitation-of-liability clauses are important legal risk-
allocation terms, but they primarily affect financial exposure rather than day-to-day
business efficiency. Internal auditors reviewing contracts should assess whether warranty
terms define service levels, response times, repair obligations, replacement rights, and
remedies for nonperformance. Therefore, Option A is the best answer.
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Capital budgeting techniques help organizations evaluate long-term investment decisions
by assessing future cash flows and their present value. A present value of an annuity table
is commonly used in methods that involve discounted cash flows over multiple periods.
Let ' s analyze the options:

A). Cash payback technique.

Incorrect. The payback period simply calculates the time needed to recover an investment
and does not use discounting or present value tables.

B). Discounted cash flow technique: net present value (NPV).

Incorrect. While NPV involves discounting future cash flows, it does not specifically rely on
the present value of an annuity table. Instead, NPV uses individual present values of cash
flows at a specific discount rate.

C). Annual rate of return.

Incorrect. This method calculates return on investment based on accounting numbers and
does not involve discounting future cash flows.

D). Discounted cash flow technique: internal rate of return (IRR). # (Correct Answer)
Correct. The IRR method determines the discount rate that equates the present value of
cash inflows to the initial investment (i.e., NPV = 0).
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The present value of an annuity table is essential in IRR calculations, especially when
future cash flows occur at regular intervals.

IRR is widely used in capital budgeting to compare different investment opportunities.

[IA GTAG (Global Technology Audit Guide) - Auditing Capital Budgeting Decisions -
Discusses techniques used for investment evaluation.

COSO ERM Framework - Financial Decision-Making - Covers capital budgeting risks and
techniques.

GAAP & IFRS - Investment Decision Guidelines - Explains the importance of present value
calculations in investment evaluations.

IIA Standard 2130 - Control Over Capital Investments - Focuses on internal audit's role in
assessing capital budgeting techniques.

IIA References:
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A transformational leader focuses on inspiring and motivating employees to exceed
expectations, emphasizing vision, innovation, and long-term goals rather than just rule
enforcement or performance monitoring.

(A) The leader searches for deviations from the rules and standards and intervenes when
deviations exist.

Incorrect: This describes a transactional leader, who focuses on correcting errors and
enforcing rules rather than inspiring employees.

(B) The leader intervenes only when performance standards are not met.

Incorrect: This describes a passive transactional leader, who waits for issues before taking
action.

(C) The leader intervenes to communicate high expectations. (Correct Answer)
Transformational leaders set high expectations, inspire employees to achieve them, and
foster a culture of continuous improvement.

IIA Standard 2110 - Governance highlights the importance of leadership in driving
organizational performance.

Transformational leadership aligns with COSOQ's principles of strong governance and
strategic vision.

(D) The leader does not intervene to promote problem-solving.

Incorrect: A transformational leader actively promotes problem-solving by encouraging
innovation and continuous improvement.
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[IA Standard 2110 - Governance: Recognizes leadership ' s role in fostering a strong
ethical and performance- driven culture.

COSO ERM - Governance and Culture: Highlights leadership's role in shaping strategic
direction.

Analysis of Each Option:lIA References Supporting the Answer:Thus, the correct answer is
(C) because a transformational leader inspires employees by setting high expectations and
motivating them to achieve organizational goals.
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A business continuity and disaster recovery plan does not prevent natural disasters,
predict when they will occur, or eliminate the threat. Its value is that it reduces the
likelihood that such events will severely disrupt operating activities by preparing recovery
strategies, alternate procedures, communication protocols, backup arrangements, and
restoration priorities. Natural disasters may still occur, but an effective plan helps the
organization continue critical services or recover them within acceptable timeframes.
Option A is too absolute because economic impact may still occur. Option B is incorrect
because continuity planning does not forecast disasters. Option D is also incorrect
because threats cannot be eliminated. Internal audit should assess whether continuity and
recovery plans align with business impact analysis, recovery time objectives, and recovery
point objectives. Therefore, Option C is correct.
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* Understanding Outsourcing and Its Impact:

* Outsourcing refers to contracting external vendors to handle business functions that were
previously managed in-house.

* While it can reduce costs and improve efficiency, it increases reliance on external
suppliers for critical services.
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* Why Increased Dependence on Suppliers is the Most Likely Result:

* Loss of Internal Control: Companies lose direct oversight over quality, delivery times, and
operational processes, depending on the supplier's performance.

* Risk of Supplier Disruptions: If the supplier faces financial difficulties, operational failures,
or compliance issues, the outsourcing company is directly affected.

* Vendor Lock-in: Over time, switching suppliers becomes difficult due to integration costs
and proprietary dependencies.

* Why Other Options Are Incorrect:

* B. Increased importance of market strategy - Incorrect.

* While outsourcing can free up resources to focus on core business strategy, it does not
necessarily increase the importance of market strategy.

* C. Decreased sensitivity to government regulation - Incorrect.

* Outsourcing often increases regulatory risks, as companies must ensure third-party
compliance with data protection, labor laws, and industry regulations.

* D. Decreased focus on costs - Incorrect.

* Outsourcing is typically done to reduce costs, not decrease cost focus. Organizations still
monitor costs closely to ensure vendor contracts remain cost-effective.

* [IA's Perspective on Outsourcing and Risk Management:

* [IA Standard 2120 - Risk Management requires internal auditors to evaluate risks
associated with outsourcing.

* [IA GTAG (Global Technology Audit Guide) on Third-Party Risk Management highlights
risks related to supplier dependence, service quality, and compliance.

* COSO ERM Framework recommends ongoing supplier performance monitoring to
mitigate risks of over-dependence.

IIA References:

* [IA Standard 2120 - Risk Management & Vendor Oversight

* [IA GTAG - Third-Party Risk Management

* COSO ERM - Managing Outsourcing Risks

Thus, the correct and verified answer is A. Increased dependence on suppliers.
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Making system changes does not provide assurance that a computer system is operating
properly. In fact, changes introduce risk and require control through authorization, testing,


https://www.jpnshiken.com/q/68829-6431162/

approval, and monitoring. A system audit can provide assurance by independently
evaluating controls, processing, security, and reliability. Testing policy compliance provides
assurance that system practices align with approved requirements. Conducting system
monitoring provides ongoing evidence of availability, performance, errors, security events,
and operational issues. Internal auditors should distinguish assurance activities from
operational activities that may create risk. System changes may improve performance or
correct defects, but they do not themselves prove proper operation. Therefore, Option B is
correct.
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A major risk when upgrading an IT network after a ransomware incident is that new access
controls, monitoring rules, security procedures, or user restrictions may be perceived as
burdensome by employees. If users believe the new processes slow work or are overly
restrictive, they may bypass controls, resist implementation, or fail to comply consistently.
Option A relates to project governance, but the scenario focuses on operational and user
impact of the network change. Option B is not a risk created by the change itself. Option D
describes service-quality consequences but is less directly tied to the policy and control
changes introduced after ransomware. Internal audit should review change management,
user communication, training, access redesign, and control adoption. Therefore, Option C
is correct.
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A differentiation strategy focuses on creating unique products or services to stand out from
competitors. This strategy requires a flexible, decentralized structure that encourages
innovation and market responsiveness, which is best achieved through a divisional
structure.

Divisional Structure Supports Differentiation:

A divisional structure organizes the company into semi-autonomous business units, each
focusing on a specific product, market, or geographic area.

This allows businesses to adapt strategies based on customer needs and competitive
positioning.

Enhances Responsiveness and Innovation:

Each division operates independently, making quicker decisions that align with the
differentiation strategy.

Fits Competitive Strategies:

Companies using differentiation need flexibility and customer focus, which a divisional
structure provides better than rigid structures.

A). Functional structure:

Functional structures group employees by departments (e.g., finance, marketing) and are
more suited for cost- leadership strategies, not differentiation.

C). Mechanistic structure:

A mechanistic structure is highly centralized and rigid, making it incompatible with
innovation and differentiation.

D). Functional structure with cross-functional teams:

While this adds flexibility, it does not provide the autonomy needed for differentiation like a
divisional structure does.

[IA Standard 2110 - Governance: Internal auditors assess business structures and
strategies for alignment with organizational objectives.

COSO Framework - Performance Component: Ensures organizational structure supports
strategic goals.

Key Reasons Why Option B is Correct:Why Other Options Are Incorrect:IIA
References:Thus, the correct answer is B. Divisional structure.
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Matrix organizations do not usually minimize costs or simplify communication. They often
increase communication complexity because employees may report to both functional and
product, project, or geographic managers. This dual authority can create conflict, role
ambiguity, slower decisions, and stress.

However, matrix structures can provide flexibility by allowing resources and expertise to
move across projects or product lines. Option A is true because functional and product
managers may disagree over priorities. Option B is true because dual command can
increase workplace stress. Option C is true because flexibility is a major benefit of matrix
design. Internal audit should assess whether accountability, approval authority, and conflict
resolution are clearly defined in matrix structures. Therefore, Option D is false.

B f: 235

RDFEDHI>L AEFRAX—LZHRLIIBRETELIDIEENTIHM?

A BRDEARHRDYT CTTHEREDOILWZESILET,

B. EEDZMICL S EERBEDERBILEZSTLET,

C. EEFEREEEZANNML AFSIN-ZHNEEELBELET,

D. EEXIWVWTAMERRLTHERSNE-HERZDWMLET,

Ef#: (EfEZRTLET)

Understanding Inventory Fraud Detection:

Inventory fraud typically involves overstatement or understatement of inventory, fictitious
inventory transactions, or misappropriation of stock.

A key way to detect fraud is analyzing inventory adjustments (e.g., write-offs, missing
stock, excess inventory) to identify unusual patterns or discrepancies.

Why Stratifying Inventory Adjustments by Warehouse is the Best Approach:

Identifies high-risk locations: Certain warehouses may show significantly higher inventory
losses or adjustments, indicating possible fraud.

Detects manipulation: Fraudsters may manipulate inventory records to cover theft or
misstatements.

Supports data-driven audit procedures: Stratification allows internal auditors to prioritize
high-risk areas for deeper investigation.

Why Other Options Are Incorrect:

A). Analyze invoice payments just under individual authorization limits - Incorrect, as this
technique detects fraudulent disbursements, not inventory fraud.

C). Analyze inventory invoice amounts and compare with approved contract amounts -
Incorrect, as this method detects pricing or procurement fraud, not inventory manipulation.
D). Analyze differences discovered during duplicate payment testing - Incorrect, as this
technique is used to detect billing fraud, not inventory fraud.

[IA's Perspective on Fraud Detection and Internal Controls:
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[IA Standard 2120 - Risk Management requires internal auditors to assess fraud risk,
including inventory manipulation.

[IA GTAG (Global Technology Audit Guide) on Fraud Detection recommends data
analytics for inventory monitoring.

COSO Internal Control Framework highlights inventory control as a key component of
financial accuracy and fraud prevention.

IIA References:

[IA Standard 2120 - Risk Management & Fraud Detection

[IA GTAG - Data Analytics for Fraud Detection in Inventory

COSO Internal Control Framework - Inventory and Asset Management Controls Thus, the
correct and verified answer is B. Analyze stratification of inventory adjustments by
warehouse location.

Bf: 236

HLTEMEREIL BENLAENCEEZRYET LI IICEDSEFITFLEFA—ILEK
FHEICZTRYFET HEREN D4 v VT DBEBICEDLLWVESICT HDICHRLE
IDOREILEEIF ENTY H?

A BEDEEZEEETBZHEEL T ERVPHEMLGLONEINZHIFLET,

B. LRI HIBHEBSICEFICERELT VI IR MEHERALET,
C.EFBELVIIRMEKRIIT A-OICEFA—IITEEITRELET,
D.EEELI—FZART BEELNZDEFA—IL 7 RLANLDEEEEEREZRIA LI
MNEIMEHERELET,

IEf#: (EffZzRnLET)

Phishing attacks often target financial institutions by impersonating customers and
requesting fraudulent fund transfers. The best way to verify such requests is to
independently contact the customer using a trusted communication channel, such as the
phone number on record.

Verbal confirmation via a trusted number prevents fraudsters from exploiting email
spoofing or compromised accounts.

This aligns with industry best practices, including multi-factor verification for high-risk
transactions.

A). Reviewing the customer ' s wire activity to determine whether the request is typical.
(Incorrect) While reviewing transaction history can help detect anomalies, fraudsters can
mimic previous transaction patterns, making this method unreliable on its own.

B). Calling the customer at the phone number on record to validate the request. (Correct)
Direct phone verification ensures that the actual account owner is making the request.
This is a widely recommended anti-fraud measure in financial institutions.

C). Replying to the customer via email to validate the sender and request. (Incorrect) If the
email account is compromised, the fraudster will control the response.

Email validation is not secure for financial transactions.
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D). Reviewing the customer record to verify whether the customer has authorized wire
requests from that email address. (Incorrect) While this can help identify unregistered
emails, attackers often spoof or hack real customer emails.

Email-based verification alone is not sufficient.

[IA GTAG 16 - Security Risk: IT and Cybersecurity recommends multi-factor authentication
for high-risk financial transactions.

[IA Standard 2120 - Risk Management highlights the need for robust fraud prevention
mechanisms, including direct customer verification.

FFIEC (Federal Financial Institutions Examination Council) Cybersecurity Guidelines
emphasize the importance of out-of-band authentication for wire transfers.

Explanation of Answer Choices:IIA References:Thus, the correct answer is B. Calling the
customer at the phone number on record to validate the request.
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Management is more likely to amend or replace a cost accounting system when the
system produces misleading decisions, material losses, poor competitiveness, or hidden
quality costs. Options A, B, and C each show direct and serious business consequences.
Option A indicates distorted service costs and poor competitive positioning. Option B
shows a measurable annual loss caused by a bad outsourcing decision based on flawed
cost information. Option C reveals that the current system hides major rework costs, which
undermines performance management and process improvement. Option D, however,
merely states that 50 percent of total organizational cost is allocated on a volume basis.
Volume-based allocation may be imperfect, but by itself it does not prove material
distortion, loss, or poor decision-making. Therefore, it provides the least motivation for
immediate system replacement.
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Self-managed teams can improve flexibility, ownership, innovation, and local decision-

O w >

making. However, when decision-making authority lies within each individual team, there is
a risk that teams independently acquire similar tools, build overlapping capabilities, or
perform duplicated activities. This can increase costs and reduce consistency.
Bureaucracy is less likely because self-managed teams usually reduce formal hierarchy.
Decision-making may be faster locally, not slower. Power is also less likely to be
overconcentrated because authority is dispersed across teams. Internal audit should
evaluate whether decentralized or self- managed structures have sufficient coordination,
shared standards, governance, and resource visibility to prevent duplication and
inconsistent control practices. Therefore, Option C is correct.

B : 239

F2YRIT—VIZEHREINTVWVEVNIVE2L— 2 EDT—FIR—XIZTHRMEIN TV SFHRD
FHEEETAMTBIZE, EOBEBEFEEZRAINETLLOIMN?
ABREDVATLEZBELTCTRAMNNS UL 30Dy FEEEL HEINGERE
—HTAMRELFET,

B.7ANIOJSLEFERALTC BEDT—2ANTOERES I aL—FLET,
C.T—ER=—ZM6LaA—FOYUTILERRL  TADNEMFELIXEEL—BLTL
B EEHRLET,

D. N EFEE O RANDENFTHET 5,

Eff:C(AA U FERKRT D)

To test the accuracy of information already housed in a database on an un-networked
computer, the auditor should select a sample of records and trace them to supporting
documentation. This directly verifies whether stored database information is accurate,
valid, and supported by source evidence. Submitting test transactions is more appropriate
for testing system processing controls rather than validating existing database records. A
test program simulating data entry also tests processing logic, not necessarily the accuracy
of current data.

Evaluating change management may be relevant to system integrity, but it does not
directly prove that the data is accurate. Internal auditors should select the test approach
that directly addresses the audit objective.

Since the objective is data accuracy, Option C is correct.
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The internal audit plan must remain dynamic and responsive to changes in circumstances.
If a key project is postponed, the CAE should amend the audit plan, reallocate resources
appropriately, and inform the board and senior management for review and approval. This
ensures transparency and continued alignment with organizational risks.

Option A improperly shifts audit resources under management's direction. Option B may
be considered but requires board and management approval through an amended plan.
Option D leaves resources idle, which is inefficient.

Reference:

[IA Standards - Standard 2020: Communication and Approval.
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The internal rate of return (IRR) is a measure used to evaluate the profitability of an
investment. The project is considered acceptable if its IRR is greater than or equal to the
required rate of return (RRR), which is the minimum return an organization expects from
an investment.

Correct Answer (C - Compare to the Required Rate of Return)

The required rate of return (RRR) represents the minimum acceptable return for the
project.

If IRR # RRR, the project is acceptable. If IRR < RRR, the project is rejected.
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The IIA Practice Guide: Auditing Capital Investments suggests comparing IRR to the RRR
to ensure financial feasibility.

Why Other Options Are Incorrect:

Option A (Compare to the annual cost of capital):

The cost of capital (WACC - Weighted Average Cost of Capital) is an important factor, but
RRR is the direct benchmark for IRR comparison.

Option B (Compare to the annual interest rate):

Interest rates do not determine project feasibility-they only affect financing costs.

Option D (Compare to the net present value - NPV):

NPV and IRR are related, but they serve different purposes.

IRR is compared against RRR, while NPV measures absolute profitability in dollar terms.
[IA Practice Guide: Auditing Capital Investments - Discusses IRR, RRR, and investment
decision-making.

[IA GTAG 3: Business Case Development - Explains how financial metrics like IRR and
RRR are used in decision-making.

Step-by-Step Explanation:IIA References for Validation:Thus, C is the correct answer
because IRR should be compared to the required rate of return to determine project
acceptability.
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The phrase "confidentiality of different records within the database" points to authorization
and access restrictions. The best control is restricting access permissions when mobile
devices are used, because users should only access records required for their role and
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business purpose. Encryption protects data in transit, but it does not control which
database records an authenticated user can view. Remote wiping helps after a device is
lost but does not manage record-level confidentiality during normal use. Two-factor
authentication strengthens login security, but after authentication, confidentiality still
depends on authorization rules.

Internal audit should evaluate least privilege, role-based access, mobile access
restrictions, logging, and periodic access reviews. Therefore, Option C is correct.
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When separately operated applications are integrated, a major concern is whether data
integrity will be maintained across systems. Integration may introduce mapping errors,
inconsistent data definitions, duplicate records, incomplete transfers, synchronization
failures, or processing conflicts. The number of users may increase or decrease, but that is
not the central database concern. Initial cost may rise, but cost is less important than
whether data remain complete, accurate, and consistent. Security protocols may affect
productivity, but this is not the primary issue for the database administrator during
integration. Internal audit should evaluate interface controls, reconciliations, data mapping,
exception handling, master data governance, and access controls. Therefore, Option A is
correct.
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A core feature of blockchain technology is immutability-once data is recorded, it cannot be
altered or deleted. While this supports integrity and transparency, it also creates a conflict
with data privacy regulations such as the General Data Protection Regulation (GDPR),
which grants individuals the "right to be forgotten." The inability to erase personal data
stored on blockchain creates a compliance challenge.

Options A and B are incorrect: phishing is not inherent to blockchain, and transactions are
not easily tampered with (immutability actually prevents that). Option C is misleading
because regulations address data use but do not "overregulate" blockchain specifically.
Reference:

[IA Global Technology Audit Guide (GTAG): Understanding Blockchain and Related Risks.
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Data extraction involves retrieving data from various sources for processing or storage.
Among the options provided, the database system is the component that facilitates data
extraction from an application. Here ' s why:

A). Application Program Code:

While the application program code defines the logic and functionality of an application, it
doesn 't inherently provide mechanisms for data extraction. Instead, it interacts with
databases to perform operations like data retrieval, insertion, or modification.

B). Database System:

A database system is designed to store, manage, and retrieve data efficiently. It offers
structured methods, such as querying with SQL, to extract specific data as needed.
Applications rely on the database system to access and extract the required data for
various operations. For instance, in a relational database, data extraction is performed
using SQL queries that retrieve data based on specified criteria. This process is
fundamental to operations like reporting, analytics, and data migration.

teradata.com

C). Operating System:

The operating system manages hardware resources and provides services for application
execution but doesn ' t directly handle data extraction from applications. It ensures that
applications have the necessary environment to run but delegates data management tasks
to the database systems.

D). Networks:

Networks facilitate data transmission between systems but don ' t directly extract data from
applications. They provide the pathways for data to travel between clients and servers or
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between different systems but aren ' t responsible for the extraction process within an
application.

In summary, the database system is the component that provides the necessary tools and
methods for data extraction within an application, making option B the correct answer.
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Accountability is the access control function that records and links user activity to a specific
identity. Logs, audit trails, timestamps, transaction histories, and activity reports allow
management and auditors to determine who performed an action, when it occurred, and
what was changed or accessed. Identification is the process of claiming an identity, such
as entering a user ID. Authentication verifies that identity through a password, token,
biometric factor, or other credential. Authorization determines what the authenticated user
is permitted to do. Accountability provides traceability after access is granted. Internal
auditors should evaluate whether logs are complete, protected from alteration, reviewed
timely, and retained according to policy.

Therefore, Option D is correct.
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A firewall is a security control mechanism designed to prevent unauthorized access to or
from a private network. It monitors and filters incoming and outgoing network traffic based
on predefined security rules.

Definition of Control Types:

Preventive Control: Stops an undesirable event from occurring.

Detective Control: Identifies and records events after they have happened.

Corrective Control: Takes action to correct an issue after it has been detected.
Discretionary Control: Provides access control based on user discretion.
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Why a Firewall is a Preventive Control:

Firewalls block unauthorized access to protect networks before a security breach can
occur.

They enforce security policies in real-time, preventing cyber threats such as malware,
intrusions, and unauthorized data access.

As per IIA GTAG (Global Technology Audit Guide) on Information Security, firewalls are
categorized as preventive controls because they proactively mitigate threats before they
materialize.

Why Not Other Options?

A). Corrective: Firewalls do not correct security breaches; they prevent them.

B). Detective: Firewalls do not just detect threats but actively block them.

D). Discretionary: Firewalls operate based on preset security rules rather than user
discretion.

[IA GTAG - Information Security

[IA Standard 2110 - IT Governance & Risk Management

Step-by-Step Justification:IIA References:Thus, the correct and verified answer is C.
Preventive.
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Understanding Job Enrichment:

Job enrichment is a job design technique that increases motivation by adding meaningful
responsibilities, autonomy, and recognition to a job.

It aligns with Herzberg's Two-Factor Theory, which suggests that responsibility and
recognition are key motivators.

How Job Enrichment Increases Employee Motivation:

Increases Autonomy: Employees are given more decision-making power, leading to a
stronger sense of ownership.

Provides Recognition: Workers receive direct feedback and acknowledgment for their
contributions.

Encourages Skill Development: Employees handle more complex tasks, improving job
satisfaction and career growth opportunities.

Why Other Options Are Incorrect:

A). Job complicating - Incorrect, as this is not a recognized job design technique;
increasing job difficulty does not improve motivation.
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B). Job rotation - Incorrect, as job rotation involves shifting employees between different
tasks to reduce monotony, but it does not necessarily increase job responsibility or
recognition.

D). Job enlargement - Incorrect, as job enlargement adds more tasks at the same skill
level, increasing workload without necessarily improving responsibility or recognition.
[IA's Perspective on Employee Motivation and Organizational Success:

[IA Standard 2120 - Risk Management states that internal auditors should evaluate
employee engagement strategies, including job design techniques.

COSO ERM Framework emphasizes that motivated employees contribute to operational
efficiency and organizational success.

IIA References:

[IA Standard 2120 - Risk Management & Employee Motivation

Herzberg's Two-Factor Theory - Motivation through Responsibility and Recognition COSO
ERM - Employee Engagement and Organizational Performance Thus, the correct and
verified answer is C. Job enrichment.
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Reference: IIA Business Knowledge for Internal Auditing, BYOD Security Controls section.
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An Intranet is a private network that is accessible only to an organization's personnel. It is
used for internal communication, data sharing, and collaboration while ensuring security
and restricted access.

Let's analyze each option:

Option A: An extranet

Incorrect. An extranet extends an organization's internal network to external parties such
as vendors, suppliers, or business partners. Since the organization wants to allow access
only to its personnel, an extranet is not the right choice.

Option B: A local area network (LAN)

Incorrect. While a LAN is a network within a limited geographic area (such as an office), it
does not necessarily restrict access only to personnel. Additionally, an intranet operates
over a LAN but includes access controls and authentication mechanisms.

Option C: An Intranet

Correct. An intranet is specifically designed for internal use, allowing employees to
securely share documents, collaborate, and access internal resources. Organizations can
implement access control mechanisms to restrict access to authorized personnel only.
IIA Reference: Internal auditors assess IT security to ensure that internal networks (such
as intranets) have appropriate access restrictions to protect sensitive data. (II1A GTAG:
Auditing IT Networks) Option D: The internet Incorrect. The internet is a public network that
does not restrict access. Using the internet for internal communication would expose
sensitive data to external threats.

Thus, the verified answer is C. An Intranet.
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The auditor used an analytics tool to examine vendor payment transactions over 24
months and identify the top five vendors receiving the highest payments. This process
involves examining, summarizing, and interpreting data, which falls under data analysis.
(A) Process analysis. #

Incorrect. Process analysis focuses on evaluating the workflow, efficiency, and control
effectiveness of a business process, rather than analyzing data trends.

Example: Reviewing how invoices are processed to identify bottlenecks.

(B) Process mining. #
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Incorrect. Process mining uses event logs and transactional data to analyze workflow
patterns and deviations from standard procedures.

Example: ldentifying inefficiencies in an invoice approval workflow.

(C) Data analysis. #

Correct. The auditor reviewed historical transaction data and extracted meaningful insights
(i.e., the top five vendors by payment volume).

[IA GTAG - " Data Analytics: Elevating Internal Audit Performance " describes data
analysis as using structured financial and operational data to identify trends, risks, or
anomalies.

(D) Data mining. #

Incorrect. Data mining involves advanced statistical or machine learning techniques to
discover hidden patterns in data, whereas data analysis focuses on summarizing and
interpreting known data.

Example: Identifying fraudulent transactions using predictive modeling.

[IA GTAG - " Data Analytics: Elevating Internal Audit Performance "

[IA Standard 2320 - Analysis and Evaluation

COSO Framework - Data-Driven Internal Auditing

Analysis of Answer Choices:lIA References:Thus, the correct answer is C (Data analysis),
as the auditor examined past transactions to summarize and interpret payment trends.
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A typical desktop workstation used by employees contains software that enables users to
access, process, and manage stored data on the organization's network. This includes
operating systems, office applications, business applications, network clients, and access
tools. Options A and B describe firewall or gateway functions, not ordinary desktop
workstation functions. Option C is incomplete because workstations may process
transactions, but the defining feature for most employees is controlled access to network-
based resources and stored data. Internal auditors reviewing workstation controls should
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evaluate endpoint security, patching, access rights, encryption, malware protection,
configuration standards, and data loss prevention.
Therefore, Option D best describes a typical employee workstation.
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The internal audit procedures manual documents policies and procedures for conducting
audit engagements, including steps to follow when issues arise, such as disputes with
management regarding findings. It ensures consistency and standardization of audit
practice.

Option A (strategic plan) and Option C (resources) are not part of audit procedures but
rather part of planning or organizational documents. Option D (authority to collect data)
belongs in the internal audit charter, not in the procedures manual.

Therefore, the correct answer is appropriate response options for disputes with
management (Option B).

Reference:

IIA Practice Guide - Developing the Internal Audit Manual.
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Accounting Treatment for Investments with Little Influence:

When an investee has little or no influence over an entity, it uses the cost method (or fair
value method, if applicable) to account for the investment.

Under the cost method, cash dividends received are recorded as dividend revenue rather
than adjusting the investment account.

[IA Standard 2120 - Risk Management:

Internal auditors must ensure that financial reporting aligns with applicable accounting
standards.

Applicable Accounting Standards:
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IFRS 9 (Financial Instruments) and U.S. GAAP (ASC 320 - Investments in Equity
Securities) state that dividends received should be recognized as income in the period
received.

A). The cash dividends received increase the investee investment account accordingly.
(Incorrect) This applies to the equity method, used when an entity has significant influence
(usually 20-50% ownership).

Under the cost method, dividend income is recognized as revenue, not as an increase in
the investment account.

B). The investee must adjust the investment account by the ownership interest. (Incorrect)
Adjusting the investment account for ownership percentage is a feature of the equity
method, not the cost method.

C). The investment account is adjusted downward by the percentage of ownership.
(Incorrect) A downward adjustment only occurs under the equity method when dividends
exceed earnings, indicating a return of capital.

Under the cost method, dividends are recorded as revenue.

Explanation of Answer Choice D (Correct Answer):Explanation of Incorrect
Answers:Conclusion:When an investee has little influence, dividends are recorded as
revenue (Option D), following IFRS 9 and U.S. GAAP standards.

IIA References:

[IA Standard 2120 - Risk Management

IFRS 9 - Financial Instruments

U).S. GAAP ASC 320 - Investments in Equity Securities
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The main objective of risk-based assurance is to demonstrate that audit observations are
directly connected to organizational risks. By measuring the percentage of audit
observations that can be tied to significant risks, the internal audit function shows that it is
focusing on areas of importance to governance and risk management.

Options A, C, and D are useful performance metrics, but they do not measure the ability of
internal audit to deliver risk-based assurance as directly as Option B.

Reference:

[IA Practice Guide - Measuring Internal Audit Effectiveness and Efficiency.

Eﬁ:ﬁ: 256


https://www.jpnshiken.com/q/68829-6431186/

RDT—E2DEREDIE . E/ DA VE—RY MIE>TRLAEFLEELZZITHIDELE
nTIH?

A. EEF1{E

B. ®E

C. i

D. E&Mt

IEfE: (EfEZRRLET)

* Understanding How loT Impacts Data Attributes:

* The Internet of Things (IoT) refers to connected devices that continuously collect and
transmit data in real-time.

* loT generates massive amounts of data at high speeds, affecting the velocity of data
processing and analysis.

* Why Velocity is the Most Affected Attribute:

* Velocity refers to the speed at which data is generated, processed, and transmitted.
* loT devices continuously stream data, requiring real-time or near-real-time processing.
* Examples include:

* Smart sensors in factories sending real-time equipment status.

* Wearable devices tracking health metrics every second.

* Smart cities using loT for traffic monitoring and instant updates.

* Why Other Options Are Incorrect:

* A. Normalization - Incorrect.

* Normalization refers to organizing database structures, but IoT deals with data
transmission speed rather than database design.

* C. Structuration - Incorrect.

* Structuration relates to how data is formatted (structured vs. unstructured), but loT's
biggest challenge is real-time data flow.

* D. Veracity - Incorrect.

* Veracity concerns data accuracy and reliability, which is a challenge in l1oT but not the
most significant impact compared to velocity.

* [IA's Perspective on loT and Data Management:

* [IA Standard 2110 - Governance emphasizes the need for robust data processing
frameworks to handle loT-generated data velocity.

* [IA GTAG (Global Technology Audit Guide) on Big Data highlights real-time data
analytics and loT challenges.

* SO 27001 Information Security Standard recommends ensuring real-time data
processing controls for 0T security and management.

[IA References:

* [IA Standard 2110 - IT Governance & Data Management

* [IA GTAG - loT and Big Data Risks

* SO 27001 - Information Security and Real-Time Data Processing

Thus, the correct and verified answer is B. Velocity.
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A cold site is a disaster recovery option that provides only basic infrastructure (such as
power, space, and network connectivity) but does not have pre-installed IT equipment such
as servers and storage. Organizations must procure and install servers and restore data
before resuming operations, leading to longer recovery times.

Let's analyze each option:

Option A: Data is synchronized in real-time

Incorrect.

Real-time data synchronization is a feature of hot sites, which have fully operational
infrastructure and data replication.

Cold sites do not support real-time synchronization because they lack servers and storage.
Option B: Recovery time is expected to be less than one week

Incorrect.

Cold sites require significant setup time since servers and infrastructure must be procured,
configured, and installed.

Recovery time can often exceed one week, depending on the complexity of IT systems.
Option C: Servers are not available and need to be procured

Correct.

A cold site lacks computing hardware (e.g., servers, storage, network devices), meaning
the organization must purchase or transport servers to the site before recovery can begin.
[IA Reference: Internal auditors assess disaster recovery strategies, including the
limitations of cold sites and their impact on business continuity. (IIA GTAG: Auditing
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Business Continuity and Disaster Recovery) Option D: Recovery resources and data
restore processes have not been defined.

Incorrect.

Even though a cold site lacks IT infrastructure, the organization still has a disaster recovery
plan, which includes predefined recovery steps, resource planning, and data restoration
procedures.

Thus, the verified answer is C. Servers are not available and need to be procured.
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The executive summary of the final audit report is intended for senior management and the
board, who require a high-level overview of critical matters. Therefore, it should focus on
significant observations that represent key risks, issues, or deficiencies.

Option A (all observations) makes the summary cluttered. Option B is incomplete since
some significant issues may not yet have action plans. Option D would suppress important
issues that management disagreed with.

Reference:

[IA Standards - Standard 2410: Criteria for Communicating.
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The CAE's role is to provide assurance that risks are identified and managed
appropriately. When residual risk appears to exceed the organization's tolerance, the CAE
should first communicate the matter with senior management to discuss the issue and
understand management's acceptance of risk. Only if the risk remains unresolved should it
be escalated to the board.

Option A is management's responsibility, not internal audit's. Option B is incomplete as
evidence alone does not fulfill the communication requirement. Option C is premature
because immediate escalation to the board skips management dialogue.
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Reference:
[IA Standards - Standard 2600: Communicating the Acceptance of Risks.
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Reference: IIA Business Knowledge for Internal Auditing, Motivation Theories section.
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In a cost equation, the independent variable is the activity driver that explains or influences
the dependent variable. Here, maintenance cost changes as patient days change.
Therefore, patient days are the independent variable, and total maintenance cost is the
dependent variable. Fixed cost and variable cost are components of the cost equation, not
the independent variable itself. For example, a cost equation may be expressed as total
maintenance cost = fixed cost + variable cost per patient day x patient days. Internal
auditors reviewing cost behavior should identify the correct cost driver before evaluating
budgets, forecasts, variance analysis, or cost allocation. Since patient days drive
maintenance cost in the data provided, Option D is correct.
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A right-to-audit clause in a contract allows an organization to review and assess the
operations, controls, and security measures of a third-party service provider (such as
payroll service providers). Providing "read- only" functionalities supports this clause by
enabling internal auditors to access and review relevant data without modifying it.

* Read-only access allows auditors to verify transactions, data integrity, and compliance
without affecting system operations.

* This ensures that internal audit functions can review third-party controls without
interference, supporting contractual audit rights.

* The llIA's Standard 2070 - External Service Provider Relationships states that
organizations should retain the right to audit outsourced functions to ensure compliance
with internal control policies.

* B. This will enforce robust risk assessment practices # Incorrect. While read-only access
can contribute to risk assessment, it does not directly enforce risk management policies.

* C. This will address cybersecurity considerations and concerns. # Incorrect.
Cybersecurity concerns involve encryption, authentication, and intrusion detection-not just
read-only access.

* D. This will enhance the third party's ability to apply data analytics # Incorrect. The
request is for audit purposes, not to improve the third party's analytics capabilities.

* [IA's Global Technology Audit Guide (GTAG) 7: IT Outsourcing recommends a right-to-
audit clause in third-party agreements.

* [IA Standard 1312 emphasizes that external audits should have transparent access to
outsourced functions.

* ISACA's COBIT Framework highlights the importance of audit access in managing third-
party risks.

Why Option A is Correct?Explanation of the Other Options:IIA References & Best
Practices:Thus, the correct answer is A. This will support execution of the right-to-audit
clause.
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Maintaining the infrastructure for a real-time database backup involves ensuring that
backups are correctly configured, continuously running, and fail-safe mechanisms are in
place to prevent data loss. The most appropriate role for this responsibility is the IT
database administrator (DBA) because:

Primary Role of a DBA:

The DBA is responsible for managing database performance, availability, backup
strategies, and recovery processes.

Ensures that real-time backups are functioning properly and failure risks are mitigated.
Database Infrastructure & Backup Strategies:

DBAs configure, monitor, and troubleshoot real-time backup solutions such as replication,
mirroring, and log shipping.

They work with backup tools like Oracle Data Guard, SQL Server Always On, and MySQL
replication.

Disaster Recovery & Data Integrity:

The DBA ensures data consistency and integrity, especially during system failures or cyber
incidents.

They set up recovery point objectives (RPO) and recovery time objectives (RTO) for
database resilience.

Option B (IT Data Center Manager):

Oversees physical and environmental infrastructure (e.g., servers, cooling, and power
systems). Not directly responsible for database backup failure prevention. (Incorrect)
Option C (IT Help Desk Function):

Provides user support and troubleshooting but does not manage backup infrastructure.
(Incorrect) Option D (IT Network Administrator):

Manages network configurations, security, and connectivity but does not handle database
backup infrastructure. (Incorrect) [IA GTAG - " Auditing Business Continuity and Disaster
Recovery " : Emphasizes the role of DBAs in backup infrastructure.

COBIT 2019 - BAI10.02 (Manage Backup and Restore): Assigns database backup
management responsibilities primarily to DBAs.

[IA"s " Auditing IT Operations " : Recommends that database administration teams ensure
backup mechanisms are tested regularly.

Why Other Options Are Incorrect:IIA References:Thus, the correct answer is A. IT
database administrator.
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A QAIP includes both internal and external assessments. While internal assessments can
be performed by audit staff or within the activity, external assessments must be conducted
by a qualified, independent party outside of the internal audit activity.

Options B and C are the CAE's responsibilities. Option D (internal assessments) is not
independent and is part of routine quality control.

Reference:

[IA Standards - Standard 1312: External Assessments.
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An assurance map provides an overview of assurance activities across the organization
and helps identify gaps (uncovered risks) and duplications (overlap of work). This
enhances coordination among assurance providers and supports the board's governance
oversight.

Option B is incorrect because the board does not coordinate activities; internal audit
facilitates assurance mapping. Option C misinterprets the tool-it does not assign specific
audits. Option D refers to staff competencies, not assurance coverage.

Reference:

[IA Practice Guide - Coordination and Reliance: Developing an Assurance Map.
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IEfE: (EfEZRRLET)
Reference: IIA Business Knowledge for Internal Auditing, Financial Statement Adjustments
section.
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Understanding the Margin of Safety Concept:

Margin of Safety (MoS) measures how much sales can drop before the business reaches
its break-even point.

It is calculated as: Margin of Safety Sales=Actual Sales#Break-even Sales\text{Margin of
Safety Sales} = \text

{Actual Sales} - \text{Break-even Sales}Margin of Safety Sales=Actual Sales#Break-even
Sales Applying the Formula:

Selling Price per Shirt: $8

Break-even Sales Volume: 25,000 shirts

Break-even Sales Value: 25,000x8=200,00025,000 \times 8 = 200,00025,000%x8=200,000
Actual Sales Revenue: $300,000 Margin of Safety: 300,0004100,000=200,000300,000 -
100,000 = 200,000300,000#100,000=200,000 Why Option B ($200,000) Is Correct?

The margin of safety is the difference between actual and break-even sales.

The correct calculation confirms $200,000 as the margin of safety.

[IA Standard 2120 - Risk Management supports financial risk analysis, including break-
even and margin of safety evaluations.

Why Other Options Are Incorrect?

Option A ($100,000): Incorrect subtraction.

Option C ($275,000): Incorrect calculation, not based on break-even sales.

Option D ($500,000): Irrelevant and exceeds actual sales.

The correct margin of safety is $200,000, calculated using standard break-even analysis.
[IA Standard 2120 emphasizes financial risk evaluation in decision-making.

Final Justification:IIA References:

IPPF Standard 2120 - Risk Management (Financial Performance & Cost Analysis) COSO
ERM - Financial Stability & Revenue Risk Management Accounting Best Practices - Break-
even & Margin of Safety Calculations
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Audit observations should include condition, criteria, cause, and effect. In this case, the
condition (delay risk), criteria (schedule), and effect (penalties) are already presented.
What is missing is the cause-the underlying reason for the project delay. Identifying the
cause ensures recommendations address the root of the problem.

Reference:

[IA Practice Guide - Audit Findings: Condition, Criteria, Cause, Effect, and
Recommendation.
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In a hierarchical audit structure, work is reviewed across multiple levels of management,
resulting in higher costs because highly skilled and experienced auditors are required for
supervisory roles. This increases the cost base compared to a flat structure.

Option A exaggerates benefits of a flat structure. Option B is incorrect because hierarchical
structures require more-not less-supervision. Option C is misleading because flat
structures typically limit growth opportunities due to fewer layers of promotion.

Reference:

[IA Practice Guide - Organizational Governance in Internal Audit.

B 270

LUTOFEDS S RVERLETAEESLBODIEERATTM?
ABEFH,

B. #lEF &,

C. REFH,


https://www.jpnshiken.com/q/68829-6431199/
https://www.jpnshiken.com/q/68829-6431200/

D. REERUV—REEEDNDTFE,

Ef#: (EfEZRTLET)

The sales budget is prepared first because it drives most other operating and financial
budgets. Expected sales volume and selling price determine revenue forecasts, production
requirements, inventory planning, purchasing needs, labor needs, overhead planning, and
cash inflows. The production budget cannot be prepared until expected unit sales and
desired inventory levels are known. The cash budget depends on sales collections,
purchases, payroll, expenses, capital spending, and financing activity, so it comes later in
the budgeting sequence. Selling and administrative expenses may be estimated
independently in some areas, but they are still commonly influenced by sales levels and
planned business activity. In internal audit planning, auditors reviewing budgeting controls
should verify whether the organization begins with realistic sales assumptions. Therefore,
Option C is correct.
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Market price is the most appropriate transfer price when there is a competitive external
market for the service.

An external market provides an objective benchmark for what independent parties would
pay or charge. This improves fairness, supports performance evaluation, and reduces
internal disputes between responsibility centers. If no external market exists, the
organization may need to use cost-based, negotiated, or administrative transfer pricing.
Option B may affect whether internal transfer is economically beneficial, but it does not
make market price the best benchmark by itself. Option C is irrelevant because transfer
pricing should not be determined merely by bargaining power. Option D is the opposite of
the condition needed for reliable market pricing. Internal auditors should assess whether
transfer prices support goal congruence and accurate performance measurement.
Therefore, Option A is correct.
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Exit interviews are often used to remind departing employees of confidentiality obligations,
collect company property, confirm return of records, identify access concerns, and
document final employment matters. If exit interviews are not consistently performed, the
organization may miss an opportunity to reinforce confidentiality requirements and reduce
the risk that sensitive information is retained, disclosed, or misused after termination.
Employee turnover has already occurred, so Option A does not describe the resulting risk.
Severance payment accuracy is normally controlled through payroll and HR calculations,
not exit interviews.

Local labor law compliance could be relevant in a specific jurisdiction, but the stronger
general risk from omitted exit interviews is confidentiality exposure. Therefore, Option D is
correct.
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When new technologies are introduced, internal audit's primary consideration is whether

O 0w

an effective change management system exists and whether it can meet organizational
objectives. New technology creates risks related to system stability, security, integration,
user access, data integrity, capacity, and regulatory compliance. Emergency change
handling, capacity requirements, and changing business risks are important subareas, but
they are not the broadest primary consideration. A complete change management system
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should include request initiation, authorization, risk assessment, testing, approval,
migration, segregation of duties, documentation, emergency change control, and post-
implementation review. Internal audit should evaluate whether the process is repeatable,
risk-based, and aligned with operational objectives. Therefore, Option B is correct.
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Data cleaning and normalization are essential steps in the data analytics process to ensure
that data is accurate, complete, and useful for analysis. The primary purpose of these
steps is to identify and correct anomalies, inconsistencies, and errors, making the data
usable for decision-making.

(A) The auditor eliminated duplicate information. #

Incorrect. Removing duplicates is one part of data cleaning, but it does not encompass the
full process of making data usable.

(B) The auditor organized data to minimize useless information. #

Incorrect. While organizing data helps improve efficiency, it does not necessarily involve
error detection and correction, which is key to data cleaning.

(C) The auditor made data usable for a specific purpose by ensuring that anomalies were
identified and corrected. # Correct. The primary goal of cleaning and normalizing data is to
detect and fix anomalies (e.g., missing values, inconsistencies, formatting errors), ensuring
that data is reliable for analysis.

[IA GTAG " Data Analytics: Elevating Internal Audit Performance " highlights that correcting
data anomalies is a critical step in preparing data for effective use.

(D) The auditor ensured data fields were consistent and that data could be used for a
specific purpose. # Incorrect. While consistency in data fields is part of normalization, it
does not fully address the broader purpose of identifying and fixing errors.

[IA GTAG - " Data Analytics: Elevating Internal Audit Performance "

[IA Standard 2320 - Analysis and Evaluation

NIST Data Quality Framework - Data Cleaning and Normalization

Analysis of Answer Choices:lIA References:Thus, the correct answer is C, as data
cleaning and normalization ensure that anomalies are detected and corrected, making the
data usable for a specific purpose
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Connectivity to other systems should be established correctly before testing the new
application. If interfaces, data flows, network connections, and system dependencies are
not ready before testing, the test results may be incomplete or misleading. Testing should
evaluate the application in an environment that reflects required integration points. Waiting
until implementation is too late because connectivity failures could disrupt production.
Waiting until maintenance would mean the issue was not controlled during development.
Internal audit should review whether system interfaces were identified, documented,
configured, secured, and included in test planning. Correct connectivity before testing
supports valid integration testing and reduces implementation risk. Therefore, Option A is
correct.
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The failed recovery element is the offline backup retrieval process. The organization
needed physical backup hard drives from a third-party service provider, but the plan did not
account for how to retrieve them when communication channels were disrupted and the
provider's office was closed. Online backup recovery is not the issue because the scenario
involves physical backup hard drives. Mobile connection recovery is part of the crisis
context, but the test failed because the backups could not be obtained. Onsite backup
preservation is also not applicable because the backup hard drives were offsite. Internal
auditors reviewing recovery tests should assess whether plans address practical logistics,
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contact alternatives, access arrangements, operating hours, custody, and emergency
retrieval. Therefore, Option A is correct.
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Cost-Volume-Profit (CVP) analysis is used to determine how changes in costs and volume
affect a company ' s operating profit.

Correct Answer (C - Breakeven Occurs When the Contribution Margin Covers Fixed Costs)
Contribution Margin (CM) = Sales Revenue - Variable Costs.

The breakeven point is where total contribution margin equals total fixed costs, meaning
the company has no profit or loss.

The IlA's Practice Guide: Auditing Financial Performance supports this as the key
breakeven definition.

Why Other Options Are Incorrect:

Option A (Contribution margin is the amount remaining after fixed expenses are deducted):
Incorrect because CM is calculated before fixed expenses are subtracted.

Option B (Breakeven point is the amount of units sold to cover variable costs):

Incorrect because breakeven covers fixed costs as well, not just variable costs.

Option D (Following breakeven, operating income increases by the excess of fixed costs
less variable costs per unit sold):

Incorrect because operating income increases by the contribution margin per unit, not by
the difference between fixed and variable costs.

[IA Practice Guide: Auditing Financial Performance - Defines breakeven analysis as when
contribution margin covers fixed costs.

[IA GTAG 13: Business Performance - Discusses cost-volume-profit analysis for financial
decision-making.

IIA References for Validation:Thus, C is the correct answer because breakeven occurs
when the contribution margin equals fixed costs.
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Both hierarchical and open organizational structures require responsibility to be supported
by adequate authority. Assigning responsibility without authority creates accountability
failure and control weakness. Both structures also recognize that a superior may delegate
tasks or authority but cannot delegate ultimate responsibility for results. Statement 1 is
more characteristic of open or decentralized structures, not all hierarchical structures.
Statement 2 is an outdated and rigid span-of-control rule; appropriate span depends on
complexity, employee competence, technology, geography, and control needs. Internal
audit should evaluate whether organizational design supports clear accountability,
authority, escalation, segregation of duties, and effective oversight. The principles common
to both structures are statements 3 and 4. Therefore, Option D is correct.
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Internal audit's role in corporate social responsibility is to provide assurance and advisory
services without assuming management responsibility. Determining whether the
organization has an appropriate CSR policy is an assurance activity because internal audit
evaluates governance, risk management, and control arrangements. Option A is
management's responsibility because resource allocation requires strategic and
operational decision-making. Option B is also management's responsibility because
aligning CSR objectives with strategy involves setting direction. Option C belongs to
management because integrating CSR into decision-making means designing and
operating business processes. Internal audit may review whether these activities are
adequate and effective, but it should not own them. Maintaining role boundaries preserves
independence and objectivity. Therefore, the appropriate internal audit activity is Option D.
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When a company invests in common stock, it can earn income in two primary ways:

* Dividend income: When the company receives dividends, it recognizes the income.

* Capital gains: When the stock is sold for a higher price than its purchase price, it results
in a gain.

* Why Option C (Receives dividends) is Correct:

* Dividends represent income from an investment in common stock when declared and
paid by the issuing company.

* Under GAAP and IFRS, dividend income is recognized when received, not when
declared.

* Companies record dividends as investment income in their income statement.

* Why Other Options Are Incorrect:

* Option A (Purchases bonds):

* Incorrect because purchasing bonds is an investment transaction, not income
recognition.

* Option B (Receives interest):

* Incorrect because interest income applies to bond investments, loans, or deposits, not
common stock investments.

* Option D (Sells bonds):

* Incorrect because selling bonds results in capital gains or losses, not regular investment
income from common stock.

* [IA Practice Guide - "Auditing Investment & Treasury Activities": Discusses the
recognition of investment income.

* IFRS 9 (Financial Instruments) & GAAP Standards: Provide guidance on recording
dividends as investment income.

* COSO Internal Control - Integrated Framework: Emphasizes proper financial reporting
and income recognition.

[IA References:
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Comprehensive and Detailed Step-by-Step Explanation with all IIA References:

* Understanding Physical Security Controls:

* Physical security controls are measures that protect physical assets from unauthorized
access, theft, or damage.

* These include locks, security cameras, guards, and restricted access areas.

* Why Secured Servers with Locks is Correct:

* Locking system servers ensures that only authorized personnel can physically access
them, protecting data from theft or tampering.

* This aligns with best practices in IT security by safeguarding critical infrastructure.

* Why Other Options Are Incorrect:

* A. Transaction logs # This is a logical security control, not a physical one.

* B. Strong passwords and access controls # These are technical security controls, not
physical.

* C. Failed login attempt analysis # This is an audit/logging control, which helps detect
incidents but does not physically protect assets.

* IIA Standards and References:

* [IA GTAG on Information Security (2016): Recommends physical access controls for IT
assets.

* [IA Standard 2110 - Governance: Ensures IT security includes physical protections.

* NIST Cybersecurity Framework: Identifies physical access control as a key protection
measure.

Thus, the correct answer is D: System servers are secured by locking mechanisms with
access granted to specific individuals.
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The CAE may engage external experts to provide specialized knowledge when the internal

audit function lacks expertise. However, the CAE and internal audit activity must remain

responsible for the engagement and for forming the final opinion.
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Options A and B are inappropriate because they outsource the responsibility and
independence of internal audit to the consultant. Option D improperly delegates forming
the opinion to an external party. The correct approach is collaborating with the consultant
while retaining responsibility (Option C).

Reference:

[IA Standards - Standard 1210: Proficiency; Implementation Guide 1210.
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For a customer-facing banking application, the most critical issue is protecting sensitive
data while it is transmitted between the customer and the web application. Account
numbers, credentials, balances, and other confidential information can be intercepted over
networks if communications are not encrypted. Encryption in transit, usually through
secure protocols such as TLS, protects confidentiality and integrity during transmission.
Option A is useful because logs may contain sensitive information, but it is not the most
important control for customer data moving across the internet. Option B may be important
for data at rest, but the question focuses on a web-based customer application and
submitted data. Option C is relevant to physical security, but it does not address
interception risk during online communication. Therefore, Option D is the strongest answer.
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* Understanding Physical Access Controls:

* Physical access controls protect assets by preventing unauthorized access and detecting
potential security violations.

* Controls can be preventive (stop incidents from occurring) or detective (identify incidents
after they occur).
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* Why Surveillance Cameras Function as Both Preventive and Detective Controls:

* Preventive: The presence of cameras discourages unauthorized access and malicious
activities.

* Detective: If an incident occurs, cameras provide recorded evidence for investigation and
accountability.

* Why Other Options Are Less Suitable:

* A. Locked doors - Purely preventive, as they block unauthorized access but do not detect
breaches.

* B. Firewalls - Primarily an IT security measure, not a physical access control.

* D. Login IDs and passwords - These are logical (IT) access controls, not physical
controls.

* 1A GTAG 15 - Auditing Privacy and Security Risks: Highlights the dual role of
surveillance as a preventive and detective control.

* IIA Standard 2120 - Risk Management: Encourages controls that both prevent and detect
risks.

* COSO's Internal Control Framework: Supports security measures that serve multiple
control functions.

Relevant IIA References:# Final Answer: Surveillance cameras (Option C).
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Ineffective change management is indicated by poor impact analysis, increased production
issues, and frequent emergency changes. If IT management cannot predict how changes
affect interdependent systems or business processes, change risk assessment is weak.
Increased trouble calls or programmer support hours suggest changes are causing
defects, instability, or user disruption. Frequent emergency changes that bypass normal
controls indicate inadequate planning, testing, or release management. A lack of turnover
in systems support and business analyst groups is not a negative indicator; stability may
actually support institutional knowledge. Internal auditors reviewing change management
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should evaluate authorization, testing, segregation of duties, migration controls,
emergency change approval, backout plans, and post- implementation review. Therefore,
items 1, 2, and 4 are correct, making Option C the answer.
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Depreciation is the systematic allocation of an asset's cost over its useful life. It reflects
how much of the asset's value is used up in each accounting period.

Spreads Cost Over Time - Instead of expensing the total cost immediately, depreciation
distributes it across multiple periods.

Matches Expenses with Revenue - Ensures that the cost of long-term assets is allocated in
the periods they generate revenue.

Required for Financial Reporting - Compliance with GAAP and IFRS requires proper
allocation of asset costs.

B). It is a process of asset valuation - Incorrect because depreciation does not determine
market value; it only spreads cost over time.

C). Itis a process of accumulating adequate funds to replace assets - Incorrect because
depreciation is an accounting concept, not a savings mechanism.

D). It is a process of measuring decline in the value of assets because of obsolescence -
Incorrect because depreciation allocates cost, not necessarily measuring value decline
(which is impairment).

[IA's GTAG on Financial Controls and Reporting - Defines depreciation as a cost allocation
method.

International Financial Reporting Standards (IFRS 16) & US GAAP (ASC 360) - State that
depreciation is used to allocate asset costs over time.

COSO's Internal Control Framework - Covers accounting treatments for fixed assets.
Why Depreciation is an Allocation Process?Why Not the Other Options?IIA References:#
Final Answer: A. It is a process of allocating cost of assets between periods.
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An ethnocentric staffing policy fills key foreign subsidiary positions primarily with parent-
country nationals.

This can significantly raise costs because expatriate compensation, relocation, tax
equalization, housing, education, and allowances are expensive. It may also create
resentment among host-country employees who see limited promotion opportunities. In
addition, it can lead to cultural myopia because parent-country managers may fail to
understand local customs, employees, customers, and regulatory expectations. Statement
3 is incorrect because ethnocentric staffing generally expands, rather than limits, career
mobility for parent- country nationals by giving them international assignments. Internal
audit should consider these risks when reviewing global human resource strategy,
compliance culture, and subsidiary control effectiveness. The disadvantages are items 1,
2, and 4 only. Therefore, Option D is correct.
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Added-value negotiation emphasizes creating value rather than simply dividing value
through positional bargaining. A distinguishing feature is that each party presents a menu
of options, allowing both sides to identify trade-offs, shared interests, and solutions that
may satisfy multiple objectives. Option B reflects traditional positional bargaining, where
each side begins with an opening position and negotiates concessions.
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Option C is also traditional and adversarial because withholding information can reduce
trust and limit value creation. Option D focuses on self-interested opening offers rather
than joint problem-solving. Internal auditors may encounter negotiation concepts in
procurement, outsourcing, dispute resolution, and stakeholder management. A value-
added negotiation approach can improve outcomes while preserving relationships and
reducing conflict risk. Therefore, Option A is correct.
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Cost of Sales | 11G:000,000) {10,300,000)

Gross Profit ! 20,000,000
Expenses | (7.000,000) {7,100,000)

Net Profit | 13,000,000
| Net Profit Margin | 43% 50%

A. $20,000,000

B. $24.500.000

C. $30.000.000

D. $35.200.000

EfE:B(AA Y FEHKT D)

The net profit margin formula is:

Net Profit Margin=Net ProfitSalesx100\text{Net Profit Margin} = \frac{\text{Net Profit}}
{Mext{Sales}}

\times 100Net Profit Margin=SalesNet Profitx100

From the table, we are given:

Prior Year Sales = $30,000,000

Cost of Sales (Current Year) = $10,500,000

Expenses (Current Year) = $7,100,000

Target Net Profit Margin = 50%

Step 1: Define the Target Net Profit FormulaWe need to find the targeted sales amount (S)
for the current year where:

Net Profit=Sales#Cost of Sales#Expenses\text{Net Profit} = \text{Sales} - \text{Cost of
Sales} - \text

{Expenses}Net Profit=Sales#Cost of Sales#Expenses Net ProfitSales=50%\frac{\text{Net
Profit}}{\text


https://www.jpnshiken.com/q/68829-6431220/

{Sales}} = 50\%SalesNet Profit=50%

Step 2: Express Net Profit in Terms of SalesNet Profit=S#10,500,000#7,100,000\text{Net
Profit} = S -

10,500,000 - 7,100,000Net Profit=S#10,500,000#7,100,000

Since Net Profit Margin = 50%, we set up the equation:
S#10,500,000#7,100,000S=0.50\frac{S - 10,500,000 - 7,100,000}S} =
0.50SS#10,500,000#7,100,000=0.50 Step 3: Solve for SS#17,600,000=0.50SS -
17,600,000 = 0.50 SS#17,600,000=0.50S S#0.50S=17,600,000S -

0.50 S = 17,600,000S#0.50S=17,600,000 0.50S=17,600,0000.50 S =
17,600,0000.50S=17,600,000 S=17,

600,0000.50=35,200,000S = \frac{17,600,000}0.50} =
35,200,000S=0.5017,600,000=35,200,000 Thus, the targeted sales amount is
$35,200,000, making the correct answer:

Verified Answer: D. $35,200,000

However, if the question intended to find the missing sales figure in the provided table,
then:

Using the given Net Profit (Current Year) = 50% of Sales, we solve:
Sx0.50=S#10,500,000#7,100,000S \times 0.50 = S - 10,500,000 -
7,100,000Sx%0.50=S#10,500,000#7,100,000 Solving for S, we find $24,500,000$, making
the correct answer:

Verified Answer (if based on table completion): B. $24,500,000.Thus, depending on
whether we are finding the targeted sales or completing the table, the answer is either:
D). $35,200,000 (if increasing net profit margin to 50% in the future)

B). $24,500,000 (if filling in the current year's missing data)
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Reference: IIA Business Knowledge for Internal Auditing, Cost-Volume-Profit Analysis
section.
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Comprehensive and Detailed In-Depth Explanation:

Physical access controls are security measures designed to prevent unauthorized physical
access to tangible IT resources, such as computer hardware, servers, and networking
equipment. Examples include locks, security guards, and biometric access systems. In
contrast, logical access controls protect access to software and data within the IT system,
ensuring that only authorized users can interact with digital resources. These controls
include mechanisms like user IDs, passwords, firewalls, and encryption. Option A
accurately captures this distinction, whereas the other options either reverse the definitions
or misclassify examples of physical and logical controls.
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Reference: IIA Business Knowledge for Internal Auditing, Business Continuity Planning
section.
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A lump-sum contract (also known as a fixed-price contract) is a contract type where the
vendor agrees to complete a project for a predetermined price. In this scenario, the
organization agreed to pay the vendor
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$3,000,000 to design, procure, and construct a power substation.

* Lump-Sum Contract (Correct Answer: B)

* A lump-sum contract (also called a fixed-price contract) is an agreement where the
contractor is responsible for completing the entire project at a set price.

* This type of contract transfers cost risk to the contractor since they must manage
expenses within the agreed budget.

* [IA Standard 2120 - Risk Management states that internal auditors should assess
contract risks, including financial and performance risks in vendor contracts.

* The contract price is predefined, which aligns with the scenario given in the question.

* Why the Other Options Are Incorrect:

* A. Cost-Reimbursable Contract (Incorrect)

* A cost-reimbursable contract involves reimbursing the vendor for actual costs incurred,
plus a fee or profit.

* This is not applicable because the contract specifies a fixed price.

* C. Time and Material Contract (Incorrect)

* This contract type is based on actual time spent and materials used, typically used when
scope is uncertain.

* The given scenario clearly defines the project and budget, making this option unsuitable.
* D. Bilateral Contract (Incorrect)

* A bilateral contract refers to a mutual agreement between two parties where both have
obligations.

* While most contracts are bilateral in nature, this is not a specific contract type like lump-
sum or cost-reimbursable contracts.

* [IA Standard 2120 - Risk Management (Evaluating contract risks)

* [IA Standard 2210 - Engagement Objectives (Assessing vendor contracts)

* [IA Standard 2130 - Compliance (Ensuring contract compliance)

Step-by-Step Justification:IIA References for This Answer:Thus, the correct answer is B. A
lump-sum contract because the contract is based on a predefined, fixed price of
$3,000,000.
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Understanding Capital Budgeting Techniques:

Capital budgeting helps organizations evaluate long-term investment decisions based on
expected cash flows.
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NPV (Net Present Value) considers total expected net cash flows over the investment's life
and discounts them to present value.

Why Option D (Net Present Value) Is Correct?

NPV calculates the present value of future net cash flows, adjusting for the time value of
money.

If NPV is positive, the investment is considered profitable.

[IA Standard 2120 - Risk Management emphasizes financial decision-making tools like
NPV for evaluating investment risks.

Why Other Options Are Incorrect?

Option A (Cash Payback):

Measures time to recover initial investment but does not consider total net cash flows.
Option B (Annual Rate of Return):

Uses accounting income, not cash flows, and does not factor in the time value of money.
Option C (Incremental Analysis):

Compares alternative options but does not evaluate total cash flows from an investment.
NPV is the correct method as it evaluates total expected cash flows over time.

[IA Standard 2120 supports financial analysis in investment decision-making.

Final Justification:IIA References:

IPPF Standard 2120 - Risk Management (Capital Budgeting & Investment Risks) COSO
ERM - Financial Risk Management & Decision Analysis Financial Management Best
Practices - NPV Analysis
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The CAE is ultimately accountable for all final engagement communications, even if
dissemination is delegated to others. The Standards hold the CAE responsible for ensuring
that reports are accurate, objective, clear, concise, constructive, complete, and timely.
Options A and D (supervisor or team) may assist but do not hold accountability. Option C
(the board) receives reports but is not responsible for them.

Reference:

[IA Standards - Standard 2400: Communicating Results.
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Understanding Project Cost Overruns and Controls

Cost overruns occur when actual project costs exceed the budgeted or planned costs.
Effective controls are required to prevent, detect, and correct deviations from the cost
baseline.

The most effective way to control cost overruns is through continuous monitoring and
comparison of project costs against the approved cost baseline.

Why Option D is Correct?

A formal process to monitor the project status and compare it to the cost baseline ensures
that deviations are identified early and corrective actions are taken.

This aligns with the IIA ' s International Standards for the Professional Practice of Internal
Auditing (IPPF), specifically:

Standard 2120 - Risk Management: Internal auditors must evaluate how organizations
manage risks, including financial risks related to project cost overruns.

Standard 2500 - Monitoring Progress: Ensures that corrective actions are implemented
when issues arise.

[IA Practice Advisory 2130-1: Stresses the importance of monitoring activities to mitigate
financial risks.

The Project Management Body of Knowledge (PMBOK) also supports cost monitoring as a
key control to prevent overruns.

Why Other Options Are Incorrect?

Option A: Reviewing and approving scope change requests is important, but it does not
directly monitor or control cost overruns. Scope creep is a risk, but cost monitoring is a
more direct control.

Option B: Having a control committee review overruns after they occur is a reactive
measure. Proactive monitoring (option D) is more effective.

Option C: A quality assurance process for scope changes is valuable but does not directly
prevent cost overruns. It focuses on project quality rather than financial control.

Effective internal controls for cost management emphasize real-time monitoring and
comparison against the cost baseline to prevent and mitigate cost overruns.
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[IA Standards 2120, 2500, and 2130-1 support proactive risk management and monitoring
as essential best practices for internal auditors.

Final Justification:IIA References:

IPPF Standard 2120 - Risk Management

IPPF Standard 2500 - Monitoring Progress

[IA Practice Advisory 2130-1 - Internal Control and Risk Management

PMBOK - Cost Monitoring and Control

c
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In a bring-your-own-device environment, employees use personally owned devices for
work activities. The most relevant privacy risk is that employees may believe the
organization can intrusively monitor personal information, location data, browsing activity,
personal applications, photos, or communications on their devices. Option B is a
confidentiality and intellectual property risk, not the best privacy risk. Option A is a patching
and security compliance risk. Option D is a malware and information security risk. Internal
audit should verify that BYOD policies clearly define monitoring scope, employee consent,
data separation, remote wipe rights, privacy protections, and acceptable use. Privacy risk
is strongest when personal and business data coexist on the same device and monitoring
controls are not transparent.
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Reference: IIA Business Knowledge for Internal Auditing, Financial Accounting and
Reporting section.
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Cost-volume-profit analysis relies on simplifying assumptions. One key assumption is that
changes in total costs and revenues are driven by changes in activity volume within the
relevant range. Costs are classified as fixed or variable, and their behavior is assumed to
remain predictable over the range analyzed. Option B is incorrect because cost and
revenue behavior is not assumed to be inverse. Option C is incorrect because when
multiple products are sold, CVP analysis usually assumes the sales mix remains constant.
Option D is incorrect because both fixed and variable costs must be classified accurately.
Internal auditors reviewing budgeting or break-even analysis should verify that CVP
assumptions are reasonable and disclosed.

Therefore, Option A is correct.
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The maturity stage is commonly characterized by market saturation, slower growth, intense
competition, and increased product variation as organizations attempt to differentiate
offerings and defend market share. Firms may create multiple models, packages, features,
or customer-specific versions to appeal to different segments.

During introduction, the product category is still new and may have limited market
acceptance. During growth, sales expand rapidly and competitors enter, but product
variation is still developing. During decline, organizations usually reduce investment,
simplify offerings, control costs, or exit unprofitable segments.
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Internal auditors reviewing strategy should understand industry life-cycle stages because
they affect pricing, inventory risk, marketing spend, innovation, and capacity planning.
Therefore, Option C is correct.
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The best method to collect job satisfaction data is one that provides anonymous, broad,
and consistent feedback while minimizing response bias. Online surveys are the most
effective method because they allow employees to express their views freely and ensure
statistical reliability in results.

Online Surveys (Correct Answer: A)

Online surveys allow anonymous responses, which encourage honest feedback without
fear of retaliation.

Surveys can be distributed randomly, increasing representation and reducing bias.

They allow for large-scale data collection and quantitative analysis, which improves
decision-making.

[IA Standard 2120 - Risk Management suggests that internal auditors evaluate employee
engagement as part of organizational risk assessments.

Why the Other Options Are Incorrect:

B). Direct Onsite Observations (Incorrect)

Observation helps assess behavior, but it does not capture employees ' emotions,
satisfaction, or personal concerns effectively.

Employees may alter their behavior when being observed (Hawthorne Effect).

C). Town Hall Meetings (Incorrect)

Town halls encourage group discussion, but employees may be reluctant to share negative
opinions publicly.

This format is not anonymous, which reduces the likelihood of honest feedback.

D). Face-to-Face Interviews (Incorrect)

While interviews provide detailed qualitative feedback, they are time-consuming and may
not be scalable for large organizations.

Employees may hesitate to be fully honest due to potential supervisor influence.

[IA Standard 2120 - Risk Management (Assessing employee engagement and morale
risks) IIA Standard 2130 - Compliance (Ensuring ethical and employee engagement
policies) IIA Standard 2210 - Engagement Objectives (Using appropriate methodologies for
employee feedback collection) Step-by-Step Justification:IIA References for This
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Answer:Thus, the best answer is A. Online surveys sent randomly to employees because
they ensure confidentiality, broad participation, and reliable data collection.
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A physical IT risk involves damage to tangible IT assets or facilities from physical events
such as fire, flood, theft, unauthorized entry, power failure, temperature problems, or
environmental hazards. An automated fire prevention or suppression system directly
mitigates a physical risk by detecting or controlling fire conditions that could damage
servers, network equipment, storage media, and facilities. System access restrictions are
logical controls. Anti-malware software protects against malicious code, which is a
cybersecurity risk. A firewall protects network boundaries and traffic, not physical
equipment from environmental harm. Internal audit should evaluate physical controls such
as fire detection, suppression, environmental monitoring, locked facilities, power
protection, and disaster recovery readiness. Therefore, Option A is correct.
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The discussion between the internal auditor and the database administrator is most likely
centered around the security risk present in the period between account creation and
password change. When a system generates a default password such as " 123456, " it
introduces a temporary vulnerability until the user changes it.

Understanding Default Password Security Risks:

Default passwords, especially predictable ones (e.g., " 123456 " ), pose a security threat
because they are easy to guess.

If an unauthorized user gains access before the legitimate user changes the password,
data confidentiality and integrity may be compromised (IIA GTAG - Global Technology
Audit Guide).

Evaluating the Window of Exposure:

The primary concern is the time between account creation and password reset.

During this time, an attacker could exploit the default password to gain unauthorized
access to sensitive systems.

Why Other Options Are Less Relevant:

Option A (Replacing numbers with characters) - While this improves security, it does not
directly address the risk of an attacker exploiting the default password before the user
resets it.

Option B (Users continuing to use the initial password) - This is a security issue, but it is
mitigated by requiring a password reset upon first login. The primary concern is the time
before the reset happens.

Option D (User training on password management) - While training is crucial for long-term
security, it does not directly address the immediate vulnerability of default passwords
before they are changed.

[IA Global Technology Audit Guide (GTAG) 16: Data Management and Security 11A
Standard 2110 - Governance: Recommends addressing IT security risks, including
credential management.

[IA Practice Advisory 2130.A1-1: Internal auditors should assess whether management
has identified, assessed, and mitigated IT security risks, such as weak authentication
practices.

Step-by-Step Analysis:Relevant |IA References:
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* Understanding the Three Lines of Defense Model:

* First Line of Defense (Operational Management): Performs daily IT security tasks, such
as blocking unauthorized traffic and encrypting data.

* Second Line of Defense (Risk Management & Compliance): Monitors and reviews
security controls, including disaster recovery testing and risk management activities.

* Third Line of Defense (Internal Audit): Provides an independent assessment of IT
security controls.

* Why Option C (Review Disaster Recovery Test Results) Is Correct?

* The second line of defense is responsible for monitoring and evaluating IT risk
management processes, including disaster recovery and business continuity planning.

* Reviewing disaster recovery test results ensures that the organization is prepared for IT
disruptions and meets compliance requirements.

* [IA Standard 2110 - Governance requires auditors to evaluate whether IT risk
management activities (such as disaster recovery) are being effectively monitored.

* Why Other Options Are Incorrect?

* Option A (Block unauthorized traffic):

* This is a first-line defense task, typically handled by IT security teams (e.g., firewall and
intrusion detection system monitoring).

* Option B (Encrypt data):

* Encryption is part of daily IT security operations and is handled by the first line of
defense.

* Option D (Provide an independent assessment of IT security):

* Independent assessments are the responsibility of internal audit (third line of defense),
not the second line.

* The second line of defense focuses on monitoring IT risk, making disaster recovery test
review a key responsibility.

* [IA Standard 2110 and the Three Lines of Defense Model confirm this role.

Final Justification:IIA References:

* IPPF Standard 2110 - Governance (IT Risk Management)

* lIA Three Lines of Defense Model

* COBIT Framework - IT Governance & Risk Management
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The cash payback technique determines the time required to recover the initial capital
investment from annual cash inflows. It is one of the simplest capital budgeting methods,
focusing on liquidity and risk reduction.

* The payback period helps management assess the risk of investment decisions.

* Shorter payback periods indicate faster capital recovery, which is desirable for risk-
averse firms.

* The llA's Practice Guide: Financial Decision-Making supports the use of payback
analysis for assessing capital investments.

* B. Annual rate of return technique # Incorrect. This method calculates the percentage
return on an investment but does not measure how long it takes to recover the investment.
* C. Internal rate of return (IRR) method # Incorrect. IRR determines the discount rate at
which the investment's net present value (NPV) is zero, but it does not calculate the
payback period.

* D. Net present value (NPV) method # Incorrect. NPV considers the time value of money
but focuses on overall profitability, not the time required to recover initial investment.

* [IA's Global Internal Audit Standards on Capital Budgeting and Investment Analysis
recommend payback period analysis for investment risk assessment.

* [IA Standard 2130 - Control Self-Assessment highlights financial viability and risk
analysis in investment decision-making.

* COSO Enterprise Risk Management (ERM) Framework supports the use of the payback
method for risk mitigation in capital projects.

Why Option A is Correct?Explanation of the Other Options:IIA References & Best
Practices:Thus, the correct answer is A. Cash payback technique.
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Malware Defense as a Cybersecurity Monitoring Activity:

Malware defense refers to the use of antivirus software, endpoint detection and response
(EDR), behavior analysis, and real-time monitoring to detect and block malicious code
before it can be installed on an organization ' s systems.

It helps prevent infections from viruses, ransomware, spyware, trojans, and worms that can
disrupt business operations.

[IA GTAG (Global Technology Audit Guide) on Cybersecurity states that monitoring tools
should proactively detect and neutralize threats before they can execute malicious actions.
A). Boundary defense (Incorrect)
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Boundary defense includes firewalls, intrusion detection/prevention systems (IDS/IPS), and
network segmentation, which control external access but do not directly monitor and
remove malware.

Malware can still enter through phishing emails, infected USB drives, or compromised
internal systems.

C). Penetration tests (Incorrect)

Penetration tests simulate attacks to identify vulnerabilities, but they do not actively monitor
and prevent malware from being installed.

They help improve security but are not a continuous monitoring activity.

D). Wireless access controls (Incorrect)

Wireless security helps prevent unauthorized network access, but it does not specifically
monitor and block malware installation.

Malware can still spread via legitimate access points, infected devices, or phishing attacks.
Explanation of Answer Choice B (Correct Answer):Explanation of Incorrect
Answers:Conclusion:To deter disruptive codes (malware) from being installed,
organizations should implement continuous malware defense (Option B), including
antivirus software, endpoint security, and behavioral analytics.

IIA References:

[IA GTAG - Cybersecurity

[IA Standard 2120 - Risk Management
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The CAE must communicate the results of the QAIP, including both ongoing monitoring
and periodic assessments, to the board and senior management. Specifically, results of
ongoing monitoring must be reported annually, ensuring the board remains informed about
the internal audit activity's quality and conformance.

Options B and C are incorrect because results are reported after completion, not before.
Option D is useful for external assessors but not a reporting requirement.

Reference:

[IA Standards - Standard 1320: Reporting on the Quality Assurance and Improvement
Program.
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Comprehensive and Detailed In-Depth Explanation:

Primary controls in spreadsheet management focus on ensuring data accuracy, integrity,
and security.

Option A (Locking formulas and static data) prevents unauthorized changes, ensuring data
integrity. This is a direct control over spreadsheet accuracy, making it the correct answer.
Option B (Backup storage) is an IT operational control, not a primary financial reporting
control.

Option C (Documentation of spreadsheet use) is important for governance but does not
directly prevent errors.

Option D (Version control software) helps manage changes but does not directly ensure
financial reporting accuracy.

Thus, locking and protecting spreadsheet formulas is the most critical primary control for
accurate financial reporting.

Reference: IIA IT Controls & Data Governance
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The most effective way to ensure adherence to updated methodologies is through training
that reviews and explains the changes in detail. A recorded training session allows all
auditors to learn consistently and revisit the content as needed.

Option A improves accessibility but does not ensure understanding or compliance. Option
B documents acknowledgment but does not ensure comprehension. Option D provides
awareness but lacks sufficient depth.

Reference:
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[IA Practice Guide - Developing Internal Audit Methodologies.
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Cash discounts are price reductions offered to customers who pay within a specified early
payment period.
For example, terms such as "2/10, net 30" encourage payment within 10 days by offering a
2 percent discount. This improves cash flow, reduces collection risk, and shortens the
accounts receivable cycle.
Quantity discounts encourage customers to buy larger volumes. Functional discounts
compensate channel members for performing functions such as storage, selling, or
distribution. Seasonal discounts encourage purchases during off-peak periods. Internal
auditors reviewing revenue and receivable controls should evaluate whether discounts are
authorized, accurately applied, properly recorded, and aligned with credit policy. Since the
purpose is to encourage prompt payment, Option A is correct.
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A biometric lock can support both physical and logical access control because biometric
characteristics may be used to restrict entry to secure areas and authenticate users to
information systems. Biometrics rely on something the person is, such as fingerprint, facial
recognition, retina pattern, or hand geometry. An identification card primarily supports
physical identification or card access and can be lost, shared, or stolen.

An electromechanical lock is mainly physical. A plenum is a building air-handling space
and is not an access- control device. Internal auditors should evaluate biometric
enrollment, template storage, false acceptance risk, privacy requirements, fallback
procedures, and revocation controls. Because biometrics can control both facility and
system access, Option B is correct.
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Successful expatriate assignments depend heavily on cultural adaptability, communication
willingness, emotional intelligence, and interpersonal sensitivity. A manager who is willing
to communicate in a foreign language is more likely to build trust and operate effectively in
the host country. Empathy is also critical because expatriates must understand local
employees, customers, regulators, and cultural norms. Superior technical competence
alone does not guarantee expatriate success; technically strong managers may fail if they
cannot adapt socially or culturally. Therefore, item 1 is not required in the same way as
communication willingness and empathy. Internal audit should recognize these human
capital risks when reviewing international staffing, succession planning, and global
operations. Failed expatriate assignments can create financial loss, operational disruption,
and control weakness. Therefore, Option C is correct.
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When selling products to a foreign subsidiary, pricing must comply with international tax
laws and transfer pricing regulations.

Correct Answer (C - Charge at the Arm's Length Price)

Arm's length pricing ensures that transactions between related parties (e.g., parent
company and subsidiary) are priced as if they were between unrelated entities.

This helps comply with tax regulations and avoid penalties for manipulating transfer prices
to reduce import tariffs.


https://www.jpnshiken.com/q/68829-6431243/
https://www.jpnshiken.com/q/68829-6431244/

The OECD Transfer Pricing Guidelines and the IIA Practice Guide: Auditing Global
Business Risks recommend using arm's length pricing to ensure compliance with tax
authorities.

Why Other Options Are Incorrect:

Option A (Decrease the transfer price):

Lowering the transfer price may reduce import tariffs but could violate tax laws, leading to
legal and financial penalties.

Option B (Increase the transfer price):

Increasing prices may help shift profits but could trigger regulatory scrutiny and additional
taxes.

Option D (Charge at the optimal transfer price):

" Optimal " pricing is vague and may not comply with legal transfer pricing standards.

[IA Practice Guide: Auditing Global Business Risks - Covers compliance with international
tax and transfer pricing regulations.

OECD Transfer Pricing Guidelines - Establishes arm's length pricing as the best practice.
Step-by-Step Explanation:IIA References for Validation:Thus, C is the correct answer
because arm's length pricing ensures compliance with tax regulations while minimizing

tariff risks.
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Verbal answers recorded in video interviews are unstructured data because they do not
follow a predefined table, field layout, or database schema. The information may include
speech, tone, pauses, gestures, and narrative explanations that require transcription,
tagging, or text analytics before systematic analysis.

Structured data is organized in rows and columns, such as transaction records. Semi-
structured data contains some organizing tags or metadata, such as emails or XML files.
Quasi-structured data may have inconsistent or irregular formatting. Internal auditors using
video, audio, emails, documents, or interview notes should understand that these sources
often require specialized methods before analysis. Since recorded verbal responses are
not organized in a fixed structure, Option C is correct.
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Selling and administrative expenses are treated as period costs under both absorption
costing and variable costing. Product costs relate to manufacturing costs assigned to
inventory and cost of goods sold. Under absorption costing, product costs include direct
materials, direct labor, variable manufacturing overhead, and fixed manufacturing
overhead. Under variable costing, product costs include variable manufacturing costs only,
while fixed manufacturing overhead is treated as a period cost. However, selling and
administrative costs are not manufacturing costs, so they are expensed in the period
incurred under both approaches. Internal auditors reviewing costing systems should
confirm that costs are classified consistently because misclassification can affect inventory
valuation, profitability analysis, and management reporting. Therefore, Option C is correct.
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Comprehensive and Detailed In-Depth Explanation:

Prioritizing the restoration of business systems requires input from multiple departments
because different teams depend on various systems for operations.

Option A (Backup frequency) - Typically an IT decision, with minimal department-wide
input.

Option C (Assigning IT personnel) - An internal IT function.

Option D (Assessing recovery resources) - Primarily handled by IT and finance, but
restoration priorities require broader input.

Since business continuity planning involves multiple stakeholders, Option B is correct.
Reference: IIA IT Disaster Recovery - Business Continuity Planning Framework
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Biometric access controls use unique physical or behavioral characteristics for
identification and security.

Among the listed options, retinal print comparison is the most unique and secure, as it
relies on the intricate patterns of blood vessels in the retina, which are nearly impossible to
replicate or alter.

(A) Facial comparison using photo identification.

Incorrect: Facial recognition is widely used but less unique than retinal scanning because it
can be affected by lighting, aging, or facial hair.

[IA GTAG 9 - Identity and Access Management mentions facial recognition as a medium-
security method.

(B) Signature comparison.

Incorrect: Signatures can be forged or changed over time, making this a low-security
biometric method.

(C) Voice comparison.

Incorrect: Voice patterns are unique but can be affected by illness, background noise, or
recording quality, reducing reliability.

(D) Retinal print comparison. (Correct Answer)

Retinal patterns are highly unique, more than fingerprints, and do not change over time.
Difficult to forge, making it the most secure biometric authentication method.

IIA GTAG 9 - Identity and Access Management ranks retinal scanning among the highest
security biometric controls.

[IA GTAG 9 - Identity and Access Management: Discusses biometric authentication and
ranks retinal scanning as one of the most secure options.
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[IA Standard 2120 - Risk Management: Emphasizes strong authentication controls for
access security.

Analysis of Each Option:llA References Supporting the Answer:Thus, the correct answer is
(D) Retinal print comparison because it is the most unique, secure, and reliable biometric
characteristic for authentication.
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A disaster recovery plan (DRP) outlines how an organization will restore IT operations after

7,

a disruption. The type of recovery site determines how quickly systems can be brought
back online.

Why a Warm Site Recovery Plan is Correct?A warm site is a partially configured backup
location with some hardware and software ready, but it requires additional configuration
before it can fully support production operations.

Faster than a Cold Site - Unlike a cold site, a warm site has pre-installed infrastructure,
reducing downtime.

Requires Some Setup - Unlike a hot site, which is fully operational, a warm site needs
configuration and software setup before use.

Balances Cost and Readiness - Less expensive than a hot site while offering faster
recovery than a cold site.

B). Hot site recovery plan - A hot site is fully operational and can immediately take over in
case of failure.

C). Cool site recovery plan - This is not a standard industry term in disaster recovery.

D). Cold site recovery plan - A cold site has only basic infrastructure (e.g., power and
space) and lacks pre- installed hardware/software, requiring much more setup time.

[IA's GTAG on Business Continuity Management - Defines recovery site options based on
operational risk.

ISO 22301 (Business Continuity Management System) - Specifies warm sites as an
intermediate recovery solution.

NIST SP 800-34 (Contingency Planning Guide for IT Systems) - Describes warm sites as
partially pre- configured recovery environments.

Why Not the Other Options?IIA References:
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Comprehensive and Detailed In-Depth Explanation:

Jailbreaking a locked smart device (removing manufacturer-imposed restrictions)
increases the risk of infringing on copyright and privacy laws, as it allows unauthorized
access to software and applications.

Option A (Not installing anti-malware software) - Increases security risks but does not
directly violate regulations.

Option B (Haphazard OS updates) - Can lead to vulnerabilities but is not a legal issue.
Option C (Weak passwords) - Poses a security threat but does not impact compliance with
laws.

Since jailbreaking often violates software licenses and may lead to illegal use of software,
Option D is the correct answer.

Reference: IIA IT Security & BYOD Compliance Standards
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Understanding IT Backup Risks in Disaster Recovery:
Disaster recovery plans rely on backup data to restore operations after a system failure.
An ineffective backup system increases the risk of data loss, operational downtime, and
regulatory non- compliance.
Why Option B (Empty Backup Tapes) Is Correct?
If backup tapes contain empty spaces, it indicates data corruption or incomplete backups,
leading to unrecoverable data loss in a disaster.
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IIA GTAG 16 - Data Management and IT Auditing emphasizes that backups must be tested
for integrity and completeness.

ISO 27001 and NIST SP 800-34 recommend periodic verification of backup data to prevent
critical failures.

Why Other Options Are Incorrect?

Option A (Delayed return of backup tapes):

While delayed tape retrieval affects recovery speed, it does not indicate data loss.

Option C (More frequent backups than required):

Frequent backups improve data protection, not cause unacceptable loss.

Option D (Less frequent offsite backups):

While infrequent backups increase risk, they do not directly indicate data loss upon testing.
Backup tapes containing empty spaces indicate potential data loss, making it the most
critical disaster recovery risk.

[IA GTAG 16, ISO 27001, and NIST SP 800-34 highlight the need for validated backup
integrity.

Final Justification:IIA References:

[IA GTAG 16 - Data Management and IT Auditing

ISO 27001 - Information Security Backup Standards

NIST SP 800-34 - Contingency Planning for IT Systems
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The CAE is responsible for monitoring progress selectively based on risk significance. Not
every recommendation requires follow-up with the same intensity. Instead, the CAE should
focus on high-risk issues and verify whether management has taken corrective actions.
Option A is too rigid and does not reflect risk-based prioritization. Option B is incorrect
because the purpose of follow-up is not to revalidate audit issues but to ensure corrective
actions were implemented. Option D incorrectly reverses the escalation order (unresolved
issues must go from management # senior management # board).

Reference:
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[IA Standards - Standard 2500: Monitoring Progress.

B[ 322
RDS>6 HFEBICIDVAN—HRBEZRILICRLTVLDIDFENTIA?
A MEEE, TNARIYEBBIZT I ERTEHERGL  FY T—Y LDOT—% ZHIBR

TEET,

B. MEHF ARBINTLWHRVBNTHRY hI—9 FUOTAETA2BRTHIEMNTE
F7,

C.MEEIF BEETDT—FBEOHHER Y, 574 vV EBEMRDIENT
EET,

D.MEERXT 74 bDEX2) TAHIEHZESICL EBNOKRBEEZEATEENT
TFT

EfE: (EfEZRRLET)

Understanding a Man-in-the-Middle (MITM) Attack:

A Man-in-the-Middle (MITM) attack occurs when a cybercriminal intercepts, alters, or
steals data while it is being transmitted between two parties.

The attacker can modify messages, inject malicious content, or eavesdrop on sensitive
communications without the knowledge of the sender or receiver.

How MITM Attacks Work:

Attackers position themselves between two communicating parties (e.g., a user and a
banking website) and intercept the data exchange.

This allows them to steal login credentials, financial information, or confidential
communications.

Common MITM attack methods include:

Wi-Fi eavesdropping (public network interception).

Session hijacking (stealing active user sessions).

HTTPS spoofing (tricking users into thinking they are on a secure website).

Why Other Options Are Incorrect:

A). The perpetrator is able to delete data on the network without physical access to the
device - Incorrect.

This describes a remote cyberattack, such as malware or ransomware, rather than MITM,
which focuses on data interception.

B). The perpetrator is able to exploit network activities for unapproved purposes - Incorrect.
This is too broad and could refer to insider threats, malware, or privilege escalation
attacks, rather than specifically MITM.

D). The perpetrator is able to disable default security controls and introduce additional
vulnerabilities - Incorrect.

This describes a system exploitation attack, such as a rootkit or backdoor installation, not
an MITM attack.

[IA's Perspective on Cybersecurity and IT Risk Management:
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[IA Standard 2110 - Governance requires organizations to implement cybersecurity
controls to mitigate risks like MITM attacks.

[IA GTAG (Global Technology Audit Guide) on Cybersecurity Risks advises organizations
to use encryption (e.g., TLS, VPNSs) to protect data in transit.

NIST Cybersecurity Framework recommends multi-factor authentication (MFA) and secure
protocols to prevent MITM attacks.

IIA References:

[IA Standard 2110 - IT Security and Cyber Risk Governance

[IA GTAG - Cybersecurity Controls and Threat Mitigation

NIST Cybersecurity Framework - Secure Data Transmission

Thus, the correct and verified answer is C. The perpetrator is able to take over control of
data communication in transit and replace traffic.
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When management disagrees with audit findings, the auditor should escalate the matter to
the CAE. The CAE can determine whether to include both perspectives in the report or
escalate further if unresolved. This ensures objectivity and fair representation.

Option A (escalation to CEQ) is premature. Option B ignores management's input,
reducing objectivity.

Option D (reperforming work) is only necessary if there is evidence the work was flawed,
not simply because of disagreement.

Reference:

[IA Standards - Standard 2410: Criteria for Communicating.
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Change management is a structured approach to transitioning individuals, teams, and
organizations from a current state to a desired future state while minimizing risk and
disruption.

Definition of Change Management:

Change management ensures that all modifications to IT systems, processes, and
applications are controlled and documented.

As per the IIA GTAG on Change Management, an effective change management process
should be repeatable, defined, and predictable to reduce errors and system failures.

Why Change Management Must Be Structured?

Uncontrolled changes increase risks such as security vulnerabilities, data loss, and system
downtime.

Best practices (e.g., ITIL, COBIT) require organizations to follow a consistent change
management process to protect the production environment.

A structured approach includes:

Documenting change requests

Testing in non-production environments

Gaining approvals before deployment

Why Not Other Options?

A). The degree of risk associated with a proposed change determines whether the change
request requires authorization:

All changes should require authorization, not just high-risk ones.

B). Program changes generally are developed and tested in the production environment:
Changes should never be tested in production due to risk exposure. Best practice is to test
in a development or staging environment first.

C). Changes are only required by software programs:

Change management applies broadly to IT infrastructure, business processes, security
protocols, and governance frameworks, not just software.

[IA GTAG - Change Management Controls

COBIT 2019 - Change Management Best Practices

ITIL Change Management Framework

[IA Standard 2120 - Risk Management

Step-by-Step Justification:IIA References:Thus, the correct and verified answer is D. To
protect the production environment, changes must be managed in a repeatable, defined,
and predictable manner.
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The dividend payout ratio is calculated as dividends divided by net income. In the
statement, dividends are

$60 and net income is $200. Therefore, the dividend payout ratio is $60 + $200 = 30
percent. Option A would result from comparing dividends to sales or another incorrect
base. Option C and Option D do not match the dividend-to-income relationship. Retained
earnings balances are useful for reconciling equity, but the payout ratio specifically
measures how much of current earnings were distributed to shareholders. Internal auditors
reviewing financial ratios should ensure that the numerator and denominator match the
ratio definition and that amounts are taken from the correct financial statement line items.
Therefore, Option B is correct.
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A systems development methodology refers to a structured approach used in software
development and systems engineering to guide the design, development, and
implementation of software applications.

Why Option A (Waterfall) is Correct:

Waterfall methodology is a linear and sequential systems development methodology where
each phase (e.g., requirements, design, implementation, testing, deployment) must be
completed before moving to the next.
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It is widely established and historically one of the first software development
methodologies.

Used in large-scale enterprise projects where detailed planning and structured execution
are required.

Why Other Options Are Incorrect:

Option B (PRINCEZ2 - Projects in Controlled Environments):

Incorrect because PRINCE?2 is a project management framework, not a systems
development methodology.

Option C (ITIL - Information Technology Infrastructure Library):

Incorrect because ITIL is a set of IT service management (ITSM) best practices, not a
software development methodology.

Option D (COBIT - Control Objectives for Information and Related Technologies):
Incorrect because COBIT is a governance framework for IT management and controls, not
a development methodology.

[IA GTAG - " Auditing IT Projects and Systems Development " : Highlights Waterfall as a
traditional systems development methodology.

[IA's Global Technology Audit Guide on IT Risks: Discusses software development
lifecycle risks, including Waterfall methodology.

COBIT Framework - BAIO3 (Manage Solutions ldentification and Build): References
structured methodologies like Waterfall in IT governance.

[IA References:
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Vertical integration occurs when a company expands its operations into a different stage of
its supply chain.

In this case, the restaurant is moving from relying on third-party delivery services to
handling its own delivery operations, which is an example of backward vertical integration
(taking control of a process previously handled by an external provider).

(A) Incorrect - Diversification.

Diversification refers to entering a completely different industry or market (e.g., a
restaurant launching a grocery store).

In this case, the restaurant is expanding within the same industry by adding delivery
services.
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(B) Correct - Vertical integration.

Vertical integration happens when a company takes control of another step in its supply
chain.

Since the restaurant is now handling its own deliveries instead of outsourcing, this is an
example of backward vertical integration.

(C) Incorrect - Risk avoidance.

Risk avoidance means eliminating an activity entirely to prevent exposure to risk (e.g.,
deciding not to offer delivery at all).

The restaurant is not avoiding risk but taking on additional responsibilities.

(D) Incorrect - Differentiation.

Differentiation is a strategy focused on making a product/service unique to stand out from
competitors.

The restaurant is not introducing a unique feature but integrating delivery operations.
[IA's Global Internal Audit Standards - Business Strategy and Risk Management Defines
vertical integration and its impact on operational control.

COSO's ERM Framework - Strategic Risk Considerations

Discusses how vertical integration influences business risks and cost control.

Porter's Competitive Strategies - Vertical Integration Analysis

Explains backward and forward integration in supply chain management.

Analysis of Answer Choices:|IA References and Internal Auditing Standards:

B f: 328

EEXHHMOHLVEBREX SEZZEAL T HEEOEKELBEKEDEZHE
LELE,ZHEEFILEDR2A TORTFERAZRELELEA?

A. BEIEHEFE,

B. ZBI#FE,

C. BEEHIE,

D. [HEHRFE,

IEfE: (EfEZRERLET)

The high-low method is a technique used in cost accounting to separate variable and fixed
costs by analyzing the highest and lowest levels of activity. By computing the difference
between the high and low levels of maintenance costs, the clerk determines the variable
portion of maintenance costs.

* High-Low Method Calculation:

* |dentify the highest and lowest activity levels and their corresponding costs.

* Compute the change in cost (difference between high and low costs).

* Compute the change in activity level (difference between high and low activity).

* Divide change in cost by change in activity to determine the variable cost per unit.

* Variable Costs Identified: The cost that changes with activity level is the variable
maintenance cost.
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* Option A (Fixed maintenance costs): Fixed costs remain unchanged regardless of activity
level, but the high-low method focuses on variable costs.

* Option C (Mixed maintenance costs): Mixed costs include both fixed and variable
components, but the high-low method isolates the variable portion.

* Option D (Indirect maintenance costs): Indirect costs refer to overhead expenses, which
may or may not be relevant in the high-low method analysis.

* [IA's Business Knowledge for Internal Auditing (CIA Exam Part 3 Syllabus) covers cost
accounting concepts, including cost behavior analysis and methods like the high-low
approach.

* [IA's Guide on Financial Management & Internal Control supports understanding cost
analysis techniques for budgeting and financial planning.

Why Option B is Correct:Why Other Options Are Incorrect:IIA References:Thus, the most
appropriate answer is B. Variable maintenance costs.
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To determine whether risk mitigation exists in change management, the internal auditor
should validate the core change controls: authorization, segregation of duties, testing, and
approval before migration to production. These controls reduce the risk of unauthorized,
untested, or poorly designed changes disrupting operations or compromising data integrity.
Option A is inappropriate because internal audit should not develop and enforce
management policies. Option B is partly relevant but too general and includes "impose,"
which is not internal audit's role. Option C is also insufficient because a threat analysis
alone does not prove that change controls operate. Internal audit should test whether
changes are requested, documented, approved, tested, migrated, and reviewed.
Therefore, Option D is correct.
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The retention and maintenance of internal audit engagement records, including the period
of time they must be kept, is governed by the internal audit activity's policies and
procedures. These policies provide guidance on record retention consistent with
organizational requirements, legal and regulatory obligations, and professional standards.
The charter (Option A) defines purpose, authority, and responsibility but does not detail
document retention.

The annual plan (Option B) outlines engagements but not recordkeeping. The quality
assurance and improvement program (Option D) addresses continuous improvement and
compliance with standards, not retention guidelines.

Therefore, the correct source for document retention requirements is internal audit policies
(Option C).

Reference:

[IA Standards - Standard 2330: Documenting Information; Implementation Guide 2330.
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Efficiency indicators measure how well resources are used to produce outputs. The
number of audits completed reflects efficiency because it shows how effectively the
internal audit function utilizes available resources to deliver its plan.

Option B (observations) reflects risk exposure, not efficiency. Option C measures
effectiveness (impact of audit work), not efficiency. Option D reflects investment in staff
development, not operational efficiency.

Reference:

[IA Practice Guide - Measuring Internal Audit Effectiveness and Efficiency.
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