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The engagement supervisor should encourage the auditor to improve communication
skills. Effective communication is essential for internal auditors, especially in ensuring that
process owners have the opportunity to respond to and clarify any issues raised in the
draft audit report. This collaboration helps ensure that the audit findings are accurate and
that any misunderstandings or errors are resolved before the report is finalized.
Encouraging better communication also helps build a positive relationship between the
audit function and the audit clients.

The IIA Standards: Standard 2420 - Quality of Communications: "Communications must be
accurate, objective, clear, concise, constructive, complete, and timely." IIA Practice Guide:
"Effective Communication for Internal Auditors": Emphasizes the importance of clear and
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effective communication in the audit process, including involving audit clients in the review
of draft reports.
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Inherent risk refers to the exposure or possibility of an adverse outcome arising in an
activity or environment, assuming no controls are in place to mitigate it. This risk exists
independently of any action by the organization and considers both internal and external
risk factors in their natural, uncontrolled state.

Institute of Internal Auditors (lI1A) Glossary and Standards.
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The chief audit executive's most likely concern regarding a candidate who most recently
worked for a large public accounting firm is the potential conflict of interest. This is
particularly relevant if the candidate was involved in auditing the organization or its
competitors, or if they have relationships that could influence their objectivity.
[IA Code of Ethics and Standards on Objectivity
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Understanding the corporate culture is fundamental for an internal auditor assessing the
opportunity for fraud within an organization. Corporate culture influences how rules, norms,
and behaviors are developed and enforced. It provides context to the risk environment and
the potential for fraud to occur, facilitating more targeted and effective audit strategies
focused on fraud risks.

Institute of Internal Auditors (IIA) - International Professional Practices Framework (IPPF)
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When an internal audit team discovers that products were sold to a prohibited country due
to sanctions, the best course of action is to consult with the legal department. This step
ensures that the internal audit team receives expert advice on the legal implications and
the appropriate course of action. Reporting to government regulators or external auditors
without legal consultation may result in incorrect or premature actions. The legal
department can guide the auditors on compliance with relevant laws and regulations,
ensuring that the organization handles the violation appropriately.

The IlA Standards: Standard 2060 - Reporting to Senior Management and the Board: "The
chief audit executive must report periodically to senior management and the board on the
internal audit activity's purpose, authority, responsibility, and performance relative to its
plan." The IIA Practice Guide: "Coordinating Risk Management and Assurance":
Emphasizes the importance of consulting with legal experts on matters involving regulatory
compliance.
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A conflict of interest is a situation where an internal auditor's personal or professional
interests may compromise their objectivity, integrity, or ability to perform their work
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effectively. An internal auditor should avoid any conflicts of interest or disclose them to the
appropriate parties if they cannot be avoided. A conflict of interest policy is a document
that defines what constitutes a conflict of interest, how to identify and report it, and how to
manage or resolve it. Therefore, option D is the best answer, as it would assist the internal
auditor in this situation by providing clear guidance and expectations on how to handle the
potential conflict of interest arising from their aunt's involvement in the area under review.
References:

- How to avoid conflict of interest with auditors | Smolin Lupin

- Auditing, Conflict of Interest, and Credibility: Conducting a ...

- Independence and Objectivity - The Institute of Internal Auditors or The IIA

- Conflict of Interest - Internal Audit and Security Staff
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Independence is a fundamental principle for internal auditing, ensuring that internal
auditors are free from conditions that threaten their ability to carry out their responsibilities
in an unbiased manner. Scenario B presents a clear impairment to independence because
management's reduction of the internal audit budget, leading to the removal of all IT-
related engagements from the audit plan, could limit the internal audit activity's ability to
objectively assess areas critical to the organization's risk profile. This type of management
interference compromises the scope and depth of internal audit activities, impacting their
ability to provide an unbiased assurance.

[IA Standard 1100: Independence and Objectivity

[IA Standard 1110: Organizational Independence
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Ongoing monitoring and periodic internal quality assessments best serve to deter unethical
behavior and encourage objectivity among internal auditors. These quality assessments
ensure that audit activities conform to professional standards and that auditors uphold
principles such as objectivity. This approach provides a structured and systematic review
of audit processes and practices, which reinforces the importance of adherence to ethical
standards and professional conduct.

[IA guidance on ethics and objectivity, and Standard 1300: Quality Assurance and
Improvement Program.
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According to IIA guidance, the chief audit executive (CAE) is required to report the results
of ongoing monitoring and periodic quality assessments to both senior management and
the board at least annually. This ensures transparency and allows for any necessary
actions to improve the quality and performance of the internal audit activity. References:
The llA's International Standards for the Professional Practice of Internal Auditing
(Standards), specifically Standard 1311 - Internal Assessments, Standard 1320 - Reporting
on the Quality Assurance and Improvement Program, and Standard 1312 - External
Assessments.
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The best application of due professional care in planning the engagement is to consider
the significance of the risks related to the complaints and develop appropriate assurance
procedures in work programs. This approach ensures that potential risks are evaluated
and addressed systematically.

* Option A: Disregarding the complaints without evaluating their significance is not
consistent with due professional care.

* Option C: Using complaints as input for risk assessment does not violate confidentiality
principles.

* Option D: While discussing with management is important, it is more crucial to
independently evaluate the risks and plan appropriate procedures.

[IA Standard 1220: Due Professional Care.

[IA Practice Guide: Assessing Organizational Governance.
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For an organization that allows the same individuals to access physical inventory and
purchase new assets, conducting a periodic inventory count and reconciling inventory
movements is the best way to manage the risk of fraud. This approach ensures that
inventory records are accurate and allows discrepancies to be identified and investigated
promptly, thereby providing a check against fraudulent activities or errors.

References: Best practices in internal control procedures for inventory management, as
recommended by the Institute of Internal Auditors (l1A).

Eﬁ:ﬁ: 13
A DREREDORDRADS>E EESNTOVEVEEDOHIEICEENHLHEZE, NED
BEBEANRIAY—ERDERZEZDIRETHLIZLEZB/RLTVDIDIEENTTM?


https://www.jpnshiken.com/q/68783-6420478/
https://www.jpnshiken.com/q/68783-6420479/

. SPRETS,

 BE,

CES,
D.aYETYVY—,

T (EREERLET)

The principle of objectivity in The lIA's Code of Ethics implies that internal auditors should

O w >

refrain from performing assurance services when there is an impairment to audit
independence that has not been declared.

Objectivity requires auditors to be unbiased and free from conflicts of interest, ensuring
that their judgments are not compromised. If there is any impairment to independence, it
must be declared to maintain the objectivity and credibility of the audit function.

The Institute of Internal Auditors (IIA) Code of Ethics.

[IA's International Professional Practices Framework (IPPF).

"Internal Auditing: Assurance & Advisory Services" by IIA, Chapter on Ethics and
Objectivity.
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To manage the impairment caused by an internal auditor's personal relationship affecting
audit impartiality, a functional audit committee should be utilized. The audit committee is
responsible for ensuring the independence and obijectivity of the internal audit function.
This committee can take actions such as reassigning the audit task, reviewing the affected
audit work, or instituting additional oversight for audits in that area.

The llA's Standards on objectivity and conflicts of interest (specifically standards relating to
managing impairments to independence and objectivity).
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Reviewing training records for all internal auditors is a way to demonstrate an individual
internal auditor's competency through continuing professional development. This method
ensures that each auditor's training aligns with required competencies and standards,
providing a clear record of professional development activities.

[IA standards on assessing professional competencies and continuing education.
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Before performing any detailed analysis to identify potential fraud, it is essential to first
ensure that the data being analyzed is complete and accurate. This helps to ensure that
subsequent tests and analyses are based on reliable information. References:

* [IA's International Professional Practices Framework (IPPF) - Standards related to data
integrity and reliability.

* [IA Standard 2320 - Analysis and Evaluation.
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According to IIA guidance on professional development, a successful mentorship program
should be inclusive and beneficial for all levels of staff, from new hires to highly
experienced auditors. This approach ensures continuous learning and knowledge sharing
across all experience levels, thereby enhancing the overall effectiveness and cohesion of
the internal audit team.

Institute of Internal Auditors (l1A) - Guidance on Continuing Professional Development and
Mentorship Programs
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According to IIA guidance, the primary reason the chief audit executive discusses the
internal audit charter with senior management and the board is to provide an
understanding of the Mission of Internal Audit and The IIA's mandatory guidance elements.
The charter defines the purpose, authority, and responsibility of the internal audit activity,
aligning it with the organization's objectives and governance.

The llA's International Professional Practices Framework (IPPF) particularly emphasizes
the importance of the internal audit charter as a foundational document.

BfMH: 19

NEEEANRIIEFRZTTLELE, COEFICHLT KRLUARELABLDIEIENT
T

A BEEHEOREDIC EEANEII AT MIZMICE D EHRTERERR LI,

B. IV —CHAVMDRERIEI IV —DAVMEIKELI=VSA 7 MIRBITEINEE
mLAR—kZEENTWVELS,

C.EEHEDIZ BEEANI BEEEHOHBHEICHELFENEXF LT ETSTAN—D
LELA—MNEFNBEEZRELELT,

D.OSAT7U NI, T7AINVATLDEF L) T4 ZRLESELE=OHIZ FHLWMEES
HEORTLORBELEKELELT:,

FfR: (EREERLET)


https://www.jpnshiken.com/q/68783-6420484/
https://www.jpnshiken.com/q/68783-6420485/
https://www.jpnshiken.com/q/68783-6420486/

In the context of an assurance engagement, the auditor determines the scope of the
engagement during the planning phase, which includes identifying the specific areas to be
reviewed. In this case, if the engagement included a review of the security and privacy of
payroll records, it means that during the planning phase, the auditor identified this area as
part of the engagement scope. This step is crucial to ensure that the engagement
objectives are met and that all relevant risks and controls are evaluated.

The lIA Standards: Standard 2200 - Engagement Planning: "Internal auditors must develop
and document a plan for each engagement, including the engagement's objectives, scope,
timing, and resource allocations." The IlIA Practice Guide: "Engagement Planning:
Establishing Objectives and Scope": Emphasizes the importance of defining the scope
during the planning phase.
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The internal audit activity contributes to the implementation of the risk management
framework by assisting with the prioritization of identified risks. This is done through the
provision of assurance and consulting services that help the organization to understand
which risks are most significant and how they should be addressed based on their impact
and likelihood.

[IA Performance Standards on risk management; literature on internal audit's role in risk
assessment and management.
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The organizational independence of the internal audit activity is most likely to be impaired if
the chief audit executive (CAE) reports administratively to the chief financial officer (CFO).
Reporting to the CFO can create a conflict of interest and reduce the perceived and actual
independence of the internal audit function, as the CFO has direct involvement in financial
management and operations, which are common subjects of audits. This reporting
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structure could potentially limit the CAE's ability to report issues impatrtially and
independently.

[IA's International Standards for the Professional Practice of Internal Auditing regarding
organizational independence.
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The board of directors has the ultimate responsibility for implementing the organization's
governance system.

This includes overseeing the strategic direction and accountability mechanisms that align
with good governance practices. The board ensures that governance structures and
principles are clearly defined and effectively implemented, providing oversight to
management activities. References: Corporate governance principles and guidelines,
which often highlight the role of the board in setting and maintaining effective governance
systems.
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The most important factor in the internal audit activity's independence specified in an
internal audit charter is the description of the internal audit activity's reporting structure.
This element defines to whom the chief audit executive reports functionally and
administratively, which is critical to ensuring the independence and obijectivity of the
internal audit function from management and other potential sources of bias.

The llA's International Standards for the Professional Practice of Internal Auditing on
independence and objectivity.
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To prevent situations where an internal auditor's impartiality could be questioned, it is
essential to have a process in place that requires auditors to disclose any potential
conflicts of interest. This helps to identify and address any relationships or circumstances
that might compromise, or appear to compromise, the auditor's objectivity and
independence. Ensuring that such disclosures are made before assignments are accepted
can prevent conflicts of interest from affecting the audit process.

[IA Code of Ethics: Objectivity Principle

[IA Standard 1120: Individual Objectivity
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An example of an application control specifically involves the software or system used to

process information. A two-stage authentication process to access customer information is

an application control because it involves the authentication mechanisms within the

application software to secure access to sensitive data. This control helps in verifying the

identity of users and ensuring that access to critical data is restricted to authorized

personnel only.

IT Governance Institute's COBIT Framework.
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Given the restrictions on in-person contact due to the global health crisis, a virtual meeting
with management to discuss the automobile production process is the most direct and
interactive alternative. This approach would allow the internal auditors to ask real-time
questions and get insights directly from those who manage and understand the production
process, thus compensating for the inability to conduct onsite inspections.

Institute of Internal Auditors (lIA) - Guidance on Alternative Training Methods during
Disruptions.
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Individuals working in separate internal audit activities can be considered independent for
the purpose of conducting a peer review, provided they do not report to the same chief
audit executive (CAE). This separation helps to ensure that the reviewers do not have a
conflict of interest or undue influence from shared reporting lines, thus maintaining the
integrity of the external quality assessment process.

[IA Standard 1312 - External Assessments
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The qualifications of the assessors must be communicated to the board. This requirement
ensures that the board is aware of the credibility and expertise of the external assessors,
affirming that the quality assurance review is conducted by professionals with the
necessary skills and experience. This is crucial for maintaining trust in the QAIP process
and its outcomes.
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[IA Standard on Quality Assurance and Improvement Program
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The organization's decision to cease operations in a market due to increasing volatility and
uncertainties represents a risk avoidance technique. Risk avoidance involves actions taken
to eliminate the exposure to risk entirely, often by discontinuing the activities that generate
the risk. In this scenario, by exiting the market, the organization avoids the potential
negative impacts associated with the volatile and uncertain environment.

The IIA Standards: Standard 2120 - Risk Management: "The internal audit activity must
evaluate the effectiveness and contribute to the improvement of risk management
processes." COSO ERM Framework: Describes risk avoidance as a strategy where
organizations opt to avoid risk by discontinuing the activities that produce the risk.
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Information misrepresentation involves the intentional misstatement or omission of
important information in the financial reports to deceive users of those reports. In this
scenario, the sales director's failure to correct the reserves for unearned income in the
department's performance report, despite knowing it should be adjusted for cancellations,
is a clear example of information misrepresentation. This act could lead to misleading
stakeholders about the company's financial status, which fits the definition of information
misrepresentation fraud.

[IA guidance on types of fraud and their characteristics
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The Mission of Internal Audit is to enhance and protect organizational value by providing
risk-based and objective assurance, advice, and insight. One of the activities that the
internal audit activity performs to fulfill this mission is to conduct reviews of internal risk and
controls, which means evaluating and improving the effectiveness of risk management,
control, and governance processes in the organization. This helps the organization to
achieve its objectives and mitigate its risks.

References:

- CIA Exam Practice Questions - Certified Internal Auditor 2019

- Mission of Internal Audit

- About Internal Audit: What is Risk Management in Internal Audit - ESG | The Report
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The most appropriate action for an internal auditor who realizes that she has undertaken
limited training and professional development is to accept responsibility for her own
continuing professional development, develop a professional plan, and discuss it with the
CAE. This proactive approach ensures that she meets the ongoing professional
development requirements, aligns her training needs with the objectives of the internal
audit activity, and maintains the necessary competencies to perform effectively in her role.
Institute of Internal Auditors (l1A) - International Professional Practices Framework (IPPF)
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The best choice for a continuing professional development requirement for a newly created
internal audit activity is to require all internal auditors to create a training plan based on a
competency self-assessment. This approach ensures that training is aligned with the
specific needs and gaps in skills identified by the auditors themselves, thereby promoting
effectiveness and professional growth within the audit function.

[IA guidelines on continuing professional development and competency assessment.
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The most likely reason for an internal auditor failing to identify transactions between the
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parent organization and a subsidiary is a lack of understanding of the organization.
Understanding the organizational structure, including relationships between parent and
subsidiary entities, is crucial for identifying and evaluating intercompany transactions. A
thorough knowledge of the organization's operations, financial arrangements, and
business processes enables auditors to recognize and properly assess such transactions
during their audit engagements.
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The Institute of Internal Auditors (IIA) Standards, specifically Standard 1210 - Proficiency.
[IA's International Professional Practices Framework (IPPF).

"Internal Auditing: Assurance & Advisory Services" by IIA, Chapter on Understanding the
Business and Audit Planning.
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When faced with a court order that may involve sharing confidential information, it is
appropriate and prudent for the chief audit executive (CAE) to consult with legal counsel.
This step ensures that the CAE understands the legal obligations and constraints before
disclosing audit reports and workpapers that contain sensitive customer information,
balancing legal compliance with the duty to protect confidentiality.

Institute of Internal Auditors (lIA) - Guidelines on Handling Legal and Ethical Issues
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When the chief audit executive (CAE) reports to the chief financial officer (CFO), it can
create a potential conflict of interest and impair the independence of the internal audit
activity. This reporting structure may lead to limitations in the scope of engagements,
particularly when auditing areas under the CFO's purview.

Independence and objectivity are critical for the effectiveness of internal auditing, and
reporting to the CFO can undermine these principles, restricting the ability to audit financial
and other related areas without bias or undue influence.
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The IIA Standards: Standard 1110 - Organizational Independence: "The chief audit
executive must report to a level within the organization that allows the internal audit activity
to fulfill its responsibilities. The chief audit executive must confirm to the board, at least
annually, the organizational independence of the internal audit activity." lIA Practice Guide:
"Independence and Objectivity": Discusses the importance of appropriate reporting lines to
maintain audit independence and avoid conflicts of interest.
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When an organization has a high level of risk maturity, the internal audit activity is less
likely to provide consulting services related to risk management. In highly mature risk
environments, organizations typically have well-established risk management processes
and capabilities, thereby reducing the need for consulting services from internal audit in
this area. Instead, internal audit may focus more on assurance services over the existing
risk management processes to ensure they are functioning as intended.

Risk management and internal audit literature discussing the relationship between
organizational risk maturity and the role of internal audit.
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In the context of fraud risk management, organizations have the most influence over
"Opportunity," which is one of the elements of the fraud triangle (Pressure, Opportunity,
Rationalization). Reducing opportunity can be achieved through internal controls,
segregation of duties, and active oversight, which are directly manageable by the
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organization. By limiting the chances for fraud to occur, an organization can significantly
mitigate its fraud risk.
Institute of Internal Auditors (ll1A) guidance on fraud risk management.
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Organizational governance is the combination of processes and structures that help the
organization achieve its objectives. Ethics activities are part of organizational governance,
as they reflect the organization's values, culture, and ethical standards. Internal audit can
assess the ethics activities by evaluating the design and effectiveness of the ethics
program, policies, and procedures, and providing assurance and advice on how to improve
them.

References:

- CIA Exam Practice Questions - Certified Internal Auditor 2019

- lIA Audit Tool - The Institute of Internal Auditors or The IIA

- Internal Audit Governance: Effective Governance through Internal Auditing

- Corporate Governance & Internal Audit | Ideagen

Eﬁ:ﬁ: 40

IVFT—OXAD FOFTEFRIZC, AMEEAE BEDTA FOIR FHERMAGEIFTE
5FmELEDLFLEST HE, COTRNEEBEREZTOISLMOGHIBRTES L
FILEL IBEBEADNRL LIS RLIEDFIRDS B ENTIH?

A BYLGEMMTT

B. BEADEE M

C. ERE

D. A& ETAih

EfE:A(QA Y REHKT D)

The internal auditor demonstrated due professional care by deciding to remove a test from
the audit work program when the cost outweighed the benefit. Due professional care
involves considering the efficiency and cost-effectiveness of audit procedures in relation to
the potential benefits. This decision shows prudent judgment and a focus on optimizing the
value of audit activities. References: Institute of Internal Auditors (lIA) - International
Professional Practices Framework (IPPF)
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According to the IIA Standards, the CAE should ensure transparency by reporting on all
stages of the Quality Assurance and Improvement Program (QAIP), including development
and key milestones. This continuous communication helps stakeholders understand the
progress and effectiveness of the QAIP. References:

* [IA Standard 1320: Reporting on the Quality Assurance and Improvement Program.

* [IA Practice Guide: Quality Assurance and Improvement Program.
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Developing training and system rollout plans in response to the results of the change
readiness assessment of a new sales distribution model qualifies as an acceptable
consulting service provided by the internal audit activity. This service is advisory in nature
and is designed to add value and improve an organization's operations-aligned with the
definition of consulting services under IlA standards. References: |IA definition of
consulting services, which includes activities that provide advice and assistance designed
to add value and improve an organization's governance, risk management, and control
processes without the internal auditor assuming management responsibility.

Top of Form
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To promote the independence of the internal audit activity, it is required that the chief audit
executive reports functionally to the board. This structural alignment helps ensure that the
internal audit function is not unduly influenced by management, which might be the subject
of audits, and can freely report on its findings and recommendations without fear of
reprisal.

The llA's International Standards for the Professional Practice of Internal Auditing on
independence and objectivity.
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Ongoing monitoring activities are part of the internal assessments within a quality
assurance and improvement program (QAIP). Planning and supervising engagements are
integral components of ongoing monitoring.

These activities ensure that internal audit engagements are properly planned, executed,
and supervised, adhering to established standards and procedures. They help in
continuously assessing the performance and effectiveness of the internal audit function
and ensuring compliance with professional standards.

[IA Standard 1300: Quality Assurance and Improvement Program

[IA Practice Guide: Quality Assurance and Improvement Program
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If an internal auditor believes that the internal audit activity's independence is impaired, the
first action to take should be to discuss the impairment with the audit manager. This step is
crucial as the audit manager can provide guidance, support, and potentially escalate the
issue appropriately within the governance framework.

It ensures that the concerns are addressed promptly and effectively within the internal
audit function before reaching out to higher levels of management or the audit committee,
maintaining a proper chain of communication and resolution.

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing
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The principle of the IIA Code of Ethics that focuses on continuing education and
professional development is Competency. This principle emphasizes the need for internal
auditors to maintain their skills and knowledge at a level required to perform their duties
competently. Continuing education and professional development are essential to
achieving this.

[IA Code of Ethics.
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An effective continuing professional education (CPE) program for internal auditors involves
ongoing development and engagement with the broader professional community. By
encouraging auditors to volunteer and support research work of the local professional
institute, the CAE promotes professional growth, knowledge sharing, and staying current
with industry best practices and emerging trends. This practice not only enhances the
auditors' skills and knowledge but also fosters networking and professional development
opportunities.

The IIA Standards: Standard 1230 - Continuing Professional Development: "Internal
auditors must enhance their knowledge, skills, and other competencies through continuing
professional development." lIA Practice Guide: "Continuing Professional Education (CPE)":
Highlights the importance of engagement with professional bodies and continuous learning
as part of an effective CPE program.

B 48
MBHGHNF VR VAT LZRET DBRICEHHERENMTIANEHRLEYLGERIDR
TYITFRDENRTL £ 5D,

A HEBEEDOVRVHABEZEZRELET,

B. i\ UVAEERERIT S,

C. LEEBD A VN—IZHERZRELET,

D. TELFAETHAREL TOHFERET S

EfE:D(QAAV FEHKT D)

The most appropriate first step for the board to take when developing an effective system
of governance is to identify key stakeholders and their expectations. Understanding
stakeholders' expectations is fundamental to defining the governance framework that
aligns with these needs and establishing the organization's strategic objectives and
policies.

[IA guidance on effective governance frameworks.
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Organizational independence of the internal audit activity is best demonstrated when the
CAE reports functionally to the highest levels within the organization, such as the CEO or
directly to the board. Functional reporting involves matters such as audit plans,
frequencies, reporting, and budgeting, and it is crucial for ensuring that the internal audit
function has the necessary authority and independence from management, which could
influence their activities.

Institute of Internal Auditors (l1A) - International Standards for the Professional Practice of
Internal Auditing Top of Form
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Internal auditors are most likely to be asked to sign a non-disclosure agreement as a
demonstration of due professional care. This helps ensure the confidentiality of information
encountered during audits, maintaining integrity and trustworthiness in their professional
conduct.

[IA Code of Ethics and standards on confidentiality and professional conduct.
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In the scenario where the board requests the chief audit executive (CAE) to provide
consulting services for a new systems implementation project, the CAE should avoid
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making decisions on risk responses within risk management processes. The CAE's role is
to provide independent and objective assurance and consulting services. Making decisions
on risk responses would impair the CAE's independence and objectivity, which are crucial
for the internal audit function. Instead, the CAE can provide advice and recommendations
on risk management practices while ensuring that management retains responsibility for
decision-making.

The IIA Standards: Standard 1112 - Chief Audit Executive Roles Beyond Internal Auditing:
"If the CAE has or is expected to have roles and/or responsibilities that fall outside of
internal auditing, safeguards must be in place to limit impairments to independence or
objectivity." The lIA Practice Guide: "Independence and Objectivity": Discusses the
importance of maintaining independence and objectivity in consulting engagements.
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The internal audit charter is a formal document that defines the purpose, authority, and
responsibility of the internal audit activity. It establishes the internal audit activity's position
within the organization, authorizes access to records, personnel, and physical properties
relevant to the performance of engagements, and defines the scope of internal audit
activities. Final approval of the internal audit charter by the board ensures that there is a
clear understanding and agreement on how the internal audit activity should function, thus
supporting objectivity in carrying out its duties.

The Institute of Internal Auditors (IlA) - International Standards for the Professional
Practice of Internal Auditing
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Setting clear objectives is crucial for effective risk management. Clear objectives provide a
basis for identifying, assessing, and responding to risks. They ensure that all risk
management activities are aligned with the organization's goals and help to prioritize risks
based on their potential impact on achieving these objectives. Without clear objectives, it is
challenging to evaluate the relevance and significance of risks and to develop appropriate
risk responses.

COSO Enterprise Risk Management Framework

[IA Practice Guide: Assessing the Adequacy of Risk Management Using ISO 31000
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According to the Institute of Internal Auditors (IIA), the internal audit activity can play
several roles in risk management, but its involvement should be advisory and facilitative in
nature. The most appropriate role from the given options for the internal audit activity in an
organization's risk management process is championing the establishment of a risk
management framework. This includes advocating for risk management throughout the
organization and helping management establish and improve the risk management
framework without taking on management responsibilities, such as setting risk appetite or
maintaining sole responsibility for risk management.

[IA Position Paper: "The Role of Internal Auditing in Enterprise-wide Risk Management"
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During interviews, it is crucial for internal auditors to demonstrate active listening and
engagement with the interviewee to gather comprehensive and accurate information.
Expressing interest by asking follow-up questions is an effective way to clarify and delve
deeper into responses, ensuring a thorough understanding of the topics discussed. This
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approach not only helps in collecting valuable data but also in building rapport and trust
with interviewees.

The Institute of Internal Auditors (IIA) - Practice Advisories on Effective Interviewing
Techniques
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The most effective way for an organization to ensure proper governance over its internal
controls is by adopting the COSO (Committee of Sponsoring Organizations of the
Treadway Commission) internal control framework. The COSO framework is widely
recognized and provides a comprehensive structure for designing, implementing, and
conducting internal control and assessing its effectiveness. It helps organizations to
achieve their objectives in operations, reporting, and compliance by addressing
components such as control environment, risk assessment, control activities, information
and communication, and monitoring activities. References: The IIA's International
Standards for the Professional Practice of Internal Auditing (Standards), specifically
Standard 2100 - Nature of Work, and COSO's Internal Control - Integrated Framework.
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IIA standards require that external quality assessments be conducted at least once every
five years by an independent assessor. This ensures adherence to quality standards and
strengthens the objectivity of the internal audit function.
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According to the llA's International Standards for the Professional Practice of Internal
Auditing, the internal audit activity must ensure that auditors collectively possess all of the
competencies necessary to fulfill the internal audit plan. This standard recognizes that not
every auditor will have every skill needed for every engagement, but collectively, the team
should cover all necessary competencies.

Institute of Internal Auditors (l1A) - International Standards for the Professional Practice of
Internal Auditing.
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In this scenario, the auditors have tested preventive controls. Preventive controls are
designed to deter unwanted events before they occur. The mandatory training on taxation
guidelines for finance department employees is a preventive measure, as it aims to
prevent errors or violations in taxation processes by ensuring all employees are well
informed and compliant from the start. The automation of training assignment further
supports the preventive nature of this control.

[IA guidance on types of controls
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A significant threat to internal audit objectivity arises when the chief audit executive reports
directly to the chief financial officer, especially if the CFO previously led the internal audit
activity. This reporting relationship can undermine the independence necessary for
objective audits, as the CFO might influence the scope or outcome of audit engagements
to suit certain financial reporting outcomes or to cover previous decisions made while in
charge of internal audit.

The llA's International Standards for the Professional Practice of Internal Auditing on
independence and objectivity.
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Fraud awareness training is considered the most effective option listed for detecting fraud
within an organization. Training helps in raising awareness among employees about the
signs of fraud, the importance of reporting suspicious activities, and the organization's
policies related to fraud prevention. A strong awareness program serves as both a
deterrent and a detection mechanism, making employees vigilant and more likely to
identify and report fraudulent activities.

Institute of Internal Auditors (IIA) resources on fraud detection and prevention best
practices.
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According to IlA guidance, the internal audit activity should refrain from indicating
conformance with the Standards until all areas of nonconformance identified in a quality
assessment have been addressed and the chief audit executive has confirmed this to the
audit committee. This ensures that the internal audit activity only claims conformance when
it fully meets the Standards, maintaining the credibility of the audit function.

Institute of Internal Auditors (IIA) - International Standards for the Professional Practice of
Internal Auditing, and guidance on external quality assessments.
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Implementing excessive internal controls can reduce staff productivity. When controls are
overly complex or numerous, they can create inefficiencies and additional workloads for
employees, leading to reduced productivity. Excessive controls can slow down processes,
require more time for compliance activities, and divert attention from value-adding tasks,
ultimately impacting overall organizational efficiency.

The IIA Standards: Standard 2130 - Governance: "The internal audit activity must assess
and make appropriate recommendations to improve the organization's governance
processes." COSO Framework: Emphasizes the need for balancing controls to avoid
excessive burden on operations while maintaining effective risk management.
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Insisting that the organization's code of conduct be applicable to their distributors as well
would mitigate the risk of reputational damage. This ensures that all parties representing
the organization adhere to the same ethical standards, thereby reducing the likelihood of
practices that could harm the organization's reputation among customers and other
stakeholders.

[IA and corporate governance best practices regarding ethical standards and code of
conduct, highlighting how extending these policies to distributors and partners can protect
the organization's reputation.
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According to the International Standards for the Professional Practice of Internal Auditing
(Standards), internal auditors must exhibit due professional care in their work. Due
professional care implies that internal auditors must apply the care and skill expected of a
reasonably prudent and competent auditor. Standard 1220 of the IIA's International
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Standards states that internal auditors must consider the use of technology-based audit
and other data analysis techniques. Furthermore, they should be alert to the significant
risks that might affect objectives, operations, or resources. Demonstrating the necessary
skills and proficiency (Option B) directly aligns with the requirement of due professional
care, as it ensures that auditors have the capability to identify and manage risks effectively.
[IA Standards, Standard 1220: Due Professional Care

[IA's International Professional Practices Framework (IPPF)
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In The lIA's Three Lines Model, internal audit (the third line) should be aligned with first-
and second-line functions through effective communication, cooperation, and collaboration
(Option D). This alignment ensures that internal audit activities are coordinated with risk
management and control functions while maintaining independence. According to the
Three Lines Model, internal audit adds value by providing independent assurance on the
effectiveness of governance, risk management, and control processes, which requires
ongoing interaction with the first and second lines without compromising objectivity.

[IA's Three Lines Model

[IA Standards, Standard 2050: Coordination and Reliance
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A control weakness in the context of internal control over purchasing might be seen in the
process where department managers initiate purchase requests that must be approved by
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the plant superintendent. If the approval process is not robust, this could lead to conflicts of
interest or lack of independent review, especially if the superintendent has significant
influence or control, and there are no further checks or balances. This situation could
potentially allow for inappropriate approvals without sufficient oversight, representing a
control weakness.

Internal control frameworks, such as COSO (Committee of Sponsoring Organizations of
the Treadway Commission).
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The internal audit activity must be independent, and internal auditors must be objective in
performing their work. This means that they should not have any conflicts of interest or
undue influence that could impair their judgment or credibility. Therefore, the CAE should
not assume any management responsibilities or roles that could compromise their
independence or objectivity, such as the chief compliance officer. Option B is the most
appropriate alternative, as it preserves the separation of duties and accountability between
the internal audit and compliance functions, while allowing the CAE to provide some
guidance and oversight to the new chief compliance officer.

The other options are not appropriate, as they would create potential impairments to the
internal audit activity's independence or objectivity:

- Option A would create a self-review threat, as the CAE would have to audit their own
work in the compliance function.

- Option C would create a familiarity threat, as the CAE would have a close relationship
with the external auditor who would audit their work in the compliance function.

- Option D would create a role conflict, as the CAE would have to balance the conflicting
objectives and expectations of the internal audit and compliance functions.
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References:

- Standard 1110 - Organizational Independence - The Institute of Internal Auditors or The
A

- Independence and Objectivity - The Institute of Internal Auditors or The IIA

- Position paper: Independence and objectivity | Delivering internal audit | Resources | IIA
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This indicator suggests that the organization's ethics program might not be well-developed
if the responsibility for communicating ethics compliance is decentralized to the level of
employees' direct managers without broader oversight or structured programs. Effective
ethics programs typically involve centralized communication strategies that ensure
consistency and comprehensiveness across the organization.

Institute of Internal Auditors (l1A) - Guidance on Developing an Ethics Program
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Entity-level controls are the most effective type of controls for mitigating the largest risks
facing an organization. These controls operate across an organization, providing a top-
down approach to risk management that affects the entire entity's operations and culture.
Such controls include governance frameworks, leadership and management philosophy,
and organizational structure.

COSO Internal Control Framework
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An internal audit client survey is a tool that collects feedback from audit clients regarding
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the performance and effectiveness of internal auditors. This survey can highlight areas
where a staff internal auditor may need improvement, including business acumen. Client
feedback is direct and relevant, offering insights into how well the auditor understands the
business context and applies this knowledge during audits.

* Option A: A quality assessment review focuses on the overall quality of the internal audit
activity, not on individual staff business acumen.

* Option C: A control self-assessment involves self-evaluation of controls within business
units, not directly addressing individual auditor's skills.

* Option D: A peer review assesses the internal audit activity's adherence to standards but
does not specifically target business acumen of individual auditors.

[IA's Quality Assessment Manual.

[IA Practice Guide: Client Surveys.

BHE: 73
RORREDSE NBEEEFHORIEZELE S IDIEENTIM?
A AREEFHEZHO) R EBEEICEELDHY . EDOAY FY¥r—Vv—ERaE
BEERBICHRELFY,

B. NEEEEFED LR A VN —E A DO THREMFEBAHATHEBILICTLNELT:,
C. M DCEOIE, DR O—EFIRIZH T NEBERFTBOERMFPELHERLET,
D. NEEETFETIE, 2< DHE BEED YRV TAT7AIILEFEALT, EHFEDT-
HD/EDYRL TOT7AILEERLET,
EfE:D(QAAV FEHKT D)
According to IlA standards, particularly Standard 1100 on Independence and Objectivity,
using management's risk assessment to build the internal audit's risk profile can potentially
undermine the independence of the internal audit activity. This dependence on
management's view could bias the audit planning and scope, hence not entirely
independent in evaluating management's assertions or risks identified by management
alone.
[IA Standard 1100 - Independence and Objectivity.
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According to the International Professional Practices Framework (IPPF) issued by the
Institute of Internal Auditors (l1A), the internal audit charter must be formally approved by
senior management and the board.

This requirement ensures that the internal audit activity has the appropriate authority,
support, and independence to carry out its responsibilities effectively. The charter defines
the purpose, authority, and responsibility of the internal audit activity, providing a clear
framework for its operations and ensuring alignment with the organization's objectives and
governance structures.

The IIA Standards: Standard 1000 - Purpose, Authority, and Responsibility: "The purpose,
authority, and responsibility of the internal audit activity must be formally defined in an
internal audit charter, consistent with the Definition of Internal Auditing, the Code of Ethics,
and the Standards. The chief audit executive must periodically review the internal audit
charter and present it to senior management and the board for approval."
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In consulting engagements, according to the IIA's Standards, a work program is not
required but may be developed. This allows internal auditors flexibility to design an
approach that best fits the nature of the consulting engagement.
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The lIA's International Standards for the Professional Practice of Internal Auditing
(Standards), particularly the standards related to consulting activities.
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Outsourcing a business activity is considered a risk reduction technique. By outsourcing,
an organization transfers certain activities to external service providers who possess
specialized skills or resources, thereby reducing the associated risks that the organization
may face if it had to manage those activities internally.

[IA guidance on risk management techniques
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When assessing the greatest risk among the provided observations in the audit of the risk
management process, we must evaluate which issue could most significantly impact the
organization's ability to manage risks effectively. Here is a detailed analysis of each option:
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* Option A: While not reviewing identified risks for completeness in the past two years is a
concern, it does not necessarily imply that new risks have not been identified or managed
during that time.

* Option B: Not testing controls annually to confirm operating effectiveness is a significant
issue, but existing controls may still be functioning effectively.

* Option C: An informal and poorly documented process to identify and evaluate new risks
presents a critical weakness. This means the organization might be unaware of emerging
risks, leading to unmanaged exposures that could cause significant harm.

* Option D: Not ranking identified risks to establish their importance affects prioritization but
does not prevent risk identification or basic management.

The greatest risk is posed by Option C because an informal and poorly documented
process to identify and evaluate new risks undermines the entire risk management
framework, potentially allowing significant and emerging risks to go unrecognized and
unaddressed.

The Institute of Internal Auditors (IIA) Standards and Guidance on Risk Management.
COSO ERM Framework.
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An internal audit charter is a formal document that defines the internal audit activity's
purpose, authority, and responsibility. According to IlA standards, the charter should also
establish the internal audit activity's position within the organization, including the nature of
the chief audit executive's functional reporting relationship with the board. This helps
ensure that the internal audit activity has sufficient authority and resources, and that there
is appropriate oversight by the board.

The Institute of Internal Auditors (IIA) - International Professional Practices Framework
(IPPF) - Standards regarding audit charter
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Developing a risk and control model for an engagement should take into account the
specific characteristics, processes, and risks of the organization being audited. Tailoring
the model ensures that the controls are relevant and effective for the specific context of the
organization, leading to a more accurate and useful audit outcome. References:

* [IA's International Professional Practices Framework (IPPF), particularly on risk-based
auditing and control frameworks.
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Due professional care required of internal auditors includes considering the cost of
assurance in relation to potential benefits. This reflects the need to balance resource
expenditure against the significance and risk of the audit area, ensuring that audit efforts
are both efficient and effective. This principle is a fundamental aspect of professional
judgment and prudent decision-making in internal auditing.

[IA Standard on Due Professional Care.
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An effective governance process requires that risk is considered in strategic decision-
making, ensuring that all significant risks are identified, assessed, and managed
appropriately. This integration of risk management into the strategic planning process
helps align risk appetite and strategy, improving the overall governance and risk
management framework of the organization.

References: Institute of Internal Auditors (l1A) - International Professional Practices
Framework (IPPF)
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In risk management, inherent risk refers to the exposure or amount of risk present without
taking into account the controls. When controls are introduced, they reduce the inherent
risk to a level known as residual risk, which is the remaining risk after controls are applied.
The correct outcome for the scenario where controls are functioning as intended is that the
residual risk is reduced to an acceptable level. It's important to note that rarely do controls
completely eliminate risk, hence residual risk cannot typically be eliminated but only
reduced to an acceptable threshold.

[IA guidance on risk assessment terms and concepts.
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A consulting service is the type of engagement that requires the client to agree with the
techniques used by the internal audit activity. In consulting engagements, the scope and
objectives, as well as the methodology and techniques to be used, are agreed upon with
the client to ensure that the services meet their needs and expectations.

[IA International Standards for the Professional Practice of Internal Auditing.
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Exercising due professional care means ensuring that audit procedures are sufficient to
meet the audit objectives and identify all significant risks. Ensuring that the work program
is appropriately designed to identify all risks surrounding the payroll process demonstrates
due professional care, as it involves planning and performing the audit with diligence and
thoroughness.

* Option B: Determining compliance with laws is part of due professional care but not as
comprehensive as designing the work program to identify all risks.

* Option C: Verifying internal controls implementation is part of the audit scope but does
not fully encompass due professional care in planning and executing the audit.

* Option D: Consulting with the risk manager is a good practice but does not substitute for
the auditor's responsibility to plan and perform the audit.

[IA Standard 1220: Due Professional Care.

[IA Practice Guide: Due Professional Care.

Eﬁ:ﬁ: 86

BAEREIZENT H-OIC EEEEXEN/FH LVVRBEEAZESEOIELEA
EELLTEETHARELASVDIE, RDSIBLENTTHA?

A BEEOEBHRBRORSE—FNHE

B. & B OMIEZREN DEELE

C.HDEERF Y IELLERLE-EEEDRXIL

D.A—T 4 3—DEXRMTEN:=F—L TL—V—IT/L 58N

IEfR: (EfZzRTLET)

According to the llA's standards on proficiency, the Chief Audit Executive (CAE) should
consider primarily how well the skills and experience of a new auditor complement those of
the existing audit team. This ensures a diverse and comprehensive sKkill set within the audit
team, aligning with the Standard 1210.A2, which stipulates that the internal audit activity
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collectively should possess or obtain the knowledge, skills, and other competencies
needed to perform its responsibilities.
Institute of Internal Auditors (IIA) Standards, specifically Standard 1210 on Proficiency.
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Including NGO members on an assurance team when auditing corporate social
responsibility adds credibility to the audit findings, particularly when these findings are
positive. NGOs are generally perceived as independent and dedicated to public interest,
which can enhance the perceived impartiality and trustworthiness of the audit results in
matters related to social responsibility.

Institute of Internal Auditors (lI1A) - Advisory on Assurance Engagement for Corporate
Social Responsibility
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The llA's mission for internal audit emphasizes the role of internal audit in enhancing and
protecting organizational value by providing risk-based and objective assurance, advice,
and insight. Assessing the effectiveness of internal controls over organizational assets
directly aligns with this mission as it focuses on providing assurance on the control
environment and operational effectiveness, which are crucial for protecting assets and
ensuring reliable financial reporting and compliance.

The Institute of Internal Auditors (Il1A) - Mission of Internal Audit
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The internal audit activity should avoid conflicts of interest and maintain independence and
objectivity.

Rotational auditors performing consulting engagements in areas where they had previous
responsibilities can impair their objectivity and independence, which is a non-conformance
with the IIA Standards. References:

* [IA Standard 1130 - Impairment to Independence or Obijectivity.

* [IA Standard 1100 - Independence and Objectivity.

Eﬁ:ﬁ: 90

HdTV/ O —0ENRIA IV M) —LRNILONBEEEFHERALEL, EE~D
BEZERT 5O FHLIERASA-RBERERIIRDSILENZHBATVAILEN
HYFETMH?

A FEEREEERRY RV IZDLTDERE

B. IT BEEDEMANG,

C. XFREH DH

D. D% EH1DDEEBEDRE

IEfE: (EfEZRRLET)

To achieve conformance with the Standards, a newly hired entry-level internal auditor must
possess an understanding of fraud and fraud risk. This knowledge is essential as it
enables the auditor to recognize potential indicators of fraud during their audit activities,
thereby contributing to the organization's broader fraud risk management efforts.

IIA standards which emphasize the importance of auditors understanding fraud risks as
part of their professional competence requirements.
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One of the roles of internal audit is to provide assurance on the effectiveness of risk
management processes. Internal audit can contribute to the organization's risk assessment
process by reviewing how key risks are identified, measured, monitored, and reported by
the first and second lines of defense. Internal audit can also provide recommendations for
improving the risk reporting process and ensuring that it aligns with the organization's
objectives and risk appetite.

Additional Information:

- The first line of defense is the operational management, who owns and manages the
risks.

- The second line of defense is the risk management and compliance functions, who
oversee and support the risk management activities of the first line.

- The third line of defense is the internal audit function, who provides independent
assurance on the effectiveness of risk management and internal control.

- Risk reporting is the process of communicating relevant and timely information about the
organization's risks to the stakeholders, such as the board, senior management,
regulators, and external auditors.

- The organization's risk appetite is the amount and type of risk that it is willing to accept in
pursuit of its objectives.
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To maintain organizational independence, the internal audit activity must be free from
interference in determining the scope of their work. This independence is crucial for
ensuring that the audit process is objective and unbiased, allowing auditors to assess
areas they deem necessary without external pressures or limitations. This autonomy helps
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in providing an honest and accurate evaluation of the organization's controls, risk
management, and governance processes.

The Institute of Internal Auditors (IIA) Standards, specifically Standard 1100 -
Independence and Objectivity.

[IA's International Professional Practices Framework (IPPF).

"Internal Auditing: Assurance & Advisory Services" by IIA, Chapter on Independence and
Objectivity.
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Demonstrating due professional care involves assessing the cost of assurance in relation
to the potential benefits (Option D). This approach ensures that internal audit resources
are used efficiently and effectively, providing value to the organization.

According to IIA Standards, Standard 1220: Due Professional Care, internal auditors must
consider the extent of work needed to achieve the engagement's objectives and the
relative complexity, materiality, or significance of matters to which assurance procedures
are applied.

Staffing audit engagements with qualified auditors (Option A), relying on prior work (Option
B), and guaranteeing identification of all significant risks (Option C) do not fully
encapsulate the essence of due professional care, which balances cost and benéefit.
References:

- lIA Standards, Standard 1220: Due Professional Care

- [IA's International Professional Practices Framework (IPPF)
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Intangible assets are indeed categorized as having either a limited life or an indefinite life.
Those with a limited life are amortized over their useful life, whereas those with indefinite
lives, such as some types of intellectual property, are not amortized but must be tested
annually for impairment. This categorization helps in the appropriate financial treatment of
intangible assets under accounting standards. References: Financial Accounting
Standards Board (FASB) and International Financial Reporting Standards (IFRS) regarding
the treatment of intangible assets.
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The organizational independence of the internal audit activity is best demonstrated when
the Chief Audit Executive (CAE) reports directly to the board. This reporting relationship
helps to maintain the independence of the internal audit function by providing a clear line of
communication and accountability to the governing body that is separate from the
management of the organization, thus avoiding potential conflicts of interest.

[IA Standard on Organizational Independence.
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Internal audit fraud prevention and detection activities are the best example of an ongoing
independent monitoring activity among the options provided. These activities are designed
to be independent of the management and are critical in continuously monitoring and
identifying potential fraudulent activities within the organization.

[IA standards on fraud and monitoring
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The internal audit activity must align its activities with the organization's risks. Not
considering high-risk development projects in the audit plan could indicate
nonconformance with the Standards, specifically regarding risk-based planning. The
Standards require internal audit to consider all significant risks when developing the audit
plan, and failing to do so may require disclosure of nonconformance. References: The IlA's
International Standards for the Professional Practice of Internal Auditing (Standards),
specifically Standard 2010 - Planning, and Standard 1300 - Quality Assurance and
Improvement Program.
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The purpose of informally interviewing the manager of the reviewed area after the draft
engagement report is issued is to gather feedback that can be used for the audit team's
professional development. This feedback can provide insights into how the audit was
conducted, how the auditors interacted with the auditee, and the perceived value of the
audit. It helps the audit team to identify strengths and areas for improvement, enhancing
the quality and effectiveness of future audits.

[IA Practice Guide: Quality Assurance and Improvement Program

[IA Standard 1311: Internal Assessments
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After a potential fraud instance is identified and a lead investigator is appointed, the most

O w >

likely next step is to determine the competencies needed for the investigation team and
assess whether any team members have a conflict of interest. This step ensures that the
investigation is conducted by appropriately skilled and unbiased personnel, which is crucial
for maintaining the integrity and effectiveness of the investigation process.

Institute of Internal Auditors (l1A) - International Professional Practices Framework (IPPF),
Practice Guide:

Assessing Fraud Risks
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The greatest benefit of using forensic auditing techniques when fraud is discovered in an
organization's procurement process is achieving a greater understanding of fraud through
better evidence collection.

Forensic auditing techniques are specialized procedures designed to collect, analyze, and
evaluate evidence in a way that meets the standards of a legal process, which is crucial for
understanding the mechanisms of fraud and potentially pursuing legal actions.References:
Forensic auditing practices and literature on fraud investigation techniques.
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The internal auditor's failure to identify the origins of a significant control issue before
concluding the engagement suggests a lack of critical thinking skills. Critical thinking
involves analyzing and evaluating an issue thoroughly to understand its root causes before
forming a judgment. Improving this skill would enhance the auditor's ability to conduct
deeper analyses and provide more valuable insights in audit reports.

Institute of Internal Auditors (l1A) - Competency Framework for Internal Auditors
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Conformance with the Standards relating to continuing professional development of
internal auditors is best demonstrated by self-assessments against a competency
framework. Such self-assessments allow internal auditors to evaluate their skills and
knowledge against defined criteria to identify areas for improvement and ensure ongoing
professional development. This approach is directly aligned with the IIA's Standards, which
emphasize the importance of continuous improvement and competency in internal audit
practices.

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing
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On-the-job training is more effective when it includes ongoing feedback and coaching from
experienced team members. This hands-on approach provides real-time learning and
adaptation, which can enhance the practical skills of the participants effectively. Feedback
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and coaching help in correcting mistakes and improving performance iteratively, making
the training process dynamic and directly relevant to the work environment.
Best practices in on-the-job training methodologies.
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Applying due professional care in planning an assurance engagement includes assessing
the risks involved in the engagement area. An assessment of the risk of noncompliance
with laws and regulations directly addresses the potential legal and regulatory exposures
that could significantly impact the organization. This risk assessment helps ensure that the
audit plan is appropriately focused and aligned with key risks, demonstrating due
professional care.

[IA standards on planning, which stipulate that due professional care includes an
appropriate risk assessment.
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Demonstrating proficiency as an internal auditor is best reflected through continuous
professional development. This involves adhering to The IIA's requirement for ongoing
education to maintain proficiency and relevancy in the field of internal auditing. Continuous
professional development ensures that auditors are up-to-date with the evolving audit
practices, standards, and relevant regulatory requirements, thus enhancing their capability
to perform effectively.

The IlA's Code of Ethics and Continuing Professional Development standards.
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The internal auditor's objectivity is best protected in the scenario where a former human
resources manager conducts an effectiveness review of the appointment and termination
process six months after transferring to the internal audit activity. This duration allows for a
cooling-off period, which helps to mitigate potential conflicts of interest or biases related to
the auditor's former role and responsibilities.

[IA Standards regarding objectivity and conflicts of interest.
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A risk management framework is a system for identifying, evaluating and prioritising risks

and minimising their impact. The primary goal of a risk management framework is to

preserve a company's capital and earnings while allowing it to develop. There is no one-
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size-fits-all approach to risk management, as different organizations face different types
and levels of risks depending on their industry, size, culture, objectives, and strategies.
Therefore, the organization should ensure that its risk management framework is tailored
to its specific needs and circumstances, and reflects its risk appetite and tolerance.
References:

- Risk Management Framework (RMF) Definition - Investopedia

- A Guide to the Risk Management Framework (With Examples)

- What Is A Risk Management Framework (RMF)? 2023 Guide - SelectHub

- Risk Resources in Internal Audit | The IIA
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The most appropriate match between a potential temporary guest auditor candidate and an
upcoming audit assignment is a manager of social responsibility who has a nursing
background to participate in a health and safety audit for the corporate office and plant
facilities. This candidate's background in nursing and current role related to social
responsibility aligns well with the focus of a health and safety audit, leveraging relevant
experience and knowledge. References: Institute of Internal Auditors (llA) - International
Professional Practices Framework (IPPF)
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The best technique to detect fictitious vendors in the organization's computer system is to
run checks to find matches between vendor and employee addresses. This method is
effective because fictitious vendors often have addresses that match those of employees


https://www.jpnshiken.com/q/68783-6420576/
https://www.jpnshiken.com/q/68783-6420577/

creating them. This kind of analysis targets the direct linkage between fraudulent activities
and internal entities, which is a common red flag in vendor fraud scenarios.
Association of Certified Fraud Examiners (ACFE) - Techniques for Fraud Detection
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The most effective approach for an internal auditor to assess whether the organization
supports a culture of tolerance and open communication, particularly in the context of
reported issues within a large manufacturing plant, is to evaluate organization policies and
procedures for references related to encouraging tolerance and open communication. This
method directly targets the formal expressions of the organization's values and rules,
offering concrete evidence of stated commitments and practices.

Auditing cultural aspects and workplace environment involves reviewing formal policies
and procedures to ensure they align with stated values, as recommended in IIA guidance
on assessing organizational culture.
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If the internal audit activity is not primarily responsible for conducting fraud investigations
and should refrain from involvement in them, it would still be considered acceptable for
internal auditors to evaluate the effectiveness of fraud investigations. This role aligns with
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the audit's function of providing independent assurance on the effectiveness of risk
management and control processes within the organization.

[IA standards on the role of internal auditing in fraud risk management, which specify that
internal auditors may assess the effectiveness and contribute to the improvement of fraud
detection and investigation processes.
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According to IIA guidance, internal auditors are encouraged to obtain appropriate
professional designations.

This encouragement is part of a broader recommendation to pursue continuous
professional development and maintain proficiency in audit practices. The statement
correctly reflects the 11A's position on the importance of professional qualifications, though
it does not imply that specific designations are mandatory.

[IA standards and guidelines, which promote ongoing professional education and
encourage auditors to obtain certifications relevant to their field of work.
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The IIA emphasizes the need for internal auditors to maintain independence and avoid
situations that might impair objectivity. Assigning a recent finance employee to audit
finance-related activities may lead to actual or perceived conflicts of interest, compromising
the integrity of the audit findings.
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To ensure conformance with the Standards, the most appropriate action for the CAE is to
request that an external assessor validate the results of the internal assessment and
review the remaining offices. This approach ensures an independent and objective
evaluation, as required by IIA Standard 1312, which mandates external assessments at
least once every five years.

* Option A: Delaying the external assessment does not comply with the required five-year
cycle.

* Option B: Implementing improvements based on the internal assessment alone lacks
external validation.

* Option C: Having a regional office perform assessments does not meet the requirement
for an external assessment.

[IA Standard 1312: External Assessments.

[IA Quality Assessment Manual.
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A control weakness in the oversight of credit sales is evident when the sales department is
responsible for determining the credit ratings of customers. This structure can lead to a
conflict of interest, as the sales department may be motivated to approve higher credit
limits or overlook credit standards to increase sales figures. This undermines the objectivity
and effectiveness of the credit approval process, which should ideally be handled by an
independent department such as credit control to ensure unbiased evaluation.

Internal control frameworks and auditing standards that emphasize segregation of duties
and the independence of critical control activities.
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If a new internal auditor suspects fraud, the appropriate action is to document supporting
information and recommend an investigation to the appropriate audit management, such
as the chief audit executive (CAE).

This approach maintains the auditor's objectivity and ensures that suspicions of fraud are
handled by following the proper channels and procedures established within the
organization for such matters.

[IA guidance on fraud and the auditor's role in fraud detection, which emphasizes the
importance of documenting evidence and escalating fraud concerns through proper
management channels.
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Surveying employees to determine whether they are aware of the ethics hotline is the most
effective action to help an internal auditor assess how successful the organization has
been in communicating the existence of its ethics hotline. Employee surveys can provide
direct feedback on their awareness and understanding of the hotline, allowing the auditor
to gauge the effectiveness of communication efforts and identify areas where additional
outreach or education may be necessary.

The llA's Practice Guide on Assessing the Effectiveness of the Ethics Program.

The IlA's International Professional Practices Framework (IPPF) on Communicating and
Reporting.
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According to the IIA's standards, a chief audit executive (CAE) can report that the internal
audit activity conforms with the Standards if external assessments are performed at least
once every five years and supported by ongoing internal assessments. In this scenario, the
most recent external and internal assessments confirm conformance, which allows the
CAE to report conformance with the Standards.

The llA's International Standards for the Professional Practice of Internal Auditing,
particularly the standards related to quality assurance and improvement programs.
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In a competitive retail environment where sales teams are incentivized to meet or exceed
targets, there is a significant risk of data manipulation. Employees may falsify sales
records, inflate numbers, or engage in other unethical behaviors to ensure they receive
bonuses. This is a common issue in environments with high stakes and rewards tied to
performance metrics, as the pressure to succeed can lead individuals to manipulate data
to appear more successful than they actually are. Therefore, management should closely
monitor data integrity and implement strong controls to detect and prevent such
manipulation. References: The IlIA's International Standards for the Professional Practice
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of Internal Auditing (Standards), specifically Standard 2120 - Risk Management, and
COSO's Internal Control - Integrated Framework.
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The internal audit activity can be considered a type of governance control. Governance
controls are those that are designed to ensure that the overall direction, administration,
and control of an organization are maintained.

The internal audit provides assurance on the effectiveness of governance, risk
management, and internal controls.

The IlA's guidance on the role of internal auditing in enterprise-wide risk management.
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The most appropriate course of action for the CAE when facing a lack of internal audit staff
with necessary skills to audit a high-risk area, like the engineering department, is to
supplement the internal audit team with external experts who possess the required
competencies. This approach ensures that the audit can be conducted effectively and
comprehensively, allowing for an accurate assessment of risks and controls in the
engineering department without delaying the review until new auditors can be hired and
trained.

Institute of Internal Auditors (l1A) - International Professional Practices Framework (IPPF)
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When an internal auditor suspects fraud during an assurance engagement, the first step
should be to determine whether any additional audit work needs to be performed. This
involves assessing the potential scope and impact of the suspected fraud and deciding on
the appropriate audit procedures to confirm or refute the suspicion. This step is crucial to
gather sufficient information before taking further actions.

* Option A: Recommending sanctions is premature without confirming the fraud.

* Option C: Launching an investigation is a subsequent step that may require coordination
with fraud experts.

* Option D: Requesting immediate remediation is also premature without confirming the
fraud.

[IA Standard 1220: Due Professional Care.

[IA Practice Guide: Internal Auditing and Fraud.
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Organizing volunteers from the organization to provide periodic plantation skill sharing to
farmers represents a corporate social responsibility (CSR) activity. This initiative not only
supports community development but also aligns with sustainable agricultural practices,

which is especially relevant for an agricultural organization.

This activity focuses on giving back to the community and enhancing sustainability, both

key aspects of CSR.

Definitions and examples of CSR in industry guidelines
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Due professional care involves the exercise of professional judgment and the application of
care that an ordinarily prudent person would use under the circumstances. In scenario A,
the chief audit executive demonstrates due professional care by excluding an auditor who
previously worked in the payroll department from the audit team assigned to audit that
area. This action avoids conflicts of interest and ensures the objectivity of the audit,
aligning with 1A guidelines on independence and objectivity in internal auditing.

[IA Standard 1100: "Independence and Objectivity"
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When the CEO frequently bypasses written policies and procedures, it indicates a
significant deficiency in the effectiveness of the organization's system of internal control.
This behavior can undermine the control environment and set a precedent that policies and
procedures can be disregarded, thereby affecting the overall control culture of the
organization. In such cases, the auditor should report that the system of internal control is
not effective.

[IA guidance on evaluating the effectiveness of an organization's system of internal control.
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Ongoing monitoring is a continuous process of evaluating the performance and quality of

the internal audit activity. It includes regular management and supervisory activities, such

as reviewing audit reports, tracking audit recommendations, and measuring key

performance indicators. One of the ways to monitor the performance of the internal audit

activity is to acquire feedback from audit clients and other stakeholders, such as the board,

senior management, regulators, and external auditors. Feedback can help to assess the

value, effectiveness, and satisfaction of the internal audit services.

References:

- Checklist for Addressing Ongoing Monitoring and Auditing

- Internal Controls | Controller's Office

- Performance Standards - The Institute of Internal Auditors or The IIA

- Chapter 7 Audit Flashcards | Quizlet

- Applying the International Professional Practices Framework, 4th edition, by Urton

Anderson and Andrew J. Dahle (2018), p. 113
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The scenario described involves a self-review threat, which arises when auditors review
work that they previously performed or were involved in. In this case, since the CAE had
initially established and managed the risk management function before a chief risk officer
took over, engaging an external resource to audit this function mitigates the threat to
objectivity by ensuring an independent review. This action avoids potential bias and
maintains the integrity of the audit process.

[IA guidance on objectivity and conflicts of interest.
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Risk management is not solely about mitigating or eliminating potential hazards but also
involves identifying and seizing potential opportunities that can benefit the organization.
Effective risk management allows an organization to balance risk and reward, making
informed decisions that align with its strategic objectives.

This approach ensures a proactive stance in optimizing performance and achieving
competitive advantage while managing risks.

The Institute of Internal Auditors (I1A) Standards and Practice Advisories.

COSO Enterprise Risk Management (ERM) Framework.

"Risk Management: Principles and Practices" by IIA.
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Organizational independence for the internal audit activity is best evidenced when the chief

audit executive (CAE) reports functionally and administratively to the CEO. Functional

reporting to the CEO or equivalent position ensures that the internal audit activity has

direct access to top management, which supports its independence and the ability to carry
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out audits without undue influence from management. Administrative reporting to the CEO
also helps align the internal audit function's objectives with those of top management,
reinforcing its autonomy and authority within the organization.

[IA's International Standards for the Professional Practice of Internal Auditing regarding
organizational independence.
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The primary benefit of an effective professional development program for internal auditors
is that it enhances their business acumen. By continuously improving their knowledge and
skills, internal auditors become better equipped to understand and evaluate the complex
business processes they audit. This enhancement allows them to provide more valuable
insights and recommendations to the organization. Professional development programs
cover a wide range of topics, including industry trends, emerging risks, and new auditing
techniques, all of which contribute to the auditors' ability to perform their duties effectively.
The IIA Standards: Standard 1230 - Continuing Professional Development: "Internal
auditors must enhance their knowledge, skills, and other competencies through continuing
professional development." COSO Framework: Emphasizes the importance of ongoing
professional development to ensure effective internal control and risk management.
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To ensure that auditors develop the appropriate skills for conducting audits, the internal
audit activity should encourage continuous professional development and may institute
policies promoting certification attainment.
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This approach directly supports the development of a proficient audit team equipped with
the necessary skills and knowledge to conduct effective audits. Policies that encourage
earning certifications such as Certified Internal Auditor (CIA), Certified Information Systems
Auditor (CISA), etc., directly contribute to this objective by setting professional
development as a priority within the audit function.

The llA's Guidelines on Continuing Professional Development and Standards for the
Professional Practice of Internal Auditing
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A formal training program is essential for maintaining and enhancing the skills and
competencies of internal audit staff. IIA guidance encourages continuous learning to
ensure auditors remain proficient and up-to-date with auditing standards and practices.
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The personnel development practice applied in this situation is 'outbound rotation.' This
practice involves temporarily assigning staff from their usual roles into other departments
or functions within the organization to gain a deeper understanding and knowledge of
those areas. In this case, the internal auditor working in the procurement department to
learn about the procurement process is a classic example of an outbound rotation.
Human resources management practices and |IA guidelines on staff development
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When asked to provide consulting services regarding the risks related to implementing a
proposed new inventory management system, the internal audit activity should consider
whether the benefits derived from the requested assessment would exceed the cost of
providing the consulting service. This ensures that the engagement adds value to the
organization, aligning with the principles of efficiency and effectiveness in internal auditing.
The IlA's guidance on conducting consulting engagements and assessing value and
benefits relative to cost.
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The most relevant action to determine the effectiveness of controls, particularly in relation
to inventory, is conducting a surprise inventory count at the raw materials warehouse. This
action allows the auditor to directly assess the operational effectiveness of the inventory
control processes and procedures in place, providing tangible evidence of whether controls
are functioning as intended to safeguard assets.

[IA guidance on performing direct control testing and evaluating control effectiveness.
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The scenario describes a substantial increase in cancelled proposals, which could indicate
fraudulent activity.

One potential fraud risk scenario is that some electricians might be offering clients reduced
fees if they pay with cash, leading to off-the-record transactions. This can result in the
cancellation of official proposals and lost revenue for the company, as these transactions
might not be recorded in the company's financial systems.

This type of fraud involves bypassing the formal processes and price lists, which impacts
the integrity of the procurement and sales processes.

[IA Practice Guide: Fraud and Internal Audit

COSO Fraud Risk Management Guide
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Strategic objectives are prerequisites to establishing internal controls. This is because
internal controls are designed to ensure that the actions taken by an organization align with
its strategic objectives, helping to manage risks that could impede the organization from
achieving these goals.

COSO Framework and IlA guidance on internal controls.
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The responsibility of the board of directors with regard to risk management throughout the
organization is to monitor the organization's overall risk activities in relation to its risk
appetite and other risk criteria. The board plays a crucial oversight role, ensuring that risk
management processes are effectively integrated and aligned with the strategic objectives
and risk tolerance of the organization.

Corporate governance standards and IIA guidance on the role of the board in overseeing
organizational risk management activities.
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According to the llA's definition of due professional care, internal auditors are expected to
perform assurance services that are needed to achieve the engagement's objectives. This
includes considering the cost of assurance in relation to the benefits. The standard does
not require auditors to identify all risks or guarantee that all significant risks will be
addressed, as absolute assurance in any auditing context is unattainable.

[IA Standard on Due Professional Care.
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The control that would have likely prevented the fraudulent modification of vendors'
banking information is management's approval being required for updates to vendors'
banking information. This control would provide a layer of verification and oversight,
significantly reducing the risk of unauthorized and fraudulent changes.

Best practices in vendor management and internal controls over payment processes, as
advocated by The llA.
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The board has approved the risk tolerance of the organization. Risk tolerance is the level
of risk that an organization is willing to accept while pursuing its objectives before action is
deemed necessary to reduce the risk. In this scenario, the board's acceptance of potential
large monetary losses indicates their willingness to tolerate these losses in pursuit of
expanding into a new market.

The IlA's guidance on risk management, specifically relating to defining and understanding
risk appetite and risk tolerance.
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The most suitable approach for an organization with limited resources to spend on
corporate social responsibility (CSR) initiatives is to select initiatives that support the
overall strategic goals of the organization. Aligning CSR initiatives with the organization's
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strategic goals ensures that resources are used effectively and contribute to long-term
value creation. This approach helps in enhancing the organization's reputation,
stakeholder engagement, and competitive advantage by focusing on areas where the
organization can make the most significant impact in alignment with its mission and values.
The IIA Standards: Standard 2010 - Planning: "The chief audit executive must establish a
risk-based plan to determine the priorities of the internal audit activity, consistent with the
organization's goals." lIA Practice Guide: "Assessing Organizational Governance in the
Public Sector": Highlights the importance of aligning initiatives with strategic goals for
effective governance.
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To identify questionable bidding practices, the internal audit activity should review the city's
contracting files.

This review will help determine if the city made efforts to solicit bids from a diverse range of
interested firms, ensuring a fair and competitive bidding process. By examining these files,
the auditors can identify any patterns of favoritism or irregularities in the awarding of
contracts, which are key indicators of questionable bidding practices. This approach is
consistent with best practices in auditing procurement processes.

The IIA Standards: Standard 2210 - Engagement Objectives: "Internal auditors must
consider the probability of significant errors, fraud, noncompliance, and other exposures
when developing the engagement objectives." IIA Practice Guide: "Auditing the
Procurement Function": Emphasizes the importance of reviewing solicitation efforts and
contract awards to detect potential irregularities.
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The board of directors is responsible for setting the risk appetite of the organization. They
define the level and type of risk the organization is willing to accept in pursuit of its goals
and objectives. This strategic role ensures that the organization's risk management
framework aligns with its long-term vision and governance structure.

[IA guidance on governance and risk management
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Conformance with the Standards during an external assessment of the internal audit
activity can be demonstrated through various means. One critical aspect is the review
process of audit workpapers.

According to the IIA Standards, particularly Standard 2340 - Engagement Supervision,
audit work should be reviewed by an engagement supervisor to ensure objectives are
achieved, quality is maintained, and staff are developed. The review and sign-off of all
audit workpapers before the issuance of the audit report (Option C) align directly with these
standards, ensuring that work meets the required quality and thoroughness.

[IA Standards, Standard 2340: Engagement Supervision

[IA Quality Assurance and Improvement Program (QAIP) guidelines
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An impairment to an internal auditor's objectivity when performing a review of the
organization's procurement function would occur if the internal auditor worked as a
sourcing specialist before joining the internal audit activity. Having previously worked in a
role closely related to the function being audited, the auditor may have preconceived
notions or biases that could affect their ability to perform an objective audit.

The IlA's International Standards for the Professional Practice of Internal Auditing on
objectivity.
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The IIA guidance specifies that the chief audit executive (CAE) should communicate the
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results of the quality assurance and improvement program (QAIP) to senior management
and the board. This includes providing a written conformance statement that indicates
whether the internal audit activity conforms to the I1A's International Standards for the
Professional Practice of Internal Auditing. This practice ensures transparency and
accountability in the internal audit function and helps stakeholders understand the level of
adherence to professional standards.

[IA Standard 1320: Reporting on the Quality Assurance and Improvement Program [IA
Practice Guide: Quality Assurance and Improvement Program
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Exiting a product line is an example of risk avoidance. This strategy involves eliminating a
specific threat or risk entirely by discontinuing the activity that generates the risk. In this
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context, ceasing operations of a product line effectively removes all associated risks
related to that line of business.
Risk management strategies and concepts

B f: 150

LIREEBI, BRBERMECET IREBAShIEE~DEBOENZLE2L—T 5
&3 BREEEEEBICKBELET, COLEa—ICE EAFLMEREREHEETEICERF
LTWAAMBEEANDETYT, RBEEEFDICIE, TDEI3GAFILEFODEEAMNL
FEARDS> L RLBEYGRITEHAHEIENTTH?

A BYGEAXILERONBDERENCEBEZRIELFT,

B. ZENMHZRHOAELZEEF —LICEAL HLLEEANEBOXTZKELE
ER

C. AREEEEBICITBEUIGERA X ILEY FALGW O T U5 —DAV FOEBEZIEETLE
ER

D. MFORNBEER 2 v IEZFERALTI VS —D AV MEEREL KoM BEYGRRER
CHEXHELET,

IEfZ: (EffZzRLET)

When the internal audit activity does not have the appropriate skills to review the
organization's compliance with recently introduced legislation on international transfer
pricing, the most appropriate course of action is to outsource the engagement to an
external audit firm that has the necessary expertise. This ensures that the review is
conducted thoroughly and accurately by professionals with specialized knowledge,
maintaining the quality and reliability of the audit work while addressing the specific
requirements of the engagement.

The llA's International Standards for the Professional Practice of Internal Auditing
(Standards) - Standard

1210: Proficiency.

The IlA's Practice Guide on Coordinating Internal and External Audit Activities.
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The key difference between assurance services and consulting services is that other
employees in the organization can provide consulting services, but only an internal audit
activity can provide assurance services. This distinction is important because assurance
services require a level of independence and adherence to specific standards that are
unique to the internal audit profession. References: IlA definitions and standards for
assurance and consulting services, which delineate the roles and limitations of these
services within internal audit practices.
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Workshops are likely the most efficient way for management to self-assess the overall
effectiveness of the controls in a 200-person manufacturing department. Workshops can
facilitate interactive discussions and group activities that help identify control gaps,
understand employee perspectives, and consolidate feedback effectively across a large
group.

Best practices in internal control assessments and organizational development literature.
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While the internal audit may be involved in assessing the adequacy of the organization's
efforts in corporate social responsibility (CSR), the primary responsibility for ongoing
monitoring of CSR activities, such as reducing carbon footprint, typically rests with
operational management. In this context, the Facility Operation Manager would be the
most appropriate choice, as they are directly involved in managing the day-to-day
operations that affect the organization's environmental impact.

General industry practices on CSR responsibilities
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To ensure that due professional care is applied, the chief audit executive should establish
policies and procedures concerning the engagement process. This action sets a clear
framework and standards for conducting audits, which guides auditors in meeting the
necessary quality and ethical requirements.

Establishing these policies is fundamental to ensuring that all engagements are performed
with diligence and in accordance with professional standards.

[IA Standard 1300 - Quality Assurance and Improvement Program
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The primary purpose of The IlA's Code of Ethics is to establish principles and expectations
governing the behavior of individuals and organizations in the conduct of internal auditing.
The Code of Ethics sets out the ethical principles that guide the professional and personal
conduct of internal auditors, promoting an ethical culture within the profession. References:
Institute of Internal Auditors (l1A) - Code of Ethics
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In assurance engagements, it is standard practice for internal auditors to prepare and
issue a written report upon completion. This report includes the results of the engagement
and is issued to the client or the party that requested the engagement. This practice
ensures transparency, accountability, and provides the client with necessary information to
make informed decisions.

The Institute of Internal Auditors (IlA) - International Standards for the Professional
Practice of Internal Auditing
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In assessing the design of a training program for an organization's ethics program, the
most relevant questions would be those that address the content of the training and the
feedback mechanism used to foster ethical decision-making. Questions 1 and 4 directly
relate to these aspects, examining if the training includes ethical decision-making
scenarios and if there is feedback on the thought processes involved, which are critical for
effective ethics training.

[IA guidance on auditing ethics programs, focusing on the effectiveness and design of
training components.
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The statement that a report, including the results of both internal and external
assessments, must be provided to the board annually is true regarding the reporting of
results of the quality assurance and improvement program (QAIP) to senior management
and the board. Regular reporting of QAIP results ensures that the board is continually
informed about the effectiveness and conformance of the internal audit activity with
established standards and practices. References: Institute of Internal Auditors (IIA) -
Standard 1320 - Reporting on the Quality Assurance and Improvement Program
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Periodic reinforcement of the internal audit activity's code of ethics disclosure practices
would encourage the internal auditor to maintain objectivity, even when personal
compensation might be affected. The IIA's Code of Ethics emphasizes integrity and
objectivity, and regular reinforcement helps auditors adhere to these principles, ensuring
that they act impartially and do not allow conflict of interest or undue influence to impair
their judgment.

The Institute of Internal Auditors (II1A) - Code of Ethics.
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The statement that an employee who diverts the organization's purchases for personal use
is demonstrating asset misappropriation is true regarding occupational fraud. Asset
misappropriation involves the theft or misuse of an organization's assets and is one of the
most common types of occupational fraud. Using organizational resources for personal
benefit directly falls under this category.

References: Association of Certified Fraud Examiners (ACFE) reports and guidance on
types of occupational fraud.
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Selling a nonstrategic business unit is an example of a risk avoidance strategy. By
divesting from parts of the business that are not core to its strategic objectives or that may
represent heightened risks, an organization effectively avoids the risks associated with
maintaining those operations.

Risk management strategies and definitions as provided in risk management and internal
audit literature, which categorize selling non-core units as avoidance since it eliminates
specific risks.
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To ensure compliance with an organization's code of conduct, the chief audit executive
should act as an advisor to the committee responsible for reviewing violations of the code.
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This role allows the CAE to contribute expertise and oversight without directly managing
the process, which helps maintain the necessary independence and objectivity of the
internal audit function.

[IA guidance on the role of the internal audit in governance, particularly relating to
compliance with codes of conduct.
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In a consulting engagement regarding a debt collections process, an internal auditor would
primarily focus on advising management on streamlining the recording of accounts
receivable. This action aims to add value by providing expert advice to improve the
efficiency and effectiveness of the process, consistent with the 11A's guidelines on the role
of internal auditors in consulting activities.

[IA Standard 1000 - Purpose, Authority, and Responsibility
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The best step for the chief audit executive (CAE) to take when determining that the internal
audit activity lacks adequate independence is to request that the board restructure the
reporting line to ensure the CAE has unrestricted access to the board. This action will help
to enhance the independence and objectivity of the internal audit activity by ensuring that
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the CAE reports functionally to the board, which is a key aspect of maintaining
organizational independence.

The lIA Standards: Standard 1110 - Organizational Independence: "The chief audit
executive must report to a level within the organization that allows the internal audit activity
to fulfill its responsibilities. The chief audit executive must confirm to the board, at least
annually, the organizational independence of the internal audit activity." lIA Practice Guide:
"Independence and Objectivity": Discusses the importance of reporting lines and
organizational structure in maintaining the independence of the internal audit activity.
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By recommending revisions to the internal audit charter that include requirements
regarding the hiring and compensation of the chief audit executive and the approval of the
internal audit budget, the board is most likely defining the functional and administrative
responsibilities of the internal audit activity. These aspects pertain to the organizational
structure and resource management within the internal audit function, which are
fundamental to its operation and effectiveness.

[IA guidance on internal audit charters and governance.
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According to IIA guidance, it is a best practice for the internal audit charter to be reviewed
and resubmitted for board approval annually, along with the audit plan. This annual review
ensures that the charter remains relevant and aligned with the organization's objectives
and governance structure. It also provides an opportunity to update the charter to reflect
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any changes in the internal audit activity's role, responsibilities, or scope of work. This
process helps maintain the charter as a living document that accurately defines the
purpose, authority, and responsibility of the internal audit function.

The IIA Standards: Standard 1000 - Purpose, Authority, and Responsibility: "The chief
audit executive must periodically review the internal audit charter and present it to senior
management and the board for approval." The IIA Practice Guide: "Internal Audit Charter:
Understanding
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When a potential fraud instance is identified, the chief audit executive (CAE) appoints a
lead investigator to manage the investigation. The next critical step is to determine the
competencies needed for the investigation and assess whether the team members have
any conflicts of interest. This ensures that the investigation team has the appropriate skills,
knowledge, and objectivity to handle the case effectively. Ensuring there are no conflicts of
interest is vital to maintain the integrity and credibility of the investigation process.

[IA Practice Guide: Internal Auditing and Fraud

[IA Standard 1210: Proficiency

[IA Standard 1120: Individual Objectivity
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According to the lIA's International Standards for the Professional Practice of Internal

Auditing (Standards), when internal audit staff lacks the required knowledge or expertise to
perform an engagement, the chief audit executive (CAE) should consider obtaining
additional resources with the necessary expertise. This approach ensures that the
assurance engagement can be conducted with the requisite level of competence and
fulfills the standards' mandate for proficiency and due professional care (Standard 1210:
Proficiency).

[IA Standard 1210: Proficiency.
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According to IIA guidance, the chief audit executive is required to report the results of the
quality assurance and improvement program, including external assessments, at least
annually. This ensures that the board and senior management are kept informed about the
internal audit activity's conformance with the Standards and other aspects of audit quality.
[IA's International Standards for the Professional Practice of Internal Auditing on Quality
Assurance and Improvement.
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Assessing soft controls can help internal auditors in undertaking root-cause analysis
because soft controls, such as corporate culture and employee behavior, often provide
insights into the underlying causes of observed deficiencies. By evaluating these soft
controls, auditors can identify why certain hard controls may be failing and what might be
influencing employee actions and attitudes, thus facilitating a more effective audit.

The Institute of Internal Auditors (I1A) guidance on behavioral and cultural audits and risk
management practices.
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Among the survey questions provided, the most effective for identifying ethics violations is:
Does your supervisor comply with laws and regulations affecting the organization? This
question directly addresses compliance and ethical behavior of supervisors, which is
crucial for setting an ethical tone at the top and ensuring organizational integrity.

* Option A: Relates to performance targets and is not directly about ethics.

* Option B: Focuses on skills and training, which are important but not specific to ethics.

* Option D: Concerns resources and time, not directly addressing ethical violations.

[IA's Practice Guide on "Auditing Culture".

Compliance and Ethics Programs guidance.
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Incentive-based compensation structures can increase risks to the organization's control
environment by potentially motivating undesirable behaviors such as taking undue risks or
manipulating results to meet targets that trigger compensation rewards. This can
undermine the integrity of controls and reporting within the organization.

Governance and risk management literature, including studies and guidance on
compensation structures and their impact on organizational behavior and risk.
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The most reliable source of documentation for conformance with the standard for
continuing professional development is the organization's training policy. This policy
typically outlines the requirements for ongoing education, training, and professional
development for internal auditors. It may include mandatory training hours, the types of
training that qualify, and procedures for tracking and reporting completed training. Other
documents, such as a list of auditors attending a conference or an in-house training
manual, may provide evidence of individual training activities but do not provide
comprehensive proof of an ongoing commitment to professional development across the
entire internal audit activity.

[IA Standard 1230: Continuing Professional Development

[IA Practice Guide: Continuing Professional Development
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An increase in nonroutine journal entries is a classic red flag for potential fraud, as such
entries may be used to adjust financials inappropriately. IIA guidance identifies unusual
patterns in financial transactions as significant indicators of potential fraud risks.
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According to IIA guidance on mentoring programs, there is no requirement for a mentor to

be in a higher organizational position than the mentee. The focus is on the value of diverse

mentoring relationships, which can include auditors at the same level having different

mentors or some auditors having no mentor at all. This approach allows for flexibility in the

mentoring process and ensures that professional development needs are met effectively

without strict hierarchical constraints.

The Institute of Internal Auditors (II1A) - Guidance on mentoring programs
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The use of benchmarking research to support the preparation of a report on control
deficiencies demonstrates critical thinking. This skill involves analyzing and evaluating
information from multiple sources to form a well-rounded view of the audit area, leading to
significant findings and effective recommendations in the audit report.

Commonly recognized audit practices and skills as documented in auditing literature and
the IIA's Competency Framework.
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After identifying an organization's risks, the next crucial step is to assess those risks. Risk
assessment involves evaluating the identified risks to determine their potential impact and
likelihood. This assessment helps prioritize the risks, enabling the organization to allocate
resources effectively to manage the most significant risks. Without assessing the risks, the
organization would lack the necessary information to make informed decisions on how to
respond to and mitigate these risks.

The Institute of Internal Auditors (IIA) Standards and Practice Advisories.

COSO Enterprise Risk Management (ERM) Framework.

"Internal Auditing: Assurance & Advisory Services" by IIA, Chapter on Risk Assessment.
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The most effective strategy to manage the risk of losses from foreign currency transactions
related to the accounts payable process is using a hedging strategy. Hedging involves
using financial instruments or market strategies to offset potential losses in investments. In
the context of foreign currency transactions, hedging can protect against adverse
movements in exchange rates, thereby stabilizing cash flows and reducing the
unpredictability of foreign currency expenses.
Financial management practices and risk management strategies.
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The role of internal auditors in assessing how an organization promotes ethics and values
internally and with external business partners involves reviewing the organization's
objectives, programs, and activities related to these areas. This approach aligns with the
standard practice of internal auditing, which aims to ensure that an organization's
processes and policies support its ethical standards and values.

Institute of Internal Auditors (I1A) Standards and Guidelines.
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To encourage and maintain internal audit objectivity, it is crucial for internal auditors to
have an independent reporting line, preferably directly to the audit committee. This policy
helps minimize potential biases or influences from management and ensures that audit
findings are communicated openly and transparently without fear of repercussion or
conflict of interest, thereby safeguarding the objectivity of the audit function.

Institute of Internal Auditors (IIA) - International Standards for the Professional Practice of
Internal Auditing
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The scenario indicates a lack of communication competency. Effective communication
involves not only presenting audit findings clearly but also ensuring that management is
adequately informed and understands the findings prior to the closing meeting. Sharing
draft findings in a way that management was not familiar with and found confusing
suggests shortcomings in how information was conveyed.

* Option B: Business acumen is understanding the business context, which is not the
primary issue here.

* Option C: Persuasion involves influencing others, which is secondary to clear
communication.

* Option D: Critical thinking is about analysis and judgment, not directly related to the
communication issues described.

[IA Standard 2420: Quality of Communications.

[IA Practice Guide: Communication.
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Due professional care was not exercised because the residual risk from the possibility of
authorized users sharing their passwords was not considered. Identifying and assessing
risks associated with shared access and improper handling of credentials is crucial in a risk
assessment. The failure to consider such risks indicates a lack of thoroughness in the
auditor's evaluation of control effectiveness.

[IA Standard 1300: Quality Assurance and Improvement Program
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When evaluating whether management has selected appropriate risk responses, an
internal auditor should consider the organization's risk appetite-the amount and type of risk
that an organization is prepared to pursue, retain, or take. Risk appetite sets the
boundaries within which risk responses should be formulated.

Risk tolerance and capacity are related concepts, but risk appetite is a more direct
measure of whether a particular risk response aligns with organizational goals and
strategy.

Institute of Internal Auditors (l1A) - International Standards for the Professional Practice of
Internal Auditing
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An internal auditor who has a romantic relationship with an audit client violates the rule of
objectivity.

Objectivity requires that auditors make balanced assessments of all the relevant
circumstances and are not unduly influenced by their own interests or by others in forming
judgments. A romantic relationship could impair an auditor's objectivity by creating a
conflict of interest or the perception of bias.References: The IIA's Code of Ethics.
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According to IIA guidance, demonstrating due professional care includes adequately
planning and supervising the engagement, and documenting the scope and methodology
of the audit procedures performed. Option B best demonstrates that internal auditors
exercised due professional care by documenting the scope and methodology of the data
testing, which is essential for ensuring the engagement's objectives are achieved, and any
conclusions drawn are well-supported.

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing.
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The scenario where three chief financial officers have left the organization after being
promoted to the position over the past 18 months presents the most concerning red flag for
possible fraud or other serious issues. Such turnover at a high level, especially in a critical
financial role, could indicate underlying problems such as financial mismanagement,
conflict, or fraud. References: Institute of Internal Auditors (l1A) - Practice Guide: Assessing
Fraud Risks
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The most likely actions by a chief audit executive to prevent division management from
exaggerating sales reports would be announcing a series of internal audit engagements
focusing on compliance with corporate sales-reporting policies and asking the president
and the board to issue a statement of corporate policy stressing the importance of accurate
management reporting and the negative consequences of intentional misreporting. These
actions directly address the behavior of management by establishing oversight and
reinforcing the importance of ethical reporting practices through policy reinforcement and
targeted audits.

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing
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Segregation of personnel duties is a control that is designed to prevent an undesired
activity from happening, such as errors, fraud, or misuse of resources. It means dividing
the tasks and responsibilities related to a process or activity among different people, so
that no one person has complete control over it. This reduces the opportunity and incentive
for anyone to manipulate or falsify the data or transactions, and increases the chances of
detection if they do.

References:

- Preventive Controls: What Are They & Why Are They Important?

- Segregation of Duties - The Institute of Internal Auditors or The IIA
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- Segregation of Duties - Wikipedia
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Obtaining insurance to protect against losses due to bad weather conditions is a strategy

cow

of risk sharing. Risk sharing involves transferring a portion of the risk to another party,
often through mechanisms like insurance, hedging, or outsourcing. By obtaining insurance,
an organization transfers the financial impact of adverse weather conditions to the insurer,
thereby sharing the risk.

Risk avoidance (A) involves eliminating the risk entirely by not engaging in the activity that
generates the risk. Risk reduction (B) refers to actions taken to decrease the likelihood or
impact of the risk. Risk acceptance (C) means acknowledging the risk and deciding to bear
the consequences without taking steps to mitigate it.

ISO 31000:2018 Risk Management - Guidelines

COSO Enterprise Risk Management Framework
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In consulting engagements, the needs and expectations of the engagement client are a
greater consideration compared to assurance engagements. This is because consulting
engagements are typically more advisory in nature and specifically tailored to provide
value and improve an organization's operations based on the client's requirements. In
assurance engagements, the focus is more on the independent assessment against
criteria or standards, which does not vary based on client needs to the same extent.

[IA Practice Advisory on Consulting Services
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According to IIA guidance, the scope of a consulting engagement is determined by either
the engagement supervisor or the chief audit executive (CAE), and it is finalized before
beginning fieldwork. This ensures that the objectives, deliverables, and expectations are
clearly defined and agreed upon by all parties involved. This clear definition helps guide
the consulting engagement, ensuring that it meets the client's needs and aligns with the
internal audit activity's capabilities.

The Institute of Internal Auditors (IIA) Standards and Practice Advisories.

[IA's International Professional Practices Framework (IPPF).

"Internal Auditing: Assurance & Advisory Services" by IIA, Chapter on Consulting Services.
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Ensuring an organization's risk management program remains effective over time is most
critically supported by conducting a combination of ongoing risk reviews and individual
evaluations. This approach allows for continuous monitoring and updating of the risk
landscape, ensuring that the risk management processes adapt to changes in both internal
and external conditions.

[IA guidance on effective risk management practices
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Upon completion of an external quality assessment, the chief audit executive is required to
report the detailed evaluation results of the external assessment to the board. This
disclosure is crucial as it provides the board with insights into the effectiveness and
efficiency of the internal audit function, highlighting areas of strength and opportunities for
improvement. It facilitates informed decision-making regarding the internal audit activity's
practices and processes.

[IA Standard 1320 - Reporting on the Quality Assurance and Improvement Program
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Evaluating organizational culture requires insights into ethics, values, and behavior. The
combination of the ethics policy, structured employee interviews, and communicated
organizational values provides a comprehensive view, as recommended by IIA standards
for governance audits.
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The most appropriate action for the Chief Audit Executive (CAE) to take in the scenario
where staff might mistakenly believe the new internal auditor is related to the procurement
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manager is to discuss the matter with the appropriate personnel to alleviate concerns. This
action ensures that concerns about independence and objectivity are addressed
transparently, maintaining trust in the internal audit function.

The llA's Code of Ethics and standards on objectivity, which stress the importance of
maintaining and demonstrating impartiality in all audit engagements.
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Computer forensic auditing is the process of collecting and analyzing digital evidence from
electronic devices, such as computers, mobile phones, or tablets. The purpose of
computer forensic auditing is to investigate and resolve cases involving cybercrime, fraud,
or other illegal or unethical activities. One of the examples of computer forensic auditing is
recovering deleted communications and emails, which can help to reveal the identity,
motive, or modus operandi of the perpetrators or suspects.

References:

- Forensic Audit Guide - Definition, Steps, Reasons

- What Is Computer Forensics? Types, Techniques, and Careers

- What Is a Forensic Audit, How Does It Work, and What Prompts It?

- IT Audit & Digital Forensics: How to use an IT audit to prepare for a computer forensics
investigation
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To assist the board in gaining a better understanding of the degree of ethics awareness
within the organization, the most appropriate action would be to request the internal audit
activity to perform an ethics-related assurance engagement. This type of engagement
would directly assess the organization's ethical culture and practices, providing the board
with a detailed and objective evaluation of ethics awareness and related issues throughout
the organization.

[IA's guidance on the role of internal auditing in organizational ethics.
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The auditor violated the principle of confidentiality by disclosing information about the
organization without approval. According to IIA guidance, internal auditors are expected to
respect the confidentiality of information acquired in the course of their duties and not
disclose any such information without proper authorization, unless there is a legal or
professional obligation to do so.

The Institute of Internal Auditors (IIA) - Code of Ethics and International Standards for the
Professional Practice of Internal Auditing.
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Having internal auditors rotate to other areas of the organization for non-audit assignments
poses the greatest risk of compromising audit objectivity. This practice can lead to conflicts
of interest and familiarity threats, as auditors may become too closely aligned with the
operations of the areas they audit later, potentially impairing their impartiality and
independent judgment.

[IA Standards on objectivity and independence; guidelines on auditor rotation and non-
audit assignments.
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Testing is the most effective procedure for assessing the operating effectiveness of fraud
prevention and detection controls. By testing specific controls designed to prevent and
detect fraud, the auditor can evaluate whether the controls are functioning as intended and
whether they are being applied consistently. This approach provides direct evidence about
the effectiveness of the controls in the operational environment.

[IA guidance on assessing controls; Auditing standards on testing control effectiveness.
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The most appropriate response for a chief audit executive (CAE) who has been asked to
oversee the organization's insurance function is to report the request to the board and
recommend alternate processes to obtain assurance related to insurance activities. Taking
on operational responsibilities such as overseeing the insurance function could impair the
objectivity and independence of the internal audit activity, making it difficult to audit those
activities impartially in the future.

[IA Standards on independence and objectivity, particularly Standard 1130: Impairment to
Independence or Objectivity.
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Internal auditors must possess the knowledge, skills, and other competencies needed to
perform their individual responsibilities and the internal audit activity's plan. This applies to
both assurance and consulting engagements, as they both require internal auditors to
provide risk-based and objective assurance, advice, and insight to the organization. If the
internal audit team lacks the necessary competencies for a specific engagement, they
should obtain them through training, coaching, or external assistance.

References:

- CIA Exam Practice Questions - Certified Internal Auditor 2019

- Standard 1210 - Proficiency - The Institute of Internal Auditors or The IIA

- Mission of Internal Audit

- Standard 1210.A3 - The Institute of Internal Auditors or The IIA
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The best description of the board's role in establishing effective organizational governance
is that the board has oversight responsibility for organizational resources. This includes
overseeing how resources are allocated and managed, ensuring that the organization's
governance framework is effective, and monitoring overall organizational performance to
align with strategic objectives.

Governance frameworks and the role of boards in corporate governance.

B i: 204

RO END HAfs DIMILMEIZBET ZEBEHNA FSAVITERT HEEZONFTTH?

A. EEEEEFREE (CAE) & MEEMIZIIIRMEREICHE L EEMNICEIREMBREERIC
wELET,

B. Ri#ER =L, CAE DERESHABEZAET DHIIC, LREEBMOHREEZROETS,

C. CAEIZ, 72 < EL5F(C1E NEREEFEOMBMAMIM ZRFEERSIHERT 5,

D. CAEIZHHEEREZEHL FHEDIALFA TG EHNICEBERRICHERD
=OICIRBLET,

IFfi#: (EfiZ R LET)

According to the IIA's mandatory guidance on independence, allowing senior management
to have influence over the CAE's salary adjustments could potentially compromise the
independence of the internal audit function. The board should independently approve the
CAE's salary without seeking senior management's recommendation to maintain the
internal audit function's independence.

The Institute of Internal Auditors (IlA) - International Standards for the Professional
Practice of Internal Auditing, specifically standards related to independence.
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Due professional care is the care and skill expected of a reasonably prudent and
competent internal auditor. It requires internal auditors to follow the International
Professional Practices Framework (IPPF) issued by the Institute of Internal Auditors (l1A),
which includes the Code of Ethics and the Standards. One of the aspects of due
professional care is to perform risk-based audits, which means identifying and assessing
the risks that may affect the organization's objectives, and designing and executing audit
procedures that provide reasonable assurance on the effectiveness of risk management
and internal control. Therefore, option B is an appropriate statement to include in the report
to demonstrate how the internal audit activity meets its requirement for due professional
care.

References:

- Standard 1220 - Due Professional Care

- Due professional care definition

- What is due professional care in internal audit?

- Standard 1220 - Due Professional Care - The Institute of Internal Auditors or The IIA
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Engaging stakeholders in corporate social responsibility (CSR) efforts is effectively done
through their involvement in focus groups and complaint management. This method
facilitates direct interaction and feedback from stakeholders, ensuring that their concerns
and insights are considered in the CSR activities, thereby enhancing transparency and
stakeholder engagement in the organization's CSR strategy.

Best practices in stakeholder engagement and CSR from business management literature.
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Email correspondence would be helpful for a forensic auditor to identify instances of
collusion between an employee and a vendor to defraud the organization. Email
communications can provide direct evidence of discussions and agreements made
between parties involved in the collusion, offering insights into the fraudulent activities.
Forensic auditing best practices, which often emphasize the examination of electronic
communications as part of the investigation into fraudulent activities.
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An organization's code of ethics typically requires an annual attestation of compliance with
the code of conduct by all employees. This practice helps reinforce the importance of
ethical standards and ensures that all employees are regularly reminded of their ethical
obligations. It is a common element in effective ethics programs, serving both as a
reminder and a mechanism for enforcing the code.

Best practices in corporate governance and ethics.
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Evaluating the potential impact on related controls is the first step an internal auditor
should take when identifying a weakness in the control environment regarding the
delegation of authority and responsibility within the management structure. This approach
allows the auditor to understand the extent of the weakness and how it might affect other
controls within the organization. By assessing the impact, the auditor can gather the


https://www.jpnshiken.com/q/68783-6420674/
https://www.jpnshiken.com/q/68783-6420675/
https://www.jpnshiken.com/q/68783-6420676/

necessary information to inform management and recommend appropriate corrective
actions. This method aligns with the principles of risk-based auditing, which emphasize
understanding and evaluating risks before taking further steps.

The Institute of Internal Auditors (I1A) Standards: Standard 2210 - Engagement Objectives:
"Internal auditors must consider the probability of significant errors, fraud, noncompliance,
and other exposures when developing the engagement objectives." COSO Framework:
Control Environment principle emphasizes the need for a robust structure for delegation of
authority and responsibility and its impact on related controls.

BHf: 210

RODOFVADSI L, BEINEHRE | ELTHONSTEN=ZABDEREZRL LXK
LTWADIFEENTTH?

A BHHEEVERSNGEE SEDR—FADNIBEINET,

B. BN EYIHB SN TOERA,

C.HREBRFAIVDWVEZRL RBIINTWAHERL BB HasEMEAHY £,

D. SEIEHR—F AN GRS H Y FT,

FfE:B(OA U FEHEKT D)

The scenario that best illustrates the Fraud Triangle component known as "perceived
opportunity" is when duties are not properly segregated. In the absence of proper
segregation of duties, individuals may find it easier to commit fraud because controls that
would normally prevent or detect improper actions are weak or nonexistent. This creates
an opportunity for fraud to occur, which is a key element of the Fraud Triangle.

Institute of Internal Auditors (l1A) - International Professional Practices Framework (IPPF)
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By not raising an audit finding about the organization failing to make a legally required
disclosure, the internal auditor violated the principle of Integrity. This principle requires
auditors to perform their work honestly, diligently, and responsibly. Ignoring a legal
requirement compromises the auditor's integrity, as it involves a deliberate omission of
relevant facts.

* Option A: Objectivity involves maintaining impartiality, which is related but not directly
relevant to this situation.
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* Option C: Proficiency pertains to having the necessary knowledge and skills.

* Option D: Confidentiality involves respecting the value and ownership of information
received.

[IA Code of Ethics: Integrity.

[IA Standards of Professional Practice.
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The best control to detect cash register disbursement fraud in a large retail store is using
cash registers with internal tapes that are tamper-proof and require a manager to process
voids or refunds. This control directly addresses the risk of cash misappropriation at the
point of sale by adding a layer of oversight and security to the transactions, particularly
those that are prone to manipulation like voids and refunds. References: Best practices in
retail fraud prevention, which often include the use of technology and managerial oversight
to control and monitor cash transactions.
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In this situation, the appropriate action for the internal auditor is to remain independent and
avoid roles that could impair this independence, such as making managerial decisions. By
advising and then directing the management to submit the proposal to senior management
and the board, the auditor maintains an advisory role without crossing into decision-making
territory, thus preserving the independence necessary for an assurance role.

Institute of Internal Auditors (l1A) - International Standards for the Professional Practice of
Internal Auditing
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Risk management is the process of identifying, assessing, and responding to the
uncertainties that may affect the organization's objectives. Effective risk management
means attempting to control, as much as possible, future outcomes by acting proactively
rather than reactively. Therefore, effective risk management offers the potential to reduce
both the possibility of a risk occurring and its potential impact.

Option A is the most likely scenario that indicates that the organization is not managing
risks effectively, because it shows that the organization failed to comply with the disclosure
requirements and exposed itself to regulatory fines and reputational damages. This could
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have been avoided or mitigated if the organization had implemented a robust risk
management framework that included policies, procedures, controls, and reporting
mechanisms to ensure transparency and accountability in its transactions.

The other options are less likely to indicate ineffective risk management, as they involve
external factors that are beyond the organization's control or influence:

- Option B involves an unexpected global pandemic, which is a rare and unpredictable
event that could cause significant disruptions to any organization.

- Option C involves potential allegations of child labor usage by third-party suppliers, which
is a reputational risk that the organization tried to address by terminating the contracts.

- Option D involves a lawsuit by a local community against a wind farm developer, which is
a legal risk that the developer tried to prevent by complying with all legal requirements.
These scenarios may still pose challenges or losses for the organization, but they do not
necessarily reflect poor risk management practices.
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Management's decision to set a specific price below which liquid fuel shall not be sold, but
instead stored, represents Risk avoidance. This approach involves eliminating the risk
entirely by avoiding the activity that generates the risk. In this scenario, by deciding not to
sell fuel below a certain price, management avoids the risk of losses due to price
fluctuations.

ISO 31000: Risk Management Guidelines.

COSO ERM Framework.
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The most appropriate course of action when an internal auditor identifies an error that
could affect the overall results of the engagement is to inform the engagement supervisor
of the error and allow the supervisor to determine the appropriate action to take. This
approach ensures that the error is addressed according to the internal audit's standard
procedures and maintains the integrity and accuracy of the audit report. References:

[IA Standards on supervision and due professional care, which require that issues
identified during audit engagements be escalated appropriately to ensure accurate and
reliable audit results.
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Providing access to online internal audit and business skills courses is the best support for
internal auditors to meet their continuing professional development requirements. This
resource offers auditors the opportunity to continuously enhance their knowledge and skills
in a flexible and accessible manner, which is crucial for maintaining the proficiency and
effectiveness required by the IIA standards.

[IA's Continuing Professional Education (CPE) requirements
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The chief audit executive (CAE) taking on a consultative role can appropriately coordinate
and facilitate risk workshops for management. This task aligns with the advisory function of
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internal audit, where they support and facilitate the risk management process without
directly setting the risk appetite or determining risk mitigation strategies, thereby
maintaining their advisory and facilitative role without assuming management
responsibilities.

International Standards for the Professional Practice of Internal Auditing; guidance on
internal audit's role in consulting.
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The first step in conducting a fraud risk assessment is to identify relevant fraud risk factors
(Option A). This involves understanding the internal and external factors that could
influence the likelihood and impact of fraud within the organization. Identifying these risk
factors sets the foundation for subsequent steps, such as identifying potential fraud
schemes, existing controls, and red flags. This approach aligns with the guidance provided
in the lIA's Practice Guide on Managing the Business Risk of Fraud, which outlines the
process of conducting comprehensive fraud risk assessments starting with identifying risk
factors.

IIA Practice Guide: Managing the Business Risk of Fraud

COSO Framework for Fraud Risk Management

B 221

JAVEBIL—LI—V EETHIEOETLGHMZHBELTLELDIE RDS55ENT
IhH?

A. EXMLKICHESHTEERFE,

B. BEERICX T HHBOBEZEO S,

C.Oa—RL—bk ANFUREEZEIELT D,

D.EDRADYYRY ETHERMEZHRT D10,

Eff: (EfEZRTLET)

The primary objective when implementing a risk management framework is to enhance an
organization's confidence in achieving its strategy. A risk management framework helps an
organization identify, assess, and manage risks that could impact its ability to achieve
strategic objectives. By systematically managing risks, the organization can make informed
decisions, allocate resources more effectively, and improve its overall resilience, thus
increasing confidence in achieving its strategic goals.
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COSQO's Enterprise Risk Management - Integrating with Strategy and Performance.
The IlA's Practice Guide on Risk Management.
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For an internal auditor who facilitates control self-assessment workshops, collaboration
skills are most important. These skills enable the auditor to effectively engage with
participants, foster open communication, and facilitate group interactions that lead to more
comprehensive and accurate assessments. Collaboration is essential for guiding
discussions, resolving conflicts, and ensuring that the workshop objectives are met
effectively.

Best practices in facilitating workshops and internal auditor competency requirements as
outlined in professional development resources and the IIA's standards.
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Ethics are indeed not defined by laws alone; they are based on standards of conduct
derived from shared principles and values. This statement most accurately reflects the
nature of ethics in the context of corporate social responsibility (CSR), emphasizing that
while ethics are guided by laws, they fundamentally originate from broader societal values
and the ethical norms of the community.

Basic ethical principles in CSR and business ethics literature
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According to IIA guidance, it is appropriate for an internal auditor to determine whether the

organization has adequate controls to achieve its CSR objectives and to facilitate a

management self-assessment of CSR controls and results. These activities are within the

scope of internal auditing as they involve evaluating the effectiveness of governance, risk

management, and control processes. Consulting on project design and implementation for

CSR or excluding external risks goes beyond the typical role of internal auditing, which is

to provide independent assurance.

The IlA's guidance on the role of internal auditing in organizational governance and control

evaluations.
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Evaluating the effectiveness of an organization's risk assessment activity involves multiple
strategies to ensure a comprehensive review. Interviewing staff at various levels (Strategy
1) helps understand the organization's objectives, significant risks, and risk appetite.
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Reviewing board meeting minutes (Strategy 2) determines whether significant risks are
communicated timely to the board. Evaluating the adequacy and timeliness of
management remediation actions (Strategy 3) ensures that risks are being effectively
managed. Together, these strategies (Option B) provide a robust framework for assessing
the effectiveness of the organization's risk assessment activities.

[IA Practice Guide: Assessing the Adequacy of Risk Management Using ISO 31000 IIA
Standards, Standard 2120: Risk Management
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In creating a fraud risk matrix, an internal auditor would most likely include fraud scenarios
along with the relevant risks associated with each scenario. This approach allows for a
detailed analysis of specific fraudulent acts that could occur and the risk levels pertaining
to different areas of operation within the branch.

This is essential for identifying and prioritizing fraud risks and helps in designing or
enhancing controls to mitigate these risks effectively.

[IA guidance on fraud risk management.
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For a new board chair, the first step to ensure effective leadership involves gaining an
understanding of the needs of key stakeholders. This foundational knowledge is critical as
it shapes the chair's approach to governance, strategic alignment, and stakeholder
engagement, providing a direct line of sight into the expectations and concerns that may
influence the organization's direction.

Best governance practices and board leadership guidelines
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The principle of objectivity in the IIA Code of Ethics specifically requires internal auditors to
disclose all material facts known to them that, if not disclosed, may distort the reporting of
activities under review (Option D). This principle ensures that internal auditors remain
unbiased and do not withhold information that could affect the conclusions of their audit
reports, thus maintaining the integrity and transparency of the audit process.

[IA Code of Ethics: Objectivity

[IA Standards, Standard 1120: Individual Objectivity
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When evidence of multiple incidents of fraud is discovered and there are insufficient
controls in place, the internal auditor's most appropriate next step is to discuss the
situation with the engagement supervisor to determine whether fraud investigation experts
are needed. This step ensures that specialized expertise is considered and engaged if
necessary to properly investigate the matter and to determine the appropriate response,
including the potential involvement of law enforcement.

International Standards for the Professional Practice of Internal Auditing on responding to
findings and incidents of fraud; guidance on fraud investigation.
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The chief audit executive (CAE) should recommend that the executive attend the event but
decline the offer to use the luxury vehicle. This advice maintains the executive's ability to
participate in relevant business activities while avoiding activities that might appear to
compromise his integrity or the organization's standards of ethical conduct. References:
[IA's Code of Ethics and standard guidance on conflicts of interest and the acceptance of
gifts.
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The primary reason a chief audit executive should dedicate time and resources to the
continuing professional development of internal audit staff is to ensure they have the
competency to address high-priority risks.
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Continuous professional development ensures that audit staff are equipped with up-to-date
knowledge and skills necessary to effectively audit complex and evolving risk
environments, thereby contributing directly to the effectiveness and reliability of the internal
audit function.

[IA standards on continuing professional development and staff competencies.

B 232

BREEE, HAEOEE~NDTELGYENT VR ERET A=OICHILAASTERELT
WET, CNF UTOEDEEOEERDBFI T M ?

A oy rOo—),

B.¥—a>bra—JL,

C.¥EHartOo—JL,

D. P EE

IEfE: (EfEZRRLETY)

Installing security cameras to identify unauthorized physical access to a warehouse is an
example of detective controls. Detective controls are designed to identify and alert the
occurrence of an unwanted or risky event, such as unauthorized access, after the fact,
allowing for timely corrective action to be taken.

Basic control types and functions in security management
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A risk assessment process is a crucial precondition for developing an effective system of
internal controls. It helps identify and analyze risks relevant to achieving the organization's
objectives, thereby informing the design and implementation of appropriate controls to
mitigate those risks. This foundational step ensures that the internal controls are aligned
with the specific risk landscape of the organization.

COSO Framework on Internal Control, Principle Related to Risk Assessment
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The internal audit activity is best positioned to monitor the organization's risk mitigations.
This role involves regularly reviewing and assessing the effectiveness of risk management
processes and controls that management has implemented to mitigate identified risks. This
monitoring function is a key component of the internal audit's assurance services.
[IA Standard 2120 - Risk Management

B i: 235

ERSIBLOELENRIA, NMETMMACESELY DFHES LTV -E#RETOL
AICHAET HEBICBEEINFE L, FIIEOABETEEEINOIRNEREDOIGIE, R
DO BLENTI M,

A RIEFEDBEIE BREOEHE TO X ICHAT 2 EEMBHBNRA L FNMEEZ D
o9, COREBEZFANTLES,

B. A HILTA VI EXBOGEEF EEANUIMHEE L TW-2F0OXBK 2T @I o2&
FTEENH BYLBTZIERL BEYETEZERELET,
C.aVHLTAVIEBOGEI BFEOEHE T O ICHAT AERMNGHHICEL ST
FRANEL ANEENET =, COXRBEZITANTLIZSLY,

D. REEEFDIGE COEBMNEYEToON-HRTAREZEAOLUAIORIZREER
BEEESNHO>TWV 1, COEYVETEZITANET,

IEfE: (EfEZRRLET)

If the assignment is a consulting engagement, the best action for the new internal auditor,
who recently transferred from being an accounts payable clerk, is to decline the
assignment and ask to be reassigned. This avoids any conflict of interest and maintains
objectivity, as the auditor would be evaluating processes for which they were previously
responsible, potentially compromising the independence and objectivity required in
consulting engagements.

[IA Standards 1120 - Objectivity
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The board of directors should play a leading role in overseeing the ethical atmosphere of

an organization. As the highest governance body, the board has the ultimate responsibility

for setting the organization's tone at the top, including its ethical culture and practices. This
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responsibility includes overseeing senior management to ensure that ethical policies and
practices are developed, communicated, and enforced throughout the organization.
[IA guidance on governance and ethical oversight.
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According to the IIA Standards, internal auditors must have sufficient knowledge to
evaluate the risk of fraud and the manner in which IT is managed. This includes
understanding their organization's IT governance, risk, and control processes (Option D).
Standard 1210.A3 specifies that internal auditors must have sufficient knowledge of key
information technology risks and controls and available technology-based audit techniques
to perform their assigned work. This ensures that auditors can effectively assess and
contribute to the improvement of the organization's IT governance and control
environment.

[IA Standards, Standard 1210.A3: Proficiency - Technology-based Audit Techniques IIA's
International Professional Practices Framework (IPPF)
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According to lIA guidance, the 'familiarity’ threat to objectivity occurs when an internal
auditor has a long- term business relationship with the audit client. This kind of relationship
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can lead to a closeness or trust that might compromise the auditor's objective assessment
of the client's policies, procedures, or transactions due to a lack of critical assessment or
skepticism.

The llA's Code of Ethics and International Standards for the Professional Practice of
Internal Auditing on objectivity and conflict of interest.
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[IA standards highlight that organizational independence is compromised when senior
management can alter the internal audit scope. Independence ensures that internal
auditors operate without influence or pressure from those they audit, critical for impartiality.
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A true statement regarding controls such as ethical values, tone at the top, and operational
style is that breakdowns in these types of controls have historically led to fraudulent
financial reporting. These are elements of what is often referred to as "soft controls" and
play a critical role in shaping the corporate culture that governs employee behavior. When
these controls are weak or improperly managed, they can contribute to an environment
conducive to fraud.

Studies and reports on corporate governance and internal controls, including research on
fraud cases.
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The duties that should not be performed by the same person to ensure adequate
segregation of duties include recording cash receipts and preparing bank reconciliations.
Combining these duties in one individual can lead to potential fraud or errors not being
detected within the cash management processes.

Common principles of internal control regarding segregation of duties, aimed at preventing
fraud and errors by ensuring no one individual has control over all aspects of a financial
transaction.
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If a CAE has no direct access to the board, the most appropriate action, according to IIA
guidance, is to maintain communication with the board through written communications.
This method ensures that the board is informed of relevant audit findings and issues,
upholding the governance role of the internal audit function even without direct access.
This approach aligns with [IA standards on communicating and reporting to senior
management and the board.

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing, specifically standards related to communication and reporting.
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The scenario where the chief audit executive (CAE) declines a request to review and
provide feedback on strategic plans for a merger due to the team's lack of experience with
mergers demonstrates internal audit proficiency. Proficiency in internal auditing involves
understanding and applying knowledge, skills, and competencies to perform tasks
according to professional standards. Recognizing the limitations of the audit team's
expertise and declining engagements that exceed their proficiency safeguards the quality
and reliability of the audit function.

[IA Standard 1210 - Proficiency, which mandates that internal auditors must possess the
knowledge, skills, and other competencies needed to perform their individual
responsibilities.
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The effectiveness of the control environment is a fundamental aspect that internal auditors
must consider to ensure a comprehensive assessment of the adequacy of controls. The
control environment sets the tone at the top and is the foundation on which the rest of the
control structure is built, influencing the effectiveness and robustness of specific controls.
Institute of Internal Auditors (IIA) - International Standards for the Professional Practice of
Internal Auditing
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According to typical descriptions of fraud schemes, Tax evasion (intentional reporting of
false or misleading information on a tax return by an organization to reduce taxes owed)
and Disbursement fraud (occurs when a person causes the organization to issue a
payment for fictitious goods or services) are true statements. These are common schemes
that involve intentional misrepresentation to achieve financial gain at the expense of the
organization or government.

Fraud examination and prevention literature and standards from professional organizations
such as the Association of Certified Fraud Examiners (ACFE) and the Institute of Internal
Auditors (lIA).
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The best evidence of conformance with the Standards concerning the proficiency required

of the internal audit activity would be a listing of employee profiles and certifications. This

documentation provides concrete evidence of the knowledge, skills, and competencies of

the internal audit staff, ensuring that they meet the requirements set forth by the

professional standards and are capable of performing their duties effectively.

This also aligns with the Standards' requirement for the internal audit activity to possess

the knowledge, skills, and other competencies needed to perform its responsibilities.
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The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing
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According to the Standards, the risk register should include information about identified
risks and how these are being managed. Management's acceptance of inadequate
controls for a significant risk such as cybersecurity should be documented as it represents
a known risk exposure that the organization has chosen to accept. This helps ensure
transparency and informs subsequent audit activities and decisions.
International Standards for the Professional Practice of Internal Auditing, specifically on
risk assessment and management.
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Assigning compliance responsibilities to the chief audit executive (CAE) can impair the
internal audit activity's independence. When the CAE has operational responsibilities, such
as compliance, it may lead to a conflict of interest or self-review, both of which can
compromise the independence required to objectively assess and report on the
organization's risks and controls.References: Institute of Internal Auditors (lIA) -
International Standards for the Professional Practice of Internal Auditing, particularly those
concerning independence and objectivity.
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Protecting the objectivity of internal auditors is a crucial aspect of maintaining the integrity
and reliability of the internal audit function. According to the International Standards for the
Professional Practice of Internal Auditing (Standards), specifically Standard 1120:
Individual Objectivity, internal auditors must have an impartial, unbiased attitude and avoid
any conflict of interest. Prohibiting auditors from accepting gifts from audit clients or
potential clients (Option C) is a clear measure to prevent conflicts of interest and ensure
that auditors remain objective and free from undue influence. This practice is in line with
maintaining the highest level of ethical standards as per the IIA's Code of Ethics.

[IA Standards, Standard 1120: Individual Objectivity

[IA Code of Ethics
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When prioritizing fraud risks, the most important factor for internal auditors to consider is
the organization's culture. A culture that does not robustly promote ethical behavior or
where management overrides controls can significantly increase the likelihood and impact
of fraud. This aligns with risk management principles that consider organizational culture
as a key element in the effectiveness of controls to prevent, detect, and respond to fraud.
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The Institute of Internal Auditors (I1A) guidance on assessing and managing fraud risks and
organizational culture.
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If the IT contractor previously worked under the bank's IT security manager and is now
applying for an internal audit position at the bank, the chief audit executive should allow the
hiring but restrict the contractor from working on IT security audits for one year. This
measure prevents potential conflicts of interest and ensures that the contractor's prior
association with the IT security manager does not influence audit objectivity.

[IA Standards for Professional Practice of Internal Auditing, specifically those related to
objectivity and conflicts of interest.
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Demonstrating competencies in professional judgment and conflict management involves
engaging in dialogue to understand differing viewpoints and resolve disagreements. By
meeting with management to discuss their concerns, the auditor shows a commitment to
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understanding the issues and working collaboratively to address any misunderstandings or
disagreements, which is a critical aspect of effective audit practice.

Institute of Internal Auditors (l1A) - International Standards for the Professional Practice of
Internal Auditing and Practice Advisories on Conflict Resolution
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Due professional care was applied by the internal auditor. According to IIA guidance, due
professional care involves applying reasonable judgment in all audit circumstances. The
auditor's decision to extend the scope of testing based on a fraud risk assessment, even
though no issues were initially found, represents a judicious use of professional judgment
given the potential risk of fraud. The fact that fraud was later discovered does not
necessarily imply a lack of professional care, as audits cannot guarantee the detection of
all frauds.

[IA Standard 1220 - Due Professional Care
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Corruption in the context of unethical practices typically involves wrongdoing for personal
gain or to benefit another at the expense of the organization. Demanding payment from a
vendor for decisions made in the vendor's favor is a clear example of corruption, as it
involves misuse of authority for personal benefit. The other options listed deal with
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accounting manipulations or reimbursement fraud, which, while unethical, are not
examples of corruption as defined in auditing terminology.
Association of Certified Fraud Examiners (ACFE) - Fraud Definitions and Classifications
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The indication that an internal auditor was assigned to an assurance engagement is most
strongly given by the requirement that the auditor must not assume management
responsibilities while performing the engagement.

This aligns with the principles of objectivity and independence, which are critical in
assurance engagements to provide unbiased and reliable conclusions. Taking on
management responsibilities could compromise the auditor's objectivity by involving them
in the operations they are auditing.

[IA's International Standards for the Professional Practice of Internal Auditing.
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The driver of fraud that is directly controllable by an organization is Opportunity. By
designing and implementing strong internal controls, clearly defining roles and
responsibilities, and conducting regular audits and reviews, an organization can
significantly reduce the opportunities for fraud to occur within its environment.
Fraud Triangle theory and IIA guidance on fraud risk management.
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Under the circumstances described, the type of fraud most likely to occur is skimming.
Skimming involves stealing cash before it is recorded on the organization's books. Since
receipts were issued only upon request and the inventory manager had control over
collecting and depositing payments, there is an opportunity for undetected theft of cash
payments.

Common types of fraud in cash handling environments, as outlined in fraud detection and
prevention resources by the lIA.
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Comparing vendor addresses to employee addresses is a common audit test to detect
fictitious invoices.

Fictitious invoices are often created by employees who use their addresses or addresses
of associates as vendor addresses to facilitate fraud.

* Option B: Matching cancelled checks to invoices ensures payment was made but does
not specifically detect fictitious invoices.

* Option C: Searching for duplicate payments addresses duplicate invoices but not
necessarily fictitious ones.
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* Option D: Checking employee bank records could indicate fraud but is invasive and less
direct than comparing addresses.

[IA Practice Guide: Fraud Detection.

COSO Fraud Risk Management Guide.
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The statement that best describes the difference between risk appetite and risk tolerance
is that risk appetite refers to an organization's general level of acceptance of risk, while risk
tolerance is a more specific and subordinate concept. Risk appetite is the broad-based
amount of risk an organization is willing to accept in pursuit of its mission, while risk
tolerance defines the acceptable level of variation that management is willing to allow for
any particular risk as it pursues its objectives.

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing
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The role of the board in organizational governance most accurately involves the
responsibility for the outcome of the process. This encompasses overseeing the strategic
direction of the organization, ensuring that corporate objectives are met, and that the
management's activities align with the overall strategic vision and risk appetite of the
organization. The board's oversight role is crucial in ensuring effective governance and
accountability throughout the organization.

The Institute of Internal Auditors (IlA) - International Standards for the Professional
Practice of Internal Auditing
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The best way for internal auditors to demonstrate their proficiency to effectively carry out
their professional responsibilities is to obtain appropriate professional certifications or other
designations. These credentials, such as Certified Internal Auditor (CIA) or Certified
Information Systems Auditor (CISA), are recognized indicators of an auditor's commitment
to continuing education, professionalism, and adherence to industry standards.

[IA Standards for the Professional Practice of Internal Auditing and Continuing Professional
Education requirements
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The appropriate role for the internal audit activity is assisting the organization in
maintaining effective controls. The internal audit function provides an independent and
objective assessment of whether the organization's risk management, control, and
governance processes are adequate and functioning effectively.

Implementing new controls or ensuring key risks are managed falls outside the typical
scope of internal audit responsibilities, which are primarily advisory and evaluative, not
operational.

Institute of Internal Auditors (lIA) - International Professional Practices Framework (IPPF)
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In a small organization where management cannot achieve adequate segregation of duties
for its cash- handling procedures, installing hidden surveillance cameras to monitor these
activities is an example of a compensating control. Compensating controls are alternative
measures implemented to mitigate risk when primary controls (such as segregation of
duties) cannot be fully achieved. These controls help maintain security and oversight
despite limitations in the control environment.

Internal control frameworks and best practices.
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The risk created when a manager bypasses organizational policies and procedures to
meet an organization's objective is best described as monitoring failure risk. This type of
risk arises when there is insufficient oversight or ineffective controls that fail to detect or
prevent departures from prescribed procedures, which could lead to non-compliance,
inefficiencies, or other adverse outcomes.

[IA guidance on risk categories and management control frameworks.
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The most accurate statement with respect to the required elements of the quality
assurance and improvement program is that quality assessments focus on the internal
audit activity's structure, relationships with stakeholders, compliance with the Standards,
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and internal audit staff proficiency. This description aligns with the 1lA's standards on
quality assurance, emphasizing the comprehensive scope of internal assessments, which
are integral for ensuring the internal audit function operates effectively and adheres to
professional standards.

[IA's International Standards for the Professional Practice of Internal Auditing and
Guidance on Quality Assurance.
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The internal audit charter provides a formal definition of the internal audit activity's
purpose, authority, and responsibility. It is foundational for helping new auditors
understand their role and how internal audit functions within the organization.
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Considering the possibility of noncompliance or irregularities at all times during an
engagement best demonstrates an internal auditor's due professional care. This proactive
approach to skepticism ensures that the auditor remains vigilant and prepared to identify
any indications of noncompliance or irregular activities, which is central to upholding the
integrity of the audit process.

[IA standards on due professional care, which emphasize the importance of maintaining an
attitude of professional skepticism throughout the audit process.
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According to IlA guidance, the practice by the chief audit executive (CAE) that best
enhances the organizational independence of the internal audit activity is meeting privately
with the board at least annually.

This practice ensures that the internal audit activity can operate independently of
management and directly report and discuss significant matters with the board, which is
critical for maintaining its independence and objectivity.

The Institute of Internal Auditors (l1A) - International Standards for the Professional
Practice of Internal Auditing.
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By accepting a role as an engagement supervisor on a highly specialized and technical
engagement for which she did not have the expertise, the internal auditor violated the
fundamental principle of competency as outlined in The 1lA's Code of Ethics. The principle
of competency requires internal auditors to perform audit services with the necessary
knowledge, skills, and experience. Accepting an assignment without the required expertise
undermines the quality and reliability of the audit work.

The IIA Code of Ethics: "Internal auditors shall engage only in those services for which
they have the necessary knowledge, skills, and experience." The IIA Standards: Standard
1210 - Proficiency: "Internal auditors must possess the knowledge, skills, and other
competencies needed to perform their individual responsibilities."
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The authority of the internal audit activity, as outlined in the audit charter, includes having
full access to the organization's records, physical property, and personnel necessary to
conduct audit engagements. This access is critical for the internal audit activity to perform
its duties effectively and independently, ensuring that auditors can obtain the information
and resources they need to evaluate the organization's processes and controls
comprehensively.

The IIA Standards: Standard 1000 - Purpose, Authority, and Responsibility: "The purpose,
authority, and responsibility of the internal audit activity must be formally defined in an
internal audit charter... The chief audit executive must periodically review the internal audit
charter and present it to senior management and the board for approval." The IIA Practice
Guide: "Understanding the Importance of the Internal Audit Charter": Emphasizes the
necessity for the internal audit activity to have unrestricted access to organizational
records, property, and personnel.
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To provide effective governance over the organization's culture, the organization's
governing body should provide direction. This involves setting a tone at the top that
promotes ethical behavior, accountability, and transparency throughout the organization.
Providing direction helps ensure that organizational values are communicated and
reinforced, influencing the culture and ethical climate of the entire organization.

[IA guidance on governance and leadership's role in organizational culture.
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When the chief audit executive (CAE) is responsible for risk management, it is essential to
maintain the independence and objectivity of the internal audit activity. Therefore, the
oversight of the internal audit activity's assurance over risk management should be
assigned to a party outside of the internal audit activity.

This ensures that there is no conflict of interest and that the internal audit function can
provide unbiased assurance on risk management processes.

The llA's Standards, particularly Standard 1112 on Chief Audit Executive Roles Beyond
Internal Auditing.

The llA's Practice Guide on Independence and Objectivity.

Eﬁ:ﬁ: 274

HBOANFT R TOERICELTHFEINIABETETHIRDS> 5 ENTTH?

A TRTOANFT VREBZERICEERELET,

B. LREEBICHB IO RICET HBEMA/ T R EZRHELET,

C..EEND&HE LEL—DFRE BLUFHEICEDHHMICOVNT IMHERLEELFE
ER

D. R TIEKHERAINTVESANFT U RBELEBITIIHNT HERE,

EfE: (EfEZRRLET)

Internal audit activities are expected to contribute to the improvement of the organization's
governance processes. To effectively fulfill this role, internal auditors must work with the
board to agree on the scope of their governance assessments. This includes defining the
range of activities to be reviewed, the depth of these reviews, and the time period covered.
Achieving this agreement ensures that the internal audit's evaluation aligns with the
board's expectations and the organization's strategic objectives, thereby enhancing the
overall governance framework.

[IA Standard 2110: Governance

[IA Practice Guide: Assessing Organizational Governance
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An appropriate disclosure of potential nonconformance with the Standards would be that
an external assessment of the internal audit activity was last performed six years ago.
According to IlA standards, external assessments must be conducted at least once every
five years. Failing to perform an external assessment within this timeframe constitutes
nonconformance with the Standards.

[IA Standard 1312 - External Assessments, which requires that external quality
assessments be performed at least once every five years to ensure conformity with the
Standards.
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Demonstrating due professional care involves thorough testing and evaluation of evidence.
The internal auditor exhibited due professional care by selecting a sample of purchase
orders above a specific threshold and obtaining documentation for each to verify
compliance with the required bidding process. This methodical approach ensures that audit
findings are based on sufficient, appropriate evidence and that conclusions about the
effectiveness of controls are well-supported.

International Standards for the Professional Practice of Internal Auditing, particularly those
related to due professional care and evidence evaluation.
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Due professional care requires internal auditors to understand the engagement objectives
and scope fully, ensuring their work is thorough and appropriate for the given situation. It
involves exercising appropriate diligence and professionalism during audits. References:
* IIA Standard 1220: Due Professional Care.

* [IA Practice Guide: Demonstrating Due Professional Care.
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The most likely potential red flag for fraud by the internal audit activity in the given
scenarios is when monthly payroll reports are not vetted to ensure terminated employees
have been removed from the payroll system. This situation can lead to payments to non-
existent ("ghost") employees, a common fraud scheme, and represents a significant
control weakness that could be exploited for fraudulent purposes.

Institute of Internal Auditors (IIA) - International Professional Practices Framework (IPPF)
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Policies that provide examples of inappropriate business relationships best promote
objectivity in the internal audit activity's work by explicitly defining what constitutes a
conflict of interest and guiding auditors on how to avoid situations that might impair their
objectivity. This clear delineation helps maintain the independence and unbiased
perspective necessary for effective auditing.

Institute of Internal Auditors (IIA) - Code of Ethics and Professional Standards; literature on
maintaining objectivity in internal auditing.
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The job responsibilities of the warehouse employee, where the same individual is
responsible for receiving goods and distributing materials and spare parts, compromise
segregation of duties. This lack of segregation poses a significant fraud risk because it
allows a single individual to control multiple aspects of the inventory process, increasing
the opportunity for misappropriation or manipulation of inventory without adequate checks
or oversight.

Institute of Internal Auditors (l1A) - International Professional Practices Framework (IPPF),
Practice Guide:

Assessing Fraud Risks
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Since the CAE and senior audit staff were actively involved in the IPO process, their
objectivity could be compromised if they conduct the assurance engagement. Disclosing
these limitations to the audit committee and suggesting alternatives, such as outsourcing
the engagement, helps maintain the integrity and objectivity of the audit process.
References:

* IIA Standard 1130: Impairment to Independence or Objectivity.

* [IA Practice Guide: Independence and Obijectivity.
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In developing a formal internal control framework, globally accepted frameworks such as
COSO or COBIT emphasize the importance of organization-wide objectives. These
objectives provide a foundation for aligning internal controls with the organization's goals,
ensuring comprehensive coverage and relevance of the control framework.

* Option A: Independent assessments are part of the assurance process but not the
foundation of the framework.

* Option B: Continuous monitoring is a control activity within the framework.

* Option C: Business continuity and backups are specific control activities but not
foundational elements of the framework.

COSO Internal Control - Integrated Framework.

COBIT Framework for IT Governance and Control.
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The 'adaptability culture' within an organization is best described as one that emerges in
environments requiring quick response and high-risk decision-making. This type of culture
is agile, allowing an organization to adapt rapidly to new challenges, market demands, or
technological changes.
Robert E. Quinn and Kim S. Cameron's "Diagnosing and Changing Organizational
Culture", which outlines different types of organizational cultures and their characteristics.
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The situation that presents the lowest risk of impairing an internal audit activity's
independence is when senior management provides feedback on the scope of the internal
audit plan. This allows for collaborative planning while still maintaining the internal audit's
independence in performing its duties, as the final audit scope decisions remain with the
internal audit activity.

[IA standards on independence, which discuss the need for internal audit to maintain
control over audit scopes while considering input from senior management to ensure
relevant and effective audit coverage.
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Strong management oversight of the purchasing and accounts payable functions best
mitigates the risk of corruption schemes between employees and vendors. This control
ensures that transactions are reviewed and approved at appropriate levels, which helps
prevent and detect collusion and corrupt practices.

[IA guidance on preventing and detecting corruption.
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The most appropriate action for the chief audit executive to take when updating the internal
audit charter is to perform a review of IIA guidance to become acquainted with the latest
mandatory elements prior to updating the charter. This ensures that the charter will be
updated according to the most current standards and practices required by the IIA. Staying
updated with the latest guidance helps in maintaining compliance with professional
standards and aligning the internal audit function's objectives and scope with
organizational needs and regulatory expectations.
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[IA's International Standards for the Professional Practice of Internal Auditing and guidance
on internal audit charters.
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Facilitation skills are critical for assessing corporate social responsibility through a self-
assessment. Effective facilitation helps guide the participants through the self-assessment
process, ensuring that all relevant issues are thoroughly discussed and that contributions
from various stakeholders are effectively incorporated. This skill set is essential for eliciting
insightful, honest feedback and fostering a constructive dialogue about the organization's
social responsibility practices.

Institute of Internal Auditors (l1A) - International Professional Practices Framework (IPPF)
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According to the Institute of Internal Auditors (I1A) guidance, the nature and scope of
assurance and consulting services provided by the internal audit function should be clearly
delineated in the internal audit charter. The charter is a formal document that defines the
internal audit activity's purpose, authority, and responsibility, setting the scope within which
the internal audit team operates.

The IlA's International Professional Practices Framework (IPPF), specifically the guidance
related to internal audit charters.

Top of Form
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When dealing with requests for internal audit records, especially those involving third
parties, it is crucial to balance the need for confidentiality with the potential benefits of
sharing information. According to IIA guidance, the chief audit executive (CAE) should
consult with senior management to ensure that any decision to release audit records is
aligned with the organization's policies, legal considerations, and ethical standards.
Consulting with senior management allows for a thorough evaluation of the implications of
releasing the records, including potential risks, legal constraints, and the impact on
relationships with third-party suppliers.

This collaborative approach ensures that the decision is well-informed and appropriately
authorized.

[IA Standard 2440: Disseminating Results

[IA Code of Ethics: Confidentiality Principle
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The best course of action is for the internal auditor to consult with the chief audit executive
(CAE) regarding the suspicious documents. This step aligns with IIA standards, which
advise consulting senior audit leaders in cases of potential fraud to ensure proper
investigation and avoid alerting those who might be involved.
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The objective of a consulting engagement where the internal audit team is asked to advise
on new controls following a high-profile processing error is typically determined
collaboratively by the business unit manager and the engagement supervisor. This
cooperation ensures that the engagement's goals align with the specific needs of the
business unit while adhering to the broader objectives and standards of the internal audit
function.

References: Institute of Internal Auditors (lIA) - International Professional Practices
Framework (IPPF)
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The risk management technique described by finding a local partner to manage sales and
distribution in a new, volatile region is best characterized as "Sharing." This approach
involves sharing the risk with another party that can better manage or absorb part of the
risk, thus reducing the organization's direct exposure to potential adverse outcomes.

Risk management literature and practices, including frameworks such as ISO 31000.
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An internal auditor would expect to find a statement of the organization's values, reflecting
its attitude toward risk, within an organization's internal control framework. This statement
helps set the tone at the top regarding the importance of control and the approach to risk
management, which is fundamental for guiding the behavior and decision-making within
the organization. References: Committee of Sponsoring Organizations of the Treadway
Commission (COSO) - Internal Control Framework™ 1
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The key principles approach to risk management involves evaluating whether the
organization's risk management practices align with fundamental principles, such as being
an integral part of decision making, being transparent, responsive to change, and
addressing uncertainty. This approach focuses on assessing the adherence to core risk
management principles rather than specific processes or maturity levels.

The maturity model approach (A) assesses the level of sophistication and development of
risk management practices. The process element approach (B) evaluates specific
components of the risk management process.

The key performance indicators approach (D) focuses on using specific metrics to gauge
the effectiveness of risk management.

The internal auditor's focus on the integration of risk management into decision making
and its responsiveness to change aligns with the key principles approach as outlined in 1A
guidance on risk management frameworks.

[IA Practice Guide: Assessing the Adequacy of Risk Management Using ISO 31000 IIA
Position Paper: The Role of Internal Auditing in Enterprise-Wide Risk Management
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According to llA guidance, the internal audit activity can participate in and provide
consulting services that add value and improve an organization's operations. By assisting
the committee and consulting with management on the organization's responses and
control activities, the internal audit activity utilizes its expertise in risk management while
maintaining its advisory role without compromising its independence or objectivity.
Institute of Internal Auditors (lIA) - International Professional Practices Framework (IPPF)
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Input controls are designed to ensure the accuracy, completeness, and validity of data
entered into a business application. These controls can include validation checks, input
masks, and error detection methods that verify data at the point of entry. Whether data is
entered directly by staff, remotely by business partners, or through web-enabled
applications, input controls help maintain the integrity of the data by preventing errors and
unauthorized input. These controls are crucial in maintaining data quality and integrity in
any business application.

The llA's Global Technology Audit Guide (GTAG) on Information Technology Controls.
COBIT 5 Framework on Information and Technology Governance.
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The most mature level of corporate social responsibility (CSR) is demonstrated by
organizations that engage in proactive behaviors that exceed legal and economic
requirements without expecting direct financial benefits in return. This includes making
voluntary contributions to the community or environmental efforts that are not mandated by
law or economic considerations, reflecting a commitment to ethical principles and long-
term social and environmental sustainability.

Theoretical frameworks on CSR maturity levels, which emphasize voluntary actions for the
greater good as the highest level of CSR maturity.
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Engaging a fraud specialist is most likely required when interrogating a suspected
fraudster. This specific activity demands specialized skills in interviewing and
understanding behavioral cues that are outside the typical expertise of internal auditors.
The use of fraud specialists ensures that interrogations are conducted effectively and that
the information obtained is reliable, without compromising legal or ethical standards.

The Institute of Internal Auditors (IlA) - International Standards for the Professional
Practice of Internal Auditing


https://www.jpnshiken.com/q/68783-6420765/
https://www.jpnshiken.com/q/68783-6420766/
https://www.jpnshiken.com/q/68783-6420767/

B’ 301

LR EmRT, BERMOEEICENT, ABMERMAICK L BEIZELTRYO—0OR
BELLBEZERLFELE REEERERENCOEBIINLARIC RVERTLHER
ONEFEFILUTOENTT M,

A. BEEANDEE

B. REEEE DRI A,

C. EBEANDEHEHIMN,

D. T 47— X0 MEH,

EfR: (EffZzRRLET)

In responding to a request from senior management for the internal audit activity to review
and amend policies when auditing the purchasing department, the chief audit executive
would most likely give primary consideration to maintaining internal audit independence.
This request potentially places the internal audit activity into a management role, which
could impair its independence and the ability to perform unbiased audits in the future.
According to IlA standards, internal auditors should avoid taking on operational
responsibilities to preserve their independence.

[IA Standards on independence and objectivity.
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Training programs are an example of directive controls as they are designed to direct staff
behaviors towards compliance with organizational policies and procedures. Directive
controls guide or mandate specific behaviors to achieve desired outcomes, unlike
preventive controls like segregation of duties, or detective controls like exception reports
and supervisory review.

Internal control frameworks and definitions commonly used in internal auditing practices.
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Emphasizing the review of fieldwork completed by internal auditors is crucial for
maintaining objectivity.

This practice ensures that work is independently checked, helping to prevent bias or errors
in the audit process. Regular review by a different auditor or a supervisor can help
maintain objectivity and adherence to auditing standards. References: The llIA's
International Standards for the Professional Practice of Internal Auditing (Standards),
specifically Standard 1311 - Internal Assessments, and Standard 1320 - Reporting on the
Quality Assurance and Improvement Program.
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Implementing the use of agile auditing during engagements can address concerns about
the length of engagements and alignment with organizational strategies and objectives.
Agile auditing focuses on iterative planning and execution, allowing for more flexible and
responsive audit processes. It enhances collaboration, efficiency, and the ability to adapt to
changes in the organization's priorities. This approach can help internal audit activities
deliver timely and relevant audit results that align with the organization's strategic goals.
The 1lA's Practice Guide on Agile Auditing.

Articles from the Internal Auditor magazine on Agile Auditing.
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During an audit engagement that examines the effectiveness of risk management
processes, the internal audit activity should evaluate how the organization manages fraud
risk. This approach ensures that the organization' s risk management practices are
comprehensive and effectively address all significant areas of risk, including the potential
for fraud.

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing, especially those related to risk management.
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To state that it is in conformance with the Standards, the internal audit activity must
conduct periodic internal assessments and document the results. These assessments
ensure that the internal audit activity continuously aligns with the IIA Standards, and any
nonconformance issues are identified and addressed. References:

* [IA's International Standards for the Professional Practice of Internal Auditing
(Standards).

* [IA Practice Guide on Quality Assurance and Improvement Program.
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An internal auditor assigned to review an area for which they previously had operational
responsibilities demonstrates an impairment to internal audit independence. This scenario
presents a self-review threat, where the auditor might be biased, consciously or
unconsciously, in their evaluation of controls and operations due to their previous
involvement. References: IIA Standard 1130: Impairment to Independence or Objectivity.
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Establishing effective governing body oversight enhances the independence of the internal
audit activity by providing a high-level check on the audit function, ensuring that it operates
without undue influence from management. This helps maintain the autonomy necessary
for the internal audit to effectively challenge and assess management practices and
controls.

Institute of Internal Auditors (l1A) - International Standards for the Professional Practice of
Internal Auditing; governance frameworks.
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For an internal auditor developing an approach for an audit engagement in a foreign
country, it is most important to consider accepted practices in the country that may be
illegal elsewhere. This awareness is critical to ensure that the audit respects local laws and
regulations while also adhering to the ethical standards required in the auditor's home
country. Understanding and navigating the legal and cultural differences can significantly
impact the effectiveness and legality of the audit process.

International auditing standards and guidelines that emphasize the importance of legal and
cultural awareness in conducting audits across different jurisdictions.
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The IlA's Standards require that an external assessment of an organization's internal audit
activity must be conducted at least once every five years. Option A is the only acceptable
approach listed that aligns with these standards. It involves conducting a self-assessment
with independent validation by a qualified and experienced internal auditor, followed by
scheduling an external assessor who is also qualified and independent. This process
ensures compliance with the IlA's requirement for external assessments, maintaining both
the credibility and objectivity of the internal audit activity.

The Institute of Internal Auditors (IIA) - Standards for the Professional Practice of Internal
Auditing
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The statement that the internal auditor may initially disagree with management's
acceptance of a risk, but reevaluate and agree with management's judgment after further
discussion, is true. This scenario reflects the dynamic nature of risk assessment and
management discussions where the auditor, after a comprehensive evaluation and
consideration of new information or perspectives, might align with management's decision
regarding risk acceptance.

[IA's International Standards for the Professional Practice of Internal Auditing regarding
objectivity and professional judgment.
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For entry-level internal auditors, the primary engagement responsibility typically involves
documentation.

This includes accurately and thoroughly documenting audit evidence and findings, which is
essential for supporting the audit's conclusions and for review by more senior auditors.
This task is fundamental for ensuring that audit work is recorded and traceable, aligning
with the 11A's standards on performance (specifically, documenting information to support
conclusions and engagement results).

The Institute of Internal Auditors (IIA) - International Standards for the Professional
Practice of Internal Auditing.
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A characteristic typical of the internal audit activity is that it responds to the needs and
desires of senior management and the board, but remains independent of the areas under
review. This ensures that while internal audit activities are aligned with the strategic
priorities of the organization, they maintain an unbiased stance that is critical for effectively
assessing risk and control processes.

[IA's International Standards for the Professional Practice of Internal Auditing.
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Requiring the matching of a purchase order (PO), receiving report, and invoice before
payment is a robust control designed to prevent overpayment and other types of fraudulent
activities related to vendor payments.

This control ensures that:

* The goods or services invoiced were actually ordered (verified by the purchase order).
* The goods or services were received (verified by the receiving report).

* The invoice amount matches the agreed-upon terms and quantities (verified by the
invoice).

This three-way match process helps prevent discrepancies such as overpayments,
duplicate payments, or payments for goods/services not received. By ensuring all three
documents align, it mitigates the risk of fraud and errors in vendor payments.

The Institute of Internal Auditors (IIA) Standards and Practice Advisories.

COSO Internal Control - Integrated Framework, specifically on control activities.
"Internal Auditing: Assurance & Advisory Services" by IIA, Chapter on Procurement and
Accounts Payable Controls.
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The scenario described involves a violation of the principle of confidentiality as defined in
The llA's Code of Ethics. The internal auditor misused information obtained during the
course of an audit (salary data of colleagues) for personal gain (requesting a salary raise).
This breaches the ethical principle of confidentiality, which mandates that auditors respect
the value and ownership of information they receive and do not disclose information
without appropriate authority unless there is a legal or professional obligation to do so.
The llA's Code of Ethics on Confidentiality.
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The engagement supervisor is demonstrating the ability to understand the needs of
stakeholders. By reading the business plan and meeting informally with the finance
director, the supervisor is actively gathering information about the department's goals,
challenges, and issues, which is crucial for aligning the audit objectives with the
stakeholders' expectations and ensuring the engagement adds value.

Institute of Internal Auditors (l1A) - Core Competencies for Today's Internal Auditor
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Skimming is the type of fraud that involves an employee accepting cash payments and
failing to record the sales, thereby diverting the cash for personal use. This kind of fraud
occurs before the transaction is recorded in the accounting records, making it particularly
stealthy since it does not directly affect the accounting system.

Fraud classification and types in internal audit literature
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The most helpful metric to measure the success of an internal audit activity in providing
risk-based assurance is the percentage of highly significant risks covered by the internal
audit plan. This demonstrates that the internal audit function is focusing its resources on
the most critical areas that could impact the organization's objectives, ensuring that
significant risks are being addressed and managed appropriately. This alignment with the
organization's risk profile is a key indicator of effective risk-based auditing. References:
The llA's International Standards for the Professional Practice of Internal Auditing
(Standards), specifically Standard

2010 - Planning, and Standard 2120 - Risk Management.
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