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Configuration » AuthenticatiopiiisodfeeSiAdd - AD1

Authentication Sources - AD1

General | Attl'lbl.rm Backup 1

Name:

Description:

Type: Active Directory
Use for Authorization: 2 Enable to use this Authentication Source to also fetch role mapping attributes

Authorization Sources:
Romove

View Details
Server Timeout: 10 seconds

Cache Timeout: 36000° seconds

Backup Servers Priority: Backup 1

Move Up 1
Backup 2

Move Down |

¢ Back to Authentication Sources Clear Cache m
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General OO Attributes Summary
Connection Details

Hostname: aruba-ad training arubanetworks
Connection Security: None
Port: 389 (For secure connection, use 636)
Verify Server Certificate: v Enable to verify Server Certificate for secure connection
Bind DN: cpadmin@training.arubanetworks.com
(e.g. administrator@example.com OR ¢n=administrator,cn=users,dc=example,dc=com)
Bind Password: 00 leesese \‘
NetBIOS Domain Name: TRAINING
Base DN: ou=clearpass,dc =training,dc=arubanetworks,dc=com
Search Scope: SubTree Search
LDAP Referrals: Follow referrals
Bind User: v Allow bind using user password
User Certificate: userCertificate
Always use NETBIOS name: Enable to always use NETBIOS name instead of the domaifi part in username for authentication

Active Directory K A 4 > (2509 5 & & SearchBase DnldfalZ LEI AN ? 2DBIRLTLEELY,)
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Services - Aruba 802.1X Secure Wireless
Summary  Service Ault;nlt‘m‘{ Authorization  Roles

Use cached Roles and Posture attnbutes framiprefiougEessions

-

Enforcement Pulic“f"ﬁgld‘ﬁs il

Prolilvl;

Use Cached Resuits

nforcement Policy:
Enforcement Policy: aruba wireless enforcement policy

Descrption Aruba wireless Enforcement policy

Default Profile;

Rules Evaluation Algonthm

[Deny Access Profile)

first-applicable

Enforcement Profiles

Conditions

1 (Authorization: [Endpoints Repository): Category assign profile only role
(Tips:Role corporate_user) =
< assign employee full role
(Twps: Role computer) ’
(Tips:Role corporate_user)
3 assign employee smart role
(Tps:Role smart_phone .
- (Twps:Role temp_user) AsSign temp access role
i T-p; Role temp user)
5 : assign employee smart role
(Tps: Role smart_phone) =
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Web Login (Guest Network)
Use this form to make changes to the Web Login Guest Network.

Guest Network

Enter a name for this web login page.

* Name:

arubalogin
Page Name: Enter a page name for this web logir

The web legin will be accessible fraom "/guest/page_name.php”
Description:
or descriptive text about the web login A

¥ Vendor | Aruba Networks !:_T_‘
Settings: Select a predefined group of settings suitabllh fostandard network configurations

Controller-inttiated — Guest brcwser perful’ms HTTP form submit E]
LOQH"I Method: Select how the user's network 0, nw b— handadied
Server-initiated logins requilih tRE Lger AC address toc be available, usually from the gaglaie portal redirection process

securelagm a:ubanelmks com
Entar the IP adiired or Rest ne of the vendor’s product here,

* Address:

Use vendor defam}_ j E
=curity ogiibn to apply to the web login process

Secure Login:

O Th-= ccntroller will send the IP to submit credentials

Dynamic Address: deployments, it is often required to post credentals to diff SEERESEEN <SS IBEEY ailable as part of the

The address ised whenever th ameter 1c not 2 lable or fails tHeSEE QU FEMEN S

*vTT4TR— ’5¢)lxl:l7'f zd)n‘t '=F'L ’7'7\ I~77r7*fld:&‘_(~')’5l*f 1/7 Fé‘hi?‘?ﬁ\"
A.Arubad > FO—5—THRAPEINTWVWEF v TT 14 TR—FILR=D,

B. ClearPass TRR FENhTWBF v TT 4 TR—FILR—=T

C. 757 FMArubaCentral TRR FEINTWSF ¥ TT4 TR—FILR—T,
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Services - Aruba 802.1:5}ure Wireless
n

Summary Service Authent io Authorization Roles m Profiler

—

Use Cached Results Jse cachad Roles and Posture attnbutes from previous sessions

Enforcement Policy
! vy aruba wireless enforcement policy Wl Modify

Enforcement Policy Details

Description Aruba wireless Enforcement policy
Default Pronle [Deny Access Profile)

Ruleés Evaluation Algonthm: first-apphcable

Conditions Enforcement Profiles

1 Authonzation: [EndpaintsRepository): Category assign profile only role
T ps Role rporate 155 ) =
i assign employee full role
(Tips: Role iUt o) .
- T ps Role arporatiiigory
3 e | assign empioyee smart rola
Tips:Role Sman _ghons
Tips:Role temp_user) 3SSIgN temp access role
Tps:Role temp_uses
P E assign employee smart role
(Tips:Role < 3gL_phona)
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Field 4 Labwel Description

10 sponsor_name tex Sponsor's Name:

15 sponsor_emall t Sponsor's Email:

20 visitor_name Your Name:

25 visitor_phone Phone Number:

30 visitor_company Company Name:

-

40 email text Email Address:

S0 start_time datetime Activation Time
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Service One
Service Rule

Matches | ) ANY or (e ALL of the following conditions:

Type Name ~ Operator Value
. RadiusIETF - NAS-Port-Type - EQUALS ~ Ethernet (15)

= E 2 Login-User (1), Framed-User
. RadiusIETF Service-Type BELONGS_TO (), Authenticate-Only (8)

Connection SSID - EQUALS | Secure-Corporate
Service Two
Service Rule
Matches . ) ANY or (e ALL of the following conditions: G
lue

Logln -User (1), Framed-User

RadiusiERs s\h‘ Wireless-802.11(19)
e &Type

RadiusiE

BELONGS_TO (2), Authenticate-Only (8)

. . * | ~ SSID EQUALS ' secure-corporate

Mate 165 | ) ANY'orve; ALL of the following conditions:

Type Name Operator Value
1. RadiusIETF - NAS-Port-Type EQUALS - Wireless-802.11(19)

b - Login-User (1), Framed-User
2. RadiusIETF Service-Type BELONGS_TO (2), Authenticate-Only (8) ™ x

3. Connection Client-Mac-Adress  NOT_EQUALS  %{RadiusIETF:.User-Name) [ X
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Enforcement Policies - Corp SSID Access

Enforcoment  Rules

Enforcement:

Ysarr g Corp SSID Access

Descnpton

Enforcament Type RADIUS
Cetaulk Profe Al ow | terreet DAy ACceds

Rutes: ~

Rules Evavaticn Algart*m: Firit appicable

Conditions Actions
1. (Tipz:Role empltyee) Aow Ful Access
2. (Tips Role Contrat Cop Secure Contractor
3. (Tips:Role Corp 87CA Secure Corp BYODD Access

Ty g1 = |haw ¥ .

Local Users

Exhibict:ACCRAEZ2-345
aA—H— Rel jORFEESGTY FEFITH?
A. SecureCorpBYOD7 ¥ £ X
B. Corp Secure Contractor
C. LTI EREHAT D
D.A423—3XY FDAHADT Y LREHAT S
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ATOrcement FOICIES - LOTp 531U ACCESS

Enforcement  Rules

Enforcement;

Mame: Corp SSID Access
Description:

Enforcement Type: RADIUS

Default Profile: Allow Internet Only Access
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions

1. (Tips:Role employee) Allow Full Access
2. (Tips:Role Contractor]) Corp Secure Contractor
3. (Tips:Role rp BYQD) Secure Corp BYOD Access

Configuration > ldentity > Local Users

Local Users

Filter: | Role + contains employee b _ Clear Filter
. User ID A Name I KON
1. john john {Employes]
2. mike mike Employee]

S neil neil . [Emplayee]
Showina 1-3 of 3 -
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C. Corp Secure Contractor
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Configuration » Authentication » Sources » Add - AD1

Authentication Sources - AD1

Summary Im. Primary Attributes Backup 1 Backup 2

Name: AD1
Description:
Type: Active Directory
Use for Authorization: 2 Enable to use this Authentication Source to also fetch role mapping attributes
Authorization Sources:
Remove
View Details
-- Select -
Server Timeout: a0 seconds
Cache Timeout: SQ_@. seconds
Backup ServefS Priority: Backup i Move Up 1
Backup 2
Move Down |
< Back to Authentication Sources Clear Cache m
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Connection Detalls

tname sruba-ad raining srubanebworks

None "
gfure connection, use SA¢
erify Server Certificate ¥ Enable to verify Server Certificate for secure connection
Bind DN r1:.,1':||r4r.a'1n1 rubanabworks com
&.0. agministrator sexamiple. oMl OR oV SediniMatealFCrizusers de=example, de=
Bind Passeord [————
HetBIOS Domalin Name: TRARKING \
Base DN cu=cladpaes do=raming do=arubanetworks dc=com Search Bas
search Scope SubTrde Search *
LDAP Referrals Follow referrals
Bind User + A vd using user password
ger Certificate usarCartificats
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