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MAC Address 1Bee6952ee34 1P AdRESY
Descnphion Static I | Al :
HOStname ¥ SISy :10S 11.3:PDA 25

= Dewica Categoey | o tDavice -
Status ® Known clent - -

O unknown chent Dewce OS Famuly ﬁwlq -

) Drsabled chent Device Name Bople wad -

m—— e—

MAC Vendor Apple, IncC. Adged At Feb 15, 2019 14:40:32 PST
Added by clusteradmn Last Profied At Feb 15, 2019 14:40:32 PST
Onkne Status Mot Avadable
Connechon Type Limkcriowwn
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Description

sponsor_name Sponsor's Name: ¢ of the person sponabfing this account
sponsor_email Sponsor's Emall: mal of the pisSn gpoAtoRing this account
visitor_name Your Mame: Flgass enter yourly

visitor_phone Phone Number: Miglize enter your contact phor

visitor_company Company Name:

email - Email Address:

" . ste and time at which to enable the sccoun
start_time Activation Time: date & % oy .
be enabied mmed: alely
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Edit Endpoint

Fingerprints [T Atributes nr
MAC Address 18ee6952ee34 IP Addressf 4 & S -
Description Static IP: 3_ y FALSE
Hostname ™% 8¢ faculty:iOS 11.3:PDA 25
Device Category SmartDevice
Status ¢ Known client Device OS Family Apple
Unknown client Device Name Apple iPad

Disabled client Added At Feb 15, 2019 14:40:32 PST
MAC Vendor Apple, Inc. Last Profiled At Feb 15, 2019 14:40:32 PST
Added by clusteradmin
Online Status Not Available

Connection Type Unknown
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Hostname: aruba-ad training arubanetworks

Connection Security: None L il o

Port: 389 | (For secure connection, use 636) w B m
Verify Server Certificate: ¥ Enable to verify Server Certificate for secure conn 0

Bind DN: cpaﬂrmn @training arubanelworks com G

MetBIOS Domain Name: TRAINING

(e.g. administrator@example. E'F' % tAtor, cn=users,dc=example,dc=com)
Bind Password: F— q \
Base DN: L% ﬁ\ng dc=arubanetworks dc=com

Search Scope: SubT

LDAP Referrals: Folldw referrals

Bind User: ¥ Allow bind using user password

User Certificate: userCertificate

Always use NETBIOS name: Enable to always use NETBIOS name instead of the domain part in username for authentication
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Ly,)
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ActiveDirectoryy T') #E{TLFET
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Services - Aruba 802.1X Secure Wireless

Summary Service Authentjedtion Authorization Roles Profiler

Use Cached Results: Use cached Roles and Postura attnbutes from previous sessions
Enforcement Pokcy: aruba wireless enforcement pohicy v

Enforcement Policy Details
Description: Aruba wireless Enforcement policy
Default Profile: [Deny Access Profile)

Rules Evaluation Algonthm: first-apphcable

Conditions Enforcement Profiles

1 (Authonzation: [Endpaints-Repository): Category ) assign profile only role

(Twps:Role elrporate_ussy) e
P PRVISOR.. -’.-' / assign employee full role

(Tips:Role o a’l’
(Tips:Role car rnQ H"" N
3 . o A assign employee smart rola
(Tips:Role w M{ '5 |
|
“ (Tips:Role temp_ ‘w / y .' N assign temp access role
(Tips:Role temp_ aundllV
5 4 < S") assign employee smart role

(Tips:Role M f)
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General LI Attributes Summary

Hostname: aruba-ad training arubanetworks

Connection Security; None ’

Port: 389 (For secure connection, use 636)

Verify Server Certificate: v’ Enable to verify Server Certificate for secure connection

Bind DN: cpadmin@training.arubanetworks.com

(e.g. administrator@example.com OR cn=administrator,cn=users,dc=example,dc=com)

Bind Password: 0 (e \'

NetBIOS Domain Name: TRAINING

Base DN: ou=clearpass,dc=traiping,dc=arubanetworks,dc=com Search Base DN

Search Scope: SubTree Search .

LDAP Referrals: Follow referrals

Bind User: v Allow bind using user password

User Certificate: userCertificate

Always use NETBIOS name: Enable to always use NETBIOS name instead of the domain part in username for authentication
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https //www.arubanetworks.com/techdocs/ClearPass/6.8/Aruba_DeployGd_HTML/Content/
LDAP%20 & %20SQL%20Auth%20Sources / LDAP_Auth_Source.htm
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SRBA/SER https //www.arubanetworks.com/techdocs/Instant_83_WebHelp/Content/Instant_ UG/
Authentication / AuthenticationMethods.htm
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Web Login (Guest Network)

70 Guest Network

* Name
arubalogin
Page Name te F———
DY scrigtions
- n
4 i Aruba Networks b
vendor -
dor Suttings: P —— i Boc
Controliar-intiated — Guast browses pelarms HTTP form submit .
LEGIn Method slact how the Gos ot & looriiadtli hind

Use vendor defauh b
¥ = oo Doy to the

The controller willSend the [P to submit credentials
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https://community.arubanetworks.com/blogs/arunkumar1/2020/10/20/what-is-the-
differencebetween- authentication-cache-timeout-and-machine-authentication-cache-timeout
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Term Description

Accounting ;;c-glgnr::axh a cregential that is Deng submitied 10 an aCCount representing
Authentication Appiying ACCESS ECISIONS Dased ON ANNDUtes NAChEd 10 the USErs account
Cleent the owner of an endpoint thal s providing cregentials

Authorization the device which Consumes networks resources

JHNENNG the SIAM ana S10p IMES of network 3cce<s ade gl neamn

User A checks of an enapoint ;
1E fiZ:
Term Description
______ T . 4]
" Accounting ! :___ AUthentication | m:::n r;\a'.cn a cledential that is being submitted 10 an account fepresenting
-------- it |
| Authentication | ! Authorization 3 2DPIYING access gecisions based on attributes attached 10 the user's account
________ e - p |
,,,,, [ i
Clieat | User Jthe owner of an endpoint that is providing credentials
"L W ” e \ % il
:' Alafofizabon | | Chient | the device which CONSUMES NEIWOKS ESOUICES
= - - - [
e - J
" | St gathering the start and siop times of network access and ongoing heaith
e y - ! "‘""'_ 8 _ _Icnecks of an enapoint
Description
. used to match a credential that is being submitted

Authentication | : ;
. ! to an account representing the client

applying access decisions based on attributes
attached to the user's account

Authorization |

the owner of an endpoint that is providing

User :
| credentials
Client . the device which consumes netw@rks resources
. ' gathering the start and stop times of netiwork
Accounting | : Y .
' access and onaoina health checks of an endpoint
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B.¥¥ v adAM L7 I BEEXT Yy ad b EIZ&Y ClearPass& A/ DY —/\—[H
DEST4VvIEZRLTLIICEREFFSNTLET,

C.ClearPassld AIDFAITTCA—HF—ILTUIXILERIEL ZO& EICTHhOUVNEREE:
J2xyFLET,

D. ¥ vy a3A L7 ORI VLToIYILEXYY 2T 5T EITKY ClearPass&A/D
Y—N—FD T4 VI EZROT KIITHRITTINATLET,

Eff:B(aAA Y FEHEKRT D)

SRBA/SER https //community.arubanetworks.com/blogs/arunkumar1/2020/10/20/what-is-the-
difference- between-authentication-cache-timeout-and-machine-authentication-cache-timeout
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Connection Dotails

aruba-ad traming arubanetworks

Nona .
s&cure connection, use 616

Jarifty Sarver Cartificate ¥ Enable to verify Server Certificate for secure connection
Bind DN cpadmin@itraning arubanatworks com

¢.g. administratorQexample. ool OR g SpdminsteatOFtn= users dezexample,dc=
Bind Paggword FEEaELESEREERES
HetBIOS Doamaln Hame: ‘F-'_a'ql.".ir..::. \
Base DN ou=Cidpleg 9o =raming do=amubanetworks do=com Search Ba
Saarch Scope SubTree Search v
LDAP Referrals Follow referrals
Bind User " A w Dind usng usar password

ser Certificate userCertificate

Alwavs e @ Enable to alwave uie NE edt olfPHE domain naft in us

Active Dlrectory I~ )‘ 1 /L*hﬂ?’é & =‘é Starch Base Dnldfa % Li#’?ﬁ\ ? {ZOJ_?R L'C < 7‘* =
Ly,)

A. R—ZDN (FHAl%) BBAMERETA LI P Y —IZERELET

B. ANESN=AR—ZADN (FEHABIZ—HT LI NTOHBRELLICTRTORRZRY
ActiveDirectoryy T 1) #E{TLET
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ClearPass Insight

CiearPass Onboard

CiearPass OnGuard

CiearPass Policy
Manager

ClearPass Profer

Description

Can provide postunng 10 validate the seCurily stalus of devices on your
Wired, wireiess and VPN networks

provides an intuiive way [0 seéCurély assign an indvidual Chent
certficale 10 each device

gathers endpoint context from passively recetved data 1o fingerpnnt
devices

hasdhc BNy 10 integrate with external systems through APIS of
HETPRES T caAls

prevides mibiliple customizable reports and in-depth information about

_each of 1N other modules
1E fi#:

Term Description
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tunng 1o vabdate t ity stat f n r
ClearPass Insight {Can pioiide posturing to vaidate the security status of devices on you

Wndd, wirgiess and VPN networks

ClearPass OnGuard

.
[ 1 ‘% y rovidés an intultve way 10 séCurely assign an ndnviduasl chent
warP nboar ClearPass Insight %0 P MUk yi gn = t
ClaasPass Oabosnd I 9 @& d @ certfcate 10 each device
v —
CiearPass Poicy %
1Aana 2%

b
|| clearrass Promer l:j% -

ClearPass Onboang

gathers endpoint CoNtExt from passively receved data 1o ingerpant

earP
CiearPass OnGuard Oevices

has the abidy 10 integrate with external systems thiough APIS of
HTTP/REST cails

ClearPass Policy
Man.sger

provedes multiple CUstomizabie repons and in-gepth information about

AP ass Pron
e g i each of ine other modules
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Description

SPONSOr_name text Sponsor's Name:
sponsor_emall text Sponsor's Email;
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visitor_phone phone Phone Number:
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rext Email Address:

start_time datetime Activathon Time:
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Active Colleclors

l Collector Type Profiling Collector
ClearPass Applicalions l DHCP
Network Funchians)’ Controller IF-MAP

Network Packets Cisco Device Sensor

TCP Fingerprinting

OnGuard
NMAP
SNMP
IE fiZ:
e souee e Collector Type Profiling Collector
SlearPass Applications | DHCP
Tetwork Funciions INEWOrK Functions Controller IF-MAP
Jetwork Packets I;fﬂ\-\‘cfk Packels Cisco Device Sensor
Active Collectors TCP Fingerpnnting
ClearPass Applications oOnGuard
INetwork Packets NMAP
Flearpa:.s Applications SNMP
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SPONSor_name text Sponsor’s Name:
sponsor_email text Sponsor's Email;
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DHCP
Controller IF-MAP
Cisco Device Sensor
TCP Fingerprinting
OnGuard
NMAP
SNMP
1F fi%:
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rumim TCP Fingerprinting
w OnGuard
FW NMAP
e
HH: 40
ZETHLDETANTER

XU T A DHERAZRBELGRABIC-BESEFET AT VavIEEFEREWET,

Term

Description
g g
*

ALTTEICABON DCCESS QECIHIONS DASET 0N TNDASES ATICNED 10 it USOrS ACCoUN!
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Authonzaton the device which COMSUMes Networcs Nesources
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Enforcement Policies - Corp SSID Access
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arr e Corp SSID Access
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