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Exam_Employee General VLANs Security Access

Profiles

Captive Portal Options:

Clearpass or other external
captive portal

Internal captive portal
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CPPM page: | /guest/exam.html
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Redirect URL:
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Exam_Employees General VLANs Security Access

More
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Exam_Emplovee General VLANs Securié Access

Name (ssid): Exam Emplovee
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Accounting
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Aruba 7747794 —)LIE, COA—HF—DHREDENY B TEEDKLSITWELETH?

A BEIEShf-O0—ILZEYHTET,

B.A—LZEYETEHEA,

C.Aruba VSA O—LDREXEFERALET,

D.OJ#+>O—)LZEYHTET,

IFfR: (EZRTLET)

Eﬁ:ﬁ: 30
BRZzZRBLTESY,

Clients(1)

Client Health(%) IP Address Bond Radio PHY . Client PHY Device Role Forward Mode

v v v v v v v v v
| employee i 10.1.51150 24 GHz HT 2D MHz HT 2D MHz Unknown guest Tunnel

Z DERIL, Mobility Master (MM) &y > aii— 6D AERLTUWET  BEKEBIMAZRLTOETMN?
A.802.11ac MY HR— b FERRKT—F2 L—ME V5472 bOMERTET—42 L— bR 2ETT,

B. V35472 MWEIET SH/v— FE— FDFFESH Mobility Manager (MM) ICEIZELE T,

CUOSATU L TNARIE TV RKRA U FPOEEER) >—DIL—ILOHFESDHIZERL TLET,

D. ¥R TOEEHHHILIZGEGE AP I SAT U MIT—2ZEETHIDICFRINLGH 2 FOBELAMMY FT,
Eff: (EfEZRTLET)
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Exam_Employee  General VLANs Security Access

Name (ssid): | /[Exam_Employee

Primary usage: = Employee  Guest

Select AP Groups

Broadcast on: default A
Public Areas | ¥

Forwarding mode: | Tunnel

Broadcast SSID: No v

Z D WLAN DENMEILAITT H?

AT74+ILETIL—TDAPIESSID#7O0— KXY R MLET VATV METIHILE TIL—TD AP TDH WLAN [ZHEHET
=FET,

B. 774k JIL—TDAPILESSD#TO—FXx¥RAMLET V547V ME FEDTIL—TD AP TWLAN [ZHEHETEET,
C.SSD#7H—FXxvRXFFBHAPEHY FEA EBENEMITEIET V753472 MEWLAN [TEFETEEFEA,
D.SSID%#JA—FX v R +,FBAPIEHYFELA IFATFTUNI TIHILE TJIL—TD AP TOH WLAN [ZHEHKETEET,

IEfE: (EfEERTLET)
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HHLEIZIT, A—F—% VLAN [ZE]Y H TS WLAN % X 1= Aruba Mobility Master (MM) R—Z2D Y 1) a—> 3 ohiH Y ET,
10-19, Rl#t(X Aruba V) 2 —> 3 UNLA Y —3 TEELTIAVLR A—H— bS5 T4V I EIL—TA20FFTBEEZLATL
E3

Y= a3 oS T4V FELKEETESLLSICTBICIE Ry b IT—O EBEIMNEERT I2HENHY £IH?
A.VLAN10-19 4 V3 —TJ 24 A& MM / — FDEY 7 IP R E

B.MM / —KFTVLAN10 ~ 19 ZHR—+rFB+rS5Y R—F

C.EEWMEZEMEEY T4 2> +O—5— (MC) TVLAN10 ~ 19 2HHR— T B 505 R—F
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D.EEUT4 3> bA—5 (MC) EOVLAN1IO ~ 194 VB3 —T A REZTAVYLR A—HYDTIAILE =z 4 & LTHER
IEf#: (EfEZRTLEY)
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5.0GHz BRBFE THRENLEREZRMT S IEEE BEIXENTIA?
A. 802.11ac

B. 802.11g

C. 802.11a

D. 802.11n

EfR: (EEERRLET)

B 34

HALEIZTAruba V) 12— a3 BYFET, COSBEE 2OV 1—2avEFERALTYRA N ATA Y R—F)LERRA LW
EEZTHEY OJAYR—=FLTIE TRAIDREOOTAY THOU CERRT 24T a v ERBTILENHY FT,

Y b=V EBEE CNoDEEEZBTHLOICEDLSITKETEEFTH?

ATAMWLAN DX TT4 T R—2IIL TOT7AIILTRIFZEMLET,

B. Xk WLAN DS R b 7OESa=Z o 7hoU bEBTHERLTLCES Y,

C.7AFWLAN DEFA—IWEHA T a3 vEFERLEZABF Y TT714 T R—2ILEERLET,

D. #°ZX b WLAN [Z ClearPass £z [ZZDDNEF ¥ TT4 T R—F2IL AT a VEERLET,

I (EfEZRTLEY)
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Apa  [5GHz] Radios Cost conflict Deploy [2GHz] Radios Cost Conflict Deploy Type

#2 20161230_05:04:51 " 1 1.6 0.0 Ho 1 4.0 0.0 Ho Bcheduled
#1 20161228 12:45:24 1 1 1 0.0 Yanm i d.Q 0.0 Yea Incremental - Auto

(MM} [mynode] #show airmatch solution 2

# 20161230_05:04:51 Scheduled
# SGH=z capacity/network cost/solution costfimprovement: 4.0/1.0/1.0/0.0%
# 2.4GHz capacity/network cost/Boluticn cost/improvement: 1.0/4.0/4.0/0.0%
# Band Radic Mode|Chan | CBW EIRP (dBm) APHame

SgHz T0:3a:0e:59:81:30 AP 157% B . 18. EasthA?P

20Hz T0:3a:0e:59:81:20 AP 14 20% 9. EastAp

[*)] regarded frozen | [.] no chang [i] channsl ignorad because insufficient g

Aruba V) a—>3avId T4 D AirMatch 707 7 A JLERZE T AirMatch ZERALET , * Y FI7—V BBEEX X721 —)LE
NEZRBIENTET LA FTEI/AEBE SN TOWVGWI E2HELET,

BRICEDWT HBEIANERBI 2O TITHN?
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Exam_Employees General VLANs Security  Access

More
Secure
Key Management: | WPA-2 Enterprise
== ) Enterprise
Auth servers
Personal
Open
¥ +
Less Reauth interval: [ 86400 e
Secure
Machine
authentication: | Bisabled
Blacklisting: Disabled

2y FI—HEEEIX WPA2 BEEEZFERAL IRTHOI—F—IZR LERHEF— (PSK) T1—H—%5Bi[ 35 WLAN 2t v k
TyITTELENDYFT BEEBICE, FREAF—DA T a Vv EEBETILELHIHERNADOMAY FEA,
EHEIMEIARETIMN?

A BBEIY—N\—1Eo>a>D [+ 74 %0 )9 I LET,

B.WLAN 9 4 HF— KD TRIZLIFHA IO I 7/ IILEERT S

C.OAH—FORVDR—DICRY TR AT a3 uaEERLET,

D.RSA FNN—DMEABIZ7Vv U LET,
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= Mobility Controller (MC)
AP 1 [ EDFREIZR-ESRITNIERY FHAM?
A.12RZ 2~ AP (IAP)
B. 'JE— k AP (RAP)
C. AvyiaR—%)LAP
D. Avy>a R4V kAP
EfE: (ERERTLET)
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D.CD77)5—3ADIAN LA A—HY—FO R %#HHT 5= HEIBEBIL—ILEEZELET,
FfE: (EEZRTLEY)
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2y hI—YEBENCORY) O—FBBLET,

ip access-list session Guest
user any svc—dhcp permit
user any network 10.0.0.0 255.0.0.0 deny
user any any permit

ORI —DBEHINDIA—F—E DHCP TIP 7 FLRAZZITMAZ ENTEFHA, EBEFED LS ICHBZEZMRT 2HEH
HYFEFITH?

A. 1—H—ZFEED sve-dhep FFAIIL—ILE YR FO—BTICHBEBLET,

B. 1—H—NDIE® sve-dhep FAINL—ILTELWH—ERX T4 Y7 REFERALET,

C. user any svc-dhcp permit )L—JL T user # any ICEEBLE T,

D. R S—mDEBFIL—ILEHIBRLET,
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EfZ:B(IAVRERKT D)

BfE: 42

H 5 %L, Aruba Mobility Master (MM) R—ZXD YV )2 —>a Vv EFERALTVWWET , EEY T TXE2— (MM) ZERE T AP &R
DFYRILEEBTIDIE, EDLSHIKRTITM?
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BEHROEHEEI-L VHELUEICEHFFE Z %0 Aruba Mobility Controller ® ETILIZ EN T M?
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Your connection Is not secure

The owner of securelogin.arubanetworks.coms,. Hasiconfigured their website
improperly. To protect your informatiogfrom*a&ing stolen, Firefox has not
connected to this website.

Learn maore...

-

Report errors like this to help Mozilla identify miscoptiglngd Zites
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D. CPSec st FHE D BHEBEZAMICLET,
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Y D=0 EEBEMNAruba V) 12— a3 00O0—)LIZH L THERTESRY FI—9REITENTITM?
A.DHCP 7—JL

B. ClientMatch JL—)L

C. mig IR

D. V—X NAT
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Exam_Guest General VLANs Security Access

\'LA_‘\-: gue-s[ L]
fide VLAN details . %

Named VLANs L

\am ID(S) d__k -q'}ﬁ i
ﬂﬁlﬁm e O YA <M

e

'n—rf'rn'l.—f-fh-‘c—'r

-'_ i L :. ' J ] '55

- b

VLAN IDs QU7
ID IPV4 ADDRE... IPV6 ADD&; ¥ ENABLENAT PORT MEM.. ADMIN STATE OPERATION... DHCP SETTI...
99 - - " Enabled o~ Enabled NA None

M2
Exam Guest General VLANs Security Access

__'-'(Ilearpass or other external captive portal

Internal captife portal with authentication —————

A3

Exam_ Guest General VLANs Security Access

Default role:

v b —5 EMEE(L Aruba Mobility Manager (MM) T4 X b WLAN ZERR L EF 3, BER-¥IE WLAN OFREND—EZRLTWET,
EEEL. ChoDREDKRY O—FEFLEFEA,
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B.DHCP & DNS O#EEFHFAIL . §RXTDO Web bS5 T74 w0 %O R—F)LICZUFA LY FLET,

C.DHCP F5 749U EDNSELUWeb 57490 FA VA —Fy MIEETEIZELEHALET, T34/ R—F Xy bT—2
BTDOWeb S T709v 90540 R—=F2NIZYFALA LY FLET,



D.DHCP 8& U RADIUS b3 74 VI DEEZHALET A V3 —RY FETDINTDOWeb F3 7490 ZF20542 R—2)L
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BE: 50
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A. 7747 74—IILDOERHRL

B.AppRF TPV
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C. 1 >R I—E&EE
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WPA & WPA2 BEEEDE WA T H\?

A.WPA BBl LA v — 3 THBEL WPA2 BEB1EIZ LA v — 2 THEEL E T,

B. WPA FE S L IEFERIHA T — (PSK) FBAETHOAHHERE L . WPA2 BES1bIL PSK & 802.1X Ml A THREL F T,
C. WPA EESEITRM*—ZEAL WPA2 BB LIXERHTF—2FALET,

D. WPABSBLIET 74 )L FTTKIP ZFEHAL WPA2 BESEIXT 74 /)L FTAES ZEALET,
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AR

o= Managed network > Buildingl > Aruba7030.12
& Mobility Master Dashboard :
PIT12-MM Caslisation New WLAN
WLANs The new WLAN can be viewed in the WLAN List
- _— Roles & Policies NOTE: The new WLAN has been added to the pending changes list.
i Mamgec }\-.':mmk ©) Access Points Te'deploy all pending changes, click Pending Changes at top right.
@ Building (3) AP Groups
Aruba7030 10 Authentication
ﬁl‘lthﬁ'r'ﬂﬂ D_l I Semvices
B Aruba7030_12 lnterfac,u %
& Building2(3) ¢1
o . Systm s ¥
-Buﬂdmiﬁ(ﬂ I‘-{_‘{Y d
#H 2
~ Managed network > Buildingl - Aruba7030_12 Pl N
& Mobility Master Dashboard Exam_Guest D‘H‘“u | Open
PIT12-MM Conliguration Exam Emplovees : ﬂtl'nlll ¥y  Enterprise
WLANS -
# Managed Network (9) iﬂkﬁ &Pp?ht"“s
, ccess Points A
& Building] (3) AP Groups -
Aruba7030 10 ot
Aruba7030 11 Auth:szgcahuu Exam_Employees General VLANs Security Access
B Aruba7030 12 Interfaces Name {ssid}: Exam_Employees
& Building2(3) Controllers Primary usage: ® Employee O Guest
- , System Broadcast on: All APs
& Buildmg3(3) Tasks Forwarding mode:  Tunnel
Broadcast SSID: Yes

& 5 E%(F Aruba Mobility Master (MM) A—XD V) 12— 3 VZERALTHEY X F v UNZXAICHF LW WLAN ZRELELTWVE
TR ISRT LSS, 2y FT—VEBEEIO WLAN OEREET LET, EEEN S FIELIHERT WLAN ~OEHKEE TR +
L&DETHEWLANDYSAT7UEDWLAN DY R FMZRIREINDBEERTINGBWVEGELHYFT BR2ICTRTLIIC.E
BEIL)R T WLAN R TEET,

I5—IEaTIM?

A. Mobility Master (MM) [ICE #1174 PEFNG 54 £ AR HY FH A,

B. WLAN (X2 L SSID & L THREIATWET,

C.ERIFEEYTs 2> ba—5— (MC) ICEEASIhFEEA,

D.WLAN [F YR —P F 2y D)=V BBOTHRLARNILTHERSINET,

FfE:D (A bEREKT D)
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v b= EBEIL 802.1X & EAP-TLS [TX5d D Aruba T4 XY LA V) 2= 30 FFRELEEVWEEBEATVWET , IRTODTA
LR 1—H—I[d_ Active Directory (AD) 7 Ho > b EFHALTEIEEZTVET,

CDEATDV)1—2a TR A—CoT4 75— 3 —DRBABEREGLET 5T/ R FENTIH?

A . EEY T4 TRARE— (MM)

B. AP

C.EEUT« 2> bka—5— (MC)

D. RADIUS H#—/\—

Eff: (EfEZRTLET)
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Yy IV EEEE, VA VLARABRIMS AT L (WIDS) ZERALT 80211 7YYL I—23r I3y FERELET , CbHD
KEBIIEDBTRELFTTH?

A LAY—1

B.LA4Y¥—2

C.LA4¥v—3

D. LAY —7
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A MCIIBREDS A2 A% 30 HREMEFELET,

B.MC . A—ANIZA VA F—ILEN=5M L ADAHEHIFLET,

C. MC (X Aruba Activate IZE# L FZ TEEINTWSES MU RFHIREFERLET,

D.MC [EFRTDSA U REEXRWVW AP FIEIVSA T bEYR—FTEEEA,
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Ty RIT—OBEBEIE TAVLR 2—HY =M Aruba V) 12— 3 VICRYICERTSEZCDHCP REEXZRIETESL 51255
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Monitoring S
& Thie Device ﬁﬁ

Manage Corfigusation: Good

Audie Controller MD-3 Aruba AP Group:
Type : Aruba Ap:825  Remote Device:
LAN MAC Address " AC:AS:1E:CD.7BiQA Serial:

P Address ' 21040 10.1 Clients:

Compliance
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U LA . —— = |
P | Quick Ll'!"(i. | Open controller web URL \.,.r‘l Run command “ |
Down ; : ' L J

Maotes:
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g

A Clients INDEX | NAME CLIENTS CHANNEL | TX ANTENNA | ROLE
- POWER

8 rReports

80211 AC
& sysem ben | Al

802.11ac | ACAIIES
L.BOBO

v hD—-EEEIL Aruba AirWave Z{EFH L T AP O 802.11ac EfE DT #RTI ILENHY EFT,  BEEL EFORRESF
DOTIEGEL AUTI U FTHEREEHTHICEESTNELINTL £ S5H?

A TSSO EEHLET

B.[aYbrO—F5—%5F K=Y T1 %0 U LET,
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\'LA_\:: m-_;[ L]

[ ) _ =3
e . A
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VLAN IDs R |

ID IPV4 ADDRE... IPV6 ADD&T ENABLENAT PORT MEM... ADMIN STATE OPERATION... DHCP SETTI...
] - = q Enabled - Enabled MNIA None

BH 2
Exam_ Guest General VLANs Security Access

Clearpass or other external captive portal

Internal daplive portal with #tbentication ——

A

Exalﬁ-_-'Guest General VLANs Security Access

Default role;

v b —- EEEIL Aruba Mobility Manager (MM) T X b WLAN ZEm LE 3, BERYIE WLAN DERED—EHERLTWET,
BEEX, ChoDRIDOKR) O—FFBLFEFEA,

TR IDZATY MBRAVITWLAN IZERTDEE . TJ7ATIA—IETRA N 9SAT U REEDESITHIEIL ETH?
A.DHCP +5 7499 DNS . B8&LUWeb 57490 &AL F—FY MIREETEIIELEFHALET, T4/ R—F Ry kT—%H
CHOWeb b5 74074 R—2)LIZYFALY FLET,
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C.RSNDIETrI 74 vIDEEZHALEEA,

D.DHCP & U'RADIUS rS 74 VI DREEZHALEFT A1 VF3—F Y FETOIRTOWeb k570w 00542 R—42)L
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B.EEUT 4 RRZ— (MM) ZFHALT MC EIAPHISRE—DEAZEELET,

C.IAPZ FHLLWMCIZCE-THIHEINDFvU/NRAPICEBRLET,

D.MC & IAP U 5 X2 —®Mili/5 % Aruba Central TEELFT,

FfE: (EEZRTLEY)

EFI:IE]: 69

T2y RI—OEBEBL, TAVLARABRMY AT L (WIDS) ZERALT 80211 7YY I—3y IS5y FEREELET, Chod
KEIEDBTRELETH?

A.LAVY—3

B.LA4Y¥—2

C.LA4Y¥—1

D.LAY¥—7

IEf#: (EfEERTLET)

Eﬁ:ﬁ: 70
BRESRBRLTESY,

Clients(1)

Client Health(%) IP Address Bond Radio PHY Client PHY Device Role Forward Mode

A 4 v v v v v v v A 4
employee 10.1.51.150 24 GHzZ HT 2D MHz HT 2D MHz Unknown guest Tunnel

Z DERIL, Mobility Master (MM) &y > aii— LD AERLTUWET  BERKEBEIMAZRLTOETMN?
A. DS54 T7 2 DEET S/ — FE— FDO#F 5 H Mobility Manager (MM) IZEZEL F T,

B. V547 TNARIE, TV FRA Y FOEERR) O—DIL—ILOWESDAHIZEILTVET,
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