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https://cloud.google.com/vpc-service-controls/docs/overview

VPC Service Controls improves your ability to mitigate the risk of data exfiltration from Google
Cloud services such as Cloud Storage and BigQuery.
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Backups help you restore lost data to your Cloud SQL instance. Additionally, if an instance is
having a problem, you can restore it to a previous state by using the backup to overwrite it. Enable
automated backups for any instance that contains necessary data. Backups protect your data
from loss or damage.

Enabling automated backups, along with binary logging, is also required for some operations,
such as clone and replica creation.

gﬁ:ﬁ: 3

HE-OEHTIH O—HILDT—2 122 —TEITINTL BHApache Spark$ & UHadoop
TaTDHETA XDV BHICENTLHEFRILTCVWEST V5V FZFIALT, EORRBZEFER
LEITHM?

A. Google Cloud Dataflow

B. Google Cloud Dataproc

C. Google Compute Engine

D. Google Container Engine

IEf#: (EfEEzRTLET)

Google Cloud Dataproc is a fast, easy-to-use, low-cost and fully managed service that lets you
run the Apache Spark and Apache Hadoop ecosystem on Google Cloud Platform. Cloud Dataproc
provisions big or small clusters rapidly, supports many popular job types, and is integrated with
other Google Cloud Platform services, such as Google Cloud Storage and Stackdriver Logging,
thus helping you reduce TCO.
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https://cloud.google.com/apis/design/versioning
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All Google API interfaces must provide a major version number, which is encoded at the end of
the protobuf package, and included as the first part of the URI path for REST APIs. If an API
introduces a breaking change, such as removing or renaming a field, it must increment its API
version number to ensure that existing user code does not suddenly break.
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A. Google Cloud Dataproc
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C. Google Container Engine with Bigtable
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Dataflow is for processing both the Batch and Stream.

Cloud Dataflow is a fully-managed service for transforming and enriching data in stream (real
time) and batch (historical) modes with equal reliability and expressiveness -- no more complex
workarounds or compromises needed.
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Folders are nodes in the Cloud Platform Resource Hierarchy. A folder can contain projects, other
folders, or a combination of both. You can use folders to group projects under an organization in a
hierarchy. For example, your organization might contain multiple departments, each with its own
set of GCP resources. Folders allow you to group these resources on a per-department basis.
Folders are used to group resources that share common IAM policies. While a folder can contain
multiple folders or resources, a given folder or resource can have exactly one parent.
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Create a Compute engine instance with CPU and Memory options similar to your application's
current on-premises virtual machine. Install the cloud monitoring agent, and deploy the third party
application. Run a load with normal traffic levels on third party application and follow the
Rightsizing Recommendations in the Cloud Console
https://cloud.google.com/migrate/compute-engine/docs/4.9/concepts/planning-a-migration/cloud-
instance-rightsizing?hl=en
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https://cloud.google.com/solutions/gaming/cloud-game-infrastructure#dedicated_game_server
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https://medium.com/google-cloud/no-localhost-no-problem-using-google-cloud-shell-as-my-full-
time-development-environment-22d5a1942439
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https://cloud.google.com/serverless-options
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https://cloud.google.com/bigquery/docs/customer-managed-encryption
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Reference https://cloud.google.com/architecture/setting-up-private-access-to-cloud-apis-through-
vpn-tunnels
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Reference:

https://cloud.google.com/compute/docs/ip-addresses/reserve-static-external-ip-
address#disableexternalip you might want to restrict external IP address so that only specific VM
instances can use them. This option can help to prevent data exfiltration or maintain network
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isolation. Using an Organization Policy, you can restrict external IP addresses to specific VM
instances with constraints to control use of external IP addresses for your VM instances within an
organization or a project.
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https://cloud.google.com/deployment-manager/docs/deployments/deleting-deployments
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Stackdriver Logging allows you to store, search, analyze, monitor, and alert on log data and
events from Google Cloud Platform and Amazon Web Services (AWS). Our API also allows
ingestion of any custom log data from any source. Stackdriver Logging is a fully managed service
that performs at scale and can ingest application and system log data from thousands of VMs.
Even better, you can analyze all that log data in real time.
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https://cloud.google.com/blog/products/gcp/the-five-phases-of-migrating-to-google-cloud-platform
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https://cloud.google.com/bigquery/docs/managing-partitioned-tables#partition-expiration
https://cloud.google.com/storage/docs/lifecycle
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https://cloud.google.com/vpn/docs/how-to/creating-static-vpns
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https://cloud.google.com/bigquery/docs/loading-
data#loading_denormalized_nested_and_repeated_data
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https://cloud.google.com/vpc/docs/firewalls
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https://aws.amazon.com/blogs/aws/building-three-tier-architectures-with-security-groups/ Google
Cloud Platform(GCP) enforces firewall rules through rules and tags. GCP rules and tags can be
defined once and used across all regions.

Reference:
https://aws.amazon.com/it/blogs/aws/building-three-tier-architectures-with-security-groups/
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https://cloud.google.com/load-balancing/docs/https/setting-up-https-serverless#gcloud:-cloud-
functions
https://cloud.google.com/blog/products/networking/better-load-balancing-for-app-engine-cloud-
run-and-functions

Eﬁ:ﬁ: 24

HEZEENMLFYyy b7 TV =3 0 FFFLTVET, BEDI—H—IT&>THEES
NEzAVE—DERETEIZEICE DT FY YA vE—CFRETHILENTELLELSIC
TEOLENHYFET,

HE-FAZET H2NED

A EBETELRAREFERALTC V934 T7 T TN r—2 30— N\—OSSLER =AM
[CLZET,

B. 2 EXL1—HY—DMEF—ZFZFRALTAVE—2054 70 MUZIEEIET HI2IE, AFEF—
AVIZRMIF v PKDZEFERLET,

C. RERAI—YHBAFLEBAEL— Y EEAYVE—DAYE—VISA4T7 0 MIIZRT}ITT 5,
D. #FREZFEALTIAYIR—RDBEEILEZFALTAYvE—C0J54 70 MIZERBSIELFE
9,

IEfE: (EfZRTLEY)

BfE: 25

EBXMEAVRRI VAT IV—TTETEINTWSET7 T r—2a VIR LTEETRHBEVWEH%
MAEL UIY—RTEI3EHEFERALTHLLVA D RE2VORTFUTL—bEERLELEZ, 7T Y
=23 ~ADEEEHCEOIZ EITHDA VDRI VREBHLAEVWTLIZSN, EEARA >
RAVRGN—=TIZE > THERESNEZHF LW, D REZVRICIE HFLOWEFNEENRTNSILE
NHYFET, BRI ETEREN?

AFHLWWO—) TR — MEEZRBLET,

B.#HLLWO—Y VI EBRMBREZRIRLET,

C.HLWA—Y Iy IT— B LET, TOT7 VT4 T7vTIT—FE—REERLE
ER

D.#HLLWA—Y I 7Y ITT—rERBLET ARF22RATA VI EHE—FERIRLE
ER

EfE:D (I AV FERKRT D)

In certain scenarios, an opportunistic update is useful because you don't want to cause instability
to the system if it can be avoided. For example, if you have a non-critical update that can be
applied as necessary without any urgency and you have a MIG that is actively being autoscaled,
perform an opportunistic update so that Compute Engine does not actively tear down your existing
instances to apply the update. When resizing down, the autoscaler preferentially terminates
instances with the old template as well as instances that are not yet in a RUNNING state.
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To connect two networks together we need (1) either VPN or interconnect and (2) peering. When
there is peering, you cannot have conflicting IP addresses. You can use either Cloud VPN or
Cloud Interconnect to securely connect your on-premises network to your VPC network.
(https://cloud.google.com/vpc/docs/vpc-peering#transit-network) At the time of peering, Google
Cloud checks to see if there are any subnet IP ranges that overlap subnet IP ranges in the other
network. If there is any overlap, peering is not established.
(https://cloud.google.com/vpc/docs/vpc-peering#considerations) NAT is used to translate private
to public IP and vice versa, however because we are connecting 2 networks together, they
become private IPs. So it is not applicable.
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https://cloud.google.com/stackdriver/docs/solutions/gke/legacy-stackdriver/monitoring
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"Custom images are more deterministic and start more quickly than instances with startup scripts.
However, startup scripts are more flexible and let you update the apps and settings in your
instances more easily." https://cloud.google.com/compute/docs/instance-templates/create-
instance-templates#using_custom_or_public_images_in_your_instance_templates
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https://cloud.google.com/security/compliance/hipaa
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https://cloud.google.com/billing/docs/how-to/export-data-bigquery
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A Cloud NAT gateway can perform NAT for nodes and Pods in a private cluster, which is a type of

VPC-native cluster. The Cloud NAT gateway must be configured to apply to at least the following

subnet IP address ranges for the subnet that your cluster uses:

Subnet primary IP address range (used by nodes)

Subnet secondary IP address range used for Pods in the cluster

Subnet secondary IP address range used for Services in the cluster

The simplest way to provide NAT for an entire private cluster is to configure a Cloud NAT gateway

to apply to all of the cluster's subnet's IP address ranges.

https://cloud.google.com/nat/docs/overview
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As per GCP documentation: "By default, every instance in a VPC network has a single network
interface. Use these instructions to create additional network interfaces. Each interface is attached
to a different VPC network, giving that instance access to different VPC networks in Google
Cloud. You cannot attach multiple network interfaces to the same VPC network." Refer to:
https://cloud.google.com/vpc/docs/create-use-multiple-interfaces
https://cloud.google.com/vpc/docs/create-use-multiple-
interfaces#i_am_not_able to connect_to _secondary_interfaces_internal_ip
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https://docs.microsoft.com/en-us/vsts/articles/security-validation-cicd-pipeline?view=vsts
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In this scenario, a large organization has a central team that manages security and networking
controls for the entire organization. Developers do not have permissions to make changes to any
network or security settings defined by the security and networking team but they are granted
permission to create resources such as virtual machines in shared subnets. To facilitate this the
organization makes use of a shared VPC (Virtual Private Cloud). A shared VPC allows creation of
a VPC network of RFC 1918 IP spaces that associated projects (service projects) can then use.
Developers using the associated projects can create VM instances in the shared VPC network
spaces. The organization's network and security admins can create subnets, VPNs, and firewall
rules usable by all the projects in the VPC network. https://cloud.google.com/iam/docs/job-
functions/networking#single_team_manages_security_network_for_organization
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https://cloud.google.com/kubernetes-engine/docs/concepts/private-cluster-concept#overview
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bucket.

Explanation:

Reference https://cloud.google.com/cdn/docs/bestpractices#

using_custom_cache_keys to_improve_cache_hit_ratio
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https://cloud.google.com/compute/docs/instance-groups/autohealing-instances-in-migs Health
checks used for autohealing should be conservative so they don't preemptively delete and
recreate your instances. When an autohealer health check is too aggressive, the autohealer might
mistake busy instances for failed instances and unnecessarily restart them, reducing availability
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The Avro binary format is the preferred format for loading compressed data. Avro data is faster to
load because the data can be read in parallel, even when the data blocks are compressed.

Cloud Storage supports streaming transfers with the gsutil tool or boto library, based on HTTP
chunked transfer encoding. Streaming data lets you stream data to and from your Cloud Storage
account as soon as it becomes available without requiring that the data be first saved to a
separate file. Streaming transfers are useful if you have a process that generates data and you do
not want to buffer it locally before uploading it, or if you want to send the result from a
computational pipeline directly into Cloud Storage.

Reference:

https://cloud.google.com/bigquery/docs/loading-data
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https://cloud.google.com/security/compliance/pci-dss
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https://cloud.google.com/solutions/bigquery-data-warehouse
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https://cloud.google.com/monitoring/api/v3/metrics-details#metric-kinds

Eﬁ:ﬁ: 46

HEIF0DTA IV AY—ERTRKEBLORT TV r—2a v EHREFLTVWET, 28142
AY—ERDENZENIE T—FR—XONYI IV FICEGTIVLENHY FT, ERFRE
ZEIZRELET,

BRBRIEIECICRET DVENHYFEFIMN?

A.Y—RXa—F

B. RIEZL#

C.MENDEEIRTLA

D.ACLEZN LI=7 VAL FREINTWEIERET 7ML

Eff:C(AA U MERKRT D)

https://cloud.google.com/docs/authentication/production#providing_credentials_to_your_application
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https://cloud.google.com/compute/docs/instance-templates
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B: With Container Engine, Google will automatically deploy your cluster for you, update, patch,
secure the nodes.

Kubernetes Engine's cluster autoscaler automatically resizes clusters based on the demands of
the workloads you want to run.

C: Solutions like Datastore, BigQuery, AppEngine, etc are truly NoOps.

App Engine by default scales the number of instances running up and down to match the load,
thus providing consistent performance for your app at all times while minimizing idle instances and
thus reducing cost.

Note: At a high level, NoOps means that there is no infrastructure to build out and manage during
usage of the platform. Typically, the compromise you make with NoOps is that you lose control of
the underlying infrastructure.
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https://cloud.google.com/appengine/docs/the-appengine-environments
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https://cloud.google.com/iam/docs/using-iam-securely
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https://cloud.google.com/iap/docs/using-tcp-forwarding#tunneling_with_ssh Leveraging the
BeyondCorp security model. "This January, we enhanced context-aware access capabilities in
Cloud Identity-Aware Proxy (IAP) to help you protect SSH and RDP access to your virtual
machines (VMs)-without needing to provide your VMs with public IP addresses, and without
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having to set up bastion hosts. " https://cloud.google.com/blog/products/identity-security/cloud-
iap-enables-context-aware-access-to-vms-via-ssh-and-rdp-without-bastion-hosts
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https://cloud.google.com/sqgl/docs/mysql/high-availability
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On Linux instances, connect to your instance and manually resize your partitions and file systems
to use the additional disk space that you added.

Extend the file system on the disk or the partition to use the added space. If you grew a partition
on your disk, specify the partition. If your disk does not have a partition table, specify only the disk
ID.

sudo resize2fs /dev/[DISK_ID][PARTITION_NUMBER]

where [DISK_ID] is the device name and [PARTITION_NUMBER] is the partition number for the
device where you are resizing the file system.

Eﬁ:ﬁ: 59
HETIE, A VN—DFEHN8HEN L30RETHRAR—YBETHLTLET, HE, FiEni
BELGE RKEOBET—FZWELTVWET, ZOT—4F EBigQuerylZREFELTWET ]ED


https://www.jpnshiken.com/q/33793-2713377/
https://www.jpnshiken.com/q/33793-2713378/

FEETE HRBOERICELTEDE S BERZHIBRT ALENHY FT, DL S GERITHIE
TEHV)a—2a Rt TIRENHYET, HL-IAMETEEMN?

A BAZEIC—BOHANFEZERLEIT ARV VIR MAHo-HEE, COHMFEERAL
TBigQueryd™ 5 I RTHDITZHIBRLET,

B. BigQueryTH L WT—42 ZWMYRAL EEFE, T—FBKRIGLE DLP)APIZN L TT—2 £FE1T
L. EAFREFRELET, DIPRFY U DO—8ELT #ERET—2H2OTIZREFELET, HI
BRUVIRA MDA HoBERF T—2H20J71C0 ) ERT LT BAANERZETCHZRDOITE
ER

C.TRTOT—H%ELT—JILEIIBigQueryE 2 —% R LET HIBRY VTR bABH o115
B Y ICIO DT HICEEEEZT5DEA—DLRALET, TRTODWTEZRY
T V—RT=TLOKOLYIZIOEL—ZFEALET,

D. A EIC—EDHANFEFEALFEYT, BIBRERFFC, EDED VIV FEnf-SHA256ZFRAL
T—ED#HANFTHZLEEZLFT,

EfE: (EfEZRRLET)

Current legislation requires you to delete "SUCH" information upon request of the subject. " So
from that point of view the question is not to delete the entire user records but specific data related
to personal health data. With DLP you can use InfoTypes and InfoType detectors to specifically
scan for those entries and how to act upon them (link https://cloud.google.com/dlp/docs/concepts-
infotypes)

https://cloud.google.com/dIp#section-6
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Topic 7, TerramEarth

Company Overview

TerramEarth manufactures heavy equipment for the mining and agricultural industries. About 80%
of their business is from mining and 20% from agriculture. They currently have over 500 dealers
and service centers in 100 countries. Their mission is to build products that make their customers
more productive.

Solution Concept

There are 20 million TerramEarth vehicles in operation that collect 120 fields of data per second.
Data is stored locally on the vehicle and can be accessed for analysis when a vehicle is serviced.
The data is downloaded via a maintenance port. This same port can be used to adjust operational
parameters, allowing the vehicles to be upgraded in the field with new computing modules.
Approximately 200,000 vehicles are connected to a cellular network, allowing TerramEarth to
collect data directly. At a rate of 120 fields of data per second with 22 hours of operation per day,
TerramEarth collects a total of about 9 TB/day from these connected vehicles.

Existing Technical Environment

TerramEarth's existing architecture is composed of Linux and Windows-based systems that reside
in a single U.S. west coast based data center. These systems gzip CSV files from the field and
upload via FTP, and place the data in their data warehouse. Because this process takes time,
aggregated reports are based on data that is 3 weeks old.

With this data, TerramEarth has been able to preemptively stock replacement parts and reduce
unplanned downtime of their vehicles by 60%. However, because the data is stale, some
customers are without their vehicles for up to 4 weeks while they wait for replacement parts.
Business Requirements

Decrease unplanned vehicle downtime to less than 1 week.

Support the dealer network with more data on how their customers use their equipment to better
position new products and services Have the ability to partner with different companies -
especially with seed and fertilizer suppliers in the fast-growing agricultural business - to create
compelling joint offerings for their customers.
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Technical Requirements

Expand beyond a single datacenter to decrease latency to the American Midwest and east coast.
Create a backup strategy.

Increase security of data transfer from equipment to the datacenter.

Improve data in the data warehouse.

Use customer and equipment data to anticipate customer needs.

Application 1: Data ingest

A custom Python application reads uploaded datafiles from a single server, writes to the data
warehouse.

Compute:

Windows Server 2008 R2

- 16 CPUs

- 128 GB of RAM

- 10 TB local HDD storage

Application 2: Reporting

An off the shelf application that business analysts use to run a daily report to see what equipment
needs repair. Only 2 analysts of a team of 10 (5 west coast, 5 east coast) can connect to the
reporting application at a time.

Compute:

Off the shelf application. License tied to number of physical CPUs

- Windows Server 2008 R2

- 16 CPUs

- 32 GB of RAM

- 500 GB HDD

Data warehouse:

A single PostgreSQL server

- RedHat Linux

- 64 CPUs

- 128 GB of RAM

-4x 6TB HDD in RAID 0

Executive Statement

Our competitive advantage has always been in the manufacturing process, with our ability to build
better vehicles for lower cost than our competitors. However, new products with different
approaches are constantly being developed, and I'm concerned that we lack the skills to undergo
the next wave of transformations in our industry. My goals are to build our skills while addressing
immediate market needs through incremental innovations.
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https://cloud.google.com/run/docs/multiple-regions

Topic 8, Mountkrik Games

Company Overview

Mountkirk Games makes online, session-based, multiplayer games for mobile platforms. They
build all of their games using some server-side integration. Historically, they have used cloud
providers to lease physical servers.

Due to the unexpected popularity of some of their games, they have had problems scaling their
global audience, application servers, MySQL databases, and analytics tools.

Their current model is to write game statistics to files and send them through an ETL tool that
loads them into a centralized MySQL database for reporting.

Solution Concept

Mountkirk Games is building a new game, which they expect to be very popular. They plan to
deploy the game's backend on Google Compute Engine so they can capture streaming metrics,
run intensive analytics, and take advantage of its autoscaling server environment and integrate
with a managed NoSQL database.

Business Requirements

Increase to a global footprint.

Improve uptime - downtime is loss of players.
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Increase efficiency of the cloud resources we use.

Reduce latency to all customers.

Technical Requirements

Requirements for Game Backend Platform

Dynamically scale up or down based on game activity.

Connect to a transactional database service to manage user profiles and game state.

Store game activity in a timeseries database service for future analysis.

As the system scales, ensure that data is not lost due to processing backlogs.

Run hardened Linux distro.

Requirements for Game Analytics Platform

Dynamically scale up or down based on game activity

Process incoming data on the fly directly from the game servers

Process data that arrives late because of slow mobile networks

Allow queries to access at least 10 TB of historical data

Process files that are regularly uploaded by users' mobile devices

Executive Statement

Our last successful game did not scale well with our previous cloud provider, resulting in lower
user adoption and affecting the game's reputation. Our investors want more key performance
indicators (KPIs) to evaluate the speed and stability of the game, as well as other metrics that
provide deeper insight into usage patterns so we can adapt the game to target users. Additionally,
our current technology stack cannot provide the scale we need, so we want to replace MySQL
and move to an environment that provides autoscaling, low latency load balancing, and frees us
up from managing physical servers.
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required information.

Explanation:

https://cloud.google.com/bigquery/docs/managing-jobs
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Note: The principle of least privilege and separation of duties are concepts that, although
semantically different, are intrinsically related from the standpoint of security. The intent behind
both is to prevent people from having higher privilege levels than they actually need Principle of
Least Privilege: Users should only have the least amount of privileges required to perform their job
and no more. This reduces authorization exploitation by limiting access to resources such as
targets, jobs, or monitoring templates for which they are not authorized.

Separation of Duties: Beyond limiting user privilege level, you also limit user duties, or the specific
jobs they can perform. No user should be given responsibility for more than one related function.
This limits the ability of a user to perform a malicious action and then cover up that action.
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Microservice runs on all nodes. The Micro service runs on Pod, Pod runs on Nodes. Nodes is
nothing but Virtual machines. Once deployed the application microservices will get deployed
across all Nodes. Destroying one node may not mimic the behaviour of microservice crashing as it
may be running in other nodes.

link: https://istio.io/latest/docs/tasks/traffic-management/fault-injection/
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https://cloud.google.com/logging/docs/audit/
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https://cloud.google.com/blog/products/storage-data-transfer/uploading-images-directly-to-cloud-
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Your company is building a new architecture to support its data-centric business focus. You are
responsible for setting up the network. Your company's mobile and web-facing applications will be
deployed on-premises, and all data analysis will be conducted in GCP. The plan is to process and
load 7 years of archived .csv files totaling 900 TB of data and then continue loading 10 TB of data
daily. You currently have an existing 100-MB internet connection.

What actions will meet your company's needs?

A. Compress and upload both achieved files and files uploaded daily using the gsutil -m option.
B. Lease a Transfer Appliance, upload archived files to it, and send it, and send it to Google to
transfer archived data to Cloud Storage. Establish a connection with Google using a Dedicated
Interconnect or Direct Peering connection and use it to upload files daily.

C. Lease a Transfer Appliance, upload archived files to it, and send it, and send it to Google to
transfer archived data to Cloud Storage. Establish one Cloud VPN Tunnel to VPC networks over
the public internet, and compares and upload files daily using the gsutil -m option.

D. Lease a Transfer Appliance, upload archived files to it, and send it to Google to transfer
archived data to Cloud Storage. Establish a Cloud VPN Tunnel to VPC networks over the public
internet, and compress and upload files daily.
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https://cloud.google.com/interconnect/docs/how-to/direct-peering
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Capacity planning, TCO calculations, opex/capex allocation From the case study, it can conclude
that Management (CXO) all concern rapid provision of resources (infrastructure) for growing as
well as cost management, such as Cost optimization in Infrastructure, trade up front capital
expenditures (Capex) for ongoing operating expenditures (Opex), and Total cost of ownership
(TCO)
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Topic 3, TerramEarth

Company Overview

TerramEarth manufactures heavy equipment for the mining and agricultural industries: About 80%
of their business is from mining and 20% from agriculture. They currently have over 500 dealers
and service centers in 100 countries. Their mission is to build products that make their customers
more productive.

Company Background

TerramEarth formed in 1946, when several small, family owned companies combined to retool
after World War Il. The company cares about their employees and customers and considers them
to be extended members of their family.

TerramEarth is proud of their ability to innovate on their core products and find new markets as
their customers' needs change. For the past 20 years trends in the industry have been largely
toward increasing productivity by using larger vehicles with a human operator.

Solution Concept

There are 20 million TerramEarth vehicles in operation that collect 120 fields of data per second.
Data is stored locally on the vehicle and can be accessed for analysis when a vehicle is serviced.
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The data is downloaded via a maintenance port. This same port can be used to adjust operational
parameters, allowing the vehicles to be upgraded in the field with new computing modules.
Approximately 200,000 vehicles are connected to a cellular network, allowing TerramEarth to
collect data directly. At a rate of 120 fields of data per second, with 22 hours of operation per day.

TerramEarth collects a total of about 9 TB/day from these connected vehicles.
Existing Technical Environment

TerramEarth's existing architecture is composed of Linux-based systems that reside in a data
center. These systems gzip CSV files from the field and upload via FTP, transform and aggregate
them, and place the data in their data warehouse. Because this process takes time, aggregated
reports are based on data that is 3 weeks old.

With this data, TerramEarth has been able to preemptively stock replacement parts and reduce
unplanned downtime of their vehicles by 60%. However, because the data is stale, some
customers are without their vehicles for up to 4 weeks while they wait for replacement parts.
Business Requirements

* Decrease unplanned vehicle downtime to less than 1 week, without increasing the cost of
carrying surplus inventory

* Support the dealer network with more data on how their customers use their equipment IP better
position new products and services.

* Have the ability to partner with different companies-especially with seed and fertilizer suppliers in
the fast-growing agricultural business-to create compelling joint offerings for their customers CEO
Statement We have been successful in capitalizing on the trend toward larger vehicles to increase
the productivity of our customers. Technological change is occurring rapidly and TerramEarth has
taken advantage of connected devices technology to provide our customers with better services,
such as our intelligent farming equipment. With this technology, we have been able to increase
farmers' yields by 25%, by using past trends to adjust how our vehicles operate. These advances
have led to the rapid growth of our agricultural product line, which we expect will generate 50% of
our revenues by 2020.

CTO Statement

Our competitive advantage has always been in the manufacturing process with our ability to build
better vehicles for tower cost than our competitors. However, new products with different
approaches are constantly being developed, and I'm concerned that we lack the skills to undergo
the next wave of transformations in our industry. Unfortunately, our CEO doesn't take technology
obsolescence seriously and he considers the many new companies in our industry to be niche
players. My goals are to build our skills while addressing immediate market needs through
incremental innovations.
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The error is most like caused by the access scope issue. When create new instance, you have the
default Compute engine default service account but most serves access including BigQuery is not
enable. Create an instance Most access are not enabled by default You have default service
account but don't have the permission (scope) you can stop the instance, edit, change scope and
restart it to enable the scope access. Of course, if you Run your script on a new virtual machine
with the BigQuery access scope enabled, it also works
https://cloud.google.com/compute/docs/access/service-accounts
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https://cloud.google.com/blog/products/databases/getting-started-with-time-series-trend-
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Topic 9, Mountkrik Games

Company Overview

Mountkirk Games makes online, session-based, multiplayer games for mobile platforms. They
have recently started expanding to other platforms after successfully migrating their on-premises
environments to Google Cloud.

Their most recent endeavor is to create a retro-style first-person shooter (FPS) game that allows
hundreds of simultaneous players to join a geo-specific digital arena from multiple platforms and
locations. A real-time digital banner will display a global leaderboard of all the top players across
every active arena.

Solution concept

Mountkirk Games is building a new multiplayer game that they expect to be very popular. They
plan to deploy the game's backend on Google Kubernetes Engine so they can scale rapidly and
use Google's global load balancer to route players to the closest regional game arenas. In order
to keep the global leader board in sync, they plan to use a multi-region Spanner cluster.

Existing technical environment

The existing environment was recently migrated to Google Cloud, and five games came across
using lift-and-shift virtual machine migrations, with a few minor exceptions. Each new game exists
in an isolated Google Cloud project nested below a folder that maintains most of the permissions
and network policies. Legacy games with low traffic have been consolidated into a single project.
There are also separate environments for development and testing.

Business Requirements

Support multiple gaming platforms.

Support multiple regions.

Support rapid iteration of game features.

Minimize latency.
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Optimize for dynamic scaling.

Use managed services and pooled resources.

Minimize costs.

Technical Requirements

Dynamically scale based on game activity.

Publish scoring data on a near real-time global leaderboard.

Store game activity logs in structured files for future analysis.

Use GPU processing to render graphics server-side for multi-platform support.

Support eventual migration of legacy games to this new platform.

Executive statement

Our last game was the first time we used Google Cloud, and it was a tremendous success. We
were able to analyze player behavior and game telemetry in ways that we never could before.
This success allowed us to bet on a full migration to the cloud and to start building all-new games
using cloud-native design principles. Our new game is our most ambitious to date and will open
up doors for us to support more gaming platforms beyond mobile. Latency is our top priority,
although cost management is the next most important challenge. As with our first cloud-based
game, we have grown to expect the cloud to enable advanced analytics capabilities so we can
rapidly iterate on our deployments of bug fixes and new functionality.
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Google Cloud Platform (GCP) HTTP(S) load balancing provides global load balancing for
HTTP(S) requests destined for your instances.

The HTTP(S) load balancer has native support for the WebSocket protocol.

Incorrect Answers:

A: HTTP server push, also known as HTTP streaming, is a client-server communication pattern
that sends information from an HTTP server to a client asynchronously, without a client request. A
server push architecture is especially effective for highly interactive web or mobile applications,
where one or more clients need to receive continuous information from the server.
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https://cloud.google.com/solutions/reliable-task-scheduling-compute-engine
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A. StatefulSets

B. Role-based access control

C. Container environment variables
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D. Persistent Volumes
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https://kubernetes.io/docs/tutorials/stateful-application/basic-stateful-set/
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https://cloud.google.com/appengine/docs/flexible/go/authorizing-apps
https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-
organizations#delegate_application_authorization_with_oauth2 Delegate application authorization
with OAuth2 Cloud Platform APIs support OAuth 2.0, and scopes provide granular authorization
over the methods that are supported. Cloud Platform supports both service-account and user-
account OAuth, also called three-legged OAuth.

Reference:

https://cloud.google.com/appengine/docs/flexible/go/authorizing-apps
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https://cloud.google.com/solutions/federating-gcp-with-active-directory-
introduction#implementing_federation
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The Anthos Service Mesh pages in the Google Cloud Console provide both summary and in-
depth metrics, charts, and graphs that enable you to observe service behavior. You can monitor
the overall health of your services, or drill down on a specific service to set a service level
objective (SLO) or troubleshoot an issue. https://cloud.google.com/service-
mesh/docs/observability/explore-dashboard

https://cloud.google.com/anthos/service-mesh
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503 is service unavailable error. If the database was online everyone would get the 503 error.
https://cloud.google.com/docs/quota#capping_usage
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A. App Engine

B. GKE On-Prem

C. Google Kubernetes Engine

D. Compute Engine
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https://cloud.google.com/storage/docs/gcs-fuse#notes

Cloud Filestore: Cloud Filestore is a scalable and highly available shared file service fully
managed by Google. Cloud Filestore provides persistent storage ideal for shared workloads. It is
best suited for enterprise applications requiring persistent, durable, shared storage which is
accessed by NFS or requires a POSIX compliant file system.
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You want your Google Kubernetes Engine cluster to automatically add or remove nodes based on
CPUload.

What should you do?

A. Configure a HorizontalPodAutoscaler with a target CPU usage. Enable the Cluster Autoscaler
from the GCP Console.

B. Configure a HorizontalPodAutoscaler with a target CPU usage. Enable autoscaling on the
managed instance group for the cluster using the gcloud command.

C. Create a deployment and set the maxUnavailable and maxSurge properties. Enable
autoscaling on the cluster managed instance group from the GCP Console.

D. Create a deployment and set the maxUnavailable and maxSurge properties. Enable the
Cluster Autoscaler using the gcloud command..
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Coldline Storage is the best choice for data that you plan to access at most once a year, due to its
slightly lower availability, 90-day minimum storage duration, costs for data access, and higher per-
operation costs. For example:

Cold Data Storage - Infrequently accessed data, such as data stored for legal or regulatory
reasons, can be stored at low cost as Coldline Storage, and be available when you need it.
Disaster recovery - In the event of a disaster recovery event, recovery time is key. Cloud Storage
provides low latency access to data stored as Coldline Storage.
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