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https://cloud.google.com/appengine/docs/standard/php/memcache/using
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https://cloud.google.com/appengine/docs/the-appengine-environments
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Backups help you restore lost data to your Cloud SQL instance. Additionally, if an instance is
having a problem, you can restore it to a previous state by using the backup to overwrite it. Enable
automated backups for any instance that contains necessary data. Backups protect your data
from loss or damage.
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Enabling automated backups, along with binary logging, is also required for some operations,
such as clone and replica creation.
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In order to maintain a high request rate, avoid using sequential names. Using completely random
object names will give you the best load distribution. Randomness after a common prefix is
effective under the prefix https://cloud.google.com/storage/docs/request-rate
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https://cloud.google.com/interconnect/docs/how-to/direct-peering
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https://cloud.google.com/run/docs/multiple-regions
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A. Google Cloud Dataproc

B. Google Cloud Dataflow
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Dataflow is for processing both the Batch and Stream.

Cloud Dataflow is a fully-managed service for transforming and enriching data in stream (real
time) and batch (historical) modes with equal reliability and expressiveness -- no more complex
workarounds or compromises needed.

References: https://cloud.google.com/dataflow/
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A Cloud NAT gateway can perform NAT for nodes and Pods in a private cluster, which is a type of

VPC-native cluster. The Cloud NAT gateway must be configured to apply to at least the following

subnet IP address ranges for the subnet that your cluster uses:

Subnet primary IP address range (used by nodes)

Subnet secondary IP address range used for Pods in the cluster

Subnet secondary IP address range used for Services in the cluster

The simplest way to provide NAT for an entire private cluster is to configure a Cloud NAT gateway

to apply to all of the cluster's subnet's IP address ranges.

https://cloud.google.com/nat/docs/overview
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For all Google Cloud services secured with VPC Service Controls, you can ensure that:
Resources within a perimeter are accessed only from clients within authorized VPC networks
using Private Google Access with either Google Cloud or on-premises.
https://cloud.google.com/vpc-service-controls/docs/overview
https://cloud.google.com/vpc-service-controls/docs/overview. You create a service control across
your VPC and any cloud bucket or any project resource to restrict access. Anything outside of it
can't access the resources within service control perimeter
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java.lang.SecurityException: SHAl digest error for
com/Altostrat/CloakedServlet.class

at com.google.appengine.runtime.Reqguest.process
-d36f8158a24b8cfld (Request.java)

at
sun.security.util.ManifestEntryVerifier.verify
(ManifestEntryVerifier.java:210)

at java.util.jar.JarVerifier.processEntiy
(Jarverifier.java:218)

at java.util.jar.JarVerifier.update

1ﬂarverifier.iava:255}

L 3r

“javigﬁtil.fé}ﬁJgkﬁerifiers?arifierStIeam.read
(JTarVerifier.java:428)

at sun.misc.Resourege.getBytes
(Resource.java:124)

at java.netJURL.ClassLoader.defineClass
(URLClassLoader.java:273)

at suntreflect.GeneratedMethodAccessor5S.invoke
(Unknown Sguzce)

at
sun.reflect.DelegatingMethodAccessorImpl.invoke
(DelegatingMethodAccessorImpl.java:43)

at java.lang.reflect.Method. invoke
(Method.java:616)

at java.lang.ClassLoader.loadClass

(ClassLoader.java:266€)

What should you do?

A. Recompile the CLoakedServlet class using and MD5 hash instead of SHA1
B. Upload missing JAR files and redeploy your application.

C. Digitally sign all of your JAR files and redeploy your application
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https://cloud.google.com/solutions/building-a-serverless-ml-model
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https://cloud.google.com/kubernetes-engine/docs/how-to/updating-apps#updating_an_application
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https://cloud.google.com/compute/docs/instance-templates/create-instance-templates
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https://cloud.google.com/serverless-options
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https://cloud.google.com/iap/docs/using-tcp-forwarding#tunneling_with_ssh Leveraging the
BeyondCorp security model. "This January, we enhanced context-aware access capabilities in
Cloud Identity-Aware Proxy (IAP) to help you protect SSH and RDP access to your virtual
machines (VMs)-without needing to provide your VMs with public IP addresses, and without
having to set up bastion hosts. " https://cloud.google.com/blog/products/identity-security/cloud-
iap-enables-context-aware-access-to-vms-via-ssh-and-rdp-without-bastion-hosts
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https://cloud.google.com/iam/docs/understanding-service-accounts

Migrating data to Google Cloud Platform

Let's say that you have some data processing that happens on another cloud provider and you
want to transfer the processed data to Google Cloud Platform. You can use a service account
from the virtual machines on the external cloud to push the data to Google Cloud Platform. To do
this, you must create and download a service account key when you create the service account
and then use that key from the external process to call the Cloud Platform APIs.

References:

https://cloud.google.com/iam/docs/understanding-service-
accounts#migrating_data_to_google_cloud_platform
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"Roles are always inherited, and there is no way to explicitly remove a permission for a lower-level
resource that is granted at a higher level in the resource hierarchy. Given the above example,
even if you were to remove the Project Editor role from Bob on the "Test GCP Project", he would
still inherit that role from the "Dept Y" folder, so he would still have the permissions for that role on
"Test GCP Project"."
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A. Load data into Google BigQuery.

B. Insert data into Google Cloud SQL.
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Google Big Query is for multi peta byte storage , HA(High availability) which means 24 hours,
SQL interface .
https://medium.com/google-cloud/the-12-components-of-google-bigquery-c2b49829a7c7
https://cloud.google.com/solutions/bigquery-data-warehouse
https://cloud.google.com/bigquery/

BigQuery is Google's serverless, highly scalable, low cost enterprise data warehouse designed to
make all your data analysts productive. Because there is no infrastructure to manage, you can
focus on analyzing data to find meaningful insights using familiar SQL and you don't need a
database administrator.

BigQuery enables you to analyze all your data by creating a logical data warehouse over
managed, columnar storage as well as data from object storage, and spreadsheets.
References: https://cloud.google.com/bigquery/
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To connect two networks together we need (1) either VPN or interconnect and (2) peering. When
there is peering, you cannot have conflicting IP addresses. You can use either Cloud VPN or
Cloud Interconnect to securely connect your on-premises network to your VPC network.
(https://cloud.google.com/vpc/docs/vpc-peering#transit-network) At the time of peering, Google
Cloud checks to see if there are any subnet IP ranges that overlap subnet IP ranges in the other
network. If there is any overlap, peering is not established.
(https://cloud.google.com/vpc/docs/vpc-peering#considerations) NAT is used to translate private
to public IP and vice versa, however because we are connecting 2 networks together, they
become private IPs. So it is not applicable.
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Topic 5, Dress4Win Case 2

Company Overview

Dress4win is a web-based company that helps their users organize and manage their personal
wardrobe using a website and mobile application. The company also cultivates an active social
network that connects their users with designers and retailers. They monetize their services
through advertising, e-commerce, referrals, and a freemium app model. The application has
grown from a few servers in the founder's garage to several hundred servers and appliances in a
collocated data center. However, the capacity of their infrastructure is now insufficient for the
application's rapid growth. Because of this growth and the company's desire to innovate faster.
Dress4Win is committing to a full migration to a public cloud.

Solution Concept

For the first phase of their migration to the cloud, Dress4win is moving their development and test
environments. They are also building a disaster recovery site, because their current infrastructure
is at a single location. They are not sure which components of their architecture they can migrate
as is and which components they need to change before migrating them.

Existing Technical Environment
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The Dress4win application is served out of a single data center location. All servers run Ubuntu
LTS v16.04.

Databases:

MySQL. 1 server for user data, inventory, static data:

- MySQL 5.8

- 8 core CPUs

- 128 GB of RAM

-2x 5 TB HDD (RAID 1)

Redis 3 server cluster for metadata, social graph, caching. Each server is:
- Redis 3.2

- 4 core CPUs

- 32GB of RAM

Compute:

40 Web Application servers providing micro-services based APIls and static content.
- Tomcat - Java

- Nginx

- 4 core CPUs

- 32 GB of RAM

20 Apache Hadoop/Spark servers:

- Data analysis

- Real-time trending calculations

- 8 core CPUS

- 128 GB of RAM

-4x 5 TB HDD (RAID 1)

3 RabbitMQ servers for messaging, social notifications, and events:

- 8 core CPUs

- 32GB of RAM

Miscellaneous servers:

- Jenkins, monitoring, bastion hosts, security scanners

- 8 core CPUs

- 32GB of RAM

Storage appliances:

iISCSI for VM hosts

Fiber channel SAN - MySQL databases

- 1 PB total storage; 400 TB available

NAS - image storage, logs, backups

- 100 TB total storage; 35 TB available

Business Requirements

Build a reliable and reproducible environment with scaled parity of production.
Improve security by defining and adhering to a set of security and Identity and Access
Management (IAM) best practices for cloud.



Improve business agility and speed of innovation through rapid provisioning of new resources.
Analyze and optimize architecture for performance in the cloud.

Technical Requirements

Easily create non-production environment in the cloud.

Implement an automation framework for provisioning resources in cloud.

Implement a continuous deployment process for deploying applications to the on-premises
datacenter or cloud.

Support failover of the production environment to cloud during an emergency.

Encrypt data on the wire and at rest.

Support multiple private connections between the production data center and cloud environment.
Executive Statement

Our investors are concerned about our ability to scale and contain costs with our current
infrastructure. They are also concerned that a competitor could use a public cloud platform to
offset their up-front investment and free them to focus on developing better features. Our traffic
patterns are highest in the mornings and weekend evenings; during other times, 80% of our
capacity is sitting idle.

Our capital expenditure is now exceeding our quarterly projections. Migrating to the cloud will
likely cause an initial increase in spending, but we expect to fully transition before our next
hardware refresh cycle. Our total cost of ownership (TCO) analysis over the next 5 years for a
public cloud strategy achieves a cost reduction between 30% and 50% over our current model.
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https://stackoverflow.com/questions/36441423/migrate-google-compute-engine-instance-to-a-
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From scenario: Requirements for Game Backend Platform

Dynamically scale up or down based on game activity

Connect to a managed NoSQL database service

Run customize Linux distro
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Topic 1, Mountkirk Games

Solution Concept

Mountkirk Games is building a new game, which they expect to be very popular. They plan to
deploy the game's backend on Google Compute Engine so they can capture streaming metrics,
run intensive analytics and take advantage of its autoscaling server environment and integrate
with a managed NoSQL database.

Technical Requirements

Requirements for Game Backend Platform

1. Dynamically scale up or down based on game activity.

2. Connect to a managed NoSQL database service.

3. Run customized Linx distro.

Requirements for Game Analytics Platform

1. Dynamically scale up or down based on game activity.

2. Process incoming data on the fly directly from the game servers.

3. Process data that arrives late because of slow mobile networks.

4. Allow SQL queries to access at least 10 TB of historical data.

5. Process files that are regularly uploaded by users' mobile devices.

6. Use only fully managed services

CEO Statement


https://www.jpnshiken.com/q/15337-1360287/
https://www.jpnshiken.com/q/15337-1360288/

Our last successful game did not scale well with our previous cloud provider, resuming in lower
user adoption and affecting the game's reputation. Our investors want more key performance
indicators (KPIs) to evaluate the speed and stability of the game, as well as other metrics that
provide deeper insight into usage patterns so we can adapt the gams to target users.

CTO Statement

Our current technology stack cannot provide the scale we need, so we want to replace MySQL
and move to an environment that provides autoscaling, low latency load balancing, and frees us
up from managing physical servers.

CFO Statement

We are not capturing enough user demographic data usage metrics, and other KPIs. As a result,
we do not engage the right users. We are not confident that our marketing is targeting the right
users, and we are not selling enough premium Blast-Ups inside the games, which dramatically
impacts our revenue.
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bucket.

Explanation:

Reference https://cloud.google.com/cdn/docs/bestpractices#
using_custom_cache_keys_to_improve_cache_hit_ratio
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https://cloud.google.com/security/compliance/pci-dss
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https://cloud.google.com/appengine/docs/standard/python3/connecting-vpc
https://cloud.google.com/appengine/docs/flexible/python/using-third-party-
databases#on_premises
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A. Google BigQuery

B. Google Cloud SQL

C. Google Cloud Bigtable

D. Google Cloud Storage
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It is time-series data, So Big Table.
https://cloud.google.com/bigtable/docs/schema-design-time-series

Google Cloud Bigtable is a scalable, fully-managed NoSQL wide-column database that is suitable
for both real-time access and analytics workloads.

Good for:

Low-latency read/write access

High-throughput analytics

Native time series support

Common workloads:

loT, finance, adtech

Personalization, recommendations

Monitoring

Geospatial datasets

Graphs

References: https://cloud.google.com/storage-options/
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https://cloud.google.com/vpc/docs/using-firewalls

The best practice when configuration a health check is to check health and serve traffic on the
same port. However, it is possible to perform health checks on one port, but serve traffic on
another. If you do use two different ports, ensure that firewall rules and services running on
instances are configured appropriately. If you run health checks and serve traffic on the same
port, but decide to switch ports at some point, be sure to update both the backend service and the
health check.

Backend services that do not have a valid global forwarding rule referencing it will not be health
checked and will have no health status.

References: https://cloud.google.com/compute/docs/load-balancing/http/backend-service
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https://cloud.google.com/solutions/data-lifecycle-cloud-platform
https://cloud.google.com/solutions/designing-connected-vehicle-platform

Topic 3, JencoMart

Solution Concept

JencoMart wants to migrate several critical applications to the cloud but has not completed a
technical review to determine their suitability for the cloud and the engineering required for
migration. They currently host all of these applications on infrastructure that is at its end of life and
is no longer supported.

Existing Technical Environment

JencoMart hosts all of its applications in 4 data centers: 3 in North American and 1 in Europe,
most applications are dual-homed.
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JencoMart understands the dependencies and resource usage metrics of their on-premises
architecture.

Application Customer loyalty portal

LAMP (Linux, Apache, MySQL and PHP) application served from the two JencoMart-owned U.S.
data centers.

Database

* Oracle Database stores user profiles

20TB

Complex table structure

Well maintained, clean data

Strong backup strategy

* PostgreSQL database stores user credentials

Single-homed in US West

o No redundancy

o Backed up every 12 hours

100% uptime service level agreement (SLA)

Authenticates all users

Compute

* 30 machines in US West Coast, each machine has:

o Twin, dual core CPUs

0 32GB of RAM

Twin 250 GB HDD (RAID 1)

* 20 machines in US East Coast, each machine has:

o Single dual-core CPU

0 24 GB of RAM

Twin 250 GB HDD (RAID 1)

Storage

* Access to shared 100 TB SAN in each location

* Tape backup every week

Business Requirements

* Optimize for capacity during peak periods and value during off-peak periods
* Guarantee service availably and support

* Reduce on-premises footprint and associated financial and environmental impact.
* Move to outsourcing model to avoid large upfront costs associated with infrastructure purchase
* Expand services into Asia.

Technical Requirements

* Assess key application for cloud suitability.

* Modify application for the cloud.

* Move applications to a new infrastructure.

* Leverage managed services wherever feasible

* Sunset 20% of capacity in existing data centers



* Decrease latency in Asia

CEO Statement

JencoMart will continue to develop personal relationships with our customers as more people
access the web. The future of our retail business is in the global market and the connection
between online and in-store experiences. As a large global company, we also have a
responsibility to the environment through 'green’ initiatives and polices.

CTO Statement

The challenges of operating data centers prevents focus on key technologies critical to our long-
term success. Migrating our data services to a public cloud infrastructure will allow us to focus on
big data and machine learning to improve our service customers.

CFO Statement

Since its founding JencoMart has invested heavily in our data services infrastructure. However,
because of changing market trends, we need to outsource our infrastructure to ensure our long-
term success. This model will allow us to respond to increasing customer demand during peak
and reduce costs.
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You want your Google Kubernetes Engine cluster to automatically add or remove nodes based on
CPUload.

What should you do?

A. Configure a HorizontalPodAutoscaler with a target CPU usage. Enable autoscaling on the
managed instance group for the cluster using the gcloud command.

B. Configure a HorizontalPodAutoscaler with a target CPU usage. Enable the Cluster Autoscaler
from the GCP Console.

C. Create a deployment and set the maxUnavailable and maxSurge properties. Enable
autoscaling on the cluster managed instance group from the GCP Console.

D. Create a deployment and set the maxUnavailable and maxSurge properties. Enable the
Cluster Autoscaler using the gcloud command..
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Note: The principle of least privilege and separation of duties are concepts that, although
semantically different, are intrinsically related from the standpoint of security. The intent behind
both is to prevent people from having higher privilege levels than they actually need Principle of
Least Privilege: Users should only have the least amount of privileges required to perform their job
and no more. This reduces authorization exploitation by limiting access to resources such as
targets, jobs, or monitoring templates for which they are not authorized.

Separation of Duties: Beyond limiting user privilege level, you also limit user duties, or the specific
jobs they can perform. No user should be given responsibility for more than one related function.
This limits the ability of a user to perform a malicious action and then cover up that action.
References: https://cloud.google.com/kms/docs/separation-of-duties
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import news

from flask impeort Flask, redirect, reguest
from flask.ext.api import status

from google.appengine.api import users

app = Flask(_namas )
seasions = {}

Bapp.routs (™/¥)
def homepage () z
user = ussars.get currant usar|()
if not user:
return "Invalid login®,
atatus.HTTF 401 UNAUTHORIZER

if user not in =es=ions:
seszicons [user] = {“viewsed”: []]}

news articles = news.get new news (user, sessiona [us=er]
[“wieswad™])
sszaions [user] [“viewsd”] += [n["1d"] for n

in news articles]
return news.render (news_articles)

if narfe == MSwdin 00
aporFunty

Ayl a EHE EE1D204 VR ZVRIZHLTA—AIILTY,

B. tv 3 ZE#HMCloud Datastore TEEE SN TLET,

C.x¥v vl VI %MIETHICIE APIOURLEZZEET HLENHYFET,

D. ¥¥ v a%EILd BIZIL HTTP ExpiresNy ¥ —%#-12RETHLELAHY ET,

IEfE: (EfEZRRLET)
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https://cloud.google.com/solutions/dr-scenarios-planning-guide
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C. Cloud Filestoref Y A2 VR &KL FEA VA A VARITYR O MLET,
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https://cloud.google.com/storage/docs/gcs-fuse#notes

Cloud Filestore: Cloud Filestore is a scalable and highly available shared file service fully
managed by Google. Cloud Filestore provides persistent storage ideal for shared workloads. It is
best suited for enterprise applications requiring persistent, durable, shared storage which is
accessed by NFS or requires a POSIX compliant file system.
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Reference:
https://cloud.google.com/compute/docs/ip-addresses/reserve-static-external-ip-
address#disableexternalip you might want to restrict external IP address so that only specific VM
instances can use them. This option can help to prevent data exfiltration or maintain network
isolation. Using an Organization Policy, you can restrict external IP addresses to specific VM
instances with constraints to control use of external IP addresses for your VM instances within an
organization or a project.
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https://cloud.google.com/dataprep/
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https://cloud.google.com/security/compliance/hipaa
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Regional persistent disk is a storage option that provides synchronous replication of data between
two zones in a region. Regional persistent disks can be a good building block to use when you
implement HA services in Compute Engine. https://cloud.google.com/compute/docs/disks/high-
availability-regional-persistent-disk
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https://cloud.google.com/kubernetes-engine/docs/how-to/creating-a-cluster
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https://cloud.google.com/logging/docs/agent/default-logs
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https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-
organizations#billing_and_management
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After testing, tag the repository for production and deploy that to the production environment.
Reference:

README.md
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https://cloud.google.com/bigquery/docs/managing-partitioned-tables
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Folders are nodes in the Cloud Platform Resource Hierarchy. A folder can contain projects, other
folders, or a combination of both. You can use folders to group projects under an organization in a
hierarchy. For example, your organization might contain multiple departments, each with its own
set of GCP resources. Folders allow you to group these resources on a per-department basis.
Folders are used to group resources that share common IAM policies. While a folder can contain
multiple folders or resources, a given folder or resource can have exactly one parent.
References: https://cloud.google.com/resource-manager/docs/creating-managing-folders
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Create a Compute engine instance with CPU and Memory options similar to your application's
current on-premises virtual machine. Install the cloud monitoring agent, and deploy the third party
application. Run a load with normal traffic levels on third party application and follow the
Rightsizing Recommendations in the Cloud Console
https://cloud.google.com/migrate/compute-engine/docs/4.9/concepts/planning-a-migration/cloud-
instance-rightsizing?hl=en
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Coldline Storage is the best choice for data that you plan to access at most once a year, due to its
slightly lower availability, 90-day minimum storage duration, costs for data access, and higher per-
operation costs. For example:

Cold Data Storage - Infrequently accessed data, such as data stored for legal or regulatory
reasons, can be stored at low cost as Coldline Storage, and be available when you need it.
Disaster recovery - In the event of a disaster recovery event, recovery time is key. Cloud Storage
provides low latency access to data stored as Coldline Storage.

References: https://cloud.google.com/storage/docs/storage-classes
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https://cloud.google.com/appengine/docs/flexible/go/authorizing-apps
https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-

organizations#delegate application_authorization_with_oauth2 Delegate application authorization
with OAuth2 Cloud Platform APIs support OAuth 2.0, and scopes provide granular authorization
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over the methods that are supported. Cloud Platform supports both service-account and user-
account OAuth, also called three-legged OAuth.

References: https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-
organizations#delegate_application_authorization_with_oauth2
https://cloud.google.com/appengine/docs/flexible/go/authorizing-apps
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https://cloud.google.com/storage/docs/locations#location-mr
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503 is service unavailable error. If the database was online everyone would get the 503 error.
https://cloud.google.com/docs/quota#capping_usage
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Topic 6, TerramEarth Case 2

Company Overview

TerramEarth manufactures heavy equipment for the mining and agricultural industries. About 80%
of their business is from mining and 20% from agriculture. They currently have over 500 dealers
and service centers in 100 countries. Their mission is to build products that make their customers
more productive.

Solution Concept

There are 20 million TerramEarth vehicles in operation that collect 120 fields of data per second.
Data is stored locally on the vehicle and can be accessed for analysis when a vehicle is serviced.
The data is downloaded via a maintenance port. This same port can be used to adjust operational
parameters, allowing the vehicles to be upgraded in the field with new computing modules.
Approximately 200,000 vehicles are connected to a cellular network, allowing TerramEarth to
collect data directly. At a rate of 120 fields of data per second with 22 hours of operation per day,
TerramEarth collects a total of about 9 TB/day from these connected vehicles.

Existing Technical Environment

TerramEarth's existing architecture is composed of Linux and Windows-based systems that reside
in a single U.S. west coast based data center. These systems gzip CSV files from the field and
upload via FTP, and place the data in their data warehouse. Because this process takes time,
aggregated reports are based on data that is 3 weeks old.

With this data, TerramEarth has been able to preemptively stock replacement parts and reduce
unplanned downtime of their vehicles by 60%. However, because the data is stale, some
customers are without their vehicles for up to 4 weeks while they wait for replacement parts.
Business Requirements

Decrease unplanned vehicle downtime to less than 1 week.
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Support the dealer network with more data on how their customers use their equipment to better
position new products and services Have the ability to partner with different companies -
especially with seed and fertilizer suppliers in the fast-growing agricultural business - to create
compelling joint offerings for their customers.

Technical Requirements

Expand beyond a single datacenter to decrease latency to the American Midwest and east coast.
Create a backup strategy.

Increase security of data transfer from equipment to the datacenter.

Improve data in the data warehouse.

Use customer and equipment data to anticipate customer needs.

Application 1: Data ingest

A custom Python application reads uploaded datafiles from a single server, writes to the data
warehouse.

Compute:

Windows Server 2008 R2

- 16 CPUs

- 128 GB of RAM

- 10 TB local HDD storage

Application 2: Reporting

An off the shelf application that business analysts use to run a daily report to see what equipment
needs repair. Only 2 analysts of a team of 10 (5 west coast, 5 east coast) can connect to the
reporting application at a time.

Compute:

Off the shelf application. License tied to number of physical CPUs

- Windows Server 2008 R2

- 16 CPUs

- 32 GB of RAM

- 500 GB HDD

Data warehouse:

A single PostgreSQL server

- RedHat Linux

- 64 CPUs

- 128 GB of RAM

-4x 6TB HDD in RAID 0

Executive Statement

Our competitive advantage has always been in the manufacturing process, with our ability to build
better vehicles for lower cost than our competitors. However, new products with different
approaches are constantly being developed, and I'm concerned that we lack the skills to undergo
the next wave of transformations in our industry. My goals are to build our skills while addressing
immediate market needs through incremental innovations.
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https://cloud.google.com/blog/products/storage-data-transfer/uploading-images-directly-to-cloud-
storage-by-using-signed-url
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https://cloud.google.com/container-registry/docs/overview

Create a Cloud Build trigger based on the development branch that tests the code, builds the
container, and stores it in Container Registry. Create a deployment pipeline that watches for new
images and deploys the new image on the development cluster. Ensure only the deployment tool
has access to deploy new versions.
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