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Running Shutdown Scripts: Create and run shutdown scripts that execute commands right
before an instance is terminated or restarted, on a best-effort basis. This is useful if you
rely on automated scripts to start up and shut down instances, allowing instances time to
clean up or perform tasks, such as exporting logs, or syncing with other systems.
https://cloud.google.com/compute/docs/shutdownscript

To setup Shutdown Scripts, go to GCP console and follow the steps:

Compute Engine -> VM instance -> Create Instance -> (Expand) Management, disks,
networking, SSH keys Enter the key "shutdown-script" and proper value
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A is not correct because storing credentials in source code and source control is
discoverable, in plain text, by anyone with access to the source code. This also introduces
the requirement to update code and do a deployment each time the credentials are
rotated.

B is not correct because consistently populating environment variables would require the
credentials to be available, in plain text, when the session is started.

C is correct because key management systems generate, use, rotate, encrypt, and destroy
cryptographic keys and manage permissions to those keys.

D is not correct because instead of managing access to the config file and updating
manually as keys are rotated, it would be better to leverage a key management system.
Additionally, there is increased risk if the config file contains the credentials in plain text.
https://cloud.google.com/kms/
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From scenario: Requirements for Game Backend Platform

1. Dynamically scale up or down based on game activity

2. Connect to a managed NoSQL database service

3. Run customize Linux distro
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Mountkirk Games makes online, session-based. multiplayer games for the most popular
mobile platforms.

Company Background

Mountkirk Games builds all of their games with some server-side integration and has
historically used cloud providers to lease physical servers. A few of their games were more
popular than expected, and they had problems scaling their application servers, MySQL
databases, and analytics tools.

Mountkirk's current model is to write game statistics to files and send them through an ETL
tool that loads them into a centralized MySQL database for reporting.

Solution Concept

Mountkirk Games is building a new game, which they expect to be very popular. They plan
to deploy the game's backend on Google Compute Engine so they can capture streaming
metrics, run intensive analytics and take advantage of its autoscaling server environment
and integrate with a managed NoSQL database.

Technical Requirements

Requirements for Game Backend Platform

1. Dynamically scale up or down based on game activity.

2. Connect to a managed NoSQL database service.

3. Run customized Linx distro.

Requirements for Game Analytics Platform

1. Dynamically scale up or down based on game activity.

2. Process incoming data on the fly directly from the game servers.

3. Process data that arrives late because of slow mobile networks.

4. Allow SQL queries to access at least 10 TB of historical data.

5. Process files that are regularly uploaded by users' mobile devices.

6. Use only fully managed services

CEO Statement

Our last successful game did not scale well with our previous cloud provider, resuming in
lower user adoption and affecting the game's reputation. Our investors want more key
performance indicators (KPIs) to evaluate the speed and stability of the game, as well as
other metrics that provide deeper insight into usage patterns so we can adapt the gams to
target users.

CTO Statement

Our current technology stack cannot provide the scale we need, so we want to replace
MySQL and move to an environment that provides autoscaling, low latency load balancing,
and frees us up from managing physical servers.

CFO Statement

We are not capturing enough user demographic data usage metrics, and other KPIs. As a
result, we do not engage the right users. We are not confident that our marketing is
targeting the right users, and we are not selling enough premium Blast-Ups inside the
games, which dramatically impacts our revenue.



For this question, refer to the Mountkirk Games case study. Mountkirk Games wants to set
up a continuous delivery pipeline. Their architecture includes many small services that they
want to be able to update and roll back quickly. Mountkirk Games has the following
requirements:

- Services are deployed redundantly across multiple regions in the US

and Europe.

- Only frontend services are exposed on the public internet.

- They can provide a single frontend IP for their fleet of services.

- Deployment artifacts are immutable.

Which set of products should they use?

A. Google Cloud Storage, Google Cloud Dataflow, Google Compute Engine

B. Google Cloud Storage, Google App Engine, Google Network Load Balancer

C. Google Container Registry, Google Container Engine, Google HTTP(s) Load Balancer
D. Google Cloud Functions, Google Cloud Pub/Sub, Google Cloud Deployment Manager
E. Container Registry, Google Kubernetes Engine, Cloud Load Balancing

IEfE: (EfEERTLET)

Google Cloud Functions is a serverless environment to build and connect cloud services.
Google Cloud Pub/Sub brings the scalability, flexibility, and reliability of enterprise
message- oriented middleware to the cloud. By providing many-to-many, asynchronous
messaging that decouples senders and receivers, it allows for secure and highly available
communication between independently written applications. Google Cloud Pub/Sub
delivers low-latency, durable messaging that helps developers quickly integrate systems
hosted on the Google Cloud Platform and externally.

Incorrect Answers:

A: Cloud Dataflow is a fully-managed service for transforming and enriching data in stream
(real time) and batch (historical) modes.

C: Store your private Docker container images on Cloud Platform for fast, scalable retrieval
and deployment. Container Registry is a private Docker repository that works with popular
continuous delivery systems. It runs on Cloud Platform to provide consistent uptime on an
infrastructure protected by Google's security. You pay only for storage and internet egress
you use, there is no per-image fee.

Reference: https://cloud.google.com/load-balancing/
https://cloud.google.com/solutions/ansible-with-spinnaker-tutorial
http://blog.armory.io/what-is-immutable-infrastructure/
https://cloud.google.com/compute/docs/load-balancing/http/
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Resilience testing is a crucial step in ensuring applications perform well in real-life
conditions. It is part of the non-functional sector of software testing that also .

Eﬁ:ﬁ: 15

Your company is building a new architecture to support its data-centric business focus.
You are responsible for setting up the network. Your company's mobile and web-facing
applications will be deployed on-premises, and all data analysis will be conducted in GCP.
The plan is to process and load 7 years of archived .csv files totaling 900 TB of data and
then continue loading 10 TB of data daily. You currently have an existing 100-MB internet
connection.

What actions will meet your company's needs?

A. Lease a Transfer Appliance, upload archived files to it, and send it, and send it to
Google to transfer archived data to Cloud Storage. Establish a connection with Google
using a Dedicated Interconnect or Direct Peering connection and use it to upload files
daily.

B. Compress and upload both achieved files and files uploaded daily using the gsutil -m
option.

C. Lease a Transfer Appliance, upload archived files to it, and send it, and send it to
Google to transfer archived data to Cloud Storage. Establish one Cloud VPN Tunnel to
VPC networks over the public internet, and compares and upload files daily using the gsutil
-m option.

D. Lease a Transfer Appliance, upload archived files to it, and send it to Google to transfer
archived data to Cloud Storage. Establish a Cloud VPN Tunnel to VPC networks over the
public internet, and compress and upload files daily.

TR (EfREERLET)
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https://cloud.google.com/appengine/docs/standard/java/tools/uploadinganapp
https://cloud.google.com/appengine/docs/standard/java/building-app/cloud-sql

A 397 Professional-Cloud-Architect-JPNFEREEE [ JPNTest.comigfit &

1L, Professional-Cloud-Architect-JPNZ{ER (18T B Z LICKRICIIBFET !
JPNTest.com( 4 &x#HProfessional-Cloud-Architect-JPNERERRIREE # iR L &

9, JPNTest.com Professional-Cloud-Architect-JPNERERFEIREE L L S EHF INFE L 1=,
Z— Z TProfessional-Cloud-Architect-JPNEIEENDTA NI VOV EFIZTANE T, &
DT - £ X _ https://www.jpntest.com/shiken/Professional-Cloud-Architect-JPN-

mondaishu 282 3 0%r 4 AAh o> + _#A14E 53— K: JPNshiken;

BfE: 17

Ny 7y THHEIO—E E LT, EfTHDCompute Engined Y A% V> ADELAGERF v
Toay bERELET, BfRA VR DADAELRY LGV FIEZERALT, b
DRAFTvTay hEERTEDLIICLEVWEZEATLWET, HLAIETHRE
m?

A.XFv T3y b#Cloud StoragelZT Y AAR— b LET, TV RKR— bR F Y
ToavbIT7AUDLTARIEERLET,
HLWTARIDDAA—DFERLET,

B. X+ v 7Y 3w k#%Cloud StoragelTTV RAR—kLFEF , TV RAR— SNz XF v
ToavbIT7ADSAA—DEERLET,

CRFTYI ay braEALTRBATARIERBLET , TRV EFEALT BE
[TIECTA VY RI U REERLET,

D. R+ w7 3y b2ERALT BHEICGCTERA VDRI VRAEZERLET,
Ffa:D(QAAV FEEKRT D)

D (Correct Answer) - D is correct because the scenario asks how to recreate instances.
A, B, and C are not correct because the Google best practice of creating images from
running Compute Engine instances is to first take a snapshot, export it to Cloud Storage,
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and then import that file as the basis for a custom image for use in DR scenarios
Reference:

Choosing a storage option https://cloud.google.com/storage-options/

Based on TerramEarth's current data flow environment (refer to the image in the case
study), what are the direct GCP services
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Applications that use BigQuery must be associated with a Google Cloud Platform Console
project with the BigQuery API enabled.

Reference: https://cloud.google.com/bigquery/create-simple-app-api
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On Linux instances, connect to your instance and manually resize your partitions and file
systems to use the additional disk space that you added.
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Extend the file system on the disk or the partition to use the added space. If you grew a
partition on your disk, specify the partition. If your disk does not have a partition table,
specify only the disk ID.

sudo resize2fs /dev/[DISK_ID][PARTITION_NUMBER]

where [DISK_ID] is the device name and [PARTITION_NUMBER] is the partition number
for the device where you are resizing the file system.

References: https://cloud.google.com/compute/docs/disks/add-persistent-disk
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Incorrect Answers:

A: To use the Stackdriver alerting console we must first set up alerting policies.

B: Data access logs only contain read-only operations.

Audit logs help you determine who did what, where, and when.

Cloud Audit Logging returns two types of logs:

Admin activity logs

Data access logs: Contains log entries for operations that perform read-only operations do
not modify any data, such as get, list, and aggregated list methods.

gﬁ:ﬁ: 21

Web7 7Y —< 3 »[EGoogle Kubernetes EngineZ#H L T\ 2AhDT—o O0— K%
BELFEI, 120T7—0—FTIR KRy FORT—) 5 LBEFHERE—BE LKA+
20Dty FHABETT,

NEERT B1=HIZKubernetesD & DHEEFFRIT HZRETITH?

A. Container environment variables

B. Persistent Volumes

C. StatefulSets

D. Role-based access control

Ef:C (A AV LEHKT D)
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A (Correct answer) - Ensure that the load tests validate the performance of Cloud Bigtable.
At first thought, it seems Bigtable is managed service seamlessly scaling, there is no need
to load test it. But you probably already know, there are many factors impacting the
Bigtable performance. The common one of them, poorly designed table structure.

With poorly performed BigTable, the cluster would continue to scale, add more and more
nodes, as the load increasing, cost more and more. Not matter how good is the cluster
managed, this is exact situation that needs to prevent. In fact, tests validate the
performance of Cloud Bigtable is one of the most important testing goals for BigTable
performance.

B (Correct answer) - Create a separate Google Cloud project to use for the load-testing
environment.

This is a good practice for least privileges and separation of responsibilities.
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C - Schedule the load-testing tool to regularly run against the production environment.
You should not do load testing RGULARLY against production environment; In fact,
somebody has suggested Load test in production should avoid entirely.

D - Ensure all third-party systems your services used are capable of handling high load
This is out of scope - it's beyond your control. You may test them, but you cannot control
them. If you have doubts the third-party dependencies causing the overall performance
issue, you may use integration test to identify and isolate them. This should not be your
focus.

E - Instrument the production services to record every transaction for replay by the load-
testing tool.

This would be way too much: not only the detailed instrumentation may impact the
production performance, it's also possible the instrumentation itself distorts the test results
- remember, Bigtable is for multiple terabyte or even petabyte NoSQL database for high
throughput with low latency read and write.

F (Correct answer) - Instrument the load-testing tool and the target services with detailed
logging and metrics collection.

This is normal requirement and practice for load testing to collect testing results with
detailed measurable metric and historical logs otherwise load testing would be
meaningless More Resource Understanding Cloud Bigtable Performance
https://cloud.google.com/bigtable/docs/performance
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Write a log entry. If the log does not exist, it is created. You can specify a severity for the
log entry, and you can write a structured log entry by specifying --payload-type=json and
writing your message as a JSON string:

gcloud logging write LOG STRING

gcloud logging write LOG JSON-STRING --payload-type=json

References: https://cloud.google.com/logging/docs/reference/tools/gcloud-logging
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A) (correct answer) This addresses both of data migration and application server migration
properly.

"Provision service account keys for the on-premises infrastructure": For code running on
systems outside Google, you cannot use GCP-managed keys. You need to create Service
account for it and provision User-managed keys. These keys are created, downloadable,
and managed by users - This is solution for on-premises access to GCP datastore during
migration

"use Google Cloud Platform (GCP) managed keys for the VMs" - this is solution for
Application server migration since there is no external access to GCP is required during
the migration.

Answer B is incorrect: First, the applications running on-premises to access GCP
Datastore assume the identity of the service account to call Google APIs, so that the users
aren't directly involved.

Secondly, for the application server migration to GCP VMs, you can use GCP managed
keys for the VMs. It's simple and effective. There is no need to provision and manage keys
(User- managed keys) by yourself for the VMs.

GCP-managed keys are used by Cloud Platform services such as App Engine and
Compute Engine. These keys cannot be downloaded. Google will keep the keys and
automatically rotate them on an approximately weekly basis.

C) is incorrect in the solution for on-premises access to GCP Datastore - This is possible
options that might require more setup than worthwhile for the requirements.

D) is incorrect for reason of application server migration: you can use GCP managed keys
for the VMs. It's simple and effective. There is no need to provision and manage keys
(User-managed keys) by yourself for the application VMs
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A. Google Cloud Dataproc

B. Google Cloud Dataflow

C. Google Container Engine with Bigtable

D. Google Compute Engine with Google BigQuery

IEfE: (EfEZRERLET)

Cloud Dataflow is a fully-managed service for transforming and enriching data in stream
(real time) and batch (historical) modes with equal reliability and expressiveness -- no
more complex workarounds or compromises needed.

References: https://cloud.google.com/dataflow/
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A. Google Container Engine, Jenkins, and Helm

B. Google Container Engine and Cloud Load Balancing

C. Google Compute Engine and Cloud Deployment Manager

D. Google Compute Engine, Jenkins, and Cloud Load Balancing

IEf#E: (EfEZRTLET)

Jenkins is an open-source automation server that lets you flexibly orchestrate your build,
test, and deployment pipelines. Kubernetes Engine is a hosted version of Kubernetes, a
powerful cluster manager and orchestration system for containers.

When you need to set up a continuous delivery (CD) pipeline, deploying Jenkins on
Kubernetes Engine provides important benefits over a standard VM-based deployment
Incorrect Answers:

A: Helm is a tool for managing Kubernetes charts. Charts are packages of pre-configured
Kubernetes resources.

Use Helm to:

Find and use popular software packaged as Kubernetes charts

Share your own applications as Kubernetes charts

Create reproducible builds of your Kubernetes applications

Intelligently manage your Kubernetes manifest files

Manage releases of Helm packages

References: https://cloud.google.com/solutions/jenkins-on-kubernetes-engine
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Folders are nodes in the Cloud Platform Resource Hierarchy. A folder can contain projects,
other folders, or a combination of both. You can use folders to group projects under an
organization in a hierarchy. For example, your organization might contain multiple
departments, each with its own set of GCP resources. Folders allow you to group these
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resources on a per-department basis. Folders are used to group resources that share
common IAM policies. While a folder can contain multiple folders or resources, a given
folder or resource can have exactly one parent.

References: https://cloud.google.com/resource-manager/docs/creating-managing-folders
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A. Google BigQuery

B. Google Cloud SQL

C. Google Cloud Bigtable

D. Google Cloud Storage

Ef#: (EfEZRTLET)

Google Cloud Bigtable is a scalable, fully-managed NoSQL wide-column database that is
suitable for both real-time access and analytics workloads.

Good for:
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Low-latency read/write access

High-throughput analytics

Native time series support

Common workloads:

loT, finance, adtech

Personalization, recommendations

Monitoring

Geospatial datasets

Graphs

References: https://cloud.google.com/storage-options/
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https://cloud.google.com/storage/docs/request-rate

Use a naming convention that distributes load evenly across key ranges

Auto-scaling of an index range can be slowed when using sequential names, such as
object keys based on a sequence of numbers or timestamp. This occurs because requests
are constantly shifting to a new index range, making redistributing the load harder and less
effective.

In order to maintain a high request rate, avoid using sequential names. Using completely
random object names will give you the best load distribution.
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A is not correct because having a persistent connection does not handle the case where
the device is disconnected.

B is not correct because Cloud SQL is a relational database and not the best fit for sensor
data.

Additionally, the frequency of the writes has the potential to exceed the supported number
of concurrent connections.

C is correct because Cloud Pub/Sub can handle the frequency of this data, and consumers
of the data can pull from the shared topic for further processing.

D is not correct because having a persistent connection does not handle the case where
the device is disconnected.

https://cloud.google.com/sql/
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You have an application deployed on Kubernetes Engine using a Deployment named
echo- deployment. The deployment is exposed using a Service called echo-service. You
need to perform an update to the application with minimal downtime to the application.
What should you do?

A. Use kubectl set image deployment/echo-deployment <new-image>

B. Use the rolling update functionality of the Instance Group behind the Kubernetes cluster
C. Update the deployment yaml file with the new container image. Use kubectl delete
deployment/echo-deployment and kubectl create -f <yaml-file>

D. Update the service yaml file which the new container image. Use kubectl delete service/
echo- service and kubectl create -f <yaml-file>

Ef#: (EfEZRImLET)

https://cloud.google.com/kubernetes-engine/docs/how-to/updating-apps
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A is correct because gsutil gives you access to write data to Cloud Storage.

B is not correct because gcloud is the command-line interface for common platform tasks
and does not include accessing Cloud Storage.

C is not correct because the data size would require a resumable upload, and that does
not meet the requirement of maximizing the data transfer speed.


https://www.jpntest.com/shiken/Professional-Cloud-Architect-JPN-mondaishu
https://www.jpntest.com/shiken/Professional-Cloud-Architect-JPN-mondaishu
https://www.jpnshiken.com/q/7630-889217/
https://www.jpnshiken.com/q/7630-889218/

D is not correct because Storage Transfer Service is for importing online data, not on-
premises.

Your data source can be an Amazon Simple Storage Service (Amazon S3) bucket, an
HTTP/HTTPS location, or a Cloud Storage bucket.
https://cloud.google.com/storage/docs/gsultil

https://cloud.google.com/sdk/gcloud/
https://cloud.google.com/storage/docs/json_api/v1/how-tos/upload
https://cloud.google.com/storage/docs/uploading-objects
https://cloud.google.com/storage-transfer/docs/overview

B 49

Web7 T r—2 3 Uik BRMNEED— ik T—2 R#ERA GDPR)DEHIZEHML TS
DELBHYET, HBELEHLEI=OWeb7 TV r—2 3 VOEMHAT—FT I F¥IZHRL
TEEIPHYFET, HEFAETEIREN?

A. GooglelIBRICSE IELRRBEZZTTHEY R4 T4 THEEZERAT S& IRXA 1O
DISATUORERET B8 Web7 F1) r—2 3 > TGoogle Cloud Platform® #
T4 TREEY—ERDHEFERTEHLSITLTLLEZEL,

B. 77— a ATHERASNA TSR Y —EXIZDULVT, GCPConsole N D BEHET 5
GDPREHZFEZEHMIZLET,

C.aAVvISAT7UVADTy vy THIBHB1-81Z_Cloud Security Scanner® T R +EHEIEL
BO—ETHEZ LEERL TS,

D. GDPRE# %= Web7 T r—2a vARADT—2DEXF 1) T4 D-ODHKRAETE
ZLFET,

EfR: (EfEZzRTLET)

https://www.mobiloud.com/blog/gdpr-compliant-mobile-app/
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A. Use gRPC instead of HTTP for better performance.

B. Implement retry logic using a truncated exponential backoff strategy.

C. Make sure the Cloud Storage bucket is multi-regional for geo-redundancy.

D. Monitor https://status.cloud.google.com/feed.atom and only make requests if Cloud
Storage is not reporting an incident.

Ef#: (EfEZRTLET)

https://cloud.google.com/storage/docs/json_api/v1/status-codes
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Develop, deploy, protect and monitor your APIs with Google Cloud Endpoints. Using an
Open API Specification or one of our API frameworks, Cloud Endpoints gives you the tools
you need for every phase of API development.

From scenario:

Business Requirements

Decrease unplanned vehicle downtime to less than 1 week, without increasing the cost of
carrying surplus inventory Support the dealer network with more data on how their
customers use their equipment to better position new products and services Have the
ability to partner with different companies - especially with seed and fertilizer suppliers in
the fast-growing agricultural business - to create compelling joint offerings for their
customers.

Reference: https://cloud.google.com/certification/guides/cloud-architect/casestudy-
terramearth
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https://cloud.google.com/solutions/sql-server-always-on-compute-engine
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Delegate application authorization with OAuth2

Cloud Platform APIs support OAuth 2.0, and scopes provide granular authorization over
the methods that are supported. Cloud Platform supports both service-account and user-
account OAuth, also called three-legged OAuth.

References: https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-
organizations#delegate_application_authorization_with_oauth2
https://cloud.google.com/appengine/docs/flexible/go/authorizing-apps
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You want your Google Kubernetes Engine cluster to automatically add or remove nodes
based on CPUload.

What should you do?

A. Configure a HorizontalPodAutoscaler with a target CPU usage. Enable the Cluster
Autoscaler from the GCP Console.

B. Create a deployment and set the maxUnavailable and maxSurge properties. Enable
autoscaling on the cluster managed instance group from the GCP Console.

C. Configure a HorizontalPodAutoscaler with a target CPU usage. Enable autoscaling on
the managed instance group for the cluster using the gcloud command.

D. Create a deployment and set the maxUnavailable and maxSurge properties. Enable the
Cluster Autoscaler using the gcloud command..
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MySQL - user data, inventory, static data

Redis - metadata, social graph, caching

Application servers:

Tomcat - Java micro-services

Nginx - static content

Apache Beam - Batch processing

Storage appliances:

iISCSI for VM hosts

Fiber channel SAN - MySQL databases

NAS - image storage, logs, backups

Apache Hadoop/Spark servers:

Data analysis

Real-time trending calculations

MQ servers:

Messaging

Social notifications

Events

Miscellaneous servers:

Jenkins, monitoring, bastion hosts, security scanners

Business Requirements
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B is correct answer because the question asks about additional methods to prevent an
outage.

If they have already 100% coverage than they are smart enough to run those test on new
platform as C describes.
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A. Google Cloud Dataflow

B. Google Cloud Dataproc

C. Google Compute Engine

D. Google Container Engine
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Google Cloud Dataproc is a fast, easy-to-use, low-cost and fully managed service that lets
you run the Apache Spark and Apache Hadoop ecosystem on Google Cloud Platform.
Cloud Dataproc provisions big or small clusters rapidly, supports many popular job types,
and is integrated with other Google Cloud Platform services, such as Google Cloud
Storage and Stackdriver Logging, thus helping you reduce TCO.

References: https://cloud.google.com/dataproc/docs/resources/faq
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B - Migrate from FTP to streaming transport, migrate from CSV to binary format, and
develop machine learning analysis of metrics.

If no cellular connection, then it cannot do streaming; CVS to binary does not necessary
reduce the size (compress does).

C (Correct answer) - Increase fleet cellular connectivity to 80%, migrate from FTP to
streaming transport, and develop machine learning analysis of metrics.

TerramEarth Existing Technical Environment New Solution: 80% going to streaming; 20%
goes to Batch; No FTP GCP offers many ways to connect to PubSub and GCS such as
IOT Type, rich client library, as well as gsutil for reliable, parallel, resumable upload data
By increase fleet cellular connectivity to 80%, migrating from FTP to streaming transport,
and the rest of 20% batch users for Cloud storage upload instead of FTP, majority of
bottlenecked areas are covered and resolved.

A and D can be eliminated for "Migrate from FTP to SFTP transport" since SFTP doesn't
provide speed advantage over FTP nor the better solution with streaming.
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