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Edit SubPattern

Rama ndustrial protoonlmoniton

Filters: Paren Attribute Operator Value

ﬂ a Desmnation TCRPUDP Port (i3] Jl Group: OT Pors

- mH TI I'IE'-I' PR B

COUNT( Matched Events | ﬁ 1

Group By Attribute
Source TCRUDE Bort
Destinatin TCPAIDP Pon

Ewvent Type
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A EEMHDEEZEOLULEIZERELET,

B. iX{ETTCP/UDPAR— MZE DWW TModbus k5 74 v Z 74NN A ) T FHHLVEHEFEMLET,
C.CDIL—ILIFAMTHY EBMOERIVHEHY FHA,

D. 74 A—€H L3 VTHRESNTULWEWN JIL—TkEs L a v nEEZHIBRLET,

IEff: (EfEZERTLET)
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Partial FortiSIEM report

All Incidents

COUNT(Matched Events)
Starting: Oct 28 02.02 PDT

TINET I I

1200 Oct?29 1200 O30 1200 Oadl 1200 NovD! 1200 V02 12000 Now 01" 1200

B Coum

Results lound: 4

Rank: 1 . Event Receive Time: Nov 04 2025 00 4600  Incident Title: Info Leak explot from 10.1 52010 182 16823
Event Severity Calegory; MEDIUM  Incident Reporting Device: Edge ForiGale  Incident Source: srcipAdds 10 1520
incident Target: destipAdd: 192 16823, Count: 1

Rank: 2  Event Receive Time: Nov 03 2025 11 4300

incident Title: Fort:SIEM HA elecied a new replicalion 'eader FoitiSIEM 1013180  Evenl Severity Category: MEDIUM

incidenl Reporting Device: ForbSIEM  Incident Source: [Nong]  Incidenl Targel: hosiName Forl SIEM. hostipAdar 10.1 3.180.
Count: 1

Rank: 3  Event Recoive Time: Nov 01 2025 120245

Incident Title: FortSIEM HA electad a new replication leadar FortSIEM 101 3180  Evenl Severity Category: MEDILIM

incident Reporting Device: FortSIEM  Incident Source: [None]  Inclden! Targel: hosiName Forl SIEM, hostipAdar 10,1 3 180,
Counl: 1

Rank: 4  Event Receive Time: Oct 30 2025, 06 30.15

incident Title: FortSIEM HA alecled a now roplcation leadar FortiSIEM 101 3180  Event Sevarity Category: MEDIUM

incident Reporting Device: FortSIEM  Incident Source: [Mona]  Incident Target: nostName Forl SIEM hostipAcar 10.1 3 180
Count: 4

FortiSIEMLAR— FD—EZLUTFIZRLET,
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A. Edge-FortiGatelZ [t F 21U T4 TAT7AILDBRESNTLET,

B. COMEEF7TAMERRELTVET,

C.16DEHIMRESNFELT,

D.IP7 KLX10.1.5200 T/ A RIZHRBUENEFEELET,

Ef:BD(QA Y FEHEKRT D)
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Virtual Patching profile

MName SCADA
Severity Information Low HE
Medium High EIREN

B2 Critical mENE

Action v Allow KON

Logging L NOELIEN @) Disable

Comments
Virtual Patching Exemptions

R 3 n L =
| @ Create new || £ Edit || [@ Delete Q,

Status = Device (MAC Address) Virtual Patch Signature %
@ Enabled  11:11:11:11:11:11

© Enabled 12:12:12:12:12:12 Schneider.Electric.ClearSCADA.HTTPInterface XS5

s poem 2 RTINET
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RIESCADAV R T LZET7 Y 77— L1zD T SCADARENYFTOT 7/ IILEBRALIZVLWEEZZTNADTI 1,
ZNTOT74—)LIZEATBERNDS5E5 ELVWBDEFENTIMN? 2DBIRLTLEELY)

AZOTOT7ANE TRTODTNARDERLGI T2 FrETOAV I LET,

B. MAC7 KL R12:12:12:12:120 T /NA ATIE BRZNED L I XR2F ¥ IET AV I SNFELA,

C.MAC7 FLR11ATATAT DT INA RIZITESBENLE N EEZONET,

D. Schneider.Electric.ClearSCADA.HTTP.Interface. XSS DEFTHHED A HFE>TULVET,

FfE:B,C (A FEHRKT D)

Bf:5
BrREHEZSELTEIL,

Creation of a new automation trigger

Create New Automation Trigger

E FortiAnalyzer Event Handler a specified FortiAnaly2ar event handler was triggered. [

Name MNew FortiAnalyzer _Event_Handler

Description Copy Right of this dump for Brave-Diinps
O/200

FortiAnalyzer Event Handler

Configure a Fortitusalvger connaection to utilize FortiAnalyzer event
handlers
- 1_prt|_ﬁﬂ'§|:.l'-r-..
Event handler lame Brave-Dumps.com -
Event severity » || Q Searcl | + Create
Event tag _» MNo entries
Brave-Dumps.com » F I l I I E I

BEE ) H—1EERD A F— ERRTEINET OTRY FT—I T D2DDE RV EZEHELI=LWEEZTWVET, FortiGate7/3( X T_FortiAnalyzer4{ XY b/N\Y FSICEDWTHLWLWESE Y H—
EEBLET ARUIMNYRSE T4 —ILRERELES ELTE FortiAnalyzerTHERLI=A Ry bV RSHARTINFRA, CRIZEEDE S BEBAM2DHYEFTM? 2DBIRLTLEELY)
A.FortiGate TINA AT 7 TV v I BREEHEHTILENHYET,

B. FortiAnalyzer A R > k /N> K5 —T Automation Stitch ZB%ZT 2HENHY FT,

CARNRUMNUFZ—BT4—ILFET FERIZV ) VO T ERELHYFET,

D. FortiGate 7/34 X % FortiAnalyzer 2B L CTEREET A HEAH Y £,

Eff: AB (A2 REHEKT D)

IEfEIIAEBTTY,


https://www.jpnshiken.com/q/67930-6302849/
https://www.jpnshiken.com/q/67930-6302850/

BIREBMNEMRTYT B HA FIZIEX, WO RSN — A=V 3V RTYFAFTOIVEEMILIZARY FEERT S & FortiAnalyzerlEFortiGate S @M E & 2T % 1 e SN TULVET , FortiAnalyzer4(
RUMNERESTA— A=V 3V ATYFRERIZLEDTVWEWMEE, FD/\> RS [FFortiGateDA — b A—L a3 VAT FI—Y JO—TIIFERATEEF LA, T . HA FTIE BARU NV RS DK
EIZH—FA=—L a3V RTYFIE L= ZEDHDIENTEDLEHRBAINTEY ThidFortiAnalyzerh 5FortiGate~D BEME/NR ICHBDEBERTHA A ENRINTVET,

ATLa VAL ERTT FEAARFTRH X2 UT4 77T Uy OIZHITHBEET7O—IZDULNT, FortiAnalyzer®S0 5 Zf###r L JL— FFortiGate(Zi@%19 % 12 L T JL— kFortiGate® 7o > a v & kY
A—F B LHBALTLET, DF Y FortiGatel&FortiAnalyzer4 R kY RS #FERT LRI, X2 ) T4 77 7 ) v ICFortiAnalyzerE i B[R E T AMENHDHEWNS L TT ,RERFD
FortiAnalyzeri##t DR EICRET S ZEEL  COEHZEEERHLTWWET,

AT a3 ClE BEDARY FNY ESHARDOMNSLNERMN F Create | TIXEWV=HERY TI ., ¥ Create(FEBELZ A V4 — Tz —REHETT AT 3 DL ZNERICHIT AHRELRBREZETIEHLY T
A, BRI, FortiAnalyzer b)) H—IZ &k 2 BE1EIZH VT FortiGate EDA R FNV RFSRY R MNEIZHEDTWAERIZCDODWVWTTYT, COT—2 70— EBLREHELE LT FEHA FTIlEFortiAnalyzer &
FortiGate® 7 7 J'1) v - $##= & _ FortiAnalyzer{4 R > k/\> K5 TMAutomation StitchDBEABERZE SN TNET,

BRi: 6
BREMZSHEL TS,

Evemt & ‘Biinvs-Durngi.com Event Status = Event Ty Count = Severity 2 Firsk Cocurrence Last Update Handler = Brave-Dumps.com Device Mams

R T Y R ATRL [ ppee ST R e s e B A e A

£3 Triangde Research.Naro-10. Mitigated ®iFs & Mol i 19 hours aga 19 hours ago Default-h Code-Detection-By-T Edge-FortiGate
BREHICREINTVEIAMARU FEZ A —R=—UO—FITRTINTWLBERICEOVWT HEBIEDLSITHRAMEINFELEZN? (AIZE1DFBIRLTLEEELY)
A X TyFTEEBIC
B. EBEICLHFE
C.7LA47vyoIzkYBHMIC
D. ARV NV FIITE>TEBMIC
Eff: (EfEZERTLET)
EfEIEIDTYT , AN MNYRIIZE>TEHIMNICHRESINE T  FZEHA FIZIE, KR k> FSEFortiAnalyzerTA Ry FEER L ET 1H & U FortiAnalyzerldA XY bW RS E#FERLT ITO
REQJEITANLF) VT LFET . ZELEZATBAARY PN RS TRESNZEHIT—HT 5156 FortiAnalyzerld4 N FZEERLET I EHEESINATVWET Flz, ERSNEZIRTOAIRY MMEIA
RUMEZAR—TVTRERTEFTIEIRESINTVET, CAIE ARV EZIR=—VDIV M) ZEZRLTVWAREEE —BLET, LA > T RIZRESNTVSHEL ARV MNURTIZE-TH
FHICERE I DT,
HA FTIE BE7O—(Z2DWWTHERBAL TWET, FortiAnalyzerZ O 45 #3215 L £ | FortiAnalyzer(Z O 5 ##4#t L £ 9 FbrtiAnalyzerld, 1 R NV RS TIL—ILB—HBTBEAM RN FEERLET Y,
EBIC ANV P EZFA—Ea—ICIE ARV EEERLIEZARV NV ERSZERBNTD WO RS FINEENTVET, Z01EH, CORBEFETRESNZEEALBINT TLA T VI PRTYFIC
FOTEICTRESINDLDTEHLHY FHA,
TLA T ERTYFIREGOEHIET VL a VITHERENFETN ARV FEZA—(ZRRTINBZARNDMIARY N RS —#BIZE>TERSIET,

Eﬁ:ﬁ: 7

MxSBLTL &L, FGT-EdgeT/NA Rl ) E— FEBENAO—AIICSHEY RT—I(CF7 I ERTELLSIZTBVPNS— b4 TF, BEEIT BECTORSFECTELE=ELZICEALET,
COE=ZFBLEII NEBI)YV—ZAADT I MNNDURTIAEREZFE >TWARENHY F9,

ICSH Y FT— DX ) T Z#HBLENDS H—RKNR—FT A REICNSBT IR ZRETE2-OORELEFT U AFRTLLEIN?
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Network topology

Internet

FGT-Edge

: ICSN ICS Network 2 -

e RNINET BN

A Y—FRN—T 4 EDORHEI—Y—ZFIRLIET OO FEXa ) T4 RY—ZFRELET,

B. FiiMFortiGateT/N (1 R & T v P DFortiGateME VPN kU R ILZEERL ICSHY FIT—0 57409 O ZRELET,
C. T ¥ FortiGate T/\ 1 REBHDBEBET/NA RIZHEIL H— F/X—FT s £EITIHIL L= VDOM #F|YHTFET,

D. 43—y hADEBMDT Y TR M) —L) VI ZFERLT EBMOTI 74T IA—ILEEELET,

EfE:C(aty FEEET D)


https://www.jpnshiken.com/q/67930-6302852/
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Y ABIZRRALEYTEIELGLS AVF—FRY MADT IR FRYO—Z/ETEFT,

EFHE]: 8
RESBLTLLEEIW RISREINTWS FRAODS—TIX WADPLCIE 774 7 oA—IILERBRBETICEEBIETEET,
CHDESIBRKRRTFTTC. LX) TAZMLEIEROICANTESLTLLEIMN?

A. PLCRIEAIEEE802.1Q7 A FaLZEFERAL TEET AL IICHELTLZEL,

B.PLCRHID F 574 v ERETHH-OIC RAYFIZT7ATIoA—ILR) o—FERLET,

C. VLAND#EEZ LA V2 b LA V3ITHR T SV ) a—>a v aRELFET,

D. YA 0t ALT— a3V ERET S,

EfE: (EfixRrLEY)

T4 0T AT—2a VI PLCRID S T4 v %X UTATNAR OF AT 94— ILISFW) 2B S HE L2 LT EFHIRBOL A V2REZHATAIRDYIZ R S— BB EHATESLSIC
LET,

BRE:9
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Virtual Patching profile I BN —1

I =
B raecium =
B« tecal NN
o o o
o
| i 1 ritia F
o
& Enabled
21 sbledd i farr b O hear S ADA HTTP ke

BNy FERAITOIT7AILNRRTEINTWET , BESCADAVRATFLEZT Y ITTF— b LI=OT_SCADARENYFERA IO 74 IILEBEBALEVWEEZEZTWET ., COTOT7AIILICETIREDS B,
ELWBDIFEENTTMN? 20:BRLTLESLY)

A. Schneider.Electric.ClearSCADA.HTTP.Interface. XSS DESFE DA MNE >TLVET,

B.MAC7 KL R12:12:12:12:12D T /N1 ATIE BRINED L T2 Frid7Ov I snFEFLA,

C.ZDTAIF7ANE I RTDOTNARDERGU I A FryE27AvILET,

D. MAC7 FLR11ATATAT M DTN RIZITEBENE N EHFBINFET,

IFfig: (EfZRTLET)

IEf#IIBEDTT,

AT aVBAERTY, TR 74 LTIEP S EXRENBRINATVWETA BEOEREILBRSNATVWELA  2FY COTAT 7 ILTIHEEREDRENYFUIT VIR FrITERIAEEA, L
=2 T MACT FLRAHM12:12:1212.12D T /INA ATIX BERED IR F¥IETOv I SNFRA FEHA FTIE RENYFUOITETNA RAEEDRETHY . FortiGatelI& T /31 RIEHIND
DORF LML —NLEF Yy Al BEETEIRI TV INT7AT 04— IR O—IC—BLI-ETITENoEEATHEHALTLET,

EREDMNERETY  RE/NNY FEABRNARIZIEMACT FLR1MTATATATIOANRTEINTOETHA BEDBAILFEHINATLWERA FZEFHA FIZIX REXXYFERTOI7/4ILT MAC7 FLRE
FIXFEDEREB OB EDTNAREBRNT D ITENTEDELERESNTVWET MACT FLRDHIZK BME, ZDEED T /N ADMRENRYy FERANGBRNASNDZEEZELT 50 EEICE, 2
D7OT7AIILNTILERARELGHEEENGEVEDE LTHEHONLET,

AT a3 CERYTT, AT 7AILIETRTOTNA RICH LTCEELREBERZ 7OV I TEDOITTEHYFLABAVRANERSE DVECEFIDDTNA RIEMACT FLRIZE>THRATE HFED
ZLEBRNTESZENDOIMYET, LD >T TRTOTNA RICHR L T—RICERINEZDHFTEHY TEA,

AT a AERYTY BEEL, T2 b1 Bchneider.Electric.ClearSCADA . HTTP.Interface XSS l& M—% >T W\ iE5EMH & L TTEHAELS BEDEBABRNELTRTREINATWLWSANSTY, 7T 7MIILEK
RIIBNBEEZRRLTVWADTHOT HBEHEEMDEFTE O TSI EEFRLTWADIFTEHY FEA,

BHE: 10

MESRLTLZEN,FGT-EdgeT /N A& VE— FEEEAO—AILICSKRY hT—VICF7 IV ZATESELIITTEHVPNT— bz A TY BREEL HETORLFLEBTEHEEE=FEEIIFIELEFT,
COE=ZFBEXRE HNBVYV—ZAADT I NIRRT EREREZF TVWIBENHY FT,

ICSHY FT—0UDEFa ) T4 ZHBELEDNS —FN—TAEBRICHBT I EREZRET I -HORELGE ST IVAIEIRTL L5357
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Network topology

FGT-Edge

ICS Network 1

|

Internet

ICS Network 2 E

A H—RNR—T A EDORHFLI—Y—FFIRLIET IO FEXa) T4 RYI—FRELET,

B. TiiMFortiGate T/ 1 X & T v U DFortiGateDEIZVPN kU RILEER L ICSHRY b T—0 bS04 v O ERELET,
C. T v ¥ FortiGate T/N\A REZEHDHBET /NS RIZHEIL H— K/XA—F s DE(THII L= VDOM Z2EY HTET,

D.A 23—y hADEBMNDT Y TRAR)—L) VO EFERALT ENDITI7ATIOA—ILERELET,

IEfi#: (Ef2ZRTLEY)
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Ty PflDFortiGate#VDOMIZREIT 5 T H— FN—T A X ZHEOREBI 74 74— ILAIZIREETEE T, COVDOMIE, t1DVDOMIZ K > TRESNTWSICSHRy FT—Y ZERIZES 5 L1
Y NEICARLIZYT A ERLS A VE—RY MADTIRNDURRYS—FBETEET,

Eﬁ:ﬁ: 11
RHEHESHB LTSV, FortiAnalyzerDEERA R fNY RS —R=UD—E &  FortiGate T/NA A THO b A—DERFIENRENTULET,
Partial Basic Event Handler page

Edit Basic Event Handler »®

| 8]
Status Neﬂ_tri,ggl?.r
Description

0/1024

MITRE Tech ID Click to select -
Data Selector Click to select -
Automation Stitch L ®

Creation of a trigger

Create New Automation Trigger

FortiAnaly vent Aspecified FortiAnalyzer event handler was
Handler triggered. [}
MName Compromised’ Device_Trigger
Description
. 0/255

FortiAnalyzer Event Handler

Configure a FortiAnalyzer connection to utilize FortiAnalyzer event
handlers:
= FortiAnalyzer

Event handler name | -

Event settings (OB |I Q Search
F::RTINE No entries

OTxy hIT—U DX T4 %58td 58I FortiAnalyzerz @ L TEM SN E=RESNTNA ROULEFZEHELLI-WEEEZ TS,

BIZRTKSITARY PN RTEHRELFE LI, FortiGateT /N AT hY H—Z KT BB, KA RNV RS54 17 14—JLRIZ Alert_trigger |7 7> a UhRRSNFEEA,
Alert_triggerd 7L 3 & BHMIZTBICIE, EDQ XS H2DODBREEZTOIDLELNHY EITH? 2ERLTLESLY)

AARVEINVEREZ—ET4—ILET FERBUIZEV ) VO THRERHBYET,

B. FortiGate7T/%A X TFortiAnalyzerDXEZHEHR T 2LENHY T,

C. /L— hFortiGate T b H—%HET HIDLENHY FT,

D. FortiAnalyzer CFortiGate T/\f R Z LT HALEAHY ET



EfR: (ERERTLET)

B 12
MESBLTLESW, BFDFRy fT—9 FRAD—(ZIE, FortiGate 7T/3/ R(2HZ  OTR v k7 —4 ADFortiAnalyzer$ & U FortiSIEMASR SN TULVET
OT#wy FI—V TRVRKREHRET DK, ED2DODFIEEETTILENHY FEFITM? 2DJIRLTLLEZELY,)

Network topology
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FortiGate-2

Q F::RTINET]
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. FortiSIEM #8&%E LT, BY & 75— b % FortiAnalyzer IZEET 5L SICLET,

. FortiGate #5%% L T, A% # FortiAnalyzer & FortiSIEM [Z#1EF 5 LS5 I1ZLET,

. FortiAnalyzer 58 LT, ¥ T4 41X % FortiSIEM [Z#EET S K SITLET,

. FortiGate & FortiAnalyzer& X E L T . EER LI R F v /N3 — 2 %EFortiSIEMIZEET AL SICLET,
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E#: (FERTLET)
FortiGateld, OV #REH L UHEEAR T 51=6HIZ, B ZFFortiAnalyzer & FortiSIEMD M A [CEEIRE T 2 ENH Y FJ, FortiAnalyzerld BIEST 5 EF 1) T4 4 N> b FFortiSIEMIZERE L  OTT /34
AERICH-52&EFEAREICLET,

Eﬁ:ﬂ: 13
BRREMZSHELTIEZEL,

OG0Ty kT — ’775\IT$1’L'C L\iﬂ' EEREICREBUE— M7V R ZRHE LtL\&%x'CL\iT Edge-FortiGate TERETESMEEIENTI M ? 2DFBIRL T FZELY)
A. IPsec

B. FortiToken

C. SD-WAN

D. FSSO
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E#: (FERTLET)

B REHE & UOT Security 7.6 ArchitectDt ¥ 27 ) E— b7V R ICET 2EBERKICEIE UTOEREYTT,

X7 bRV T RT—EFADFA) SORIE VPNY 57 FEHRTI v DFortiGatelZ##t9 % ') E— FPCEZR L TLVE T, Fortinet7 —F 77 F v Tl IPsec VPNIE, ) E— FEEEHEOR—/{—/\4
=N EASAEOTET A b CRNW2NIZTIERT 51200, BETHEEILINZ F O RIVEHILTIEERAETT,

ZSERBIL RT—FAUIB) OTIREIZETAREG U E— M7 X (EC 62443 5R4EI1THEN) 21X SR ALRAIBETYT , KAEBE LA FTIE, VPNI—HF—RIFICZERIDEE 2FA) 19 SFortiToken
DERZEHRELTHY  RIAEERDNRBELEZETTREBLRA VISR NS IFrADT I AT OAREIZHESEHFRIELET,

FSSO K7— kA kD) Fortinet Single Sign-Onl&, —f&HIIZRy b D —4 LICBRICHEAET AR L—HF—ZHBAI L IDR—XDKRY >—ZBRAT H-OICFERINET, ) E— MEGBREHILT 520D
FERAHNZXLTEDY FHA,

SD-WAN RT— kA2 RC) SD-WANIZVPN S 74 v DBEBREZEETETEIMN FIALBESEOIVTFRAMIBVWT EEBEICE-THO BEQ)E— M7V X HEETIEH <  WAND FIE{E & E%E

HIZBEd HHEETT,

Eﬁ:ﬁ: 14
BRREMZSHRL TS,

Network topology

192.168.1.1/24

=:RTINET

- 192.168.1.2/24

II.."" 1
/ 192.168.1.3/24

Engineering WorkStation

E. 192.168.1.3/24

Switch-interface configuration

config system switch-interface

E e

set member “portl’” “port2” “port3i” “portd”
set intra-switch=<policy explicit

next

end

2y RT—H FRAS—EY I FITTRAYFORENREINTLET,
IVCZTFY) ST RF—2 a3 UPPLCIZ7 9 EATERLDIELETTMN?
AIVS=ZFYIUGI—HYRTF— 3 EPLCIR BHAMEEEHIZELTWEY,
B. CORAYFIELANIRA Y FTIEHY FEA,
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C.port2 & port3 DA B —Tx—RIE BLIAHT—KFASDID ZH-TLEEA,

D.IVY=ZF7)oT D= ART—Y3UDPLCIZ 7 VR TEBRLIICT B I7AT70A—ILRY O—RHY EFEA,

Eff: (EfEZRTLET)

YILITTRAYFIE AL YFARAR) O—BBERHTHAIELSICHRESNTWVWBDEHD AVN—AVA—Tz—RABD S 74 v IEBFMICITHFRISNFETA , R— 3D =TF7Y T T—U R
T—2a b biR— F2OPLCADBEEICIE, 7O R EHAT5RTRMGE I 74T o4+ — IR S—HRETT,

EFEE]: 15
BREMZSHRL TS,
FortiAnalyzer Event Monitor page

s Alerts by Severity
@ High
4 | | i ) } | i ] | ! } | i @ Medium
EEl ! i | . | A . L N 1| - - |
11-07 0100 11-07 0102 11-07 01:04 11-07 01:06 11-0701:08 11-0701:10 11-07 01:12 1107 01:14 11-07 01:16 11-0701:18 11-07 01:20 1107 01:22 11-07 01:24
Event Host |
Search Filter Search Filter g 1
appcat:Network Service (2) & 101520 (8)
Intrusion from 10.1.5.20 blocked (2) @ 10151 (5)
Intrusion to 192.168.2.3 blocked (2)
appcat:0T m1y
Internal intrusion Schnelder.Electric.Modicon TM22 1CE16R.Information.Disclosur... (1) |
appcat:Operational.Technology 1
Related Events | @ actions « earc! @ .
O  Severity = Last Occurred = Event = Event Type = Details = Device Name = Rule = Event Handler =
0O N afewseconds ago  appcat:OT Application Control appcat OT Edge-FortiGate Security_Alert OT _Security_Events
O BB a few seconds ago appcat:Network. Service Application Control appeat: Network Service Edge-FortiGate Security_Alert OT _Security_Events
0O E3 a few seconds ago  appcat:OperationalTechnology Application Control appeat: Operatenal Teehnalopy Edge-FortiGate Security_Alert OT _Security_Events
0O S a minute ago detip:192.168.2.3 IPs Ipc 192168 2.3 devid: FoVMSLTMZ5008487  Edge-FortiGate Attack_Detection IPS_Attack_Handling
O e 20 minutes ago appcat:Web.Client Application Control appeat: Web Chent Edge-FortiGate OT _Security_Events OT _Security_Events
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arial Forusiemreport L0 e~ c R TINET.

All Incidents

COUNT(Matched Events)
Startng: Oct 28 02.02 PDT

1 =
1
i
u.l-l
0 =
0 T = | | T | T I T T T T T
Mo [l

1200 Oci?® 1200 O30 1200 O3l 1200 Nowly, 12007 Nov (2 1200 Nowv03 1200

. Coum

Results found: 4

Rank: ! Event Receive Time: Nov 04 2025 00 46.00 Incident Title: Inio Leak axplod fram 10.1 52010 182 16823
Event Severity Category: MEDIUM _  Incident Reporting Device: Edge ForlGale  Incident Source: srcipAddr 101520
incident Targel: desiipAddr 192 168 23, -~ Count: 1

Rank: 2  Event Receive Time: Nov 03 2025 11 4300

Incident Tithe: ForlSIEM MA glacied a new replicalion leader FOIUSIEM 101 3180 Evenl Severity Category: MEDIUM

Incidenl Reporting Device: FortSIEM  Incident Source: |None]  Incident Targel: hostName Fort SIEM. hostipAddr 10.1 3 180,
Count: 1

Rank: 13  Event Receive Time: Nov 01 2025 120245

incident Title: FortSIEM HA elected a new replication eader FortiSIEM 101 3160  Event Saverity Category: MEDIUM

Incident Reporting Device: FortSIEM  Incident Source: [Mona]  Incident Targel: hostiName Forl SIEM. hostipAddr 101 3 180,
Count: 1

Rank: 4 Event Receive Time: Oct 30 2025, 06 3015

Incident Tithe: Fort:SIEM HA elecled a now replication leader Forti'SIEM 101 3180 Evenl Severity Categery: MEDIUM

Incident Reporting Davice: FordSIEM Incident Source: [Maona| Incident Target: hosiName Fort SIEM hostipAoar 10.1 3 180
Count; 4
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Partial Incident Analysis page

2025-11-23 05:56:02 fTEI[HndAIIi

Report attached to incident INODOOO0O0S.
By: admin

b

Report attached Lo incident INODOOQO0O0S.
2025-11-23 05:55:18

Events attached to incident INOOOOOOOS.

Events attached to incident
INODOOODOS.

2025-11-23 05:48:21

New Incident Created

Incident INOOOODDOOS5 is
created.

2025-11-23 05:47:58

start @ 2025-11-23 05:47:58
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[ Report Name 3
[] Operational Technology (OT) Security Risk report-2025-11-23-0554-0800_87
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Partial Application Sensor configuration
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Comments

Categories

@ Mixed > All Categories

Business (158, O 11)
Collaboration (263, O 16)
Game (83)

Generative Al (30, © 23)
Network Service (338)

P2P (53)

Remote Access (99)
Storage/Backup (136 , O 24)

Videolavdio (148, 0 16)

Web Client (24)

(B Network Protocol Enforcement

Application and Filter Overrides

Cloud/IT (68, O 2)

Email (76, & 11)

General Interest (235, O 11)
Mobile (3)

Opergliohal Jechnolopy

‘Prosy (200)
-+ Social Media (111, £ 28)

Update (48)
VoIP (23)

Unknown Applications
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Partial Application Sensor profile
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Partial Application Sensor profile
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Name = Type = P

[=] ® Physical Interface (O

® port1 ®Physical Interface 10.200.1.1/255 255 255.0
-+ @port1-vian10 & VLAN 10.1.10.1/2552552550 10
"~ @portlviani & VLAN , 102005 12552552550 1

™ port10 ™ Physical Interface 10.0.11.1/255.255.255.0

i por2 ® Physical Interface  10.200.2.1/255.255.255.0
-+ @port2-vian10 & VLAN 10.0.10.1/255.255.255.0 10
|

-+ @port2-vian1 & VLAN 10.0.5.1/255.255.2550 1
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T (EEEERLET)


https://www.jpnshiken.com/q/67930-6302914/

BRE: 70

—RMGOTIRETROND KK HEIBREEMZIDEF TSI, 3DERLTLLEZEL,)
A. 7 O—/\)L/vy b

B.~NLAY b+

C.VLANDfe B ZERT S

D. EL\IEF

E.RTUDEHA

IEfZ:BD,E(Q AV FEHEKT D)

ToHHINE =
Understand Breach Points for the OT Environment

* Breach points are everywhere
+ Outside threat—Black Hat
« Inside threat—Hard Hat
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RTU or HMI exploits
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Control Network 1 Control Network 2
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Partial Incident Analysis page

Al HEton

2025-11-23 05:56:02 Now (@ =] Expand All |

Report attached to incident INODODDOOS.
By: admin = o
Report attached to incident INODDDO00S.

2025-11-23 05:55:18
Events attached to incident INOODOOOOS,
® = e
1 Events attached to incident
; INOODODO0S,
¥
2025-11-23 05:48:21
New Incident Created
. } i
: : 2ERTINET
Incident INOOOODOOS is - -
created.

2025-11-23 05:47:58

start @ 2025-11-23 05:47:58
& Add Saarch & v
[0 ReportName s Format Time Range = Devices = Status = E
[0 Operational Technology (OT] Security Risk report-2025-11-23-0554-0800_87 PDF 2025/11/16 - 2025/11/23 3 Devices 13s
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A. FortiSIEM 5 E LT, 045 & 75— k% FortiAnalyzer IZEETH & SIZLET,

B. FortiGate # %7 L T, O % % FortiAnalyzer & FortiSIEM [2%£{ET 5 &S I12LFET,
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A. FortiSwitch
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Playbook Monitor

Playbook -~
Jab ID 2025-10-30 07-34-:08.495743-07 Start Time 2025-10-30 07-34:14-0700
Playbmk IPS Attack Incident Creation End Time 2025-10-30 O7:34:49-0700
Trigger userfadmin) Brave-Dumps.com Status & Success Brave-Dumps.com
Timeline -~

On_Demand

10-30-2029 07:34:.14 &M &

Attach_report

10-30-2025 07:34:19 am & Attach report

Run_report

10-30-2025 07:34:24 Ap

! Create_Incident

10-30-2023 074l AN, (A

Incident Analysis
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Floor-2_Access (7) . al 8 a (@ always @ ALL ICMP ~ ACCEPT Standard . 3 no-inspection
2 Management
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