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date=2025-09-03 time=09:09:57 id=7545895911432388608 i i =9 :d i B dsteuid=3 datepid=101
logflag=0 logver=706003401 type="utm™ subtype="app-ctrl”™ level="warning™ action="block”™ sessionid=510 policyide=l srcip=
10.6.11.50 dstip=54.146.230.62 srcport=53398 dstport=80 proto=6 logid-1859028705 service="HTTP" eventtime=
1756915797391471958 incidentserialno=116391982 direction="outgoing”™ apprisk="elevated™ appid=38220 srcintfrole="undefined™

dstintfrole="undefined™ applist="default™ appcat="Video/Audio™ app="ABC.Com”™ hostname="abc.go.com” url="/favicon,ico”
eventtype="signature” srcintf="portd4” dstintf="port2” msg=-"Video/Audio: ABC.Com™ tz="-0702" policytype="policy”
srccountry="Reserved” dstcountry="United States” poluuid="bllac58c-791b-51e7-4600-12f8292689d9" agent="Mozilla/5.0 (X11;
Ubuntu; Linux x86 64; rvil142.0) Gecko/20100101 Firefox/142.0" httpmethod="GET" referralurl="http://abc.go.com/"
devid="FGVMO2THM240134237 vd="root” dtime="2025-09-03 @9:89:57" jtime t=17569158082 devnames="HQ-NGFW-1"

A BEROEBRI) O —ZHI )V IT DS

B.OJIVRJAHDKRY O—DAZN—HIIL—FEHAF (UUID) E7 TV r—2a v BET4NE)TFTBHEIZELT
C. FortiGate CLIa < > ~diagnose log testZ &R 9 %

D.HIARELY 3>

IEfE: (EfEZRRLET)

You can view log messages by filtering based on the policy UUID and application name in the log entry, and also in the Forward Traffic section, which displays logs related to allowed and denied traffic.
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FortiGate MM 7A 7 7 A LR—RXDRER T 74 72+ —ILINGFW)E LTEREINTWAIEE 77)r—23av7Aa7 74 )LICHLTEDREE—FEFRALETMN?
A SIRAERE

B. 7O—R—XDEE

C. 7OXxIR—ADKEE

D. £NBIRE

Eff: (EfEZERTLET)

You can configure application control in proxy-based and flow-based firewall policies. However, because application control uses the IPS engine, which uses flow-based inspection, the INSPECTION is always flow-
based.
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A. SSL VPN dtls-hello-timeout

B.SSLVPNOSG A VB4 LT+

C.SSLVPNt v 3 TTL

D.SSLVPN 74 FILB A LTk

Eff:B(OAAV RERKT D)

When connected to SSL VPN over high latency connections, FortiGate can time out the client before the client can finish the negotiation process, such as DNS lookup and time to enter a token. Two new CLI
commands under config vpn ssl settings have been added to address this.

The first command allows you to set up the login timeout, replacing the previous hard timeout value. The second command allows you to set up the maximum DTLS hello timeout for SSL VPN connections.
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Network diagram

WAN(port1) 10.200.3.1
106200001 /24
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VIP object configuration

Edit Virtual IP

MName Webserver
Comments  \Write a comment..

Color & Change

# 0/255

Network

Interface ; v
Type Static NAT
External IP address/range @ _ 102001200
Map to
IPv4 address/range 100.1.10

F:ERTINET,

O Optional Filters

@ Port Forwarding

Protocol %8 UDP SCTP | ICMP
Port Mapping Type Many to many
External serviceport @ 80
Map to IPv4 port 80

Firewall policy

D Name Source Destination Schedule _  Senvice Action IP Pool NAT
[=] ™ LAN (port3) — M WAN (port1) @

2 Internet_Access & all all @aways @ AL v ACCEPT @ NAT
[=] ™ wAN (port1) — B8 LAN (port3) @

3 Allow _access B an & Webserver always @) HTTP w" ACCEPT © Disabled

'r @ HTTPS




Sniffer CLI output

Local-FortiGate # diagnose sniffer packet any 'icmp' 4

Using Original Sniffing Mode

interfaces=[any]

filters=[1icmp]

4.487597 port3_.in_ 1090+3.10 => 10.200.3.1: icmp: echo request
4.487679 portl out 10.200.1.1 -> 10.200.3.1: icmp: echo request
4.489203 portl in 10.200.3.1 => 10.200.1.1: icmp: echo reply
4.489251 port3 out 10.200.3.1 -> 10.0.1.10: icmp: echo reply

BREHICIF, Ry bT—S 2 S h-FortiGate T/Af ADE VIPER 774 724 —ILiR) o— H&UFortiGateT/AA A ED A= T 7CLIEARTENTWET,

WAN(FR— k1)A 22— 2 —ADIP7 F L X1£10.200.1.1/24TH

LAN(ZR— F3)1 2 —T 2 —RXDIP7 KL RI1£10.0.1.254/24 T,

Dz TH—/N\—FRX F(10.0.1.10)[&, V) E— bH—/3—(10.200.3.1)IZpingZ E1TT SFRIZ VIPHAERIP 7 F L X ZEETNAT(SNAT)E LTHERT HIRELNHY ET,

CHOBEBRZERT AEHICENGRREENTIN?2DFRLTLZELY,)

A. Allow_access7 74 7+ —ILiR) O—TNATZEMIZLET,

B. Internet_Access 7 7 A4 7+ —JLiR!) O—TNATZEMIZLET,

C.VIPAT Y rDR— T+ T—FT 4 VT EENLET,

D. WebH—/\—®DInternet_AccessDHIIZH LW T 74 7o+ —ILRY) O—ZF4ERKL IPT—ILZEARALET,

IEfE: (EfEZRRLET)

The current VIP is configured with port forwarding, so it only applies to TCP/80 traffic. To use the VIP's external address (10.200.1.200) as the source for any outbound sessions (such as ICMP ping), the VIP must
be a full static 1-to-1 NAT, which requires disabling port forwarding.

You then need a dedicated firewall policy for the webserver that is placed before the generic Internet_Access policy and that uses an IP pool with 10.200.1.200. Traffic from 10.0.1.10 will match this policy first and
be SNATed to 10.200.1.200, so the remote server 10.200.3.1 sees the VIP external IP as the source.
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FLOWVEEEN DCI—2x Y bE— FZHEAL TFortiGate L TFSSORREEZHREL TULVET,

BESINSTOCRICEENTLWEREVLWFIEXENTTA?

ADCI—Yxz Y MIATA ARy FT—42 ZFortiGate[CEHEEELET,

B.1—H%—H»Windows KA/ >(cAd14 > LET,

C.aILYE—I—CxzrIATAVARY T—4 %FortiGatelZERE LE T,

D. FortiGate [ FSSO U X FHD IP 7 FLRIZEDWTA—H—ID #RELET,

Ef#: (EfEERTLET)

In DC Agent mode, the DC agent installed on the Domain Controller captures the logon events (e.g., Event ID 4624) in real-time. It then pushes this information to the Collector Agent. The Collector Agent, which
runs as a service on a dedicated machine, is responsible for consolidating this information and then forwarding it to the FortiGate firewall. The FortiGate receives this data and uses the user's IP address to apply
appropriate security policies.
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FortiGate web filter profile configuration

Edit Web Filter Profle

Name Corpor ate

Comments  \Viite acomment £ 0255

Feature set Proxy-based

€ FortiGuard Category Based Filter

Freeware and Software Downloads © Allow
File Sharing and Storage @ Allow
Streaming Media and Download © Allow
Peet -to peer File Sharing @ ANlow
Internet Radio and TV © Allow

Inter net Telephony ﬁi;EHTlnE

Malicious Websites

EEEI JU—DzT7EELVY I Oz TF7EAHO—RFATIYIZET Ddownload.com~DT7 IV R EZT0v I T H3RENRBYET F- RALHATIVIZETAMDD T THA bADT I ERITHAIT HHE
NHYET,
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ABZALTETHOAVEFNEFNITAIILRA—FRETAYYIZEETE L T, download.com DFFBIURL 74 LA TV R FHRELET,

B. download.com @ Web #—/A\—5 4 FFHEZEREL Y THTITVELTEEDHS Web U1 FEEIRLET,

C.7U723vhEET L7 FLRE LT *.download.com® FAQDN 7 FLR ATz bEHF DD I 7A T 0+ —IL R —ZH/ELFET,
D. 72—z 7¢,YI b zTDA I A—FATIVDTI I VELEEICRELET,

IEfR: (EfEZzRTLET)

You can create a web rating override to change the website category to someone that is blocked in the web filter profile You can enable the URL Filter in the Web Filter Profile and block the website.
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EIEE M FortiGate L T _add-routeZ B L1=F 4 VILT v FIPsec VPNZERELE L 1=,

LU BEIIL— DL —T 1 o0 T—TIICKRRENFEEA,

CORRIZEATHEABDIE ELVBDIEENTIMN?2OFBIRLTLEZEL,)

A EBEFIFAVILT Y TAVEA—T—RATHNIL—T 427 7O aLEENCTILELRHY FT,

B. add-route A°IE L < #BET S 1=0H(CI1F BEEFETHHIL— FTREGCRY = L— b2 FERITIBENHYET,

C.EBEFIII—RX2AERICHEILIINTWNSZ LEZHETILELNHYFET,

D. EBEEFI I —X2€LIATYE— M XY NIV ZELKEETILENHYFET,

IEf#: (EffZzRnLET)

The administrator must ensure phase 2 is successfully established — The static route for the dialup VPN is only added after Phase 2 negotiation completes successfully.
The administrator must define the remote network correctly in the phase 2 selectors — The add- route feature installs a route based on the Phase 2 selectors; if they are incorrect, no route will appear in the routing
table.
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FortiGate FSSONI—C Y FLARKR—Y VT E— FO2DODHBIIATET M ?2(20FBIRLTLEEELY,)

A. FortiGate (ALY 2 —I—2x Y MZYE— L LDAP y—N—Z2FRTHLSICHERLET,

B. FortiGate (X SMB 7RO Fa)LZFALT DCH LAY N Ea—7 O EHAMY ET,

C.FortiGateldT7—HO R F—>avFz v EHR—FLTULWEEA,

D. FortiGate (X AD 4y—/n—%aL Y3 — I —2z U bELTHEALET,

IEf#: (EfEZRILET)

FortiGate FSSO agentless polling mode uses the SMB protocol to directly read event viewer logs from domain controllers (DCs), eliminating the need for external collector agents.
Workstation checks are not supported in this mode, as FortiGate polls only DC logs and lacks the additional verification features of agent-based modes.
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Edit Address

Name Fortinet
Color & Change
nterface M [parts -

Type _

F:o=RTINET
FQDN www.fortinet.con
Routing configuration ()

Comments _
0/255

A FLOEMIIL— FTIE BEEEIERNET7 FLRZEIRTIVELNHY T,
B.HLWIZ7AT7O4—IL 7RLATIE, FT FAQDN 7 RLAZRRT HIDLENHYET,
C.HLWLWEHMIL— T EBEELETA VI —T 1 —RER— R2AKRTETILELNHYFET,
D.HLWIZAT7 94— L7 RLRATIE N—TF 4 VI REEZBDTILENHY T,
FfE:D(QAV bEHEKT D)

To use an FQDN-based address object as a destination in a static route, the "Routing configuration" option must be enabled in the firewall address settings. Without this, the address cannot be selected for routing.
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HAZ—/"—5 4 FERENEMICE > T SHIHFE FortiGateD FBEH T O X I T M ?
A EREINTOLERFTRAR— b > BEE > HAREER > FortiGate > 1) 7 ILE S

B. BEfxtRAR— b > BEE > VR T LKEERE > FortiGate 2 1) 7 ILES

C. Bt SN TUL A EMRMRAR— b > HABREFRRE > #%E > FortiGate L ) 7 ILES

D. B RAR— b > DX T LIREBERE > BEE > FortiGate L1 7ILES

IEfE: (EfEERTLET)

If Override DISABLED then: ports > HA Uptime > Priority > SN.

If Overrrid ENABLED then: ports > Priority > HA Uptime > SN.
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B. )L— kFortiGateld X2 ) T4 777 vy I RNDTRTODFortiGateT/N 1 ADMEFIRE L FT,

C.EtXxal)T8BATIVIE PCIERDHERETRELET,

D. t¥xal) T4 5HMAICEET 54 oA MME . EF2 ) TAFER—TOAFIRATEETT,

EfE:B,C(A AV MEHEEKT D)

The Security Rating section provides an executive summary of all the security rating checks. By default, it is available with a base set of free checks, otherwise a licensed set is available with a subscription service
that requires a FortiGuard Security Rating Service subscription.
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TO—AR—ZXDIAINARETOT 7AWV EHATE3DDRRIEENTIN?@DFIRLTLEZELY,)

A 70— R—XDFEEF, TAXIR—ADBELLEBRL TN T+ —T R EZRBILLET,

B. VM IILANBREEIN=HE BEDN\YY bR SAT7URMIEBEShET,
C.IPSTIVOUETALRERF Y RT7EVELTRELET,

D. FortiGate (X7 7 A IWERZEZNY IT7 UG LETH BBEIZHISATURIREELET,

E. 70— R—XDBEETIH, TAFIR—XDOBEETHRAGELZRAF YV E—RONA Ty FEFERALET,
EfZ: ADE (DAY FEHKT D)

Flow-based antivirus buffers the entire file while simultaneously transmitting data to the client to minimize latency.
Flow-based inspection combines multiple scanning techniques from proxy-based modes for efficient detection.
Flow-based inspection provides better performance by processing traffic on the fly without full proxy overhead.
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Profile Name S

Monltoring_Access

NOC _Access

prof admid

super_admin

A ITRTOTOT7AILERENEIZHDESIIZ_NOC Access Z A FD—FBLIZHBBLET,

B. NOC_Access & 707 7 4 JLD Override Idle Timeout /NS5 A —2 DA 754 UEFEOLET,

C. 9 RT®M NOC_Access A —H—IZ super_admin B—)LWEY B ToN POV EANRIESNA TS I EF#HR LTS,

D. config system accprofile NOC_Access D T admintimeout fEZ 1O L E I,

EfE: (EfEZRRLET)

You can override the idle timeout setting per administartor profile using the Override Idle Timeout setting.

You can configure an administrator profile to increase inactivity timeout and facilitate use of the GUI for central monitoring. Then Override Idel Timeout setting allows the admintimeout value, under the config system
accprofile, to be overridden per access profile..
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IPsec tunnel configuration

portl

Network © 9
IP Vierwion P4

Remote Gateway Static 1P Addrews -

1P Address 101020010

interfaxce o portl -

Local Gateway »

Mode Corty

NAT Traversal B ootee Forces

Keepalive Freguency 10 .

Dead Peer Detection Onaie [ O Demand

D20 retry count 3 :

DPO retry interval 20 %
Forward Error Correction  Epress  Ingress

0 Advanced...
Authentication © o
Method Pre-shared Key -

Pre-shared Key sesEnane

IKE

Version H:

Mode - Main (1D protection)

Peet Options

Accept Types Any peer 1D .
Phase 1 Proposal  © Aad e 2

Encryption AFS128 v Authentication  SMA1 v x

10.10.100.10

port2

Remote-FortiGate

10.10.200.10
-
Network © 9
IP Version P4
Remote Gatewary Static IP Address -
1P Address 10.10.100.10
Interface B portl -
Local Gateway i J
Mode Conhg
NAT Traverssl - Disable Forced
Keepalive Frequency 10 .
Dead Peer Detection Disavie  Onidie [
DPD retry count 3 .
DPD retry interval 20 $
Forward Error Correction  Egress  Ingress
0 Advanced...
Authentication © 2
Method Pre-shared Key -
Pre-shared Key Ty
IKE
Version B
~  PELNRENET
Phase 1 Proposal  © Acd ® 9
Encryption AES254 w Authenlication  SHA2S4 .



E ey Dt b AES 54 - St e b st o SR 54 - X

Difhhe He 'riyuiﬂ:\_p 21 20 19 18 17 146

Mt i ' Py i 1
Dt Hedlirrun O oups il 20 17 18 Key Lifetime (seconds) 84400

Local 1D

Key Lifetime (seconds BoAL0
3l 1D
Ty b= EBEMN 2EDFortiGate T /N1 AEDIPsec b RILD RS TN a—T 4 T FTo>CVWET EBEIE, Jx—X1IDEIULTELEN -2 EF#HRALFE L, £, A DFortiGate 7/ 1 X IZZHA]
HEX—ZBANL XD —HLTWEHIILEZHRALEL,
T1—RX1DERERRICEODNT EBEFEI Iz —X1ZEHTS5=OICEN2DDEBREEFITOICENTEFIN?2OFIRLTLEELY,)
A. HQ-FortiGate T_IKE £— K% Main (ID {R&) [CERELET,
B. Remote-FortiGate T, /R—r 2 4 V23 —TJ A RELTHEELET,
C. HQ-FortiGate T _ Diffie-Helman F')L—7 2 ZE&MIZLET,
D. @AD FortiGate T/NMA AT Ty F E7RHEA VT RIZRELET,
Ef#E: (EfEZRTLET)
On the HQ-FortiGate the IKE phase 1 mode is set to Aggressive, while on the Remote-FortiGate it is set to Main (ID protection). Both sides must use the same IKE mode for phase 1 to come up, so changing HQ-

FortiGate to Main mode resolves this mismatch.
On the Remote-FortiGate, the phase 1 Interface is configured as port1, but according to the diagram the WAN-facing interface with IP 10.10.200.10 is port2. The local interface in the IPsec configuration must match

the physical WAN interface, so changing it to port2 is required for the tunnel to establish.
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Current HA status

!} get system ha status

Configuration Status:
FGVM010000064692 (updated 4 aeccnds a g;éh sync
FGVM0102000064692 chksum dump: ?gg 99 2a S5a S5c St
FGVMO10000065036 (updated 4 g‘&g go): in-sync
FSVM010000065036 Gh%ﬁ%& 13 Eb 52 c7 59 2a 9%a 5c 5f
Primary b 2 ”gji%ﬁﬁhﬂlﬂﬂﬂﬂﬂﬁdﬁgz, HA cluster index = 1
Secondary , FGVMD10000065036, HA cluster index = 0
number of vcluster: 1
veluster 1: work 169.254.0.2
Primary: FGVMO1D0000064692, HA operating index = 0

Secondary: Fﬁiﬂgiﬁﬂﬂﬁﬂﬁﬁﬂiﬁg HA operating index = 1

New FortiGate HA configuration

8 &8

FGT=-1

fconfig system ha
set group=-id 3
set group-name "Fortiret"®
set mode a-p
set password *
set hbdev "port9" 50 "portlO" 50
set session-pickup enable
set override disable
set priority 90
set moniter pocrtld

FGT=2
tconfig system ha
set group=id 3

set group-name "Fortipet'BTINET

set mode a-p

set password *

set hbdev "port9" 50 "portl0" 50
set session-pickup enable

sct override cnable

set priority 110

act monitor pertl

FGT-1&FGT-2(% BICRIHABR Y Y FTEHSNFET,

HAD SR8 —TIRED IS LGRENFEEINLITLEIN?

A.FGT2 [EA—N—F 4 FEMLEREZHES FGT-1 K YLBEEATWVH T34 ELTHIEHREET,

B. FGT-1 [FA—/\—35 4 FEMLERTEZL FGT-2 LEHALFT,

C.A—N—F A4 FRERFIARTDOHA A UN—T—HTEIVENHS=H HA VSR EEPALNLGLLGY EFT,

D. FGT-2MEBERIERIAMEWN=S FCTANTSA T YUDEFIZHY FT,

Ef#: (EfEZRTLET)

With override enabled, the primary unit with the highest device priority will always become the primary unit. Whenever an event occurs that may affect primary unit selection, the cluster negotiates. For example,
when override is enabled a cluster renegotiates when you change the device priority of any cluster unit or when you add a new unit to a cluster.



https://www.jpnshiken.com/q/68894-6444609/

Override and primary unit selection
Enabling override changes the order of primary unit selection. As shown below, if override is enabled, primary unit selection considers device priority before age and serial number. This means that if you set the
device priority higher on one cluster unit, with override enabled this cluster unit becomes the primary unit even if its age and serial number are lower than other cluster units..
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config system global
set av-failopen agpe-shot
end

config ips global
set failsopen enable

end

A EBEFIREZERTETERA,

B. FortiGate (Xf@Bf 70 >3 v &XF¥v TLET,
C.EEBEEIHLLWEY L 3 VEHAT S-0IC FortiGate #HEET ILELAHY FT,
D. FortiGate (FBEENMLELGH LWV EY S a VEBELET,

IEf#: (EfEZRTLET)

System configuration cannot be changed because of the IPS Global configuration "fail-open enabled" FortiGate skips quarantine actions - again because of the IPS Global configuration "fail-open enabled"

EME7INSE4_FGT_AD-7.6-JPNRIELE (FJPNTest.comiZfit & - NSE4_FGT_AD-7.6-JPNRERIC &8T5 2 & (Z{&IZT 5 E T ! JPNTest.comlE S BFNSE4_FGT_AD-7.6-JPNXERPIREE Z 2 L £
4 JPNTest.com NSE4_FGT AD-7.6-JPNSRERFISEE (L3 S ESH anE L1, = = CNSE4 FGT AD-7.6-JPNEIEEDTR FT VSV EFICANES . BEHROT Y +
A _ https://www.jpntest.com/shiken/NSE4_FGT_AD-7.6-JPN-mondaishu 96f8 3 0%7 4« A ho > b #5814 2E|513— K: JPNshiken|
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date=2025-02-4 time=09:07:59 logid=0100022700 type=event subtype=system level=critical
vd= “root” logdesc= “IPS session scan paused” action= “drop” msg= “IPS session scan,
enter fail open mode”

A IPSEBIaTY FIZEY NAIRXRE—FF T3 U5TIPSRF: ¥ UHA—BEILEINET,

B.IPSUYS Y NNy 77BN 2(EWNTT IPSTUODUIFHLWEY S a3 VEERTBEHIZEYZELDAEYEBHELELTUVET,
C.HA—T4737D=H_ IPSEYLaVvAFZYy UN—BEILLSh /Ny bABFFBSATOWET,

D.IPSY4 Yy by T 7N ([XWNT IPSTUPUIENYy bETa—RTEFEHA,

IEfE: (EfEERTLET)

The log message IPS session scan paused, enter fail open mode indicates that the IPS socket buffer is full, meaning the IPS engine does not have enough memory to process new sessions.
As a result, FortiGate switches to fail-open mode, allowing traffic to pass (or temporarily dropping it) without full IPS scanning.
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Application sensor

Edit Application Sensor

FiiRTINET

$§ Mixed - All Categories

D« Business (157, O 6) D Cloud/T (72, & 12)
2 = Collaboration (266, £ 13) O~ Email (76, O 11)
© - Game(83) >~ General Interest (254, O 15)
> = Mobile (3) @ = Network Service (338)

®© - P2P(55)
© - Proxy(189) D - Remote Access (96)
© « Social Media (113, £ 29) Vs Storage/Backup (150, O 20)
>+ Update (48) © + Video/Audio (148, £ 17)
2« VolP(23) @« Web Client (24)

© - Unknown Applications
(P Network Protocol Enforcement

Application and Filter Overrides

Create Nrn.-.- J
Priority Details Type Action
1 550 Excessive-Bandwidth  Filter  © Block
2 KN Coosle Filter o Monitor




Firewall policy

Edit Policy

Firewall/Network Options

Inspection mode Flow-based

NAT o

IP pool configuration Use Outgoing Interface Address T80 LS Ll 2+

Preserve source port D

Protocol options B8 default r

FEIRTHIEL

AntiVirds (e ]
Web filter e
Video filter »
DNS filter e J
Application control @©  [JEEI default -
IPS >
File filter e |
SSL inspection B certificate-inspection v

AT7T)Vr—23 T4V ENDEEEEY 30 TGoogle 2 EICHRELT EBEAEZ1ICKRELET,
B. 77 —23vET4L3DEEEEHY I 3T Google D7H 3w FAIJICERELET,
C.tXxaT«47BT774)LMOURL AFTIYIZ*Google*.com ZEMLET,

D. BBEE—K£ 70— R—X[ZEHBELET,

E.SSLIRE#T A —7aVvTUoYREBIZRELET,

EfE: AE (24 hERET D)
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Move up Google in the Application and Filter Overrides section to set its priority to 1.
The "Excessive-Bandwidth" filter has a higher priority (1) and is configured to Block. Because Google applications generate significant bandwidth, they match this rule first and get blocked.

Moving the "Google" filter to priority 1 ensures that the monitor action for Google is applied before the block rule.
Set SSL inspection to deep-content inspection.

Google applications use HTTPS encryption, so the FortiGate cannot identify or control them unless SSL traffic is decrypted. Changing from certificate-inspection (which only inspects certificates) to deep-inspection
allows FortiGate to fully analyze encrypted application traffic and properly apply the Application Control rules.

BRE: 19

FortiGate 7 7 4 704 —ILiR) O—[X 7V T4 FRBIATHRESINTUVEITHA 21— —DWebH A M7V R T HBICRIATETEF A, AI—F IR TELRIMEETE FortiGateldED TO O LEFEHFAIT S
WENBHYFEIMN?

A. LDAP

B. TACASC+

C. Kerberos

D. DNS

IEf#: (EfEERTLET)

A firewall policy must allow a protocol in order to show the authentication dialog that is used in active authentication (such as HTTP/HTTPS/FTP/Telnet) and DNS.

B 20
BrREHEZSELTEIL,
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Network diagram

Source IP address Remote-User2:
201.0.114.23 Q
Destination IP address: O

Firewall policy configured with %
virtual IP of webserver 203.0.113.224
External PAddress | 203,0,113.22 M"""’“PWBU Remote-User2
Mapped IP Address/ 10.0.1.10

10.0.1.10

<4

Source |IP address Remote-User1:
203.0.115.23

10.0.1.254

\Q 203.0.113.22
5 port: 80
., =RTINET
- = =
irewall address object
—
Edit Address K S »
Color & Change
Type ‘& Subnet -
IP/Netmask 1201.0.114.23/32
Interface ' = WAN (port1) v
Static route configuration O
Comments —— r access. 4 23/255




Firewall policies

ID Name Source Destination Schedule Service Action

=] ™ WAN (port1) ~ M LAN (port3) @

4 Deny & Deny IP &= all [0 always () ALL @ DENY

3 Allow access F = .1llh H T mErT [0 always ) ALL v ACCEPT

BREHICZIX 2y FT7—2IC T%‘f;u‘c"hf*ForthateT/vf ADRE T7ATO+—ILOBRERMNTEINTILNS,

FIEE(L, Remote-User2 [2k % Web H—/N\—~DT7 VLR EEBTH:OHIC,. TIHIL FEREDESR) O—EERLELT,

ZOR)—IE ) E— 21— —1HWebY—/N—IZF7 VX TESL—AT, JE—+rI—HF=20WebY—/N—[ZT7 VR TELEVKSICHET IRETH D,

EEEE JVE—F1I—F2012&5WebF—N—~"DT7 IV R EHEBT5HIC R S—ICH L TEDEL S BEBBERLZTIENTEFEFIN?RDIOFBRLTLLEEELY,)
A EBER—THRET7 KLAEWebY—/I\—[ZHRELZET,

B. &R 1) o —Tmatch-viZ &M LET,

C. Allow_access 7R !) — T3 7 KL X% Deny IP IZERELFT,

D. &R —Tmatch-vizB®IZLET,

Eff: AD (2 A2 FEHREKT D)

In this scenario, the FortiGate uses a Virtual IP (VIP) to map the external IP 203.0.113.22 to the internal web server 10.0.1.10. When using VIPs, firewall policies must be configured carefully to match the translated
destination address.

The external users (Remote-User1 and Remote-User2) connect to 203.0.113.22, which is the VIP for the web server.

By default, firewall policies match pre-NAT addresses (the original destination before VIP translation).

To make the deny policy recognize traffic destined for the VIP-mapped address, the match-vip option must be enabled.
The destination in the Deny policy should explicitly be the Webserver (the VIP object), so FortiGate correctly identifies the target.

Eﬁ:ﬁ' 21
SSLVPNA—H—DFRBiFA LYy > a oD VPNO LU SN L 70 T4 THFEFIZESLBVESICTEILELNHY FT,
EDBFEETCINDERTEEFIMN?

A D747 94— LBt Y avDEA LTI +% SSLVPNEY S I VDAL LTI REYEECHRELET,

B. 1—H—h Lt&, FOTATEIT7AT 04— IRy avEFETI Y7 LET,

C.SSLVPNDO7 A FILBA LTI FERSLT, Eﬁﬂﬂl&ﬁw_l‘ﬁ%’rié'—,}:ﬁb LEY,

D.SSLVPNt Y a U THRICT7AT7 04— LBty L a3 VZRBHMIKR T SELIREEZEMNCT D

Ef#: (EfEZRTLET)

Firewall policy authentication session is associated with SSL VPN tunnel session.

Firewall policy authentication session is forced to end when SSL VPN tunnel session ends.

Prevents reuse of authenticated SSL VPN firewall sessions (not yet expired) by a different user, after the initial user terminates the SSL VPN tunnel session.

Eﬁ:ﬁ: 22
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EEEF —EHOLI—HY—MSSL VPNERZHITELLV—AT MO —FRBELCERTED I LIZR DLV,
EBEFFETMEF Vv ITRETLLSIN?

AZEEZITH51—H—DNELWVR—FEESZFERALTWS I EF#HRE LTS,

B.SSLVPN k>R B —T 2 —RATHTTPSH—EZRNEMICHE > TSI EZHRL TS,

C.ITRTDISI T4y % SSLVPNRBRHTIL—T AT T B=HIZ BRI LR VTR EMHEO TSI EZHALTLESLY,
D.A—HY—DrSTA4vIMNIT7ATI4—IR) O—ICH=oTWB I LEHRELET,

FfR: (EfEZzRTLEY)

Eﬁ:ﬁ: 23
FortiGate ECUTDaAT Y FEHRELE LT,

e Nl A e ke

R ol e Y

LLLLL

CDERIIFortiGatelEN & S BFHEEEZHTLLIN?

A. FortiGate (3 RTDA 2 —T T —XATEER RPF #8MIZL . R— M1 ZFEXRTFIL—T 1 2T EHMLET,
B. FortiGate (X RXTDA 32— —XATEHEE RPF ZHMIL R—F1IERPFFz v OGRS NET,
C.Port1 7 LF L TIL RPF BAEMIZHY  ZDHMDTRTODA V2 —7 2 —XILEE RPF BAEMIZHEY FT

D. /7 O—/\LEREMNEBE S FortiGate [T RXTDA V2 —T 4 ATHEZEW RPF #8MIZLET,

IEfE: (EfgZRTLET)

The global setting enables strict source checking (RPF) on all interfaces by default. The per- interface setting disables the source check on port1, exempting it from strict RPF enforcement.

Eﬁ:ﬁ: 24
BRREMZSRL TS,
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Firewall policies

1D Name From To Source Destination Schedule Service Action IP Pool NAT
1 Full_Access ™ LAN (port3) ™ WAN (port1) K all B all (@ always g ALl v ACCEPT ® 1P Pool @ NAT
™ WAN (port?2)
2  Deny M WAN (portl) [ LAN (port3) Boewir B @aways WAL O DENY
3  Allow_access # WAN (port1) ™ LAN (port3) g a B Webserver (@ always G ALL v’ ACCEPT © Disabled
4  Webserver ™ WAN (port1) LAN (port3] 0 B Webserver (@ always @ ALL v ACCEPT © Disabled

E] Implicit °

0 Implicit Deny 0O any O any all all (@ always @ ALL © DENY

CDI7AT A=K =YX MIEATHERDIE ELVELEDIEENTIAN?

A D747 94—ILKR) —FIDV—4 VAE2—T—E&RRSNFET,

B. 774704 —IiR)I—E ANAEA—Tz1—RERANAVE—T—ADRFTEL—T—ERTINET,

C.EBARIJIL—TIZF EBOEEIFATI+4— LRI —ZEHHENTEET,

D. LAN /5 WAN_WAN M5 LAN, & U Implicit 1, —47 VX GIL—EVS Ea— VR MTY,

Ef2:D (AU RERKT D)

The firewall policy list shown is displayed in the sequence grouping view, where policies are grouped based on their traffic direction - such as LAN to WAN, WAN to LAN, and Implicit. This view helps administrators
quickly identify and manage policies according to their interface pairings and logical traffic flow, rather than by numerical ID order.

Eﬁ:ﬁ: 25
AMTEMEZSRLTESV, RFERICIE, FortiGate TNA RICEITAE AT IVFERAELEMEO VAT LNIT ATV AHAET IAIL FEENRENTVET,
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System Performance output

§ get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUQO astatesa: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

CPUl states: 0% user 0% system O% nice 100% idle 0% jowait 0% irq 0% softirg

Memory: 2042076k total, 1837868k used (90%), 104146k free (5.1%), 100062k freeable (4.9%)

Average network usage: 19/2 kbps in 1 minute, 19/4 kbps in 10 minutes, 19/3 kbps in 30 minutes

Maximal network usagoe: 36/18 kbps in 1 minute, 358/8€6 kbps in 10 minutos, 58/87 kbps in 30 minutes

Average sessions: 21 sessions in 1 minute, 22 sessions 1in 10 minutes, 21 sessions in 30 minutes

Maximal sessions: 22 sesasions in 1 minute, 28 sessions in 10 minutes, 28 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last |1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 session= in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU scssions: 0 sessions in last | minuta, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in | minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 22 hours, 50 minutes

Memory usage threshold settings

config system global
set memory-use-threshold-extreme 89
set memory-use-threshold-green 82
set memory-use-threshold-red 88

end

DATLONIT =XV RAHAICEDICE ZEZAONSERIERD2DTY , 2DFERLTLZELY,)
A. FortiGate [ZFEEHNE—FIZAYUFELT -,

B. EBEFI I Y —IIR— MEHETOHFortiGatelZ7 7 XA TEET,
C.EBELARELZLEETEET,

D. FortiGate ALV EyavEd ROy JLET,

IEfE: (EfZRTLFET)

FG enters conserve mode at 88% by default, at which point you can't make configuration changes. Also, without additional config, FG will drop sessions that require inspection. At 95%, all new sessions are dropped.

B 26
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EWEX FTIAI FEREZEFERAL TFortiGuard—/\— % FortiGate L DDNSH—/N\— & L THEBRLET,

FortiGuardtr—/A—~®DDNS#E#EICDOWLWT ELL\DIFENTTMN?

A.DNSover TLSEERLET,

B.HTTPS L TDNS ##RHL %Y,

C.UDP 8888%&fALFET,

D.UDP 53 AL FY,

IEf#E: (EfEZRTLET)

When using FortiGuard servers for DNS, FortiOS uses DNS over TLS (DoT) by default to secure the DNS traffic. New FortiGuard DNS servers have been added as primary and secondary servers.

Eﬁ:ﬁ: 27

EEE(X NTurboxHR— b3 SFortiGateETILEEBELFE T,

NTurbo7 75 L—> a3 VIE EDKIITOMILAREKYY T FDNT+—I Vo RERLEIELIDTLLIMN?

A TOFOR—ZADBEDHBE NTurbo I S0y o ZarToyrawyHIcron—RKLET,

B. 70— _R—ZXNEENDIHBAE NTurboldEHDT—L2 /AR ZHIL _IPST> U EFortiGateD A VI LABLUVIS LRASA VB —T A ABD S 249D F)EALY FLET,
C. 7OAX I R—ZADKRENDHZE NTurbo (T 7 A ILEFRZNY I 7N T LTOL FTRETUFIAILRA IV UICEELET,

D. 7O0—R—XDREDIZE  NTurbolIFortiGate T/81 R EIZ2DDHBERE Y 3 v EERLET,

T (EREERLET)

NTurbo creates a special data path to redirect traffic from the ingress interface to the IPS engine, and from the IPS engine to the egress interface.

B 28

v b= BEEN BHHEPFOEFRELEMITICIPsec VPN F U RILZEREL TV,

EEEIEDIPsecV s —FToTL—  2BRATILELHYETH?

A.NTT7 2V FRER—=H

B. %4 ki

CUE—r7VER

D. #AYVILT v Ta1—H—

FfE:C(A AV LEEKRT D)

The Remote Access IPsec Wizard template is used for individual users connecting from remote locations, such as traveling employees. This template configures FortiGate to act as an IPsec VPN server, allowing
remote clients (like FortiClient) to securely connect and access internal network resources while abroad.

B 29
BREHEZSRBLTIESY,
ID Name Source Destination  Schedule Service Action NAT Type Security Profiles
=] ™ port3 — M port1 @
1 Full Access & Remote-users L all [@always [RHTTP v ACCEPT @ NAT Standard [ Category Monitor

£ LOCAL_SUB... F Q,HHTI n E T BB certificate-inspection
AN ICP

FortiGateld 7 7 4 794 —IILRBAICEESNTOWET MBI THA M7 EALELS ELEE A—¥H—cOodso 7OV T RRRTFESNFERA,
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CORREDRLTEEEDEWVWRREIEF TN ?

A 7747 94—)LKR)S—TIE HY—EXDNS NI ETY,

B. 1—Y—AfMEfc1—¥—&EFFERALTVLET,

C.CDA—H—[Z—HTH1—HF—ThOU DAFEELELEA,

D. JE— haA—H—FIL—ThHBEEICEMEINEEA,

EfE:A (DA bEFHEKT D)

DNS traffic can be allowed if user has not authenticated yet.

Hostname resolution is often required by the application layer protocol (HTTP/HTTPS/FTP/Telnet) that is used to authenticate.
DNS service must be explicity listed as a service in the policy.

B : 30

AMITEMEZSRLTSESD, 2y FT—=OVIPAE T D ) MG SN -FortiGateT/NA ADEE T 7 AT 74— IR P—DRENRENTVET,

WAN(FR— 2)4 >4 —T7 1 —ZRDIP7 KL X[£100.65.0.101/24 T ¥,

LAN(FR— k)1 B2 —T 2 —XDIPF7 F L X[£10.0.11.254/24TY

KRR £100.65.1.111H7KR— ;443 TTCP SYN/N/7 v k%100.65.0.200123%515 L f=35&  FortiGateh /N7y M ZSEEICERET ARRT /A7y FOREEFERT FLR BET7 FLRA BLUVIER—FEIESILGTYFET
m?

Network diagram

100.65.1.1

=

WAN(port2)
100.65.0.101/24

ez
|

10.0.11.50/24
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VIP object configuration

Edit Virtual IP
Name VIP-WEB-SERVER
Comments @ Write a comment...
= ol % 01255
Color @ Change
Network
Interface (O v

e Static NAT =RTINET

External IP address/rarige @ )| 100.65.0:200
Map to

IPv4 address/range 10.0.11.50

(® Optional Filters

@ Port Forwarding

Protocol jje:8 UDP SCTP ICMP

Port Mapping Type Many to many

External serviceport @ 443

Map to IPv4 port 4443
Policy From 0 Source Destination Schedule Service Action IP Pool MNAT
0 intermet(1) | LAN(portd)| | lwAN(port2) | all . an [@ always [p ALL / ACCEPT © NAT
Web_Server_Access(2) |[#WAN(port2)] | LAN(portd) | all & VIP-WEB-SERVER [ always HTTPS - ACCEPT © Disabled

A. ZHZh 10.0.11.254_10.0.15.50, & & U 4443
B. #hZh 100.65.1.111_10.0.11.50_ 443

C. ZHFHN 10.0.11.254_100.65.0.200_ & & U 443
D. #hZFh 100.65.1.111_10.0.11.50_ & & U 4443



IEfR: (EffzRnLET)

The VIP object maps the external IP 100.65.0.200:443 to the internal server 10.0.11.50:4443.
Since NAT is disabled on the firewall policy, the source IP is preserved.

So, when host 100.65.1.111 connects to 100.65.0.200:443:

- The source remains 100.65.1.111.

- The destination IP is translated to 10.0.11.50.

- The destination port is translated to 4443.

Eﬁ:ﬁ: 31
RAEHESRBLTLESV,HHEHICEK 7TV 5—arteo—0BRK, 8 & TBEIFERE S Apple 7 1 L2 —DFMAMN RSN TVET,
BEICEDCLE REFLITBEEDEFEN VLGS Apple FaceTimeldES5HEHDTL LM ?
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1@%@

(3 Network Protocol Enforcement

Application and Filter Overrides

& Create New | & Edit

Priority Details

15 Delete

O~ Email (.31:9.1_%?
@~ Generalnterest (241, ©9)

@~ Network Service (332)

Q- Prmgr (106) m

@~ VolP (30)
@ ~ Unknown Applications

Type

1 Excessive-Bandwidth  Filter

2 K3 Apple

Filter




Application override configuration

Edit Override
Type Application
Action (@ Block ~ )t
Filter 1 Excessive-Bandwidth H:—,.:{;‘.’-ﬁ* v
FaceTime Cad » x Q
Names ¢ Y Category = Technology =

B Application Signature €R¥7)

(3 FaceTime = VolP F=“ = B I !Iiaﬁg

Filter override configuration

Edit Override

Type Application m
Action @& Monitor ~

Filter K Apple x

FaceTime x Q

Name 5 Category < Technology =

B Application Signature EIED)

A. Apple Face Timeld  ETH/A—T 4 A ATIT)DHREICESVNTHASIAET,

B. BEIHEHIE T 4 ILADEREIZEDE _Apple Face Time (FT7 O v EhEd,

C. Apple®D 7 4 JLARTEIZCEDULVT  Apple Face TimeME#FrR s E T,

D. Apple Face Time (& [7 TV r— 3 ETAILEZDEEEZ|D Apple 74 LA [FFRI IZRESNTVWABEIZOHFHFAINET,

IEfE: (EfEZRRLET)

Apple FaceTime normally falls under Video/Audio and could be blocked by the Excessive- Bandwidth filter. However, in this configuration, an override is applied under the Apple vendor filter with Monitor action.
Overrides take precedence over general filter actions. Therefore, FaceTime will not be blocked; instead, it will be monitored, and since only a few calls are made (not excessive bandwidth usage), it will be allowed
based on the Apple filter configuration.

AEI7ZNSE4_FGT_AD-7.6-JPNRIEL (LJPNTest.comiZft & NSE4_FGT_AD-7.6-JPNHERIC AT 2 Z L (Zf&IZTTBE T ! JPNTest.comlE S B#NSEA_FGT_AD-7.6-JPNXERFIREE #12E L
¥, JPNTest.com NSE4_FGT_AD-7.6-JPNAERRASEE L4 S FH &N E L=, = Z TNSE4_FGT_AD-7.6-JPNEIBEED TR FI VSV EFITANE T, BHHROT Y+
A _ https://www.jpntest.com/shiken/NSE4 FGT_AD-7.6-JPN-mondaishu 96f_. 3 0%r 4« A ho > + #3174 EI5/3— F: JPNshiken|

Eﬁ:ﬁ: 32
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42081 — / +23 IE 21— i \v7 MI—== - X I—LA NAC\A 4 L LA NIACWAS 00)7]—_/\_ >t |~/\7)( /)1 t@ﬁlﬁr‘/\7){ QEE%&L*@'
FortiGate HA iME

HQ-NGFW-1
portd port2
port7 Pt
>
Z
Clent po jo | P8 N~
KON
portd port2
HQ-NGFW-2

Current HA status

HO-NGFW-1 # get system ha status

Contiguration Status:
FGVMB2TM24013423 (updated B secands ago): in-sync

FGVMA2TM24013423 chksum dump: el 6@ 2e 42 bB c1 c6 df 11 34 fj:?':ld of
FGVMO2TM24013501 (updated 4 seconds ago): in-sync

FGVMO2TM24013501 chksum dump: el 6@ 2e 42 bB c1 cb dfG 8@ 79 a4 9f

number of member: 2
HQ - NGFKN-1 , FGVM@2TM24013423, HA cluster
HQ- NGFW- 2 , FGVMO2TM24013501, HA clustes. i
number of veluster: 1 "
v:lustir 1: work 169.254.0.2

19

HO-NGFW-1
# config syst

"Fortinet™

"bhbdev “"port7™ 50 "portg8" &0
ession-pick enable
set override disable
set priority 90
set monitor "porti®™




# config system ha
set group-id 5
set group-name “Fortinet”
sat mode a=-p
set FAﬂﬂxfrH -

- -

E....,...--n- 5 .'F"-"'-:" 6

et session-pick enable
set varride enable

set priority 11d

set monitor "port3i”

HAV S A3 —TIRED LS GREATFEINLTLEOIMN?

A. HQ-NGFW-1 [&F—/ =5 4 FEMELEREZ HQ-NGFW-2 L RIEILF T,

B. HQ-NGFW-2 [ZF4—/\—5 14 FAMLEREZ#EFED HQNGFW-1 &Y L BEAENE WO, T34 ELTEIEHMEET,

C. HQ-NGFW-2 DB EEIMEL=8 HQ-NGFW-1 M TSA X UDEFIZHY FET,

D. A —/N\—54 FREFITARTDOHA A UN—T—HTLIBENH SO HA Y SAEZ—FREANENGSGY FT,

EfE:B(OAV FEHKT D)

With override enabled on HQ-NGFW-2 and its higher priority (110 vs. 90), HQ-NGFW-2 will become the primary device, preempting HQ-NGFW-1 despite the current primary status.

Eﬁ:ﬁ: 33
MESBLTKIESV, EEBELLTIPSTOI7MLEERLELEN BFEBSYVICBELTLERA, TR MRIC BISRT LS BEANRTONFE LT,
BREINTWVWLIZHMBEROEZZONSRRAIIAMTLLIMN?

HO'HHTH?EEﬁGEW test appliTation ipsmonitor

pid 2044, -&8hgarne count 0 (+1)
0 - pid:200/4% 2074 cfg:1 master:0 run:l

A IPSEXFaAYTATATFAUDERESNIZT7ATI4—ILKRI)—DHYFEEA,

B. FortiGate /S IPS 7 = A LA —TAREEICIH Y F L 1=,

C. B¥E N a7 > K diagnose test application ipsmonitor 5 # A A LE L 1=,

D. E#E M7 > K diagnose test application ipsmonitor 99 Z A LFE L 1=,

Ef: A (AU LEHEKT D)

The output shows the IPS engine count as 0, indicating no active IPS engines are running. This typically means no firewall policy is referencing the IPS security profile, so the IPS profile is not being applied or
triggered.

EFEE: 34
BEEX —EHO1—H—HSSL VPNIEGEHEIL TEHRNV—AT O ——(ARELACIERTESRZ LRIV,
EREIEFITMEMEFIVIITRETLLIN?
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AZELZZTH51——DPELWR—FESZFERAL TSI EERERL TS,
B.A—YH—DrIT749IMNT7AT704—ILR) O—ITHz>TWHILZHRELET,
C.ITRTDLSI T4 v % SSLVPNRBRHTIL—T 40T FTBH=HIZ @B LR VIR EMHEO TSI EZHALTLESL,
D.SSLVPN kU RI)LA VB —T 2 —ATHTTPSH—EXDNEMIZHE>TWS I L EHR LTS,
Ef#: (EfEZERTLET)
The key part of the question is some users can connect and some cannot, which strongly suggests a client-side connection issue rather than a firewall-policy issue (policy only applies after the tunnel is established).
For SSL-VPN, the first thing to check when users fail to connect is whether they are using the correct connection settings (especially the port).

Eﬂﬁ:35
=B SEX N CDT—AAR—XT—IILDIL—T 4 H T RJ[ZDLY 1F L LVER R A2 D5 4R =0y,

FortiGate routing database

Local-FortiGate § get router info routing-table database

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-1IS, L1 - I5-1IS level-1l, L2 - IS-IS levelse Ba -1 IS5-1I3 inter area
Vv - BGP VPNv4

> - selected route, * = EIB route; p = Stale info

I 3] I]fﬂlEIvla 10.200.2.254, port2, [1/0]

0.0.0.0/0 [10/0) wia 10.200.1.254, portl, [1/0)]
10.0.1.0/24 is directly connected, port3
10.200.1.0/24 is directly connected, portl
10.200.2.0/24 is directly connected, port2
172.16.100.0/24 is directly connected, porté

ANN—TA 2T T—E3R=XT—TILADTRTHOI > b HFortiGate)b—TFT 4 T T—TIIZA VR F—=ILENFET,

B.port24 3 —J x—RIEFF7IV T4 TELTI—VTNhTLET,

CHRADTIZAILMIL—FE EBEMIAERLZYET,

D. R—R2DTITAIL FIL—FERBA VNS IL—FRELTIY—Y SNTVET,

IEfR: (EffzRnLET)

The default route via port2 has the same prefix as the route via port1 but a higher administrative distance [20/0]vs[10/0] and is not marked with ">" or "*". This indicates it is kept as a standby/backup route, to be
used only if the better route via port1 fails.

The two static default routes clearly show different administrative distances in the brackets: [20/0] for port2 and [10/0] for port1, confirming that their administrative distances are different.

Egﬁk36
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v b= EBEMNFortiGate TSSLD T ILA VART L 30 EWeb T 4 LAY T EBIIZLELIZ HTTPSD 2 JHA M7V RTDE, TS OFIEIAZENEE IS —MNRREINET HITPY = TH A
M7 ERTDHE TIVFEIS—FHRELELA,

MEAZENESEIS—HLRET HSEBHIIFMTTN?

A. 75X FortiGate AN SSL BREIZFERT AIMBAELZEELTLVEEA,

B.SSL/SSH @& O 774 LT £ SSLAIAEDA T a UNHFAIEND L SITRESNTLET,

C.—HIBI77A4T7 74— IILAR)—ETAOFHBEE—FICRESNATLET,

D. FortiGate A° SSL R &EIZHEHAT HAECIE W ELGIRASNGREENEFENTLEEA,

EfE:A(QA U REHKRT D)

The browser presents a certificate warning when you attempt to access an HTTPS site that uses an untrusted certificate. Untrusted certificates include self-signed SSL certificates, unless the certificate is imported
into the browser-trusted certificate store. FortiGate has its own configuration setting on the SSL/SSH Inspection profile, which includes options to Allow, Block, or Ignoreuntrusted SSL certificates.
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M5B LTS, FortiGatelZ &, XML IV O=7) VIV BMNRLEF 21U T4 TOT7 7ML EFERALTRILWeb Y —N—ICT7 VLR TED&LSIC, ENTNHI LI T 74 7O+ — LR S—HE%
EINTWLWET,

EEEIL 2DDRY O—F1DIHMET 5= EQLSBIRELTOVENHYEFITM?

Web server

A R—MER—R2ZECENA VI — Tz —RZEBL BE—D I 7470 +— LR —FERLET,
B.E—DI7AT7 94— IKR) —THR—RMER— 20Ty FEBRLET,
C.EH—DI7AT7I4+—ILKR)—T _portl & port2 #EEDNA A —Tx—RICBEEFHAET,

D. BHDA U A—T AR KRY—ZFFBHMILTC RALI7ATO4—IL R —THR—F1 ER—F2FERLET,
Efg: (EfRERTLETD)

Enabling Multiple Interface Policies allows you to select multiple interfaces (like port1 and port2) in a single firewall policy, consolidating access rules for both Sales and Engineering to the web server.

B E: 38
EEBEEI R—A 27—z —RXALETHDSSLVPNEHTTPSICK A BTV L AMDER— FREZDL BRI IVELNHY FT,
NERBTDIZE EDLEIBGHFENBZAONETN?OBRLTLEEELY,)
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A.HTTPS EEBT7 VAN EDA VB3 —T 1 —ATHHR— 443 ZFEALTLVSIHFE SSLVPN ZEMICLET,

B.SSLVPNEHTTPSEEB 7Vt AMAIZAR— F4A3ZR LA 2 — 7 1 —ATHBELKFRATEEY,

C. R— F43ZFERALTIDDA A —T T —XTSSLVPNZETL FDA 2 —Tx—XTRILLCHR— FA3ZEFRA L THTTPSEERB 7V X E#HMILFET,

D.SSLVPN #—EX & HTTPS EEBHY—ERXRDEAMNBLS 2 —T—RLIZHDIIGEEIE ELLIDR—FEESZEBTLET,

Ef#: (EfEZRTLET)

You can keep port 443 for SSL VPN on one interface and also use port 443 for HTTPS admin access on a different interface. Since the services are bound to different interfaces, no conflict occurs.
If both SSL VPN and HTTPS admin access are required on the same interface, you must change the port number for one of the services to avoid a port conflict.

Eﬁ:ﬁ: 39
' New AntiVirus Profile WWAIWEERT DRI, DMNILARRKAF Y VAL YFNIT L—RETSINBZDIIHETTMN?

Name FTP_AV Profile

Comments Write a comment

AntiVirusscan @ O

Feature set FEWEEN N Proxy-based

Inspected Protocols F::RTINE
HTTP O

SMTP CB
POP3 OB
IMAP OB
FTP O
CIFs »

LCOTOT77AILTIEH BEXMZOTOFINLETEREEMZHZ->TVERA,

. FortiGate [&, RAM A' 2 GB REDIHE , VA LAREKR X v ez Y HR— FLFEEA,

URTL > HBEODRTEREECIVANAFERFT Y UNEHICE>THET,

L TATFAIILOBEEEY FMETA—AR—XTETH, TAXFIR—IXTHILENHY FT,

FfE:A (AU FERRT D)

Enable one or more protocols for inspection, then enable AntiVirus scan for the selected protocols with a specified action.
https://docs.fortinet.com/document/fortigate/7.6.4/administration-guide/922096/inspection-mode- feature-comparison

oo w >
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FOrtiSASED ¥ 274 32—y b7 EXSIAI—V Y PR—RE—FZEERT 5200 AR —FRY MIENTIMN?2DERLTLEELY,)
A. FortiExtender

B. VPN & —

C. 7oL BEIER (PAC) 771U

D. FortiSASE 7 74 7 #+—JL -7 X -7 “H—E X (FWaaS)
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EfE: (EfEZRRLET)
In agent-based mode, FortiSASE Secure Internet Access uses VPN policies for secure connectivity, and the FortiSASE Firewall-as-a-Service (FWaaS) component for enforcing security policies and filtering user
traffic.

Eﬁ:ﬁ: 41

v kT —2 k% L TFortiGate CLINDEE 7V A ZAIREICT 2 AEIE ENTI M ?

A.CLIo>Y—I)lLo4>zy b

B.SSHa>Vv—IJL

C.Telneta>vV—JL

D.>U7)ary—)L

EfR: (EffZzRTLET)

The serial console provides direct physical access to the FortiGate CLI without requiring any network connectivity. It connects via the FortiGate's console port using a serial cable, allowing administrators to perform
initial configuration, recovery, or troubleshooting even if the network interfaces are down or misconfigured.

Eﬁ:ﬁ: 42

REHESHBLTLESWY, EEEIL FacebookZF R ITRTOY =X ILRy hI—F U5, bADTIERFETOVITBHEIITWeb T4 L2 TOT 74 ILERELELE, LML I—H—H
Facebook.comlZ7 YA L& S5 &3 3% & FortiGuardDWeb 7 4 LAY o5 TOyHR=JIZYBEAL LY FENET,

RRSINE-EHIZEDE BEE(XFacebookAD T I R EZHAI L DD DI RTHOY—2 v LRy bIT—F 594 b2 TAY I T 5D EQLSBEREERZITONELAHYETM?

Web filter configuration

Edit Web Filter Profile

i FortiGuard Category Based Fllter

Marmee Artion

Vel basid Ema Q Allcwy
Entgrtainment O Allow
Arts ind i;..l..l"-'!f': O Allow
Educition O Allow
Health and Welness ﬂ Al rnay
o Search © Allow
Ml e n Al
Mo gnd Media O Allow
SOwia LA Y | Bhos

E:":BTINET
A. www.facebook.com D7 U 3 VEBRNERTET 5

EBMURLT 4 L2 —N,
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B. B#IURL7 4 LAY 2 a v TRA TH#[DVTNIZEELET,

C.FortiGuard AT I UR—X T A )LATY =% Iy FI—F 207023 VEBEICRELET,
D.WebZ 4 /L2 7O 7714 ILDKEELY FETOFXFOR—XIZEELET,

IEfi#: (EfiZ R LET)

B 43
FortiGate D EEEMN R O—TSSLT 4 —TA VARG O a VEFMILELEDS, A—F—D TS OYTHAEZEDESENRTEINLI LV IBENHBY EL, T4 —TA VARG L a vERAMICLIEFEIOM

BEBRTH-ODORLBEPLEFIEIIFTLLIN?
A. 95472 hTiINA XIZFortiGate CASFEAZ %4 VX F—ILLET,

B. R —THTTPSR ¥+ U E#EMIZT D

C.RIYS—LDITRTOEFaYT+ TOT7AILEEHITD

D.R)L—FUavaikFBENLIETRIZERLET

EfE:A(QAVREHEKT D)

When FortiGate performs SSL deep inspection, it substitutes the original server certificate with one it generates on the fly, signed by its internal CA. If endpoints do not trust that CA, they report errors. Deploying the
FortiGate CA as a trusted root certificate on client machines resolves the warnings while retaining the ability to inspect encrypted traffic for malware, policy violations, and suspicious behavior.

B 44

DT T4 TAT7AILTEBOBENENICLES>TVRIGEE VT I4 LR VJICE T AHTTPRE T O X EBEDIEF TEITINET,
DI 74N ETATFALTE— I —FLREDHENENE>TULSIHESE, FortiGatelL EDIEF TUET ZAENHY FIH?
A.DNSR—ZXDWebT 4 LA ETOFLR—XDWebT 1 /LA

B. #MURLZ 14 /LA FortiGuardh T3V 7432 BLUEELIT«4IILE

C. FortiGuardh 73 74 LR LFFET 14 LR

D. B8 R AL T4 ILR SSLEBEE I 4 ILE BLUNBIRIZ T4 ILE

IEf#: (EfEZRTLET)

Remember that the web filtering profile has several features. So, if you have enabled many of them, the inspection order flows as follows:
1. The local static URL filter

2. FortiGuard category filtering (to determine a rating)

3. Advanced filters (such as safe search or removing Active X components).

B 45

SSLEEFAZEREMNEMICE > TV SI5E  FortiGate[dSSLY —/N\—DHRR B ZHANT 51012 ED3DDFEHREEALFTIMN?(BOFBRLTLZEL,)

A HTTPAYA—DHRRA b+ T4—I)LF,

B. V35472 bNA—XyE—DHY—/N—ZRR(SN)ILIREEERE,

C.U—N—SIBHEDH Ty KBS (SAN) 71 —IL K,

D. Yy—N\—JIBAEDH TPz b T1—IL K,

E. ¥—N\—fIHED V) 7 ILES,

IEfR: (EfZzRTLET)

When using SSL certificate inspection, FortiGate is not decrypting the traffic. During the exchange of hello messages at the beginning of an SSL handshake, FortiGate parses the server name indication (SNI) from
client Hello, which is an extension of the TLS protocol. The SNI tells FortiGate the hostname of the SSL server, which is validated against the DNS name before receipt of the server certificate. If there is no SNI
exchanged, then FortiGate identifies the server by the value in the server by the value in the Subject field or SAN (Subject Alternative Name) field in the server certificate.
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B f: 46

BH%ESB LTS, FortiGuardiEfIcE T 2REND 55 ELVBDIEENTI A ?(2DOBRL T HEEWY,)

3 + 14 1 A rati E— P, P OO T SR
FortiGate # u_agnese.uebug rating IL_‘ |?"mg J | | ;%3 ”
Locale : English u I /A0 HE BB
Service : Web-filter
Status: : Enable
License : Contract
h!
Num. of servers g
Protocol : https
PoOrt : BBae
Anycast : Disable
Default servers : Not included
-== Server List (Wed Sep 20 09:22:98 B023) =-=-
IF Weight RTT Flags B29 . FortiGuard-requestsCurr Lost Total Lost Updated Time
10.0.1.241 -244 2 I 0 122 ] 0 Wed Sep 20 09:21:55 2023

A. FortiGate [& FortiGuard £ D@IEIZTF 74 JL b R— FZFERALTLET,

B. FortiGate (X DNS )Ly %9 7 v T %R L T FortiGuard H—/\—Z#AI L F L 1=,

C.RkBLI=\Ty FOEMNEZRBICONTEAIEMLET,

D. FortiGuard Server& M@EICEFEMHDENTO FOLERETEET,

IEfE: (EfEZRRLET)

FortiGuard web filtering, DNS filtering, and antispam service.fortiguard.net uses a proprietary protocol over UDP port 53 or 8888 securewf.fortiguard.net uses HTTPS over ports 443, 53, or
8888.

The weight value reflects server reliability. It decreases with good performance and increases as packet loss or failures rise, meaning higher weight indicates more failures.

A8 NSE4_FGT_AD-7.6-JPNFIZELE (LJPNTest.comiZft S NSE4_FGT_AD-7.6-JPNRERIC&#F 5 = & [TZIZIHE T | JPNTest.comlES B#NSE4_FGT_AD-7.6-JPNXERFISEE £ 126 L
9 . JPNTest.com NSE4 _FGT_AD-7.6-JPNEHEEMIEEITEH S EHNFEL=, Z ZTNSE4_FGT_AD-7.6-JPNEEENDTRA I VO VEFICANET . XFBROT7 I+
A _ https://www.jpntest.com/shiken/NSE4_FGT_AD-7.6-JPN-mondaishu 96f8 3 0%7 4« A ho > b #5814 2513 — K: JPNshiken|
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https://www.jpnshiken.com/q/68894-6444640/
https://www.jpntest.com/shiken/NSE4_FGT_AD-7.6-JPN-mondaishu

HQ-NGFW-1 HA configuration

HQ-NGFW-1 & config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id 5
set group-name. "Training”™
set mode axp
set pasSword ENC nmk7zGYiRruxl
set Jibdev “portiT” bk
52t sess ionlfpic]-:up an-ab[fle.rlr‘l E
sat override disable
set priority 200
set monitor “portl”

HQ-NGFW-2 (ha) # show
config system ha
set group-id 5
set group-name “Traininpg”
F:RTHOEYCe 3P
set passwarg ENC n40G3dmn0OKS0s
setyhbdev “port7” 0
set session-pickup enable
set override disable
set priority 100
set monitor “portl”

end
A. EEEFIHQ-NGFW-1OHARBEREZ )ty FTORENHY FET,
B. EEH&EIL HQNGFW-2 TN A—FF—N—F4 FZEANTELIICERET HILELHYFET,
C. EEEILI HQ-NGFW-2 D HABXEZ LITHZRENHY EFT,
D. EIEI(X HQ-NGFW-1 DERFARR— L EFDUICHRETILENHY ET,

Ef#E: (EfEZRTLET)
Both FortiGates are in an active-passive (a-p) HA cluster with override disabled. This means failover is triggered only if the primary (HQ-NGFW-1) becomes unavailable or monitored interfaces fail. To test failover
performance, the administrator can set the monitored interface (port1) down on HQ-NGFW-1, which will force a failover to HQ-NGFW-2.

Eﬁﬁﬁ:48

REHESBLTLLESWD, EEEIL, FacebookZF R ITARTOY =X ILRy hI—F U5, bADTIERFETOVITBHEIITWeb 74 L2 TOT 74 ILERELELE, LML I—H—N
Facebook.comlZ7Y A L& S5 &3 3% & FortiGuardDWeb 7 4 LAY o5 TOYyHR=JIZYBEAL LY FENFET,

RRSINEEHIZEDE BEE(XFacebookANDT7 I R EZHAI L DD DI RTOY—2 vy IT—X 59 A b2 TAY I T 50D EDLSBEREERZITONELAHYETM?
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Web filter configuration ==~
Edit Web Filter Profile

Featureset RAENEEE=

@ FortiGuard Category Based Filter

@ Allow @ Monitor @ Block Warning Authenticate

hame Action

| Web-hased Applications @ Allow
Entertainment & Allow
Arts and Culture & Allow
Education @ Allow i~
Health and Wellness @ Allow "
Job Search l?‘a_an |
Medicine , 41 68 Aow

.'._ - =

News and Media s QY | Oalw

Social Networking o ' @ Block

_4# b
_ 'ﬁﬁfz}, . 9 53% @B

Lm &
» W to override blocked categories

-] Seaiﬂ'l Eﬁgines
Enforce 'Safe Search' on Google, Yahoo!, Bing, Yandex (B
& Static URL Filter

Block invalid URLs O
URL Filter | @)

+CreateNew | # Edit [ Delete Search Q

URL Type Action Status

www facebook com Wildcard | & Monitor @ Enable




Block page

F:ERTINET

=R LIl

FortiGuard Intrusion Prevention:
- Access Blocked

Web Page Blocked

You have tried fo access a web page that is in violation of your
Internet usage policy.

Category Social Networking

URL https:/iwww facebook . com

To have the rating of this web page re-evaluated please click here.

A [BPIURLT 1 LR1EDV > a v TRATE[DUVTIVIZEELET,

B. FortiGuard AT I UAR—X T A LB TY—I % )LRy bI—F T 7 0 avEaERICHRELET,

C.WebT 1 L2 TOT7AILOMEELY FETOXFIAR—XIZEELET,

D. #89 URL 7 1 JL 2 T www.facebook.com D79 & 3 U &#BRMIHRELET,

EfE: (EfEZRRLET)

The FortiGuard category filter is blocking Social Networking, which includes Facebook. Although a static URL filter entry for www.facebook.com exists, its action is set to Monitor, so it does not override the category
block. To allow Facebook while blocking other social networking sites, the action for www.facebook.com in the Static URL Filter must be set to Exempt. This explicitly bypasses category filtering for that URL.

BHi: 49

AUN—BRO-ODEESD-WANL—ILEEEIEENTI M2 BOBIRL T ZELY,)
A BFRDEHZ LORKIED R k (SLA)

B. BRI & 5 FBRME

C. A EEH# S RIEMRE (SLA)

D. BFRAEIC K H&IE R b (SLA)

EEA—KRNASUPUTIC&bREMRE

IEfE: (EfgZRTLET)
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When you select Best Quality the "Load Balancing" toggle disappears from the Ul. When you select Lowest Cost (SLA) you can choose to enable or disable load balancing.

Eﬁ:ﬁ: 50

BEREMESBLT( SN, EBEZ X2 T4 77T Y V71 HQISFW-2 ZEBM L=V EE X TLVET, HQ-ISFW-

2 X HQ-ISFW ERILH TRy MZHYFET
2. AT— R RAIRBOFEETY

JHQ-ISFW TE¥aUF477TUwvs

=1 —]

axX A&

=L,

Security Fabric logical topology view

HQ-ISF\

FortiAnalyzer

-
2=
HQ-NGFW-1
Fabric Root
W portd
/a_ ™ portd =
Intert ™ porté verfa ™ port4
© 10 Gbps Full Duplex © 10 Gbps Full Duplex
Port Speed Auto-Negotiation Auto-Negotiation
ype B Physical Interface Type B Prysical Interface
10.0.13.254/24 Ped Addresses 10.0.11.254/24

Security Fabric settings on HQ-ISFW.2

ISeq:urit-,r Fabric Settings

Security Fabric role

Allow other Security Fabric devices to join

Upstream FortiGatelPFQDN
Management IP/FQDN (O

Management port

StandBidne  Senvel Fabric Root

£ N ports

100.13.254

Allow downstreamdevice REST APl access () O

JYAM P
10.0.11.250
Use Admin Port

Specify

443

Join Existing Fabric

=
t

TINET




SAML 550 Settings

SAML Single Sign-On (s m Manual

(. | r
" Advanced Options

Mode é Pending

EZONBSERIF2OHYFT,(20FBRLTLZELY,)

A. 7y TR KI)—L FortiGate IP (% 10.0.11.254 [ZFRET HADLELH Y ET,

B.SAMLY VT LA DA VIIFBICEHET 2RENHYET,

C. HQ-ISFW-2 [£ HQ-ISFW TEREESNHLELHY EFT,

D. E#IP(X10.0.13.254I2RET HLENH Y FT,

Ef#: (EfEZRTLET)

The Upstream FortiGate IP should match the IP address of the Fabric Root interface, which is

10.0.11.254, not 10.0.13.254.

The new device (HQ-ISFW-2) must be authorized on the Fabric Root (HQ-ISFW) before it can join the Security Fabric, otherwise the status remains pending.

EFDE]: 51
FortiGuardi#Ef DT /\v T HAZRIREZSHL T30,
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FortiGuard connection debug output

FortiGate # diagnose debug rating
Locale : english

Service * Web-filter
Status : Enable
License : Contract

Service : Antispam
Status : Disable

Service : Virus Outbreak Prevention
Status : Disable

Num. of servers : 1
Protocol : hteps
Portc : 443
Anycast : Enable
Default servers : Included

-=- Server List (Thu Jun 9. 10:26:56 2022) -=-

1P Weight RTT Flags TZ FortiGuard-requests <Curr Lost Total Lost Updated Time

173.243.141.1¢6 -8 18 DI 0 O Thu Jun 9 11:26:24 2022
12.34.97.18 20 30 O Thu Jun 9 11:26:24 2022
210.7.96.18 160 305 - O Thu Jun 9 11:26:24 2022

HARERICE DV T, EEE(FFortiGuardEfiIC DN TED L S L2 DONERFIEEBLTVATLEIMN?2DOBIRLTLESELY,)

A ZHEREMETHOIC 1B —N—ITEHKLEL,

B. FortiGate (&7 7 4 )L k@ FortiGuard BIEREEFALTLET,

C. DL EB1EDY—N—TNTy FhEKLTERbHONELT:,

D. O—AJLMFortiManager(d, FortiGate AN @{E9 29 —/\—D1DTT,

I (EfgZRTLZEY)

The output shows that one server was contacted to retrieve FortiGuard contract information, as indicated under "Service : Web-filter" with "License : Contract" and "Num. of servers : 1." The entry "Default servers :
Included" confirms that FortiGate is using the default FortiGuard communication settings, meaning it communicates directly with Fortinet's public FortiGuard servers instead of a custom or local override.

B 52

SSLVPNIRIEIZEWT FEATNA AN LS 7499 Z2TAYvITEHILICE>TEIETRRI SN ERMAEZMMMLTVET,
COMBENRMICBRTEDIAEEI . RDSEENTIMN?QRDOBIRLTLESL,)

AKEDZTAVT—2 3V EENTEHE KRBEGIRERI DI -2 a3 VOMBEEMRTEET,

B. 7355 A ROy TOKRBBELGAERBOBBEERERT BIZIL, IPsecEFATILELNHY FT,

C.SSLVPN YR E—FZFERT D E, TO VY SNT-ESPHE L TUDPHR— ~(500F 1-(34500) DB ZEBTEET,
D.N\T72RRKR—Y bARATESSLVPN L U RILTHEBRLT, 70 Y9 SNIzUDPR— FE/NXA /R TEFET,
FfE:CD(IAY FERKT D)


https://www.jpnshiken.com/q/68894-6444645/
https://www.jpnshiken.com/q/68894-6444646/

The training is basically trying to point out the advantage of FortiGate's SSL VPN over IPSec VPN in situation where issues are caused by an intermediate device.
IPsec uses ESP and UDP 500 and 4500, so where these are blocked, SSL VPN tunnel mode shines because it uses HTTPS (443) and TLS by default (both TCP).
Again where UDP ports are blocked, SSL VPN shines (Tunnel mode Hub and Spoke) because it does not use UDP.

B RE: 53

FortiGateASSL/ISSHD T /LA Y ARY 3 V& RTT 5K, BN GAAEZRE LEBEEOMEHEEZRETEFT,
FortiGate W EMN A FIBAZ 2 L-FRICERITTELRRLT IV avEFENTI N ?B2F|IRL TS ZELY,)
A . BFRIT %

B. 8L THFATS

C.E¥rI L EH

D.Jnov’y

E. 7Ry LEE

IEfR: (EffzRnLET)

When a certificate fails for any of the reasons above, you can configure any of the following actions:

* Keep Untrusted & Allow: FortiGate allows the website and lets the browser decide the action to take.
FortiGate takes the certificate as untrusted.

* Block: FortiGate blocks the content of the site.

* Trust & Allow: FortiGate allows the website and takes the certificate as trusted.

B[ 54

BEMERAT v FOREZHALTHWSDE RDI5ENTIN?(2DFIRLTLZELY,)
A722aviE EXa)T477TIVVIICEENETNARADAITERLET,

B. BEMER TV FICIIEBDO M) A—2BRETEET,

C.HHBDT7 IV avzeiifTLTETTEERT,

D. FUA—ICIFS ORI A HBEET HHZENHY ET,

Ef2: CD (24> FERET3)

Automation stitches can execute multiple actions concurrently (in parallel).
Triggers for automation stitches can come from external connectors beyond just Fortinet devices.

’Eﬁﬁ: 55
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date=2025-09-03 time=09:09:57 1d=7545895911432388B608 itime="2025-09-03 @§97180382" euid=3 epid=3 dsteuid=3 dstepid=101
logflag=-0 logver=706003401 type="utm" subtype="app-ctrl® level="warning®, action="block" sessionid=510 policyid=1 srcip=
10.0.11.50 dstip=54.146.230.62 srcport=53398 dstport=80 proto=6 lepgld-1059028705 service="HTTP" eventtime=
1756915797391471958 incidentserialno=116391982 direction="outgoing’ apprisk="elevated” appid=30220 srcintfrole="undefined”

dstintfrole="undefined” applist="default™ appcat="Videg/Audio™ app="ABC.Com" hostname="abc.go.com™ url="/favicon.ico”
eventtype="signature” srcintf="port4" dstintf="port2” m$g-"Video/Audio: ABC.Com" tz="-0700" policytype="policy”
srccountry="Reserved” dstcountry=-"United States™ poltuld="bllacS58c-791b-51e7-4600-12f829a689d9" agent-"Mozilla/5.8 (X11;
Ubuntu; Linux x86 64; rv:142.0) Gecko/20100101 Rdrefox/142.0" httpmethod="GET" referralurl="http://abc.go.com/"
devid="FGVMO2TM24013423" vd="rool" dtime="2025,09 03 iy ¢

AEF21)T4A4R FATR—UREH

B. FortiGate CLIa < > Kdiagnose log test|= &k 5Bk

C.lBRDEERI—ZHI IV IT S

D.AJ IV RYTRYI—UUIDETZ T —2 3 RICKDTANLE) DT

Eff: AD(QA U FEHEEKT D)

The log shown is a UTM application control log, which can be viewed through the Security Event log page. The administrator can also filter logs by the Policy UUID and Application Name to find specific entries like
the one in the exhibit.
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A .NGFW 7O 77 A IWAR—RE— KX FO0—N)LIZOHFBEHETE E4D VDOM IZITBRTEEF A,

B.NGFW A7 74 LR—XE—FTIE FRY—ZXNAT R S—DFEAVBELLYET,

C.NGFW JAJ 74 ILR—XRE—FRY —(F, JA—RBELTOXIREBEOMAZYR—FLET,

D.NGFW 7O 7 A IWR—RE—FKTRX TZ7A4T7I94—IWRYI—IZ7TI5—2a3 08KV Web T4 IR TAIT7AILEERTEET,

IEfR: (EffZzRTLET)

NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use both flow- based and proxy-based inspection modes, providing flexibility depending on security and performance
requirements. Additionally, profile-based mode supports applying applications and web filtering profiles directly in a firewall policy, allowing granular control over the traffic.
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C.EBDT7 IV a ZRBICRITTEET,

D. CNolFEFa T4 77TV IADTNARTOHEITTEET,
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The stitch Action execution can be set to either Sequential or Parallel. In sequential execution, actions will execute one after another with a delay (if specified). If one action fails, then the action chain stops. This is
the default setting. In parallel execution, all actions will execute immediately when the stitch is triggered.
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Debug Flow output

allocate a new session-00000721

len=0

find a route: flag=00000000 gw-0.0.0.0 via port2

- - &

gnum-100004, use addr/intf hash, len=3

checked gnum-4e20 policy-6, ret-no-match, act-accept

policy-2 is matched, act-drop

Denied by forward policy check (policy 2)
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B.RPFFz v /IZKEMLELT,

C.7/\y4J78—IEUDP+3 74 vV ATY,

D.— T B57747 04— IR I—IZ&KY b T0vIMETINFET,
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The default gateway is configured on port2 — The debug output shows find a route:

flag=00000000 gw-0.0.0.0 via port2, which indicates that the default route (0.0.0.0/0) points out port2.

The matching firewall policy denies the traffic — The log line Denied by forward policy check (policy 2) confirms that policy 2 matched and explicitly dropped the traffic.
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A. H—/\—ODFortiGatel&, ¥ 54 7 > bDFortiGateSIBAE #HRiL T 5= OICCASIAEZ L EELE LET,

B. 73472k FortiGate I, Y E— Y TRy hADIL— FEFETEMT H2LENHY FT,

C. 754 7> b FortiGate [ ¥ —/\— FortiGate LMD CAICK > TEREIN=VSA 7 MIBAEZVLELLET,

D. 7 54 7> b FortiGate & SSL VPN [Z##t3 B57=HIZSSLVPN FoRILA VB —T A REBZATHERBEL LFET,

Ef#: (EfEZRILET)

The FortiGate can be configured as an SSL VPN client, using an SSL-VPN Tunnel interface type.

The FortiGate devices must have the proper CA certificate installed to verify the certificate chain to the root CA that signed the certificate.
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Policy Source Destination Schedule Service Action NAT Type Security Profiles

Internet (1) A HQ SUBNET _ I all Imm AL IcliP -~ AccEPT @ NAT  Standard [EE2 Category Monitor

» Remote-users (] HTTP 1 certificate-inspection
- ERTINET,

BUGRAEAEEZFERALTHBYV I TS M7 I ERALELES & L,T—iaA A—H—(caJ4 o Tar T ERRTRINFLEA,
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A TJ7A4T724—ILKR)I—TIlE, H—EXDNS "B ETT,

B. FSSO#& sk TRemote-users 7 IL—TMIEL K RE SN TWDIBENHY FT,

C.ZDA—HY—IZ—HTH1—H—TFThOor EELEFLEA,

D. JE— b1 —H—JI—THEEIEMEINELA,

Eff:A(QA DV LEREKT D)

DNS is usually used by HTTP so that people can use domain names for websites, instead of their IP address. DNS is allowed because it is a base protocol and will most likely be required to initially see proper
authentication protocol traffic... However, the DNS service must still be defined in the policy as allowed, in order for it to pass.
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SSL-VPN Settings

Connection Settings ©

Enable SSL-VPN L &

Listen on Interface(s) = portl x
+

Listen on Port 11443

o Web mode access will be listening at

hitps://10.200.1.1:11443
Server Certificate ¥% Fortinet_Factory -
i :?:_%. -'-"1'..:.‘
Redirect HTTP to SSLVPN OB o B
ﬁ ""-,.."'.I \:__?"
Restrict Access Allow access from any host BRILIE ST ) Smtﬁtgl}
"9 %
Idle Logout © g @ :
Inactive For 300 Secor& ?#
Require Client Certificate (B A o "
e W
w 9

Tunnel Mode Client Settings ©
Address Range

DNS Server N
b

Specify WINS aﬁ-um |
\Il::\}}"“ \-\; -_::‘ A0

"

B

R

System

Authentication/Portal Mapping @

+CreateNew | # fdit  © Delete 8 Send SSL-VPN Configuration

Users/Groups & Portal =

= SSL.VPN-Users tunnel-access



All Other Users/Groups full-access

VPN connection status

Connectlon status

Connection: VPN

Cerver: https://10.200.1.1:1443/
Status: Connecting:..

Duration: -

F::RTINET

Bytes received: 0

Bytes sent: 0

Stop
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B.SSLVPNR—AZ)LE b RIVIZERLET,

C.H—N—DIP7 FLRAZZEELEFY,

D. 74 FILRALT D FEEELFEY,

IEfE: (EffZzRnLET)

In the FortiGate SSL-VPN settings, the VPN is configured to listen on port 11443, as shown in the

"Listen on Port" field. However, the VPN client is attempting to connect to https://10.200.1.1:443/, which uses the default HTTPS port (443) instead of the configured port.
To successfully connect, the user must change the SSL VPN port on the client to 11443 so that it matches the listening port defined on the FortiGate device.
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Name © Internet_Access

Incoming Interface | port2 x
*
Outgoing Interface 8 portl x
.
Source Bal x
»*
Destination all x
+
Schedule (@ always v
Service @ DNS x
@ FP x
@ HTTP x
@ HTTPS x
.
Action a1l © DENY
Inspection Mode m Proxy-based
==RTINET
FirewallUNetwork Options
NAT
IP Pool Configuration
Preserve Source Port (O
Protocol Options L default il 4
Security Profiles
AntiVirus © B default v| &
Web Filter »
DNS Filter o
Application Control O
IPS >
File Filter »
SSL Inspection ECN certificate-inspection  ~ 2
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C.I7ATI4—ILAR)—NTOXL R—XOBREE—FTERA IR TOERA,

D. 77 A7 04— IR —DTF7 UL 3 UhEBICEESATLEEA,

EfE:A(QAVRERKT D)

The firewall policy uses certificate-inspection under SSL inspection and flow-based inspection mode. Certificate inspection does not decrypt HTTPS traffic; it only checks the certificate fields.
Because of this, FortiGate cannot perform deep content inspection, which is required for antivirus to detect and block threats such as the EICAR test virus within encrypted HTTPS sessions.
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In NAT mode, FortiGate routes packets based on layer 3, like a router. Each of its logical network interfaces has an IP address, and FortiGate determines the outgoing or egress interface based on the destination IP
address and entries in its routing tables.
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A. SD-WANMDEIN 24 > TULVBIB AL vd-ecmp-mode/ST A —2 %R 2 —LR—R([ZHRETEET,

B. SD-WANAERIZIGE >TSS ERMEBEEEDENRELGLHIL— FZECMPO—# & L THERTEET,

C. SD-WANDEMZGE > TV A BZBERFX BRIV ATLEETCA—RRNS VIV F7LTYXLERELET,

D. SD-WAN BE#IZ#H > TULVSI5A  load-balance-mode /A5 A —2 Z AL TA— KNSV T7ILTY R LEZHELET,
2 C,D (D4 FEHKT )

SD-WAN is enabled: v4-ecmp-mode is hide and you control the ECMP algorithm with the load- balance-mode setting.
SD-WAN is disabled: ECMP algorithm is set on the CLI: config system settings.
https://docs.fortinet.com/document/fortigate/7.4.6/administration-guide/25967/equal-cost-multi- path
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C. X a177SaaS7 7 £ X(SSA)

D. % 1 7SD-WAN7 % t X (SSD-WAN)

i i%ﬁ;”’é%i\ L,i“g:g
gEeﬁéFurg aaS Access A) provides visibility into shadow IT and allows control over SaaS applications, including enforcing policies to prevent sensitive files from being uploaded or shared without proper approval.


https://www.jpnshiken.com/q/68894-6444656/
https://www.jpnshiken.com/q/68894-6444657/
https://www.jpnshiken.com/q/68894-6444658/
https://www.jpnshiken.com/q/68894-6444659/

Eﬁ:ﬁ: 66
MESBELTLESW, BEBEIX ABC.Com7 T r—L a3 vDELICHLTT IV S—2 30 —nN—54 F#EHEL 7o/ ar%x BFaIcE

X HRELELE, CO7TUS—2a @O 74U . $TO
BEFSITAVIFERT Y UTBITF7ATOA—ILRY O—ICHBAINET ,  I7A4T7I4—ILAR) O—TEAVRBEDNEIIZHE>TWET REEXZTRA T B0, EEEIZABC.ComDWebH 1 ~Z#E[E7

9ERALFLT,

ﬁp:l.‘(&titﬁﬁl‘bd Filier ; verrides

Priority Detalls Type Action
1 S ABC.Com Application @ Allow
2 Bl Excessive-Bandwidth  Filter ® Biock
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When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs because it bypasses deeper inspection and blocking.
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