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HA configuration

set
set
set
set
set
set
set
set
set
set
set
set
set
set
end

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha

group-id S

group-name “Training"

mode a-p

password ENC adfbyqY4iPexFmAnZgzDY
hbdev "port7™ @

session-pickup enable

override disable

priority 200

monitor “portl”
memory-based-failover enable
memory-failover-threshold 70
memory-failover-monitor-period 50
memory-failover-sample-rate 10
memory-failover-flip-timeout 60

HQ-NGFW-1 System Performance output

HQ-NGFW-1 # get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirgqg

CPUO states:
CPUl states:
2042076k total,

Memory:
Average
Maximal
Average
Maximal
Averaqge
Maximal
Average
Maximal

NPU sessions:
NPU sessions:

Virus caught: 0 total in 1 minute
IPS attacks blocked: 0 total inrl minute

0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

1837868k used (90%), 104146k free (5.1%), 100062k freeable (4.9%)

network usage: 19/2 kbps in 1 minute, 19/4 kbps in 10 minutes, 19/3 kbps in 30 minutes
network usage: 36/18 kbps in 1 minute, 58/86 kbps in 10 minutes, 58/87 kbps in 30 minutes
sessions: 21 sessions in 1 minute, 22 sessions in 10 minutes, 21 sessions in 30 minutes
sessions: 22 sessions in 1 minute,
session setup rate: 0 sessions per
session setup rate: 0 sessions per
0 sessions in last 1
0 sessions in last 1

28 sessions in 10 minutes, 28 sessions in 30 minutes

second in last 1 minute, 0 sessions per second in last 10 minutes
second in last 1 minute, 1 sessions per second in last 10 minutes
minute, 0 sessions in las't 10 minutes, 0 sessions in last 30 minutes
minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes




Uptime: 10 days, 22 hours, 50 minutes

HQ-NGFW-2 System Performance output

HQ-NGFW-2 § get system performance status
CPU states: 0% user 0% system 0% nice 100% idle 0% i1owait 0% irg 0% softirg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirq

CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirg

Memory: 2042076k total, 993836k used (48.7%), €90352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in 1 minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes

Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes |
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes

Virus caught: 0 total in 1 minute
IPS attacks blocked: 0 total in 1 minute
Uptime: 10 days, 10 hours, 50 minutes
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Security Fabric configuration on Local-FortiGate

Local-FortiGate # show full-configuration system csf
config system csf

set status enable

set upstream "'

set upstream-port 8013

set group-name "fortinet"

set group-password ENC Y9ynT+64RpCTpVdgSmoQHZ42mYSIzNNZLNvgzMXjyN
ShSJIJEIKYJ1lodXxygldvhxPId8TSxctBUsZyTrgIcHcA/gqHrByXSXfPEeHC6utkglPJr
WeGYpwDUBS0IVFgPbASFYYteQesmwoJtGeB4BLga+hUcgunLDlz/97sBp+PLEtSnrA==

set accept-auth-by-cert enable

set log-unification enable

set authorization-request=type serial

set fabric-workers 2

set downstream-access disable

set configuration-sync default

set fabric-object-unification local

set saml-configuration-sync default

[l =l

ISFW # show full-configuration system caf
config system csf

set status enable

set upstream "10.0.1.254"

set upstream-port 8013

set group-name °*°*

set accept-auth-by-cert-enable

set log-unification enable

set authorizatlon-request-type serial

set fabric-workers 2

set downstream-access disable

set configuration-sync default

set saml-configuration-sync local
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SSL-VPN settings

SSL-VPN Settings

Connection Settings @

Enable SSL-VPN O
Listen on Interface(s) = portl x
+
Listen on Port 11443
o Web mode access will be listening at
httes:/10.200.1,1:11443
Server Certificate ¥% Fortinet_Factory

Redirect HTTP to SSLVPN OB
Restrict Access Allow access from any host
Idle Logout L &
Inactive For 300
Require Client Certificate (B

Tunnel Mode Client Settings @

Address Range Automatically .ssiy gl Specify custom IP ranges

IPs in the range of 10.212.134.200 -

DNS Server

CrarifhAWAMNMC Cammre

Specify




Web Mode Set

Language ©

| 4 Create New

r

=2 SSL-VPN-Users

All Other Users/Groups

VPN connection status

SEPSRIY YYD STV 2 "-.."\ b il

System

Authentication/Portal Mapping ©

@ Delete

Users/Groups =

Connection: VPN
server: https://10.200.1.1;1443/
Status: Connectipg...
Duration: —
Bytes received: ", 0
Bytes sent: 0
Stop

% Send SSL-VPN Configuration

Portal

tunnel-access

full-access
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pid 2044, .&8hgine count 0 (+1)
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FortiGate HA cluster topology

Current HA status

HO-NGFW-1 # get system ha status

Contiguration Status: - o
FGVMB2TM24013423(updated @ seconds ago): in-sync % %
FGVM@2TM24013423 chksum dump: el 6@ 2e 42 bB c1 c6 df 11 34 B( II.BH 19 Iﬂ Ef‘
FGVMO2TM24013501 (updated 4 seconds ago): in-sync
FGVMO2TM24013501 chksum dump: @1 6@ 2e 42 bB ¢l c6 df llfiﬂ;ﬂﬁ Jldlﬁ ?? ad of

number of member: 2
HQ-NGFK-1 , FGVMO2TM24913423, HA cluster ipdéx ir
HQ - NGFN - 2 , FGVMB2TM24813501, HA c]ust:n 1n =
number of veluster: 1

vcluster 1: work 169.254.0.2 2 W
Primary: FGVMO2TM24813423, HA opératif
Secondary: savuazrnznalasaa, HA up.;; ir

.lu':_.,_

i.:ﬁ

New FortiGate HA cnnfrggﬁ!pg

— -'=__ -

Ho-NGFW-1 @
¢ -.::onf;g ﬂ;tﬁn hi
¥ S8t geeupPid 5

.,_xsii\-gﬁ:-up name "Fortinet"
"seT mode a-p
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S&t Password *

g8t hbdev "port7™ 50 "port8™ &0
set session-pick enable

set override disable

set priority 90

set monitor "porti®

=T INET
HO-NGFW-2
#} config system ha
set group-id 5
set group-name "Fortinet"”
set mode a-p
set password *
set hbdav "port7™ 50 "port8" &0
set session-pick enable
set override enable
sat priority 110
set monitor "port3i”®

BEOHART—2 RZEDNWT BEEIRIZRT &L 512 HQ-NGFW-1EHQ-NGFW-20 4 —/N—5 4 RELUVBEENRSA—2ZBHLET,
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B 15
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v Createnew | # Edit B Delete Create new F ot [§ Delete

© CQ Search Q O Q) Seaich
(3 Nome$ local Address 5 Remote Address S Comments § £ Name$ Local Address & Remote Address & Comments &
ToBRI  100110/2552552550 172.20.1.0/255255.2550 @ THQ  172201072552552550 10.1100/2552552550
Edit Phase 2 Selector | Fdit Phase 2 Selector
Name AT Name
Comments Comments Comments Comments
w2ss ov2ss

O e
o3 -
e

Encapiulation _ Transport Mode £ ncaprasdation
IP version - 1Pvé 1P v sh0n

Named adoress O Named address
Local address IPAddress _ IP Range Local address IP Addiess - IP Range
10.011.0255.2552550 172201.02552552550
Remote address 1P Address _ IP Range Remote address  IP Address _ 1P Range
1722010 2552552550 10.11.00 255.255.255.0
(= Advanced |

Encryption - authentication AES128 . SHA1 -

- Replay detection mim

| Perfect forward secrecy (PFS) m.m  Perfect forward secrecy (PFS) .M




Diffve-Hellman groups 1 2 a5 Diffie- Hedlman groups 5
14 15 16 16
v 18 19 19
20 21 27 27
8 29 0 0
k)| 12

Local port LU Specify Local port

Remote port N Remote port

Protocol N Protocol

Auto negotiate © Enable N - REE Auto-negotiate (i

Autonry keep alive © Enable N - AR Autokey keep altve

Ky [ tetime Kilobytes Both Key Ifetime

47200 1 ond 4 secondls)

BIZRENTVE T —X20OERICEDICE 7 —R2% BB S EDITIE, END2ODERAEENMBETT M ? 2DBIRLTLLEZELY,)

A.BR1-FGTT ##%43200[28REFLF T,

B. HQ-NGFW T _ Diffie-HellmanZ' JL— 2 &ML EF T,

C.BR1-FGTT_ Y E— k7 KL R%10.0.11.0/255.255.255.01= 5% E L £,

D. HQ-NGFW THES1t % AES256 IZEEE L E T,

IEf#: (EfEZERTLET)

F—OADHME (MWIEHEAIT—BHT I2LENHY FF,BR1-FGT (X 14400 [(TERE SN TS0,

4320044 A HQ-NGFWIZ—EL £ L 1=,

BR1-FGTD!) E— F7 FLARIX HQ-NGFWDOB—AH LY TH v b 10.0.11.0/24) L —HIEE2DLELHY FTH, BTWEX172.20.1.0/24 LS >THESINTULET, 1 %10.0.11.0/255.255.255. 012K FT 5 _
ET . 7x—R2ELIVANELSEMELET,

EF:H: 16
RAERESBLTLLESD BHAEHRICE, Ry FO—VICER SN i-FortiGate T /31 ADE IPT— LK. BL VT 7AT7O4+—ILR)—F TPy FHARINTULET,

Network diaglam
HQ-NGFW BR1-FGT
WAN(port2) Router
100.65.0.101 WAN(port2)
//> 100.65.1.111
O > { 1
= Pﬂﬂz i - - DDI14
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W 100.65.0.0/24 U 100.65.1.0/24 NN

LAN(port4)
10.0.11.254/24

~ |
", b S
E —

.1D.D.11.SD W . 20.1.60 . ]
HQ-PC-1 Y - BR1-PC-1

NAT IP pool configuration

= Name € External IP Rangle___{ ; s Type - ARP Reply &
@ SNAT-Pool 100.65.0.49 - 10065;4; ) N Overload © Enabled
@ SNAT-Remote 100.65.0.143.;3@@@.1?; Overload © Enabled
@ SNAT-Remote1 1&)&5099# 1m.65099 Overload © Enabled

Firewall policies

Policy Source ¢ IDestination Schedule Service Action IP Pool NAT

[E] ™ LAN (port4) — ¥ WAN (port2) ©

TCPuraffic(2) Eall B) BR1-FGT @ always 3} ALL_TCP ~ ACCEPT @ SNAT-Pool © NAT
PING traffic (3) B3 ail A an [0 always g} PING v ACCEPT @ SNAT-Remotel © NAT
IGMP traffic(4) [ all A au (@ always g iIGmP .~ ACCEPT @ SNAT-Remote © NAT

WAN R—r2)4 2 —TJ 2 —ZXDIP7 F L XI1£100.65.0.101/24 T4, LAN tR— )4 22 —T = —RADIP7 F L X[£10.0.11.254/24 T4, HQ-PC-1 10.0.11.50) D1 —H—HBR-FGT 100.65.1.111) DIP7
FLRIZpingEER1TF 2BE. b5 T4 v I DY—ANAT SNAT) [IZIZELLDIPT RLRAMMERShET M ?

A. 100.65.0.101

B. 100.65.0.49

C. 100.65.0.99

D. 100.65.0.149



Ef: (EREERLET)

ping kS5 7 4 w4 R L—IE_ S ERIPEEE % DSNAT-Remote1 & LS &RIDIPT—ILEFERALET,
100.65.0.99, L= > T, ZDHKRY —I2—BT 3B +S5 T4 v4 HQ-PC-1 i BR1-FGT A ping) IE,
) —ZNATI£100.65.0.99TF,

HHI7EFCP_FGT_AD-7.6 MBS [XJPNTest.comifft St FCP_FGT_AD-7.65{5R ([CE# T 5 Z & ICRICIL B F T ! JPNTest.comlEZ S5 &=#FHFCP_FGT_AD-7.65{5k M REE 2t L £9, JPNTest.com
FCP_FGT _AD-7.6:iBMBEITEL SEH NFE L=, T Z CFCP_FGT_AD-7T6fMBEENDTA NI VO VEFICANE T FRD 7 U + X _ https://www.jpntest.com/shiken/FCP_FGT_AD-7.6-mondaishu
132fF,. 30%T« RO b 545510 — F: JPNshiken|

EFDE]: 17

MzEzSBLTLEESL, EBENBMIL— FOEELE LTHERATEIH LV I 74T o4+4— LT FLRZERLEL, EEENFH LVEMIL—FOEET A —ILETHLLT FLRAZBRTELGVDOELGET
ERAAN

g—
Edit Address —

Name rortinet

Color B 1C hange

nterface M [pRri? -

Type

FQDN www.fortinet.con

Routing configuration O

Comments i

LD

A FTLLERNIL— TR, EBEEFETAIMTET FLRAZERTLILENHY FT,

B.#HLWI7Z7AT7I4A—ILT7 FLRATIX, FTFADNT7 FLRAEfERT IDLENHY FT,

C.HLULWEMIIL—FTIE, EBEIIET A UI—T—RER—R2B/ETILELNHYET,

D.HLWIFZFAT7I94— L7 FLRATRH V=T 4 VI REEZEANZTEILELAHY FT,

IEf#: ((EfEZRTLET)

FHIL— FDIEEE LTFAQDNR—RXDT7 RLRFA TV FEFERTBICIE, 74T I4—ILDT7 FLRABRET W—T 4 VI REIX T avEANITIDELHYET, CNEFHHLLBEWVE Z0D
FELRZIL—Ta oI RELELTERTEFEEA,
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B 18

Web filter configuration
Edit Web Hilter Prohle
¥ ARl oy - haged
O srtiGuard Category Based F
T L J1
bt i @ Aliow
5 W ﬂ Ablew
Arts Endiluit e @ Alow
FeaBRLINET S
Hegdth and VWedline 8 Allew
bl ﬂ Ao
Madieir © Allow
s and Madia o A
Ol e & Block

BREMZSHRL TS,

EEEIL FacebookZFBR LK TRTOY =X ILRy FI—F U5, bADTIECRETAOVITBHEIITWeb T4 L2 TOT 74 ILEHRELELz, LML, 2—H—hFacebook.comlZ7I AL LS &
§ 5 & FortiGuardDWebZ 4 LA )T TRV I R=DCYHAL LY FENFET,

RRSNEEHICEDE BHEE(IFacebook DT IV LR ZHAL DD MDTRTOY—I LRy bI—F 009 A b ETOV I T 2O EDLSBREERETOLELAHDYETM?

A BHIURLIZ A L3O 3 TRATE U TIVIZEEBLET,

B. FortiGuard AT I3V AR—X D4 ILBATY—v LRy NI—X05D70 a3 v HxEHIZRELET,

C.WebT 4 L2707 7/4)LDMEELyY FETOXIR—XIZEBLET,

D. ##IURL 7 1 /LR T_ www.facebook.com®DF7 o > a % B ICEELET,

EfE: D (A FEEET )

Eﬁ:ﬁ: 19
HEZSBLTLESW, BBEX HAYVSAEIDIN T+ — I VAR T—R AR E550RBIERLELT-,
HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id S
set group-name "Training”
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set
set
set
set
set
set
set
set
set
set
set
set
end

mode a-p

password ENC adfbyqY4iPexFmAnZgzDY
hbdev "port7™ @

session-pickup enable

override disable

priority 200

monitor “portl"
memory-based-failover enable
memory-failover-threshold 70
memory-failover-monitor-period S50
memory-failover-sample-rate 10
memory-failover-flip-timeout 60

HQ-NGFW-1 System Performance output

HQ-NGFW-1 # get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirg
CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq
CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirqg

Memory:
Average
Maximal
Average
Maximal
Averaqge
Maximal
Average
Maximal

2042076k total,

sessions: 21 sessions in 1 minute,
sessions: 22 sessions in 1 minute,
session setup rate: 0 sessions per
session setup rate: 0 sessions per
NPU sessions: 0 sessions in last 1
NPU sessions: 0 sessions in last 1

Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 22 hours, 50 minutes

22 sessions 1in 10 minutes,
28 sessions in 10 minutes,

second in last 1 minute, O
second in last 1 minute, 1
minute, 0 sessions in lasit
minute, 0 sessions in lasit

1837868k used (90%), 104146k free (5.1%), 100062k freeable (4.9%)
network usage: 19/2 kbps in 1 minute, 19/4 kbps in 10 minutes,

19/3 kbps in 30 minutes

network usage: 36/18 kbps in 1 minute, 58/86 kbps in 10 minutes, 58/87 kbps in 30 minutes

21 sessions in 30 minutes
28 sessions in 30 minutes

sessions per second in
sessions per second in
10 minutes, 0 sessions
10 minutes, 0 sessions

last 10 minutes
last 10 minutes
in last 30 minutes
in last 30 minutes

HQ-NGFW-2 System Performance output

HQ-NGFW-2 # get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirgqg
CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirq




CPUlL states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirq

Memory: 2042076k total, 993836k used (48.7%), €90352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in 1 minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutes

754 <) OFortiGatel& ENTE M ?

A. /X35 A —4 memory-failover-threshold 5% M HQ-NGFW-2

B. /5 A —2 @BEEFREMN EHQ-NGFW-2

C. /X5 A —4 memory-failover-flip-timeout % E M HQ-NGFW-1

D. /N5 A—BF—/N—F 4 FETE Z & X =HQ-NGFW-1

IEfE: (EfEZRTLET)

HAB R T4 —/\—5 14 ENESIZHE > TS detoverride disable) ERTENFTH FnIZE MDD 5T HQNGFW-1FEEENS < 200) VY —RFRASEFEBRASN.ENMSTSA4T)ELT
BELTWET  A—N\—F1 FEBEEDEVWTNAANTSA T ELTEET S LEHAATHH HANGFW-1RTSAI ) TINA REBYFET,

Eﬁ:ﬁ: 20
MESBRLTKIEESVW, V2T T4 ETATFAILDEEE T FAT I+ —ILR) O—OFRENRINTUVET,
&1 f=[Fwww.facebook.comIZ7 I AL &5 & LTWLWETA FortiGuardDWebZ 4 LA ) 5 TAYy O R=JIZYFZAL LY FENTWLWET,

W¢%I%§6L\T‘ CORMBEOEZ SNBERIFATY A ?
eb filter profile configuration

Edit Web Filter Profile

Featureset Flow-based Bago VR =4

@ FortiGuard Category Based Filter

& Allow @ Monitor ¥ Block Warnin; Authenticate

og

Name Action

Job Search & Allow

Medicine & Allow



https://www.jpnshiken.com/q/67968-6307638/

News and Media @& Allow

Social Networking @ Allow
' Political Organizations @ Allow X
Reference ) ;ll_nw :
' Global Religion UL Alow
' Shopping \® " ©aiw
' Society and Lifestyles™ . ® Allow

- — -

» ;Ilg;usﬁs to override blocked categories

& Search Engines

Enforce 'Safe Search' on Google, Yahoo!, Bing, Yandex (B
& Static URL Filter

Block invalid URLs O
URL Filter O

i *+CreateNew | # Edit [ Delete Search

URL Type

s facebook cgm = -2 | T T

Q

Action Status

@& Monitor & Enable




Firewall policy configuration

Firewall / Network Options

Inspection Mode SO ECGE Proxy-based
NAT O

IP Poal Configuration

Preserve Source Port (B

Protocol Options :
Z:RTINE]

AntiVirus
Web Filter

File filter
SSL inspection I certificate-inspection




FortiGuard block page

=RTINET I

FortiGuard Intrusion Prevention
- Access Blocked E:RTINET
Web Page Blocked

You have fried to access a web page that is in violation of your
Internet usage policy.

Category Malicious Websites

URL hitps:/fiwww facebook com

To have the rating of this web page re-evaluated please click here
ADTTIT4N2TO7710LEEELY FORENELLHY FHA,
B.WebL—FT 4 U DLEZRENEE->TUVET,
C.77A4T704—IiR)I—DHREE—FAELLHY FHA,
D. www.facebook.com MHBE URL 74 ILZDEENELLL HY EFEA,
IEfE: (EfEZRRLET)
DT T T 4R TAT7AILIZIE, www.facebook.com [Z¥F B URL 74 ILEZDF—/IN\—F5 4 FRRESNATHY 7o avd BERIEHDTVWET, ChICKYTFTIOERDHFRESNBIETTI, LHL, T
A9 R—I TI& FortiGuard A% www.facebook.com ZEBEDNH S Web 4 FE LTHEL AV I LTWAIENTREINTUVET, CNIE, Dz TFHEDA —/N\—F 4 FERENEL LKW F—N—514 F
MELCERINTULEWN 28, FortiGuard DT 74 I cDATIUT I avhBESN YA A TE VI INTVSILEERLTUVET,

B 21

2747 24— LK) O—%BET HE KR)—IDIZBALTRDSIBENNELWVNTTMN?

A. GUIEIZCLIZERGEL 774 T4+ —ILiR) O—% KT BBICIER Y O—IDEIBET D ENWMETT,
B. 774 794—I)LiRYS—IDIE, T7 AT 94—IKR) O—IZHBFBRYO—DETIEFZHAN LTI,
C.CLIT/KRY >—IDODKRY >—%#ERTEET,
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D.R)S—DMERiShnbd e RY—IDIIRETEEFEA,
IEf#: (EfEERTLET)
T7AT704A—ILRY) o—NEfEnd & ZFZORY D —IDIFXBEEEN EET A LIITEFEEA, ZDIDIE FortiGateDH/REANTRY O—%—EICHANT DL DTT,

B 22
FortiGate®GUIL TOSD-WANY — Ui 2 RIEESBL T &L,
SD-WAN Zones “EW?K ‘erfarmance SLAs

GEN Gl Volume  Sessions

Download
® portd
@ portd

$ port?
P portd

Interface =
L B & virtual-wan-link
¥& Underlay

B &g overlay

BRARICEDICE ROSBELWVWERIZENTTM?

AT7oF3—LAJ—VIETIHILEEDY—2TT,

B. 78— LA Y—VIZIXEHNHY TEA,

C. R—R2ER—RIFV—VITEIYETENRTLWEEA,

D. [REWANY 5 A —nN—L AV —VFBIRTEET,

IEfE: (Efgx R LFET)

TFoR—LAJ—=DIET74IL FOSD-WANY =2 THY BEFA—N—LA) O RREBY DO NEBMENSFTDSD-WANERKIZH TE5MEBAS 03 —Tx—RERLET,

B 23

SSLVPNIREIZEWT FEATNAI AN LS 7499 Z2TAYvITEHILICE>TEIERRI SNIERBEZMMMLTVET,
COMBEENRMICBRTEDIHEEX ROSEENTTM? 20FBIRLTLLEZELY,)

A IKEISTADT—o a3 0&BNCTHILET ABEBLGIAERTI I -2 3 VOMEERRTEET,

B. 7342k FOy TORBBLIAERMOMBEEERT BICZIE, IPsecEERTINENHY FT,
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C.SSLVPNhr U RILVE—FKH#FERTHE, TAYY SNT-ESPE KXUVUDPR— k 500FE 1=(%4500) DRAEZE@ETEET,

D.N\NT7Y RRKR—4 FAROC—%SSLVPN F U RILTHEE LT, TO Y9 SN1=UDPHR— FE/N( /R TEET,

EfR: (EfREERLET)

KEZ ST A T—2a 0 EEMTE5I LT AERSPRICHETNA ADNKRELGHFILSN=NRTr Yy b2 T0OY I TE5EICK > THRET IHBELEMRATEET,
SSLVPN U RIVE—FEFERATZE, FS T4 v IDBHTTPSBEHTH T/ILIEES N IPsecT—RRMICER SN HESPR— K EUDPR— D TR Y Y #EIEMTEET,

B 24
FortiGateGUI L TDSD-WANY — U ZRIRESHL T Z&LY,

SD-WAN Zones ‘F@\EWLDEF*.M mance SLAs

GENGLLUE Volume  Sessions

Download
® portd
@ portd

§ port?
P portd

S

Interface =
L B & virtual-wan-link

f8 Underlay

B & overlay

BRARICEDICE ROSBELWVWERIEENTTHM?

AT7o8—LAY—2ETIALEDI—2TT,

B. 7 58— LAYV—VIZIZH#AHY TEA,

C. R—F2ER—FRIFY—VICEIYHETOATWEEA,

D. [REWAN >4 EA—nN—LA V-V 5BIBRTEET,

EfE: (EfExRrLET)

TFoF—LAYJ—=2VIETIAHILEDSD-WANY =2 THY BEIFA—N—LA ) PREY DI EMEINDAIDSD-WANERKICE T MBS 3 —TJ 1 —XRERLET,

Eﬁ:ﬁ: 25
ALY R—I—2x U FHADR—Y VJICERT H3DDFAEIEENRTIN? BDBIRL T ZE,)
A. WinSeclLog
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B. NetAPI

C. FortiGaterk—1) >4’

D. FSSO REST API

E. WMI

IEfE: (EfEERTLET)

Fortinet Collector Agent (& LA F D45 %8 L T Active Directory (AD) iAo A—H—A5F ARV hE2R—Y VI TEET,
yﬁﬂ-P%4>:>FD—E—EE%UIU%%ﬁbf}l—ﬁ—wﬂﬁTV%ﬁEmﬁbiﬁo

FSSO REST API - BHDAPIN—X DBE £ L TI—F—E DHBER— VI ETRIZLET
FRELEIR DT,

WMI Windows Management Instrumentation) - KA A/ >a> bA—5—MoB5A 0 T—2EWMELET,
|

WMIZ 1) zERT %,

B f: 26

BFMERT Y FORFBEHRBALTVDIDIE RDOS5ENTETMN? 20:ERLTLESLY,)
A. FYA—IZENEBI R 2HEET HHEELHYET,

B.BEIATYFICIIEHD L) H—%KRETETET,

C.702aviE X2 )T4777 VI IICEENDETNARDHEREELET,
D.EHDT7Va EMITLTETTEET,

T (EREERLET)

B 27

FTYRIT—OEBREN A VA—TJ1—ARFEL—¢EV— S VAELA—DEATIZATI4—IRYO—FHRE LTINS,

FEEA—TIF RYI—DRTFIEFNELZY FT,

CO2DDRBIZEVT BXRIBEFNERLGLDIEGEMN?

AAVA—DTI—RARTFTE2—DRYO—IFEFa2) T4 LRI >TEEIBEHRAFITFONETN, O—7 VAE2—TEHEEBEOFHICLIIEFHITHAREICERINE T,
B. o— 4 VREa—TIEIL—ILOEBEIEMICEDVWTRY) O—ZITIL—TILETHN A VF—T1—XARTFE2—EEICFS T4 vV 0T DIEFIZRWVNET,
C.O7AT704—NE RKED LS T4 v INEA—VIZHDTWTA VA —T A ARTEL—DRY O—ZHMICHEHEELEFTN, O—7 VAE2—IHNEEETT,
D.AUA—TJ1—ARFEa—IE, 8T H5M3—Tx—RIZEDTWVWTRI—FY—bL I REa—FIL—ILOEROUNEIEFERTLET,

IEfR: (EfEZxRTLET)

AVB—T A ARARTEL—TIE RV I—DREETXA VI—T A REBEA VA —T A RZEITTIL—TEENTRREINEFTN V=V REA—TIE 7747 94— IZK>TREBEINh B IEHER
IBF TR O—NREREINET,

Eﬁ:ﬁ: 28
FortiGate E CUTDaAT Y FEHRELE LT,
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config system settings
set strict-src-check enable
end

Config system dnterface
edit poural

E&tPIVAELheck disable

next

end

CDERIEFortiGatelZTED K I LEEEZFEZAHTLLOIN?

A. FortiGate [ERTDA V2 —T T —XATEHEHE RPF #8/#ICL  R— b 1 IXIERFFIL—T 4 2T E#F/MLET,
B. FortiGate (X RTDA V2 — 7 T —XTHI&E RPF ZH%L R—F1IERPFFx v ISR SINET,

C. R—MIETLFLTILRPFAEMMICHEY ZTDOMDTARATODA V32 —T 2 —RIEEHEBERPFAEMIZAHY F9,

D. /7 O—/N)LEREMNEBE I FortiGate [T RXTDA 23— T —XATEWKLE RPF ZHMICLET,
Ef:B(aAY raHET D)

JAO—NILERETIK, TIAHILEITETDA VA—T 1 —ATHEERY—RXRA—FFz vy RPIVEMZILBYET A3 —Tx—RTEDRETIE . R—MODY—RO—KRF v I NEMRY EBER
RPFOBERAXEN SR SNET,

Eﬁ:ﬂ: 29
MESB LT &L, SD-WANIE, SD-WANIL—LIZ—BILEW RS T4 v I 0BT 2012, EOTILITY XA LEFALETH?

Criteria

= v ©

1 Critical-DIA B LOCAL_SUBNET v Slack-Slack ™ port1 @
v Dropbox-Web ™ cort2
B Bloomberg

Non-Critical-DIA £ LOCAL_SUBNET dAcdictihgGamds Bandwidth ™ port2 @
B Social.Media

Default-Internet ) tOCAL_SUBNET B) REMOTE_SUBNET Latency ™ port1
™ port2

=] implicit €@

sd-wan Source-Destination IP O any

A EETIPHLIEEIPADITARTD LS T4 vV AL A —T 1 —RIZEEINFET,
B. k57499 LATUIUAREEN) VIICEESKET,
C.EZ 7499 E . BAVA—D1—REBBTHE Y a HBIEIDVWTHEESIhET,
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D. 2ETIP7 FLADNLDTRTD LS T4 vV IERILA 2 —T z—RIZEESIFET

Ef: A(Q AU RERERT D)

EESINT=SD-WANIL—LIZ—BLEWFS T4 v TI2D20WTIE, T74 /L FDEEEKMASD-WANL—ILANEREINET, T 74U F TlE, FortiGateld BIETIP7Z KL R EREIPTZ KLRIZED L 7/ILTY)
ALZEFEALET,DFY HEDEETIPT FKLANSKEEDHEIPT RKLAADTRTD RS T4 v E BALAVE—T1—XEBALTEESIET,

NIZEY BUEUEETIP7Z FLREREIPZ FLRABD S 74 v 2126 LT, —ELEBRENMEASINSGZENRIISNFET,

B 30
BrREHEZSELTEIL,

Application and Filter Overrides

FEATINET

Priority

BEEII ABCCom 7TV r—Y a3 VBRI LTTZ IVS—2a vt —nN—5A4 FEHZREL 79230 BaICKRELELE, COF7TVr—2 a3l 7odrA LK I RTOEERS T4 99 %
AX v oG BIT7ATIO4+— IR O—ICEBRAINET , 77470 4+— LR O—TIEOJRELENLG > TVWET BEZTRAMNTH0IC, EEE(L ABC.Com Web B hAEHEI 7V EALEL
=

ABC.ComDtFx ) T4 OJICAOTNERINEBELDIEHEETTMN?

A.ABC.Com B4 TM T4 W A—TIEHELK T TV r—2a VIZERESATWET,

B.ABC.Com [&7 T4 —2 3> FJAOT7AILTHERINTEY Web 74 J)L2 TAT7AILELTHERT IBLENHY FT,

C.ABC.Com D7V L3 vk BFRICERESNTLET,

D. ABC.Com I& FiEHIEEE  OATITVICERELETS,

FfR: (EMERTLET)

FIVr—23 DA —IR"—F4A RTT7o2avh BFAIICRESNATWEAEBE COF—/IN—S5A4A FIT—HT B35 74 97 F  KYFRLERESCTIOVIENA NIRRT BEH X1 ) T4 05 Z2ERT
BT LA EINET,

B 31

H%E8BLTESL, EEEISD-WANL—LEEE L FortiGate® k57 ¢ w4 04 R—[ZSD-WANEHDFI SD-WANGRE & SD-WANIL—LE) ERTT DL SI2BELE L,

FortiGateld . R EFIICRE SN TWVAERY O—IDUZ DTS T4 v I FHALET, TNIESD-WAN RS T4 v Y 2HFAITEHR)O—TF LHAL ChoDREICEMDLT S T70 v o052,
NED RS 749 9 78—%FT 5=HICERAINIZ-SD-WAN/L—ILOERINRRINFEEA,

[FRRIEIMIZH 507
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SD-WAN traffic log F==RBRTHET

Application Name T Result Policy ID Destination Interface = SD-WAN Quality  SD-WAN Rule Name
a YouTube v Accept (808kB/27... | 1(DIA) | ™ port2
= YouTube v Accept (UTM Allowed) 1(DIA) | ™ port2
i Facebook v Accept (UTM Allowed) 1(DIA) @ ®-porti
r1 Facebook v Accept (UTM Allowed) 1(DIA). | = port1
¥ Facebook v Accept(3.33kB/10... 1(DIA). '™ port1
a YouTube v Accept (44 63 kB/ 3... 1(DIA) ™ port2
= CNN v Accept (UTM Allowed) =~ 1(DIA) #* port1
= CNN v Accept (UTM Allowed) 1(DIA) | ™ port2
= CNN v Accept (UTM Aliowed) 1(DIA) = port2

A. SD-WANIL—LZ[FT CIZIERTEINFRA, BEEBFFIR—CEEHITIDHENHY T,

B. 774704 — IR I—ICF7 T =23 il To 774 LA ERSIATOWWERA,

C. FortiGate[ZFEEDSD-WANIL—JLIZRE ST+ S 74 v I DAROSEEFITWVELT-,

D. SD-WANJL—ILRDFEFEIET TV r—2a o T EITER SN TVETH  BEDRIREEEMZLE > TUOELEA,

IFfE: (EZRTLETD)

SD-WAN RS 74y 285121, b5 74 v DEERDSD-WANIL—LIZK > TEREIN TS =8  SD-WANIL—JLAIERTENFT A, ATIGESD-WANIL—ILA S5 T 4 v ([2—HB LA S

& . FortiGatelZT 74 JL FDBEERIL—ILIZT A —ILNY D L BRESNFEE K1 —L0Ey a3 BEIEDVWTESI T4 v IDNSUVRERY ET, BRMZIIL—ILNERASIAG WO BTDIL—IL
Z274—ILRIEZEADEFFICHYET,

BxNE7FCP_FGT_AD-7.6RESE (XJPNTest.comigfit St  FCP_FGT_AD-7.65RER ICEHK T D Z & ICRICII B ET ! JPNTest.comlESmHFCP_FGT_AD-7.6:EREE 1R #E L £9, JPNTest.com
FCP_FGT _AD-7.6:AERIRBEX L SEH INFE LT, Z ZCFCP_FGT AD-7.6[BIEEENDTA NIV UHEFIZCANE T, RERD 7 U £ X _https://www.jpntest.com/shiken/FCP_FGT_AD-7.6-mondaishu
132/, 30%7r « AhH > b 434 E 52— F: JPNshiken|

B 32

ATEMZSRBLTCESIVD RMEERISRT LSS, 7TV =23 vt oY —E ZNITRHIET DI 74T 04— IR O—&FEEHTY,
CNODERENCBETED2DODERFFMTIA? 2OFIRLTLLELY,)

Application sensor

Edit Application Sensor
Categories

$ Mixed - All Categories
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nnnnnnnnnnn

Operational Technology
© - Proxy(189)
© - Social Media (113, &> 29)
- Update(d) (Lo |
1 2\ &
||+ Unkriown Appiications

{)Nﬂwtﬁ'otocdm

Application and Filter Overrides

[ ¢ CreateNew] # Edit [ Delete

76 Y storage/Boesun (150, 20
w8 - Video/Audio (148, O 17)

@ = Web Client (24)

Priority Details Type  Action
1 2N Excessive-Bandwidth  Filter  © Block
2 KN Google Filter @ Monitor




Firewall policy

Edit Policy

-

Firewall/Network Options

Inspection mode Proocy-based
NAT L &)

IP pool configuration Use Qutgoing Interface Address
Preserve source port (D

Protocol options 58 default

Security Profiles

AntiVirus
Web filter
DNShiter
Application control =R TINE
IPS

File filter

SSL inspection A

Decrypted traffic mirror @

Logging Options

Log allowed traffic © Sewrityevents RUIE= 15

A. YouTubelgZR(Z_ Google7 TUHr—>a v b T4 LD LEERFEICESWTHTSIETS,

B. YouTube~D 7V £ RI& FHIEEAT7 TV 75— B E VT4 EA A —N—54 FREICEDVWTIAY Y SR TWET,

C. Facebook "D 7 U L R IEH A SN TWVWETMN BFE/ZFFATIID T 4 ILFREIZEK Y FacebookDHEIEZBET S LIXTEEEA,

D. 73 74 LR —REIZEDE _Facebook~ADTF7 o EANTOY I EhTHET,

EfR: (EfZzRTLET)

FacebookldV—S % AT A TFF7TVDHATIVIZEBLTEY 7FIV Y —TCRIDATIUN DOV Y JIICEESNTVWET, FD1=8 Facebook7 TUMNLD S T4 v I IETRTHTIIIZEST
JOvyInhEd,

HEEBEME T AR BEE1 7O 3Y UOYvY I OA—NN—54 FELTHRESNTWET, YouTubeR b)) —3I V57 T 5r— a3 VICIEHEEBBBEMED 2 FHAMITON TS E=H, 04—
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N—F 4 FlXGoogle R A —)DERIL—ILLYELELESIN HRELTYouTubeN T O Y Y ENFET,

B 33

FortiGate MEBAHE— FICASBE ELVERIIRDSI6ENTETMN? 2DFIRLTLZELL,)

A. FortiGatel [RBE R ENEER X1 ) TA K FFIEHMEETLET,

B. FortiGate A\ SR EXE R &= Z T{TITFE A,

C. FortiGate (FL R T LEADEEZEFEILLL FIATEL) YV —XRZRET SHICIIHBEBHABETT,

D.IPSO 7 xAIA—T2FA—NILERENENIZE > TLSIHEE FortiGate[ZIPSIRER L T/\ry FEREELKITET,

IFfE: (EMZRTLETD)

HifIE— FTIX, FortiGateld L R T LD R EMEHIFT A -OICKRELERZFIBRBLET  IPST A IILA—TUoREMICHE > TULSIHE FortiGateld ) YV —RHI#98% (BifE— F) THLIPSKREZTHTIC LS
T4 DEEEBIITLET,

Eﬁ:ﬁ: 34
MZEzSHBLTLESW FTPADHFLWIAILAREK IO I 7AIILEERT DEIC, VM ILARERAF Y VD RA Y FNIT L—RRINDIDIEHBETTHN?
New AntiVirus Profile
Name FTP_AV_Profile
Comments . Q1255
F:ERTINET

AntiVirusscan @ O

Feature set FOVEESEL N Proxy-based

Inspected Protocols

HTTP OB
SMTP OB
POP3 O
IMAP OB

FTP O
CIFS @

.CDTOT77AILTIRH BREMEOTO LaNLIETEREEMICH>TWVERA,

. FortiGateld . RAMA2GBRFENIGE . VA ILARER X ¥ ViieF U R— F LEEA,

UARTL > BEEORTEBEETCIAILARNERS v UNEICHE>TLET,

TR FAILDEEEE Y FET7O—AR—XTETMN, TAOFIR—IXTHIDENHY FT,

IEfR: (EffZzRTLET)

FLODAMILRAREKTA T 74 IILTHREXE IO )L HTTP, SMTP_POP3_IMAP_FTP_CIFS)OWFTNEBIZE > TR =D, VM ILAREKRAF Y DR Y FNT L—RFRICHEL>TWWET, D7l

OO0 w >
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EHE1 20T FaLNEHIZHEBHET, FortiGateld VA ILARERAF Yy o OEMILEZHFALEEA,

Eﬁ:ﬁ: 35
RREMZSHRLTIZSL,

FortiGate web filter profile-configurdtidh- |

Edit Web Filter Profile
Name Corporate
Comments VWit mmen 4 0r255

Feae s ——

@ FortiGuard Category Based Filter

Name Action

Freeware and Software Downioaos O Aliow
File Sharing and Storage | @ Allow
Streamung Medaand- Download @ Allow
Peet -to péer File Sharing @ Alow
Internet Radio and TV © Allow
Inter net Telephony © Aow

Malicious Websites @ Biock

35% €

CORTRTIE EMIFWeb T 4 ILE TA T 7 A ILDFortiGuard AT IUR—X T4 LADEI a2 ERLTUVET,



EBEEX JU—0z7EELVY I Iz T7EAHYA—FATIY)IZET Hdownload.com~ D7V R %70V I T B3BENHYFET F- BLATIVICET ROV THA bADT I ERIFHFAT S
WHENRHYFET,

BUEBETH-OOBRRE2DEITTL LS, 20FIRLTLEELY,)

A. download.com MFEURL 74 LA TV FYEREL FATETOLavEFNREFNIAILEA—FETOYVIIZERELET,

B. download.com W™ = A4 —/\—5 4 FEHEZREL Y THhTIVELT BEOHZ Iz THA M EEIRLET,

C. *.download.com #%E%&7 FLRELT 722 a>hDeny TFQRDN7Z RLR ATV bEHEDIRDIT7AT70+—IL R O —FB/ELEFT,

D. 72—z 7¢,YI b zTDE I A—FATIVDTI I VEEEICRELET,

IEfR: (EfEZRTLET)

download.com Z 70 v YU §5=ODFEMURL T4 LA ZERTHAET ATIVERKIZCEEEZEZHA LWL FOYA EITETOV YT B EMNTIREICKHEY ET,

download.comIZ—E 9 HFQDN7 FLARAA T Y MR L THEBT I avERELEMND I 7AT7O04+— LR O—%FHATSHET RALATI)DMDY A F%FFRIL DD download.comZ 70w
9B ELHEEETT,

Eﬁﬁ: 36

EBEL FortiGateTNNAREZI—Vz U FLAR—Y U ITE—RQALIA—ELTEHETHELSITEELELE:,

Active Directory® 1 —H—4 JL— TEREMF T 51=HIC BB EILFortiGate T /31 XA ZEBMT H2DLELHY FTH?

A. TACACSH—/\—

B. LDAPH—/\—

C. RADIUSH—/\—

D. Keycloakt—/\—

EfR: (EfEZzRTLET)

I—2xY hLARKR— VT E— FTIE, FortiGatelActive DirectorylZEEBWNAHE TA—HF—B LUV IL—TEREZNEBLET, TD=HICE, EEE(IFortiGate LICLDAPY—/N\—%RET H2LENH
YFEF, Zhizk Y FortiGatelXActive Directoryh 5 A—H—4S IL—TAVN—=y TOHEMEZMBTEDL LS ICHYET,

Bi: 37

SD-WANIZHEIFBDIL—T 4 VI DEZELZRAZ3IDEFTL S, 3DFERLTLLEZEL,)

T 7AW BRTIE EFEND SD-WAN A UN—WREEANDEMHIL— b ZEHFLEVMES  SD-WAN L—ILIZFRFy TEInFET,
.SD-WANJL—LIZ D EDE2 A TDOIL—F LY ELBEINET,

T IAIBRERE, BEADIL— 1D LA LMES SD-WANIL—LIFRFy TEhFET,

LBEORY O— L— MESD-WAN L—IILE Y L BEESNET,

T IAI FTIE BEADRELIL— FHNSD-WANA U/N—THMEE  SD-WANIL—ILIZFRFy TEhFET,
FfE:ABE(Q AV F2HEKT D)

SD-WANXA UINR—DWTFNEIBENDENEIL— b EFHEH>TVEWNEES  SD-WANIL—ILIERF Yy TENFET,
SD-WANJL—/)LIZ DIIL— 24 TEY L BESNET,

FEAEANDRBELRBEMNT 7 4 )L F TIESD-WAN A U /N—TH MBS SD-WANL—LIZRFy TEhET,

m oo w >

B 38

FortiGate B & &, SSL VPNR— A L DK BN REE EH/NT 2HENH Y FT,
H—ERIEF DoS) WEHEF T A-DOICERATESRSSLAAY—([EENRTIAN?
A.SSLVPNHTTPUY Y TR AV ST =B AL LTk

B. SSL VPN dtls-hello-timeout
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C.SSLVPNOGA B4 LTI+

D.SSLVPN 74 FILAA LTIk

IEfE: (Efgx R LFET)

VPN SSLEXE DHERL

http-request-header-timeoutZ1~60# ZRELET,

Bhy

BAI—IE EBRBIEHTTPY Y TR MKk > TEIEFRI SN SHSSL VPNIZK F 5DoSHEFXEFT HDICELE/ILET,

B 39

HAZ—/A—5 4 FEREDEMICE > TLVNDIHEE FortiGateD X EEH T O X LI T M ?

A ERSNTULSERK— k > BEE > HARBERE > FortiGate> 1) 7 ILE S

B. BEfRXRA— b > BEE > VR T LRERRM > FortiGate ') 7ILES

C. BB RAR— bk > HARERFMHE > BEE > FortiGate> 1) 7 ILE S

D. B RR— kb > L X7 LIREFRE > BEE > FortiGate> ) 7 LES

EfR:A (A RERET D)

HAZ —/\—5 4 FBREMMIZHE > TV DIHEE FortiGateldRDERIEF #FERALFT  ERINTUVSERKR— O RICT /A ADEBEE ., iV THADO K ERE, ZZICFortiGateD L 1) 7ILBEEN 2 A T
L—h—ELTERSINET,

EFﬂﬁ: 40

BRERZSHBELTEESILY,
FeHTIMIET

Profile Name

—_ elmem A~ -
Monltoring Access

i ¥ A

NOC Access
prof_admin

super admin

NOCF—LI(E NOC AccessBEEETOT 74 )LZEFERA L TFortiGateDGUIZIERHR L E T, Mo (E BEALGIVRETHIGUIE Y L a UNBRRICUMEINEBWKSIZTTEIEFERLTULET,
EEEIEI NOCF—LILoDZDHEEDNDERICEZADOIC . EDLSBRELXTODHLELHSTLLIMN?

A TRTOTAOT7AILEELEMNZHEDESIZ_NOC Access ') A MD—FBLEIZFHEEILET,

B. NOC_Access EIE& 7027 7 4 JL®D Override Idle Timeout /X5 A —2 DA 754 ViEZEDOLET,

C. ¥ RXTMHONOC_Access1—H—([ZR—/N—EFEEO—IIIE|YLETONTWA L EHEAL 7TIOERERIELET,

D. config system accprofile NOC_Access M T ® admintimeout [E &L E T,

Ef:D(QAAV bEHRKT D)

EEET7IEXTOT 74 )LDadmintimeocutiZEILZ . GUIE YL a VDT I T4 TRALT I hEHIFLET,

CDEEZRELTHE BEUIETOEY > a VEBEAERINET,

Eﬁ:ﬁ: 41
RBTLEHMZSRL T E0
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FortiGate web filter profile configuration

Edit Web Filter Prohle
Name Corporate
Comments Niite 2 commen! { 07255

Feature set Prowy-based

€ FortiGuard Category Based Filter

- T ’
L ] o4 it
= o i
R itk .
(o o 1 Wi
s - F { "
gt e Ly b
o o T o
5 '__r-" .L‘-u:.::_‘_ . -I_l. _IE|II X Sl
d " I .
Wl i oy
1 .'.. 1 -
!

& Media and Dowsiload © Alow
Peet -to-peer File Sharing @ Allow
Internet Radio and TV © Allow
Inter net Telephony @ Niow

E Security Risk o
Malicious Websites @ Block




3%9.(’1)]

CORRTIE, ERITWeb T 4 L2 TOT 74 JLDFortiGuardh T I UR—R T4 ILEADEHI 3 HFRLTWET,

EEEE 72V—0zT7ELVY I oz F7AooO—FATIVIZET bdownload.com~DT7 I 2REZTAV I TEIRENHYET £ RLATIVICET MDDV THA FADT U ERIEHAT S
WENHYFET,

BEUEEEZT-ODBREE2DBFTL LS, 20BIRLTLEEELY,)

AJY—9zTF7EVIRIITOEY U O—RATIIDT IO a VvEEEICHRELET,

B. download.com @ Web #—/A\—35 4 FEHEZHREL Y THTITVELTEEDHS Web U4 FEEIRLFET,

C. download.com MFEHIURL Z4 LA TV MY ZEREL RATETOVIVEFNEFNITAILRA—FETOVIIZERELET,

D. *.download.com #%E%&7 LA ELT 7923 >hDeny TFARDN 7 RLR ATV bEEDRD 77470+ —IL R O—FH/ELET,

EfE: B,C (24 FERET 3)

Eﬁ:ﬁ: 42
ME#SELTLES, FortiGateT/Af XD/ y h& KOy JLE-EBREIIRITIMN?
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Time % Message =
Packet Trace #1 ¢f»
06:39:29 vd-rqm:ﬂ received a packet(proto=1, 10.0. 1_‘1 50:3—>100.65.0.254:2048)
tun_id=0.0.0.0 from port4, type=8, code=0, id=3, seq=168.
06:39:29 allocate a new session-00000ec6
06:39:29 in-[port-4], out-]]
06:39:29 len=0
06:39:29 result:skb_flags-02000000, vid-0, ret no-match, act-accept, flag-00000000
06:39:29 find a route: flag=00000000 gw-0.0.0.0 via port2
06:39:29 infport-4], out-[port-2], skb“ﬂags-ﬂzﬂﬂﬂt}ﬂpﬁo, apﬁ:ﬁlﬁg@r
06:39:29 gnum-100004, use addr/intf hash, len=1
06:39:29 checked gnum-100004 policy-0, ret-matched. act-accept
0F:39:20 ret-matched
06:39:29 policy-0 is matched, act-drop
06:39:29 after iprope_captive_check(): is_captive-0, ret-matched, act-drop, idx-0
06:39:29 after iprope_captive_check(): is_captive-0, ret-matched, act-drop, idx-0
06:39:29 Denied by forward policy check (policy 0)

T I7AHIVEDBEBERD I 7 AT oA —ILR) o—E—BLFEL,

CARMICERE SN 7A T oA=L RY—IZF7H 32 DENY T—ELFEFLT,

RO R MRy FIPICEETEEHA,

.RPFFz vy VIZXkBLELT,

IEfE: (EfEZ R LFET)

Ny b L—RTIE R —00—F L act-dropE LUV T+ T— KRR O—F vy RUI—)ITEk>THEEINIZENRINTULET,

0) InlE /N7y FBBATRMICEESNZI7 74704 —ILEK) >— COFEFERII—IDOIZT—HL ZDT7I 2 avhMETICHRESN TV O FS 74 v IR ZENICIECTHESNIZIEEZELL
FY,

Oow >

Eﬁ:ﬁ: 43
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Application sensor

BREHZESHBLTIEZEL,

BIZRT &SI 7TV =23 oo U—ZNITRET DT 7AT704+—ILR) O—%FRELF LI,
NODEENSEHETEE200ERIIMTIA? 2:FRLTLEELY,)

A.YouTube~ND 7V R I& FEIEEAT7 TV 75— a 0BLU T4 LEAF—N—54 FEEIZEDWTITAY I SN TULET,
B.h73Y 74 IWLA—REIZEDE Facebook~DT7 I AN TOV I ENhTWET,

C. YouTubettFEIL, Google7 TN Hr—2a T4 VAN LEESHREICEONWTHASIAET,

D. Facebook~D 7V L RIEHFA SN TWEITN BE/FEFATIVD T 4 ILFHREIZEKY FacebookDEEZHAT S LIETEEHA,
I (EfgxRTLZEY)

B 44

RTEHESBLTLEEND, Ry FT—HVIPA TS 14 MR SN i-FortiGate T/N\f ADEE  T7 AT 94— LR S—DBEATENTNET,

WAN R— r2)f 42 —T 2 —ZXDIP7 KL R(£100.65.0.101/24 TF,

LAN tR— r4) A 22 —T 2 —ZRDIP7 KL R(£10.0.11.254/24TY,

KRR +100.65.1.111H7K— 443 TTCP SYN/S4 v k %100.65.0.200123%15 L =184 _ FortiGate AN /34 v F & 5a%kICE5E T ABAT /Ny Y FOREETT FLR LT LR BLUTRER—FEESHYE
ENAN
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Network diagram ==RTINET

100.65.1.11

WAN(port2)
100.65.0.101/24.

10.0.11.50/24

VIP object configuration
Edit Virtual IP

MName VIP-WEB-SERVER

Comments Write a comment... i
*0Qf255

Color & Change

Network

Interface (3 -

o Static NAT

External IP address/range @ 106,;35,'0..-20'0-
Map to
IPv4 address/range 10.0.11.50

(® Optional Filters

@ Port Forwarding
Protocol g vor scre IieMEEERTINET]

Port Mapping Type Many to many

External serviceport @ 443

Map to IPv4 port 4443




Firewall policies

Policy From To Source Destination Schedule Service Action NAT

0 Intemet(1) M LAN(port4)| | wWAN(port2)| I3 all il (@ always 0@ ALL ACCEPT @ NAT

Web_Server_Access(2) |MWAN(port2)| |[#LAN(port4) | I3 all @ VIP-WEB-SERVER [@ always @HTTPS - ACCEPT © Disabled

A. ZRFh10.0.11.254_10.0.15.50_ # & (14443

B. #1%4100.65.1.111_10.0.11.50_443

C. #hF110.0.11.254_100.65.0.200_ & & 11443

D. #h%4100.65.1.111_10.0.11.50_4443

EfE: (EERRELET)

VIPA TS 14 MME S EIPF KL X100.65.0.200:443% RERH—/3—10.0.11.50:4443I2% v EV S LET,
T7AT794A—ILRY) O—TNATHEMZHE>TWE=H EETIP7 FLRATRESINET,
2FY KR +100.65.1.11145100.65.0.200:443 (2 {8 F B2 &  RD L SIZHYET,

- —ZI(%100.65.1. 111D EETT,

- 58%IP7 KL RI1£10.0.11.501 LB ShET,

- SR R— M FA443IZEREI N FET,

H: 45

Btz 1BOATI) FHEEHIEZERTE LT festrict._ media-profile | E WS BRIDH T T T4 LB TOT7AILEERLE LT,
T7AT794—ILiR)—I2TOT7AIILEEBMT ZEIZ FEATTEERZWeb T O T 7LD KOy FTHH 1) R kZrestrict_media-profile N REShEE A,
FERIEEIZ5 552

A T7AT7 04— ILR) O—H FHBRETELGELRELGLE—FIZHE>TVET,

B. 774704 —ILHKR)—DBREE— KN _Web 74J)LZ2 TOT74ILOMEELY FE—BLTULWEEA,

C.WebTZ 4 LA TOT7AIIEERICRD T 7A T 24—ILiR) O—TSHBINATWET,

D.Web7 4 LR TAT7AIILTHEASNTOWSMERAIZEY  T74704—ILR) —THIBSATULET,

Efg: (EEETLET)

ATTVERIA—FFRELI=Web T4 L2 TOT7ANLTIEK FZ7AT704—ILKR)—HRTOFIR—-—X §14—7) RE—FTHIVELNHYEFT BREE—FNZOEHZH L TLEWNMEE, T
A774NLIEFAYTEFHOVI) R MIRRTENFELA,

EFDT46
TNV I7O0—DHEAEFTRIHESRELT S,
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Debug Flow output

checked gnum-4e20 policy-6, ret-no-match, act-accept

policy-2 is matched, act-drop

Denied by forward policy check (policy 2)

TNV T I7O0—DEANL EDQKIE2DODMEREEETHEFTFTH? 2DOFJIRLTLLZELY,)

ATI2AHILETF—FIzA1ER—R2AZKESATLET,

B.RPFFz v /IZkBLELT,

C.¥/\vy%2J0—IFUDP+S5 04 v HRATY,

D.— 327747 94— LRI —IZ&KY +S5T0voMEBESNET,

FfR:AD (DA FERET )

TIANLW M — b AIER—R2ICEESNTVET - TNV ITHAIZIEIL— FOBRENRRINET:

flag=00000000 gw-0.0.0.0 via port2 [&. 77 # JL kJL— k (0.0.0.0/0) A% port2 35 L TWBZ EERLTULET,

— BT BITF7ATI9A—ILRK)—NES5T 4099 %EELET — O451T Denied by forward policy check (policy 2)jl& R S—2 MN—HL, FS T4 v I ZRTRMICHEL-CEZHRALET,
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Ai7FCP_FGT_AD-7.6f88% (ZJPNTest.comigft S FCP_FGT_AD-7.6ERICAHET 5 Z & (TRITII B ET ! JPNTest.comld4S HEFCP_FGT_AD-7.65AERRIRE& #1824t L £, JPNTest.com
FCP_FGT_AD-7.6:ERFIREEIF L SEHEFE Lf-, 2 Z TFCP_FGT_AD-7.6RIEENDTA FIV S U EFICANE T, BIFRD 7 4 £ X _ https://www.jpntest.com/shiken/FCP_FGT_AD-7.6-mondaishu

132/, 30%Tr « AAD > + $531%42I5/10— F: JPNshiken|

B 47
BrREHEZSELTEEEL,

“Ormisate HA CIusSter 1opology

FGT-1
portt” 2 port2
porty y

—

o
;

Client

portd
| port10
o
=
FeRETINET

Current HA status
f get system ha status

Configuration Statua:
FEVHO12000064692 (updated 4 second® &g6): in-sync
FEVHO10000064692 chksum dumpi#-L3 95 32 c7 5% 2a %a Sc 5f
FGVHOL3000063036 (updated 4 Megonhds ago): Lln-sync
FSVHO10000065036 chkaum dunp: 13 &b 52 <7 5% 2a %a 5a 5f

Primary : FGT=-1, EGVMDI0D0D064692, HA cluster index = 1
Secondary : FOT-24 EOVHMO1000006€5036, HA cluster index = 0
nunbar of weclusgars: 1

voluater 1l: work) 169.254.0.2

Primary: FGVMO10000064692, HA spearating index = 0
Secondary: FGVMDO10000065036, HA operating indax = 1

EtRTIRET
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New FortiGate HA configuration

FGT-1
fconfig system ha
set group-id 3
set group-name "Fortiret®
set mode a-p
set password *
gset hbdev "port9®" 50 "portlO® 50

set sessicn-pickup enable

am ride disable
e ":HM?;rity S0

set moniton porEd

FGT-2

tconfig system ha
set group-id 3
set group-name "Fortiret"
set mode a-p
set password *
get hbdev "port9" 50 "portlO® 50
set sessicon-pickup enable
sct override cnable
set priority 110
act monitcr port3

FGT-1&FGT-2(F EICRIHABR O Y FTEHEINET,

HA SR A —TIXED LS LRENFEINLITLELOIN?

A FGT2(ZA—/N\—5 4 FEMEEEZES FCT1LKYILBEELATWN O T34V ELTHIEHREET,

B. FGT- 1A —/\—5 4 FEMEREEZFGT2EREALET,

C.HA Y S RA—FRPILBNELBYET A —/N\—F 4 FRERFTRTOHA A VN—T—HBTILELHYET,

D. FGT-2M B EIERAME =8 FGT-AMNGIEHmETSATVIZHRYET,

I (EfEZRTLEY)

HAY SZAZHND T RTDFortiGate T/Af AT, A—/N\—5 4 FEREIIRA—THIDENHY EI, KTIX FCTAEA—/1N—54 FEMIHZESINTOWETHN FCT2[EA —/—5 4 REMIZHRESATLE
T, CDREDTF—HIZEY HAAUN—FELLL B TES WADFortiGate TH—/N—5 4 FREN—BT E2FETY SR 2 XRBATRMNG L HY ET,

F’ij;;.; LTLESV, BISRENTWSIIL—T 4 T T—TILZETVT ELVRERBRIEIRDSEENTTMN? 2DERLTLEZELY,)
Destination & Gateway IP & Interface Status
0.0.0.0/0 100.65.0.254 ¥ port2 @ Enabled
10.10.10.0/24 100.66.0:254 port3 @ Enabled
10.0.13.0/24 10.0.13.125 =2 F:ﬁ'F’ﬂF"iET @ Enabled
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A. B 75 RPF NERIZHE > TWWAIBE FEET IP 7 KL X 10.100.110.10 D/ y kAKR— k 3 IZEBET D EFHFRTSNET,

B. BZ % RPF AR - TWBIBE EETIP 7 KL X 10.100.110.10 D845y hAR— bk 2 IZEET B EFHFRAESNET,

C. B 7% RPF NEMIZH > TWBIZA ZEETIP 7 FLX 10.0.13.10 D/ y hAAR—F 2 2B T B EFHFTEINET,

D. B# % RPF BNERICHE - TLBIBE EETIP 7 KL X 10.10.10.10 D/845y hHR—F 2 IZEIET B2 EIFHFRAINET,

FfR: (EfEZzRTLETD)

BFZ: RPF NEMIZHE > TWSIBE ERHIIL—T 1 VI NFAShET, LE=A>T FEETH

10.100.110.10 Jb—F 4 > T—TILIZTFEE LIEL) TR—RIICBFE LIz Y FE RYIL— bDEFEET BRY (T 7 4I/L bL— IR — F28BH) FITANONET,

B RPF AEMICHE > TWBEE IL—Ta4 29 T—IILTIHER— 6 RATRDIZLEEZRELTLSIZEMDDHL ST 10.0.1310 M ioR— k 2 IZEIF Lz v RBEFAISET, Shidk, B&HE% RPF
NEWEE VRATLNA VA= —X Fzy I @ LEN-HTT,

B[ 49

SSLVPNREICEWT HETNA AN 7499 Z2TAYvITEH5ILICEH>TEITRRIINDHERMABEZAMLTVET,

COMEZMRMICFERTEDIAEI RDOSI6ENTIMN? 2DOERLTLESLY,)

A IKEZSTAVT—2avaB TSI LT, KRBRGIIAZER I I —2a v OBEERRTEET,

B. 737 ROy TOXRRBLGIAAERBOMBEEMHRRT DIZIE, IPsecEERTIMLENHYET,

C.SSLVPN U RILE—FZFERTHE, TOYY SNI-ESPH KX UVUDPR— k 500F =134500) DIEREZ R TEET,

D.N\T72FRAR—Y b RAP—%SSLVPN ORI THERLT, 7B Y9 SNUDPR— FZNANRTEFET,

IEfR: (EfZzRTLET)

CDFL—=2TDOERNGZEMIE, dRT /N4 ADNRERTHELNFEET HKRICE VT, FortiGateDSSL VPNAIPSec VPN & Y BN TS R &I S LTY,
IPsecl&ESP & UDP 5008 & 4500 FAd 51z ChohTA VI SNTWSIES, T 74/ ETHTTPS 443) £TLS (A HTCP) & AT HSSLVPN U RILE— FHEBRTVET,
UDPR— rATOY Y ENTWSES SSLVPN CURILE—RDNT T2 RRAKR—9)IFUDPEZFERA LGV Enf-1HEEZHRIELFT,

B R 50

FIEEIE NTurboZxHR— F93 SFortiGateETIILEEELE T,

NTurbold REAR—XDBREIZEWVNT, EDKSITHEFRLIELIDTLLEIMN?

A-NTurbolE 7 7 A LEERENRY T 7 )T LTHL ENETUFIAINRIVDUITEELET,

B.NTurbolX IPSTU SV EFDANA VB —T 1 —REBAAMVE—DI—RABD RS T4 90 E)FALY FT5EHODHNET—2/1RAZERLET,

C. NTurbolZFortiGate 7/3f A L T2 0D®ELE v a v HEERLET,

D.NTurbol& b5 74 woFarToy Oy HI2A78—RKLET,

IFfg: (EfZRITLET)

NTurbolX IPSTU SV EARNBAA U E— T 1 —ABDEET — /IR EZBETEHET JO—R—ADBENITA—IVRZALESEEFT, ThIZKY HEEXDEERLZNST Y bR ERAT S E4HL
FS T4 v ENEMIZKRETESEO CPUARIMNER SN, 7JO0—R—AD+EX 1) T BREBORIL—Ty rAEELET,

B R 51

EEEMFortiGate L T add-route#H#ZLI=F 1 VLT v FIPsec VPNZERE L E L 1=,

LML BMIL— DL —TFT 4 VT TF—TIIZRRTENFRA,

CORRIZEATIEBDSBH ELVEDIEENTIMN? 2DFRLTLLZELY,)

A BEZEIFIFAVLT YV ITAVA—DTz—RATEMIL—T 427 7O ILEEMTIBLELHY ET,

B. add-route ANIE L < #8E 9 2 1=-DIZIE, EBEFFFFMIL— FTIEELR) Oo— L— b2 FERTIHELAHY EFT,
C.EBEIEIITI—R2AEEICHIINTWS I LZHABTIHELNHY FT,
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D. EBEIX 7z —R2ELIATUE— XY N I—VFE LK EEZTHILENHYET,

EfR: (EfEZzRTLET)

BEELIII—R2HEBICHEIINTWE I EZERTIVLELAHYET - FA4 VLT Y TVPNDFEMIL— I, 7J2—X20ORTVI—2 a3 UAEREIZET LERIZO&EMESNET,

EBEF I —X2€LIATYVE—F XYM IV ZELCEETHIBHELNHYET - L— FEMBEREF Tz —X 2 LIV RITEDVTIL—FESA R F=ILLET LI IDBELLBEWNEES IL—
T4 T=TNIZI—FERFShFEEA,

B RE: 52
BrREHEZSELTEIL,

Firewall policies

D Name From To Source Destination Schedule Service Action IP Pool NAT
1 Full_Access ™ AN (port3) " WAN (port1) g all g all (@ always G ALL v’ ACCEPT @ 1P Pool @ NAT
s WAN (port2)
2  Deny M WAN (portl) [ LAN (port3 B Denyip 8o @awsys AL O DENY
3  Allowaccess B WAN(portl) [ LAN (port3 B B webserver  [@always AL v ACCEPT © Disabled
4  Webserver = WAN (port1] B LAN (port3; B s B Webserver (@ always @ ALL v’ ACCEPT © Disabled
0 Implicit Deny 0 any O any all all (@ always Q) ALL © DENY

CDIF7ATIA—ILRY—)XMIETIRBDS>E ELVLVLDIEENTTM?

A D747 24— IR —EIDL—S VRAEA—T—EBRRINFET,

B. 774794 —IiR)I—X ANAEA—Tz1—REHAAVE—T—RADRFTE2L—T—ERRIIhFET,

C.HERJIN—TICIE EHDEE I 7AT7I0+—ILEKR) —%EDDIENTEET,

D. LAN to WAN_WAN to LAN_ 8 & U Implicit &, —47 VR FIL—EVS Ea— YR LTI,

IFfE: (EfgZRTLET)

RRSNDZITFATIA—IKR)——F&E FF T4 v DAM LANDSWAN WAND SLAN BEERMIG E)IZEDWVWTHRY =BT IL—Tle Sz — 4 R T I—TEa—IZRRENFEFT , COE 21—
[C&Y EBEFIHEDIETIELGS A VF—Tz—RADRT7Y T ERBMBE NS 7492 728—I2EDVTRY O—Z2RRICHENSLUVEETEET,

Eﬁ:ﬁ: 53
F2Y IO EEBENTUOFIOAINAREEHNZL 774 T704—IILRY O—TSSLBE IO 7MILEFEIRLEL- HTTPEATEICARTRA F 77/ ILE A O— K3 B & FortiGateld™ 1 LR #1&H

L.Z7A40ETEYILET, LML HTTPSERTRL 77/ ESF I 0— T 5 & FortiGatelZV M LR EREE T, 774LETOV I LAV=H FooO0— AT ENET,
EEERF STV IDNREEHADI7ATIA—LRI)O—IT—BT B LEHELE LI, FortiGatelZ & 2/ LABRHA KK T 2EAZE2DHEFTILEN, 2OBRLTLLEZEW,)
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A. 75 ¥ (IFortiGated B EBACASIBAZE ZEE L TLVFEEA,

B.EICARTR C 774N TAPINLFT T a DA X&IREBZTLET,
C.EBIRENI:=-SSLBRETO I 7ML T EHERENEDIZHE>TVWET,
D. 2Dz JHA FISSLEEDHENTT,

FfE: (EEZRTLEY)

Eﬁ:ﬁ: 54
BRREHZSHBLTIEZEL,
HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id S
set group-name “"Training”
set mode a-p
set password ENC adfbyqY4iPexFmAnZgzDY
set hbdev "port7™ 0
set session-pickup enable
set override disable
set priority 200
set monitor “portl"”
set memory-based-failover enable
set memory-failover-threshold 70
set memory-failover-monitor-period 50
set memory-failover-sample-rate 10
set memory-failover-flip-timeout 68
end

HQ-NGFW-1 System Performance output

HQ-NGFW-1 # get system performance status
CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% soft¥kqg
CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% j
CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait
Memory: 2042076k total, 1837868k used (90%), 10#1
Average network usage: 19/2 kbps in 1 minute,

Maximal network usage: 36/18 kbps in ute “
Average sessions: 21 sessions in 1 mmuh

62k freeable (4.9%)

19/3 kbps in 30 minutes
0 minutes, 58/87 kbps in 30 minutes
10 minutes, 21 sessions in 30 minutes

==:RTINET.
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s‘arE in 10 minutes, 28 sessions in 30 minutes

»cMd in last | minute, 0 sessions per second in last 10 minutes
Second in last | minute, 1 sessions per second in last 10 minutes
minute, 0 sessions in las't 10 minutes, 0 sessions in last 30 minutes
last 1 minute, 0 sessions in las:it 10 minutes, 0 sessions in last 30 minutes

Maximal sessions: 22 sessions in 1 mj
Average session setup rate: 0 sessi
Maximal session setup rate: !
Average NPU sessi
Maximal NPU sessio
Virus caught: 0 tot
IPS attacks blocked:
Uptime: 10 days, 22

al in 1 minute
b 50 minutes

HQ-NGFW-2 System Performance output

HC-NGFW-2 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirg

CPUL states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirqg

Memory: 2042076k total, 993836k used (48.7%), €90352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in | minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last |1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1| minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 tetal in 1 minute

Uptime: 10 days, 10 hours, 50 minutes

EBEX HAY SRADNITA—X VAR T—R AH N E55MEHRLE LT,

754 %) OFortiGateld ENTIT M ?

A. /35 A —4 memory-failover-threshold % E ® HQ-NGFW-2

B. /N5 A — R B EFHRTE FEHQ-NGFW-2

C. /X5 A —4A memory-failover-flip-timeout X E M HQ-NGFW-1

D. /85 A =B F—N—5 4 FRE Z KX F~=HQ-NGFW-1

Ef#:D (DA FEHEEKT D)

HARBR TIEA —/N\—S5 4 FHOEXIZAE > TS getoverride disable) ERTRENFETH, TNIZEMDDH ST HQANGFW-1IE L YSLMELE 2000 Hb Y —XAFERELBEFHOSIMAOHND LI
T34 ELTEMELTLET,

T—N—54 FiEeZFERT L BEEDEVWTNA AR TSAIYTNARELTEMEESIEH I ENTED2H HQANGFW-1R TS5 4 T T/ RIZHEY FET,

EFDT 55
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ALY R—I—Dz 2V bDT7 FNAVRE—FRD2DODEFEIFIMTEIMN? 20 FBIRLTLFZELY,)

A7 RNVRE—KRTIEE KRR FESNETLV—TEEEIREINE=TIL—TBHR—rEhFET,

B. 7 FNVARE—FTIRK EFaUT4 70T 7ANELI—HF =T IL—TICOHABEHTE BAL2O1——ICITBEHTEEEA,

C.7 RN\ R FE— K TIX FortiGate#LDAPY S A 7> b E L THRTE FortiGate E T IL—T 74 LA &R TEET,

D. 3#E— F Tl Windows DRBITH S NetBIOS: KA A NLI—HF—ZEFRALET,

FfE: (EEZRTLEY)

7 RNV RME—FTIR KRR PSNETIL—TOREEIN=TIL—THYR— k Sh_FortiGateldActive DirectoryADH T IL—TFIZBRT 51— —%RB#MTEHLSITHY FT,
7 KNV R FE— FTIE, FortiGate#LDAPY SA 7V FELTHERL JIL—T 742 %2BATHET A—F R EFAF LY SO CHETEET,

B 56

FTYRIT—VEBEN A VA—TJ—ARFEA—¢V—HSVREA—DEATI7FATIA—ILR) O —FHRLTVET R —EEZNETNDEL—TELDIEFTRRINET,
CO2DDRBIZEVWT BXRIEFNELZLDIELGEMN?

A= I—RARTE2—DRYO—IFEFa2) T4 LRLIZE>TEXEIBHEAFITONETMN, O—47 VAE2—TEHEEBEOFHICLIIEFHTHABREICERINET,

B.—7  VAEA—TIEL—ILDEBEIBRICEDVWTRY O—F T IL—TILETN A 03— —ARTFEL—FEICLS T4 v IO DIEFIZHNET,

C.O7AT 94— IE BED LT T4 v IRE—VIZEDNWTAVEA—T A ARTFEL—DRY O—%BHICEHRBELEIN, O—4 2V RAE2—(FFH#NEFEFETT,

D.AUA—TJ1—ARFEa—IE, BT 51 F3—Tx—RIZEDTWTRY—%Y—btL V42V REa—FIL—ILOERONEIEFERTLET,

IFfig: (EfZRTLET)

AVB—T A ARTEA—TIE RV —DREETA VI TIAREBAAVI—T A RZEITTL—TEEINTREREINEFTN O— 2V REa—TIE, 7747 4= ILICK > THREBINDIEREL
IEF TR S—DARTEINET,

BE: 57

FortiGatelENATE— FTEMEL TH Y LANR Y FT—U EDMZAR Y b T—JI2ENENEHRE SN2 DOOYEAS V2 —T 1 —REHEATWVWET,
FortiGate DM SNT-YEBEA V2 —T 1 —XDEHICEHTIEBEDSIB5 ELVEDIEENTTIMN? 2DFBIRLTLLEZELY,)

AFADA VA —DTI—RITAVE—T—RO—LAEYHTOLATWAIRERHY I,
B.lANDAVE—Tz—RIE N—TFT 4 T—I ETEEBEGEINIL—FZETWAIRENHY FT,

C.HANDA VA —T T —RXATDHCPAEMIZH>THY 4208 — T 2 —RICLANEDMZOZREINEY BTONTWBREAHY FI,
D.AADA VB —Tz—RIZIPF RLAREYHTOHNTWNWEIRELAHY T,

Ff: (EEZRTLEY)

AURA—T—AP LS T4 VI FELLEGEETBICIE N—T1 oI T—TNICTERERINZIL— FDAEBRINMTVWEIRELHY FT,
A= —RIE FNEFNADXRY FT—VHNTEET DI IP7RLANEYHBTOENTWEIRELAHY FT,

’Eﬁﬁ: 58
BREMZSHELTIZEL,


https://www.jpnshiken.com/q/67968-6307674/
https://www.jpnshiken.com/q/67968-6307675/
https://www.jpnshiken.com/q/67968-6307676/

Antivirus profile

Edit AntiVirus Profile

Name HTTP_AV Profile

Comments Write a comment... /01255

AntiVirus scan (0 @ JEESS Monitor

oot o e [ R

R - F::RTINET

HTTP &

SMTP . O

POP3 »

IMAP OB

FTP &

CIFS »

MAPI ©@ O

SSH@ O

A

Firewall policy ==RTINET.
Edst Policy

Incoming interface !plclt-l o

Outgoing interface | port2 -

Source & Destination Showiogc

Source B an »

User/group *

Destination £ al x

o B m/m Aae -




JeTVICE W U
@ TP
@ HTTPS

@ =1p

X X X >

AntiVirus © B HTTP AV Profile -

Web filter

Video hiter

DNS filter
Application control

IPS

G e v e

File fiter

SSL inspection B certificate-inspection -




HTTPS access |- RTINET.

FTP HTTP HTTPSEBHTAHA D VO—REINBZ3T7AINITRH LT DM ILAREKETO T 7AILERETEHLIROONTLET,

TR MR HTTPELUFTPZ7O F3 L TIHXEEICEE LTI A FortiGatelIHTTPSIEBRHD 7 7 A LA >O0—KZJOv Y LEHA,

[FRRIERITL LI

A DML AREKETOT 74 ILDHEEELY FRTO—AR—XITH/ESNTVEEA,

B. 774724 —I)LR)>—T Web Z4ILEANEHIZHESTUVEWN =D DAMILAREKITOITI 7 ILAEEINETEA,

C.77ATF7I94—IRII—DT I avVIFEBIZRESATHWERA,

D. 774794 —I)ILKRK)—DSSLBREE—FIX, T+4—T avTUoIYRETEHBLY FEA,

Eff:D (AU RERKT D)

T7AT704+—ILRY) >—DSSLIREE— FIFFAHAEREICTEE SN THEY HTTPSkS 74 vV 28 BT ICSSLAIBAZEDAZRELE T, T DT FortiGatelFHTTPSEHTA D A—FShfz7 74
LWEBREFELIE IOV I TEFRA, AT UOVIEIRBEBIE SN EETT HITPSES 74 VI TOAMILARERX v o EBMZT BICIL SSLREE— RE T4 —TREICKRET IV ELAHYET, ik
L  FortiGateld F5 74 vV #BBIL BRE, . BLUBBEILTELLSICHY FET,

BfH: 59
RMIORZESRBLTLESL, CORIF, JE— MRS —/N\—DERO—&ZRLTVET,

. nelor

W

Fortinet
FortiGate EBEIXCDRELZLERLELTHDTIMN?
A.RADIUSH—/N\—DL—o Ly FEHRELET,

B. FortiGate 1 —%'— /' JL— T %525 T %,
C.RADIUSH—/IN—LETFL—=Z2J0U%RIIL BELET,

D. hL—Z0 52— =T IL—TOHERIALET,

IFfg: (EffZRTLET)

Fortinet-Group-Name B4 I& HED T IL—TIZET 51— —DHICRIZFIR T 5=HICFERINFET,

RADIUSH—/I\—ELD FL—=2 5 12— =5 )L—TF,

Eﬁ:ﬁ: 60

AMITEHESBLTLCESL, BEEIL FacebookZ BRI RTDY =¥ ILRY M IT—F 0L rADTHIERZTOYIFTBHES5ITWeb T4 LA TOT7AIILEFERELFEL-, LAL I—H—H



https://www.jpnshiken.com/q/67968-6307677/
https://www.jpnshiken.com/q/67968-6307678/

Facebook.comlZ7 9 tA L &S5 &9 % & FortiGuardDWebZ 4 LAY o5 TJAYyHOR=J(IZYBAL LY FERET,
RERENF-EHIZEDE EEEIIFacebookANDT I R EZHAL DD MODTRTDY =% IRy hI—F 0594 b % TRV I TBHEHIC EDESBEREERFZTOLENHYETM?

Web filter configuration
Edit Web Filter Profile

Feature set REEUEEEVE Proxy-based

& FortiGuard Category Based Filter
@ Allow = Monitor @ Block Warning Authenticate
Mame
Web-based Applications
Entertainment
Arts and Culture
Education
Health and Wellness
Job Search
Medicine
MNews and Media

@ Allow users to override blocked categories

& SearchEngines

Enforce 'Safe Search’ on Google, Yahoo!, Bing, Yandex (B
@ Static URL Filter

Block invalid URLs (O
URL Filter o

+ Create NEWJ # Edit i Delete Q

URL Action Status

www.facebook.com | Wildcard @& Monitor . & Enable




Block page

F:ERTINET

Fo %Mh‘igt usmn Prevention

55 Blocked :ATINE

Web Page Blocked

You have tried to access a web page that is in violation of your
Internet usage policy.

Category Social Networking

URL https:/mww facebook comy/

To have the rating of this web page re-evaluated please click here

A BBURLZ A LA EI L3 0THEATE DOTIVICERBLET,

B. FortiGuard A7 UAR—X T A JLATY =% LRy hT—F 2 5DT7H0 a3 vEZEHICRELET,

C.WebT4)L2T70T77/4)LDMEELY FETOXIR—XIZEBLET,

D. #MIURL 7 « /LR T_www.facebook.com®DF7 9 > 3 U EBRMIHRELET,

Eff:D (AU RERKT D)

FortiGuardDh 731 7 4 LA (X FacebookZ&EL Y —vILRy O—F 5% T0Ov Y LTULWET, www.facebook.comDEFEHURLT A LA T MY IFHEELEFIN, ZO70V 2 a i BERIICEKRESL
TWA= ATaVTAYIELEESLFHA BMOY— IRy FT—F 2584 & T0Ov %S LD DFacebookZEFrI 3 5121 ##HIURL 7 « )L 2 Dwww.facebook.comD 7V < a3 % B IZERET
BRBRENHYFET, CNIZEY FOURLOATIY T 4ILEY) UTHBATRMIZNAIRRENFET,

Eﬁ:ﬁ: 61
BRREHZSHRLTIEZEL,
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Web server

—

D

Engineering

FortiGatelZ (&, E%EME TV 7Y VIV HMAARILEF 2T AT 7 A LEZFERALTRILWeb Y —N—[CF7 VLR TERLSIC FNEFNRILL=T 74T 94— IR O—DRESNATVET,
BEEFX 2DDR) O—F1DIHET EEHDIC EQLSHIBEEZTOIVLEAHBY ETITM?

A.portl Eport2EF ELA U A—Tz—RIIN—TZER LT BE—DI7A4T70+— LR O—FERLET,

B.B¥DA U A—TJz—RKR)I—FFMILT RLI7AT7I4—ILKRK)—THR—F1ER—F2ZBRLET,

C.EH—DI7AT794+—ILKR)S—T_portl & port2 ZEEDNDA V3 — T —RICESHZAFET,

D.BE—DI77AT7V04—IR)—THR— M ER— 2O TRy FEBRLET,

FfE:A(QAV EHRKRT D)

BRB32ZEAF—T—X fortl&port2) #FEATH53DD 3Bk . V—ERXR X2 ) T4 70T 7ALUDBRIL2DD I 7A T I4—ILKR) O—%#HET HIZIE, EEEILport1 Lport2DMAEFEL A V32—
TI—RITN—TZERT ILELRHYET,

CNICKY B—DIF7AT704+—ILER)—FMADAVEA—Tz—XD6D S T4 YV ICHERATES-O BEMERIESN —BELtF2) T HRIMEFINET,

BRI FCP_FGT_AD-7.6RE5% [ZJPNTest.comigfit . FCP_FGT_AD-7.6:HERICEH T H 2 & IZRICII B FT ! JPNTest.comld S H=zEHFCP_FGT _AD-7.6:XERRIEE 1=t L £9, JPNTest.com
FCP_FGT_AD-7.6:ERFIREE (T4 SEH SN E L=, 2 CTFCP_FGT_AD-7.6MIEEN TR FI UV EFIZANET, HEFARD 7 4 £ X _ https://www.jpntest.com/shiken/FCP_FGT_AD-7.6-mondaishu
132/, 30%7r « AAD > kb $HA%4%EI510— F: JPNshiken|

Eﬁ:ﬁ: 62
BREBZSHELTIZEL,


https://www.jpnshiken.com/q/67968-6307680/
https://www.jpntest.com/shiken/FCP_FGT_AD-7.6-mondaishu

config system global
set av-failopen one-shot
end cOW*
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063929 vd-root 0 received a packet(proto=1, 10.0.11.50:3->100.65 0 254 2048)
tun_id=000.0 from pond, type=8, code=0, id=3, seq=168
06:39:29 aliocate a new session-00000ect
FE3AT 1IN B4, oug
06:39:29 len=0
06:39:29 result skb_flags-02000000, vid-0, ret ng-matchyact-accept, flag-00000000
06 3929 find a route’ flag=00000000 gw-0'0.0'0 via porn2
06:39:29 injport-4], out-[port-2], skb_Tlags-02000000, wd-0, app_id: 0, url_cat_id: 0
06:39-20 gnumt 00004 dse addiintf hash, lan=1
063929 checked gnum-100004 policy-0, ret-matched. act-accept
063920 ret-matched
06:39:29 pokicy-0 is matched, actl-drop
06:39:29 after iprope_captive_check(). 1s_captive-0, ret-matched, act-drop, 1dx-0
063929 after iprope caphlive check() is_captive-0, rel-matched, acl-drop, idx-0
063929 Dened by forward policy check (policy 0)
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