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D. /etc/systemd/system.conf

E. /etc/default/grub
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Which of the following are crucial considerations when validating the hardware operation of
an NVIDIA-Certified Professional Al Infrastructure server before deploying a production A1
workload? (Select all that apply)

A. Ensuring the BIOS and BMC firmware are up to date.

B. Verifying that the server's power supply units (PSUs) are operating within their specified
voltage and current ranges under full load.

C. Confirming the correct installation and functionality of all network interfaces (e.g.,
Ethernet, InfiniBand) relevant to the workload.

D. Only testing the GPUs with a synthetic benchmark like 'linpack'.

E. Checking if the server's case fans are spinning.

Ef#: (EfEZRTLET)

Validating hardware operation involves checking BIOS/BMC firmware for compatibility and
security updates, ensuring PSUs are within operating parameters, and verifying network
interface functionality. Synthetic benchmarks alone aren't sufficient; the fans spinning is a
basic check, but doesn't validate actual cooling performance under load. Complete
hardware validation involves a broad range of checks to prevent later issues.
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An MTU mismatch (option A) will cause fragmentation, where larger packets are broken
down into smaller packets before being transmitted, adding overhead and reducing
performance. The solution is to configure both devices to use the same MTU size.
Choosing 1500 ensures compatibility, while 9000 requires the entire network path to
support jumbo frames.
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BEEEL TS T & EREZE L1-LMEE NVLINKDIKEE L FiEiE % 2T 5-OICFERATES
OV RFEREY—ILEFEITTAN?

A. 'nvidia-smi nvlink -statue

B. 7&

C. nvcc -version'

D. 'nvidia-smi topo -m'

E. 'nvidia-settings' (GUI'Y —JL)

Ef#: (EfEZRTLET)
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7, 'nvidia-smi topo (&, NVLink ###i# &4 GPU O b RO S LR AZERRLE

9, 'Ispci' [£ PCL T/8f RE—EBRRLZEITH NVLink EBEDIERITIRME L EH A, 'nvee
-version' [X CUDA a /N1 S D/N\—2 3 U FHER L E 9, 'nvidia-settings' [, LA DHD
FEHRERFTTES GUI Y—ILTTH_NVLink DIREEIZDUVTIE 'nvidia-smr' (FEEH#ETIE
HYUFEEA,

BfH: 18

TETOXTBHAT pip)ZFEALTNGCCLIZA VA M—=ILLES E LTWETH E
IS—Of-HA VR F—ILAREBLET . NGCCLIDA VR h—Ltc FOX L 2 ERT
B5E&512 piplZHRETAICIEESTIIEENTIN?

A. 70X H—N—0DF7 FLRER—FZEFERAL T, http_proxy & https_proxy | IREBEZE
HEBRELFET,

B.'pipinstall <> FT-proxy 77> av&EHAL, 7axS —N\—DTF7 KLR &
R—bEHEELET,


https://www.jpntest.com/shiken/NCP-AII-mondaishu
https://www.jpnshiken.com/q/67994-6311231/

C.BYHT 4 LY kY (Bl: -/.pip/pip.conf) [ 'pip.conf Z 7 A ILZEHER L, Z7AILNT
TOXREETEBRELET,

D.NGC CLIN\y r—L#FHTHAHOO—KRL A ITS5AVTA VA M—=ILLET,
E.NGCCLIZ7RF* L DFERAEZHYR—FLTWEEA

IEfg: (EfZRELET)

BREBEEMERET D A pipinstall A< KT -proxy 77> a v &ERTS B) Fi-
(% “pip.conf Z7AIEERT D C)Z & T, 'pip 270XV EFEARAITEHLSICHERTE
FI N\ T—CEFETEYOO0—FT 5 D) Adk 984 VX b—LEOREERTT
M NGC & DGR ZBEICIEIRNE L TVWEFEA NGCCLI ETOX R ESR—FL
TWbH T3V EIRYTY,

Eﬁ:ﬁ: 19

256fEMGPUZEH LT-NVIDIAL V2 —TS5 A4 XAIZ 7Y b)—IZBWT RT—1) 25
TRAMRZRIATARERIEELRA L=V ) a—d 3 v OEEEAITTN?

A/ —FZTEDARIL—Tw kD8 GBSUUILETRELTWSZ &,

B. 74 FIVIKEED Y SR AIZHEITEL VTV —REERAHINTA—T VR,

C. T4 RV BEERORAIDBHEERM,

D. ®K4KS U F LFHEAHE Y IOPSHM100A %A FT,

IFfi#: (EfiZ R LET)

AlY 5 X% %#256fEMDGPU DGX H100M32/ — RK)IZHERT B E A RL—S 0700y
DIZKBRELR HoFXF v A MBENRELET, KREG FL—=2 T &/ —FI38E
HICKEDT—FZRBFICHEAAAFET,

NVIDIAD') 27 LY R 7—*%F % F+ (BasePOD/SuperPOD) Tl =g kL —=>
TDIHE . &/ — N 8ED GPU R TZEAFIKEICROI-HIC, RIEBRDODRIL—T v k
(2L DIHFE8GIB/s LIL) ZMHMBFTELIDLELHDIERESNTVWET A L—D R
TLM1 D20/ —FEE5EXRTUETESZ1L0D R2BD/ —FIRTHT—2ZEERT S
EMEA#HEDE GPUMNIO ZFSTT A FILIREEICH DO AIETILO R¥y—1Y 25
R NKIBICETLET, LEASDT IV ISREARFITOHO/ —RFTED—EL=R
W—T Y FERIETHIEN A T7I P —IZE>TRILEBELBIZEL LY ET,IOPS
(AT avD)IFIINSHBEIFZFAILTEEETTA KRFDA T—21Y IEZELDE

& . WebDataset 4> TFRecord D K S KRELNSF) T+—<I Vv M ¥y—TFTo T &
NEE=H =42 %L AN—Ty bHREBRRMLR YT ERYET,

B 20

A—HF—hd FA—T5—Z 5D L—=25S3TH CUDA AEYFRE|T5—T
9592 d5EVNIHELAHYELS, F-FZL, hAvidia-smija < > K TIXGPUIZ+57 %
EEAEYLAHDERTEINTWVWET, ZDY 3 JldTensorFlowHFRALTWET  EZ

bNBERAF2OHY FI,


https://www.jpnshiken.com/q/67994-6311232/
https://www.jpnshiken.com/q/67994-6311233/

A. TensorFlow D/N—U 3 UIE A VR F—ILENTULVS NVIDIA RS A /N\—EHBMEMN
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FEL EEOFTIFIZEFSIRIILI—FREZ LY L EET D,
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FrZHTFDHERICREIT S LICERZES,

IEfE: (EfEZRERLET)

Traditional data center metrics like PUE (Power Usage Effectiveness) only measure how
much energy is " wasted " by cooling and power delivery relative to the IT load; they say
nothing about how efficiently that IT load is performing its task. In an Al Factory, "
Efficiency " is better defined by the amount of Al training or inference performed per watt.
NVIDIA advocates for the use of workload-specific benchmarks, such as MLPerf, to
quantify this. MLPerf measures the time and energy required to complete standardized Al
tasks (like training a ResNet-50 model or an LLM). By prioritizing these benchmarks
(Option C), an organization can compare the energy efficiency of different hardware
architectures (e.g., A100 vs. H100) or different software optimizations (e.g., FP8 vs. FP16).
For example, even if an H100 system draws more peak power than an older system, its
ability to complete a training job 9x faster results in a significantly lower " Total Energy
Consumed per Job " . This shift from " infrastructure efficiency " (PUE) to " computing
efficiency " (MLPerf-per-watt) is essential for modern Al data centers aiming for
sustainability and cost-effective scaling.
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You are deploying a BlueField-3 DPU within a secure environment. You are required to
enable secure boot to prevent unauthorized firmware from being loaded. Which steps are
typically involved in enabling secure boot on a BlueField-3 DPU, starting from a factory-
default state? (Select TWO)

A. Install the latest version of the Mellanox OFED drivers on the host server.

B. Generate cryptographic keys and enroll them in the DPIJ's IJEFI firmware using tools
provided by NVIDIA or Mellanox.

C. Configure the server's BIOS to enable UEFI boot mode.

D. Flash the BlueField-3 DPIJ with a secure boot-enabled OS image that is signed with the
enrolled keys.

E. Update the DPU's BMC firmware to the latest version.

Ef#:BD (24> hEREKT D)

EELGFIEF EEF— U EHITIESREEMRLTDPU D UEFI 27 —LD T 7IC
BRI DHIE TLTENLODRTELIN-EF2T7 T — bRIED OS 4 A— % DPIJ
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J77—LIx7 (E)DT7yTT—FI—BMICHESINSIAETHY HY—/\—D BIOS
(C) TWEFI F—FE—RZEMIZTT B EIE UEFI £RITHETTA, ChiolE DPIU B
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You're deploying a multi-GPU training job on a cluster using Slurm. You need to ensure
that the GPUs allocated to the job are healthy and functioning correctly before the training
starts. What's the MOST effective approach to pre-validate the GPU hardware?

A. Run a simple CUDA vector addition program on each GPU and check for errors.

B. Check the output of 'nvidia-smi' to ensure all GPUs are listed and have the expected
memory.

C. Execute the NVIDIA Data Center GPU Manager (DCGM) diagnostic suite on the
allocated GPUs.

D. Monitor the GPU temperature using 'nvidia-smi' during the first few minutes of the
training job.

E. Allocate all available GPUs to the job and assume they are healthy.

EfE:C(AAV FEHEKT D)

Using the DCGM diagnostic suite is the most thorough way to pre-validate GPU hardware.
DCGM provides comprehensive tests to check GPU health, including memory, compute,
and interconnects. A simple CUDA program or checking nvidia-smr provides basic
validation, but not as comprehensive as DCGM. Monitoring temperature is reactive, not
proactive. Assuming GPUs are healthy without validation is risky.
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You are configuring an InfiniBand subnet with multiple switches. You need to ensure that
traffic between two specific nodes always takes the shortest path, bypassing a potentially
congested link. Which of the following approaches is MOST effective for achieving this
using InfiniBand's routing capabilities?

A. Rely solely on the Subnet Manager's (SM) default path computation algorithm (e.g., Min
Hop) without any modifications.

B. Use static routing by manually configuring forwarding tables on each switch along the
desired path. This involves specifying DLID-to-Port mappings.

C. Implement Quality of Service (QOS) to prioritize the traffic between the two nodes,
hoping that this will influence the path selection.

D. Utilize the ibroute command or similar tool to inject a static route between the nodes,
forcing traffic to follow a specific path identified by LID and port number.

E. Decrease the MTIJ size on the potential congested link.

IEfE: (EfEZERTLET)

Static routing with 'ibroute' (or similar) provides the most direct and reliable way to ensure
traffic follows a specific path. The SM's default algorithm might not always choose the
optimal path, and QOS only prioritizes traffic, not forces a specific route. Configuring
forwarding tables manually on each switch is error-prone and difficult to manage at scale.

B 39

You're deploying BlueField OS to multiple SmartNICs with varying hardware revisions.
How can you ensure that the correct device tree is loaded for each specific SmartNIC
during the boot process?

A. Create a single device tree that is compatible with all SmartNIC revisions. The kernel
will automatically handle compatibility.
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BfE: 40

After a recent OS upgrade, you need to reinstall NVIDIA GPU and DOCA drivers to
support both Al training and accelerated networking. What best practice ensures
successful installation and full hardware capability?

A. Download and install only the specific versions of GPU and DOCA drivers listed as
compatible with the current OS and hardware.

B. Apply legacy drivers for hardware released within the last two years to maintain
maximum compatibility across versions.

C. Install the latest available drivers directly from the NVIDIA website.

D. Use the default drivers provided by the Linux distribution, unless an installation fails
during system boot.

IEfR: (EfZzRTLET)

The correct best practice is to install only the GPU and DOCA driver versions that are
validated for the current operating system, kernel, hardware platform, and NVIDIA software
release. In NVIDIA Al infrastructure, driver compatibility is critical because GPU drivers,
CUDA libraries, DCGM, Fabric Manager, DOCA-OFED, network adapters, DPUs, and
kernel modules must align. Installing the newest driver without checking compatibility can
cause driver/library mismatches, failed nvidia-smi, broken RDMA, or unsupported DOCA
behavior. NVIDIA DGX documentation notes that DGX OS updates include coordinated
OS, kernel, GPU driver, CUDA toolkit, and DCGM updates, and NVIDIA Al Enterprise
provides support matrices to confirm supported platform combinations. DOCA-OFED is
also tied to the operating system and kernel environment, so version selection must be
deliberate. Legacy drivers may lack required fixes or hardware support, and default
distribution drivers are usually not sufficient for validated DGX or Al Enterprise
deployments. After installation, administrators should reboot if required, validate GPU
visibility, confirm networking driver status, and run health checks before returning the node
to production.

gﬁ:ﬁ: 41

After ClusterKit reports " GPU-Host latency exceeds threshold, " which NVIDIA diagnostic
tool should be used to isolate hardware faults?

A. Re-run ClusterKit with --stress=gpu -Y 60 to extend test duration

B. nvidia-smi topo -m to inspect GPU topology connections

C. DCGM Diags dcgmi diag -r 2

D. ib_write_bw to measure InfiniBand bandwidth between nodes

EfE:B(AAV FEHKT D)

" GPU-Host latency " issues in NVIDIA DGX or HGX systems are frequently caused by
incorrect PCle affinity or sub-optimal NUMA (Non-Uniform Memory Access) mapping. If a
GPU is forced to communicate with a CPU core or an HCA that is not on its local PCle
switch/root complex, latency increases significantly as data must cross the QPI/UPI inter-
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processor links. The command nvidia-smi topo -m provides a detailed matrix of the system
' s internal topology, showing how GPUs, CPUs, and NICs are connected. It identifies
whether the connection is via a single PCle switch (P1X), multiple switches (PXB), or
across the CPU (SYS).

By inspecting this map, an administrator can identify if a software process is pinned to the
wrong NUMA node or if a hardware path is unexpectedly degraded. While DCGM (Option
C) is good for checking component health, it doesn ' t map the logical-to-physical affinity
paths that cause specific latency " threshold

" warnings.
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NVIDIA BlueField BMC firmware documentation describes Redfish-based firmware
upgrade operations and indicates that the secure update starts tracking progress. The
Redfish task object exposes fields such as TaskState, TaskStatus, messages, and
progress indicators, which are the correct source of truth for update completion or failure.
Checking /var/log/messages inside the DPU operating system may not show BMC
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firmware update progress because the operation is managed by the BMC. Power cycling
immediately is unsafe because interrupting firmware update or activation can cause
recovery problems. bfrec --status is not the standard command for tracking Redfish BMC
firmware update task progress. In NVIDIA Al infrastructure bring-up and maintenance,
firmware operations should be monitored through the management controller workflow that
initiated them, preserving the Task ID and polling the BMC task endpoint until completion,
failure, or a documented timeout condition is reached.
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An infrastructure engineer is preparing a new Al cluster for production use, relying on
NVIDIA switches and high-speed optical transceivers for node connectivity. The team is
finalizing network validation before launching large-scale training jobs. Why is it critical to
confirm and align the firmware version on all switch transceivers prior to production?

A. To guarantee that hardware inventory tools can report serial numbers and manufacturer
codes for asset management, which is critical for future support and troubleshooting.

B. To ensure stability, bandwidth, and compatibility across the cluster, avoiding link issues
and performance loss.

C. To allow the network operating system to automatically discover all connected
transceivers with heterogeneous firmware.

D. To reduce GPU memory consumption during distributed training jobs.
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You have installed NVIDIA drivers using the .run' installer on a system running Ubuntu.
However, after each kernel update, the NVIDIA drivers stop working. What is the most
effective way to address this issue permanently?

A. Re-run the ".run' installer after each kernel update.

B. Use DKMS (Dynamic Kernel Module Support) to automatically rebuild the NVIDIA
kernel modules after each kernel update.

C. Disable automatic kernel updates.

D. Manually compile the NVIDIA kernel modules after each kernel update.

E. Create a script that symlinks the old kernel modules to the new kernel directory.
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You encounter a situation where a container running with GPU support is experiencing
significant performance degradation compared to running the same application directly on
the host. You have already verified that the NVIDIA drivers are correctly installed and the
NVIDIA Container Toolkit is properly configured. Which of the following could be
contributing factors to this performance difference?

(Select all that apply)

A. The container is using a significantly older version of the CUDA runtime compared to
the host.

B. CPU pinning or NIJMA affinity is not properly configured for the container, leading to
inefficient memory access.

C. The "-ipc=host' flag is not used when running the container, causing inter-process
communication overhead.

D. The kernel version within the container is significantly different from the host kernel,
leading to driver compatibility issues.

E. Insufficient bandwidth between CPU and GPU

IEf#E: (EfEZRTLET)
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Updating the NVLink Switch firmware is crucial for ensuring compatibility and stability with
the connected GPIJs and the overall system. It addresses potential bugs, security
vulnerabilities, and performance issues. It should always be done first before any other
software configuration. BIOS settings should be checked beforehand, and the NVLink
management software comes after the firmware update.
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A security policy requires you to log all NGC CLI commands executed on a specific host.
How can you achieve this without modifying the NGC CLI source code?

A. Use the 'history' command in Linux to view the command history for the user account
used to execute the NGC CLI commands.

B. Implement system-level auditing using tools like ‘auditd' (Linux) or Windows Event
Logging to capture all executed commands, including NGC CLI commands.
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C. Create a wrapper script around the 'ngc' command that logs the command and its
arguments before executing the actual NGC CLI command.

D. NGC CLI automatically logs all commands to a file in the '/var/log/ngc' directory.

E. Configure the NGC CLI to send all commands to a remote syslog server.

IEfE: (EfEZRTLET)

System-level auditing (B) provides a comprehensive way to log all executed commands.
Creating a wrapper script (C) allows you to log the command before it's executed. The
'history' command (A) only captures commands executed in the current shell session.
Option D is incorrect as NGC CLI does not log automatically to this directory, and option E
is not a supported feature.

Eﬁ:ﬁ: 58

925X 45 RBEFIZ UFMYZ — JILIREEY — L AAEE DInfiniBand ) >4 T BRof=HR A /83—
IS—%RELFET, COMBEEMRT IRLEDEMNLGHETMTTMN?

A TRTDI)—TRA v F=HEHL T LLDPOBREZEHLET,
B.#E8%ZT=7—TILETRT LYBITL—FOOMSR T 7 A N—IZKBELET,
C.LLDP 7—42 % +RAY J7AIEBELTHRIEL BELET,

D. B REEZ/NM /INR T 5= T RTDARA Yy FTCFECEEMIZLET,
FfE:C(AAVLEEKRT D)

NVIDIA DGX SuperPOD #; £ D K#R4&7%: InfiniBand 77 JY v H T 78 TF74 T IL—
FA4VTBEUV Ty RV — 7Y XLNELL#EET S0 4—TIL kRO
CEIEMEICHEFET 5 Z LA WETT , Unified Fabric Manager (UFM) A8, ¥ —J LT R
A— rARAD Ty T (ZLDIHGE csv £1=1E topology 7 7 A4 JL) THRESNI=/R— KL
HNOR—FEFEIN TSI EFZRE LGS, BE R A N— 1 ZS5—HFEELE
T UFM X LLDP (U >Y LAY T« XA\ FAbkal) F=EH TRy FEEN
Ty bEFERALT, Y I OMmED GUID Z3#AILET,

RUMEBNLGEEREE UFMAOSIRBEEINE S M JLLDPT—42 LRFTRERET 5
ETYT, CNITKY TP TRERIS—HMYEBNLGTr—TLERI X K—FOALE
ZNZEBDEDOMN, FARAD—T7AMIILDBEBIS—ICLDLDNEHRETEET , RM v
FOBEH 473 VA TIIYEBMENYFIS—IIBESINT FECOEME 47
aAVD)ERAMBIL—T 4 Ry OREICRL LA LVEE 400G KDR) 1 >4
TRANEESELX%Z5IFREILET MEBNLGNYFEBET S, bRODS—T74
WEBHTHIET 777V ID UV Ry IL—R | DERICETINET,

B 59

EMRER b L— M IFIZBlueField-3 DPUR—ZXDH—/N\—ZHBHELTLWET . UE—FD
NVMe SSDIZ 7V X3 5 1=HIZNVMe-oF KNVMe over Fabrics) ZfEH Lzl &E X TLY
F9 ., ZDONVMe-oF#ERIZH VT  BlueField DPU%{FERT 5 X4 Fmld ZENICEHEA
DY —N—EHBRLTRITLELEI N ?


https://www.jpnshiken.com/q/67994-6311271/
https://www.jpnshiken.com/q/67994-6311272/

A. BlueField DPUIE Fig4E% L TNVMe-oF 2 —4'w 2 BEIMIICHER LT,

B. BlueField DPU[ZNVMe-oF 70 kO LB H#A 70— KL KR kY —/3—DCPUA —
N—A~y FZFHIBLET,

C. BlueField DPUIZL Bli&ENVMe-oF 2 —4w kY —N\—Z B L LEEA,

D. BlueField DPUIE X TDHONVMe-oF b5 7 4 w72 L T/HN— KD = 7S EAR
LTWEd,

E. BlueField DPUIZ  NVMe-oF ##t % 1 lfid %5 Z &£ % < NVMe SSDD Y F X Ty TZH]
BEICLET,

IFfig: (EfiZ R LET)

BlueField DPUZNVMe-oF R CHERAT 5 mADFIRIE NVMe-oF 70 O JLUNEZE A T
A—KTESHZETY, INIZKY KRR MY —/N—DCPUERMAKIBIZER I D%
RAII12&YEZELD)Y—RZENYLTHZ EMNAREIZHEY FF, —EBDODPUIF/N—FD T
THREILGEEDKEZRMIIGEEILIHYFEIN EFHAY Y METO FOLBEDA D
A—FTY,

Eﬁ:ﬁ: 60

NVIDIA A100 GPU £IZ2 DM Ig.10gb MIG 1 Y RA VA& LELz,—ADA VR
RUORTTA—TI—Z0DrL—=209 03 TEETLTHEY £5—ADOMIG AV
RABUAD)Y—REHELGEWVWESITLIEZWEEBZATVWEST , N—FY 7 LRLT?2
DPOMGC A URE VAN EZRILET DA D= XLEENTIM?

A. CUDATR ILF7RERXHY—E X KIPS)

B.VGPURY P a—1) vy

CMGN—F9xzF7 NN\—F4a3=25

D. Kubernetes® 1) V—RE|Y HT

E. cgroups

Ef:C (A AV LEHKT D)

MIG (Multi-Instance GPU) provides hardware-level partitioning of the GPU. This means
that each MIG instance has dedicated compute, memory, and memory bandwidth
resources, ensuring strong isolation between the instances. CUDA MPS allows multiple
processes to share a single GPU, but does not provide isolation. vGPU scheduling is for
virtualized environments. Kubernetes resource quotas provide resource limits at the
container orchestration level but do not provide hardware-level isolatiom Cgroups is a
Linux kernel feature to limit, account, and isolate resource usage (CPU, memory, disk 1/O,
network, etc.) of process groups. It is often used in conjunction with containerization
technologies such as Docker, but does not directly influence the MIG hardware
partitioning.
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A system administrator needs to configure a BlueField DPU and enable RShim on the
baseboard management controller (BMC). Which command should be executed?
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A. ipmitool raw 0x32 Ox6a 1

B. systemctl restart rshim

C. systemctl enable bmc-rshim.service

D. scp < path_to_bfb > root@ < bmc_ip > :/dev/rshim0O/boot

IEfE: (EfEZRTLET)

In NVIDIA BlueField DPU architectures, the RShim (Remote-Shim) interface provides a
vital communication channel between the DPU and the host or BMC, typically used for
early-stage provisioning, console access, and firmware loading. While the DPU is usually
managed via the host ' s PCle bus, certain data center configurations require the DPU to
be managed out-of-band via the server ' s Baseboard Management Controller (BMC). To
enable this capability, a specific low-level command must be sent to the BMC to toggle the
RShim functionality over the internal USB-to-BMC bridge. The command ipmitool raw
0x32 0x6a 1 is the verified raw IPMI hex code used in NVIDIA DGX and certified systems
to enable the BMC-to-DPU RShim path. Once enabled, the BMC can " see " the DPU as a
USB device, allowing the administrator to push a BlueField Boot (BFB) image

to /dev/rshimO/boot for OS installation even if the host CPU is powered off or
unresponsive. Option B and C are host-side service commands that assume the driver is
already loaded and the hardware path is active, whereas the raw IPMI command is
required to enable the hardware path itself.
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An engineer must ensure that a BlueField-3 NIC firmware download matches the cluster's
PSID. Which step is critical before installation?

A. Check that the DPU's BMC IP is reachable by ping.

B. Confirm that the firmware file size matches the DPU's flash capacity.

C. Use mstflint -d < PCI_ID > query to validate the device PSID before selecting the
firmware image.

D. Verify that the SHA256 hash of the firmware matches NVIDIA's public ledger.

Ef#E: (EfEZRTLET)

The critical step is to query the device PSID using mstflint -d < PCI_ID > query before
selecting or installing the firmware image. The PSID identifies the exact NVIDIA networking
device variant, board configuration, and supported firmware branch. In a BlueField-3 or
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ConnectX-based Al infrastructure environment, using firmware built for the wrong PSID
can cause installation failure, unsupported behavior, or device instability.

This is especially important in cluster operations because firmware consistency must be
maintained across nodes, DPUs, SuperNICs, and adapters. Checking BMC reachability
may help with platform management but does not confirm firmware-device compatibility.
Firmware file size is not a reliable compatibility indicator.

Hash verification can confirm file integrity, but it does not prove the image matches the
device PSID.

NVIDIA MFT and mstflint workflows are designed for querying device identity and firmware
details before burn or update operations, and NVIDIA documentation references PSID-
based firmware querying in MFT workflows.
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During a 72-hour HPL burn-in test on a DGX H100 cluster, one node shows a 15%
performance drop after 48 hours. What are the two most likely causes and diagnostic
steps?

Pick the 2 correct responses below.

A. MPI configuration error; rerun with --cpu-affinity adjustments.

B. Network packet loss; analyze ibdiagnet reports.

C. Thermal throttling due to cooling issues; check nvidia-smi dmon.

D. Memory corruption; reboot the node and reduce problem size N.

Ef#:BC(2AY FEHKRT D)

The two most likely causes are network packet loss and thermal throttling. A performance
drop after 48 hours of HPL burn-in is less likely to be a simple launch-time MPI
configuration issue, because MPI affinity errors usually appear from the beginning of the
run as consistently poor performance. A delayed degradation suggests the system
changed state under sustained load. Thermal throttling is a common cause: after many
hours, rack cooling imbalance, blocked airflow, high inlet temperature, or fan behavior can
cause GPU clocks to drop. nvidia-smi dmon helps monitor GPU temperature, power,
utilization, and clocks over time. Network packet loss is also likely in multi-node HPL
because HPL depends on heavy communication across the InfiniBand fabric. Link errors,
symbol errors, retransmissions, degraded cables, or congestion can reduce sustained
performance. ibdiagnet is the correct fabric-level diagnostic tool to collect and analyze
InfiniBand health, topology, counters, and link issues. Rebooting and reducing matrix size
would hide the symptom rather than diagnose it. Correct burn-in practice is to preserve
evidence, inspect thermal telemetry, review network diagnostics, and compare the affected
node against healthy peers.
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You are developing a CI/CD pipeline for deploying A1 models to a Kubernetes cluster with
NVIDIA GPUs. Your pipeline includes steps to build, test, and deploy the model as a
containerized application. What is the recommended approach for ensuring that the
application container image includes the correct NVIDIA drivers and libraries?

A. Manually installing the NVIDIA drivers and libraries inside the container image during
the build process.

B. Using a base image provided by NVIDIA that includes the necessary drivers and
libraries.

C. Relying on the NVIDIA Container Toolkit to automatically install the drivers and libraries
at runtime.

D. Downloading the latest drivers from NVIDIA's website and adding them to the container
image.

E. Configuring the cluster to download and configure the needed drivers just before
deploying your application.

EfE:B(AAV FEHEKT D)

Using a base image provided by NVIDIA (such as those from NGC) is the recommended
approach because it ensures that the container image includes the correct and compatible
drivers and libraries, simplifying the build process and reducing potential compatibility
issues. The NVIDIA Container Toolkit requires host drivers and handles the injection of the
library into the container and not the building of the image.

Eﬁ:ﬁ: 69

An administrator needs to perform a comprehensive pre-production stress test on a DGX
H100 system. Which command validates GPU, CPU, memory, and storage components
while following NVIDIA's recommended procedure?
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A. nvidia-smi -q | grep " GPU Stress Test "

B. sudo nvsm stress-test --force

C. stress --cpu $(nproc) --io $(nproc) --timeout 600

D. ./gpu_burn 60

IEfE: (EfEZRTLET)

The correct command is sudo nvsm stress-test --force. NVIDIA recommends using NVSM
for the DGX pre- flight stress test before putting a DGX H100 system into production or
after servicing. The documented NVSM stress test can run checks across supported
components, including GPUs, CPU, memory, and storage, and the recommended
command for all supported components is sudo nvsm stress-test --force. nvidia-smi -q
provides detailed GPU information, but it does not execute a full platform stress test. The
Linux stress command can load CPU and I/O subsystems, but it is generic and does not
validate the DGX platform using NVIDIA's health model. gpu_burn may stress GPUs, but it
does not cover CPU, system memory, storage, and DGX-specific platform checks in the
recommended way. During server bring-up, NVSM is preferred because it understands
DGX hardware components and can identify platform health issues before the node is
released to production workloads.
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A system administrator needs to configure a BlueField DPU and enable RShim on the
baseboard management controller (BMC). Which command should be executed?

A. ipmitool raw 0x32 Ox6a 1

B. systemctl restart rshim

C. systemctl enable bmc-rshim.service

D. scp <path_to_bfb> root@<bmc_ip>:/dev/rshim0/boot

Eff: A(Q AV RERKRT D)
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E. Disable CPU-side caching to force all /O operations to go directly to the GPU memory.
IEfR: (EffZzRnLET)

Explanation:GPUDirect Storage requires PCle Gen4/Gen5 for sufficient bandwidth (B). The
CUDA driver must be compatible with GPUDirect Storage (C). Direct I/O support in the file
system is essential to bypass the OS cache and allow direct GPU access (D). RAID 0 (A)
is about storage speed but not directly related to GDS functionality. Disabling CPU-side
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caching (E) is usually detrimental as it can reduce overall system performance. Note, this
is not always bad but needs to be tested depending on application.
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Consider a scenario where you are setting up a high-performance computing cluster with
several GPU-accelerated nodes using Slurm as the resource manager. You want to
ensure that jobs requesting GPUs are only scheduled on nodes with the appropriate
NVIDIA drivers and CUDA toolkit installed. How can you achieve this within Slurm?

A. Use Slurm's 'GresTypeS configuration option in 'slurm.conf to define a generic resource
type called 'gpu' and then configure each node to advertise the available GPIJs. Slurm will
automatically ensure that jobs requesting GPUs are only scheduled on nodes with the 'gpu’
resource.

B. Create a custom Slurm script that checks for the presence of the NVIDIA driver and
CUDA toolkit before submitting a job to a node. If the requirements are not met, the job is
rejected.

C. Use Slurm's node features to tag nodes with the "Feature=' keyword in 'slurm.conf. For
example, tag nodes with GPUs as 'Feature=gpu' . Jobs can then request nodes with the
'gpu’ feature using the option.

D. Install the NVIDIA Data Center GPU Manager (DCGM) on each node and configure
Slurm to query DCGM for GPU availability and health. Slurm will then only schedule jobs
on healthy and available GPUs.

E. Utilize Slurm's Prolog and Epilog scripts to dynamically install the necessary NVIDIA
drivers and CUDA toolkit on each node before and after a job runs. This ensures that the
required software is always available.

IEfR: (EfZzRTLET)

Using Slurm's node features is the most straightforward and recommended approach for
tagging nodes with specific capabilities. The '-constraint' option allows jobs to request
nodes with particular features. GresTypeS can be used, but node features provide more
flexibility and control. Installing drivers dynamically is impractical and inefficient. DCGM is
primarily for monitoring, not core scheduling requirements.
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Your application requires access to the raw packet data, including the Ethernet headers.
Which of the following programming models or APls is most suitable for accessing raw
packet data on the BlueField DPUwith minimal overhead?

A. Using standard Linux socket APIs (e.g., 'socket()', 'recvfrom()') in user space.

B. using DPDK (Data Plane Development Kit) with the BlueField DPU's PMD (Poll Mode
Driver).

C. Using Netffilter hooks in the Linux kernel to intercept packets.

D. Using libpcap to capture packets from the network interface.

E. Using the 'tcpdump' command and parsing its output.

Ef:B(OA U FERKT D)

DPDK provides a framework for high-performance packet processing in user space,
bypassing the kernel's networking stack. The BlueField DPU's PMD (Poll Mode Driver)
allows DPDK applications to directly access the network interface with minimal overhead.
This is ideal for DPI applications that need to process a large volume of packets at high
speed. Standard socket APIs and Netfilter hooks involve kernel intervention, which can
introduce significant overhead. Libpcap is a packet capture library, not designed for high-
performance packet processing. 'tcpdump’ is a command-line tool, not a programming API.
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FIZANET , BRERD 7Y £ X _https://www.jpntest.com/shiken/NCP-All-mondaishu
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BM: 77

F—BHYALITUT 4R RAD DGXAI00H—NN—TD FL—=H 18T+ —T U AAB
E1TEAMTELKETLIEZEDHRENHY £L 1=, Avidia-smi| TIEFT X THOGPUMNIEEIZ
BELTWA I ENTESNTUWVET A, Avprof) TIX EudaMemcepy |DEITHEREAVKIZ(Z
EMLTWA I EAHALMZAYFELZ, RLAEEOEVRMLRAYZIFAITLLS
me
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A.CPUIZEWLATRIAIN 2 THEY  VRATLAE) DBEIEZD CEAHEANEELTLE
ER

B. PCle/NA M EAFIIREEIZA Y . CPUEGPURID T — 2 Emk BEAFIBR SN ET,

C. GPURSIMONVLInkiE#E ML L  PCleiRHATHOT— R EENBREI S NET,

D. GPUMBEL H—<IILRAOY R UTDREELTAEYEEREMETLTLET,
E.R ML= RTLMNEL  T—35AAH ERINEAIEEL TLVET,

R (ERERTLET)

ScudaMemcpy' DETHERBMNR B> TWWSI5E CPULGPURBID T—2 85 F1-1&
GPUAEBRKIZRMILRYIDREEL TSI EERLTWWET, PCledfafnte
NVLinkiIZ# D TFE S L RE L L LHaREMAH Y FITH, 2L DHEE CPUDERINELC
ERELRERERETYT , CPURATRIOE WNATLESZ R O—BHUE S A TLAERIZE>TYRT
LAEYDBREDFEEL GPUNDT—REREREMETTEHI EAHY £, NVLinkH
FROAEEEIFIEWNEEZ oNFET, BEE L nvidia-smiav > FEETINIEL, GPURM
TIZS—PREETIRESINDIETENLSLTT,

Bf: 78

EEE(X BlueFieldf A —T %42 —4y FDPUIZFEITERT SELAHY T4, EEE
FFHLNWAA—DT7AILEFOA—RL ENEN—FD I FICEZTALKELNHY
FI BEHEBFEDAT U FZFERAIARETLLEOIN?

A. /opt/mellanox/minx-fw-updater/minx_fw_updater.pl

B. apt install doca-runtime

C. dd if=/root/bf.image of=/dev/bf bs=4096k

D. bfb-install --rshim

EfE:D(QAAV FEREKRT D)

IE L ULV 37 > FIX bfb-install --rshim T _ @& BFB 1 A —2 /AR &@E1% RShim 7/3A
AEEBIZFERLFET, B sudo bfb-install --rshim rshim0 --bfb < image_path.bfb > _
BlueField YV 7 bz 7 4 A—TIFX—HRMIICBFB 7 7/ JLE L TERA SN RShim (&1
*—2 % BlueField TIRA RIZT v a2 5-OITFERAINLKRX FMUIDONRZRBELE
9. NVIDIAD FF a2 A2 MZIE bfb-install 2—F « 1) 7 4« H RShim /Ay —UI2&F
NTHEY AR F—ILOETKRZEHRE LA S BFB 4 A — U % BlueField 127w
a9 HOICFERINS LEEBFE SN TULET, minx_fw_updater.pl V—JLIET 7—L
DIT7DEFATHY TL7% BlueField OS 41 A —COEFRATIEH Y FH A, aptinstall
doca- runtime [ DOCA S22 L IN\ylr—U% A4 VX F—)LLETH BlueField 1 A —
CEISvialLlFERA, dd ZEBREZEDOTNA X NRIFERAT LS LERLTHEA
{.BlueField 7— bk A b)) —L A A—DHREAT 5O R— b SIhfzAETEHY
FHA, BBEICYHR—FSAhTWEBFBA YA ML D—49 J0—%FAT 5

& . DPUDNENLGERMNEAA—VZEEIL BEMOEEIREICAS ZENMRIEESN T
ER
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B 79

NVIDIAGPULTCUDA7 ) r—L 3 v ERITLTWARREEZATCHELLS 77
J— 3 VIXEEICaA NS ILEINFETH EITEIZ CUDA ERROR ILLEGAL
ADDRESS| TS5 —hWHELTY Ty alFzFd, I—FEFEFHERLELEZA BHS
NEAERVEENT IV EERIEIROMYFBA, COIT—DREREZHFETHICIE EDL
SHEBERTNYITFENEMTLLIMN?

A ETFICAEYTIEAIS—%EHT HIZ(E, €uda-memcheck | ZERALEFT,

B. CUDAT /Ay H €uda-gdb) AL TI—FEZRTYTEFTL EHELATIRNEE
FARES,

C. NVIDIA Nsight Systems ##BLTC7 FUr—2 3207742 5 L AEYE
YYTNRE—VERELET,

D.GPU L TECC(ZS—STEEa—R) AEUZEMILT AERVDIS—ZFHHELTE

IELZET,
E. CUDANZ—RILTHEAEINSTAVIHA XZNESK LT RBEATDBRENFELET
SRR ZERLET,

R (ERERTLET)

€uda-memcheck] A) [ A EU TV RIS —ZRET H=DITHAIZERIT SN TUNE
9, €uda-gdb) B) &, F¥filaa— FEEZAIEEICZ L E 9, NVIDIA Nsight Systems C) [,
IS—DREELGEDIATVEVETOREEHET HDIKRID>TOAT7A4) VI EHRE
RELET ECC D)ZEMNCT S EERIIBREINLSATEEMLAHY FIH BRMGZI—
FIS—IXMEESNFERA, T ECCIET I7AIL FTHRMIZHE>TWS =6, ThlTMsH
NTT,7av 994 XENELLTBH E)EFX EAEAERYUMNMERLTEY A—/N\—7
A—9 5alREMEL HHEEICOAEMTT,

Eﬁ:ﬁ: 80

You are tasked with optimizing an Intel Xeon scalable processor-based server running a
TensorFlow model with multiple NVIDIA GPUs.

You observe that the CPU utilization is low, but the GPU utilization is also not optimal. The
profiler shows significant time spent in 'tf.data’ operations. Which of the following actions
would MOST likely improve performance?

A. Increase the number of threads used for CPU-bound operations in TensorFlow using
'tf.config.threading.set_intra_op_parallelism_threads()'".

B. Enable XLA (Accelerated Linear Algebra) compilation in TensorFlow.

C. Use 'tf.data.AUTOTIJNE to allow TensorFlow to dynamically optimize the data pipeline.
D. Reduce the global batch size to improve memory utilization.

E. Upgrade the server's network adapter to a faster interface, such as 100Gb

EfE: (EfEZRRLET)

'tf.data' performance issues often stem from inefficient data pipelines. 'tf.data.AIUTOTUNE
allows TensorFlow to dynamically optimize the pipeline by adjusting parameters such as
prefetch buffer size and the number of parallel calls to transformation functions. XLA
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compilation optimizes graph execution, but 'tf.data’ issues need to be addressed first.
Increasing CPU threads might help but '"AUTOTUNE is more specific to the problem. A
smaller batch size could negatively impact GPU utilization. Network upgrades are
irrelevant as the problem lies within the server.
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I > =7I% BlueField-3 DPUDBMCEDTRTHDaVHR—FR2 bk

ATF BSP NIC_ UEF)DWRED 7 7—L Dz F7N—V 3 v HRTHILELRAHY ET,
CDEMERB T HRedfish APITIT Y FIZERTTM?
A. mixconfig -d <dev> q
B. curl -k -u root:<password> -X GET https://<DPU-BMC-
IP>/redfish/v1/UpdateService/FirmwareList
C. mstflint -d <PCI_ID> % T ') 522 kR
D. curl -k -u root:<password> -X GET https://<DPU-BMC-IP>/redfish/v1/UpdateService
IZ7—L2TT7A RN
EfE:D(QAA U FEHEKT D)
FTDONVIDIA BlueField DPUIZ (&, X RIZZXEDRedfish APIIZ &K S FHNEBEYR— T
HMEN—RAR—FEEI FO—F BMO)MWEHINTLWES, KX FOSH B
mixconfig & 7> 3 VA) Omstflint 72 3 C) R EDCLIY—ILEFEHLTNICT 7 —L4
DIT7HEFT VT 5HIEIETEET A ARM Trusted Firmware ATF) . AR— FHHR—k
Xy —2 BSP) DPUQUEFI7—rO—4—&, V> =-BMCEIADaVR—R 2 F %
HICBRT 52 LIETEELA, RedishifETIE N—FO 74 R M) ADHE
URINEE SN TLVE T, FirmwarelnventoryL > KR4 > kb 7S 3 D) DPUL®D
TJ7—LD 7 THIEIRBELG T RTOIAVR—RY FON—2 3 VIEHRESOAIENL
JSONA T2 x4y FEWEFT 5=HDIELLRESTUNRTY , Chid, BEESNI=T—
At/ —EE AT L KNVIDIA Base Command Managers &)W R5F—2 05 71—
AHIZDPUME LWL H=ILTF oA A= IN—2 30 THAEEZHRT H-0ODHES
N3 AETY,

FirmwareList] #7323 UB)I&X, COHEDT—2 12319 H1Z#EM % Redfish URIT (X7
W EITEELTLSEZE,
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BlueField-2 DPUIZ & > TEFRIEESNTI=NVMe-oF k5 7 4 v I D/INT A —T U AERED +
SINDa—T14 T FT>TVET , ROMAERICHIELH D EE->TWET /7y k
BROESELGLLEDEENIERDMADKIEZ 2T 5102 RD perfquery] AT FD S
LEENARLEEEDE VMERERELEFTM?

A. 'perfquery -x' (—RRBIZL ) > U #ETHIEER)

B. 'perfquery -s;' (R A1 v F##ET)

C. 'perfquery (QoS#isT1E#R)

D. 'perfquery -P (/X y MMEREEBEEZSOR—FhDH 2 43)
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E. 'perfquery -G' (/' O—/\JLAI 52 —)
I (EfgZRTLEY)

perfquery -P1a< Y FlZ AR— F LRI TO/N vy MEX EBE 7DD RDMARTE »
P YICEATSEELGRBEREZSCR—FHDO U2 ZFRBELET, IlE NVMe-oFIRE
[2&1T 5RDMABED /N T+ —<Y U AMEZZH T 5 L TRVBEYLZIT U FTY, ED
AT aoTlE, KYREMEIIBEEEDEVERLMONELEA,
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B3 B 5MEBHY —/N\— L TEMET 5 DDockera > T FHIZE =M HEHDGPU
AT ANHERBEE T IV — a3 vERELTWET KoV TFHFAEATIAD
RAMEDGPUIZ7Z7 VAL THIATESLIICTAICIXESITNIELLNTLLEIAN?
AT RTODRRA IV UICEAILN—D 3 VDONVIDIARS A N—%A4A R —)LL OV
TTHEITCUDAS A TSV EHETH0DFY bT—U 774 IV AT L KNFS) #5RTE
LET,

B. £/RX k< < UIZNVIDIA Container Toolkith’f Y X F—JLEn BRI TWEZ L%
ML Kubemmetesm EDAVTFA—4 A ML—3 TSy b I+—LZFERLT,
T704EGPUEIYSTHEEBLET,

C.&IAVTTZFHTHEL, CUDAVISIBLE DEVICES | IBREZ#ZFAL T, T Eh
DHRA FTHERAT SHCGPUERELET,

D. Docker Swarm#{# /A L . 8ocker-compose.yml| 7 7 4 JLTGPUY YV —AD%IFIZIETE
LT . &Y—ERIZGPUZEIY LB TET,

E. h R4 LiDockery kT —9 #4EHEL KAV TFNRY FIT—ODF— D/ %F
THILFDGPUTNARELTHERTSLIITEELET,

EfR: (EfEZzRTLET)

PHEGPUNAD=ONDREBEFLY ) 12— 3 & Kubernetes B)D &K S5%Ha 77
A=A L—>3 2Ty T +—LENVIDIA Container ToolkitZ A EHES & T
9, Kubernetes(& #E#HD/ — FEITORZPa1a—J 5 JY—REYLHT GPUESE
D). BLEURY FT—IRBETVET,

NVIDIA Container Toolkit [&, &3 VT FMNRRAMED GPUIZ7 VR TEDHLIITLE
9. OIFEFMTTA, TILFH—N—ERIZIZ+H2TIEHY £ A, Docker Swarm D) (&
BEE L T H, Kubernetes D& S HBEEA GPU Ry Pa—1 U7 BgEAH Y T

M NFS £EH NIEFRETHY NIT+r—IVRADR LRV I 5 ERITaAEEELH Y
9, HRAL Docker 2y hD—5 E)IZ. GPU 7V RIZEEXSG LTWEEA,
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BlueField-2 DPUZEEH LIz —/N\—HZEB L TLET 18D —/\—TERHMER Y
FO— O EGEORENREELTWET DPUN T 7—LI z 7ICRENH S D TIEE LD
LB ->TULET, BlueField-2 DPUDBED 7 7 — LY T 7 NA—L 3 VERRT 28 L1558
HOEWHEIETENTTMN?
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A BEFICT7—LITTEEDA Y E—UHARON R TLATEERLTLEEY,
B. T'NA ADRELE T 7—L DT T7DN—P 3 VEBET HIZIE, mststatusja<v 2 K
ZEALET,
C. 'lproc/driver/mix4_core/versiorf 7 7 A4 JLZARE T,
D. IPMIZE 7zI&Redfishz /t L TDPIUMBMC &K—XAR— FEE IV FA—3)ICELEDHE
F7,
E. DPUICEB & T oty RT—9 4B —T 2 —XT Ethtool -i | ZEITLET,
IEfR: (EfEZRTLET)

st status |37 > RARLEBHEOSVAETYT, ZCDa7 > FlEMellanox OFED*Y —
ILO—ETHY DPLIZETMellanox7T/N\1 RDIKEFBET H-OITHFRIIZHRET SN T
BY . T7—LozT7N—DaVEEHEICBRELFEFT MOAETILFLINMYINELOND
ATREMEXH Y T A, Mmststatus | AT Y RANREMZFERBEE LY ET,
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NCCLZRAW:=NHMERBEE FL—=2JIEA SN ST ILFGPU Intel Xeont—/3—
[ZH VT GPURIDBEN T+ —T U RZRLIEIDITHMEMNLEFEEIRDSBENT
TH?

A. GPURBITOPCleE7Y—ET7EEZ BT 5,

B. #IARIREA G AL, InfiniBandE f=I[ERoCEA 2 —a %Y FE=FIFT 5,

C. VAT LRAMDY A XREEOLT TARIANDT—AEGEFR/NRICINZAF T,
D.NCCLAELWRY D= A VA=A RE LT VAR—F A L)L (Bl

1B, Socket) AT 5K IITERELFT,

E.—BL=N\74+—T U RE#HFT B0 _CPURBKRMRT— VI #EHIZLET,
Efg: (EREETLET)

GPUMIDBIEEZRET HICIL, GPURITT —2 28X T 5 1=DIZERASN IRy FT—2
FREETHIRELHY FT PCleETY—E T InfiniBand/RoCE | & & @] ZNCCL
BRIEITART BEREDORLICEMLES . RAMY A XEEOFT ZLET—4F2F vy
DAITBILFETH, GPURIDBEREICERZREZEZT 50T TEHY FE A, CPURIKRH
RIF—1) VT EENTEHDIE CPUDN T+ —I U AREMICET HELDTHY  GPU
BOBEICEZREZET LHILDOTIEHY FHA,

BH: 86

ClusterKitht GPURR FD LA TUIMNLEMEZRBAFE LI EHRELIZEE /N—F
DI7EEERTET HOIZEDNVIDIAZK Y —IILEZFRAITRETIMN?
A.ClusterKit#—stress=gpti 604 7> a3 UFETEEFTLTTR FEBZERLTL £
0y,

B. nvidia-smitopo-m 3 ¥ > KT GPU rROS—DEHKERELET,

C. DCGMZEZ# dcgmi diag -r 2

D. ib_write_bw &/ — FRE® InfiniBand HiEEZHE LET
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Eff:B(OAVRERKT D)
NVIDIADGX £/ [X HGX Y R TLALIZEFTS GPU KRR MEE  DOEREIL, 2 < D5
& PCle 7I4=F4DBY_FXNUMA GE— A EY FH+ER)TvELTORE
IEFREBMNRETY,GPUMNO—AHILPCle R4 vF/IL—k a2 TLyvH REIZHL CPU
A7 FIETHCA LBIET A& SICHEHEHIEINDE T—42HMN QPIUPI ZOwyHR) Y
ZRBTIVENHDH-O EENKIBIZEML FI, 37> F nvidia-smi topo -m [, &
ATLORE FARODCHDEMET L) I RAZIRHEL _GPU CPU_ BXLUNIC BNED &
SITEBMEINTWSINERLET EHENE—D PCle R4 vF (PIX) DAL v F
(PXB), £1=1% CPU (SYS) £/ L TWAAE S hEBALET,
CDIVTEBRETSHIET EBEEYVI b7 TAEANESIZNUMAY — RIZE
ESNTWEIN N—FIDzTFNANFHETLIELTWEINEHEETEET ,DCGM &
T3 O)EariR—3Y FOKBZEZERTIDICELTOLWEIN BFEDLATUY
LEMEZEDRRELGIMBT I ZTANREYMEBT I =T A NRADIVEVY
FITVLEEA,
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&H11=1E #H L LINVIDIA Quantum-2 InfiniBand A 4 vy FOBEAIZEWNT, b2 —/\—
FEETAIEFZEOTVWET , TLEHIL IR (RH0A— kL) TL00Gbps D HiE;
BEHFLGLNS HEBENEHRMRICHNASZELETT , SOV FIVFITEVWT REEN
MEICENEZ S D—N—DERIEIENATLEOIN?

A. QSFP-DD LR8

B. QSFP-DD DR4

C. QSFP-DD SR8

D. QSFP-DD AOC

E. QSFP-DD SR4

EfR: (EfEZzRTLET)

SR4 +S U —N\—I[F #DA00GbE b5 > L —/N—IZLERTHEBEANLEMEN. &
THONTWVWFET, NI KV UTULLBERAR LB IMEEERZHEAL TS0,
EEIBIEE NBICHERENIND LGS TEUHN LTI, LRBEDRAIE & Y REEREM 1125
EhThY HEEHALEHYFET AOCEHEMNTTLA, —BMIZIEIRILENDEOR
LEIRERTIESH Y FEBA,SRBIESRAL Y LHEB AN ETEWMGENHY FIH HED
KRTIELKVEBNZR T+ —T U REHKEBELET,
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NVIDIA A100 GPUZ%  LIFTICMIGE— K& RE L1=% . JEMIGE— FOIKEEICY £ b L
WEEZEEZATHAELLI UTOEDFIENBLETTMN?

A. 'nvidia-smi -set-mig-mode=disable -i O' #ZE{TL ThH L VA TLEZBEEBLET,

B. 'nvidia-smi -destroy-mig-config -i 0' 317 L . &XIZ 'nvidia-smi -set-mig-mode=disable -i
0 #ETL REICBEBLET,
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C. 'nvidia-smi -set-mig-mode=disable -i O' Z3£1T L TH* 5 'nvidia-smi -reset-default-mig-
mode -i' #EITLE T,

D. 'nvidia-smi -set-mig-mode=disable -i' ZE{TLTh B VATLEZ Yy T DO Y
L.GPU Z#EMICERYS L TERYFITLET,

E. 'nvidia-smi -set-mig-mode=disable -i O' #34T L _ RIZ 'nvidia-smi -i 0 -migrr 0' Z3£1T
L.RRICBEBLET,

EfE: (EfEZRRLET)

GPU #3EMIG E— FIZU vy b3 BI21E, 37> K Avidia-smi -set-mig-mode=disable -
i (Y1ZETL ZTORVATLEREHTILENHYFET, InICKY REDESHTO
TRABZEENBEHAEINET MG E— FZEMZT ST THNIEL, MIG FRTEDHIFRA®
GPU OYERLGEA VA F—ILIEFRETYT,
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BCMY S RADEy b7y ThIZ TP 7GR EHERT 5= _DGX/ —F
FCRUTFAOTINIEZRY N T DA VA —T A REERTIDLELNHY ET, 200D
MEENICZEZFFDbond0Af V2 —TJ 4 AZEYTHEKT Semsha v RO—7 U RIEEN
TIh?

A. T/3A R{FEFdgx001; 1 >4 —7 = —RBMvlan vlan100; FHbond0 %% 7E; E— F1% 5%
E; *v k7 —72internalnet# % E

B. 7/31 A{#EFdgx001; 41 2 —7 = —XiBHbond0; 4 >4 — 7 = —Xenp225s0f1np1
enp97s0finp1ZiEBM; E— R1ZETE; * v kT —7ZinternalnetZ &% &

C. 7/34 R{EMdgx001; 4 2 — 2 T —R§&Fenp225s0finp1 v kT —%internalnet; 4
VR —2J 1 —REFenp97s0finp1 1 v kJ—2%internalnet

D. 7/34 X{EAdgx001; 1 > 42— 7 = — X HlBrenp225s0finp1; 4 >3 — 7 = — X Hlk&
enp97s0finp1

IEf#: (EfEZRTLET)

NVIDIA Base Command Manager (BCM) TIX EB S T4 v I ERML—D RS T 0 Y
JIZNICHKRUT AT (VTN T—=2a ) IC&bTRENPDEELGEDS I EN KL
HYFET cmsh2—FT 4 ) T4 EEBMAIT Y FBEFFAL T/ —FEBREEERL
FT . RUT A VT EERTAICIE ETEBREIEED/ — FDA V23— T o4 AHERK
(device use <node>) ICHEEIT HMELAHY FT , IELWLVFIEEL LTI, 24 TH bond D
LWV, VB —T x4 A%EEMLZET (interfaces add bond bond0), RV F 4 4 4T
x4y FAEF &SNS appendinterfaces v Y KEFERALTHEIL—T 44—
TARERVTAVT AT ) MIEERTIRENHYFEST KRRIC. RoTa
JE—RTI9T47INv o7y TDHBEIEE—F 1, LACP DIFEIFE—F 4) LRE
2y bI—VEYETCEERT ADENHYFET , A T3V BIEIOADYVIZELL
HE->TULET,

Ty NIV EYMER—MIEEIYHTS 723208 HERYT 1 2 JIPHE
ATEGELKBYET F ATV a VAT EBELDIROT 4 VI DNREIL SN BHIIC
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VLANZEMLES ELFETH ChIFRYTT, COBRIE BE—DEB7—JILFERE
AAYFR—IDIEELIZETH GHTL—o~ADT7 I R EHFT H-HOITFAR
TY,

BfE: 90

You are experiencing link flapping (frequent up/down transitions) on several InfiniBand
links in your Al infrastructure. This is causing intermittent connectivity issues and
performance degradation. What are the MOST likely causes of this issue, and what steps
should you take to troubleshoot and resolve it? (Select TWO)

A. Incorrect MTU (Maximum Transmission Unit) configuration on the affected interfaces.
B. Faulty or damaged cables, connectors, or transceivers.

C. Software bugs in the operating system or InfiniBand drivers.

D. Mismatched link speeds or duplex settings between connected devices.

E. Excessive broadcast traffic causing congestion.

IEfR: (EffZzRTLET)

Link flapping is most commonly caused by physical layer issues (faulty cables, connectors,
or transceivers) or configuration mismatches (link speeds or duplex settings).
Troubleshooting should focus on inspecting the physical connections and verifying that the
link speed and duplex settings are correctly configured on both ends of the link. While
MTIJ issues and software bugs can cause network problems, they are less likely to directly
cause link flapping. Excessive broadcast traffic can cause performance issues but is less
likely to result in frequent link up/down transitions.

B 91
BlueField-2 DPIJ Z#R L Ty b7 —V RE{EBEEEZA OO — F T 54X EZESNFEL
f= . vPorts ¥ 9 5HiIC 7RA k& DPU TSR-IOVAE LK ERIES HEEL TS
_c‘:’i—ﬁEE 13 5=-HIH&REHLEEX Mellanox OFED A< > FIZENTI M ?

A ) RELFECEREZMHERT HIZIE mixlinkjZFERALET,
B. Mellanox T/N\f REZFD T 7—L T 7 DIKAEZEFERT BHIZIEL, 'mst statuS ZFEAL
FY,
C. [RIERI% (VF) DHFEHEEZDENY BTEHERT HIZIE, Ispci-w FFEHALET,
D. 'ifconfig' £7=I% 'ip addr show' #FAL T R*Y FT—H9 A VB —Tz—ZA~ADIPT7 K

LADEIY BTEHRELET,

E. 'ethtool -i TF S A /\EREZHERELET,
EfE:C(AA L FEHKT D)

[spci-w IR BEELIATY KT, 207y FIXE#EE VF)OEEEZERRL, _SR-
IOVINEMIZHE > TSI L EHRLET  FL BAVETONET/N\AI RIDLERTRT 1=
H KA REDPUNRY FT—H A4 VB —T A RIZVFEELLBHELTEYBTTLS
CEERIATETET MDA FIE—RHGRY FT—DZBRICRIEETT A, [spci-
WD KD IZSR-IIOVDOHEEZEEIRIET A LIETEFHA,
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Eﬁ:ﬁ: 92

You observe high latency and low bandwidth between two GPUs connected via an NVLink
switch. You suspect a problem with the NVLink link itself. Which of the following methods
would be the most effective in diagnosing the physical NVLink link health?

A. Using 'iperf3' to measure network throughput between the servers.

B. Running a CUDA-aware memory bandwidth test specifically designed for NVLink.

C. Examining system logs for NVLink-related error messages.

D. Using 'ping' to check network connectivity between the servers.

E. Physically inspecting the NVLink cables for damage.

IEfE: (EffZRRLET)

A CUDA-aware memory bandwidth test can specifically measure the NVLink link's
performance. System logs can reveal hardware- level errors. Physical inspection can
identify damaged cables. 'iperf3' and 'pings are network-level tools and don't directly test
the NVLink link. Checking for error messages in System Logs also helps identify potential
issues related to the NVLink switch and the link connections.
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B. all_reduce perf-b 8G -e 32G -¢ 1000 -z 1 -G 1000

C. all_reduce perf-b 8G -e 32G -z 1 -G 1000

D. reduce_scatter_perf -f2-g 8
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Consider the following 'Ispci' output snippet after installing an NVIDIA GPU:
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Your Al training pipeline involves a pre-processing step that reads data from a large HDF5
file. You notice significant delays during this step. You suspect the HDF5 file structure
might be contributing to the slow read times. What optimization technique is MOST likely to
improve read performance from this HDF5 file?

A. Converting the HDF5 file to a CSV file.

B. Storing the HDF5 file on a network file system like NFS.

C. Reorganizing the HDFS5 file to improve data contiguity and chunking.

D. Compressing the HDFS5 file using gzip.

E. Encrypting the HDF5 file for enhanced security.
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Reorganizing the HDF5 file (option C) to improve data contiguity and chunking is the most
effective optimization. HDF5 performance is highly dependent on how the data is laid out
within the file. Contiguous data and optimal chunk sizes allow for more efficient 1/0
operations. Converting to CSV (A) loses the hierarchical structure of HDF5. Storing on
NFS (B) adds network overhead. Compression (D) can reduce storage space but
increases decompression overhead. Encryption (E) adds overhead without improving read
performance.
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A. esxcli system module parameters set -m nvidia -p
"NVreg_RegistryDwords=RmPVMRL=0x01"

B.esxcli 57499 ESa1—)LiINS A=A+ k -m nvidia -p
"NVreg_RegistryDwords=RmPVMRL=0x01"

C. esxcli system module parameters set -m nvidia -p "NVreg_RegistryDwords=FRL=0x01"
D. esxcli system module parameters set -m nvidia -p
"NVreg_RegistryDwords=RmPVMRL=0x00"
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When deploying NVIDIA vGPU on VMware ESXi, the NVIDIA driver provides several
scheduling policies to determine how GPU physical resources are shared among multiple
virtual machines. The default behavior is often the "Best Effort" scheduler, but for
environments requiring predictable performance across all users, the "Equal Share"
scheduler is preferred. This scheduler gives each vGPU an equal "time slice" of the
physical GPU's engines. The configuration is managed via module parameters passed to
the nvidia kernel driver during host boot. The specific registry key for this behavior is
RmPVMRL. Setting RmPVMRL=0x01 enables the Equal Share scheduler (Option A).
Conversely, 0x00 would revert to the default time-sliced behavior. It is critical to use
system module parameters set to ensure the setting persists across reboots and is applied
globally to the NVIDIA driver stack. This ensures that no single "noisy neighbor" VM can
monopolize the GPU cycles, which is a common requirement in shared Al research labs or
virtual desktop infrastructures where consistency is more important than raw peak
throughput of a single task.
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You need to configure persistent network settings on your BlueField SmartNIC after
deploying BlueField OS. Which file should you modify to ensure these settings are applied
after each reboot, assuming a Debian-based distribution?

A. /etc/network/interfaces

B. /etc/resolv.conf

C. /etc/hostname

D. /etc/sysconfig/network-scripts/ifcfg-

E. /etc/dhcp/dhclient.conf

EfE:A(QA U REHEKRT D)

On Debian-based systems, the '/etc/network/interfaces' file is the standard location for
configuring persistent network settings. Changes made to this file will be applied on each
boot. Vetc/resolv.conf is for DNS settings, &/etc/hostname’ sets the system's hostname,
and '/etc/sysconfig/network-scripts/ifcfg-' is more commonly found on Red Hat-based
systems. letc/dhcp/dhclient.conf is for DHCP settings.
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A critical Al model training job consistently fails on a specific GPU server in your cluster
after running for approximately 24 hours.

Monitoring data shows a sudden drop in GPU power consumption followed by a system
reboot. All other GPUs on the server appear normal. The server has redundant PSUs.
What is the MOST likely cause?

A. A software bug in the A1 model causing a kernel panic specifically triggered after 24
hours of execution.

B. Thermal runaway on the GPU due to a failing thermal interface material (TIM) between
the GPU die and the heatsink.

C. A transient power supply issue affecting only one of the redundant PSUs, triggering a
system-wide protection mechanism.

D. ECC memory errors accumulating over time, eventually leading to a non-recoverable
system fault.

E. A driver crash, causing the GPU to reset and the system to reboot.


https://www.jpnshiken.com/q/67994-6311327/

IEfE: (EfEZERTLET)

Thermal runaway (B) is the most probable cause. The 24-hour delay suggests a gradual
heat buildup. A failing TIM would cause the GPU to overheat until it triggers a thermal
shutdown, resulting in the power drop and reboot. While a PSU issue (C) is possible,
redundant PSUs should prevent a complete failure unless one PSU is completely dead
and the second PSU is overloaded by the entire load for a short period. The other options
are less likely to cause this specific failure pattern.
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A. nvidia-smi

. nvswitch-cli

. ibstat

. rocminfo

. Ispci
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If two ports must be connected, but one is SFP and one is QSFP, for example, to connect
a 25 GbE HOST CHANNEL ADAPTER to a QSFP port capable of both 100 GbE and 25
GbE, which of the following solutions would best meet this requirement?

A.SFPaOxv 4

B. SFP - 1G BASE-T RJ45) 72 74

C.QSA7 A T4 —
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E. Increasing the fan speed of the server chassis fans to maximum.

Eff:B(QA U FEHEKRT D)

While ambient temperature is important, optimized airflow is crucial for removing the heat
generated by the GPUs. Focusing solely on CPU cooling neglects the GPU heat. Applying
thermal paste to memory chips is generally unnecessary unless specifically recommended
by the manufacturer. Maximizing fan speed can help, but efficient airflow design is more
effective.
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When setting up a multi-server, multi-GPU environment using NVLink switches, what is the
primary consideration when planning the network topology for optimal performance?

A. Minimizing the number of hops between GPUs that need to communicate frequently.

B. Maximizing the distance between servers to improve cooling.

C. Using a star topology for simplified management.

D. Ensuring all servers are on the same subnet for ease of configuration.

E. Placing servers near the network's edge to reduce latency.

EfE:A(QA U REHEKRT D)

The primary goal is to reduce latency and maximize bandwidth. Minimizing hops between
frequently communicating GPUs is essential for achieving this. Server placement for
cooling is a secondary concern, and topology choice should prioritize performance over
simplicity. Subnet configuration and server placement relative to the network edge are less
critical for NVLink-specific performance.
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Consider a scenario where you are using NCCL (NVIDIA Collective Communications
Library) for multi-GPU training across multiple servers connected via NVLink switches.
Which NCCL environment variable would you use to specify the network interface to be
used for communication?

A. NCCL PORT

B. NCCL SOCKET IFNAME


https://www.jpnshiken.com/q/67994-6311343/

C. NCCL NET INTERFACE

D. NCCL 1B HCA

E. NCCL COMM ID

IEfE: (EfEZRTLET)

is the correct environment variable to specify the network interface used by NCCL. Is for
Infiniband, and the other options are not directly related to specifying the network interface.
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