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In multi-jurisdictional investigations, different regions may require that forensic tools be tested,
validated, and accepted according to their own legal standards. Ensuring that the tools used meet
the evidentiary requirements of both jurisdictions is essential for maintaining admissibility and
compliance.
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According to the CHFI v11 objectives under Digital Evidence, Operating System Forensics, and
Network-Based Evidence, understanding file-sharing protocols is essential when investigating
Network-Attached Storage (NAS) systems. NAS devices are designed to provide shared file
access to multiple users over a network, and the most commonly used protocol for this purpose--
especially in Windows-based and mixed environments--is SMB/CIFS (Server Message Block /
Common Internet File System).

SMB/CIFS governs how files, folders, printers, and other resources are accessed and shared
across the network. By examining SMB/CIFS activity, a forensic investigator can determine which
users accessed specific files, when the access occurred, what operations were performed (read,
write, delete), and from which systems the access originated. These details are crucial for
reconstructing user activity, identifying unauthorized access, and correlating actions across
multiple endpoints connected to the NAS.

B 4

SWDGED) BELEH D55, BEAXBINELIIREFIBISELEMRNOGN—FDzTEY
Jb0xT7%#FERALABTNEGLEVERELTVADIEENTIMN?

A BRELTH1T

B.EELEHK15

C.EELEH14

D. EELEH 16

EfE:B(QA 2V EHREKT D)


https://www.jpnshiken.com/q/69058-6479140/
https://www.jpnshiken.com/q/69058-6479141/
https://www.jpnshiken.com/q/69058-6479142/

Bi:5

HEEIERFEESHOBFR X2V T4 T7FIVRMTT EEQOTOEHRNLZLE 2 —hIC,
E— BRI ZIBER— P20 FSEHIPTF FLAADKEDEE NS T4 v IDFEEL T
B EICRDEFELE, WK OWDIP7 RFLREZRAEBELIZECA ZFDELMNERI—AYNIZHD
EROMYELEZ, CDORS T4y DRLAEROSVERERIIATT M ?
ARBURATLEDBEEDOHZV I b7z T7H EHROREEDSFTPY—N—DOoHET—42 %
Ayoo—KRLTWET,

B. 5 ELEHGEMNBRHAPT)ICE > TT—4N0HICHEbHEIATWET

C. D EEZRNEDNSH—/N—DRESN BEEOHAINEBT T4 T4 ICDNSY —UERiE X
TLTWET,

D. AEf L R T LA WindowsDBE 7w T T—rZ2 40— KFLTWET

FfE: (EfEZRTLEY)

Eﬁ:ﬁ: 6

EERBICE > T ELP2BHICERASINDIZERIEIEGRYET ROS5H 2V Ea—2ICEET
MBS UVEETAICET HEREEIENTIMN?

A. EREEHME18HRFE1029%

B. KXEXHE18HRFE 10305

C. B REIEZHME18IRE 13715

D. 18 USC §1361

IEfE: (Ef2ZRnTLEY)

Eﬁ:ﬁ: 7

EEFREEOV— VR BREOI D UNOBGELET AR VA A—DDREBEEZESAELE:,
A ERET DI TARIAA—DCADIT7ANET ALY RIIZT7 I ZRT HIBENHY
9, ZD=H T—ILSleuthKitE E#EF HPythonR—XDY—ILEFRAL T4 RIA A=
DABIZT IV CALTHOMLEST X VE TARIVA A=V RN BEST LT 7ML ET A
LY ) ERFRTBHE=0HIZ, EDPythonR—ADY— LEZFRIRETLLEOIMN?

A. py.apipkg

B. PyTSK

C.FTKA A —S v —

D. &

IEf#: (EfEZRTLET)

PyTSK provides Python bindings for The Sleuth Kit, enabling programmatic access to disk images
to browse and analyze files and directories.
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Windows registry keys store a timestamp known as Last Write Time, indicating the last time the
key (or its values) was modified. This is the standard forensic timestamp used to correlate registry
changes with incident timelines.
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This question aligns with CHFI v11 objectives under Procedures and Methodology, specifically
event correlation and analysis techniques used to investigate complex incidents. Event correlation
is essential for transforming large volumes of logs and alerts into meaningful incident narratives.
CHFI v11 describes multiple correlation approaches, each suited to different investigative needs.
The graph-based approach models systems, applications, users, and network components as
nodes, while relationships such as dependencies, communications, or trust relationships are
represented as edges. By constructing such graphs, investigators can visualize how events
propagate across interconnected systems, identify attack paths, and determine how a compromise
in one component impacts others. This approach is particularly effective in analyzing lateral
movement, dependency-based failures, and multi-stage attacks in enterprise environments.
Rule-based approaches rely on predefined conditions, codebook-based approaches match
patterns against known attack templates, and neural network-based approaches focus on anomaly
detection using machine learning. While these are valuable, only the graph-based approach
explicitly represents system dependencies and relationships in a node-edge structure.
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Therefore, consistent with CHFI v11 event correlation methodologies, the correct answer is Graph-
Based Approach.
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This question aligns directly with CHFI v11 objectives under Dark Web Forensics and Tor Browser
Forensics. The Tor Browser is specifically designed to minimize persistent artifacts and anonymize
user activity, which makes forensic investigations particularly challenging. CHFI v11 emphasizes
that the primary objective in Tor Browser-related investigations is to identify and extract residual
artifacts across multiple operational states of the browser.

Investigators must analyze evidence when the Tor Browser is open, closed, and even after
uninstallation, because artifacts may exist in different locations depending on the browser's state.
Memory dumps can reveal live artifacts such as email content, session data, credentials, and
attachments when the browser is running. Storage analysis can uncover downloaded email
attachments, cached files, and remnants left behind after normal usage or uninstallation.

CHFI v11 specifically highlights scenarios involving email forensics with Tor Browser open and
closed, memory acquisition, and post-uninstallation analysis as complementary techniques rather
than isolated tasks. Focusing on only one browser state would result in incomplete evidence
collection. Therefore, the overarching forensic objective is to explore email artifacts and
attachments across various Tor Browser states, making option B the correct and CHFI-aligned
answer.
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According to the CHFI v11 Forensic Investigation Process and Event Correlation objectives, the
forensic technique that enables investigators to reconstruct the sequence of events and determine
the root cause of an incident is data analysis. Data analysis is the phase where collected evidence
is examined, correlated, and interpreted to extract meaningful insights about attacker behavior.
During data analysis, investigators examine logs, timestamps, file system metadata, registry
entries, network traffic, memory artifacts, and security alerts to perform timeline analysis, event
correlation, and kill chain reconstruction. CHFI v11 explicitly highlights techniques such as timeline
creation, event deconfliction, and correlation analysis as essential for identifying the time of attack,
vulnerabilities exploited, methods used, and actions performed by the attacker.
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Volatility is specifically designed for analyzing memory dumps and can uncover hidden processes,
injected code, and rootkit activity that evade disk-based tools, making it the most effective choice
for detecting stealthy rootkits.
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According to the CHFI v11 Operating System and Malware Forensics objectives, Windows Event
ID 5156 is generated by the Windows Filtering Platform (WFP) and indicates that a network
connection has been permitted. This event is highly valuable in malware investigations because it
records detailed information about process-level network activity, which is a common indicator of
compromise.

Event ID 5156 logs typically include:

Process name and Process ID (PID) that initiated the network connection Source and destination
IP addresses Source and destination ports Protocol used (TCP/UDP) Direction of the connection
(inbound or outbound) CHFI v11 explicitly highlights the importance of Windows Security Event
Logs in tracing malware behavior, especially for identifying command-and-control (C2)
communications, data exfiltration attempts, and lateral movement. By analyzing Event ID 5156,
investigators can directly correlate a specific executable or malicious process with external IP
addresses, helping establish attacker infrastructure and timelines.
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When an Android device is physically damaged and cannot boot or be accessed through normal
interfaces, JTAG forensics is the appropriate first step. It allows direct access to memory chips to
extract data without relying on the device's operating system.
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According to the CHFI v11 Mobile and IoT Forensics domain, the preservation stage is specifically
responsible for ensuring that digital evidence remains unaltered, intact, and legally admissible
throughout the forensic lifecycle. Preservation begins immediately after evidence is identified and
continues until the investigation is concluded and evidence is presented in court.

In loT investigations, preservation is especially critical because |oT devices--such as smart locks,
cameras, sensors, and hubs--often contain volatile data, limited storage, and continuous network
connectivity. CHFI v11 emphasizes that investigators must take steps such as isolating devices
from networks, disabling remote access, preventing firmware updates, maintaining power states
when necessary, and documenting handling procedures to avoid unintentional data modification or
loss.

While evidence identification and collection focuses on locating and acquiring devices and data
sources, it does not by itself guarantee protection against alteration. Data analysis and
presentation/reporting occur later and rely on evidence that has already been preserved correctly.
Any failure in preservation can compromise chain of custody and result in evidence being
challenged or excluded.

CHFI v11 explicitly states that preservation safeguards evidence integrity before, during, and after
collection, making it the foundation of a defensible loT forensic investigation.
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A brute force attack involves systematically trying numerous combinations of passwords or keys
until the correct one is found, enabling unauthorized access.
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This question aligns with CHFI v11 objectives under Regulations, Policies, and Ethics and Search
and Seizure of Digital Evidence. Before any forensic examination can legally take place--
especially an on-site examination involving computers and email servers--the investigator must
obtain proper legal authorization. In practice, this authorization is enforced through the lawful
seizure of systems and accounts, either via a search warrant, court order, or explicit consent from
the system owner.

CHFI v11 emphasizes that digital forensic investigations must strictly follow legal procedures to
ensure evidence admissibility and avoid violations of privacy or due process. Seizing the computer
systems and email accounts establishes lawful control over the evidence, enables proper chain of
custody documentation, and prevents further tampering or destruction of data.

Only after seizure and authorization can investigators safely proceed with technical tasks such as
retrieving email headers, recovering deleted messages, or analyzing email content.
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Within the CHFI v11 curriculum, verifying the integrity of digital evidence is a core responsibility of
a forensic investigator. The most reliable method to determine whether a file has been tampered
with is by examining its cryptographic hash value. A hash value (such as MD5 or SHA-256) is a
fixed-length digital fingerprint generated from the file's contents. Even the smallest change to the
file--whether intentional or accidental--will produce a completely different hash value, making hash
comparison a definitive method for detecting manipulation.

File system logs (Option A) can help reconstruct timelines by showing access or modification
events, but logs can be deleted, altered, or incomplete and do not directly validate file content
integrity. Hidden attributes or alternate data streams (Option B) are indicators of possible anti-
forensics techniques, yet their presence does not confirm that the primary file data was altered.
Access Control Lists (Option C) only describe permission settings and ownership, not whether the
file itself was modified.

According to the CHFI v11 objectives under Digital Evidence, Data Acquisition, and Evidence
Validation, investigators must calculate and verify hash values during acquisition and analysis to
maintain chain of custody, ensure evidence integrity, and support legal admissibility. This makes
hash examination the most appropriate and forensically sound choice in this scenario
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This question aligns with CHFI v11 objectives under Computer Forensics Fundamentals and Digital
Evidence and Storage Media. In forensic investigations involving servers suspected of hosting illicit
content, investigators must focus on storage locations that reliably preserve data over time. CHFI
v11 emphasizes that non-volatile storage--such as hard disk drives (HDDs), solid-state drives
(SSDs), RAID arrays, and other persistent storage media--is the primary repository for user files,
documents, system files, logs, and file system metadata.

Non-volatile storage retains data even when the system is powered off, making it essential for post-
incident forensic analysis. This includes directory structures, timestamps, access control lists,
deleted file remnants, and application data, all of which are critical for reconstructing user activity
and determining the presence and origin of illicit content.

Volatile memory (RAM) contains temporary data such as running processes and network
connections, which is useful during live analysis but does not store long-term user files. External
backups and network storage may contain copies of data but are secondary sources and may not
reflect the system's current state. Therefore, consistent with CHFI v11 forensic principles, the
investigator should primarily focus on non-volatile storage, as it is the most reliable and
comprehensive source of persistent digital evidence.
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As per the CHFI v11 Cloud Forensics objectives , cloud-based identity and access management
solutions that provide Single Sign-On (SSO) , Multi-Factor Authentication (MFA) , centralized
authentication, and fine-grained authorization controls-managed entirely by a third-party provider -
are classified as ldentity- as-a-Service (IDaaS) .

IDaaS is a specialized cloud service model designed specifically for identity management ,
including authentication, authorization, user provisioning, role-based access control, and
centralized logging of authentication events. In forensic investigations, IDaaS platforms are critical
evidence sources because they generate detailed authentication logs , login timestamps, MFA
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challenges, IP addresses, device identifiers, and anomaly alerts. These logs allow investigators to
correlate user identities with access patterns and trace unauthorized or malicious actions across
multiple systems.

The CHFI v11 blueprint explicitly differentiates IDaaS from other cloud service models. laaS
focuses on infrastructure resources such as virtual machines and networks, not identity
enforcement. PaaS is used for developing and deploying custom applications, which is not
indicated here since the authentication is handled by a third party. DaaS delivers virtual desktops
and does not inherently manage enterprise-wide authentication and authorization.

Therefore, based on the presence of third-party-managed SSO, MFA, centralized access control,
and authentication log analysis, the correct answer-fully aligned with CHFI v11 documentation-is
Identity-as- a-Service (IDaaS) .
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According to the CHFI v11 objectives under Reporting, Managing Clients or Employers during
Investigations, and Testifying and Presenting Findings, an essential forensic best practice is
ensuring that investigation results are clearly communicated and properly understood by
stakeholders. The scenario described aligns directly with the practice of offering a feedback loop
and conducting a debriefing session, where the investigator explains findings, methodologies,
conclusions, and recommendations to the client in a structured and understandable manner.
CHFI v11 emphasizes that a forensic report is not sufficient on its own; investigators must also
ensure that clients can interpret the results correctly and take informed action. A debriefing session
allows clients to ask questions, clarify technical details, and understand the impact of the findings
on business operations, risk posture, and compliance requirements. This practice strengthens
trust, improves decision-making, and demonstrates professional responsibility.
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According to the CHFI v11 syllabus under Rules and Regulations Pertaining to Search and Seizure
of Evidence and ACPO Principles of Digital Evidence, Principle 2 states that any person accessing
original digital evidence must be competent to do so and able to explain the relevance and
implications of their actions. This principle is critical because improper handling of digital evidence--
even without malicious intent--can result in accidental alteration, loss of context, or
misinterpretation, ultimately jeopardizing evidence integrity and admissibility.

In the given scenario, Detective Smith accessed original data without sufficient expertise to
understand the implications of his actions. This directly violates Principle 2, as competence is a
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mandatory requirement when interacting with digital evidence. While the failure to document
processes also raises concerns related to auditability, the primary violation highlighted is the lack of
competency in handling original evidence.

Principle 1 focuses on preventing changes to original data, Principle 3 emphasizes maintaining an
audit trail, and Principle 4 assigns responsibility to the investigation lead for overall compliance.
However, the root issue here is that an unqualified individual accessed evidence without the
necessary knowledge or skills.
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Repeated "00" and "FF" byte values commonly indicate padding or unused space within a file,
used for alignment or to fill allocated storage regions rather than representing meaningful data.
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According to the CHFI v11 Computer Forensics Fundamentals and File Analysis modules, a hex
editor is a critical forensic tool used to view and analyze raw disk data at the byte level. Hex editors
typically present data in three main columns or areas: the address (offset) area, the hexadecimal
area, and the character (ASCII) area.

The character area displays the ASCII interpretation of each byte shown in the hexadecimal area.
This allows investigators to visually identify readable text strings, file headers, metadata,
embedded scripts, usernames, URLs, file signatures, and fragments of deleted files that may still
reside in unallocated space or slack space. Printable characters are shown as readable text, while
non-printable bytes are usually represented by dots (.).

The address area shows the offset or location of the data within the file or disk. The hexadecimal
area displays the raw byte values in hexadecimal format, which is essential for precise byte-level
analysis. A footer area is not a standard component of hex editor layouts as defined in CHFI v11.
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According to the CHFI v11 Web Application Forensics and Network & Web Attacks module,
attackers commonly use encoding and obfuscation techniques to bypass input validation
mechanisms, web application firewalls (WAFs), and intrusion detection systems. One such
advanced technique is double URL encoding, which involves encoding already URL-encoded
characters a second time.

In URL encoding, the forward slash / is represented as %2F. When this value is encoded again, %
becomes %25, resulting in %252F. In Option A, multiple occurrences of %252f clearly indicate that
characters such as / and comment markers (/* */) have been double encoded. When processed by
the web server or application, the input may be decoded twice, ultimately reconstructing a valid
SQL injection payload like UNION SELECT, thereby bypassing security filters.
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According to the CHFI v11 objectives under Image/Evidence Examination and Operating System
Forensics, one of the most significant challenges investigators face when preparing image files for
examination is file system compatibility across operating systems. APFS (Apple File System) is the
default file system used by modern macOS devices, and it is not natively supported on Windows
workstations. This creates a clear challenge when investigators attempt to analyze APFS-based
forensic images on Windows platforms.

CHFI v11 highlights that special tools, drivers, or forensic platforms are required to mount, parse,
and analyze APFS volumes on non-macOS systems. Without proper support, investigators may be
unable to access directories, metadata, snapshots, or encrypted APFS containers, potentially
delaying investigations or risking incomplete analysis.

Eﬁ:ﬁ: 36

SSD(VY) Y FRART—FRFSADNDICEALT ROEBABDSBELWVWLEDIXENTTMN?
AGRGET—R2T7V A KEEESN SEREME HDDICEARTSSDAF DXL ADLN D
T9,


https://www.jpnshiken.com/q/69058-6479172/
https://www.jpnshiken.com/q/69058-6479173/

B. HDD & BRI, SSDICH AIgE@mhidh Y £9,

C.SSDIE. T—A2%RHFETI=ODEIVI VIR I FEHBATULET,
D. SSDIETEXR M T —FZRETETFEEA

Eff: A(QAV L ERKT D)

B 37

BRFIZ&KBA 03—y b T 2 ADBEEGRGFNEMEET YA N\—tXa2UT47FVR
FMIEEEOEVRENEREINTVELIDTEHLGULNERE >TVET, COERZTEET 5H1-0,
TFHYURXMEITorry FT—V DFAZEFELET, LHAL BEFORFIZKY Torky kT—5
[CEET7IVERATEHIEETEFEA, COLSGRET YA N\—tEX2 T4 T7FIVRRIE
DEIICLTHFADERZEEEL Torky hIT—VICT7 IV ERATEHIENTELIDTLLEIMN?
A JYVyD/)—F&#FERALT Tor 2y hI—DIZ7912RT %

B. ABfEnTWWATor) L—/ —FZEFIRATS

C.TortHO/ — FEDERBIEZHIT D

D. BIFEREMAL TCTorky bIT—OADT Y ERERET S

IEfR: (EffzRLET)

According to the CHFI v11 Dark Web Forensics objectives, governments that enforce strict internet
censorship often block access to publicly listed Tor entry (guard) relays by using IP blacklisting,
deep packet inspection (DPI), and traffic fingerprinting. In such environments, connecting directly to
the Tor network using standard relay information becomes ineffective.

To overcome this restriction, Tor provides bridge nodes (Tor bridges). Bridges are unlisted Tor
entry relays whose |IP addresses are not published in the public Tor directory, making them
significantly harder for censors to detect and block. CHFI v11 explicitly identifies Tor bridges as a
key mechanism for bypassing government surveillance and censorship. Bridges may also use
pluggable transports (such as obfs4, meek, or snowflake) that disguise Tor traffic to appear like
normal HTTPS or other benign traffic, further evading detection.
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According to the CHFI v11 objectives under Data Acquisition Concepts and Rules and Digital
Evidence Handling, the most critical step in preserving original evidence integrity is the creation of
a duplicate bit-stream image of the suspect media. A bit-stream image (also known as a forensic
image) is an exact sector-by-sector copy of the original storage device, including allocated space,
unallocated space, slack space, and hidden data. This ensures that no data is altered, added, or
omitted during acquisition.

CHFI v11 clearly states one of the fundamental rules of thumb for data acquisition: never perform
analysis on original evidence. Instead, investigators must work exclusively on verified copies while
the original evidence is preserved in a secured state. Hash values are calculated before and after
imaging to confirm that the duplicate image is an exact replica, thereby supporting chain of custody
and court admissibility.
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Live acquisition allows Rachel to collect data from the system while it is still running and in use,
enabling access to both volatile and non-volatile data without interrupting critical operations.
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Identifying the source IP of the remote connection directly helps trace where the unauthorized
access originated, providing a key lead to the attacker's location or entry point.
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According to the CHFI v11 objectives under Computer Forensics Fundamentals, Forensic
Readiness, and Incident Response Integration, forensic readiness refers to an organization's ability
to efficiently collect, preserve, analyze, and present digital evidence while minimizing the cost and
impact of investigations. A lack of forensic readiness primarily affects how well an organization can
respond to, investigate, and legally defend itself after an incident--not whether the incident causes
operational disruption.

System downtime (Option B) is a direct operational impact of a cyberattack, such as a DDoS
attack, ransomware infection, or system compromise. While poor preparedness may prolong
recovery, downtime itself is not caused by the absence of forensic readiness; it is caused by the
attack's technical and operational effects. Therefore, system downtime is not a consequence of
lacking forensic readiness.
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Android commonly uses the Ext4 file system, while iOS uses APFS, which is designed with strong
encryption and security features, impacting forensic analysis approaches.
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The fundamental principle in forensic data acquisition is to preserve the original evidence in its
exact state. Avoiding any modification ensures integrity, maintains evidentiary value, and
guarantees that the data remains admissible in court.
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This scenario aligns with CHFI v11 objectives under Anti-Forensics Techniques and Disk and File
System Analysis. Attackers and sophisticated users may intentionally hide data in areas of a disk
that are not addressed by the operating system, such as inter-partition gaps, slack space, or
unallocated space. These techniques are commonly used as anti-forensic methods to conceal illicit
data from standard file system views and basic forensic tools.

CHFI v11 emphasizes that such hidden data cannot be accessed through normal OS utilities, disk
cleanup tools, or backups that rely on file system structures. Instead, forensic investigators must
use disk editor tools or low-level forensic utilities that allow direct sector-by-sector examination of
the storage media. Disk editors enable investigators to view raw hexadecimal data, inspect
unallocated areas, analyze partition tables, and uncover hidden or deliberately concealed content
stored outside recognized partitions.

Reformatting or cleaning the disk would destroy potential evidence and violate forensic principles,
while full disk backups alone do not inherently reveal hidden inter-partition data without further low-
level analysis. Therefore, consistent with CHFI v11 best practices for uncovering hidden data and
countering anti-forensic techniques, using disk editor tools to examine the inter-partition gap is the
correct and forensically sound approach.
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The scenario emphasizes the overwhelming volume of chat data combined with obfuscated and
coded language, making it difficult to process and extract relevant information efficiently. This
directly reflects the challenge of handling extensive communications with hidden or disguised
content.
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According to the CHFI v11 Regulations, Policies, and Ethics domain, privacy issues most
commonly arise during the forensic analysis phase of a cybercrime investigation. While search
warrants legally authorize investigators to collect and examine specific digital evidence, they are
typically scope-limited to the suspect, systems, data types, and timeframes defined in the warrant.
During forensic analysis, investigators may inadvertently encounter personal or sensitive
information belonging to third parties, such as usernames, email addresses, chat records,
credentials, or identifiers of other users connected to the system. CHFI v11 explicitly highlights this
phase as legally and ethically sensitive because analysts must ensure that non-relevant data and
third-party information are handled carefully to avoid violations of privacy laws and data protection
regulations.

Implementing network security measures is a preventive activity, not an investigative one.
Obtaining search warrants is a legal safeguard designed to protect privacy, not create privacy
concerns. Preserving anonymity is a mitigation action, not the step that introduces the risk.

CHFI v11 stresses the importance of minimization, access control, proper documentation, and
legal oversight during forensic analysis to prevent misuse or overexposure of unrelated personal
data. Failure to manage privacy during this phase can result in legal challenges, evidence
exclusion, or regulatory violations.
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Program packers conceal the original executable by compressing or encrypting it. Using unpacking
tools reverses this process, revealing the original code for analysis and enabling effective
investigation.
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Volatile data should be collected in order of most rapidly changing to least. Network connections
change the fastest and must be captured first, followed by running processes, then open ports, and
finally the broader system state which is comparatively more stable.
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A. journalctl -u ssh --BEBH 5
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According to the CHFI v11 Operating System Forensics objectives, Linux system logs are a critical
source of evidence for identifying unauthorized access, brute-force attempts, and SSH key based
authentication activities. On modern Linux systems that use systemd, SSH-related events are
logged and managed by the system journal, which can be queried using the journalctl utility.

The command journalctl -u ssh retrieves all log entries associated with the SSH service unit,
making it the most appropriate command when an investigator needs a complete and unfiltered
view of SSH activity. SSH key fingerprints are typically logged during public key authentication
events, including successful and failed login attempts, and may appear alongside details such as
usernames, source IP addresses, and authentication methods.

B fH: 56

ZEEFEBEEDA—HY U BEOHIT VA4 VEHICERASIATHAR L DHLI E21—4
RATLOREEMLoNFELE ABD—RELT RELRTLETETEN-T7T) 7—
VIAVERETIRENHYET , COT—R2EDMITEHET BEDHDY I LI THAY
AP—=ILENTWVEINESHEHERTEET, COBREWMET 502, 41— UIEETINT
TV r—2avORBNMRESNTVWSBEN L RATLT ALY P ERARDIBELHYFET,
DRATLETETEINET IV —2a VDRI ERDIT5EOIC A —HUEROEDT 4 LY
) ZRARDZRETLELEOIMN?

A JOotwxRFF

B.7)JzvF

C. Rplog

D. ZEERE

IEfE: (EfEZRERLET)

The Prefetch directory in Windows stores files that record information about executed applications,
including execution times and frequency, making it valuable for identifying program activity.
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Although 1.5KB equals 1536 bytes (which is 3 sectors at 512 bytes/sector), file systems often
allocate storage in clusters/blocks larger than a single sector (e.g., 2KB or 4KB blocks). If the
allocation unit is 2KB, the file may occupy 4 sectors (2048 bytes), creating slack space and
inefficient utilization. That slack space can also contain remnants of prior data-relevant for
investigation.
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According to the CHFI v11 Network Forensics and Log Analysis objectives, monitoring
authentication failures is a critical technique for detecting brute-force and password cracking
attacks against network services such as FTP. FTP servers communicate authentication outcomes
using standardized FTP response codes, which can be filtered and analyzed using tools like
Wireshark.

The FTP response code 530 explicitly indicates "Not logged in", which commonly occurs when a
user provides invalid credentials (incorrect username or password). During brute-force or password
spraying attacks, repeated failed login attempts generate multiple 530 response codes, making this
filter highly effective for identifying malicious authentication activity.

In contrast, ftp.response.code == 230 indicates a successful login, which is not relevant when
tracking failed attempts. The 532 response code means that an account is required for login, not
necessarily a password failure. The 521 response code indicates that the FTP service is
unavailable, which reflects server-side issues rather than authentication failures.

CHFI v11 specifically emphasizes correlating network traffic patterns and protocol response codes
to identify unauthorized access attempts and credential-based attacks. Filtering for
ftp.response.code == 530 allows investigators to isolate failed authentication attempts accurately
and build evidence of potential password cracking activity.
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Obtaining proper authorization and ensuring the collection process follows applicable laws and
regulations guarantees that the evidence is legally obtained and admissible in court while
respecting privacy and ethical standards.
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This question aligns with CHFI v11 objectives under Operating System Forensics, specifically
Windows Registry forensics and binary data analysis. Windows registry hive files (such as
SYSTEM, SOFTWARE, SAM, and NTUSER.DAT) are stored in binary format and contain valuable
forensic artifacts related to user activity, program execution, persistence mechanisms, and system
configuration. CHFI v11 emphasizes that forensic investigators must use tools capable of low-level
binary inspection to accurately analyze these files.

Hex Workshop is a professional hex editor designed for detailed examination, interpretation, and
manipulation of binary data. It allows investigators to view registry hive files at the hexadecimal
level, search for specific byte patterns, validate offsets, and correlate raw binary structures with
known registry data formats. This capability is essential when registry files are corrupted, partially
deleted, or need manual verification beyond automated tools.
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In TSK, istat displays inode metadata. The -B option shows the list of allocated block addresses
associated with that inode. This is exactly what's needed to examine unexpected block allocation
patterns and detect tampering.
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This question maps directly to CHFI v11 objectives under Data Acquisition and Duplication and
Data Acquisition Formats. CHFI v11 clearly explains that the RAW (dd) image format is the most
widely used and universally supported forensic image format. RAW images are exact bit-by-bit
copies of storage media and do not rely on proprietary structures, compression, or vendor- specific
software. This makes them ideal when investigators require maximum compatibility across multiple
forensic tools and platforms.

The RAW format is simple, uncompressed, and transparent, allowing it to be analyzed by nearly all
forensic suites such as Autopsy, FTK, EnCase, and The Sleuth Kit. CHFI v11 emphasizes that
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RAW images are preferred when long-term accessibility, court admissibility, and tool independence
are critical requirements.
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FTP response code 230 indicates a successful login, confirming that authentication was completed
and access to the server was granted.
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wevtutil gl is a valid command and works with EVTX. If results are abnormal in a context where
logs may have been altered, a corrupted or tampered EVTX Security log file is a strong
explanation. This fits the scenario's premise of event log manipulation.
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Physical acquisition captures a complete bit-by-bit image of the device's storage, including
allocated and unallocated space, enabling recovery of both existing and deleted data as well as
system-level files.
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This scenario aligns with CHFI v11 objectives under Anti-Forensics Techniques, specifically data
destruction and data wiping methods. The key indicator in the question is that all addressable
locations on the storage device have been replaced with arbitrary characters, rendering the original
data permanently unrecoverable--even using advanced forensic tools. CHFI v11 explains that this
outcome is characteristic of intentional data overwriting, where original data is substituted with
meaningless or random values to destroy evidentiary content.

This technique is commonly referred to as data wiping or data substitution, an anti-forensic method
designed to defeat file recovery, carving, and residual data analysis. By overwriting every sector of
the disk with irrelevant data patterns, the attacker ensures that neither file system metadata nor
raw disk analysis can reconstruct the original files.
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Microsoft Edge/IE artifacts and related browsing records are commonly stored under the Windows
WebCache (ESE database). BrowsingHistoryView can parse these artifacts from the WebCache
location, making D the most direct and efficient option for Edge history recovery.
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The Gramm-Leach-Bliley Act (GLBA) governs how financial institutions protect and share
customers' non-public personal information (NPI). Suspected improper sharing with non-affiliated
third parties squarely triggers GLBA privacy and safeguarding concerns.
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According to the CHFI v11 Procedures and Methodology domain, ensuring precision and reliability
in a digital forensic laboratory requires a holistic approach that integrates multiple best practices
rather than relying on a single control. CHFI v11 explicitly emphasizes that forensic accuracy and
legal defensibility are achieved only when all critical quality assurance components work together.
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Regular equipment maintenance ensures that forensic hardware and software operate correctly
and consistently, preventing errors caused by malfunctioning tools. Adherence to industry
standards, such as ISO/IEC 17025 and ASCLD/LAB accreditation, establishes validated
procedures, standardized workflows, and documented methodologies that courts recognize as
trustworthy. These standards ensure repeatability, reproducibility, and credibility of forensic results.
Equally important is continuous investigator training, as digital technologies, file systems, operating
systems, and attack techniques evolve rapidly. CHFI v11 stresses that investigators must stay
current with new tools, emerging threats, and updated forensic methods to avoid analytical errors
and misinterpretation of evidence.

CHFI v11 clearly states that the absence of any one of these elements--maintenance, standards
compliance, or training--can compromise forensic integrity, lead to inaccurate conclusions, and
result in evidence being challenged or rejected in legal proceedings.
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Early Case Assessment identifies key custodians and relevant data sources at the outset, allowing
targeted collection and efficient processing in line with the EDRM, reducing scope and cost while
maintaining compliance.
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Metadata, logs, and timestamps are used to support and validate events by reconstructing activity
timelines. This type of evidence strengthens and confirms other findings in the investigation,
serving to substantiate what occurred rather than independently proving the entire case.
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According to the CHFI v11 objectives under Operating System Forensics, Linux Memory and
Process Analysis, and Anti-Forensics Techniques, attackers sometimes use a technique where a
malicious executable deletes or overwrites itself after execution to evade detection. Although the
file may be erased from disk, if the process is still running, Linux maintains a reference to the
executable in memory through the /proc filesystem.

Each running process in Linux has a directory under /proc/<PID>/, and the symbolic link
/proc/<PID>/exe points to the executable image currently loaded into memory. By copying this link
using the command:

cp /proc/$PID/exe /tmp/file

an investigator can successfully recover the in-memory version of the executable, even if it has
been deleted from disk. This is a well-documented forensic technique in CHFI v11 for recovering
malware binaries and analyzing fileless or self-deleting malware.
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User account data on macOS contains records related to logins, authentication attempts, and user
activity, making it the most relevant source for identifying unauthorized access events.
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Experience with similar large-scale breaches ensures the investigator understands the complexity,
methodologies, and challenges involved, enabling effective handling of the incident and reliable
evidence collection.
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This question maps directly to CHFI v11 objectives under Computer Forensics Fundamentals and
Standards and Best Practices Related to Computer Forensics, specifically the ENFSI Best
Practices for the Forensic Examination of Digital Technology. ENFSI (European Network of
Forensic Science Institutes) guidelines focus primarily on ensuring that digital evidence is handled
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in a secure, reliable, and forensically sound manner so that it remains admissible and defensible in
legal proceedings.

The examiner's primary concern under ENFSI best practices is the secure handling of digital
evidence, which includes proper acquisition, preservation, documentation, storage, and chain of
custody management. These practices ensure evidence integrity, prevent contamination or
alteration, and allow results to be independently verified. CHFI v11 emphasizes that forensic
investigators must be able to demonstrate that evidence has not been tampered with and that
standardized procedures were followed throughout the investigation lifecycle.

While GDPR, ISO/IEC 17025, and ISO/IEC 27001 are important regulatory and security
frameworks, they are not the core focus of ENFSI forensic examination guidelines. ENFSI is
evidence-centric, prioritizing secure evidence handling and methodological consistency.
Therefore, establishing secure evidence-handling protocols is the correct and CHFI-aligned
answer.
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According to the CHFI v11 objectives related to Network Forensics, Incident Detection, and SOC
Operations, the primary technology used by a Security Operations Center (SOC) to monitor,
correlate, and analyze security events in real time is a Security Information and Event Management
(SIEM) system.

A SIEM system centrally collects logs and events from multiple sources such as firewalls, IDS/IPS,
servers, endpoints, applications, authentication systems, and network devices. It then performs
real-time correlation, normalization, alerting, and analysis to identify suspicious patterns such as
brute-force attacks, lateral movement, malware activity, data exfiltration attempts, and insider
threats. CHFI v11 emphasizes SIEM solutions as a core component for incident detection,
investigation, and evidence correlation within SOC environments.
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Following proper forensic procedures and ACPO principles, all relevant devices should be seized,
documented, and transported to a controlled forensic lab environment for analysis. This ensures
evidence integrity, proper handling, and maintenance of the chain of custody.
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This question aligns with CHFI v11 objectives under Network and Web Attacks and Email
Forensics , specifically focusing on understanding how email communication works. According to
CHFI v11, the email delivery process involves multiple stages, including message composition by
the Mail User Agent (MUA), message submission to the outgoing Mail Transfer Agent (MTA), inter-
server transfer between MTAs, and final delivery to the recipient's mailbox via the Mail Delivery
Agent (MDA).

Once Bob clicks "send," the email is handed off from his email client (MUA) to the corporate email
server's MTA. If the corporate server is experiencing intermittent connectivity issues, delays most
commonly occur during the transfer between MTAs , where the sending MTA attempts to establish
an SMTP connection with the recipient's mail server or relay servers. Network instability, DNS
delays, or SMTP retry mechanisms can all cause queued messages and delayed delivery at this
stage.

Encryption and decryption processes occur locally or at defined endpoints and do not typically
introduce network-related delays. Composition is performed entirely on the sender's system, and
domain lookups usually happen quickly before transmission. Therefore, in accordance with CHFI
v11 email communication fundamentals, the delay is most likely during the transfer between MTA
servers.
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In CHFI v11, memory dump analysis focuses on identifying volatile artifacts, such as running
processes, loaded modules, decrypted data, network connections, and application-specific memory
remnants. The availability of Tor Browser artifacts in memory is highly dependent on the execution
and installation state of the Tor Browser at the time of acquisition.

When the Tor Browser is opened, it generates the highest number of artifacts in memory. These
include active Tor processes, circuit information, encryption keys, temporary buffers, and cached
session data. Even when the Tor Browser is closed but still installed, some residual artifacts may
remain in memory or be partially recoverable due to delayed memory reuse, along with indirect
indicators such as prefetch references and previously allocated memory pages.

However, when the Tor Browser is uninstalled, there are no active Tor-related processes or
associated memory segments loaded into RAM. As explicitly covered in the CHFI v11 blueprint
under Tor Browser Forensics and Forensic Analysis: Tor Browser Uninstalled, uninstalling Tor
significantly reduces both volatile and non-volatile artifacts. Consequently, memory dumps
acquired after uninstallation contain the least possible number of recoverable Tor artifacts, often
limited to overwritten or non-attributable memory fragments.
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According to the CHFI v11 Cloud Forensics objectives, logs and metadata are among the most
critical sources of digital evidence in cloud-based investigations. Unlike traditional on-premises
systems, investigators often do not have direct access to physical storage in cloud environments.
As a result, service-provider-generated logs and metadata become primary evidence artifacts.
Cloud service logs typically record user authentication events, including login timestamps, user
IDs, authentication methods (such as passwords or MFA), IP addresses, session durations, and
access outcomes (success or failure). Metadata associated with cloud storage objects further
provides information such as file creation time, modification time, access time, ownership details,
sharing activity, and access permissions. Together, these artifacts allow investigators to
reconstruct who accessed the cloud data, when it was accessed, and what actions were
performed, which is essential for attribution and timeline analysis.

While logs and metadata may sometimes indirectly hint at device or location information, CHFI v11
emphasizes their primary forensic value as evidence of authentication and access activity, not
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encryption algorithms or physical whereabouts. Encryption mechanisms are typically abstracted
and managed by the cloud provider, and determining physical location is not a reliable or
guaranteed outcome of log analysis.

Therefore, in cloud storage forensics, logs and metadata are chiefly used to analyze user
authentication and access behavior, making Option D the correct and CHFI-verified answer.
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A specialized forensic tool designed to handle Linux file systems on a Windows workstation allows
safe, read-only access to the image. This preserves evidence integrity and prevents further
corruption while enabling proper analysis.
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According to the CHFI v11 Anti-Forensics Techniques and Digital Evidence Analysis objectives,
attackers often attempt to evade detection by deleting files, corrupting file system metadata,
fragmenting data, or manipulating file extensions. When file system structures such as the MFT,


https://www.jpnshiken.com/q/69058-6479236/
https://www.jpnshiken.com/q/69058-6479237/

FAT, or directory entries are missing or damaged, traditional file recovery methods fail. In such
scenarios, investigators rely on file carving.

File carving is an advanced forensic technique that recovers files based on file signatures (headers
and footers) and content patterns, rather than file system metadata. CHFI v11 explains that file
carving scans unallocated space, slack space, and raw disk sectors to identify known byte patterns
associated with specific file types (for example, JPEG headers FFD8FFEO or PDF headers
%PDF). This allows investigators to recover files even when filenames, extensions, and directory
information have been intentionally altered or destroyed.
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The first priority in any digital forensic investigation is evidence preservation. Creating a bit- stream
(forensic) image of the hard drive captures an exact sector-by-sector copy of the entire storage
media, including active data, deleted data, slack space, and unallocated space.
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Host integrity monitoring is the process of studying the changes that have taken place across a
system after a series of actions or incidents. Involves monitoring ports, processes, registry, event
logs, etc.
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According to the CHFI v11 objectives under Mobile and loT Forensics and Operating System
Forensics, mobile devices often act as cross-platform interaction points, storing artifacts related to
communications, file transfers, backups, or synchronization with Windows and Linux systems.
These artifacts may include shared documents, SSH keys, SMB access traces, USB connection
records, cloud sync remnants, or application logs indicating interaction with external operating
systems.

A crucial forensic step in such cases is analyzing files to identify interactions and potential
evidence across different operating systems. This enables investigators to reconstruct user activity
beyond the mobile device itself and establish links between the mobile device and other systems
involved in the incident. CHFI v11 emphasizes the importance of correlating evidence across
heterogeneous platforms to build a complete and accurate timeline of events.
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This question maps directly to CHFI v11 objectives under Malware Forensics, specifically malware
persistence mechanisms and behavior analysis. Persistent malware is designed to survive system
reboots and removal attempts by embedding itself into startup locations, registry keys, scheduled
tasks, services, boot sectors, or firmware. CHFI v11 emphasizes that identifying persistence
mechanisms is a critical step in malware analysis and incident response.

From a forensic perspective, understanding how malware maintains persistence allows
investigators to fully eradicate the threat and prevent reinfection. If persistence artifacts are not
identified and removed, the malware can continuously reinstall itself, rendering cleanup efforts
ineffective and allowing attackers to maintain long-term access. CHFI v11 highlights registry-
based persistence, startup folders, services, cron jobs, launch agents, and boot-level persistence
as common techniques that must be analyzed.

Additionally, identifying persistence helps investigators reconstruct the attack timeline, understand
attacker intent, and determine the scope of compromise.
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According to the CHFI v11 Mobile and loT Forensics objectives, iOS devices maintain geolocation-
related artifacts through the location services subsystem (locationd). One of the key forensic
artifacts associated with this subsystem is Clients.plist.

The Clients.plist file stores information about applications and system services that have requested
or used location services. It contains identifiers for apps, service names, permission states, and
timestamps indicating when location data was accessed. This makes it highly valuable for
investigators attempting to determine which apps accessed location data and when, which is
crucial in cases involving surveillance, stalking, fraud, or physical movement reconstruction.

The other files listed do not store geolocation data. Cookies.plist contains browser cookie
information, Sms.db stores SMS and iMessage content, and DraftMessage.plist holds unsent
message drafts. None of these files are related to GPS or location services.

CHFI v11 emphasizes correlating Clients.plist with other artifacts such as location caches,
application logs, and timestamps to reconstruct user movement and application behavior on iOS
devices.
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Volatility provides the linux.Isof plugin, which lists open files and maps them to the processes that
have them open, enabling correlation between files and running processes in a memory image.
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According to the CHFI v11 Dark Web Forensics domain, Tor bridge nodes are specifically
designed to help users bypass censorship and surveillance in restrictive environments.
Governments and ISPs often block access to Tor by identifying and filtering traffic destined for
publicly listed Tor entry (guard) nodes. Once these entry nodes are blocked, users can no longer
connect to the Tor network using standard configurations.

Bridge nodes solve this problem by acting as unlisted entry relays whose IP addresses are not
published in the public Tor directory. As a result, censorship mechanisms cannot easily identify
them. From a forensic and technical perspective, CHFI v11 explains that bridges effectively
disguise the initial connection point, making Tor traffic appear less distinguishable from normal
internet traffic--especially when combined with pluggable transports such as obfs4 or meek.
While Tor uses layered encryption (onion routing), that function applies to all Tor connections and
is not unique to bridges. Bridge nodes do not host websites, and they are explicitly not publicly
listed, making Option D incorrect. The key advantage bridges provide is concealing the Tor entry
point, which prevents |IP-based blocking.

CHFI v11 emphasizes understanding Tor infrastructure--including bridges, relays, and exit nodes-
-to correctly interpret dark web traffic and censorship circumvention techniques during
investigations.
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UFED Cellebrite supports logical acquisition across both Android and iOS devices, enabling
comprehensive extraction of user data in a forensically sound manner.
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Training existing investigators in computer forensics builds in-house expertise, enabling them to
handle specialized digital investigations effectively without incurring the higher costs of
outsourcing.
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The Sleuth Kit provides comprehensive file system analysis capabilities for Linux systems, allowing
investigators to examine disk images, recover deleted files, and uncover hidden artifacts.
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Kernel patching allows a rootkit to modify core operating system functions at the kernel level,
enabling it to hide processes, files, and activities from detection by security tools.
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The BMP file begins with a file header (BITMAPFILEHEADER), which contains the signature
identifying the file type, the overall file size, and the offset to the image data.

Eﬁ:ﬁ: 119

RD5H, ERICKDPERFITADAIRENGRERERET 1=BIC 2002F T KEZHEZTH
RENFEREIENTIN?

A. GLBA

B. SOX

C. FISMA

D. HIPAA

TR (ERERTLET)

Eﬁ:ﬁ: 120
DRATLEBETHAT7 VR 2a—IlE Y—N\—QUEFIT— 7O ZHARTNVET, ZD1BFE
T 7R )a—E PRTLRT—rO—F—DEBEHMZRIIL JREZHEZELTHLGARL—


https://www.jpnshiken.com/q/69058-6479255/
https://www.jpnshiken.com/q/69058-6479256/
https://www.jpnshiken.com/q/69058-6479257/

TAVIVRTLOA—RICEL ZEIZRDEFET, VATLRBEILF o vV #FTL _EFET
ERVIRIITDOANA—FEINEELSITLEST , 7o) a—F ZDT7z—XITLH>TYVR
TLMNRY O—[CERN L -RELGRETEET I LELHERLET 7R 2a—AREETLT
WAHUEFIT—hr7OERAD Tz —XEHEL TS,

A J—brTNAREBERT—X

B. EFI®I#LRT 7 = —X

C. RKIANETRETI—X

D. X274 7x—X

Ffa:D(QA AV FEEKRT D)

The described step involves verifying the integrity of the bootloader using cryptographic checks
and enforcing trusted boot policies. This corresponds to the Security phase of the UEFI process,
where Secure Boot ensures that only trusted and signed components are allowed to load,
maintaining a secure boot state.
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Since the system is shut down and the required data is non-volatile (on storage), dead acquisition
is appropriate. It minimizes changes to the target media and is designed to collect data from
disks/USBs in a controlled manner (typically via imaging with write blockers).
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A practical immediate containment-oriented next step is to identify whether an exploit is being
actively leveraged. Repeated requests for the same resource/file often indicate scanning or
exploitation attempts (e.g., repeated hits to vulnerable endpoints). This helps quickly pinpoint the
entry vector and supports rapid blocking/containment actions.
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The DIRTY flag indicates that the event log contains records but was not properly closed, meaning
the log file may be in an inconsistent state due to improper shutdown or tampering.
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According to the CHFI v11 Network and Web Attacks domain, a directory traversal attack (also
known as path traversal) is a web-based attack in which an attacker manipulates input parameters
(such as ../ sequences) to access files and directories outside the intended web root.

This can expose sensitive resources such as configuration files, credentials, source code, system
files, and application logs.

The primary forensic objective when investigating a directory traversal attack is to determine the
scope and impact of unauthorized access. CHFI v11 emphasizes that investigators must analyze
web server logs, application logs, and access records to identify:

Which files or directories were accessed

Whether sensitive or confidential data was exposed

The time frame of the attack

The attacker's source IP and request patterns

Whether data was viewed, downloaded, or potentially modified
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Understanding the extent of data compromise is critical for incident response, regulatory
notification, damage assessment, and legal proceedings. It also helps determine whether further
attacks (such as privilege escalation or lateral movement) may have occurred following the
traversal exploit.
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According to the CHFI v11 objectives under Setting Up a Computer Forensics Lab and Ensuring
Quality Assurance, maintaining strict control over who can access the forensic laboratory is a
fundamental security requirement. The scenario described clearly aligns with physical access
considerations, which focus on controlling, monitoring, and documenting entry into the forensic
facility. Recording visitor details such as identity, time of entry, and purpose of visit ensures
accountability and helps protect sensitive evidence, forensic tools, and investigation data from
unauthorized access or tampering.

CHFI v11 emphasizes that forensic labs must implement visitor logs, access authorization
procedures, and monitoring mechanisms as part of best practices. These measures directly
support the chain of custody by demonstrating that evidence was only accessible to authorized
individuals, which is essential for legal admissibility. In the event of an audit or court proceeding,
access records can be used to prove that evidence integrity was preserved throughout the
investigation lifecycle.
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Human resource considerations (Option A) relate to staffing, training, and role assignments, not
visitor access. Work area considerations (Option B) address workspace layout and equipment
placement. Physical and structural design considerations (Option D) involve building architecture
and security infrastructure such as locks or surveillance systems, but not the administrative
tracking of visitors.

Therefore, in accordance with CHFI v11 forensic lab security guidelines, physical access
considerations best describe the security control being implemented
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This scenario aligns closely with CHFI v11 objectives under Procedures and Methodology,
specifically postmortem analysis and log-based forensic investigation. Postmortem analysis refers
to the examination of collected system, application, and network logs after an incident has
occurred, with the goal of reconstructing events and determining the root cause of a security
breach.
In this case, the investigator is reviewing historical network logs collected during the incident
window, not monitoring live traffic. CHFI v11 emphasizes that postmortem analysis is essential for
answering the core forensic questions: what happened, how it happened, when it happened, and
who was responsible. By correlating timestamps, IP addresses, protocols, and event sequences
across logs, investigators can identify attack vectors, trace the origin of the attack, and understand
attacker behavior.
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A CHFI investigator must respect legal and ethical boundaries, including consent and
confidentiality. Seeking alternative lawful methods ensures compliance while maintaining the
integrity and admissibility of any evidence collected.
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When dealing with international jurisdictions and diplomatic protections, the investigator must
follow proper legal channels. Consulting legal counsel and pursuing authorization through
appropriate international legal mechanisms ensures the investigation remains lawful and the
evidence admissible.
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According to the CHFI v11 Digital Evidence and Storage Fundamentals, RAID (Redundant Array of
Independent Disks) configurations are critical for investigators to understand because they directly
impact data availability, fault tolerance, and evidence reconstruction during forensic analysis. RAID
5 is one of the most commonly deployed RAID levels in enterprise environments due to its balance
between performance, storage efficiency, and redundancy.

In a RAID 5 configuration, data and parity information are striped across all disks in the array.

This means that parity blocks are not stored on a single dedicated drive; instead, parity is rotated
among all participating drives. This design eliminates the bottleneck associated with a single parity
disk and improves read performance while still providing fault tolerance.

If one drive fails, RAID 5 uses the distributed parity information along with the remaining data
blocks to reconstruct the missing data on-the-fly, ensuring continued access to information. From a
forensic perspective, this distributed parity mechanism is significant because investigators must
correctly identify the RAID structure to rebuild the array and recover digital evidence accurately.

B 134

OA— R OB MR TEH g R—S vy —TY , HHB . avEa—4lcadq oL
B ARELRTOTSLARY T7YTRRENDESITH o112 T T THREERVEL

footy hT—HBEENEFII, AVE1—F~OBRBAEZHELLZ S BBEHOBHT TR
BRTITAETADNREELTVWR I ELNDAYELE, COESIARRT, Ry hI—H EEE
[FYRTFLADBAZBRET 50T ROIEEDY—LEFRBLETAH?

A .LIR—FE2—7

B. 1 2 —%v FMIUWEEY—IL

C.7O0+RE=H—

D. 16T T 1%

Eff: (EfRERRLET)

BR: 135
X2 T4T7FIVRCDYSIE WindowsT L oDtExXa1) T4 EBEQTZHRL FELTY
TAET4ZBHELESELTULWET , WindowsA AN FEA—7—T_ ID4663DA NV FERD


https://www.jpnshiken.com/q/69058-6479271/
https://www.jpnshiken.com/q/69058-6479272/

FEL, CNEREDBEDVATLLAEZ 723 VITHMIELTWET, Sl L=k
R IDARVIMNIEEGVRTLFT Oz MIEET D7V TAETAICEAELTVWS I EN
HIBALE LT,

A X2~ ID 4663 &, Windows X2 ) T« [CEAL TEAMIZAZRL TLETH?
AFTOx) FEEEHMTRHISELTULET,

B. 1—H—MN I RTFTLBRIZTVRTHE=HITATAL U LELE:,

C.LYARM) XF—OT7MINGEDRESNF-F TV FEOREFEERITLET,

D. VRATL ATy bHBEIBRESNFELT-,

EfE:A (AU RERKT D)

This question aligns with CHFI v11 objectives under Operating System Forensics, specifically
Windows Security Event Log analysis and object access auditing. In Windows systems, Event ID
4663 is generated when an attempt is made to access an object (such as a file, folder, registry key,
or other securable object) and detailed auditing is enabled. CHFI v11 emphasizes the importance
of this event in identifying unauthorized or suspicious access attempts to sensitive system
resources.

Event ID 4663 provides granular information about the type of access requested, such as read,
write, modify, delete, or permission changes. This makes it particularly valuable in forensic
investigations, as it allows investigators to determine whether a user or process attempted to
modify critical system objects, which is often indicative of malicious activity, privilege abuse, or
insider threats.
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Event correlation allows the investigator to analyze and link multiple incidents across different
systems and locations, helping identify patterns, relationships, and a unified attack sequence.
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After the BIOS loads the MBR and the boot manager takes control, the next step in the Windows
boot sequence is loading Winload.exe. This component is responsible for loading the Windows
kernel, essential drivers, and system components into memory to start the operating system.
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Removing and reinserting the CMOS battery clears the stored BIOS settings, including the BIOS
password, effectively resetting it and allowing access to the system firmware configuration.
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Random, non-standard traffic to unfamiliar external IPs suggests encrypted or obfuscated
communications typical of command-and-control channels, where compromised systems
communicate with attacker-controlled servers.
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According to the CHFI v11 objectives under Digital Evidence and Operating System Forensics,
understanding RAID configurations is essential for both evidence acquisition and incident analysis.
RAID 1, also known as disk mirroring, ensures data integrity and availability by duplicating identical
data across two or more physical drives. Every write operation is simultaneously written to both
drives, creating an exact replica of the data at all times.

In the event of a single hard drive failure, RAID 1 allows the system to continue operating
seamlessly using the remaining drive, with no interruption to data access and no data loss. This
immediate failover capability is what ensures high availability and strong data integrity, making
RAID 1 especially suitable for mission-critical systems such as databases and forensic evidence
repositories. From a forensic perspective, investigators can still access complete and consistent
data even after a hardware failure.
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A chain of custody documents every step of evidence handling--from seizure through analysis to
presentation--ensuring traceability, accountability, and proof that the evidence remained unaltered.
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This question aligns with CHFI v11 objectives under Network and Web Attacks, specifically the
classification and identification of external threats targeting organizational networks. External
attacks originate outside the organization's trusted boundary and are carried out by threat actors
who do not have legitimate internal access. CHFI v11 highlights that recognizing the nature of such
attacks is essential for incident detection, response, and forensic investigation.

Distributed Denial of Service (DDoS) attacks are a classic example of external attacks, where
attackers overwhelm network resources with massive traffic volumes to disrupt availability. These
attacks often originate from botnets distributed across the internet. Phishing attacks are another
common external threat, involving deceptive emails or messages designed to trick users into
revealing credentials, clicking malicious links, or downloading malware. The scenario described--
customers reporting suspicious login attempts and pop-ups--strongly aligns with phishing and
externally driven compromise attempts.

Software bugs are internal technical issues, insider threats originate from within the organization,
and while ransomware is a type of malware, the option pairing encryption and ransomware is too
broad and not explicitly external. Therefore, consistent with CHFI v11 classifications, DDoS attacks
and phishing are clear examples of external attacks that pose serious threats to corporate
networks.
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According to the CHFI v11 Operating System Forensics curriculum, timestamp manipulation is a
common anti-forensics technique used by attackers to obscure activity timelines. On NTFS file
systems, each file maintains multiple sets of timestamps--such as $STANDARD INFORMATION
and $FILE_NAME attributes--stored within the Master File Table (MFT). Discrepancies between
these timestamp sets are strong indicators of timestamp tampering.

analyzeMFT is a specialized forensic tool designed explicitly to parse and analyze the NTFS
Master File Table. CHFI v11 highlights MFT analysis as a critical method for detecting time-
stomping attacks, where attackers alter file timestamps using utilities like timestomp. analyzeMFT
allows investigators to compare multiple timestamp attributes, identify anomalies, reconstruct
timelines, and detect inconsistencies that standard file system views cannot reveal.
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Differences between NTFS $STANDARD INFORMATION and $FILE_NAME timestamps are a
known indicator of timestamp manipulation. The presence of BCWipe (a secure deletion/privacy
tool) strengthens the inference of anti-forensic activity aimed at obscuring timelines and evidence.
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According to the CHFI v11 objectives under Data Acquisition, Digital Evidence, and
Image/Evidence Examination, forensic investigators must be able to work with different disk image
formats. The EO1 format (Expert Witness Format) is widely used in digital forensics because it
supports compression, metadata storage, and integrity verification through hashing.

However, many Linux-based forensic tools require the image to be mounted or accessed in a raw
(dd) format for direct analysis.

ewfmount is a Linux utility from the libewf toolkit that allows investigators to mount EO1 (and other
EWF) images as raw disk images. Once mounted, the image appears as a raw device, enabling
investigators to analyze partitions, file systems, and artifacts using standard forensic tools without
altering the original evidence. This approach preserves forensic integrity and aligns with CHF| v11
best practices.
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According to the CHFI v11 objectives under Malware Forensics and Linux Memory and System
Behavior Analysis, monitoring system calls is a core technique for understanding how malware
interacts with the operating system at a low level. On Linux systems, strace is the primary and
most effective tool for this purpose.

Strace intercepts and records system calls made by a process, along with the signals received and
return values. Since all interactions between user-space programs and the Linux kernel occur via
system calls, tracing them provides deep visibility into malware behavior. Using strace,
investigators can observe actions such as file creation or modification (open, write), privilege
escalation attempts (setuid), network communications (connect, sendto), process creation (fork,
execve), and access to protected system resources. This makes strace indispensable for dynamic
malware analysis on Linux, as emphasized in CHFI v11.
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Within the CHFI v11 syllabus under Network Forensics and Log Analysis, understanding Cisco
router log mnemonics is essential for investigating network-based attacks and policy violations.
Cisco devices generate structured log messages that include a facility, severity level, and
mnemonic, which together describe the event detected by the device.

The mnemonic %SEC-6-IPACCESSLOGP specifically indicates that a packet (TCP or UDP)
matched an IP Access Control List (ACL) rule and was logged accordingly. The "SEC" facility
denotes a security-related event, the severity level "6" represents an informational message, and
"IPACCESSLOGP" confirms that the log entry was generated due to an ACL permit or deny rule
matching a packet. This type of log is commonly used in forensic investigations to trace suspicious
traffic, identify unauthorized access attempts, and correlate firewall or router behavior with other
network logs.
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This scenario aligns with CHFI v11 objectives under Standards and Best Practices Related to
Computer Forensics, specifically the ENFSI Best Practices for the Forensic Examination of Digital
Technology. According to ENFSI guidelines, once evidence has been seized and secured, a
structured laboratory assessment must be conducted before and during analysis. This phase
focuses on evaluating exhibits, determining examination priorities, and maintaining detailed
documentation of all items--whether analyzed immediately or deferred.

Maintaining records of both analyzed and non-analyzed exhibits is a key ENFSI requirement, as it
ensures transparency, traceability, and accountability throughout the forensic process. CHFI v11
emphasizes that proper documentation allows investigators to track investigative progress, justify
examination decisions, and demonstrate that no evidence was overlooked or mishandled. This
practice also supports effective case management and preserves the integrity and admissibility of
evidence in legal proceedings.
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The "%SEC-6-IPACCESSLOGP" message indicates that a packet matched an ACL entry and was

logged, meaning the traffic was either permitted or denied based on the rule, with logging enabled

for monitoring purposes.
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The string "%2e%2e%2f" is URL-encoded for "../", which is used to traverse directories outside the
intended path. This pattern is characteristic of a directory traversal attack aimed at accessing
restricted files or directories.
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This question aligns with CHFI v11 objectives under Data Acquisition and Duplication and File
Deletion and Recovery Concepts. In Windows file systems such as NTFS, deleting a file does not
immediately erase its data from the disk. Instead, the operating system removes the file system
pointer (metadata entry) that references the file's location and marks the occupied disk clusters as
available for reuse.

CHFI v11 explains that until these disk sectors are overwritten by new data, the actual file content
remains intact on the storage media. This is why deleted files often remain recoverable using
forensic tools such as file carving utilities and disk analysis tools. Investigators can scan
unallocated space to reconstruct files based on known file headers and footers, even when
directory entries no longer exist.
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Using a SATA-to-IDE adapter allows the legacy IDE drive to be connected to modern systems with
SATA interfaces, enabling data access without modifying the original evidence.
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According to the CHFI v11 Computer Forensics Fundamentals, one of the primary objectives of
computer forensics is to identify, preserve, analyze, and present digital evidence, even when
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adversaries deliberately attempt to conceal or destroy it. In cybercrime cases involving data theft,
attackers often employ anti-forensics techniques such as file deletion, log wiping, data overwriting,
encryption, and artifact obfuscation to evade detection and attribution.

The ability to recover deleted files and hidden data is therefore critical. CHFI v11 emphasizes that
deleted data is rarely immediately destroyed; instead, file system pointers are removed while the
underlying data may still exist in unallocated space, slack space, or backup structures. Forensic
techniques such as file carving, analysis of unallocated disk space, examination of shadow copies,
and recovery of hidden or encrypted containers allow investigators to reconstruct attacker activity
and uncover intent, timelines, and methods used during the breach.
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Drive-by download attacks execute malware automatically when a user visits a compromised or
malicious website, without requiring additional user interaction.
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As soon as potential evidence is identified, the investigator should begin formal documentation
(search and seizure/evidence log) to maintain chain of custody. Securing items and making
detailed observations are important, but the evidence log is foundational for defensibility and
accountability from the start.
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A denial-of-service attack disrupts the availability of a device, network, or service by overwhelming
it with excessive traffic or resource requests, preventing legitimate users from accessing systems
or services.
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According to the CHFI v11 curriculum under Network Forensics and Analyzing Network Attacks,
the primary purpose of using network log analysis tools during a suspected Distributed Denial-of-
Service (DDoS) attack is to identify the source and nature of the attack traffic. DDoS attacks
overwhelm network resources by flooding them with a massive volume of malicious traffic
originating from multiple compromised systems.

By analyzing firewall logs, IDS/IPS logs, router logs, and server access logs, investigators can
detect abnormal traffic patterns such as unusually high connection rates, repeated requests from
multiple IP addresses, malformed packets, or protocol misuse. These indicators help forensic
investigators trace the origin of attack traffic, identify botnet behavior, determine attack vectors
(e.g., SYN flood, UDP flood, HTTP flood), and assess the scope and impact of the attack.
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Under the CHFI v11 objectives related to the eDiscovery process , investigators must understand
and correctly apply various eDiscovery collection methodologies based on where data resides and
how it is accessed. In this scenario, the investigator is collecting evidence from internal servers and
shared drives that are part of the organization's on-premises infrastructure. These repositories
typically store centralized data such as user files, audit logs, access records, and application
artifacts.

This approach directly aligns with network collection , an eDiscovery methodology in which data is
acquired remotely over the organizational network from file servers, database servers, shared
storage, and internal repositories . Network collection is commonly used in enterprise
investigations because it allows investigators to gather large volumes of data efficiently without
physically seizing individual endpoint devices.

Cloud-based collection (Option B) applies only when data is hosted on third-party cloud platforms
such as AWS, Azure, or Google Cloud. Email collection (Option C) is limited to mail servers and
messaging systems, while mobile device collection (Option D) focuses on smartphones and
tablets. None of these accurately describe the centralized, internal infrastructure outlined in the
scenario.

The CHFI v11 Exam Blueprint emphasizes eDiscovery collection methodologies as part of forensic
readiness and investigation workflows, highlighting network collection as the appropriate technique
for acquiring evidence from organizational servers and shared drives while maintaining integrity
and chain of custody
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This question directly relates to CHFI v11 objectives under Data Acquisition and Duplication and
the concept of order of volatility, which is formally defined in RFC 3227 (Guidelines for Evidence
Collection and Archiving). CHFI v11 stresses that forensic investigators must collect the most
volatile data first, as it is the most likely to be lost or altered during system shutdowns or continued
operation.

According to RFC 3227, the order of volatility starts with data that changes most rapidly, such as
system state and network-related information. This includes the physical configuration of the
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system, network topology, routing tables, ARP cache, active network connections, and running
processes. These elements can disappear immediately if the system is powered off or network
connectivity changes, making them the highest priority during live response.
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Mapping data to identify custodians and data locations ensures that only relevant electronically
stored information is targeted for collection, improving efficiency and maintaining compliance with
eDiscovery best practices.
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The payload 1' OR "1'='1"; -- is a classic SQL injection technique used to force a condition to
evaluate as true and comment out the remainder of a query. If it appears in the database server
logs, it strongly suggests the malicious input reached and was executed by the database engine-
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indicating a successful injection attempt and potential unauthorized access/manipulation, even if
obvious changes are not immediately visible.
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The IT team ensures that electronic evidence is collected and preserved in a forensically sound
manner, maintaining its integrity, while the legal team ensures that the collection process complies
with legal requirements so the evidence is admissible in court.
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According to the CHFI v11 Cloud Forensics domain, one of the most significant challenges in
cloud-based investigations is data residency and multi-jurisdictional storage. Cloud service
providers often distribute customer data across multiple geographic regions and countries for
redundancy, performance optimization, and availability. As a result, evidence relevant to a single
investigation may reside in different legal jurisdictions, each governed by its own data protection
laws, privacy regulations, and disclosure requirements.

In the given scenario, the investigator has already obtained the necessary legal authorizations,
which rules out lack of legal understanding as the primary issue. However, despite these
approvals, accessing data spread across multiple jurisdictions introduces procedural delays,
coordination challenges with cloud service providers, and dependencies on international legal
frameworks. CHFI v11 explicitly highlights that cross-border data access is a major obstacle in
cloud forensics, often slowing investigations even when warrants and mutual legal assistance
mechanisms are in place.

While volatility of logs and forensic readiness are valid cloud challenges, the scenario emphasizes
delays caused by geographic and jurisdictional dispersion of data, not data loss or lack of
preparation. CHFI v11 stresses that investigators must plan for jurisdictional complexity,
sovereignty issues, and provider cooperation timelines when handling cloud-hosted evidence.
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An entry indicating a triggered security rule for a possible SQL injection attempt directly highlights
malicious activity. This provides clear evidence of exploitation attempts beyond simple failed logins
or missing files, helping determine if the activity is part of a broader attack.
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This question directly aligns with CHFI v11 objectives under Regulations, Policies, and Ethics,
particularly laws that influence forensic investigations and corporate compliance. The law
described is the Sarbanes-Oxley Act (SOX), enacted in 2002 in response to major corporate
accounting scandals such as Enron and WorldCom. CHFI v11 highlights SOX as a critical
regulation governing publicly traded companies in the United States.

SOX mandates strict requirements for corporate financial reporting, internal control assessments,
executive accountability, audit independence, and record retention. Sections such as SOX Section
302 require executives to personally certify the accuracy of financial statements, while Section 404
enforces internal control audits to prevent fraud. These requirements are highly relevant in forensic
investigations involving financial misconduct, as investigators often rely on audit logs, financial
records, and compliance documentation governed by SOX.
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The first priority in a breach investigation is to determine what data has been compromised.
Identifying the affected data defines the scope and impact of the incident, which then guides further
forensic analysis, containment, and remediation actions.
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Sawmill is designed for high-volume log analysis, including IIS logs. It provides efficient parsing,
trend analysis, anomaly detection, and detailed reporting capabilities, which are essential for
reconstructing timelines and identifying suspicious activity in web server logs.
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NetAnalysis is specifically designed to extract and analyze web browser artifacts such as history,
cookies, and cache from multiple browsers, making it ideal for this task.
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According to the CHFI v11 Anti-Forensics Techniques domain, steganography is a sophisticated

method used by attackers to conceal sensitive or malicious information within seemingly normal

files such as images, audio files, video files, or documents. Unlike encryption, which makes data

unreadable but visibly suspicious, steganography hides the existence of the data itself, making

detection significantly more challenging during forensic analysis.

In steganography, data is embedded into unused or less noticeable parts of a file--such as the

least significant bits (LSB) of image pixels or audio samples--without noticeably altering the file's

appearance or functionality. As a result, standard antivirus tools, intrusion detection systems, and

basic forensic scans may not flag these files as suspicious. CHFI v11 highlights steganography as

a common anti-forensic tactic used for covert data exfiltration, command-and-control

communication, and storage of illegal or confidential information.
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Android commonly uses the Ext4 file system, which is well supported by standard forensic tools
and allows relatively straightforward data extraction. iOS devices use APFS with strong encryption
and security controls, requiring specialized forensic techniques and tools to access and analyze
the data.
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This scenario directly aligns with CHFI v11 objectives under Data Acquisition and Duplication and
Digital Forensic Imaging and Recovery Tools. In large-scale enterprise investigations--especially
within financial institutions--CHFI v11 emphasizes the importance of tools that support full disk
imaging, rapid system recovery, and granular restoration to ensure both forensic analysis and
business continuity.

Macrium Reflect Server is specifically designed for server environments and supports full image-
level backups, differential and incremental imaging, and selective file and folder recovery from
forensic images. This allows investigators to restore entire systems to operational status quickly
while simultaneously extracting specific files, logs, or configuration data needed to assess breach
impact and verify data integrity. Importantly, Macrium Reflect supports both physical and virtual
systems, making it suitable for complex enterprise infrastructures.

Snagit and Ezvid are multimedia screen-recording tools with no forensic or recovery capability,
while VMware vSphere Hypervisor is a virtualization platform rather than a forensic imaging or
recovery solution. CHFI v11 stresses that appropriate tool selection is critical to preserving
evidence integrity while minimizing operational downtime. Therefore, Macrium Reflect Server is the
most suitable and CHFI-aligned tool for rapid, reliable, and forensically sound system and data
recovery in this scenario.

BfHE: 189

HOXFEMEBEIRIAE EELGY—N\—TEREICZLDAT A VKRBMERTHAREL TS LE
ZBLEL, X2 T 477" X FIESplunk Enterprise Security(ES)&# AL TO Y ZHAE

L.TI—Fr I+ —RKBOAHEMEZEELVE LTz, WindowsA N> FEa—7—0 0T T4

B T7FHFIURNMI—FEDA R FID4625(AT A VKB EA N2 RID 4624(0 5 4 U Th) & H

LEL,

BENLGHEBEOREREZEREICHEL  SOICRRABEZEDSET 7HIVRAMIE>THRVERL

SIEM#REIFENTL &M

A.Splunk ESD ') R R—X 7 5 — h&EE

B. Splunk ESOEE G 2 HEREIC & SR H LEIRE

C.IBM QRadar SIEM®D ) 7 L2 A LB B H#EE

D. IBM QRadar SIEM I2& Y A>T L I X SaaS, laaS RE£AKIChiz>T—xibkant=«4 >4

4 FREEShFET,

IEf#E: (EfEZRTLET)

To pinpoint the source of brute-force activity, the analyst benefits most from Splunk ES capabilities

such as correlation searches, entity analytics, event aggregation, and investigative workflows that

connect 4625 spikes with subsequent 4624 successes, source |IPs, accounts, and time windows.
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Dead acquisition is performed when the system is powered off (or storage is acquired offline). It
captures non-volatile data from disk such as browser cache, unallocated space, and boot sectors.
Active network connections are volatile/live-state artifacts and cannot be captured via dead
acquisition.
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In multi-jurisdictional investigations, the priority is to ensure all actions comply with applicable laws
and regulations. Coordinating with the legal team to understand jurisdictional requirements and
obtain proper warrants ensures the investigation remains lawful and that any collected evidence is
admissible in court.
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Time-based correlation aligns events from multiple systems using timestamps, enabling the
investigator to reconstruct the sequence of activities across servers and identify the root cause of
the breach.
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The HKCU...\Run key is a common per-user persistence location that triggers programs/scripts at
user logon. Since the question specifies it was installed in the Run key to execute upon user login
and implies per-user context, HKCU is the expected hive path.
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Since the workstation is running and may contain critical evidence in RAM, live acquisition allows
capturing volatile data such as active processes and memory contents before it is lost.
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According to the CHFI v11 Computer Forensics Fundamentals and File Analysis modules,
identifying file types using file signatures (magic numbers) is a core forensic technique. File
extensions can be easily manipulated by attackers as an anti-forensics tactic, so investigators rely
on hexadecimal headers to determine the true file format.

The hexadecimal sequence 47 49 46 corresponds to the ASCII characters "GIF". This signature
appears at the beginning of all Graphics Interchange Format (GIF) files and is typically followed by
version identifiers such as GIF87a or GIF89a. CHFI v11 explicitly lists GIF file headers as a
common example when teaching file signature verification using hex editors.

For comparison:

PNG files start with the signature 89 50 4E 47

BMP files start with 42 4D (ASCII "BM")

JPEG files typically start with FF D8 FF

Because the investigator observes 47 49 46 at the beginning of the file, this conclusively identifies
the file as a GIF image, regardless of its filename or extension.

CHFI v11 emphasizes that hexadecimal signature analysis is essential when investigating
disguised files, malware hidden as images, or data exfiltration attempts using file extension
mismatch techniques.
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According to CHFI v11 objectives under Computer Forensics Fundamentals and Regulations,
Policies, and Ethics , a forensic investigator must ensure that technical investigation activities align
with applicable legal and regulatory requirements. The Gramm-Leach-Bliley Act (GLBA) mandates
that financial institutions protect customers' nonpublic personal information (NPI) and respond
appropriately to any unauthorized access or disclosure.

When a breach involving GLBA-protected data is identified, the organization must follow a
structured incident response and forensic investigation process while maintaining compliance with
privacy laws. CHFI v11 emphasizes forensic readiness, legal compliance, and ethical handling of
digital evidence. Notifying affected customers of their opt-out rights and implementing safeguards

to protect compromised data are core requirements of GLBA's Privacy Rule and Safeguards Rule.
Ignoring the incident violates forensic and legal responsibilities, while sharing sensitive data with

third parties risks further disclosure. Informing law enforcement alone is insufficient if customer
notification obligations are not met. Proper customer notification demonstrates due diligence,

supports transparency, and reduces legal risk. From a CHFI perspective, this approach ensures
lawful evidence handling, regulatory compliance, and preservation of organizational credibility

during forensic investigations.
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According to the CHFI v11 Network and Web Application Forensics objectives, IIS (Internet
Information Services) logs are a primary source of evidence for reconstructing web activity,
identifying attack paths, and understanding user behavior. 1I1S logs follow the W3C Extended Log
File Format, where each field represents a specific attribute of the HTTP request or response.
The field cs(Referer) records the referring URL, which indicates the web page from which the client
accessed the requested resource. In this scenario, the value
http://www.techsite.com/assets/img/logo.png

represents the page that referred the request for /images/content/bg_body 1.jpg. This information
is crucial in forensic investigations to determine navigation paths, embedded content usage,
malicious redirects, cross-site scripting attempts, or unauthorized resource loading.
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A. C:\Program Files\Microsoft Sticky Notes\plum.sqlite

B. C:\Users\AppData\Local\Packages\Microsoft.MicrosoftStickyNotes_8wekyb3d8bbwe\LocalState
\p lum.sqlite
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D. C:\Windows\System32\plum.sqlite
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On Windows 10/11, Sticky Notes stores its data in a SQLite database named plum.sqlite within the
user's AppData Local Packages directory. This path contains the application's LocalState folder
where the database file resides, making it the correct location for forensic extraction.
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Cuckoo Sandbox provides an isolated environment where the polymorphic worm can be safely
executed and its behavior observed. This enables detailed behavioral analysis despite the worm's
changing structure.
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sqlmap is specifically designed to automate detection and exploitation of SQL injection
vulnerabilities and supports advanced techniques, including handling complex, multi-source
attacks. It enables analysis of MSSQL databases, extraction of data, and reconstruction of attack
patterns, making it well-suited for investigating sophisticated SQL injection breaches.
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According to the CHFI v11 Operating System Forensics objectives, the Windows Registry is a
critical source of evidence for reconstructing user activity, particularly in insider threat
investigations. One of the most important Registry artifacts for identifying recently accessed folders
is the BagMRU key.

The BagMRU key is part of the Windows ShellBags artifact structure and is specifically designed to
track folder navigation history. It stores hierarchical information about folders accessed by a user,
including folder names, directory paths, and access order relationships. These keys allow forensic
investigators to determine which directories a user browsed, even if the folders were accessed via
Windows Explorer and later deleted from the system.

While the MRULIstEx value exists within ShellBag-related keys, it only defines the order of access
and does not store the actual folder path or name. The Bags key, on the other hand, stores folder
view settings such as icon size, window position, and display preferences--not access history. The
NodeSlot value is associated with Jump Lists and application usage tracking rather than directory
navigation.
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According to the CHFI v11 Mobile Device Forensics objectives, physical acquisition of an Android
device aims to obtain a bit-by-bit image of the device's storage, allowing investigators to recover
deleted files, unallocated space, and hidden artifacts. When a device is rooted, investigators can
leverage low-level Linux utilities such as the dd command to perform this acquisition.

The correct forensic procedure involves first connecting the Android device to the forensic
workstation, typically via USB using ADB. The investigator must then obtain a root shell, as root
privileges are mandatory to access raw block devices (for example, /dev/block/mmcblk0). Next, the
investigator must identify the correct source (the physical partition or block device) and define the
destination, which may be an external storage location or a streamed image file captured on the
forensic workstation. Finally, the dd command is executed with precise input (if=) and output (of=)
parameters to create a forensic image.
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According to the CHFI v11 Data Acquisition Concepts and Rules , sanitizing the target media is a
critical preparatory step performed before acquiring forensic data, especially when reusing storage
media or handling sensitive information. Sanitization refers to the process of securely erasing data
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so that it cannot be recovered using forensic techniques. This is typically achieved by overwriting
the storage media with predefined patterns , such as sequential zeros and ones, or by using
approved data wiping algorithms.

CHFI v11 clearly distinguishes sanitization from other acquisition steps. Validating data acquisition
ensures the integrity and completeness of collected evidence through hash verification and
comparison, not data destruction. Acquiring volatile data focuses on capturing live information such
as RAM contents, running processes, and network connections before shutdown. Planning for
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contingency involves preparing backups, alternate tools, and procedures in case the acquisition
process fails.

The scenario explicitly describes overwriting the drive to prevent any residual data recovery, which
directly aligns with the CHFI v11 guideline "Sanitize the Target Media" listed under evidence
handling and acquisition best practices. This step ensures privacy, prevents data leakage, and
maintains legal and ethical compliance during forensic operations.

Therefore, based strictly on CHFI v11 objectives and terminology, the investigator is performing
sanitization of the target media , making Option D the correct and verified answer.
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This scenario aligns with CHFI v11 objectives under Computer Forensics Fundamentals and
Insider Threat and Identity Theft Forensics. One of the defining characteristics of an insider threat
is that the attacker already possesses authorized or legitimate access to internal systems,
applications, or sensitive data. CHFI v11 emphasizes that insider attacks often bypass perimeter
defenses because the malicious activity originates from trusted accounts, internal IP ranges, or
authenticated sessions.

If sensitive data is altered from within the organization's network using valid credentials, it strongly
suggests insider involvement. Insiders may include disgruntled employees, contractors, or partners
who misuse their access privileges intentionally or unintentionally. This type of breach is often
detected through anomalies in user behavior, access logs, privilege misuse, or violations of least-
privilege principles.
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