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This scenario aligns with CHFI v11 objectives under Anti-Forensics Techniques and Disk
and File System Analysis . Attackers and sophisticated users may intentionally hide data in
areas of a disk that are not addressed by the operating system, such as inter-partition
gaps, slack space, or unallocated space . These techniques are commonly used as anti-
forensic methods to conceal illicit data from standard file system views and basic forensic
tools.

CHFI v11 emphasizes that such hidden data cannot be accessed through normal OS
utilities, disk cleanup tools, or backups that rely on file system structures. Instead, forensic
investigators must use disk editor tools or low-level forensic utilities that allow direct sector-
by-sector examination of the storage media. Disk editors enable investigators to view raw
hexadecimal data, inspect unallocated areas, analyze partition tables, and uncover hidden
or deliberately concealed content stored outside recognized partitions.

Reformatting or cleaning the disk would destroy potential evidence and violate forensic
principles, while full disk backups alone do not inherently reveal hidden inter-partition data
without further low-level analysis.

Therefore, consistent with CHFI v11 best practices for uncovering hidden data and
countering anti-forensic techniques, using disk editor tools to examine the inter-partition
gap is the correct and forensically sound approach.


https://www.jpnshiken.com/shiken/EC-COUNCIL.312-49v11-JPN.v2026-08-17.q135.html
https://www.jpnshiken.com/q/69002-6469043/

B 2

EBEEICBVT BEER16EITA 2 ZFERLTI7AMILERE N1 FTUT—4%
D,

REERX T7MILORBEEIHTHHT, 00j& FFIEWS /NS MEAXT 74 ILAD
BRABEFRICHRELTWS Z EIZR DW=, SN0 /NA FIIZBYRLERL, 774
IWDRERZEEOTWS, T7MLTTOBERNL  CNAOoDEFEDL S LEKRZTHED
AR H DA I 7

A T—RHE J7AULDPBIELTVWAHLRELTHLAREELHY 7,

B. 77 AIWNT 4 VT EEERERAT -2, < DIGFE, 77 M IVHBRELGY A XEf(F
BEEICET ALIICTE-OICEREINET,

C.O7AIIEM, EREn-T—2FLEBYRLAAZI—2DTOVINEFRET S LE
mLET,

D.BBEEEINf=T—4, Chod/ A MEFTVaO—FEnzarvTovERL, UL
F—TOHESILTEEY,

Ef#E: (EfEZRTLET)

Option B is the best answer because repeated runs of 00 and FF values across large
sections of a file often indicate padding, erased space, alignment bytes, or unused regions
rather than meaningful user content.

CHFI v11 includes Understanding Hex Editors and Hexadecimal Notation , OFFSET , and
Hex View of Popular Image File Formats and other file formats, so candidates are
expected to interpret repeated byte patterns in forensic hex analysis.

In practice, filler bytes are commonly used to pad structures to expected boundaries or to
fill slack or reserved regions in a file or data structure. Repeated 00 bytes are especially
common as null padding, while FF bytes may appear in erased or filled areas depending
on the application, medium, or format. These patterns alone do not automatically prove
corruption, encryption, or compression.

Data corruption usually requires stronger evidence than repeated filler values.
Compression and encryption tend to produce more varied or high-entropy byte patterns
rather than long simple repetitive runs. Therefore, under CHFI's file-format and hex-
analysis objectives, the most reasonable interpretation is file padding or unused data .
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Option C. EnCase is the best answer because the question is about a forensic
investigation of an MSSQL server where Lisa needs to collect and examine evidence files
in a defensible manner. CHFI v11 explicitly includes SQL Server Logs , Investigating SQL
Injection , and broad use of forensic tools for acquisition and examination of digital
evidence.

Among the choices, EnCase is the forensic suite most appropriate for evidence collection,
preservation, and detailed analysis . It supports imaging, examination, and evidentiary
workflow, which are central to determining attack origin in a legally sound way. Sqlmap and
SQLsus are offensive or testing-oriented tools associated with SQL injection activity, not
primary forensic evidence examination platforms. Nessus is a vulnerability scanner, useful
for assessment but not the best answer for collecting and analyzing MSSQL evidence after
a breach.

Because the scenario centers on forensic examination of compromised database-server
evidence, the strongest CHFI-aligned answer is EnCase , not exploit or scanning tools. It
best supports evidence preservation, analysis, and reporting in a large-scale SQL-injection
investigation.
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This question aligns with CHFI v11 objectives under Regulations, Policies, and Ethics and
Search and Seizure of Digital Evidence . Before any forensic examination can legally take
place-especially an on-site examination involving computers and email servers-the
investigator must obtain proper legal authorization

. In practice, this authorization is enforced through the lawful seizure of systems and
accounts , either via a search warrant, court order, or explicit consent from the system
owner.
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CHFI v11 emphasizes that digital forensic investigations must strictly follow legal
procedures to ensure evidence admissibility and avoid violations of privacy or due process.
Seizing the computer systems and email accounts establishes lawful control over the
evidence, enables proper chain of custody documentation, and prevents further tampering
or destruction of data. Only after seizure and authorization can investigators safely
proceed with technical tasks such as retrieving email headers, recovering deleted
messages, or analyzing email content.

The other options describe forensic analysis steps that occur after legal access has been
granted. Performing them without authorization could invalidate evidence and expose the
investigator to legal liability. Therefore, consistent with CHFI v11 best practices and legal
requirements, seizing the computer and email accounts is the correct initial step before
proceeding with the forensic examination.
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According to the CHFI v11 objectives under Reporting , Managing Clients or Employers
during Investigations , and Testifying and Presenting Findings , an essential forensic best
practice is ensuring that investigation results are clearly communicated and properly
understood by stakeholders. The scenario described aligns directly with the practice of
offering a feedback loop and conducting a debriefing session

, Where the investigator explains findings, methodologies, conclusions, and
recommendations to the client in a structured and understandable manner.

CHFI v11 emphasizes that a forensic report is not sufficient on its own; investigators must
also ensure that clients can interpret the results correctly and take informed action . A
debriefing session allows clients to ask questions, clarify technical details, and understand
the impact of the findings on business operations, risk posture, and compliance
requirements. This practice strengthens trust, improves decision-making, and
demonstrates professional responsibility.
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Option A focuses on confidentiality, which is important but does not address post-
investigation communication. Option B applies to pre-engagement planning rather than
post-investigation reporting. Option D relates to legal review, which may be necessary in
some cases but is not the core activity described.

The CHFI Exam Blueprint v4 highlights effective reporting and client communication as key
competencies of a forensic investigator, making the feedback and debriefing process the
most accurate and exam-aligned answer

EFEE: 6

HETIE, KRG A N—RENREL-REXDIA LUV I TFIRRTY,
EOHRRE KEOREREFOLNDLNUXR—RADVRATLDA A—UNREDOMY E LT,
HE-DEFHEIEX Windows 7+ Lo OV IID—DRT—3 0 TIDA A—VEDHTH
CETYT A A—PRBIELTWAKSICRAFIN EELRNEENTVET A
A—COBEETOERICE ST, VRATLICESLRIEENELHEVLSICTILELH
DET, INZRRIT SOOI RMNGY—ILEEFEREIFTIH,?

A. B EWindowsE#s K ICEHRLET,

B.LnuxTZaL—42 AL TEEGZRTLET,
C.o3A4TIT—brTARVEFERALTAA—VFRRLET,

D. Windows LT Linux 1 A —J & KRR DHIZHRETSNFE-EROD AL DY Y—
IWZRHEHLET,

IEfE: (EffZzRLET)

Option D is the best answer because the investigator needs a method that allows safe
access to a Linux image on a Windows forensic workstation without risking further damage
to the evidence. In CHFI methodology, the preferred approach is to use specialized
forensic tools that can mount, parse, and inspect images in a read-only, forensically sound
manner. That preserves the original evidence and supports controlled analysis.

Converting the image format could alter or complicate the evidence. A Linux emulator is
not the most reliable forensic answer for viewing evidence safely on Windows. Using a live
boot disk is more appropriate for examining a live system or booting a machine, not for
safely inspecting an already acquired image from within a forensic workstation workflow.
Because the problem is specifically about safe evidence handling, cross-platform access,
and avoiding further damage, the most effective CHFI-aligned approach is to use a
specialized forensic tool designed to view Linux images on Windows . This allows
structured analysis, file-system interpretation, and artifact review while preserving evidence
integrity.
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A. ftp.response.code == 532

B. ftp.response.code == 230

C. ftp.response.code == 530

D. ftp.response.code == 521
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According to the CHFI v11 Network Forensics and Log Analysis objectives , monitoring
authentication failures is a critical technique for detecting brute-force and password
cracking attacks against network services such as FTP. FTP servers communicate
authentication outcomes using standardized FTP response codes , which can be filtered
and analyzed using tools like Wireshark .

The FTP response code 530 explicitly indicates "Not logged in" , which commonly occurs
when a user provides invalid credentials (incorrect username or password). During brute-
force or password spraying attacks, repeated failed login attempts generate multiple 530
response codes , making this filter highly effective for identifying malicious authentication
activity.

In contrast, ftp.response.code == 230 indicates a successful login , which is not relevant
when tracking failed attempts. The 532 response code means that an account is required
for login, not necessarily a password failure. The 521 response code indicates that the FTP
service is unavailable, which reflects server-side issues rather than authentication failures.
CHFI v11 specifically emphasizes correlating network traffic patterns and protocol
response codes to identify unauthorized access attempts and credential-based attacks.
Filtering for ftp.response.code == 530 allows investigators to isolate failed authentication
attempts accurately and build evidence of potential password cracking activity.

Therefore, the correct and CHFI-verified answer is ftp.response.code == 530 (Option C) .
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Option C is the best answer because malware analysis should be performed in a controlled
and isolated environment that prevents the sample from escaping, spreading, or
communicating freely with production systems. In CHFI malware forensics, investigators
are expected to understand the importance of a malware analysis lab , including
sandboxing, network isolation, and controlled monitoring of system and traffic behavior.

A dedicated isolated network segment allows the examiner to watch how the malware
behaves while keeping the main corporate network protected. Using a traffic monitoring
tool within that isolated environment helps reveal command-and-control attempts,
download behavior, beaconing, DNS lookups, or other suspicious actions. This is the
safest and most informative approach.

The other options are dangerous or inappropriate. Connecting the infected server to a
public network increases risk. Running the malware inside the main network is unsafe.
Turning the infected server into a honeypot is not a sound first response for this scenario.
Therefore, the correct CHFI-aligned answer is to use an isolated analysis environment with
monitored traffic .
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Option D is the best answer because it is the technique least likely to produce substantial
evidence of TOR usage in a typical enterprise workstation investigation. CHFI v11 includes
Dark Web Forensics , Windows artifact analysis , registry analysis , prefetch analysis , and
network traffic analysis as relevant forensic areas. In that context, investigators are
expected to prioritize artifacts that commonly record application execution, persistence,
and network behavior.
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Prefetch files can show whether the TOR executable was launched on a Windows system.
The Windows Registry may contain installation traces, user activity references, or other
application-related entries. Real- time or captured network traffic can also reveal
communications with TOR entry nodes, relays, or patterns consistent with anonymized
traffic. These are all recognized and productive artifact sources in a CHFI-style
investigation.

By contrast, Command Prompt history is much less reliable because TOR is commonly
used through the TOR Browser GUI , not through command-line execution. Unless the
user specifically launched TOR- related commands manually, command history may
contain nothing useful. Therefore, from a forensic- efficiency standpoint, this is the weakest
option.
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According to the CHFI v11 Operating System Forensics curriculum, timestamp
manipulation is a common anti-forensics technique used by attackers to obscure activity
timelines. On NTFS file systems , each file maintains multiple sets of timestamps-such as
$STANDARD_INFORMATION and $FILE_NAME attributes-stored within the Master File
Table (MFT) . Discrepancies between these timestamp sets are strong indicators of
timestamp tampering .

analyzeMFT is a specialized forensic tool designed explicitly to parse and analyze the
NTFS Master File Table . CHFI v11 highlights MFT analysis as a critical method for
detecting time-stomping attacks , where attackers alter file timestamps using utilities like
timestomp. analyzeMFT allows investigators to compare multiple timestamp attributes,
identify anomalies, reconstruct timelines, and detect inconsistencies that standard file
system views cannot reveal.

The other tools are not appropriate for this task. Regshot is used to compare Windows
Registry snapshots, OSForensics is a general forensic suite but is not specifically
optimized for low-level MFT timestamp comparison, and Process Explorer is a live system
monitoring tool focused on running processes rather than file system metadata.
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CHFI v11 explicitly emphasizes NTFS MFT analysis as the authoritative method for
identifying manipulated timestamps. Therefore, the most accurate and CHFI-aligned tool
for detecting timestamp modifications on NTFS file systems is analyzeMFT , making
Option A the correct answer.
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According to the CHFI v11 Web Application Forensics and Network & Web Attacks
module , attackers commonly use encoding and obfuscation techniques to bypass input
validation mechanisms, web application firewalls (WAFs), and intrusion detection systems.
One such advanced technique is double URL encoding , which involves encoding already
URL-encoded characters a second time.

In URL encoding, the forward slash / is represented as %2F. When this value is encoded
again, % becomes %

25, resulting in %252F. In Option A, multiple occurrences of %252f clearly indicate that
characters such as / and comment markers (/* */) have been double encoded . When
processed by the web server or application, the input may be decoded twice, ultimately
reconstructing a valid SQL injection payload like UNION SELECT, thereby bypassing
security filters.

Options B and C rely on case manipulation and keyword splitting , which are evasion
techniques but not double encoding . Option D uses hex-encoded control characters ,
which is a different obfuscation method and does not represent double URL encoding.
CHFI v11 explicitly highlights double encoding as a common technique used in SQL
injection attacks to evade detection and filtering mechanisms. Therefore, the URL that
clearly demonstrates double-encoded SQL injection payloads is Option A , making it the
correct and CHFI-aligned answer.
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According to the CHFI v11 Mobile and loT Forensics objectives, iOS devices maintain
geolocation-related artifacts through the location services subsystem (locationd) . One of
the key forensic artifacts associated with this subsystem is Clients.plist .

The Clients.plist file stores information about applications and system services that have
requested or used location services . It contains identifiers for apps, service names,
permission states, and timestamps indicating when location data was accessed. This
makes it highly valuable for investigators attempting to determine which apps accessed
location data and when , which is crucial in cases involving surveillance, stalking, fraud, or
physical movement reconstruction.

The other files listed do not store geolocation data. Cookies.plist contains browser cookie
information, Sms.

db stores SMS and iMessage content, and DraftMessage.plist holds unsent message
drafts. None of these files are related to GPS or location services.

CHFI v11 emphasizes correlating Clients.plist with other artifacts such as location caches,
application logs, and timestamps to reconstruct user movement and application behavior
on iOS devices.

Therefore, the file that contains geolocation data of applications and system services on
iOS devices-fully aligned with CHFI v11-is Clients.plist , making Option D the correct
answer.
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Option D is the best answer because the server is still operational , cannot be shut down ,
and may contain volatile evidence that could disappear quickly. Under CHFI principles,
when a system must remain running and critical data in memory or live state may be lost,
the investigator should perform a live acquisition while respecting the order of volatility .
This is exactly the kind of situation where live acquisition is required. It allows the examiner
to collect RAM contents, active processes, network connections, logged-in sessions, open
files, and other transient artifacts that would be lost if the system were powered down or
delayed. Since the question explicitly highlights volatility, immediate live acquisition is the
most appropriate forensic response.

Option A is not a substitute for forensic acquisition because ordinary backups do not
necessarily preserve volatile evidence or forensic integrity in the same way. Option B
delays the response and risks losing critical data. Option C may provide useful supporting
network information, but it does not capture the server's internal volatile state. Therefore,
the correct CHFI-aligned next step is to conduct a live acquisition immediately .
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Option D is the best answer because CHFI v11 explicitly requires investigators to enable
write protection on the evidence media as part of the acquisition methodology. The
blueprint lists this step directly under Data Acquisition Methodology , along with selecting
the acquisition tool, collecting volatile and non-volatile data, and validating the acquisition.
If the standard write-blocking tool is incompatible with Linux, the examiner should still
preserve the evidence by using an appropriate Linux-compatible read-only method rather
than abandoning write protection altogether. Proceeding without write protection risks
altering original evidence and violating core forensic best practices. Likewise, transferring
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data first or attaching the drive to another machine without a controlled read-only approach
can introduce unnecessary risk or change the evidence state.

CHFI's rules of thumb for acquisition focus on preserving original evidence and choosing
the best acquisition method for the system state and environment. In this situation, the
correct adaptation is to use a Linux command or method that sets the disk to read-only so
the acquisition remains forensically sound. That makes option D the strongest CHFI-
aligned answer.
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This question aligns with CHFI v11 objectives under Operating System Forensics ,
specifically Windows Registry forensics and binary data analysis . Windows registry hive
files (such as SYSTEM, SOFTWARE, SAM, and NTUSER.DAT) are stored in binary
format and contain valuable forensic artifacts related to user activity, program execution,
persistence mechanisms, and system configuration. CHFI v11 emphasizes that forensic
investigators must use tools capable of low-level binary inspection to accurately analyze
these files.

Hex Workshop is a professional hex editor designed for detailed examination,
interpretation, and manipulation of binary data. It allows investigators to view registry hive
files at the hexadecimal level, search for specific byte patterns, validate offsets, and
correlate raw binary structures with known registry data formats. This capability is essential
when registry files are corrupted, partially deleted, or need manual verification beyond
automated tools.

The other options are unsuitable: Camtasia is a screen recording tool, Rufus is used for
creating bootable USB drives, and Dundas Bl is a business intelligence and data
visualization platform. None provide binary-level forensic analysis functionality. Therefore,
consistent with CHFI v11 registry and binary forensic analysis practices, Hex Workshop is
the most appropriate tool for examining registry files in this scenario.
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Option B. RAID 3 is the correct answer because the question describes a RAID level that
uses byte-level striping with a dedicated parity disk and requires at least three disks . That
combination matches RAID 3.

CHFI v11 explicitly includes RAID Storage System , RAID and Virtualization , and the
broader understanding of storage structures under digital evidence fundamentals, so
candidates are expected to recognize RAID types and how they affect evidence acquisition
and recovery.

The key clues are the dedicated parity drive and the fact that the system can continue
functioning after a single disk failure . RAID 3 is designed to provide fault tolerance for one
failed drive by reconstructing data from the remaining striped disks and the parity
information. This makes it different from RAID 0 , which has no redundancy, RAID 1,
which mirrors data rather than using dedicated parity, and RAID 10 , which combines
striping and mirroring in a different way.

Because the scenario precisely describes byte-level striping plus one parity disk with
single-disk fault tolerance, RAID 3 is the only answer that fully fits the described
configuration.
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Option B. Magnet AXIOM is the best answer because CHFI v11 explicitly includes MAC
Forensic Tools , Collecting and Analyzing macOS Artifacts , Analyzing macOS User
Activities , Viewing Log Messages in Mac , and APFS file system analysis as important
objectives for operating system forensics.

The question asks for a comprehensive Mac forensic tool that can handle system logs,
artifacts, file systems, and user activity. Among the options, Magnet AXIOM is the one that
best fits that broad forensic role.

Wireshark is a network traffic analysis tool, not a full Mac forensic suite. Metasploit is a
penetration testing and exploitation framework, not an evidence-analysis platform. IDA Pro
is used for reverse engineering binaries, which is far narrower than the full-system forensic
requirement described here.

Because Alex needs a single tool capable of broad macOS evidence examination, the
most suitable CHFI- aligned answer is Magnet AXIOM . It best matches the blueprint's
focus on Mac artifact analysis, user activity reconstruction, and forensic tool use across
operating systems.
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This scenario aligns with CHFI v11 objectives under Standards and Best Practices Related
to Computer Forensics , specifically the ENFSI Best Practices for the Forensic
Examination of Digital Technology .

According to ENFSI guidelines, once evidence has been seized and secured, a structured
laboratory assessment must be conducted before and during analysis. This phase focuses
on evaluating exhibits, determining examination priorities, and maintaining detailed
documentation of all items-whether analyzed immediately or deferred.

Maintaining records of both analyzed and non-analyzed exhibits is a key ENFSI
requirement, as it ensures transparency, traceability, and accountability throughout the
forensic process. CHFI v11 emphasizes that proper documentation allows investigators to
track investigative progress, justify examination decisions, and demonstrate that no
evidence was overlooked or mishandled. This practice also supports effective case
management and preserves the integrity and admissibility of evidence in legal
proceedings.

The other options describe different forensic phases: case evaluation occurs earlier at a
strategic level, scene assessment applies to on-site evidence handling, and data
acquisition refers specifically to extraction activities. In contrast, documenting and
prioritizing exhibits in a controlled environment is a core function of the laboratory
assessment , making option C the correct ENFSI-aligned answer.
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Option C. Static Analysis is the best initial step. CHFI v11 covers malware forensics ,
including methods for examining suspicious files to understand their characteristics,
indicators, and probable functions. When investigators encounter a novel malware sample
with no prior intelligence available, the safest and most logical first step is usually static
analysis . This allows the examiner to inspect the file without executing it , reducing the risk
of further infection or unintended damage while still revealing useful information such as
file type, strings, embedded resources, headers, imports, suspicious metadata, packing
indicators, and other structural clues.
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Behavioral analysis is also valuable, but it normally comes after an initial static examination
because it requires executing or monitoring the sample in a controlled environment. Code
analysis can be deeper and more specialized, but it is not always the first practical step,
especially before basic triage. Signature analysis is less useful when the malware is
believed to be new and may not yet match known indicators.

Therefore, under CHFI malware investigation principles, the most viable initial step to
understand a previously unknown malicious file is static analysis before moving to more
advanced dynamic techniques.

BfE: 20

BEEETH LV IRABERELE LT BREDA—IBEICHT S2FHOFEZESL
TWET  ABER BREOIIFIANFITHEI A —IVICEELGIRAEEN TS
BEMNHEIIEERRLFEL, A—ILIEpst7 7 ILICRFESATEY HIBRS=ZH D
bﬁ&#ﬁ&? ’7 SNEZEDELED BEETIIRTOA—ILZHELTHNTILELD
DET T E2DBEUZHERTHICIE, CNoD T 7AIILEHFERMICNEL ARSI
Ayt— )’5—1575 L.ADEBHIZA—ILORABZREICRTITED Y —ILHIBETT,
CDRARYIZRBEEY—IIERDSIEENTLELESIM?

A. P2LOCATIOND A — LAy & — k L—H—

B. A—)L7# L4

C. \>VB—DA— LY —IL

D. SysTools MailPro+

IEfE: (EfEZRRLET)

According to the CHFI v11 objectives under Email Forensics and Digital Evidence
Analysis , investigators must be capable of extracting, recovering, and analyzing email
data stored in proprietary formats such as Microsoft Outlook PST files . PST files often
contain emails from Inbox, Sent Items, Trash, and Archive folders, and may include
deleted or corrupted messages that are highly relevant to an investigation.

SysTools MailPro+ is a forensic-grade email analysis tool designed specifically to handle
PST file processing and recovery . It allows investigators to open, parse, and analyze PST
files while recovering deleted emails, attachments, and metadata such as headers,
timestamps, sender/recipient details, and message paths. CHFI v11 emphasizes the
importance of using tools that support evidence integrity, selective extraction, and
comprehensive visibility into email contents, all of which are core capabilities of MailPro+.
The other options are not suitable for this task. P2LOCATION ' s Email Header Tracer
focuses on tracing email headers for routing analysis, not PST recovery. Email Dossier
and Hunter's Email Verifier are OSINT and email validation tools used for profiling and
verification, not forensic extraction or recovery of mailbox data.

The CHFI Exam Blueprint v4 highlights email evidence acquisition, deleted email recovery,
and PST analysis as key forensic competencies. Therefore, SysTools MailPro+ is the most
appropriate and exam- aligned tool for this investigation
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According to the CHFI v11 objectives under Digital Evidence , Operating System
Forensics , and Network- Based Evidence , understanding file-sharing protocols is
essential when investigating Network-Attached Storage (NAS) systems. NAS devices are
designed to provide shared file access to multiple users over a network, and the most
commonly used protocol for this purpose-especially in Windows-based and mixed
environments-is SMB/CIFS (Server Message Block / Common Internet File System) .
SMB/CIFS governs how files, folders, printers, and other resources are accessed and
shared across the network. By examining SMB/CIFS activity, a forensic investigator can
determine which users accessed specific files, when the access occurred, what operations
were performed (read, write, delete), and from which systems the access originated .
These details are crucial for reconstructing user activity, identifying unauthorized access,
and correlating actions across multiple endpoints connected to the NAS.

The other options are incorrect. SMTP (Option A) is an email transmission protocol and
unrelated to file sharing. iISCSI (Option B) is a block-level storage protocol used for SAN
environments, not user-level file sharing. RAID (Option C) is a disk redundancy technology
and does not control how files are accessed over the network.

The CHFI Exam Blueprint v4 highlights SMB/CIFS analysis as a key area for investigating
shared storage environments, making it the correct and exam-aligned protocol for
understanding file access on NAS devices
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This question directly relates to CHFI v11 objectives under Data Acquisition and
Duplication and the concept of order of volatility , which is formally defined in RFC 3227
(Guidelines for Evidence Collection and Archiving) . CHFI v11 stresses that forensic
investigators must collect the most volatile data first, as it is the most likely to be lost or
altered during system shutdowns or continued operation.

According to RFC 3227, the order of volatility starts with data that changes most rapidly,
such as system state and network-related information. This includes the physical
configuration of the system, network topology, routing tables, ARP cache, active network
connections, and running processes . These elements can disappear immediately if the
system is powered off or network connectivity changes, making them the highest priority
during live response.

Disk data and temporary file systems are far less volatile, as their contents persist after
shutdown. Archival media is the least volatile and can be collected last. CHFI v11 explicitly
teaches that investigators must document and capture volatile network and system
configuration details before moving to persistent storage.

Therefore, prioritizing the physical configuration and network topology of the system is the
correct and standards-compliant choice.
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According to the CHFI v11 Operating System Forensics module, understanding the
Windows boot process is essential for diagnosing boot failures and identifying potential
tampering, rootkits, or boot-level malware.

In systems using the BIOS-MBR boot method , the boot sequence follows a well-defined
order.

After the BIOS (Basic Input/Output System) completes hardware initialization and performs
the Power-On Self-Test (POST), its next responsibility is to locate a bootable device based
on the configured boot order.
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Once a valid boot device is found, the BIOS loads the Master Boot Record (MBR) from the
first sector of that device into memory and transfers execution control to it. This step is
critical because the MBR contains the boot code responsible for locating the active
partition and invoking the next stage of the boot process.

Only after the MBR executes does the Windows Boot Manager (bootmgr) load, followed
later by the Windows OS loader (winload.exe), which then loads ntoskrnl.exe and the
Hardware Abstraction Layer (HAL) . Therefore, options B, C, and D represent later stages
in the boot process and could not occur immediately after BIOS initialization.

CHFI v11 explicitly covers this sequence under Windows Boot Process: BIOS-MBR
Method , emphasizing that failures occurring immediately after BIOS initialization typically
point to issues with the MBR or bootable partition discovery .

Hence, the correct and CHFI v11-verified answer is Option A: The boot manager would
locate the bootable partition and load the MBR .
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Option D. 4625 is the correct answer because this Windows security event is associated
with failed logon attempts , which is exactly what Jessica needs to review when looking for
signs of a possible brute-force attack. CHFI v11 explicitly includes Types of Logon Events ,
Windows 11 Event Logs and Other Audit Events , Evaluating Account Management
Events , and Event logs as core forensic topics.

In a brute-force scenario, investigators look for repeated failed authentication attempts
over time, often tied to the same account, source, or system. The relevant audit evidence
is found in Windows event logging, and failed logons are one of the most important
indicators when examining suspicious authentication activity. This aligns directly with
CHFI's emphasis on using logs as evidence and ensuring log credibility and integrity
during an investigation.

The other event IDs listed are not the standard failed-logon event used for this purpose.
Because Jessica is specifically trying to count and analyze failed login attempts , event ID
4625 is the best and most forensic- relevant choice under CHFI's Windows log analysis
objectives.
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Option D is the best answer because CHFI v11 explicitly includes Seeking Consent , Best
Practices for Handling Digital Evidence , Legal Issues, Privacy Issues and Legal
Compliance , and Managing Clients or Employers during Investigations .

When consent is not granted, the investigator cannot simply access sensitive client data on
their own authority. At the same time, immediately withdrawing may not be the only
appropriate response if there are lawful and ethical alternative ways to obtain relevant
evidence without violating confidentiality. The CHFI- aligned approach is to respect the
client's concerns , remain within legal and ethical boundaries, and explore other
permissible evidence-gathering options, such as narrower collection scopes, anonymized
review procedures, or additional legal authorization where appropriate.

Options A and B clearly violate consent and confidentiality principles. Option C is too
absolute and does not reflect the possibility of lawful alternative approaches. Therefore,
the strongest answer under CHFI's consent and legal-compliance principles is to respect
the firm's concerns and seek other means of gathering evidence without breaching client
confidentiality .
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According to the CHFI v11 Procedures and Methodology domain, the Incident Response
Process Flow follows a structured sequence to ensure incidents are handled efficiently,
lawfully, and with minimal impact.

Once an incident is detected and stakeholders such as management, third-party vendors,
and affected clients are informed , the next immediate priority is containment .
Containment focuses on limiting the scope and impact of the incident to prevent further
damage, data loss, or lateral movement by the attacker. This may include isolating affected
systems, blocking malicious IP addresses, disabling compromised accounts, segmenting
networks, or applying temporary firewall rules.

CHFI v11 emphasizes that containment must be executed swiftly to preserve evidence
while stopping the ongoing threat.

The other options represent different phases of the incident response lifecycle. Incident
triage and incident recording and assignment occur earlier, during detection and initial
response. Eradication is a later phase that involves removing malware, closing
vulnerabilities, and eliminating attacker persistence-but only after the threat has been
successfully contained.

CHFI v11 explicitly states that failing to prioritize containment after notification can allow
attackers to continue exploiting systems, leading to greater organizational and legal
consequences. Therefore, the correct and CHFI v11-verified immediate priority is
Containment , making Option A the correct answer.

B 27

T74 Lo v IREBEEELE LT HHEEIFRI—FTFTLERZDOMDIOTT/NA AHRE
EINFHAN—LROBEEZESIATVET, COEETHK, FA—> Y7337 SD
N—FGE BRRGEIOTTNA AN T—2EHE L EELGIRENET ILENHY F
9, Android i0OS_ Tizen OSHEEEHL-ENAMILTNA R ZFLTFYTAITIAE)Y—R
BE INLDTNA AL YEBENE I UVRENLG T -2 HEEETTELIY—ILHABE
TY, COEBICRBELGY—LERDSIBEENTLELESIMN?

A FTILAR—ZR

B. MD-NEXT

C.IRyHar/N\—4

D. O X T Lctl

EfR: (EffzRTLET)

This question maps directly to CHFI v11 objectives under Mobile and IoT Forensics and
Tools for IoT Device Forensics . loT investigations often involve heterogeneous devices
with different operating systems, storage mechanisms, and acquisition challenges. CHFI
v11 emphasizes the need for specialized forensic tools that support both logical and
physical extraction , including advanced techniques such as chip-off and SD card analysis,
to ensure comprehensive evidence collection.
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MD-NEXT is a purpose-built digital forensic tool designed for mobile and loT
investigations. It supports forensic acquisition and analysis across a wide range of
platforms, including Android, iOS, Tizen OS, wearables, drones, smart TVs, and
removable media. Importantly, MD-NEXT provides capabilities for logical extraction,
physical imaging, file system parsing, and chip-off memory analysis, which are critical
when dealing with damaged, locked, or non-standard loT devices.

The other options are not suitable for this scenario. DoubleSpace is a disk compression
utility, EpochConverter is used for timestamp conversion, and Systemctl is a Linux service
management command.

None provide forensic acquisition capabilities. Therefore, MD-NEXT is the most suitable
and CHFI v11- aligned tool for comprehensive loT and mobile device forensic
investigations.
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According to CHFI v11 objectives under Computer Forensics Fundamentals and
Regulations, Policies, and Ethics , a forensic investigator must ensure that technical
investigation activities align with applicable legal and regulatory requirements. The
Gramme-Leach-Bliley Act (GLBA) mandates that financial institutions protect customers'
nonpublic personal information (NPI) and respond appropriately to any unauthorized
access or disclosure.

When a breach involving GLBA-protected data is identified, the organization must follow a
structured incident response and forensic investigation process while maintaining
compliance with privacy laws. CHFI v11 emphasizes forensic readiness, legal compliance,
and ethical handling of digital evidence. Notifying affected customers of their opt-out rights
and implementing safeguards to protect compromised data are core requirements of
GLBA's Privacy Rule and Safeguards Rule.

Ignoring the incident violates forensic and legal responsibilities, while sharing sensitive
data with third parties risks further disclosure. Informing law enforcement alone is
insufficient if customer notification obligations are not met. Proper customer notification
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demonstrates due diligence, supports transparency, and reduces legal risk. From a CHFI
perspective, this approach ensures lawful evidence handling, regulatory compliance, and
preservation of organizational credibility during forensic investigations.
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According to the CHFI v11 Operating System Forensics and Digital Evidence Analysis
objectives, The Sleuth Kit (TSK) is a core open-source forensic framework used to analyze
disk images and file systems , including NTFS, FAT, EXT, and others. TSK is designed as
a modular toolkit , offering both command-line utilities (such as fsstat, fls, and istat) and a
plug-in framework that enables structured, extensible analysis.

The fsstat tool is part of this framework and is used to extract file system metadata ,
including cluster size, inode structure, allocation status, and volume layout-key artifacts
required for timeline reconstruction and anomaly detection. CHFI v11 emphasizes that
investigators typically analyze disk images using TSK's plug- in-based architecture , which
allows multiple forensic modules to operate consistently on the same evidence source
without altering it. This architecture is also what enables higher-level forensic platforms
(such as Autopsy) to integrate TSK seamlessly.

The other options are incorrect. TSK does not perform network scans , nor does it rely on
unstructured manual inspection . While TSK provides APIs for developers, writing custom
code is not required for standard disk image analysis and is not the primary method
emphasized in CHFI v11.

Therefore, in alignment with CHFI v11, an investigator analyzes disk images using TSK
through its plug-in framework , making Option C the correct answer.
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Under the CHFI v11 Mobile and loT Forensics domain, investigators are required to extract
and analyze application-level artifacts from mobile devices to reconstruct user activity.
Web browsers such as Google Chrome store valuable forensic data on Android devices,
including browsing history, cookies, cached files, saved form data, session tokens, and
timestamps , which can be critical in cybercrime investigations.

Magnet AXIOM is a comprehensive digital forensics platform explicitly supported and
referenced in CHFI v11 for mobile device forensic analysis . It is capable of performing
logical and file system extractions from Android devices and includes built-in parsers for
Chrome artifacts . Magnet AXIOM can automatically locate Chrome databases (such as
History, Cookies, and cache directories), decode SQLite databases, and present the
extracted data in a forensically structured and timeline-based view. This makes it highly
effective for correlating browser activity with other evidence.

The other tools listed are not suitable for this task. LOIC is a network stress-testing/DoS
tool, Orbot Proxy is used to route traffic through the Tor network, and DroidSheep is a
network sniffing tool for session hijacking. None of these tools are designed for forensic
extraction or analysis of browser artifacts from Android devices.

Therefore, in alignment with CHFI v11 Mobile and loT Forensics objectives , the correct
and most suitable tool for extracting Chrome artifacts from an Android device is Magnet
AXIOM , making Option D the correct answer.
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This scenario aligns with CHFI v11 objectives under Computer Forensics Fundamentals
and Insider Threat and Identity Theft Forensics . One of the defining characteristics of an
insider threat is that the attacker already possesses authorized or legitimate access to
internal systems, applications, or sensitive data. CHFI v11 emphasizes that insider attacks
often bypass perimeter defenses because the malicious activity originates from trusted
accounts, internal IP ranges, or authenticated sessions.

If sensitive data is altered from within the organization's network using valid credentials, it
strongly suggests insider involvement. Insiders may include disgruntled employees,
contractors, or partners who misuse their access privileges intentionally or unintentionally.
This type of breach is often detected through anomalies in user behavior, access logs,
privilege misuse, or violations of least-privilege principles.

The other options point to external attack indicators. Social engineering typically targets
users from outside the network, known external IP addresses suggest external threat
actors, and DDoS attacks are characteristic of external disruption rather than internal data
manipulation. CHFI v11 highlights that distinguishing insiders from external attackers is
critical for attribution, legal action, and remediation. Therefore, legitimate internal access to
systems and data is the strongest indicator that the breach was carried out by an insider.
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According to the CHFI v11 Dark Web Forensics objectives, the defining characteristic that
distinguishes the Dark Web from both the Surface Web and the Deep Web is its ability to
provide strong anonymity through layered encryption and anonymization techniques . The
Dark Web is intentionally designed to conceal the identities and locations of users,
services, and hosting infrastructure.

Access to the Dark Web typically requires specialized software such as the Tor Browser ,
which routes traffic through multiple encrypted relay nodes (entry, middle, and exit relays).
This process, known as onion routing , ensures that no single node knows both the source
and destination of the communication. CHFI v11 explicitly highlights that this encryption-
based anonymity is what makes the Dark Web attractive for activities such as cybercrime
marketplaces, illegal trade, anonymous communications, and covert operations.

The other options do not accurately define the Dark Web. Legal dossiers and financial
records are commonly found in the Deep Web , such as banking portals and government
databases. Requiring authorization alone does not distinguish the Dark Web, as many
Deep Web resources also require credentials. The Dark Web is not indexed by search
engines , which is the opposite of Option D.

CHFI v11 emphasizes that understanding this anonymity model is critical for investigators,
as it directly impacts attribution challenges, legal considerations, and evidence collection
strategies in dark web investigations.

Therefore, the correct distinction-fully aligned with CHFI v11-is that the Dark Web enables
complete anonymity through encryption , making Option B the correct answer.
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Option B. Corroborative evidence is the best answer because the question describes logs,
metadata, and timestamps being used to support and confirm what happened during the
incident. CHFI v11 explicitly includes metadata investigation , event logs , timeline and Kkill
chain analysis , and reconstruction of user or system activity through forensic artifacts.
This kind of evidence often does not stand alone as a complete confession-like proof, but it
is extremely valuable because it corroborates the sequence of events, supports witness
statements, confirms access patterns, and links actions across different systems. For
example, file timestamps, logon events, and application logs can help show that a suspect
account accessed a document, used a device, or connected to a system at a particular
time. That is exactly the role of corroborative evidence.

Option A would help clear the suspect, which is not the focus here. Option C is too
absolute because the question emphasizes supporting and reconstructive value. Option D
is too narrow. Therefore, under CHFI evidence-analysis principles, the logs, metadata, and
timestamps described here serve primarily as corroborative evidence .
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Option B is the best answer because the investigator's immediate goal is to document
what is currently displayed or active on a powered-on system while causing the least
possible disturbance . CHFI v11 emphasizes best practices for handling digital evidence ,


https://www.jpnshiken.com/q/69002-6469075/
https://www.jpnshiken.com/q/69002-6469076/

preserving evidence , collecting volatile information , and understanding the consequences
of actions taken on a live system.

A slight movement of the mouse to wake the screen is the least disruptive way among the
listed options to reveal the active display and allow proper photographic documentation.
Rebooting or unplugging the machine would destroy volatile evidence and significantly
alter the system state. Disconnecting the network cable may sometimes be considered in
other operational contexts, but it does not solve the immediate issue of documenting the
active on-screen evidence hidden by the screensaver.

From a CHFI standpoint, documentation at the scene should preserve the evidence as
found as much as possible while minimizing changes. Therefore, the correct response is to
gently wake the screen and photograph/document the visible programs without taking
destructive actions that would compromise volatile evidence.
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This question directly aligns with CHFI v11 objectives under Regulations, Policies, and
Ethics , particularly laws that influence forensic investigations and corporate compliance.
The law described is the Sarbanes- Oxley Act (SOX) , enacted in 2002 in response to
major corporate accounting scandals such as Enron and WorldCom. CHFI v11 highlights
SOX as a critical regulation governing publicly traded companies in the United States.
SOX mandates strict requirements for corporate financial reporting, internal control
assessments, executive accountability, audit independence, and record retention .
Sections such as SOX Section 302 require executives to personally certify the accuracy of
financial statements, while Section 404 enforces internal control audits to prevent fraud.
These requirements are highly relevant in forensic investigations involving financial
misconduct, as investigators often rely on audit logs, financial records, and compliance
documentation governed by SOX.

The other options are incorrect: PCl DSS applies to payment card data security, GLBA
governs customer financial data privacy, and ECPA addresses electronic communications
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privacy. Therefore, consistent with CHFI v11 legal frameworks and compliance objectives,
the correct law Scarlett is reviewing is SOX (Sarbanes-Oxley Act) .
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According to the CHFI v11 curriculum under Network Forensics , investigators must be
proficient in using packet sniffing tools to capture and analyze live network traffic. tcpdump
is a widely used command-line packet analyzer that runs natively on Unix, Linux, and BSD-
based systems. It allows investigators to capture packets in real time, apply powerful
filters, and save traffic in PCAP format for further offline analysis using tools such as
Wireshark.

In forensic investigations, tcpdump is especially valuable because it provides low-level
visibility into network communications, including source and destination |P addresses,
ports, protocols, TCP flags, and payload data.

This enables investigators to detect suspicious behaviors such as unauthorized
connections, port scans, malware command-and-control traffic, data exfiltration attempts,
and denial-of-service activities. CHFI v11 specifically highlights tcpdump as a core tool for
network traffic investigation and evidence gathering in Unix-based environments.

The other options are incorrect. Metashield Analyzer is used for file-based threat analysis,
Timestomp is an anti-forensics tool used to manipulate file timestamps, and Billboard is not
a recognized network forensic or packet sniffing tool.

The CHFI Exam Blueprint v4 emphasizes the importance of real-time packet capture tools
for network investigations, making tcpdump the correct, forensically sound, and exam-
aligned answer
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Option A. ExifTool is the best answer because the task is specifically to analyze file
metadata . CHFI v11 includes Metadata Investigation , Understanding EXIF data , and
identifies categories of tools used to examine files and metadata during forensic analysis.
ExifTool is purpose-built for extracting and examining metadata from many file types,
including images, documents, and other digital artifacts. That makes it especially
appropriate when the primary investigative requirement is to inspect metadata fields such
as creation time, modification details, embedded properties, author information, device
information, and other hidden descriptive attributes.

The other tools are broader forensic platforms or imaging utilities. FTK Imager is primarily
associated with evidence preview and imaging. OSForensics supports multiple
investigative functions, but it is not the most targeted answer when the question asks
specifically about metadata analysis. EnCase is also a broad forensic suite rather than the
most direct metadata-focused tool in the options. Therefore, based on CHFI's emphasis on
metadata investigation and file-type analysis, ExifTool is the most precise and suitable
choice for Mike's stated need.
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Option B is the best answer because one of the most fundamental forensic acquisition
principles is to avoid changing the original evidence . CHFI v11 emphasizes preserving
evidence , best practices for handling digital evidence , data acquisition methodology , and
maintaining evidence integrity so the results remain defensible in legal or disciplinary
proceedings. That principle applies regardless of device type, operating system, or case
category.

This rule of thumb is broader and more important than the other options because the
correct acquisition approach depends on the system state and circumstances. Live
acquisition is not always appropriate.

Focusing only on non-volatile data may cause investigators to miss valuable volatile
evidence. Network- based acquisition is not universally the least intrusive or the best
approach. What remains constant is the duty to minimize alteration of the original source.
By preserving the original data and performing analysis on properly acquired copies, the
investigator protects the integrity, repeatability, and admissibility of the evidence.
Therefore, the most accurate CHFI-aligned rule of thumb is that Edward should avoid
making changes to the original data during acquisition.

EFEE: 39

HIETE BET—FDREDAEEZABELTCVWSIXFTI /A —f%T oY
Ea—4274L P9 PRABELLTHVLVTVWEYT REERRE(E, D BRB L =6E%E
BTY St BREOEZKHA/ — /XY a2 (Windows OSEE)ZHIRLE L, HH
EFOERE RAEBEICBDELGT 2 EZRIGTAHETT  EHDERMEEERT S & IO
EEMEHFLETNAERYFERA, VRATLARFEREBLTEY  EXET—20IE
ARBAFETYT ERXUT—FZNETH-OORLEEGFIEEFMTTMN?

A. DRTLOKE RAVWTWASR—FDYR b ETHOTOELR FLURY FID—U
B. *y h7—V K ETHOTOER FALTWER—tDY R b PR TLOIKE,
C.BALWTWLWAHR— b+ ETHFOTOLRX Ry bT—V K SATLREDY X H,

D. EfTHDTAER VRATLOKE Ry FI—V K, BLUBAVLTLSER—FDIU X
ko

Eff:B(OA U bERKT D)

Option B is the best answer because CHFI v11 explicitly covers Live Acquisition , Order of
Volatility , Rules of Thumb for Data Acquisition , and Collecting Volatile Information and
Non-Volatile Information . When a Windows system is still running, the investigator should
gather the most volatile and easily lost information first .

Among the choices provided, network connections should be collected first because they
can disappear immediately if sessions close or the system state changes. Running
processes come next because active processes may terminate or change quickly. A list of
open ports is also volatile and supports network-state interpretation, but it is slightly less
informative on its own than established connections and active processes.
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System state is collected after those more transient live indicators.

This ordering is consistent with CHFI's emphasis on preserving volatile evidence before it
is altered by shutdown, user activity, or acquisition actions. Although detailed live-response
procedures can vary by tool and environment, the option that best matches CHFI's order-
of-volatility principle is: network connections, running processes, open ports, then system
state .
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According to the CHFI v11 Computer Forensics Fundamentals and File Analysis modules,
identifying file types using file signatures (magic numbers) is a core forensic technique. File
extensions can be easily manipulated by attackers as an anti-forensics tactic, so
investigators rely on hexadecimal headers to determine the true file format.

The hexadecimal sequence 47 49 46 corresponds to the ASCII characters "GIF" . This
signature appears at the beginning of all Graphics Interchange Format (GIF) files and is
typically followed by version identifiers such as GIF87a or GIF89a . CHFI v11 explicitly lists
GIF file headers as a common example when teaching file signature verification using hex
editors.

For comparison:

* PNG files start with the signature 89 50 4E 47

* BMP files start with 42 4D (ASCII "BM")

* JPEG files typically start with FF D8 FF

Because the investigator observes 47 49 46 at the beginning of the file, this conclusively
identifies the file as a GIF image , regardless of its flename or extension.

CHFI v11 emphasizes that hexadecimal signature analysis is essential when investigating
disguised files, malware hidden as images, or data exfiltration attempts using file extension
mismatch techniques.

Therefore, based on the file's hexadecimal signature, the image format is GIF , making
Option C the correct answer.
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Option D is the best answer because the scenario describes using tools to automate
repetitive, high-volume forensic tasks such as bit-by-bit imaging , hash comparison , and
timeline generation so the investigator can concentrate on interpretation and deeper
analysis. CHFI v11 explicitly includes Forensics Automation and Orchestration as a core
topic.

The key clue is that the tools are being used to streamline repeated technical tasks
efficiently across a large dataset. That is the hallmark of forensic automation . Automation
reduces manual workload in predictable processes like hashing, imaging, and log parsing.
Orchestration , by contrast, usually refers to coordinating multiple tools, workflows, or
systems together across a broader process. While there may be some orchestration
elements in real environments, the emphasis in this question is clearly on efficient
execution of repetitive tasks.

Because the investigator is using computerized tools to handle recurring evidence-
processing steps at scale, the most accurate classification is forensic automation
performing repetitive tasks efficiently . That aligns directly with the CHFI objective covering
automation and orchestration in digital forensics.
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Option D is the most useful answer because it provides the clearest indication that the
activity may be part of a larger security issue rather than just routine login failures or
missing-file requests. A mod_security entry showing that a rule was triggered for a possible
SQL injection attempt directly suggests malicious web- application attack behavior and
points to a broader intrusion pattern.

Option C is useful for confirming failed authentication activity, but by itself it may still reflect
simple credential guessing or user error. Option B only shows a missing file request, which
could be benign or accidental. Option A is the least suspicious of the choices. By contrast,
an application firewall or security module explicitly flagging a possible SQL injection
attempt strongly indicates that the server may be under targeted attack and that the failed
logins could be part of a coordinated campaign.

From a CHFI perspective, log entries that directly indicate known attack techniques are
especially valuable during web-server investigations. Therefore, the Apache log entry most
likely to help David determine that the failed attempts were tied to a larger security problem
is the mod_security alert for possible SQL injection .
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Option D is the best answer because the computer was seized while the Tor Browser was
actively open , meaning the most valuable evidence may still exist in volatile memory . In
CHFI methodology, when a live system contains potentially crucial active-session
evidence, investigators should follow the order of volatility and collect the most easily lost
evidence first. A memory dump may preserve active browser session data, in- memory
artifacts, decrypted content, process information, network connections, and traces of
recently accessed dark web activity that might never be written clearly to disk.

Shutting down or unplugging the machine would destroy this volatile evidence immediately.
Restarting into safe mode would also alter or erase the active session context. Hard drive
analysis remains important later, but it would not capture the full live state of the Tor
session as effectively as RAM collection.

Because the goal is to obtain as much information as possible from the active session , the
strongest CHFI- aligned answer is to leave the system running and collect a memory dump
first before taking further acquisition steps.
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According to the CHFI v11 Data Acquisition Concepts and Rules , dead acquisition is the
forensic process specifically used to extract non-volatile data from storage media such as
hard drives, SSDs, USB devices, and memory cards after the system has been powered
off . This method ensures that the evidence is collected in a forensically sound and
unaltered manner , which is essential for maintaining evidence integrity and legal
admissibility.

In dead acquisition, the seized system is shut down, and the storage media is accessed
using write blockers and forensic imaging tools to create a bit-by-bit copy of the disk. This
allows investigators to safely analyze files, file system metadata, logs, deleted data, slack
space, and unallocated space without modifying the original evidence. CHFI v11
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emphasizes dead acquisition as the preferred approach when dealing with non- volatile
data, particularly in corporate breach investigations where data integrity is critical.

The other options are not appropriate in this scenario. Volatile acquisition and live
acquisition focus on collecting data from a running system, such as RAM, active
processes, and network connections. Dynamic acquisition is not a standard CHFI-defined
category for non-volatile disk evidence.

Therefore, since Detective Smith is extracting non-volatile data from a seized hard drive
while preserving its original state , the correct CHFI v11-verified answer is Dead acquisition
(Option B) .
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Option B is the best answer because CHFI v11 explicitly emphasizes the prominence of

setting up a controlled malware analysis lab and the need to perform static and dynamic

malware analysis in a safe environment. A sandbox is designed to let investigators execute

suspicious code in an isolated setting where its behavior can be observed without

endangering production systems or the organization's functional network.

This is exactly why the scenario highlights virtual machines, different victim configurations,

and monitoring tools such as imaging, file-analysis, and network-capture utilities. These

elements exist so the analyst can watch what the malware does, such as file changes,

process creation, registry modifications, persistence attempts, and network

communications, while containing the risk. The primary benefit is therefore safe execution

under controlled conditions .

Option A describes a maintenance activity, not the core benefit of sandboxing. Option C is

unsafe and contradicts isolation principles. Option D is incomplete because sandboxing is

not only about external isolation; it is about safely observing execution behavior overall.
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Therefore, the correct CHFI-aligned answer is that the sandbox allows controlled execution
without risking widespread infection.
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Option D. Cuckoo Sandbox is the best answer because CHFI v11 explicitly includes tools
to perform static and dynamic malware analysis , tools to analyze malware behavior on a
system and network , and the preparation of a controlled malware analysis lab . Jason's
requirement is to mimic a live environment and observe the malware's network behavior ,
which is exactly the role of a malware sandbox.

A sandbox such as Cuckoo allows the examiner to safely run the malware in an isolated
setting while monitoring process activity, file changes, registry behavior, DNS requests,
network connections, and other indicators needed to understand propagation and develop
countermeasures. That makes it ideal for behavioral malware analysis.

IDA Pro is mainly for reverse engineering code. Sysinternals Suite contains valuable
Windows utilities but is not a full isolated malware-behavior lab. Autopsy is used for disk
and file-system forensic analysis rather than live behavioral execution. Therefore, under
CHFI's malware-forensics and sandbox-analysis objectives, the strongest answer is
Cuckoo Sandbox .
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Option C. Perform JTAG forensics is the best answer because the scenario clearly states
that the Android device is physically damaged , not booting , and not responding to normal
recovery procedures . CHFI v11 covers mobile device forensics , Android acquisition
methods , and the challenges investigators face when devices are damaged, locked, or
otherwise inaccessible. In such cases, the examiner must choose a method that can
retrieve data without relying on the normal operating state of the device .

JTAG forensics is specifically suited to situations where a device cannot boot normally but
investigators still need to access data directly from memory through hardware-level
techniques. This makes it the most appropriate first operation when conventional logical
access is not possible.

The other options are weaker. Using the dd command generally requires the device to be
sufficiently operational and accessible. Rooting the device can alter evidence and may not
even be possible on a damaged device. Simply connecting by USB is also inadequate if
the phone does not boot or respond. Therefore, under CHFI mobile forensic principles,
JTAG forensics is the correct initial step for a damaged Android evidence device.
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Option C is the best answer because the scenario describes deliberate manipulation of
timestamps and metadata to confuse investigators and distort the event timeline. CHFI v11
explicitly lists Trail Obfuscation and Overwriting Data/Metadata among the major anti-
forensics techniques , and it also emphasizes timeline analysis , metadata investigation ,
and the need to detect actions intended to mislead forensic reconstruction.

This kind of behavior is a classic form of trail obfuscation . By altering file times and related
metadata, the attacker attempts to make malicious actions appear normal or unrelated,
thereby undermining the investigator' s ability to accurately reconstruct the incident. That is
more specific than general artifact deletion and better matches the facts in the question.
Artifact wiping would focus on removing evidence entirely, ADS hides data in alternate
streams, and program packers conceal executable content. None of those directly explain
manipulated timestamps intended to falsify chronology. Therefore, within CHFI's anti-
forensics framework, the most accurate classification is trail obfuscation through tampering
with file metadata .
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Option C. DFU Mode is the best answer because the scenario requires access to system-
level device information such as IMEI and serial number without interacting with user data
or relying on passcode entry. CHFI v11 covers mobile phone evidence analysis , data
acquisition methods , logical and physical acquisition of Android and iOS devices , iOS
architecture and boot process , and challenges in mobile forensics . These objectives
support the need to use controlled acquisition states that minimize user-data interaction
while still enabling low-level device communication.

DFU (Device Firmware Update) mode is a low-level state used to communicate with the
device before the full operating system and user environment are loaded. That makes it
more suitable than methods that would require normal device access. Jailbreaking would
alter the device state and is not appropriate here. Safe Mode is not the relevant forensic
mode for iPhone hardware identification. Recovery Mode is also used for maintenance, but
DFU is the deeper low-level mode and better fits a requirement focused on hardware-level
information without exposing user content.

Accordingly, DFU Mode is the strongest CHFI-aligned answer for acquiring essential
device-identification details while preserving forensic discipline.
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According to the CHFI v11 objectives and the Electronic Discovery Reference Model
(EDRM) framework, the activity described in this scenario corresponds to the Information
Governance stage. Information governance is the foundational phase of the EDRM cycle
and focuses on establishing policies, procedures, controls, and standards to manage
electronic information throughout its lifecycle. This includes defining data retention
schedules, access control policies, compliance requirements, preservation rules, and audit
readiness.

In CHFI v11, information governance is emphasized as a proactive and strategic function
that ensures an organization is prepared for future investigations, audits, litigation, or
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regulatory inquiries. By implementing governance controls after an investigation,
organizations strengthen forensic readiness, reduce legal risk, and ensure that electronic
data remains reliable, authentic, and admissible as evidence.

The other options do not accurately match the described activity. Disposal (Option A)
refers to defensible deletion after legal hold requirements expire. Collection (Option C)
involves acquiring data for analysis, while ldentification (Option D) focuses on locating
potentially relevant data sources. None of these address long- term policy creation or
enterprise-wide data control.

The CHFI v11 Exam Blueprint explicitly includes Information Governance within the
eDiscovery process, highlighting its role in compliance, risk mitigation, and evidence
integrity management, making Option B the correct and exam-aligned answer
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Option A is the correct answer because the question describes a Linux executable that
was running at the time of the attack and then deleted or erased from normal file-system
visibility. In Linux forensics, if a process is still running, the executable image may still be
accessible through the /proc/$PID/exe link for that process. Copying that path to another
location is a recognized way to preserve the executable content for analysis before the
process terminates.

This aligns with CHFI v11's coverage of Linux file system analysis tools , Linux memory
forensics , tools to collect volatile and non-volatile information on Windows and Linux , and
Windows and Linux forensics using Python , all of which reflect the importance of
understanding live Linux evidence sources and recovery opportunities.

The other options are unrelated to Linux executable recovery. The RECYCLER path is
Windows-specific, and $R < # > style entries are associated with Windows Recycle Bin
artifacts, not Linux process recovery.

Therefore, for a deleted-but-still-running Linux executable, the correct CHFI-aligned
recovery command is cp
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/proc/$PID/exe /tmpffile .
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According to the CHFI v11 Procedures and Methodology domain, ensuring precision and
reliability in a digital forensic laboratory requires a holistic approach that integrates multiple
best practices rather than relying on a single control. CHFI v11 explicitly emphasizes that
forensic accuracy and legal defensibility are achieved only when all critical quality
assurance components work together .

Regular equipment maintenance ensures that forensic hardware and software operate
correctly and consistently, preventing errors caused by malfunctioning tools. Adherence to
industry standards , such as ISO/IEC 17025 and ASCLD/LAB accreditation , establishes
validated procedures, standardized workflows, and documented methodologies that courts
recognize as trustworthy. These standards ensure repeatability, reproducibility, and
credibility of forensic results.

Equally important is continuous investigator training , as digital technologies, file systems,
operating systems, and attack techniques evolve rapidly. CHFI v11 stresses that
investigators must stay current with new tools, emerging threats, and updated forensic
methods to avoid analytical errors and misinterpretation of evidence.

CHFI v11 clearly states that the absence of any one of these elements-maintenance,
standards compliance, or training-can compromise forensic integrity, lead to inaccurate
conclusions, and result in evidence being challenged or rejected in legal proceedings.
Therefore, the correct and CHFI v11-verified answer is All of these , making Option B the
most accurate choice.
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According to the CHFI v11 syllabus under Malware Forensics and System Behavior
Analysis , the Windows Registry is one of the most critical sources of forensic evidence
when investigating malware activity. Malware frequently interacts with registry keys to
achieve persistence , configure execution parameters, disable security controls, or
maintain state information across reboots. By analyzing registry key modifications ,
forensic investigators can identify how malware embeds itself into the operating system
and understand its long-term behavior.

Common persistence mechanisms include modifications to registry locations such as Run,
RunOnce, Services, Winlogon, and scheduled task-related keys. Changes in these keys
can reveal how and when malware is executed, whether it runs at system startup, and
which privileges it attempts to obtain. CHFI v11 emphasizes monitoring registry artifacts
using tools like Process Monitor, Registry Editor, and registry diff utilities to detect
unauthorized additions, deletions, or value changes.

The other options are incorrect in this context. Monitoring network traffic patterns (Option
A) is useful for command-and-control analysis but does not directly reveal registry-based
persistence. Browser history logs (Option B) are related to user activity, not system-level
malware behavior. Tracking system file executions (Option C) focuses on executable
activity but does not expose configuration or persistence logic stored in the registry.

The CHFI Exam Blueprint v4 explicitly highlights registry-based malware persistence
mechanisms as a key investigative focus, making analyzing registry key modifications the
correct and exam-aligned answer
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This question maps directly to CHFI v11 objectives under Malware Forensics , specifically
malware persistence mechanisms and behavior analysis . Persistent malware is designed
to survive system reboots and removal attempts by embedding itself into startup locations,
registry keys, scheduled tasks, services, boot sectors, or firmware. CHFI v11 emphasizes
that identifying persistence mechanisms is a critical step in malware analysis and incident
response.

From a forensic perspective, understanding how malware maintains persistence allows
investigators to fully eradicate the threat and prevent reinfection. If persistence artifacts are
not identified and removed, the malware can continuously reinstall itself, rendering cleanup
efforts ineffective and allowing attackers to maintain long-term access. CHFI v11 highlights
registry-based persistence, startup folders, services, cron jobs, launch agents, and boot-
level persistence as common techniques that must be analyzed.

Additionally, identifying persistence helps investigators reconstruct the attack timeline,
understand attacker intent, and determine the scope of compromise. The other options are
not primary forensic objectives- system performance, malware geography, or network
optimization are unrelated to persistence analysis.

Therefore, in accordance with CHFI v11 malware forensics principles, identifying malware
persistence is essential to prevent future infections and ensure the long-term security of
the system.
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As per the CHFI v11 Cloud Forensics objectives , cloud-based identity and access
management solutions that provide Single Sign-On (SSO) , Multi-Factor Authentication
(MFA) , centralized authentication, and fine-grained authorization controls-managed
entirely by a third-party provider -are classified as ldentity- as-a-Service (IDaaS) .
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IDaaS is a specialized cloud service model designed specifically for identity management ,
including authentication, authorization, user provisioning, role-based access control, and
centralized logging of authentication events. In forensic investigations, IDaaS platforms are
critical evidence sources because they generate detailed authentication logs , login
timestamps, MFA challenges, IP addresses, device identifiers, and anomaly alerts. These
logs allow investigators to correlate user identities with access patterns and trace
unauthorized or malicious actions across multiple systems.

The CHFI v11 blueprint explicitly differentiates IDaaS from other cloud service models.
laaS focuses on infrastructure resources such as virtual machines and networks, not
identity enforcement. PaaS is used for developing and deploying custom applications,
which is not indicated here since the authentication is handled by a third party. DaaS
delivers virtual desktops and does not inherently manage enterprise-wide authentication
and authorization.

Therefore, based on the presence of third-party-managed SSO, MFA, centralized access
control, and authentication log analysis, the correct answer-fully aligned with CHFI v11
documentation-is Identity-as- a-Service (IDaaS) .
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Option A. Packer is the correct answer because CHFI v11 explicitly identifies program
packers as an anti- forensics technique and also covers program packers unpacking tools
as a way to reverse that concealment during analysis.

A packer is used to wrap or obfuscate an executable so that its real content is hidden from
straightforward inspection. This often makes the malware appear unreadable or
significantly harder to analyze until the packed layer is removed or unpacked. That fits the
scenario exactly: the malicious functionality only became clear after the outer encrypted or
packed layer was removed.

An exploit is code used to take advantage of a vulnerability, not primarily to hide malware.
A payload is the malicious function delivered or executed after infection. A dropper is
designed to install or deliver other malware components, but it is not the best term for the
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specific concealment layer described here. Therefore, within CHFI's anti-forensics
framework, the component most responsible for this type of obfuscation is a packer .
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According to the CHFI v11 Computer Forensics Fundamentals and Evidence Handling and
Sanitization guidelines, media sanitization is a critical process used to ensure that deleted
or sensitive data cannot be recovered using forensic techniques. Different international
standards define specific overwrite patterns and the number of passes required to securely
sanitize storage media.

The procedure described- six overwrite passes alternating between 0x00 and OxFF,
followed by a final overwrite with OXAA -exactly matches the VSITR (Verschlusssache IT
Richtlinien) standard. VSITR is a German government-approved data sanitization method
that mandates 7 overwrite passes :

* Passes 1-6: Alternating 0x00 and OxFF

* Pass 7: Final overwrite with the pattern OxAA

CHFI v11 explicitly references VSITR as a high-assurance sanitization standard , suitable
for environments handling classified or highly sensitive information. This method is more
rigorous than commonly used standards such as DoD 5220.22-M , which typically uses 3
passes (or a legacy 7-pass variant with different patterns). NAVSO P-5239-26 (MFM) uses
different overwrite schemes, and GOST P50739-95 generally involves fewer passes.

From a forensic and legal standpoint, following a recognized sanitization standard like
VSITR demonstrates due diligence, compliance, and defensibility , especially when
preventing data leakage after incidents.

Therefore, based on the overwrite pattern and number of passes described, the media
sanitization standard followed by Sarah is VSITR , making Option C the correct and CHFI
v11-verified answer.
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A. %AppData%\Microsoft\lIS\Logs

B. %ProgramFiles%\IIS\Logs

C. %SystemDrive%\inetpub\logs\LogFiles

D. %SystemRoot%\Logs\IIS
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According to the CHFI v11 objectives under Web Application Forensics and Log Analysis ,
knowing the default storage locations of web server logs is essential for reconstructing
web-based attacks. On Windows Server operating systems, Internet Information Services
(IIS) stores its HTTP and HTTPS request logs by default in the directory:
%SystemDrive%\inetpub\logs\LogFiles

This directory contains subfolders such as W3SVC1, W3SVC2, etc., where each folder
corresponds to a specific 1IS website instance. The log files stored here record critical
forensic details including client IP addresses, timestamps, HTTP methods, requested
URLs, status codes, user agents, and referrers . These artifacts allow investigators to
identify attack vectors such as SQL injection, command injection, directory traversal, brute-
force attempts, and web shell uploads.

The other options are incorrect because they do not represent default 11S log locations.
%AppData% is user- profile specific, %ProgramFiles% contains application binaries rather
than logs, and %SystemRoot%

\Logs\IIS is not a standard 1IS logging path.

The CHFI Exam Blueprint v4 explicitly covers IIS web server architecture and log analysis ,
emphasizing familiarity with default log paths to ensure timely evidence acquisition and
accurate incident reconstruction.

Therefore, %SystemDrive%\inetpub\logs\LogFiles is the correct and exam-aligned answer
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Option D is the strongest answer because the scenario clearly describes a multi-tenant
cloud environment in which the provider failed to properly separate one customer's
resources from another's. That is the classic problem of insufficient resource isolation .
When tenant separation is weak, an attacker can cross boundaries between customer
environments, access unauthorized data, and potentially move laterally across shared
infrastructure.

This fits the fact pattern far better than the other options. Failure in due diligence concerns
poor vendor selection, but the direct technical cause here is not selection error; it is the
isolation failure itself. Loss of client control is a general cloud concern but does not
specifically explain how the breach occurred. Lack of monitoring may explain why the
attack went unnoticed, but it is not the root threat described in the question.

From a CHFI cloud-forensics perspective, investigators must recognize threats linked to
multi-tenancy , data segregation failures , and provider-side weaknesses in shared
environments. Since the breach affected several accounts because tenant boundaries
failed, the correct answer is insufficient resource isolation causing cross-tenant data

exposure .
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According to the CHFI v11 Mobile and IoT Forensics domain, rooting an Android device is
the most common and direct method used to obtain elevated (superuser) privileges and
unrestricted access to system resources. Rooting allows a user to bypass Android's built-in
security restrictions and gain full control over the operating system, including access to
protected directories, system binaries, kernel parameters, and hardware interfaces.

CHFI v11 explains that once an Android device is rooted, the user can modify system files,
install unauthorized applications, disable security controls, manipulate logs, and conceal
malicious activity-making rooting a frequent technique in cybercrime and anti-forensics
scenarios. From a forensic perspective, rooting significantly impacts evidence integrity and
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is often identified through artifacts such as the presence of su binaries, modified boot
images, or root management applications.

While installing a custom ROM does modify the operating system, it does not inherently
guarantee unrestricted system access unless the device is rooted. Jailbreaking applies
specifically to iOS devices, not Android. Exploiting an iOS firmware vulnerability may lead
to jailbreaking, but the scenario does not indicate an iOS environment.

CHFI v11 emphasizes that identifying whether a device has been rooted is critical during
mobile investigations, as it affects data acquisition methods, trustworthiness of artifacts,
and anti-forensic risk assessment .

Therefore, the most likely method used to achieve elevated privileges and unrestricted
system access in this scenario is rooting the Android device , making Option C the correct
answer.
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According to the CHFI v11 Cloud Forensics objectives , logs and metadata are among the
most critical sources of digital evidence in cloud-based investigations. Unlike traditional on-
premises systems, investigators often do not have direct access to physical storage in
cloud environments. As a result, service- provider-generated logs and metadata become
primary evidence artifacts .

Cloud service logs typically record user authentication events , including login timestamps,
user IDs, authentication methods (such as passwords or MFA), IP addresses, session
durations, and access outcomes (success or failure). Metadata associated with cloud
storage objects further provides information such as file creation time, modification time,
access time, ownership details, sharing activity, and access permissions

. Together, these artifacts allow investigators to reconstruct who accessed the cloud data,
when it was accessed, and what actions were performed , which is essential for attribution
and timeline analysis.

While logs and metadata may sometimes indirectly hint at device or location information,
CHFI v11 emphasizes their primary forensic value as evidence of authentication and


https://www.jpnshiken.com/q/69002-6469103/

access activity , not encryption algorithms or physical whereabouts. Encryption
mechanisms are typically abstracted and managed by the cloud provider, and determining
physical location is not a reliable or guaranteed outcome of log analysis.

Therefore, in cloud storage forensics, logs and metadata are chiefly used to analyze user
authentication and access behavior , making Option D the correct and CHFI-verified
answer.
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According to the CHFI v11 objectives under Malware Forensics and Static Malware
Analysis , the correct initial step when analyzing a suspicious document-such as a
potentially malicious PDF-is to perform static analysis before any execution . Running the
tool PDFiD using the command python pdfid.py infected.pdf is a standard and CHFI-
aligned first action. PDFiD is designed to quickly scan a PDF file and identify suspicious
elements such as /JavaScript, /OpenAction, /Launch, /EmbeddedFile, and /AA, which are
commonly abused by attackers to deliver malware through PDF documents.

This approach is non-intrusive and ensures the investigator does not accidentally trigger
malicious code, thereby preserving evidence integrity and maintaining forensic soundness.
Opening the file in a virtual machine (Option B) constitutes dynamic analysis , which
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should only be performed after initial static indicators suggest malicious intent and after
proper containment controls are in place. Metadata extraction (Option C) is useful but
limited, as metadata alone does not reliably expose embedded exploit code. Manual hex
inspection (Option D) is advanced and time-consuming and is not recommended as the
first step.

The CHFI v11 Exam Blueprint emphasizes a structured malware analysis workflow ,
starting with static analysis tools like PDFiD for suspicious documents, making Option A
the most appropriate and exam- accurate answer
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Within the CHFI v11 curriculum, verifying the integrity of digital evidence is a core
responsibility of a forensic investigator. The most reliable method to determine whether a
file has been tampered with is by examining its cryptographic hash value . A hash value
(such as MD5 or SHA-256) is a fixed-length digital fingerprint generated from the file's
contents. Even the smallest change to the file-whether intentional or accidental-will
produce a completely different hash value, making hash comparison a definitive method
for detecting manipulation.

File system logs (Option A) can help reconstruct timelines by showing access or
modification events, but logs can be deleted, altered, or incomplete and do not directly
validate file content integrity. Hidden attributes or alternate data streams (Option B) are
indicators of possible anti-forensics techniques, yet their presence does not confirm that
the primary file data was altered. Access Control Lists (Option C) only describe permission
settings and ownership, not whether the file itself was modified.

According to the CHFI v11 objectives under Digital Evidence , Data Acquisition , and
Evidence Validation

, investigators must calculate and verify hash values during acquisition and analysis to
maintain chain of custody , ensure evidence integrity , and support legal admissibility . This
makes hash examination the most appropriate and forensically sound choice in this
scenario
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Option B is the correct answer because CHFI v11 explicitly identifies program packers as
an anti-forensics technique and separately lists program packers unpacking tools among
the relevant forensic tools used to defeat or analyze such techniques.

Packers are commonly used to compress, obfuscate, or wrap malicious code so that its
real contents are hidden from static inspection and some security tools. To investigate
packed malware effectively, the examiner must reverse or remove that wrapper so the
original executable code can be examined. That is exactly the role of unpacking tools .
This aligns with CHFI's focus on anti-forensics countermeasures and tools , and with
malware-analysis objectives that require investigators to identify and extract malicious
content before deeper examination.

The other options do not directly defeat the packing technique itself. Updating antivirus
may improve detection in some cases, but it does not reveal the concealed code. Secure
coding practices and vulnerability scanning are useful security measures, but they are not
the forensic countermeasure for packed malware.

Therefore, the most effective response is to use unpacking tools to expose the underlying
program for analysis.
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This question aligns with CHFI v11 objectives related to legal compliance, rules of
evidence, and handling privileged information during forensic investigations. In digital
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forensics, investigators frequently work alongside legal teams, making it critical to
understand when attorney-client privilege or work-product protection may be waived.
Under the U.S. Federal Rules of Evidence (Rule 502), an unintentional or inadvertent
disclosure does not automatically extend the waiver of privilege to undisclosed
communications.

For a waiver to extend beyond the disclosed material, strict conditions must be met. The
waiver must be intentional , the disclosed and undisclosed communications must concern
the same subject matter , and fairness must require that the undisclosed information also
be considered. CHFI v11 emphasizes that forensic investigators must preserve
confidentiality, respect legal protections, and avoid actions that could improperly broaden
legal exposure during investigations.

Options B and C are incorrect because unintentional or accidental disclosures are explicitly
protected from subject-matter waiver under Rule 502. Option A is incorrect because waiver
extension only applies when communications involve the same subject matter. Therefore,
Option D correctly reflects both legal standards and CHFI-aligned best practices for
evidence handling and legal awareness during forensic investigations.
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Option B. UFED Cellebrite is the strongest answer because CHFI v11 explicitly includes
Logical Acquisition of Android and iOS Devices , Physical Acquisition of Android and iOS
Devices , and Android and iOS Forensic Analysis under mobile forensics. The question
asks for a tool that can perform a thorough logical acquisition of both Android and iOS ,
and among the listed options, UFED Cellebrite is the one most clearly suited to cross-
platform mobile forensic collection.

ADB is Android-specific and does not address iOS acquisition. FTK Imager is primarily
used for disk imaging and evidence preview rather than full mobile logical acquisition
across both ecosystems. iPhone Backup Extractor focuses on iPhone backup data and
does not cover Android in the same way.

Because the scenario requires a single solution that supports both major mobile platforms,
the most appropriate CHFI-aligned answer is UFED Cellebrite . It matches the blueprint's
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mobile acquisition objectives and the practical need for a forensic tool capable of
structured logical collection from both Android and iOS devices.
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According to the CHFI v11 syllabus under Standards and Best Practices Related to
Computer Forensics , the ENFSI (European Network of Forensic Science Institutes) Best
Practices for Forensic Examination of Digital Technology place strong emphasis on the
reliability, accuracy, and validation of forensic tools and methods . When investigating
potential evidence tampering, the foremost concern is ensuring that the tools used to
acquire, image, and analyze digital evidence are forensically sound and produce
repeatable, verifiable results .

Verifying forensic imaging tools for accuracy ensures that the data acquired is an exact
and complete representation of the original evidence , with no alteration introduced during
the acquisition or analysis process. This directly supports evidence integrity, chain of
custody, and legal admissibility-core principles repeatedly highlighted in CHFI v11. Tool
validation also helps investigators defend their findings in court by demonstrating that
industry-recognized, tested, and approved tools were used.

The other options do not align with ENFSI's primary focus. IP tracking (Option A) relates to
attribution, not evidence integrity. File recovery techniques (Option B) are investigative
actions but secondary to tool reliability. Determining criminal motive (Option C) falls under
criminal profiling rather than forensic examination standards.

Therefore, consistent with CHFI v11 objectives and ENFSI best practices , verifying the
accuracy and reliability of forensic imaging tools is the primary concern when addressing
potential evidence tampering
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Option A is the best answer because CHFI v11 explicitly includes Rules of Evidence , Best
Practices for Handling Digital Evidence , Seeking Consent , Obtaining a Warrant for
Search and Seizure , Legal Issues, Privacy Issues and Legal Compliance , and the Role of
Local/International Agencies during Cybercrime Investigation . When a server is shared
with another company , privacy and ownership concerns become especially important, and
the initial step should be to consult the appropriate legal and organizational stakeholders
before taking action.

Immediately seizing the server or ignoring privacy implications could violate legal
boundaries and compromise admissibility. Avoiding the server entirely may also be
inappropriate if it contains critical evidence. Likewise, jumping straight to a warrant may not
be the most suitable first move until counsel and management clarify ownership, scope,
privacy exposure, and the least intrusive legally defensible path.

Therefore, the strongest CHFI-aligned initial approach is to consult legal experts and
company management to determine the correct lawful path forward before attempting
access or seizure. That protects privacy rights, preserves admissibility, and aligns the
investigation with proper search-and-seizure procedure.
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Option D is the best answer because the question explicitly emphasizes legal compliance ,
court admissibility , and the sensitive nature of the investigation. In CHFI methodology, the
forensic examiner must first ensure there is proper legal authority before collecting
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evidence, especially when investigating criminal conduct involving private systems or
networks. A lawful foundation is necessary to protect the integrity and admissibility of the
evidence.

Obtaining a search warrant before proceeding ensures that the collection process is
authorized and defensible. This is especially important in cases involving severe criminal
allegations, where improper access could undermine the entire prosecution. Once legal
authority is secured, the investigator can then proceed with monitoring, evidence
preservation, and deeper technical analysis under the proper process.

Options A and C involve deceptive or unauthorized access and would create legal and
ethical problems.

Option B may be useful later, but it should not come before obtaining formal legal
authorization. Therefore, the most appropriate first step is to obtain a search warrant based
on the initial report and proceed through proper forensic and legal channels.
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Option C is correct because Taylor is trying to confirm whether the brute-force activity
against the FTP service eventually resulted in a successful login . CHFI v11 explicitly
includes network protocols and packet analysis , gathering evidence via sniffers , and
analyze traffic for FTP and SMB password cracking attempts under network-forensics
objectives.

In FTP analysis, the response code 230 indicates that the user has been logged in
successfully. That makes it the key value an investigator would filter for after observing
repeated failed attempts. By contrast, 530 is associated with failed authentication or not
logged in, 213 is commonly related to file status information, and
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550 typically indicates file unavailability or access issues rather than successful
authentication.

Because CHFI emphasizes recognizing indicators of brute-force attempts and validating
attack success through packet analysis, the correct Wireshark filter is ftp.response.code ==
230 . This directly confirms whether the attacker moved from repeated FTP login failures to
a successful authenticated session.
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According to the CHFI v11 objectives under Malware Forensics and Static and Dynamic
Malware Analysis , Microsoft Office documents are one of the most common delivery
mechanisms for malware, especially through malicious macros, embedded scripts, and
exploit-laden objects . Attackers frequently weaponize Word, Excel, and PowerPoint files
to execute malicious code when a user opens the document or enables macros.

The primary forensic purpose of analyzing suspicious Microsoft Office documents is to
identify embedded malware or malicious code and understand how it executes.
Investigators examine macro code (VBA), embedded objects, OLE streams, and document
metadata to detect indicators such as obfuscated scripts, PowerShell execution
commands, shellcode loaders, or downloader functionality. CHFI v11 emphasizes that this
analysis helps determine the infection chain , execution triggers, and potential impact on
the compromised system.

Options A, B, and D are not valid forensic goals in this context. Identifying the document
author (Option A) may be supplementary but does not address the core threat. Formatting
optimization (Option B) and performance improvement (Option D) are unrelated to forensic
or security investigations.

The CHFI Exam Blueprint v4 explicitly includes analyzing suspicious Word, Excel, and
PDF documents as part of malware investigations, highlighting the need to detect hidden
malicious logic and prevent further compromise. Therefore, identifying embedded malware
or malicious code is the correct and exam-aligned objective
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According to the CHFI v11 objectives under Image/Evidence Examination and Operating
System Forensics , one of the most significant challenges investigators face when
preparing image files for examination is file system compatibility across operating
systems . APFS (Apple File System) is the default file system used by modern macOS
devices, and it is not natively supported on Windows workstations . This creates a clear
challenge when investigators attempt to analyze APFS-based forensic images on Windows
platforms.

CHFI v11 highlights that special tools, drivers, or forensic platforms are required to mount,
parse, and analyze APFS volumes on non-macOS systems. Without proper support,
investigators may be unable to access directories, metadata, snapshots, or encrypted
APFS containers, potentially delaying investigations or risking incomplete analysis.

The other options describe scenarios that are typically manageable with standard forensic
workflows.

Converting EO1 images (Option A) is well-supported using tools like ewfmount. Creating
bootable VMs (Option C) is an advanced but solvable task using virtualization tools.
Viewing images on macOS (Option D) is generally straightforward with native or
commercial forensic software.

The CHFI Exam Blueprint v4 explicitly mentions APFS file system analysis challenges and
cross-platform compatibility issues as key considerations during forensic image
preparation. Therefore, handling APFS file systems on a Windows workstation represents
a genuine and commonly encountered challenge, making Option B the correct and exam-
aligned answer
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This scenario aligns with CHFI v11 objectives under Mobile and IoT Forensics and Cross-
Platform Digital Evidence Correlation . Modern cyberattacks frequently involve multiple
devices and operating systems working together as part of a single attack chain. In mobile
forensic investigations, Android and iOS devices often store artifacts that reflect
interactions with external systems such as Windows and Linux machines.

These artifacts may include USB connection logs, file transfer records, SSH keys, shared
application data, cloud sync traces, or remnants of malware propagation.

CHFI v11 emphasizes the importance of event correlation and timeline analysis across
heterogeneous environments. By analyzing Windows- and Linux-related files found on a
mobile device, investigators can establish relationships between compromised endpoints,
reconstruct attacker movement, and identify how data or malware was transferred between
systems. This cross-device correlation is essential for attributing actions, understanding
lateral movement, and proving coordinated activity during an incident.

The other options focus on device identification details, which are typically obtained
through mobile hardware and OS artifacts, not through external system files. Therefore,
the correct forensic purpose is to establish connections between multiple devices involved
in the cyberattack, making option C the correct and CHFI-aligned answer.
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This scenario directly aligns with CHFI v11 objectives under Data Acquisition and
Duplication and Digital Forensic Imaging and Recovery Tools . In large-scale enterprise
investigations-especially within financial institutions-CHFI v11 emphasizes the importance
of tools that support full disk imaging, rapid system recovery, and granular restoration to
ensure both forensic analysis and business continuity.

Macrium Reflect Server is specifically designed for server environments and supports full
image-level backups, differential and incremental imaging, and selective file and folder
recovery from forensic images.

This allows investigators to restore entire systems to operational status quickly while
simultaneously extracting specific files, logs, or configuration data needed to assess
breach impact and verify data integrity.

Importantly, Macrium Reflect supports both physical and virtual systems, making it suitable
for complex enterprise infrastructures.

Snagit and Ezvid are multimedia screen-recording tools with no forensic or recovery
capability, while VMware vSphere Hypervisor is a virtualization platform rather than a
forensic imaging or recovery solution.

CHFI v11 stresses that appropriate tool selection is critical to preserving evidence integrity
while minimizing operational downtime. Therefore, Macrium Reflect Server is the most
suitable and CHFI-aligned tool for rapid, reliable, and forensically sound system and data
recovery in this scenario.
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According to the CHFI v11 Operating System Forensics objectives, the Windows Registry
is a critical source of evidence for reconstructing user activity , particularly in insider threat
investigations. One of the most important Registry artifacts for identifying recently
accessed folders is the BagMRU key .

The BagMRU key is part of the Windows ShellBags artifact structure and is specifically
designed to track folder navigation history . It stores hierarchical information about folders
accessed by a user, including folder names, directory paths, and access order
relationships . These keys allow forensic investigators to determine which directories a
user browsed, even if the folders were accessed via Windows Explorer and later deleted
from the system.

While the MRULIstEXx value exists within ShellBag-related keys, it only defines the order of
access and does not store the actual folder path or name. The Bags key, on the other
hand, stores folder view settings such as icon size, window position, and display
preferences-not access history. The NodeSlot value is associated with Jump Lists and
application usage tracking rather than directory navigation.

CHFI v11 explicitly highlights ShellBags and BagMRU keys as essential artifacts for
reconstructing user behavior, especially in cases involving data exfiltration or insider
misuse. Therefore, the correct and CHFI- verified answer is BagMRU key (Option A) .

BfE: 76

ARY FEBETIK 22024 THBHSIATOWEST 1D2EE—TF Y F T+ —L4
(Microsoft Windows#%: £) T % 31238 LZH0SEN— KOz 7HMERSN DI/ BRT
Sy b7 —L(Windows? SA T2 bELNUXT FA T 94— ILEE)TT , VAR TS5y
DA —LEEOERFELT, EDDFIADNRLBEYITLELEIN?

A2y b IT—D2KTH—EINEV I D T7N—2aVEEETD

B. WindowsH—/SA— & LINUXR—RXD T 744 7oA —ILEFERT S
C.LINUXR—ZX DY —/N—DHEFERT S

D. TIWNARZEIZEBDZVDAINAREKY I bz 7#FERT D

EfE:B(QAAV FEHKT D)

Event correlation in CHFI v11 is a critical investigative technique used to reconstruct attack
timelines by analyzing and correlating events from multiple log sources. The CHFI
blueprint clearly distinguishes between Same-Platform Correlation and Cross-Platform
Correlation under the domain of Image/Evidence Examination and Event Correlation .
Cross-Platform Correlation applies when an investigation involves heterogeneous
environments , meaning different operating systems, hardware platforms, or network
devices are involved in the incident. A common real-world example-explicitly referenced in
CHFI training-is an enterprise environment where Windows-based client systems or
servers interact with Linux-based infrastructure components such as firewalls, IDS/IPS
devices, or proxies . In such cases, investigators must correlate Windows Event Logs with
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Linux syslogs, firewall logs, and network device records to build a unified timeline of
attacker activity.

Option B correctly reflects this scenario by describing the use of Windows servers
alongside Linux-based firewalls , which is a textbook example of Cross-Platform
Correlation. Option A relates to standardization, not correlation. Option C represents a
single-platform environment, and Option D refers to security tooling diversity rather than
operating system or platform diversity.

CHFI v11 emphasizes Cross-Platform Correlation as essential for detecting multi-stage
attacks , lateral movement, and perimeter breaches in modern hybrid infrastructures,
making Option B the correct and exam- aligned answer
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Option D. LOphtCrack is the best answer because the scenario specifically involves a
Windows account hash extracted using pwdump?7 , and the question asks for the tool best
suited to crack that type of Windows password hash in a CHFI context. CHFI v11 explicitly
includes password cracking tools and using rainbow tables to crack hashed passwords
among its anti-forensics and analysis-related objectives.
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Among the listed tools, LOphtCrack is the one most classically associated with Windows
password hash auditing and cracking , especially in enterprise and forensic contexts
involving local account credentials.

While Hashcat and John the Ripper are very powerful general-purpose password-cracking
tools, the phrasing of the question points most directly to the Windows-focused choice.
RainbowCrack is oriented toward rainbow-table-based attacks rather than being the best
general answer for this specific Windows hash scenario.

Therefore, under CHFI's treatment of Windows password analysis and cracking tools, the
most appropriate answer is LOphtCrack .
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This question aligns with CHFI v11 objectives under Data Acquisition and Duplication ,
specifically media preparation and data sanitization standards . Before using any storage
media for forensic acquisition, investigators must ensure that it does not contain residual
data that could contaminate evidence or cause data leakage. CHFI v11 stresses that data
sanitization is mandatory prior to acquisition to maintain confidentiality, integrity, and
forensic soundness.

According to standards such as NIST SP 800-88 , DoD, NAVSO, and VSITR, simply
formatting a disk is insufficient because formatting only removes file system references
while leaving underlying data intact and potentially recoverable. Recycling media without
sanitization poses severe security risks, and ignoring sanitization violates forensic and
legal best practices.

Overwriting the target media -also known as data wiping-is a recognized and approved
sanitization method. It replaces existing data with predefined patterns (e.g., zeros, ones, or
random data), ensuring previous information cannot be recovered. CHFI v11 highlights
overwriting as a logical sanitization technique suitable when physical destruction is not
required.
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Therefore, consistent with CHFI v11 and industry standards, overwriting the data on the
target media is the crucial step to ensure data security before forensic data acquisition.
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Option C. Sysmon is the best answer because CHFI v11 explicitly includes system
behavior analysis involving monitoring files and folders , along with monitoring processes,
services, startup programs, Windows event logs, API calls, and device drivers . In this
scenario, Bob needs a tool that can log file and folder changes on a Windows system so
he can understand how the malware modified the environment to hide itself.

Sysmon is designed to generate detailed system activity logs that can help investigators
track suspicious changes and correlate them with process execution and other indicators
of compromise. That makes it much more appropriate than the other choices. IDA Pro is
primarily for reverse engineering binaries, EnCase is a broad forensic suite rather than a
dedicated real-time system activity monitor, and FTK Imager focuses on imaging and
evidence preview rather than ongoing change logging.

Because the question is specifically about monitoring and logging changes to files and
folders , Sysmon is the most direct and CHFI-aligned answer for observing malware
behavior at the system level.
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This question aligns with CHFI v11 objectives under Operating System Forensics ,
specifically Windows Security Event Log analysis and object access auditing . In Windows
systems, Event ID 4663 is generated when an attempt is made to access an object (such
as a file, folder, registry key, or other securable object) and detailed auditing is enabled.
CHFI v11 emphasizes the importance of this event in identifying unauthorized or
suspicious access attempts to sensitive system resources.

Event ID 4663 provides granular information about the type of access requested , such as
read, write, modify, delete, or permission changes. This makes it particularly valuable in
forensic investigations, as it allows investigators to determine whether a user or process
attempted to modify critical system objects, which is often indicative of malicious activity,
privilege abuse, or insider threats.

While deletion events are logged separately (e.g., Event ID 4660), and general logon
activity is captured by different event IDs (such as 4624), Event ID 4663 focuses
specifically on object access attempts . Option C is partially descriptive but too broad; the
defining characteristic of Event ID 4663 is the attempt to open an object with specific
access rights , making option A the most precise and CHFI v11-aligned answer.

B 81

TJALUOYIRBEDT) 7IE LNuxR—RXAD IV RATLETEONITARIA A= T 7
AIWERAWA A= 7 A UBKICEBRT HIEHICRYBATHEY  BRIL 4 AT
ZYXOUMLTEBL EOFDIT7AILERHT H-ODEFEEOEVNVY—ILEZREL
LTWET,CDERVZEZEFTITAEHIC. TIT7RERODEDY— I ZEFERIRETL &
2M?

A. ewfmount

B. &%

C.UFST/R7JO—5—

D. fdisk

IEfE: (EfEZRRLET)

According to the CHFI v11 objectives under Data Acquisition , Digital Evidence , and
Image/Evidence Examination , forensic investigators must be able to work with different
disk image formats. The E01 format (Expert Witness Format) is widely used in digital
forensics because it supports compression, metadata storage, and integrity verification
through hashing. However, many Linux-based forensic tools require the image to be
mounted or accessed in a raw (dd) format for direct analysis.

ewfmount is a Linux utility from the libewf toolkit that allows investigators to mount EO01
(and other EWF) images as raw disk images . Once mounted, the image appears as a raw
device, enabling investigators to analyze partitions, file systems, and artifacts using
standard forensic tools without altering the original evidence. This approach preserves
forensic integrity and aligns with CHFI v11 best practices.
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Autopsy (Option B) is a forensic analysis platform but does not perform E01-to-raw
mounting itself. UFS Explorer (Option C) is a commercial forensic tool used for file system
analysis, not image conversion. fdisk (Option D) is a disk partitioning utility and cannot
mount or convert forensic image formats.

The CHFI Exam Blueprint v4 emphasizes proper forensic image handling, validation, and
analysis on Linux systems , making ewfmount the correct, forensically sound, and exam-
aligned tool for converting and mounting EO1 images
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Option B. HKEY_LOCAL_MACHINE is the best answer because CHFI v11 specifically
emphasizes Windows memory and registry analysis as part of evidence examination and
operating system forensics.

The blueprint also highlights registry-based malware persistence mechanisms and system
behavior analysis , including monitoring registry artifacts, startup programs, processes,
services, and event logs to identify suspicious or malicious activity.

In practical forensic work, HKEY_LOCAL_MACHINE (HKLM) is one of the most important
hives because it contains system-wide configuration settings that affect the whole
computer, not just one user.

Malware commonly establishes persistence there through machine-level startup locations,
service entries, driver references, and other autostart mechanisms. That makes HKLM a
primary place to examine when trying to identify malware that survives reboots or affects
all users on the system. This fits CHFI's focus on analyzing Windows artifacts and
identifying persistence mechanisms.

The other hives can also contain useful evidence, especially user-specific activity, but for
main focus in spotting broad malware persistence, HKLM is the strongest CHFI-aligned
answer.
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Under the CHFI v11 objectives related to the eDiscovery process , investigators must
understand and correctly apply various eDiscovery collection methodologies based on
where data resides and how it is accessed. In this scenario, the investigator is collecting
evidence from internal servers and shared drives that are part of the organization's on-
premises infrastructure. These repositories typically store centralized data such as user
files, audit logs, access records, and application artifacts.

This approach directly aligns with network collection , an eDiscovery methodology in which
data is acquired remotely over the organizational network from file servers, database
servers, shared storage, and internal repositories . Network collection is commonly used in
enterprise investigations because it allows investigators to gather large volumes of data
efficiently without physically seizing individual endpoint devices.

Cloud-based collection (Option B) applies only when data is hosted on third-party cloud
platforms such as AWS, Azure, or Google Cloud. Email collection (Option C) is limited to
mail servers and messaging systems, while mobile device collection (Option D) focuses on
smartphones and tablets. None of these accurately describe the centralized, internal
infrastructure outlined in the scenario.

The CHFI v11 Exam Blueprint emphasizes eDiscovery collection methodologies as part of
forensic readiness and investigation workflows, highlighting network collection as the
appropriate technique for acquiring evidence from organizational servers and shared
drives while maintaining integrity and chain of custody

BH: 84

BEBEEROI—H—HBTorky hT—VIZT7 9 ALLSELFTA BLLV VI —FY
FMEEICEEBLEYS, Vv o/ —FEFRATSHILET, A——DEGIEABESIL FIR
FRBTEET, TV YD/ —FEIAHTorT4 LY FJIZEZIA TRV =8 ISP
BRFIZ&BTor b5 74 v DBEL IO Y I NREICHEY FT,


https://www.jpnshiken.com/q/69002-6469125/

TV o/ —FE BBIZIMDMDLLTA—H—DTor *y FIT—VICTF7 IV EXTED &
SITEDESIZHKEBLETHN?

A 1—Y—T—2ZzHEHEESILTSHET

BEZTVIIYA FERRAFFTSHILET

C.IP7FLRZHETSHI LT

D. ¥z T H2&ET

Ef#: (EfEZRTLET)

According to the CHFI v11 Dark Web Forensics domain, Tor bridge nodes are specifically
designed to help users bypass censorship and surveillance in restrictive environments.
Governments and ISPs often block access to Tor by identifying and filtering traffic destined
for publicly listed Tor entry (guard) nodes .

Once these entry nodes are blocked, users can no longer connect to the Tor network using
standard configurations.

Bridge nodes solve this problem by acting as unlisted entry relays whose |IP addresses are
not published in the public Tor directory . As a result, censorship mechanisms cannot
easily identify them. From a forensic and technical perspective, CHFI v11 explains that
bridges effectively disguise the initial connection point , making Tor traffic appear less
distinguishable from normal internet traffic-especially when combined with pluggable
transports such as obfs4 or meek.

While Tor uses layered encryption (onion routing), that function applies to all Tor
connections and is not unique to bridges. Bridge nodes do not host websites, and they are
explicitly not publicly listed , making Option D incorrect. The key advantage bridges provide
is concealing the Tor entry point , which prevents IP-based blocking.

CHFI v11 emphasizes understanding Tor infrastructure-including bridges, relays, and exit
nodes-to correctly interpret dark web traffic and censorship circumvention techniques
during investigations.

Therefore, bridge nodes assist users in accessing the Tor network by disguising their IP
addresses and entry points , making Option C the correct and CHFI v11-verified answer.
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This question aligns with CHFI v11 objectives under Computer Forensics Fundamentals
and eDiscovery and Digital Evidence Management . CHFI v11 emphasizes that one of the
most effective ways to reduce eDiscovery costs and timelines is through early data
reduction and intelligent filtering . Organizations increasingly rely on Technology-Assisted
Review (TAR), also known as predictive coding, combined with data reduction techniques
such as deduplication, de-NISTing, keyword filtering, and relevance scoring.

TAR leverages machine learning algorithms to identify patterns in relevant documents and
automatically prioritize or exclude data that is unlikely to be responsive. This significantly
reduces the volume of data requiring manual review while maintaining defensibility and
compliance with legal and regulatory requirements. CHFI v11 highlights TAR as a best
practice for handling large-scale electronic evidence efficiently, especially in litigation and
regulatory investigations.

The other options support eDiscovery but do not directly reduce review scope: data
retention focuses on lifecycle management, chain of custody ensures evidence integrity,
and data mapping identifies data sources.

None directly address excluding irrelevant data early in the review process . Therefore,
consistent with CHFI v11 eDiscovery best practices, using technology-assisted review
(TAR) and data reduction tools is the correct answer.
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Option D is the best answer because the scenario strongly suggests a deceptive email-
based social engineering event that triggered the movement and disappearance of the
files. The most important next step is to identify whether the email was genuinely sent by
the manager or whether it was spoofed, relayed, or otherwise malicious. In CHFI terms,
this aligns with examining the source of the incident , correlating email artifacts with server
logs , and reconstructing the sequence of events to determine attribution and attack
method.

Although disk images have already been acquired, the question asks for the next step in
the investigation.

Since the trigger was a suspicious instruction sent by email, analyzing email headers can
reveal sender path, relay details, spoofing indicators, and authentication issues. Reviewing
server logs can then confirm access activity, file movement, and related actions around the
same timeframe. That gives the investigator a clearer understanding of whether this was
phishing, impersonation, or insider misuse.

Option A is too broad, B is premature, and C focuses on consequences rather than the
initiating cause.

Therefore, header and log analysis is the strongest first analytical move.
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Option A. Cross-Site Scripting (XSS) attack is the most probable answer because the
scenario centers on session cookies being intercepted and reused by an attacker , leading
to overlapping sessions and unauthorized actions. CHFI v11 explicitly includes
Investigating Cross-Site Scripting, SQL Injection, and Directory Traversal Attacks and also
Investigating Brute Force Attack and Cookie Poisoning Attack under web application
forensics.
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Among the options provided, XSS is the best fit because it is a common method used to
steal or abuse session cookies . Once an attacker obtains a valid session cookie, they can
hijack a logged-in session and act as the victim without needing to know the password.
That explains unauthorized purchases, profile changes, and simultaneous use of the same
session from different locations.

Brute force focuses on guessing passwords, not using intercepted session cookies. SQL
injection targets database queries and does not directly explain cookie reuse. Parameter
tampering involves modifying request values, but the stronger clue here is stolen session
cookies , which aligns more closely with XSS- driven session hijacking. Therefore, under
CHFI's web-attack investigation objectives, XSS is the most likely cause among the listed
choices.
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This question aligns with CHFI v11 objectives under Data Acquisition and Duplication ,
specifically image validation and forensic integrity verification . After acquiring a forensic
image, it is a mandatory best practice to verify that the image is an exact bit-for-bit replica
of the original evidence source. CHFI v11 stresses that verification protects evidence
integrity and supports legal admissibility by proving that no data was altered during
acquisition.

The dcfldd tool-an enhanced version of the Unix dd utility-supports forensic features such
as hashing, logging, splitting, and image verification . The vf (verify file) parameter in the
command dcfldd if=/dev/sda vf=image.dd directly compares the original input device
(/dev/sda) with the previously created image file (image.dd). This ensures that both
sources match exactly, sector by sector.

Option B performs imaging with hashing but does not verify an existing image against the
original drive.

Option C simply creates an image without validation, and Option D uses dd with file
splitting, which lacks forensic verification features. Therefore, consistent with CHFI v11
acquisition validation standards, Option A is the correct command to verify the forensic
image against the original medium.
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Option D is the best answer because CHFI v11 emphasizes that investigators must follow
rules of evidence , search and seizure requirements , privacy and legal compliance , and
the role of local/international agencies during cybercrime investigation . In a multi-
jurisdictional case, Martha cannot simply access all servers on her own authority. She
must ensure that evidence collection is lawful and admissible in each country involved.
Coordinating with local authorities in each jurisdiction is the most defensible approach
because it respects local laws, preserves evidence properly, and helps maintain chain of
custody. This also aligns with ACPO- style evidence principles that emphasize preserving
integrity and acting within proper authority. Collecting evidence without jurisdictional
coordination could create legal challenges and risk exclusion of evidence later.

Option A is unsafe and improper for primary evidence handling. Option B ignores consent
and legal process.

Option C is too limited and may overlook critical evidence outside her own jurisdiction.
Therefore, under CHFI legal and procedural objectives, the correct priority is to coordinate
with relevant authorities in each jurisdiction before gathering evidence .
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Option D is the correct answer because CHFI v11 places major emphasis on rules of
evidence , seeking consent , obtaining a warrant for search and seizure , legal issues,
privacy issues and legal compliance , and the role of local/international agencies during
cybercrime investigation . In a case involving multiple jurisdictions , cross-border systems ,
and lack of client consent, the investigator's first duty is to ensure the evidence-gathering
process is legally valid in every relevant jurisdiction.

Working closely with legal counsel is essential because improper access can compromise
admissibility, violate privacy laws, and expose the firm to legal liability. CHFI also highlights
best practices for handling digital evidence , preserving evidence , and the importance of
lawful authority before conducting intrusive forensic activity.

Option A is too limited and may ignore critical evidence. B would violate legal procedures.
C is clearly improper because ownership claims do not override consent, privacy, or
jurisdictional requirements.

Therefore, the most defensible and CHFI-aligned initial approach is to coordinate with the
legal team, understand each legal regime, and obtain the necessary warrants or
permissions before proceeding.

B 91

BEEF. T—ARBEOEVAHEITOAILIA LYY I REICRYBATNET, 2
BEF. BREON—FFSAThoT— 3 EMETHIEEZE>TVLWET , 72T
At RZBIBTAHIIC BEEFXRSA TSI RTOEET—2#R2ICTHIBRLET,
RSA IhoRBT—EANEXTTELRVESICTE=H BEEFRFSATLDT—42 %
B LI-0L1TLEESTHIAELZHEAL BEODTSAN—LESHEZRELET #E
BEREDTALUDY I T—ABMBRFIEEZERTLTVEITMN?

A ZENDEHGT—ANEZRIATH-OICT—INEERIELET,

B. VATLNG—BHESA T T—3&X v TF ¥ T 5-HICERET—IZMELE

kR
C.BERERICNYI 7Y TFIENIHERICEREIND LS I1C, REFAISHEZILITE
kR

D. XMRATATEH=FAXLTC ATV ERERAREICLET,

IEfE: (EfEZRRLET)

According to the CHFI v11 Data Acquisition Concepts and Rules , sanitizing the target
media is a critical preparatory step performed before acquiring forensic data, especially
when reusing storage media or handling sensitive information. Sanitization refers to the
process of securely erasing data so that it cannot be recovered using forensic techniques.
This is typically achieved by overwriting the storage media with predefined patterns , such
as sequential zeros and ones, or by using approved data wiping algorithms.
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CHFI v11 clearly distinguishes sanitization from other acquisition steps. Validating data
acquisition ensures the integrity and completeness of collected evidence through hash
verification and comparison, not data destruction. Acquiring volatile data focuses on
capturing live information such as RAM contents, running processes, and network
connections before shutdown. Planning for contingency involves preparing backups,
alternate tools, and procedures in case the acquisition process fails.

The scenario explicitly describes overwriting the drive to prevent any residual data
recovery, which directly aligns with the CHFI v11 guideline "Sanitize the Target Media"
listed under evidence handling and acquisition best practices. This step ensures privacy,
prevents data leakage, and maintains legal and ethical compliance during forensic
operations.

Therefore, based strictly on CHFI v11 objectives and terminology, the investigator is
performing sanitization of the target media , making Option D the correct and verified
answer.
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According to the CHFI v11 objectives under Digital Forensics Review and Anti-Forensics
Techniques , attackers frequently use file extension manipulation as an anti-forensic
technique to conceal malicious executables by renaming them with harmless-looking
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extensions such as .txt, .jpg, or .pdf. This tactic relies on the assumption that investigators
or users will trust the file extension rather than verifying the file's true structure.

Autopsy , which is built on The Sleuth Kit (TSK) , provides a dedicated capability to detect
file extension mismatches by analyzing file headers (magic numbers) and comparing them
against the file's extension. If a file's internal signature does not match its extension,
Autopsy flags it as suspicious, allowing investigators to identify hidden executables and
recover their true file types. CHFI v11 explicitly highlights "Detecting File Extension
Mismatch using Autopsy" as a key forensic technique for defeating anti-forensics.
OSForensics is primarily used for detecting data hiding techniques such as alternate data
streams and overwritten metadata, while Timestomp is itself an anti-forensic tool used to
manipulate timestamps.

StegoHunt focuses on steganography detection rather than file type validation.

The CHFI Exam Blueprint v4 emphasizes the importance of file type analysis and
extension mismatch detection when investigating disguised malware, making Autopsy the
most appropriate and exam-aligned tool in this scenario
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Option A. Security Onion is the best answer because the question requires a solution for
collecting and managing logs from multiple devices , supporting real-time alerting ,
enabling metadata analysis , and helping investigators correlate events across the
environment. CHFI v11 explicitly includes centralized logging using SIEM solutions , SIEM
solutions , types of event correlation , event correlation approaches , and incident detection
and examination with SIEM tools .

Security Onion fits that need because it is built around enterprise-scale monitoring,
alerting, and network visibility. It is far more suitable than the other options for incident-
centric log aggregation and correlation.

OSFClone is a bootable acquisition utility, not a log-correlation platform. Intella Pro is
oriented toward eDiscovery and evidence review rather than network event monitoring.
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Tableau is commonly associated with write-blocking hardware, not SIEM-style network
analysis.

Because the task is to organize logs, examine anomalous traffic patterns, and correlate
network events to understand the attack timeline and scope, the most CHFI-aligned choice
is Security Onion . It best matches the blueprint's network-forensics and SIEM-focused
objectives.
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This question aligns with CHFI v11 objectives under Network and Web Attacks and
Network Log Analysis , particularly the interpretation of Cisco firewall (ASA) log

messages . Cisco ASA firewalls use numeric mnemonics to categorize and describe
specific security events. Understanding these mnemonics is critical for forensic
investigators when reconstructing attack attempts and identifying malicious network
behavior.

The Cisco ASA message ID 106022 corresponds to a "Deny protocol connection spoof*
event. This log entry is generated when the firewall detects a packet with a spoofed source
address , meaning the packet's source IP does not match the expected routing or interface
from which it was received. Such behavior is commonly associated with reconnaissance,
evasion attempts, or denial-of-service attacks.

CHFI v11 emphasizes that spoofed connection attempts are strong indicators of malicious
activity and are frequently logged by perimeter security devices. By analyzing this log,
investigators can identify attempted impersonation, trace attack origins, and correlate
events across network devices.

The other options represent different Cisco ASA mnemonics, such as ICMP filtering,
reverse path forwarding (RPF) failures, and teardrop attack detection. Therefore, based on
Cisco firewall logging patterns, the correct description for mnemonic 106022 is "Deny
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protocol connection spoof from source address to dest_address on interface
interface_name."
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Option B. GPT is the correct answer because the features described in the question match
the GUID Partition Table standard rather than the older MBR scheme. CHFI v11 includes
storage fundamentals such as partitioning structures , booting process , and system layout
concepts relevant to forensic acquisition and evidence handling.

The strongest clues are the use of 64-bit LBAs , support for very large partitions up to 8
ZiB , protection mechanisms such as CRCs , and support for as many as 128 partitions .
Those are characteristic GPT capabilities. By contrast, MBR is much more limited in
partition count and addressable disk size and does not provide the same structural
protection through CRC-based integrity checking. BPB refers to the BIOS Parameter Block
within certain file-system structures, not the overall partitioning scheme. Clusters are file-
system allocation units, not a partition table format.

Because the scenario is specifically about a partitioning method that supports modern
large-disk and integrity features, the answer that best aligns with CHFI storage and
system-structure objectives is GPT .
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This question aligns with CHFI v11 objectives under Procedures and Methodology ,
specifically event correlation and analysis techniques used to investigate complex
incidents. Event correlation is essential for transforming large volumes of logs and alerts
into meaningful incident narratives. CHFI v11 describes multiple correlation approaches,
each suited to different investigative needs.

The graph-based approach models systems, applications, users, and network components
as nodes , while relationships such as dependencies, communications, or trust
relationships are represented as edges . By constructing such graphs, investigators can
visualize how events propagate across interconnected systems, identify attack paths, and
determine how a compromise in one component impacts others. This approach is
particularly effective in analyzing lateral movement, dependency-based failures, and multi-
stage attacks in enterprise environments.

Rule-based approaches rely on predefined conditions, codebook-based approaches match
patterns against known attack templates, and neural network-based approaches focus on
anomaly detection using machine learning. While these are valuable, only the graph-based
approach explicitly represents system dependencies and relationships in a node-edge
structure. Therefore, consistent with CHFI v11 event correlation methodologies, the correct
answer is Graph-Based Approach .
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Option C is the best first course of action because, in a complex intrusion involving anti-
forensics , the investigation must first establish the scope and impact of the breach before
deeper reverse engineering or broad remediation decisions are made. CHFI v11
emphasizes the forensic investigation process , including first response , evidence
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preservation , case analysis , and understanding indicators of compromise and anti-
forensics challenges .

Determining exactly what data was compromised is foundational. It helps investigators
define the severity of the incident, identify affected systems and stakeholders, prioritize
evidence collection, and support legal, regulatory, and business response requirements.
Without first establishing the compromised data set, later activities such as reverse
engineering attacker methods or deploying broad controls may be less targeted and less
effective.

Option A may become important later, but it is not the most immediate first step in
understanding breach impact. B and D are response measures, yet prematurely changing
the environment can complicate forensic analysis. Therefore, under CHFI's investigation-
process and anti-forensics principles, the most appropriate first action is to identify the
exact data that has been compromised .
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According to the CHFI v11 objectives under Computer Forensics Fundamentals , Forensic
Readiness , and Incident Response Integration , forensic readiness refers to an
organization's ability to efficiently collect, preserve, analyze, and present digital evidence
while minimizing the cost and impact of investigations. A lack of forensic readiness
primarily affects how well an organization can respond to, investigate, and legally defend
itself after an incident-not whether the incident causes operational disruption.

System downtime (Option B) is a direct operational impact of a cyberattack , such as a
DDoS attack, ransomware infection, or system compromise. While poor preparedness may
prolong recovery, downtime itself is not caused by the absence of forensic readiness; it is
caused by the attack's technical and operational effects. Therefore, system downtime is
not a consequence of lacking forensic readiness.

In contrast, the other options are well-documented consequences of poor forensic
readiness in CHFI v11.


https://www.jpnshiken.com/q/69002-6469140/

Lack of preparation often results in inability to collect legally sound evidence (Option D),
which affects court admissibility. Limited collaboration with legal and IT teams (Option C)
occurs when roles, procedures, and escalation paths are not predefined. Additionally,
without proper controls and monitoring, data manipulation, deletion, and theft (Option A)
may go undetected or untraceable.

The CHFI Exam Blueprint v4 emphasizes forensic readiness as a strategic capability
focused on evidence integrity, compliance, and investigative efficiency , not on preventing
or causing system downtime, making Option B the correct and exam-aligned answer
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Option A is the correct answer because CHFI v11 explicitly includes Cloud Storage
Forensics , Google Cloud Forensics , Cloud Digital Evidence Analysis , and data
acquisition in the cloud . In cloud investigations, logs and metadata are essential evidence
sources because they help reconstruct who accessed an object, when it was accessed,
and what actions were performed. For that reason, timestamps of file access and
modification are the most relevant and expected contents of cloud access logs and
metadata.

This aligns with standard forensic objectives of identifying unauthorized access,
establishing a timeline, and preserving evidence in a defensible format. Access logs are
meant to record events, not reveal highly sensitive secrets such as employee login
credentials or encryption keys . Likewise, network infrastructure configuration is a different
category of information and is not the primary purpose of object access logs in cloud
storage.

From a CHFI perspective, cloud forensics relies heavily on event records, timestamps,
metadata, and activity history to establish whether files were viewed, modified, copied, or
accessed from suspicious sources. Therefore, when examining cloud storage for signs of
breach activity, timestamps associated with access and modification are the strongest and
most forensic-relevant answer.
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This scenario aligns with CHFI v11 objectives under Network and Web Attacks and Social
Media Forensics , where investigators are required to collect and analyze digital evidence
from online platforms while preserving evidentiary integrity. When sensitive data is leaked
through public or semi-public online channels, social media and online network artifacts
such as posts, multimedia content, comments, likes, and user relationships become critical
sources of evidence.

Social Network Harvester is specifically designed for social media and online platform
investigations. It allows forensic investigators to systematically collect data such as posts,
images, videos, timestamps, usernames, and interaction metadata from multiple social
networks. CHFI v11 emphasizes the importance of using purpose-built tools that support
structured collection, proper documentation, and evidence preservation to maintain chain
of custody and admissibility.

LiME is a volatile memory acquisition tool, Elastic Stack is primarily used for log
aggregation and analysis, and Guymager is a forensic disk imaging tool. None of these are
suitable for harvesting social media content.

Therefore, Social Network Harvester is the most appropriate CHFI-aligned tool for
efficiently gathering, organizing, and analyzing social network evidence in data leakage
investigations.
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This question aligns with CHFI v11 objectives under Data Acquisition and Duplication and
File Deletion and Recovery Concepts . In Windows file systems such as NTFS, deleting a
file does not immediately erase its data from the disk. Instead, the operating system
removes the file system pointer (metadata entry) that references the file's location and
marks the occupied disk clusters as available for reuse.

CHFI v11 explains that until these disk sectors are overwritten by new data, the actual file
content remains intact on the storage media . This is why deleted files often remain
recoverable using forensic tools such as file carving utilities and disk analysis tools.
Investigators can scan unallocated space to reconstruct files based on known file headers
and footers, even when directory entries no longer exist.

Option A is incorrect because file content is not immediately deleted. Options B and C
contradict fundamental forensic principles taught in CHFI v11 regarding logical deletion.
Understanding this behavior is critical for forensic investigators, as it enables recovery of
evidence that suspects may believe is permanently removed.

Therefore, the correct explanation is that the file pointer is deleted, but the content still
remains on the disk, making recovery possible.
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According to the CHFI v11 objectives under Email Forensics and Digital Evidence
Examination , investigators must be capable of extracting, converting, and analyzing email
data stored in proprietary or corrupt formats. Microsoft Outlook commonly stores mailbox
data in OST (Offline Storage Table) files, which can become inaccessible or corrupt during
incidents such as system crashes, insider attacks, or malware infections.

Kernel for OST to PST is a specialized forensic and eDiscovery tool designed to recover
and convert OST files into accessible formats such as PST, EML, MSG, and MBOX . Its
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ability to export emails into EML format is particularly important in forensic investigations,
as EML is widely supported by multiple forensic tools and email analysis platforms. CHFI
v11 highlights the importance of using reliable tools that support selective extraction,
filtering, and migration , allowing investigators to isolate relevant emails, attachments,
headers, and metadata while maintaining evidence integrity.

Additionally, Kernel for OST to PST supports migration to various email servers and web-
based platforms

, aligning with CHFI requirements for handling enterprise email evidence across
heterogeneous environments.

The other options are unsuitable: Email Checker and ZeroBounce are email validation
tools, and EmailSherlock focuses on email address investigation rather than mailbox data
extraction.

Therefore, consistent with CHFI v11 best practices for email evidence acquisition and
conversion , Kernel for OST to PST is the correct and exam-aligned answer
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Option B. Cuckoo Sandbox is the best answer because CHFI v11 explicitly includes
Malware Analysis:

Static and Dynamic , the Prominence of Setting up a Controlled Malware Analysis Lab ,
Preparing Testbed for Malware Analysis , and Tools to Perform Static and Dynamic
Malware Analysis . The question specifically asks for behavioral analysis in a secure and
controlled environment , which is the hallmark of sandbox-based dynamic malware
analysis.

A polymorphic worm that changes structure rapidly is difficult to analyze with signature-
based approaches alone, so observing its behavior in a sandbox is the most effective next
step. Cuckoo Sandbox is designed for this type of controlled execution and can reveal
process activity, file changes, registry modifications, network communications, and
persistence behavior without exposing the production environment. Wireshark only
captures network traffic. IDA Pro is a reverse engineering tool for code analysis. Process
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Monitor is useful for local system monitoring but does not provide the same isolated
malware-analysis lab capability.

Therefore, under CHFI malware-forensics objectives, Cuckoo Sandbox is the strongest
answer for secure behavioral analysis of the worm.
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Option A is the best answer because CHFI v11 explicitly includes Malware Analysis: Static
and Dynamic and the use of a controlled malware analysis lab to examine suspicious files
safely. The defining purpose of static analysis is to inspect a file without executing it ,
allowing the investigator to identify indicators such as strings, imports, headers, embedded
resources, suspicious metadata, obfuscation, or other structural signs of malicious intent.
This is different from dynamic analysis , which involves running the file in a sandbox or
controlled environment to observe behavior. Option B and C therefore describe dynamic
analysis, not static analysis.

Option D may be part of deeper reverse engineering, but it is narrower and more advanced
than the broader primary purpose of static analysis, which is safe, non-executing
inspection to identify likely threats.

Because the question asks for the main reason to perform static analysis, the most
accurate CHFIl-aligned answer is analyzing the suspicious file's code and structure without
running it in order to identify potential security threats.
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According to the CHFI v11 Computer Forensics Fundamentals , one of the primary
objectives of computer forensics is to identify, preserve, analyze, and present digital
evidence , even when adversaries deliberately attempt to conceal or destroy it. In
cybercrime cases involving data theft, attackers often employ anti- forensics techniques
such as file deletion, log wiping, data overwriting, encryption, and artifact obfuscation to
evade detection and attribution.

The ability to recover deleted files and hidden data is therefore critical. CHFI v11
emphasizes that deleted data is rarely immediately destroyed; instead, file system pointers
are removed while the underlying data may still exist in unallocated space, slack space, or
backup structures. Forensic techniques such as file carving , analysis of unallocated disk
space , examination of shadow copies , and recovery of hidden or encrypted containers
allow investigators to reconstruct attacker activity and uncover intent, timelines, and
methods used during the breach.

Other options listed are not objectives of computer forensics as defined by CHFI. Weather
analysis, market forecasting, and physical security assessments fall outside the scope of
digital forensic investigations. CHFI v11 explicitly identifies data recovery and
reconstruction of erased digital footprints as essential for establishing accountability and
ensuring evidence admissibility in legal proceedings.

Therefore, to effectively identify and prosecute perpetrators who attempted to erase
evidence, investigators must focus on recovering deleted files and hidden data , making
Option D the correct and CHFI-verified answer.
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Option D. Physical acquisition is the best answer because the question asks for the
method that provides the most extensive access to Android device data, including existing
data, deleted data, and system-level files .
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CHFI v11 explicitly covers Data Acquisition Methods , Mobile Phone Evidence Analysis ,
Android and iOS Forensic Analysis , and both Logical Acquisition of Android and iOS
Devices and Physical Acquisition of Android and iOS Devices .

A physical acquisition captures the raw contents of device storage at a lower level than
logical or file-system- only approaches. Because of that, it offers the best chance of
recovering deleted artifacts and examining system areas that are not normally exposed
through higher-level acquisition methods. This makes it the most comprehensive choice
when the goal is to maximize evidentiary coverage.

Logical acquisition is more limited and generally focuses on accessible user data. File
system acquisition can be broader than logical collection, but it still does not usually
provide the same depth as a full physical image. Cloud acquisition may complement the
investigation, but it does not replace direct device acquisition.

Therefore, under CHFI mobile-forensics objectives, physical acquisition is the strongest
answer.
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Within the CHFI v11 syllabus under Network Forensics and Log Analysis , understanding
Cisco router log mnemonics is essential for investigating network-based attacks and policy
violations. Cisco devices generate structured log messages that include a facility , severity
level , and mnemonic , which together describe the event detected by the device.
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The mnemonic %SEC-6-IPACCESSLOGP specifically indicates that a packet (TCP or
UDP) matched an IP Access Control List (ACL) rule and was logged accordingly. The
"SEC" facility denotes a security- related event, the severity level "6" represents an
informational message, and "IPACCESSLOGP" confirms that the log entry was generated
due to an ACL permit or deny rule matching a packet. This type of log is commonly used in
forensic investigations to trace suspicious traffic, identify unauthorized access attempts,
and correlate firewall or router behavior with other network logs.

Option B ( IPACCESSLOGRL ) refers to rate-limited ACL logging, not standard packet
logging. Option A is specific to IPv6 ACL logging and does not apply unless IPv6 traffic is
explicitly involved. Option D ( TOOMANY ) relates to excessive event conditions and is not
tied to ACL packet matching.

The CHFI v11 Exam Blueprint highlights analyzing Cisco router and firewall logs , including
ACL-based messages, as a key skill for detecting network attacks and reconstructing
intrusion timelines. Therefore, % SEC-6-IPACCESSLOGRP is the correct and exam-aligned
answer
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According to the CHFI v11 Network and Web Attacks and Insider Threat Forensics
objectives, insider threats represent a significant risk because trusted users already have
legitimate access to systems, data, and networks. As a result, detecting malicious activity
by insiders requires continuous monitoring and behavioral analysis , rather than traditional
perimeter-based security controls.

Insider threat tools are specifically designed to monitor user activities , such as file access,
data transfers, login behavior, privilege escalation, email usage, USB activity, and
abnormal network connections. CHFI v11 emphasizes that these tools establish a baseline
of normal user behavior and then identify deviations that may indicate data exfiltration,
sabotage, fraud, or policy violations. Alerts generated by these tools help investigators
quickly identify suspicious actions and correlate them with timelines and access rights.
The other options are unrelated to the purpose of insider threat tools. Analyzing competitor
strategies and predicting market trends fall under business intelligence, not cybersecurity.
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Enhancing social media presence is a marketing function and has no relevance to forensic
investigations or breach prevention.

CHFI v11 highlights insider threat monitoring as a critical component of post-breach
investigations and proactive defense , enabling organizations to both investigate incidents
and reduce the risk of recurrence.

Therefore, in this scenario, insider threat tools contribute to cybersecurity by monitoring
and detecting suspicious behavior within the organization , making Option A the correct
and CHFI v11-verified answer.
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Option B. Brute Force attack is the most appropriate answer because the scenario
describes an attacker making thousands of rapid attempts using many different
combinations of payment data from the same IP address. CHFI v11 includes Investigating
Brute Force Attack as part of its network and web attack coverage.

The defining characteristic of a brute-force style attack is repeated automated trial-and-
error attempts until valid data is found. In this case, the attacker is not relying on stolen
session state, changing parameters in a single trusted request, or abusing XML parsing.
Instead, the attacker is systematically testing combinations at scale, which is consistent
with brute-force or card-testing behavior.

Cookie poisoning would focus on modifying session or cookie values. Parameter
tampering involves altering request parameters to manipulate application logic. XXE
targets XML parsers. None of those fit the described pattern as directly as repeated
automated attempts from one source using numerous combinations.

Therefore, under CHFI's attack-investigation objectives, the strongest answer is Brute
Force attack .
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Within the CHFI v11 syllabus under Operating System Forensics and Image/Evidence
Examination and Event Correlation , timeline reconstruction is a core forensic technique
used to understand what happened, when it happened, and in what order . When
analyzing NTFS file systems, investigators rely heavily on MAC times - Modified,
Accessed, and Created timestamps-to establish file activity.
The Sleuth Kit tools fls and mactime are specifically designed for this purpose. The fls tool
extracts file and directory metadata from a forensic image, while mactime processes this
metadata to generate a chronological timeline of file system events. This timeline typically
includes file creation time, last modification time, and last access time , allowing
investigators to correlate file activity with known incident times, user actions, or attacker
behavior.
Option B describes low-level file system analysis, which is useful in other contexts but is
not the primary focus of mactime . Option C relates to system-level operational timelines
rather than file activity. Option D focuses on Windows event logs, which are valuable for
corroboration but are separate from NTFS file system timestamp analysis.
The CHFI v11 Exam Blueprint explicitly highlights file system timeline creation and analysis
using The Sleuth Kit , emphasizing MAC timestamps as the foundational data used to
reconstruct sequences of events during digital investigations
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According to the CHFI v11 Computer Forensics Fundamentals module, one of the core
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responsibilities of a forensic investigator is to ensure the proper handling, preservation,
and integrity of digital evidence .

This responsibility is foundational to the entire forensic process and directly impacts the
admissibility of evidence in court .

In the given scenario, the investigator creates a forensic image of the suspect's hard drive
rather than working directly on the original media. CHFI v11 explicitly states that
investigators must always perform analysis on a bit-by-bit forensic copy while preserving
the original evidence in a secure, controlled environment. This practice prevents accidental
modification, contamination, or destruction of original data and ensures compliance with
the best evidence rule and chain of custody requirements .

The act of securely storing the original drive and working only on the forensic image
demonstrates strict adherence to evidence preservation principles. While recovering
deleted files is an investigative goal, the scenario emphasizes maintaining integrity and
preventing alteration , which aligns directly with evidence handling and preservation-not
reporting, stakeholder engagement, or device reconstruction.

CHFI v11 consistently reinforces that failure to preserve evidence properly can lead to
legal challenges, evidence exclusion, or case dismissal , regardless of the quality of the
technical analysis performed.

Therefore, the responsibility being fulfilled in this scenario-fully aligned with CHFI v11-is
ensuring appropriate handling and preservation of evidence , making Option A the correct
answer.
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According to the CHFI v11 objectives under Mobile and loT Forensics and Operating
System Forensics , mobile devices often act as cross-platform interaction points , storing
artifacts related to communications, file transfers, backups, or synchronization with
Windows and Linux systems . These artifacts may include shared documents, SSH keys,
SMB access traces, USB connection records, cloud sync remnants, or application logs
indicating interaction with external operating systems.

A crucial forensic step in such cases is analyzing files to identify interactions and potential
evidence across different operating systems . This enables investigators to reconstruct
user activity beyond the mobile device itself and establish links between the mobile device
and other systems involved in the incident.

CHFI v11 emphasizes the importance of correlating evidence across heterogeneous
platforms to build a complete and accurate timeline of events.

Focusing only on native mobile files (Options B and C) risks overlooking critical evidence
that may demonstrate lateral movement, data exfiltration, or coordination between devices.
Ignoring Windows- or Linux-related artifacts (Option D) directly contradicts forensic best
practices and may lead to incomplete or flawed conclusions.

The CHFI Exam Blueprint v4 explicitly highlights Android and iOS forensic analysis , cross-
platform evidence correlation , and file system analysis as key competencies. Therefore,
analyzing cross-OS artifacts is essential for uncovering hidden relationships, validating
investigative hypotheses, and ensuring legally defensible findings, making Option A the
correct and exam-aligned answer
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Option D is the strongest answer because the scenario specifically emphasizes the large
volume of messages
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, the presence of obscured language and coded references , and the effort required to
extract useful intelligence from noisy communications. The central problem is not primarily
legal authority or identity attribution, but the sheer processing and analytical burden
involved in reviewing extensive dark web communications that are intentionally obfuscated.
From a CHFI perspective, dark web investigations often involve huge datasets, deceptive
terminology, indirect references, slang, and deliberate evasion techniques. This creates a
major forensic challenge because investigators must separate meaningful evidence from
distractions, false leads, and coded language. The need for structured filtering,
prioritization, and advanced analysis tools is a hallmark of such cases.

Option B overlaps slightly, but it is narrower than the broader issue described. The problem
is not just distinguishing genuine from deceptive messages; it is managing and analyzing a
massive communication corpus with obfuscated content. Option C may arise later during
attribution, and A is not the main focus of the question. Therefore, the best answer is the
challenge of processing extensive chat room communications containing obfuscated
content .
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According to the CHFI v11 Dark Web and Tor Browser Forensics objectives, the Tor
network anonymizes user traffic by routing it through a series of relays: Entry (Guard)
Relay # Middle Relay # Exit Relay .

Each relay plays a distinct role in preserving anonymity, but only one relay is directly
visible to the destination server.

The Exit Relay is the final node in the Tor circuit and is responsible for forwarding
decrypted traffic from the Tor network to the target destination on the regular internet. As a
result, destination servers see the IP address of the exit relay , not the original attacker.
This makes exit relays highly visible and frequently misattributed as the source of
malicious activity such as hacking attempts, scanning, spam, or data exfiltration.

CHFI v11 explicitly notes that exit relays commonly face legal complaints, abuse reports,
and law enforcement scrutiny , even though they do not originate the traffic. Investigators
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must understand this distinction to avoid false attribution during dark web investigations.
Entry relays only see the client IP but not the destination, and middle relays see neither
source nor destination. "Transfer relay” is not a valid Tor relay type.

From a forensic and legal perspective, recognizing the role of exit relays is critical when
analyzing Tor- related incidents, as they represent the point of exposure to external
networks.

Therefore, the Tor relay most likely to face legal scrutiny due to its visibility to destination
servers-fully aligned with CHFI v11-is the Exit Relay , making Option A the correct answer.
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Under CHFI v11 Computer Forensics Fundamentals , investigators must understand the
legal principles governing search and seizure of digital evidence , especially in exceptional
environments such as national border crossings . Two key legal doctrines apply directly to
this scenario: the Border Search Exception and the Plain View Doctrine .

The Border Search Exception allows law enforcement officers to conduct searches at
international borders without a warrant or probable cause to protect national security and
prevent cross-border crime. CHFI v11 highlights border environments as special
jurisdictions where warrant requirements are relaxed due to the government's heightened
authority to regulate entry and exit of persons and goods.

Additionally, the Plain View Doctrine permits officers to seize and examine evidence
immediately visible during a lawful arrest, provided the officer is legally present and the
incriminating nature of the evidence is obvious. In this case, the laptop is in the suspect's
immediate possession, and evidence of the crime is visible without manipulation.

CHFI v11 emphasizes that delaying action in such situations could result in evidence
destruction, encryption, or remote wiping , especially with digital devices. Therefore,
securing and searching the laptop immediately is justified and legally defensible.
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The other options are incorrect because they impose unnecessary delays or conditions not
required under border search authority. Therefore, fully aligned with CHFI v11 principles,
the correct action is that the officer may search the laptop without a warrant , making
Option B the correct answer.

BfE: 116

EHERICBVT EBEEEIEREDOWIndowsY L U ERLTHEY RERWN-T74
VIZET BEREIRET HAEEME D H D Windows> 3— b Ay T 7 A JL(LNKT 7 1 L)
EETHENDHYFET BEEFIINOSDINKI 7AIILERDITEEHIC. EDTa4 LY+
)ZRRBRETLELIMN?

A. C:\Users\AppData\Roaming\Mozilla\Firefox\Profiles\XXXXXXXX.default\cookies.sqlite
B. C:\Users\Admin\AppData\Local\Microsoft\Windows\WebCache

C. C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Recent

D. C:\Users\Admin\AppData\Local\Microsoft\Windows\History
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Option C is correct because CHFI v11 explicitly includes Analyze LNK Files and Jump
Lists and also lists Tools to Examine Windows Files, Metadata, ShellBags, LNK files, and
Jump Lists as important Windows artifact-analysis objectives. LNK files are commonly
associated with user activity and recently accessed items, making the Recent folder the
most relevant location among the options.

The path C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Recent is the standard
user-specific location associated with many recently accessed shortcut artifacts. This
makes it a valuable source when reconstructing user behavior, identifying recently opened
files, or linking a suspect to specific documents and file paths.

The other options are not the right artifact location for LNK files. Firefox cookies.sqlite is
browser-related, WebCache is tied to cached browsing data, and the History location is not
the best answer for Windows shortcut evidence. Therefore, from a CHFI perspective on
Windows artifact analysis, the examiner should focus on the Recent folder to locate LNK
files.
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Option B. Dictionary attack is the best answer because the attacker used a precompiled list
of common passwords and tested them against the login page. That is the defining pattern
of a dictionary attack: trying likely password candidates from a prepared wordlist rather
than exhaustively attempting every possible combination. CHFI v11 includes password-
related attack and analysis concepts within its investigation scope, and this scenario
matches the classic distinction between dictionary and brute-force methods.

A brute-force attack would attempt all possible character combinations systematically,
which is broader and usually more time-consuming than using a list of common
passwords. A keylogger would capture keystrokes from the victim's device, which is not
what happened here. Cryptanalytic attack refers to attacking cryptographic mechanisms,
not simply testing common passwords against a login page.

From a CHFI perspective, understanding the difference between password-guessing
methods is important because it helps investigators interpret authentication logs and
attacker behavior. Since Oliver relied on a text file of frequently used passwords and tested
them one by one, the technique most accurately described is a dictionary attack .
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According to the CHFI v11 objectives under Analyzing Various File Types and Image File
Analysis (BMP)

, understanding bitmap (BMP) file structure is critical for identifying hidden data, detecting
tampering, and validating file integrity during forensic investigations. A BMP file is
composed of multiple structured components, each serving a specific purpose.

The Information Header (also known as the DIB header ) is the component that contains
detailed metadata about the bitmap image. This includes essential attributes such as
image width and height, color depth (bits per pixel), compression method, image size,
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resolution, and pixel layout . These attributes define how the image data should be
interpreted and rendered, making the information header central to forensic analysis.
Investigators rely on this header to verify whether image properties are consistent with
expectations or have been manipulated.

The File Header (Option A) primarily identifies the file as a BMP and provides the offset to
the image data, but it does not describe the image layout in detail. Image data (Option B)
contains the actual pixel values, while the RGBQUAD array (Option D) defines the color
palette for indexed images and does not describe file structure.

The CHFI Exam Blueprint v4 explicitly covers BMP file analysis and hex-level
examination , highlighting the Information Header as the key structure for understanding
bitmap characteristics, making Option C the correct and exam-aligned answer
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Option D is correct because the scenario describes the stage where electronically stored
information is being filtered, reduced, transformed, and prepared into a form that is easier
to review. In the EDRM model, that is the processing phase. CHFI v11 includes
eDiscovery , electronically stored information , and handling large volumes of digital
evidence in a legally defensible way. Within that framework, processing is the stage that
reduces irrelevant or redundant material and converts data into a manageable form for
later examination.

This is different from review , where the investigator or legal team examines the processed
data for relevance, responsiveness, privilege, or evidentiary value. It is also different from
production , which involves delivering the selected materials in the required legal or
procedural format. Analysis is a broader interpretive activity focused on meaning, context,
and conclusions.

Because the question specifically states that the investigator is narrowing the data

volume , eliminating unnecessary data , and converting it into a manageable format for the
next phase , the task clearly matches the processing stage of the EDRM workflow. That
makes option D the most accurate and CHFI- aligned answer.
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This scenario aligns with CHFI v11 objectives under Anti-Forensics Techniques ,
specifically techniques used by attackers to prevent investigators from accessing digital
evidence. Data encryption is a well-known and widely used anti-forensic method where
files are encrypted using strong cryptographic algorithms and protected with complex
passwords. While encryption is a legitimate security control, adversaries often misuse it to
deliberately obstruct forensic analysis and delay investigations.

CHFI v11 explains that encrypted files render data unreadable without the correct
decryption key, making it extremely difficult for investigators to examine file contents within
acceptable timeframes. This can significantly hinder evidence discovery, timeline
reconstruction, and incident scoping. Investigators must then rely on password cracking,
key recovery, memory forensics, or legal assistance to access the data-each of which
introduces complexity, cost, and time delays.

Data manipulation involves altering or deleting evidence, data obfuscation focuses on
making data confusing but still accessible, and data hiding conceals information in
alternate locations. In contrast, the defining characteristic in this scenario is password-
protected encrypted files , which directly corresponds to data encryption. Therefore,
consistent with CHFI v11 classifications, data encryption is the correct anti-forensic
technique being employed.
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According to the CHFI v11 Network Forensics and Log Analysis objectives, Cisco I0S log
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messages use standardized mnemonics to describe specific security and packet-
processing conditions. The message indicating that "there was not enough room for all of
the desired IP header options" is associated with abnormal or excessive IP header
options , which can be indicative of malformed packets, reconnaissance activity, or denial-
of-service (DoS) attempts .

The mnemonic %SEC-4-TOOMANY is generated when a router receives packets
containing too many IP options for the available buffer space. Cisco devices impose limits
on IP header options to protect system resources, and when these limits are exceeded, the
packet is dropped and logged with this mnemonic. CHFI v11 highlights such logs as
important artifacts when investigating network performance degradation, packet
manipulation, and potential attack traffic .

The other options are unrelated to this condition. %IPV6-6-ACCESSLOGP applies to IPv6
access control logging. %SEC-6-IPACCESSLOGP and %SEC-6-IPACCESSLOGRL relate
to access-list permit/deny logging and rate-limited ACL messages, not IP header option
exhaustion.

From a forensic perspective, identifying %SEC-4-TOOMANY helps investigators correlate
performance issues with malformed or malicious traffic patterns and supports attribution
during network attack investigations.

Therefore, the correct Cisco I0OS log mnemonic corresponding to this issue-fully aligned
with CHFI v11-is

%SEC-4-TOOMANY (Option A) .
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Under the CHFI v11 objectives related to Cloud Forensics and AWS Forensics , log
preservation is a critical requirement for effective investigation and legal admissibility. In
Amazon Web Services, CloudWatch Logs retention policies allow investigators to control
how long log data is stored before it is automatically deleted.

Modifying retention policies for individual log groups ensures that relevant forensic
artifacts-such as authentication logs, API activity records, and system events-remain
available for analysis throughout the investigation lifecycle.

In this scenario, the investigator's goal is not to analyze or query logs immediately, but to
extend or manage the lifespan of log data so that it is not lost due to default retention
limits. This aligns precisely with the feature that allows investigators to modify retention
policies for individual log groups . CHFI v11 highlights the importance of preserving cloud-
based evidence early, as cloud logs may be ephemeral and subject to automatic deletion if
not properly configured.

Option A refers to general monitoring capabilities, while Option B focuses on querying and
searching log data using Logs Insights-both are analytical functions, not retention
management. Option D involves alerting mechanisms and does not control log storage
duration.

The CHFI Exam Blueprint v4 explicitly includes logs in AWS and cloud evidence
acquisition , emphasizing retention configuration as a key forensic readiness and
investigation task, making Option C the correct and exam-aligned answer
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A. journalctl -u ssh --FEE A 5

B. journalctl -fu ssh

C. journalctl -u ssh --since -1h

D. journalctl -u ssh
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According to the CHFI v11 Operating System Forensics objectives, Linux system logs are
a critical source of evidence for identifying unauthorized access, brute-force attempts, and
SSH key-based authentication activities . On modern Linux systems that use systemd ,
SSH-related events are logged and managed by the system journal , which can be queried
using the journalctl utility.

The command journalctl -u ssh retrieves all log entries associated with the SSH service
unit , making it the most appropriate command when an investigator needs a complete and
unfiltered view of SSH activity.

SSH key fingerprints are typically logged during public key authentication events , including
successful and failed login attempts, and may appear alongside details such as
usernames, source IP addresses, and authentication methods.

While options A and C restrict log output to specific time ranges and option B follows logs
in real time, the question specifically asks which command should be executed to view the
SSH key fingerprint in the SSH unit logs . CHFI v11 best practices recommend starting
with the base unit log query to ensure no relevant artifacts are missed before applying
filters.

Therefore, to reliably extract SSH key fingerprints and correlate authentication activity
during forensic analysis, Hazel should execute journalctl -u ssh , making Option D the
correct and CHFI v11-verified answer.
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Option C. Autoruns is the best answer because the question is specifically about
identifying services and other components configured to start automatically during boot . In
CHFI-style Windows forensics and malware persistence analysis, investigators focus on
auto-start mechanisms , including services, registry run keys, startup folders, drivers,
scheduled tasks, and related launch points. Autoruns is designed to enumerate these
persistence locations in a comprehensive way, making it the most appropriate tool among
the options.
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Event Viewer is useful for examining logs and system events, but it is not the primary tool
for enumerating all boot-start and auto-start entries. Task Manager can show currently
running processes and some startup items, but it is less complete than Autoruns for deep
persistence analysis. Process Explorer is excellent for analyzing active processes and
parent-child relationships, yet it is not focused on full startup enumeration.

Because Sophia wants to identify which Windows services are configured to start
automatically , the most effective forensic tool is Autoruns , which directly supports
malware persistence investigation and startup analysis.
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This question aligns with CHFI v11 objectives under Malware Forensics and Static
Malware Analysis of Suspicious Documents . When analyzing potentially malicious
Microsoft Office documents, CHFI v11 emphasizes that investigators should always begin
with static analysis before attempting any form of execution. This approach minimizes risk
and helps identify embedded threats such as VBA macros, OLE objects, exploits, and
obfuscation techniques without activating the payload.

The oleid tool (part of the oletools suite) is specifically designed for the initial inspection of
OLE-based Microsoft Office documents . It quickly identifies indicators of compromise such
as the presence of macros, embedded objects, suspicious file formats, encryption, and
known exploit characteristics. CHFI v11 highlights oleid as a safe, non-intrusive first step to
triage Office documents and determine whether deeper analysis (e.g., macro extraction or
sandbox execution) is warranted.

Opening the document in a sandbox is a dynamic analysis step and should only occur after
static indicators confirm malicious intent. The other options are either non-standard or
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insufficient for detecting embedded macro-based malware. Therefore, consistent with
CHFI v11 malware forensics methodology, executing oleid to review suspicious
components is the correct initial step.

B 126

YAN—tX2 )T T7FIVRAITHLIHGE, &E ARy FDO—OROEHOT
DERRAV DB RESNDIRY NIV S T4 v I DERERGEMERBELELZ, &
LICRRAEZEO-HER EHOREEN, —REFICRZASIRFTI7AILEZET T4 v
DOA=IEZELTWCEANHBALELE, LAL, CNSDFMIT7MILIE BEE
WL T 7EHAFETHD GootloaderF v o R—2D—FHTHHIRLWAHY 9,
RET7ANICEALT EDQKSLGHERNBETHESZHAO5M?

A. HxfFT7 74 )L GootLoader F v o R—UDE—EREDORA O— K& L THEELTL

LAREMNHYET,

B.AFI77MILE EOTAHBUEEBRALTRY FIT—INDFET7 I ERZWMEBELT
WBHETEEMELHY F7,

C. ARI T 7AIIZIE B OB EREERL I SICHIASINFANS DI THEENT
WBDETEEMELHY F7,

D. /I 7AINIZIE BT -2 ZESILT A VYLV ITHAEFNTLLAEEELH
YET,

EfE:A(QAVRERKT D)

Option A is the best answer because the question explicitly identifies the attachments as
being associated with a GootLoader campaign , which is commonly understood as a
malware delivery mechanism that uses deceptive content to stage later malicious activity.
In this context, the attachment is most logically interpreted as a first-stage payload or
infection vector rather than the final malware objective itself.

From a CHFI-style malware forensics perspective, investigators first determine how
malicious code was delivered , then analyze what subsequent payloads or behaviors
followed. In phishing-driven infection chains, the initial attachment often acts as the first
phase that enables download, execution, or delivery of additional malware. That fits the
fact pattern far better than assuming the attachment itself must specifically be spyware,
ransomware, or a zero-day exploit.

Options B, C , and D may describe possible later effects in some campaigns, but the most
defensible conclusion from the wording is that these attachments are part of the initial
delivery stage of GootLoader.

Therefore, the correct answer is that the attachments are likely serving as the first-stage
payload in the campaign and should be analyzed as the initial malicious component in the
infection chain.
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This question maps directly to CHFI v11 objectives under Computer Forensics
Fundamentals and Standards and Best Practices Related to Computer Forensics ,
specifically the ENFSI Best Practices for the Forensic Examination of Digital Technology .
ENFSI (European Network of Forensic Science Institutes) guidelines focus primarily on
ensuring that digital evidence is handled in a secure, reliable, and forensically sound
manner so that it remains admissible and defensible in legal proceedings.

The examiner's primary concern under ENFSI best practices is the secure handling of
digital evidence , which includes proper acquisition, preservation, documentation, storage,
and chain of custody management.

These practices ensure evidence integrity, prevent contamination or alteration, and allow
results to be independently verified. CHFI v11 emphasizes that forensic investigators must
be able to demonstrate that evidence has not been tampered with and that standardized
procedures were followed throughout the investigation lifecycle.

While GDPR, ISO/IEC 17025, and ISO/IEC 27001 are important regulatory and security
frameworks, they are not the core focus of ENFSI forensic examination guidelines. ENFSI
is evidence-centric, prioritizing secure evidence handling and methodological consistency.
Therefore, establishing secure evidence-handling protocols is the correct and CHFI-
aligned answer.
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This question aligns directly with CHFI v11 objectives under Computer Forensics
Fundamentals and Log Analysis . Log files are among the most critical forensic artifacts
because they provide a chronological and authoritative record of system, security, and
application events . CHFI v11 emphasizes that logs are essential for reconstructing attack
timelines, identifying unauthorized access attempts, and determining the scope of a
compromise.

Artifacts such as failed sign-in attempts , security policy modifications , IDS alerts , and
application errors are routinely recorded in log sources including Windows Security logs,
system logs, application logs, firewall logs, and IDS/IPS logs. These logs allow
investigators to correlate events across systems, identify brute-force attacks, detect
privilege escalation, and recognize abnormal behavior caused by malware or
misconfiguration.

Cryptographic artifacts focus on key usage and encryption operations, browser artifacts
relate to user web activity, and process or memory artifacts provide insight into live
execution states-but none provide the comprehensive, event-based historical visibility
required to answer all aspects of the question. CHFI v11 highlights log analysis as the
primary method for understanding what happened, when it happened, how it happened,
and who was involved . Therefore, log file anomalies are the most relevant and reliable
forensic artifacts in this scenario.
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Option C is the strongest answer because, in a major breach involving sensitive customer
data and a large attack scope, the most important practical hiring factor is whether the
external investigator has experience handling similar incidents . CHFI v11 emphasizes the
roles and responsibilities of forensic investigators , what makes a good computer forensics
investigator , and the importance of choosing personnel with the right skills and
investigative capability for the case at hand.

Adherence to ethics is important, and reputation can matter, but the question asks for a
key factor in the context of a high-stakes breach investigation. Experience with similar
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cases directly affects the investigator's ability to preserve evidence, scope the breach,
handle legal sensitivity, manage cross-system analysis, and produce defensible findings
efficiently. That makes it more operationally decisive than general reputation or internal-
system familiarity.

Therefore, from a CHFI standpoint, the board should prioritize an external investigator with
proven experience in dealing with similar cyber breach and forensic cases , as that is most
likely to produce reliable, court-defensible, and technically sound results.
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This question aligns with CHFI v11 objectives under Operating System Forensics and
Volatile and Non-Volatile Data Analysis, particularly the recovery of artifacts from live
memory and system files such as pagefile.sys. Private browsing modes (e.g., InPrivate,
Incognito) are designed to minimize persistent artifacts on disk; however, CHFI v11
emphasizes that memory, page files, and swap files often retain remnants of browsing
activity, including URLSs, session data, cached content, and credentials.

FTK Imager is a forensically sound tool widely used for live data acquisition, memory
capture, and analysis of volatile artifacts. It allows investigators to acquire RAM,
pagefile.sys, hiberfil.sys, and other critical system files without altering evidence integrity.
CHFI v11 specifically highlights FTK Imager as a preferred tool for collecting and
examining live system data and recovering artifacts that are not available through
traditional disk-only analysis.

PsLoggedOn is used to identify logged-in users, Exeinfo analyzes executable file formats,
and zsteg is a steganography detection tool. None of these are suitable for live memory or
pagefile analysis. Therefore, consistent with CHFI v11 forensic best practices, FTK Imager
is the correct tool to recover private browsing artifacts from live Windows systems.
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Option C is the correct answer because the workstation has already been powered down ,
so the priority is now to preserve the remaining non-volatile evidence and acquire it in a
forensically sound manner. Powering the system back on could alter timestamps, logs,
temporary files, registry artifacts, and other evidence. CHFI emphasizes choosing the
correct acquisition method based on the state of the device and preserving integrity during
evidence collection.

Since volatile data is already lost due to shutdown, the correct first step is not to boot the
machine, but to begin forensic imaging for later offline analysis. This allows the investigator
to create an exact duplicate of the storage media and conduct the examination on the copy
rather than the original source.

Option A would unnecessarily modify the system state. B is irrelevant because a powered-
down workstation has no ongoing traffic to monitor. D is weaker because creating a
bootable copy is not the immediate forensic priority; the first requirement is a proper
evidence image. Therefore, the best CHFI-aligned response is to leave the system off and
initiate forensic imaging for offline analysis.
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According to the CHFI v11 Dark Web Forensics objectives, governments that enforce strict
internet censorship often block access to publicly listed Tor entry (guard) relays by using IP
blacklisting, deep packet inspection (DPI), and traffic fingerprinting. In such environments,
connecting directly to the Tor network using standard relay information becomes
ineffective.

To overcome this restriction, Tor provides bridge nodes (Tor bridges) . Bridges are unlisted
Tor entry relays whose IP addresses are not published in the public Tor directory , making
them significantly harder for censors to detect and block. CHFI v11 explicitly identifies Tor
bridges as a key mechanism for bypassing government surveillance and censorship.
Bridges may also use pluggable transports (such as obfs4, meek, or snowflake) that
disguise Tor traffic to appear like normal HTTPS or other benign traffic, further evading
detection.

The other options are incorrect. Public Tor relay nodes are typically the first targets of
censorship and are already blocked. Direct communication with an exit node is not
possible because Tor circuits must always begin with an entry point. Collaborating with
government authorities contradicts the goal of bypassing surveillance and is not a technical
solution discussed in CHFI v11.

CHFI v11 emphasizes that investigators and analysts must understand Tor infrastructure,
including bridges, to properly investigate dark web activity and censorship circumvention
techniques. Therefore, the correct and CHFI-aligned method is to use bridge nodes to
access the Tor network , making Option A the correct answer.
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According to the CHFI v11 Computer Forensics Fundamentals and File Analysis modules,
a hex editor is a critical forensic tool used to view and analyze raw disk data at the byte
level. Hex editors typically present data in three main columns or areas: the address
(offset) area , the hexadecimal area , and the character (ASCII) area .
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The character area displays the ASCII interpretation of each byte shown in the
hexadecimal area. This allows investigators to visually identify readable text strings , file
headers, metadata, embedded scripts, usernames, URLSs, file signatures, and fragments of
deleted files that may still reside in unallocated space or slack space. Printable characters
are shown as readable text, while non-printable bytes are usually represented by dots (.).
The address area shows the offset or location of the data within the file or disk. The
hexadecimal area displays the raw byte values in hexadecimal format, which is essential
for precise byte-level analysis. A footer area is not a standard component of hex editor
layouts as defined in CHFI v11.

CHFI v11 emphasizes correlating the hexadecimal values with their ASCII representations
to accurately interpret raw data and identify meaningful forensic artifacts. Therefore, the
area that displays the ASCII representation of each byte is the Character area , making
Option D the correct and CHFI v11-verified answer.
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According to the CHFI v11 Procedures and Methodology domain, evidence preservation is
a critical step in the forensic investigation process and is closely tied to maintaining a
proper chain of custody .

Preservation ensures that digital evidence remains unaltered, authentic, and legally
admissible from the moment it is collected until it is presented in court or a disciplinary
proceeding.

In the given scenario, the investigator is documenting every action , assigning unique
identifiers , and maintaining a chain of custody log that records who handled the evidence,
when it was handled, and for what purpose. CHFI v11 explicitly defines these actions as
part of the evidence preservation phase , which occurs immediately after evidence
identification and collection. This phase is designed to prevent evidence tampering, loss,
contamination, or misidentification.
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The other options do not align with the described activities. Scoping focuses on defining
investigation boundaries, data analysis involves examining evidence for findings, and
search and seizure refers to the legal act of collecting evidence-none of which emphasize
documentation and custody tracking.

CHFI v11 stresses that failure to properly preserve evidence and document its handling
can result in evidence being challenged or ruled inadmissible . Therefore, the investigator's
actions clearly correspond to preserving the evidence , making Option A the correct and
CHFI v11-verified answer.
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Option D. GLBA is the correct answer. The Gramm-Leach-Bliley Act (GLBA) is the U.S.
law enacted in

1999 that requires financial institutions to explain their information-sharing practices and
protect sensitive customer data through safeguards. That description matches the scenario
exactly. Within CHFI v11, legal awareness is a core competency: the blueprint includes
legal issues, privacy issues and legal compliance , other laws that may influence computer
forensics , and rules tied to the admissibility and handling of digital evidence.

The other options do not fit the facts. GDPR is a European data protection regulation, not a
1999 U.S.

financial law. HIPAA governs protected health information in the healthcare sector. PCI
DSS is an industry security standard for payment card data, not a law enacted in 1999
requiring disclosure of information-sharing practices. Because the company is a financial
institution and the question highlights both privacy notice and safeguarding customer
information , GLBA is the only answer that fully matches the scenario.

From a CHFI perspective, recognizing applicable legal frameworks is important because
investigators and compliance personnel must understand which laws govern digital
evidence, privacy obligations, and organizational handling of sensitive information.
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