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IDS27 / FINX ¥+ > 194.222.156.169:56693 - > 172.16.1.107:482 Apr 24 18 01 05 [4663] :
IDS/DNS/N— 3 049 T 1) 212.244.97.121:3485 - > 172.16.1.107:53 Apr 24 19:04:01 [4663] :
IDS213 / ftp-passwd-retrieval :1194.222.156.169 1425 - > 172.16.1.107:21 Apr 25 08:02:41
[5875] spp_portscan PORTSCANAY24.9.255.53 st S FE L 1=4 H25H02:08:07 [5875] :
IDS277 I DNS/A—2 3 49 I 63.226.81.13 4499 - > 172.16.1.107:53 Apr 25 02:08:07
[6875] IDS277 /| DNS/A\—2 3 49 1) 63.226.81.13:4630 - > 172.16.1.101:53 Apr 25 02:38:17
[5875] DS / RPC-rpcinfo-query 212.251.1.94:642 - > 172.16.1.107:111 Apr 25 19:37:32 [5875] :
IDS230 / web-cgi-space-wildcard :198.173.35.164:4221 - > 172.16 .1.107 80 Apr 26 05:45:12
[6283] 1DS212 / dns-zone-transfer :38.31.107.87:2291 - > 172.16.1.101:53 Apr 26 06:43:05
[6283] IDS181 / nops- x86 63.226.81.13:1351 - > 172.16.1.107:53 Apr 26 06:44:25 victim7
PAM_pwdb [12509] : J 4 V) a—H¥—RICEAM iz y >3 > > 2 T)L Gid = 506) Apr 26
06:44:36 victim7 PAM_pwdb [12521] :>>E > (id = 506) T1—H—simonD ¥ v < 3 UH\EH NI
F L 7=Apr 26 06:45:34 [6283] 1DS175 / socks-F O — 7 24.112.167.35:20 - > 172.16.1.107:1080
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psoftware: Microsoft Internet Informat)
#version: 1.0

#pate: 2007-01-22 15:42:36 \ .
#Fields: date time s-sitename s-ip cs-method cs-uri-stem cs—uri—quer{ s~§nrt cs-user
2007-01-22 15:42:36 wW3sSwCl 172.16.28.102 GET /index.htm] - 80 - 172.16.28.80
Mozilla/4.0+(compatible; +MSIE+6. O; +windows+NT+5.1;+5Vv1; +Avant+Browser;+. NET+CLR+1.1.
2007-01-22 15:42:36 w3sSwCl 172.16.28.102 GET /pevelopment/index.asp - 80 - 172.16.28
Mozilla/4. 0+(compatible; +MSIE+6. 0; +windows+NT+5.1; +5V1; +Avant+Browser;+.NET+CLR+1. 1.
2007-01-22 15:42:36 w3SwC1l 172.16,28.102 GET /Development/css/olcstyle.css - 80 - 17
Mozilla/4.0+(compatible; +MSIE+6. 0; +windows+NT+5.1;+5V1; +Avant+Browser;+.NET+CLR+1.1.
2007-01-22 15:42:36 w3swcl 172.16.28.102 GeT /favicon.ico - 80 - 172.16.28.80 Avant+
2007-01-22 15:42:36 Ww3SwCl 172.16.28.102 GET /Development/css/dhtm]_horiz.css - 80 -
Mozi11a/4. 0+(compatible; +MSIE+6. O; +windows+NT+5.1;+SV1; +Avant+Beomser; +. NET+CLR+1.1.
2007-01-22 15:42:36 w3SvCl 172.16,28.102 GET /Deue1npment,;;.f:ﬁ{kyex.ﬂ1.jpg - 80 -
Mozil1a/4. 0+ (compatible; +MSIE+6. 0; +windows+NT+5.1;+5 @ Browser;+.NET+CLR+1. 1.
2007-01-22 15:42:36 wW3sSWC1 172.16.28.102 GET / o Toplent fmagés /index_02.ipg - 80 -

g‘:ﬁﬁ pment

Mozi11a/4. 0+ (compatible; +MSIE+6. O; + 0 vant+Browser;+.NET+CLR+1.1.
2007-01-22 15:42:36 w3swCl 172. Gﬁ /images/index_03.jpg - 80 -
Mozilla/4.0+(compatible; +MSIE+S S.1;+5Vv1;+Avant+8rowser;+.NET+CLR+1.1.
2007-01-22 15:42:36 w3 GET /Development/images/index_04.jpg - 80 -
Mozi11a/4. 0+ (compa +windows+NT+5.1;+SVv1;+Avant+Browser;+. NET+CLR+1. 1.

2007-01-22 15:42 .16.28.102 GET /Development/images/index_06.jpg - 80 -
Mozilla/ 4.0+ (com FHMSIE+E. O +Windows+NT+5. 1;+5V1; +AvanT+Browser;+. NET+CLR+1. 1.
2007-01-22 15:42: 35uC1 172.16.28.102 GET /Development/images/index_07.ipg - 80 -
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Internet Protocol (TCP/IP) Properties i i s
Eﬁmd]
You can gat |P setingt atsigned automabcally § pour network supports
this capabdity. Otherwise, you need to ask your network. administistor for
ther appropriate IF setings
" Qbtan an IP address sutomatically
& Use the following IP address: L~
IP address: | 172 98 16 . 2
Subnet mask: §265. 0.0 . 0 .
Defaul gateway | 172 . 1096 Ln ““ﬁ“
€ Obtan DNS servafeddits: sutoraticalk
% Usz the following DNS server addressas
Pretened DNS server [ 172.18.. 18 . 3
Aksmats DNS sarver |172. 18 . 16 . 4
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jie02@netvigator.comh® 5 jie02@netvigator.com Tue Nov 27 17:27:11 20015245 :
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