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An external examination (also known as an external audit or external review) is the best method
for the Chief Information Security Officer (CISO) to gain an understanding of how the company's
security policies compare to external regulatory requirements. External examinations are
conducted by third-party entities that assess an organization's compliance with laws, regulations,
and industry standards.

* Penetration tests focus on identifying vulnerabilities, not compliance.

* Internal audits assess internal controls but are not impartial or focused on regulatory
requirements.

* Attestation is a formal declaration but does not involve the actual evaluation of compliance.
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To determine whether the connection was successful after a user clicked on a link in a phishing
email, the most relevant log source to analyze would be the network logs. These logs would
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provide information on outbound and inbound traffic, allowing the analyst to see if the user's
system connected to the remote server specified in the phishing link. Network logs can include
details such as IP addresses, domains accessed, and the success or failure of connections,
which are crucial for understanding the impact of the phishing attempt.
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To minimize the impact of the increasing number of various traffic types during attacks, a security
engineer is most likely to configure behavioral-based rules on a Next-Generation Firewall
(NGFW). Behavioral-based rules analyze the behavior of traffic patterns and can detect and block
unusual or malicious activity that deviates from normal behavior.

Behavioral-based: Detects anomalies by comparing current traffic behavior to known good
behavior, making it effective against various traffic types during attacks.

Signature-based: Relies on known patterns of known threats, which might not be as effective
against new or varied attack types.

URL-based: Controls access to websites based on URL categories but is not specifically aimed at
handling diverse traffic types during attacks.

Agent-based: Typically involves software agents on endpoints to monitor and enforce policies, not
directly related to NGFW rules.

B 4

X)) T BEBENMBROITRTON—FRFSATICEEILEZEALTVWET , EEBEEHIE
ALTWSEFa) T4 BZERODENTTM?

A. FREL

B. fE &

C. &M%

D.tOrZX I

Ff#:C(QAA L bEEKRT D)

Eﬁ:ﬁ: 5

HENA VT MRS IO R ERET HEOICERAIARNESET IR ENTITM?
A.T—TILky T

B.L7) =3y


https://www.jpnshiken.com/q/65199-5994793/
https://www.jpnshiken.com/q/65199-5994794/

C. 7xAIILA—/N—

D. B8

Ef#: (EfEZRTLET)

A tabletop exercise is a simulated scenario that tests the organization's incident response plan
and procedures. It involves key stakeholders and decision-makers who discuss their roles and
actions in response to a hypothetical incident. It can help identify gaps, weaknesses, and
improvement areas in the incident response process. It can also enhance communication,
coordination, and collaboration among the participants.
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Key escrow refers to a system where encryption keys are stored in a secure, third-party
repository, allowing authorized entities (such as specific individuals or organizations) to access
the key when necessary.
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FIM continuously monitors files and their permissions on network shares, alerting when items are
deleted or access rights are changed so administrators can quickly investigate and remediate.
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A digital signature provides cryptographic proof of origin, preventing the sender from denying they
authored and sent the email - this is the essence of non-repudiation.
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VM escape occurs when an attacker breaks out of a virtual machine's sandbox to interact directly
with the underlying hypervisor, granting unauthorized access to the host platform. This is the
vulnerability exploited when compromising a hypervisor.
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A Security Information and Event Management (SIEM) solution collects, aggregates, and
correlates logs from multiple sources to detect anomalies and generate alerts. SIEMs are
essential for security monitoring and incident detection.
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Content categorization defines how websites are classified (e.g., gambling, malicious, social
media) within the web-filtering product. If users are still accessing malicious links, it likely means
the categorization settings need to be reviewed or updated to block those sites effectively.
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Attack surface reduction involves minimizing the number of exploitable points, such as unused
servers, open ports, and publicly exposed contact information, that attackers could target.
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When users log in to a corporate domain, they're typically presented with an acceptable use
policy outlining the rules and responsibilities for system use before gaining access. This ensures
they agree to organizational guidelines up front.
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CVSS provides a standardized, numerical severity rating for each vulnerability, enabling an
analyst to efficiently rank and prioritize scan findings based on objective risk metrics.
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This is the risk that remains after controls and mitigation efforts have been applied.
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When hosting an on-premises software application in a cloud-based service, ensuring
visualization and isolation of resources is crucial for maintaining security best practices. This
involves using virtualization techniques to create isolated environments (e.g., virtual machines or
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containers) for different applications and services, reducing the risk of cross-tenant attacks or
resource leakage.

Network segmentation is important but pertains more to securing network traffic rather than
isolating computing resources.

Data encryption is also essential but doesn't specifically address resource isolation in a cloud
environment.

Strong authentication policies are critical for access control but do not address the need for
isolating resources within the cloud environment.
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A Secure Web Gateway (SWG) protects users by filtering unwanted software/malware from user-
initiated web traffic and enforcing corporate and regulatory policy compliance. This technology
allows the company to secure remote users' data and web traffic without relying on a VPN,
making it ideal for organizations supporting remote work.
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The right to be forgotten, as outlined in regulations such as the General Data Protection
Regulation (GDPR), requires organizations to permanently delete an individual's personal data
upon request, unless there is a legal or contractual obligation to retain it.
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A centralized password vault securely stores and manages privileged credentials, encrypting
them at rest, controlling access, and enabling strong rotation policies, so administrative
passwords are never exposed in plaintext and can't be leaked online.
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Transport Layer Security (TLS) 1.3 is the latest version of the TLS protocol and provides strong
encryption for securing data in transit between clients and servers. It offers improved security and
performance compared to previous versions like SSL 3.0 and earlier TLS versions.
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A SIEM alert is a detective control because it identifies and reports suspicious or malicious
activity after it occurs, enabling further investigation and response.
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A host-based intrusion prevention system actively monitors and blocks malicious behavior on the
endpoint (preventive control) while also alerting or logging suspicious events (detective control).
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Deploying a Security Information and Event Management (SIEM) solution allows for efficient log
aggregation, correlation, and analysis across an organization's infrastructure, providing real-time
security insights.
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Block the URL shortener domain in the web proxy: By blocking the URL shortener domain, the
security team can prevent users from accessing potentially malicious links, even if the domain is
currently dead. This proactive measure helps mitigate the risk of future attacks using the same
URL shortener.
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Threat hunting is a proactive activity used to search for hidden or undetected malicious actors
when no alerts have been triggered but suspicious activity is suspected.
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Encryption ensures confidentiality by protecting sensitive data from unauthorized access, allowing
only authorized parties with the correct decryption key to read it.
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Privacy data classification includes Personally Identifiable Information (PIl), which consists of an
employee's personal details such as name, address, Social Security number, or other sensitive
information. Organizational policies and standards concerning the storage and protection of such
data fall under privacy regulations (e.g., GDPR, CCPA, or HIPAA). Ensuring compliance with
these policies helps prevent unauthorized access and data breaches.
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The first priority is to revoke any compromise certificates. This ensures that those certificates can
no longer be used for unauthorized access.
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Memory injection vulnerabilities allow unauthorized code or commands to be executed within a
software program, leading to abnormal behavior such as generating outbound traffic over random
high ports. This issue often arises from software not properly validating or encoding input, which
can be exploited by attackers to inject malicious code.
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The sheer volume of data generated by loT devices can make securing and protecting sensitive
information difficult. As more devices are connected to the Internet, there is an increasing risk of
data breaches and cyberattacks, which can result in the theft of personal and sensitive data.
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Mimikatz is an open-source tool that allows users to view and extract credentials stored on a
Windows system. It can extract plaintext passwords, hashes, PIN codes, and Kerberos tickets
from memory.
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The first step in increasing security awareness should be to update policies and handbooks to
ensure that all employees are aware of the new procedures and security expectations. Clear,
documented policies provide a foundation for employees to understand their roles and
responsibilities regarding security. Once the policies are in place, the company can implement
additional strategies like training, newsletters, or phishing campaigns to reinforce these practices.
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Data masking protects sensitive production data when moving it into non-production
environments by replacing sensitive fields with realistic but fictitious values, allowing safe testing
without exposing real data.
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The penetration tester was able to pivot using the same local user ID and password, indicating
that systems were using local authentication rather than a centralized authentication mechanism.
Implementing centralized authentication (such as Active Directory, LDAP, or RADIUS) with strong
password policies would ensure that credentials are managed centrally, reducing the risk of
credential reuse and lateral movement across systems. This approach also enables better
monitoring and enforcement of security policies.

BfE: 36
T—ER—RIVCZTFFTRAIMDEDIZTH Y TIVBET—2EZRELELTHET, PIEAE
H)DFELEEOHTEZH CICE, ROS L ENPHRMTLLIN?

A.TRXVY

B. RBAC

C. +—7 ik

D. 7402V

IEfR: (EfEZERTLET)

Data masking replaces real PII with realistic but fictional values in non-production environments,
ensuring testers can't view or disclose actual sensitive information.
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The CCTV system and signs about the possibility of being filmed serve as both deterrent and
detective controls.

Deterrent controls: Aim to discourage potential attackers from attempting unauthorized actions.
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Posting signs about CCTV serves as a deterrent by warning individuals that their actions are
being monitored.

Detective controls: Identify and record unauthorized or suspicious activity. The CCTV system
itself functions as a detective control by capturing and recording footage that can be reviewed
later.

Preventive controls: Aim to prevent security incidents but are not directly addressed by the CCTV
and signs in this context.

Corrective controls: Aim to correct or mitigate the impact of a security incident.

Directive controls: Provide guidelines or instructions but are not directly addressed by the CCTV
and signs.

Compensating controls: Provide alternative measures to compensate for the absence or failure of
primary controls.
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Cross-site scripting (XSS) vulnerabilities allow attackers to inject malicious scripts into a website,
which are then executed in the user's web browser, potentially leading to data theft or session
hijacking.
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Generators are the best safeguard against extended power failures, as they can provide power
for long durations, unlike batteries or uninterruptible power supplies, which are intended for short-
term use.
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A tabletop exercise is a discussion-based activity where stakeholders simulate a security breach
scenario to identify gaps in response plans and clarify roles and responsibilities.
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Data Loss Prevention (DLP) monitors and controls the movement of sensitive data, enabling
detection of attempts to send protected information, such as a customer list, to unauthorized
destinations.
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They're worried about how long the generator can run before it's likely to fail during a prolonged
outage. MTBF quantifies the expected operational time between failures, guiding preventive
maintenance schedules and part replacement intervals to reduce the chance of a fault when the
generator is most needed.

BxNHI7ESY0-701-JPNRARESE [LJPNTest.comizfit =41, SY0-701-JPNEERICER T H 2 & I12H#K%
[Z3IHFET ! JPNTest.comlES & EHSY0-701-JPNRERSIRESE #1244t L £ 9, JPNTest.com

SY0-701-JPNEIAEERIRBE XL SEHINFE L=, T ZTSY0-701-JPNRIREED TR T VDY
EFIZANE T, RERO 7 Y X _https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu

765/, 30%7r 4« RAAD > kb $A4ZEI510— F: JPNshiken|

Eﬁ:ﬁ: 47


https://www.jpnshiken.com/q/65199-5994834/
https://www.jpnshiken.com/q/65199-5994835/
https://www.jpnshiken.com/q/65199-5994836/
https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu

HEBL SHOEREREEXIELAELIRNOBENL FITMA—FZVCOMEAT L&
JNTKODZTHFRAR AytE—CVZZTMYFET, CNIX  ROEDEFOREZEZRLTLET L,
ATayivd

B.RIwi VY

C.TUVTXRT142Y

D.74vory

EfE:B(AA U FEHKT D)

Smishing is a type of phishing attack that uses text messages or common messaging apps to
trick victims into clicking on malicious links or providing personal information. The scenario in the
question describes a smishing attack that uses pretexting, which is a form of social engineering
that involves impersonating someone else to gain trust or access. The unknown number claims to
be the company's CEO and asks the employee to purchase gift cards, which is a common scam
tactic. Vishing is a similar type of attack that uses phone calls or voicemails, while phishing is a
broader term that covers any email-based attack.
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A UPS (Uninterruptible Power Supply) would most likely mitigate the impact of an extended
power outage on a company's environment. A UPS provides backup power and ensures that
systems continue to run during short-term power outages, giving enough time to perform an
orderly shutdown or switch to a longer-term power solution like a generator.

Hot site: A fully operational offsite data center that can be used if the primary site becomes
unavailable. It's more suitable for disaster recovery rather than mitigating short-term power
outages.

UPS: Provides immediate backup power, protecting against data loss and hardware damage
during power interruptions.

Snapshots: Used for data backup and recovery, not for power outage mitigation.

SOAR (Security Orchestration, Automation, and Response): A platform for automating security
operations, not related to power outage mitigation.
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Low-cost loT devices often come from unvetted or knock-off manufacturers, introducing
counterfeit or tampered hardware and firmware that can embed backdoors or malicious
components, posing a major supply-chain security risk.
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802.1X is a network access control protocol that provides an authentication mechanism to
devices trying to connect to a LAN or WLAN. It supports the use of certificates for authentication,
can quarantine unapproved devices, and ensures that only approved and updated devices can
access network resources. This protocol best meets the requirements of securing both wired and
wireless networks with internal certificates.
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Deploying a load balancer in the company's cloud environment primarily fulfills the fundamental
security requirement of availability. A load balancer distributes incoming network traffic across
multiple servers, ensuring that no single server becomes overwhelmed and that the service
remains available even if some servers fail.
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Availability: Ensures that services and resources are accessible when needed, which is directly
supported by load balancing.

Privacy: Protects personal and sensitive information from unauthorized access but is not directly
related to load balancing.

Integrity: Ensures that data is accurate and has not been tampered with, but load balancing is not
primarily focused on data integrity.

Confidentiality: Ensures that information is accessible only to authorized individuals, which is not
the primary concern of load balancing.
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A load-balanced architecture distributes incoming application traffic across multiple servers,
potentially in different geographic locations, to optimize resource use, improve response times,
and provide redundancy if any single server fails.
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Retractable bollards provide a strong physical barrier to stop unauthorized vehicles while
remaining low enough (or lowered) to let pedestrians pass freely, making them ideal for
controlling vehicle access without impeding foot traffic.
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Code repositories: Developers sometimes inadvertently include sensitive information, such as API
keys, passwords, and other credentials, in their code. When this code is pushed to public
repositories (e.g., GitHub, GitLab), those credentials can be exposed to the world, leading to
potential credential leakage.
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A nation-state is a threat actor that is sponsored by a government or a political entity to conduct
cyberattacks against other countries or organizations. Nation-states have large financial
resources, advanced technical skills, and strategic objectives that may target critical systems
such as military, energy, or infrastructure. Nation-states are often motivated by espionage,
sabotage, or warfare.
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Tuning is the activity of adjusting the configuration or parameters of a security tool or system to
optimize its performance and reduce false positives or false negatives. Tuning can help to filter
out the normal or benign activity that is detected by the security tool or system, and focus on the
malicious or anomalous activity that requires further investigation or response. Tuning can also
help to improve the efficiency and effectiveness of the security operations center by reducing the
workload and alert fatigue of the analysts. Tuning is different from aggregating, which is the
activity of collecting and combining data from multiple sources or sensors to provide a
comprehensive view of the security posture. Tuning is also different from quarantining, which is
the activity of isolating a potentially infected or compromised device or system from the rest of the


https://www.jpnshiken.com/q/65199-5994844/
https://www.jpnshiken.com/q/65199-5994845/
https://www.jpnshiken.com/q/65199-5994846/

network to prevent further damage or spread. Tuning is also different from archiving, which is the
activity of storing and preserving historical data or records for future reference or compliance. The
act of ignoring detected activity in the future that is deemed normal by the security operations
center is an example of tuning, as it involves modifying the settings or rules of the security tool or
system to exclude the activity from the detection scope. Therefore, this is the best answer among
the given options.
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The Common Vulnerability Scoring System (CVSS) provides a standardized severity score for
vulnerabilities, enabling analysts to prioritize remediation efforts based on risk impact.
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SCADA systems orchestrate and manage PLCs in industrial environments, and their native
management protocols (e.g., Modbus, DNP3) are often sent unencrypted.
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Rules of engagement are the detailed guidelines and constraints regarding the execution of
information security testing, such as penetration testing. They define the scope, objectives,
methods, and boundaries of the test, as well as the roles and responsibilities of the testers and
the clients. Rules of engagement help to ensure that the test is conducted in a legal, ethical, and
professional manner, and that the results are accurate and reliable.
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A self-signed certificate is created and signed by the issuing organization itself rather than by an
external Certificate Authority, making it an internally generated certificate.

Eﬁ:ﬁ: 61
FLLWeb H—N\—DBEBT HFNZ, £Fa) T4 F—LORMCETTIDENHLHDIER
D35 ENTEh,

ARy FI—OBRABREEEDICLETS,
B. WAF L—ILZEERRLET,
C.IREARX FZE®RIELET,
D./\wFEB%ZEAIT 5

IEfR: (EfEZRTLET)

B389 7%SY0-701-JPNERESE (X JPNTest.comiz i 41, SY0-701-JPNERERICEHRT 5 2 &%

[ZIIHF T ! JPNTest.comlE S HZHSY0-701-JPNRERRARESE #1244t L £ 9, JPNTest.com

SY0-701-JPNEIERRIEE XL D EHINFEF Lz, 2 ZTSY0-701-JPNRIREEDTA T VP Y

FFICANFET, RFRD 7 Y £ X _ https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu
765/, 30%7r 4« RAAD > kb $A4%EI510— F: JPNshiken|

B f: 62
X1 TABEEI AT UNERBELTWSEZICI Web H—/\—OJTROZEFER
BLELT,

GET ../../..]../etc/passwd |
X1 T BEENRLEBT HAREENBVREIRD ENTT A?
A T4LY M) RIN—HIL
B. R F 1%
C.7IL—hrT74+—R
D. ERRIFHDBAE
IEf#: (EffzRnLET)

ﬁﬁﬁﬁzﬁ: 63


https://www.jpnshiken.com/q/65199-5994850/
https://www.jpnshiken.com/q/65199-5994851/
https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu
https://www.jpnshiken.com/q/65199-5994852/

Xa)T4 THFURME EBO SEMASORTZEHRLTHEY  EEELED 1 AITHEE
3500 FRELELL,

Time IP address |LpcaFTpffBgriiL ADD Status=
14:02 12.45.38.27|Aclanta |25687 VEN Succeass
14:04 12.45.38. 2] |Aclatte {25687 Email Failure
14:07 SE.ET.47.4E|Bey1"1ng |25687 VEN Succass
14:15 712.45.38.27|Atlanta |25687 Teamrs S8uccess

AJIZIERDS B ENNRREINETH?

A. T RE7ZS R B

B. SMTP!Y LA

C.T4LI I LIN—H)L

D.VORYA M) I TR +TA—D 1)

IEfE: (EffZzRnLET)

The logs show the same employee account accessing services from geographically distant
locations (Atlanta and Beijing) within a short time frame, which is not physically possible, this is
known as impossible travel.
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A misconfiguration vulnerability occurs when system settings - such as those deployed via group
policy - are set insecurely, unintentionally weakening security and increasing exposure to threats.
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Reporting involves documenting and communicating the findings of vulnerability scans and
assessments. This allows stakeholders to be informed about existing vulnerabilities and track
remediation efforts.

Prioritization is the process of ranking vulnerabilities based on their severity, impact, and
exploitability, helping the organization address the most critical vulnerabilities first.
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Infrastructure as Code (laC) enables automated provisioning and configuration of infrastructure,
making environments repeatable, consistent, and scalable. The ability to better manage and
replicate configurations ensures that security settings are not missed and reduces
misconfigurations.
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Orchestration is the process of automating multiple tasks across different systems and
applications. It can help save time and reduce human error by executing predefined workflows
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and scripts. In this case, the systems administrator can use orchestration to create accounts for a
large number of end users without having to manually enter their information and assign
permissions.
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Wildcard certificates allow you to secure a domain and all of its subdomains with a single
certificate. This can be a cost-effective solution for managing certificates for a large number of
domains and subdomains.
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The acquisition phase involves creating forensic images (exact replicas) of storage devices or
memory to ensure data integrity for further analysis.
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Local data protection regulations are the first thing that a cloud-hosting provider should consider
before expanding its data centers to new international locations. Data protection regulations are
laws or standards that govern how personal or sensitive data is collected, stored, processed, and
transferred across borders. Different countries or regions may have different data protection
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regulations, such as the General Data Protection Regulation (GDPR) in the European Union, the
Personal Information Protection and Electronic Documents Act (PIPEDA) in Canada, or the
California Consumer Privacy Act (CCPA) in the United States. A cloud-hosting provider must
comply with the local data protection regulations of the countries or regions where it operates or
serves customers, or else it may face legal penalties, fines, or reputational damage. Therefore, a
cloud-hosting provider should research and understand the local data protection regulations of
the new international locations before expanding its data centers there.
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Sending litigation hold notifications is the first step to ensure that all relevant email
correspondence within the specified date range is preserved and not altered or deleted,
maintaining compliance with legal requirements.
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A file with a name like "salaries" suggests sensitive information, which would likely draw the
attention of an insider threat looking for valuable or confidential data. This technique is often used
as part of a honeypot strategy to monitor and detect suspicious activity by insiders attempting
unauthorized access.
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A rootkit is a type of malware that modifies or replaces system files or processes to hide its
presence and activity. A rootkit can change the hash of the cmd.exe file, which is a command-line
interpreter for Windows systems, to avoid detection by antivirus or file integrity monitoring tools. A
rootkit can also grant the attacker remote access and control over the infected system, as well as
perform malicious actions such as stealing data, installing backdoors, or launching attacks on
other systems. A rootkit is one of the most difficult types of malware to remove, as it can persist
even after rebooting or reinstalling the OS.
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An on-path attack, also known as a man-in-the-middle (MITM) attack, occurs when an attacker
intercepts the communication between two parties (in this case, the user and the airline's
website). Since the user was on a public Wi-Fi network and ignored security warnings, it's
possible that the attacker was able to intercept the credit card information during the transaction,
leading to unauthorized charges.
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To restrict activity from employees after hours, the systems administrator should implement time-
of-day restrictions. This method allows access to network resources to be limited to specific
times, ensuring that employees can only access systems during approved working hours. This is
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an effective part of a defense-in-depth strategy to mitigate risks associated with unauthorized
access during off- hours, which could be a time when security monitoring might be less stringent.
Time-of-day restrictions: These control access based on the time of day, preventing users from
logging in or accessing certain systems outside of designated hours.

Role-based restrictions: Control access based on a user's role within the organization.
Attribute-based restrictions: Use various attributes (such as location, department, or project) to
determine access rights.

Mandatory restrictions: Typically refer to non-discretionary access controls, such as those based
on government or organizational policy.
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Shadow IT refers to information technology systems used within organizations without explicit
organizational approval.
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Updating the proxy filters will block access to the new suspicious domain at the network level,
effectively preventing users from reaching unauthorized or malicious websites in the future.
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A service level agreement (SLA) is a type of agreement that defines the expectations and
responsibilities between a service provider and a customer. It usually includes the quality,
availability, and performance metrics of the service, as well as the time frame in which the
provider needs to respond to service requests, incidents, or complaints. An SLA can help ensure
that the customer receives the desired level of service and that the provider is accountable for
meeting the agreed-upon standards.
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A Cloud Access Security Broker (CASB) would best meet the requirements stated in the scenario.
CASBs can provide visibility into which cloud applications are being used across a company,
restrict data that is uploaded to the cloud, and prevent unauthorized downloading of company
applications for personal use. They act as a gatekeeper, allowing the organization to extend its
security policies beyond its own infrastructure. CASBs provide features like visibility, data
security, threat protection, and compliance, ensuring secure and only authorized use of cloud
services by employees.
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Packet inspection is the core functionality of an IPS, as it enables the system to analyze network
traffic against signatures and anomalies to detect and prevent specific attacks.
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A trusted insider, such as a disgruntled employee or contractor with authorized access to internal
systems, is most likely to plant a logic bomb in an internally-developed application since they
have both the access and knowledge needed to insert the malicious code.
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Data in transit is data that is moving from one location to another, such as over a network or
through the air. Data in transit is vulnerable to interception, modification, or theft by malicious
actors. A VPN (virtual private network) is a technology that protects data in transit by creating a
secure tunnel between two endpoints and encrypting the data that passes through it.
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Multi-Factor Authentication (MFA) and patch management are both examples of preventative and
technical controls. MFA prevents unauthorized access by requiring multiple forms of verification,
and patch management ensures that systems are protected against vulnerabilities by applying
updates. Both of these controls are implemented using technical methods, and they work to
prevent security incidents before they occur.
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Data classification is the process of assigning labels or tags to data based on its sensitivity, value,
and risk. Data classification is the first step in a data loss prevention (DLP) solution, as it helps to
identify what data needs to be protected and how. By applying classifications to the data, the
security administrator can define appropriate policies and rules for the DLP solution to prevent the
exfiltration of sensitive customer data.
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A Certificate Signing Request (CSR) is a request sent to a certificate authority (CA) to issue an
SSL certificate. The CSR contains information like the public key, which will be part of the
certificate.
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Endpoint detection and response (EDR) is a technology that monitors and analyzes the activity
and behavior of endpoints, such as computers, laptops, mobile devices, and servers. EDR can
help to detect and prevent malicious software, such as viruses, malware, and Trojans, from
infecting the endpoints and spreading across the network. EDR can also provide visibility and
response capabilities to contain and remediate threats. EDR is different from IDS, which is a
network-based technology that monitors and alerts on network traffic anomalies. EDR is also
different from ACL, which is a list of rules that control the access to network resources. EDR is
also different from NAC, which is a technology that enforces policies on the network access of
devices based on their identity and compliance status.
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SQL injection (SQLi) exploits improper or missing input validation in database queries, allowing
attackers to manipulate SQL commands and access or modify database content.
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Segmentation is a technique that divides a network into smaller subnetworks or segments, each
with its own security policies and controls. Segmentation can help mitigate network access
vulnerabilities in legacy loT devices by isolating them from other devices and systems, reducing
their attack surface and limiting the potential impact of a breach. Segmentation can also improve
network performance and efficiency by reducing congestion and traffic. Patching, insurance, and
replacement are other possible strategies to deal with network access vulnerabilities, but they
may not be feasible or effective in the short term. Patching may not be available or compatible for
legacy loT devices, insurance may not cover the costs or damages of a cyberattack, and
replacement may be expensive and time-consuming.
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From a practical standpoint, an administrator would use automation to compare all existing
certificates with the revocation list, but potentially they could also script to OCSP per each
certificate in the environment. Either option seem valid, but CRL seems the better option from
enterprise scan perspective.
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An EDR solution actively monitors and blocks malicious behaviors at the endpoint, including
intercepting and preventing unauthorized or malicious file downloads, before they can reach the
system.
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Quarantining a potentially infected system by placing it into an air-gapped environment physically
disconnects it from the network. This prevents the spread of malware while maintaining the
integrity of forensic evidence.
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Root cause analysis is a process of identifying and resolving the underlying factors that led to an
incident. By conducting root cause analysis as part of incident response, security professionals
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can learn from the incident and implement corrective actions to prevent future incidents of the
same nature. For example, if the root cause of a data breach was a weak password policy, the
security team can enforce a stronger password policy and educate users on the importance of
password security. Root cause analysis can also help to improve security processes, policies,
and procedures, and to enhance security awareness and culture within the organization. Root
cause analysis is not meant to gather 1oCs (indicators of compromise) for the investigation, as this
is a task performed during the identification and analysis phases of incident response. Root cause
analysis is also not meant to discover which systems have been affected or to eradicate any trace
of malware on the network, as these are tasks performed during the containment and eradication
phases of incident response.
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Hacktivists are typically driven by ideological or political motivations, using hacking to promote or
protest specific philosophical beliefs or causes.

B 97

AVTF A A—DEABRRICERT AR ROBIEFEDENEZERTLILENHYFET
Mm? (2 DFBIRLTLZELY,)

ATI2HILEDTT)r—2a v ERIBRLET,

B.NIPS%#4/4 X +F—JILLET,

C.Telnet ZEMICLF T,

D.DNSZHE:&RELZET,

E.SFTP H4—/\—ZEBmMLET,

F. AFEEBAZE ZHIBRL E T,

EfE:AC (AU FERKRT D)

Removing default applications reduces the attack surface by eliminating unnecessary software
that could be exploited. Disabling Telnet is essential because it is an insecure protocol, and
leaving it enabled can create vulnerabilities within the container.
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A physical security control is a device or mechanism that prevents unauthorized access to a
physical location or asset. An access control vestibule, also known as a mantrap, is a physical
security control that consists of a small space with two sets of interlocking doors, such that the
first set of doors must close before the second set opens. This prevents unauthorized individuals
from following authorized individuals into the facility, a practice known as piggybacking or
tailgating. A photo ID check is another form of physical security control that verifies the identity of
visitors. Managerial, technical, and operational security controls are not directly related to physical
access, but rather to policies, procedures, systems, and processes that support security
objectives.
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An air-gapped architecture physically or logically isolates systems from external and internal
networks, preventing direct connectivity and requiring manual methods, such as portable devices,
to perform updates.
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A third-party audit report (such as a SOC 2 or ISO 27001 certification) provides independent
validation of the vendor's security controls and assurance of its security posture.


https://www.jpnshiken.com/q/65199-5994888/
https://www.jpnshiken.com/q/65199-5994889/
https://www.jpnshiken.com/q/65199-5994890/

B 101

BT B RTLICHT ZREEEZRETHAEVSHLOVAHTHEGLAHY T,
HLOWEHOEBE L TRLARENEVDIEIRD ENTIT H?

A SRITOFHMBERSATINHEOBRN R ETH-H

B. I3 — ANV ATALICESNGENESIZT S0
C.EDRRRIRZEATESLSIZTS

D. BT — 2 ~DTRELGERZH IO

IEfR: (EffZzRTLET)

Corrective controls, such as auditing and versioning, help prevent unauthorized changes to
financial data, ensuring data integrity and compliance with regulations.
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A VPN is a virtual private network that creates a secure tunnel between two or more devices over
a public network. A VPN can encrypt and authenticate the data, as well as hide the IP addresses
and locations of the devices. A jump server is a server that acts as an intermediary between a
user and a target server, such as a production server. A jump server can provide an additional
layer of security and access control, as well as logging and auditing capabilities. A firewall is a
device or software that filters and blocks unwanted network traffic based on predefined rules. A
firewall can protect the internal network from external threats and limit the exposure of sensitive
services and ports. A security analyst should recommend setting up a VPN and placing the jump
server inside the firewall to improve the security of the remote desktop access to the production
network. This way, the remote desktop service will not be exposed to the public network, and only
authorized users with VPN credentials can access the jump server and then the production

server.
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When a security manager is hired from outside the organization to lead security operations, the
first action should be to review the existing security policies. Understanding the current security
policies provides a foundation for identifying strengths, weaknesses, and areas that require
improvement, ensuring that the security program aligns with the organization's goals and
regulatory requirements.

Review security policies: Provides a comprehensive understanding of the existing security
framework, helping the new manager to identify gaps and areas for enhancement.

Establish a security baseline: Important but should be based on a thorough understanding of
existing policies and practices.

Adopt security benchmarks: Useful for setting standards, but reviewing current policies is a
necessary precursor.

Perform a user ID revalidation: Important for ensuring user access is appropriate but not the first
step in understanding overall security operations.
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The software contained a backdoor bypassing normal authentication method.
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A maintenance window is a scheduled period agreed upon in advance during which updates or
changes can be made without disrupting normal business operations.
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Explanation:Shadow IT is the term used to describe the use of unauthorized or unapproved IT
resources within an organization. The marketing department set up its own project management
software without telling the appropriate departments, such as IT, security, or compliance. This
could pose a risk to the organization's security posture, data integrity, and regulatory compliance.
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A bug bounty program can improve an organization's reputation by demonstrating a proactive
approach to security.

It enables quicker discovery of vulnerabilities by leveraging external researchers to identify issues
faster than internal teams alone.
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Bollards serve as a robust physical barrier designed to withstand and absorb the kinetic impact of
a vehicle, thereby preventing unauthorized vehicular access or accidental collisions that could
cause structural damage or endanger personnel.
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DNS sinkhole intercepts attempts to visit harmful websites and redirects them so you don't end up
reaching a malicious website and keeps your computer safe.
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SPF (Sender Policy Framework) lets the domain owner specify which mail servers are authorized
to send email on its behalf. Publishing an SPF record in DNS helps recipient mail systems verify
the sending server's legitimacy, reducing the chance that legitimate messages are marked as
spam.
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EDR agents sit on hosts, continuously collect rich telemetry (processes, connections, file
changes), and can capture network indicators from those endpoints. They rapidly analyze this
data locally and ship it to a backend where it's correlated and reported - that's what the CISO
wants to speed detection and investigation of compromised systems.
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Tokenization replaces sensitive data, such as credit card numbers, with non-sensitive equivalents
(tokens) that have no exploitable value outside the system. It is widely used in the financial
industry to protect data while maintaining functionality for processing and analysis.
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RTO is the maximum acceptable downtime: the target window within which systems and
operations must be restored after a disruption. When the team asks "how long until we're back
up?", they're defining the RTO.
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SPIM (Spam over Internet Messaging) poses a threat to VolP systems by consuming bandwidth,
diverting resources, and potentially causing denial of service attacks. The influx of SPIM
messages can degrade the quality of VolP calls, overload servers, and serve as a platform for
social engineering attacks, jeopardizing the security of VolP users. To mitigate these risks,
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organizations should implement spam filters, intrusion detection systems, and regular software
updates while also educating users to recognize and avoid potential threats associated with
SPIM.
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The Recovery Time Objective (RTO) specifies the maximum acceptable duration that a system or
service can be unavailable following a disruption, directly defining tolerated downtime limits.
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Ransomware encrypts a user's files (displaying garbled text) and demands payment to restore
access, matching the behavior described.
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Isolating the workstation immediately stops communication with the malicious IP and prevents
further spread or data exfiltration, making it the most effective containment action.
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Behavioral analytics tools monitor user actions and detect anomalies that may indicate insider
threats, such as unauthorized access or unusual data exfiltration activities. These tools establish
baselines for normal behavior and flag deviations.
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The diagram should be filled in the way shown below.

( Public Subnet

VPC ; - Internet

e . | Gau:way
Selecl Subnet
Public Subnet
Private Subnet

WAF (Web Application Firewall) at the top to handle incoming traffic from the Internet
Gateway.

Load Balancer for distributing traffic between instances,

Instances for handling the application workloads, ensuring multiple mstances for recundancy.
Autoscaling Instance to adjust the number of instances based on demand dynamically.

In the middle of the diagram. vou should select Private Subnet in the dropdown menu.

This choice is appropriate because the elements in the lower section. especially the Database
instances, are part of the private subnet. Placing databases in a private subnet adds an additional
layer of security. as it prevents.dizect intemmet access to sensitive data. The private subnet is also
typically used for'backend F‘shumesfilgp::t need to be exposed publicly.
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LDAP authentication on the printer would require users to authenticate before printing, enabling
secure print release. This ensures that documents are not printed until the authorized user is
physically present, which directly addresses the issue of missing confidential documents.
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A honey pot is a system or a network that is designed to mimic a real production server and
attract potential attackers. A honey pot can be used to identify the attacker's methods,
techniques, and objectives without affecting the actual production servers. A honey pot can also
divert the attacker's attention from the real targets and waste their time and resources. The other
options are not effective ways to identify potential attacker activities without affecting production
servers:

Video surveillance: This is a physical security technique that uses cameras and monitors to
record and observe the activities in a certain area. Video surveillance can help to deter, detect,
and investigate physical intrusions, but it does not directly identify the attacker's activities on the
network or the servers.

Zero Trust: This is a security strategy that assumes that no user, device, or network is trustworthy
by default and requires strict verification and validation for every request and transaction. Zero
Trust can help to improve the security posture and reduce the attack surface of an organization,
but it does not directly identify the attacker's activities on the network or the servers. Geofencing:
This is a security technique that uses geographic location as a criterion to restrict or allow access
to data or resources. Geofencing can help to protect the data sovereignty and compliance of an
organization, but it does not directly identify the attacker's activities on the network or the servers.
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Hashing ensures integrity of software by detecting any unauthorized changes or tampering after
its final version.
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A NAC (network access control) platform is a technology that enforces security policies on
devices that attempt to access a network. A NAC platform can verify the identity, role, and
compliance of the devices, and grant or deny access based on predefined rules. A NAC platform
can protect both wired and wireless networks, but in this scenario, the systems administrator is
trying to protect the wired attack surface, which is the set of vulnerabilities that can be exploited
through a physical connection to the network.
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The most appropriate method is to use a Group Policy Object (GPO) with time-of-day restrictions.
This is a native capability in Windows environments that allows administrators to control when
users are allowed to log in to domain-joined systems.
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A jump host in a shared services security zone is specifically designed to provide secure access
to remote environments, such as a cloud environment, while ensuring that access is monitored
and controlled. This setup facilitates remote administration by providing a dedicated entry point,
allowing administrators to access sensitive network areas through a secure, segmented pathway.
This setup minimizes direct exposure to the cloud environment and enhances security.
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Annual Loss Expectancy (ALE) estimates the yearly financial impact of a risk, helping the
organization compare the potential cost of ransomware incidents against the cost of licensing the
prevention solution.
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Failing to comply with right-to-be-forgotten regulations, such as GDPR requirements, can lead to

legal penalties and fines from regulatory authorities.
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Effective change management includes having a backout plan, so that if a patch or change fails,
systems can be restored to their previous, stable state.
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The ban represents a government-imposed sanction; the general counsel must ensure the
hardware refresh avoids any continued use or procurement of the sanctioned vendor's devices to
remain legally compliant.
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In this scenario, employees are attempting to navigate to spoofed websites, which is being
blocked by the web filter. To address this issue, the administrator should implement security
awareness training. Training helps employees recognize phishing and other social engineering
attacks, reducing the likelihood that they will attempt to access malicious websites in the future.
* Deploying multifactor authentication (MFA) would strengthen authentication but does not directly
address user behavior related to phishing websites.

* Decreasing the level of the web filter would expose the organization to more threats.

* Updating the acceptable use policy may clarify guidelines but is not as effective as hands-on
training for improving user behavior.
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An application allow list ensures that only approved applications can be installed or run on a
device, effectively preventing the installation of unwanted bloatware.
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The principle of least privilege ensures users are granted only the permissions necessary to
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perform their specific job functions, minimizing the risk of unauthorized access or actions.
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Federation is an access management concept that allows users to authenticate once and access
multiple resources or services across different domains or organizations. Federation relies on a
trusted third party that stores the user's credentials and provides them to the requested resources
or services without exposing them. Password complexity is a security measure that requires
users to create passwords that meet certain criteria, such as length, character types, and
uniqueness. Password complexity can help prevent brute-force attacks, password guessing, and
credential stuffing by making passwords harder to crack or guess.
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Ransomware is a type of malware that encrypts the victim's files and demands a ransom for the
decryption key. The ransomware usually displays a message on the infected system with
instructions on how to pay the ransom and recover the files. The .ryk extension is associated with
a ransomware variant called Ryuk, which targets large organizations and demands high ransoms.
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Job rotation is a strategy used in organizations to detect and prevent fraud by periodically
assigning employees to different roles within the organization. This approach helps ensure that no
single employee has exclusive control over a specific process or set of tasks for an extended
period, thereby reducing the opportunity for fraudulent activities to go unnoticed. By rotating roles,
organizations can uncover irregularities and discrepancies that might have been concealed by an
employee who had prolonged access to sensitive functions. Job rotation also promotes cross-
training, which can enhance the organization's overall resilience and flexibility.
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To prevent an accounting clerk from sending money to an attacker's bank account due to
fraudulent instructions, the most effective measure would be updating the processes for sending
wire transfers. This can include implementing verification steps, such as requiring multiple
approvals for changes in payment instructions and directly confirming new account details with
trusted sources.

Updating processes for sending wire transfers: Involves adding verification and approval steps to
prevent fraudulent transfers.

Standardizing security incident reporting: Important for handling incidents but not specifically
focused on preventing fraudulent wire transfers.

Executing regular phishing campaigns: Helps raise awareness but may not directly address the
process vulnerability.

Implementing insider threat detection measures: Useful for detecting malicious activities but does
not directly prevent fraudulent transfer instructions.
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An Intrusion Prevention System (IPS) automatically detects and blocks malicious network traffic in
real time, providing immediate protection against inbound threats.
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Side loading refers to the process of installing applications on a device from outside the official
app store, which can introduce security vulnerabilities by bypassing standard app validation
processes.
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To mitigate the risk of sensitive data being exfiltrated from the environment, the IT manager
should implement a Data Loss Prevention (DLP) solution. DLP monitors and controls the
movement of sensitive data, ensuring that unauthorized transfers are blocked and potential data
breaches are prevented.

XDR (Extended Detection and Response) is useful for threat detection across multiple
environments but doesn't specifically address data exfiltration.

SPF (Sender Policy Framework) helps prevent email spoofing, not data exfiltration.

DMARC (Domain-based Message Authentication, Reporting & Conformance) also addresses
email security and spoofing, not data exfiltration.
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A bug bounty program leverages a large, diverse community of security researchers who use a
wide range of testing methods to uncover vulnerabilities. This crowd-sourced approach
maximizes the chances of finding any possible issue, far beyond what a single scan or internal
team could achieve.
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The shell would allow the attacker to gain unauthorized access and control over the server.
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The Yellow Team is a relatively newer concept in cybersecurity testing that combines both
defensive (Blue Team) and offensive (Red Team) methodologies. This team works with
developers to securely build key applications and software by integrating security practices
throughout the development lifecycle, also known as Secure Development Lifecycle (SDLC).
Their focus is on proactively addressing vulnerabilities while also testing the application for
security flaws from an attacker's perspective.
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Job rotation is a security control that involves regularly moving employees to different roles within
an organization. This practice helps prevent incidents where a single employee has too much
control or knowledge about a specific job function, reducing the risk of disruption when an
employee leaves. It also helps in identifying any hidden issues or undocumented processes that
could cause problems after an employee's departure.
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Data sovereignty refers to the principle that data stored in another country remains subject to the
originating country's laws. This is a common concern in cloud computing.
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Data Loss Prevention (DLP) systems are typically configured to protect sensitive data such as
Personally Identifiable Information (PIl) within an organization. DLP tools enforce policies that
monitor, detect, and block the unauthorized transmission of sensitive data. By leveraging the
organization's existing labeling and classification system, DLP solutions can identify and protect
data based on its classification, ensuring that PIl is appropriately secured according to
organizational policies.
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Permit 10.2.2.0/24 to 10.9.8.14/27
Permit 10.3:9:0/24 tor 1008 14/437F
beny .0 000 to B9 8.14027

Deny 0.0.0.0/0 to 10.9.8.14/27
Permit 10.2.2.0/24 to 10.9.8.14/27
g, Permit 10.3.9.0/24 to 10.9.8.14/27

Permit 10.2.2.7/32 to 10.9.8.14/27
Permit 10.3.9.9/32 to 10.9.8.14/27
c. DPeny 0.0.0.0/0 to 10.5.8.14/27

Permit 10.2.2.7/32Z to 10.9.8.14/27
Permit 10.3.9.0/24 to 10.9.8.14/27
p, Deny 10.9.8.14/27 to 0.0.0.0/0
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Permit 10.2.2.7/32 to 10.9.8.14/27: This rule allows host A (10.2.2.7) specific access to the
isolated network (10.9.8.14/27).

Permit 10.3.9.9/32 to 10.9.8.14/27: This rule allows host B (10.3.9.9) specific access to the
isolated network (10.9.8.14/27).

Deny 0.0.0.0/0 to 10.9.8.14/27: This rule blocks access from all other IPs to the isolated network
(10.9.8.14/27).
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An evil twin attack sets up a rogue wireless access point that mimics a legitimate one, targeting
insecure or poorly secured networks to capture user data.
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A reuse policy prevents users from using old passwords, which helps protect accounts even if
previous passwords are compromised and available on the dark web.
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Infrastructure as Code (laC) expresses infrastructure configurations in executable code, enabling
automated, repeatable deployment and management of servers, networks, and other resources.
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RBAC stands for Role-Based Access Control, which is a method of restricting access to data and
resources based on the roles or responsibilities of users. RBAC simplifies the management of
permissions by assigning roles to users and granting access rights to roles, rather than to
individual users. RBAC can help enforce the principle of least privilege and reduce the risk of
unauthorized access or data leakage. The other options are not as suitable for the scenario as
RBAC, as they either do not prevent access based on responsibilities, or do not apply a simplified
format.

B f: 160

R SNFIBEEBLITNRELHERICT I EATESLIITTBHICE  ROENDHKELAHET
L & S5h (2 DFER),

Aoy

B. ETAELR

C.NN\yTTF7OER

D. 79 t A% ES

E 1140 —F

F.&2H9—

FfE:CD (AL FEHRKT D)


https://www.jpnshiken.com/q/65199-5994948/
https://www.jpnshiken.com/q/65199-5994949/
https://www.jpnshiken.com/q/65199-5994950/

Badge access and access control vestibule are two of the best ways to ensure only authorized
personnel can access a secure facility. Badge access requires the personnel to present a valid
and authenticated badge to a reader or scanner that grants or denies access based on

predefined rules and permissions. Access control vestibule is a physical security measure that
consists of a small room or chamber with two doors, one leading to the outside and one leading to
the secure area. The personnel must enter the vestibule and wait for the first door to close and
lock before the second door can be opened. This prevents tailgating or piggybacking by
unauthorized individuals.
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Smishing is a type of phishing attack that uses SMS text messages to deceive recipients into
taking actions such as revealing sensitive information. The urgency in the text indicates this
vector.
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Typosquatting, also known as URL hijacking, is a form of cybersquatting where attackers register
domain names that are intentionally similar to legitimate ones, often differing by a single character
or a common typographical error. For example, an attacker might register 'wwww.company.com’
to mimic 'www.company.com,' tricking users who mistype the URL into visiting a malicious site.
This attack exploits human error and can be used to steal credentials, distribute malware, or
impersonate the legitimate entity.
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Unlike other credential theft attacks, a pass the hash attack does not require the attacker to know
or crack the password to gain access to the system. Rather, it uses a stored version of the
password to initiate a new session.
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Baseline enforcement ensures that all systems adhere to predefined security configurations, such
as approved OS versions and patch levels, improving compliance and reducing vulnerabilities.
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Input validation is a technique that checks the user input for any malicious or unexpected data
before processing it by the web application. Input validation can prevent cross-site scripting (XSS)
attacks, which exploit the vulnerability of a web application to execute malicious scripts in the
browser of a victim. XSS attacks can compromise the confidentiality, integrity, and availability of
the web application and its users. Input validation can be implemented on both the client-side and
the server-side, but server-side validation is more reliable and secure. Input validation can use
various methods, such as whitelisting, blacklisting, filtering, escaping, encoding, and sanitizing the
input data.
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By placing servers and workstations into separate security zones (network segments) with
controlled access between them, the organization would prevent a compromised workstation from
directly reaching the confidential servers. This isolation stops lateral movement without needing
VPNs, proxies, or load balancers.

HfE: 168

HEALEN BENBHOLMeaT—XV Tz TH A MIPDFXEEZT7 Vv JO—FTESHLSITL
TWET X2V TAT7FTIVRADRLERTIEEDLDNDIDERDSIEENTIHN?
A.IDSIZEITHHES T F v DFH


https://www.jpnshiken.com/q/65199-5994956/
https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu
https://www.jpnshiken.com/q/65199-5994957/

B.UTMIZ&K 4TIV = 7HREDERE
C.O—RNSUH—ZFEALTEEZRZTLEY—N—ZHIRT S

D.WAFIZ&daR kA4 oPxz o arniavy

EfE: (EfEZRRLET)

PDFs can be used to deliver malware such as embedded scripts or exploits. Enabling malware
detection through a UTM helps to scan and block malicious content within uploaded files before
they reach the server.
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Intellectual property is a type of data that consists of ideas, inventions, designs, or other creative
works that have commercial value and are protected by law. Employees in the research and
development business unit are most likely to use intellectual property data in their day-to-day
work activities, as they are involved in creating new products or services for the company.
Intellectual property data needs to be protected from unauthorized use, disclosure, or theft, as it
can give the company a competitive advantage in the market. Therefore, these employees
receive extensive training to ensure they understand how to best protect this type of data.
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Mitigation reduces risk by applying alternative controls - such as compensating controls - when
patching is not possible, lowering the likelihood or impact of the vulnerability.
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Segmentation is a network design technique that divides the network into smaller and isolated
segments based on logical or physical boundaries. Segmentation can help improve network
security by limiting the scope of an attack, reducing the attack surface, and enforcing access
control policies. Segmentation can also enhance network performance, scalability, and
manageability. To accomplish the goal of storing customer data on a separate part of the network,
the administrator can use segmentation technologies such as subnetting, VLANS, firewalls,
routers, or switches.

Eﬁ:ﬁ: 173

BATRAMEEER I —VAV R IL—IZHE ST SAT7 Y FREBIZHLTR—FE XU
H—ERDRF Y UEETTHIIETIVT—DAVMERBLET, TR MESELNETT S
BEROEHIEIRODENTT D,

A7OT47

B./\wi7J

C. [rfEney

D. IEHY

EfE:A(QAVREHKRT D)

Active reconnaissance is a type of reconnaissance that involves sending packets or requests to a
target and analyzing the responses. Active reconnaissance can reveal information such as open
ports, services, operating systems, and vulnerabilities. However, active reconnaissance is also
more likely to be detected by the target or its security devices, such as firewalls or intrusion
detection systems. Port and service scans are examples of active reconnaissance techniques, as
they involve probing the target for specific information.
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laC stores infrastructure definitions as version-controlled code, so every change is reviewable,
auditable, and repeatable. You can spin up identical, securely preconfigured environments from
the same template, eliminating drift and undocumented tweaks that plague traditional, manually
built infrastructure. This consistency and traceability are what make laC the more secure choice.
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Smishing is phishing delivered via SMS/text messages; the malicious text lured the user to a fake
bank site.
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Coordinated ransomware campaigns for profit are characteristic of organized crime groups -
criminal enterprises motivated by financial gain rather than ideology or national interest.
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Whaling is a type of social engineering attack specifically targeting high-profile individuals such as
CEOs or other executives. It is a form of spear phishing that focuses on these high-value targets
with highly personalized and convincing messages.
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A Virtual Private Network (VPN) is the best solution to allow remote employees secure access to
company resources without interception concerns. A VPN establishes an encrypted tunnel over
the internet, ensuring that data transferred between remote employees and the company is
secure from eavesdropping.

Proxy server helps with web content filtering and anonymization but does not provide encrypted
access.

NGFW (Next-Generation Firewall) enhances security but is not the primary tool for enabling
remote access.

Security zone is a network segmentation technique but does not provide remote access
capabilities.
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The device is STILL running a critical application. therefore it needs to be connected to the
network. a compensating mechanism for this scenario would be segmentation as this would limit
the ability of an attacker to pivot from the vulnerable server to the rest of the network.as possible.
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Upgrading end-of-support operating systems ensures that the servers receive security patches
and updates, significantly reducing vulnerabilities and thereby the overall attack surface.
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Dumpster diving is an attack method where attackers search through physical waste, such as
discarded documents and printouts, to find sensitive information that has not been properly
disposed of. In the context of printing centers, this could involve attackers retrieving printed
documents containing confidential data that were improperly discarded without shredding or other
secure disposal methods. This emphasizes the importance of proper disposal and physical
security measures in cyber hygiene practices.
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The Recovery Point Objective (RPO) defines the maximum acceptable amount of data loss in
terms of time, directly influencing how frequently backups must be performed.
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Infrastructure as code (laC) is a method of using code and automation to manage and provision
cloud resources, such as servers, networks, storage, and applications. l1aC allows for easy
deployment, scalability, consistency, and repeatability of cloud environments. 1aC is also a key
component of DevSecOps, which integrates security into the development and operations
processes.
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Detective controls are security measures that are designed to identify and monitor any malicious
activity or anomalies on a system or network. They can help to discover the source, scope, and
impact of an attack, and provide evidence for further analysis or investigation. Detective controls
include log files, security audits, intrusion detection systems, network monitoring tools, and
antivirus software. In this case, the administrator used log files as a detective control to review the
ransomware attack on the company's system. Log files are records of events and activities that
occur on a system or network, such as user actions, system errors, network traffic, and security
alerts. They can provide valuable information for troubleshooting, auditing, and forensics.
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A vulnerability scan is the most likely method to identify legacy systems. These scans assess an
organization's network and systems for known vulnerabilities, including outdated or unsupported
software (i.e., legacy systems) that may pose a security risk. The scan results can highlight
systems that are no longer receiving updates, helping IT teams address these risks.

Bug bounty programs are used to incentivize external researchers to find security flaws, but they
are less effective at identifying legacy systems.

Package monitoring tracks installed software packages for updates or issues but is not as
comprehensive for identifying legacy systems.

Dynamic analysis is typically used for testing applications during runtime to find vulnerabilities, but
not for identifying legacy systems.
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SSO stands for single sign-on, which is a method of authentication that allows users to access
multiple applications or services with one set of credentials. SSO reduces the number of
credentials employees need to maintain and simplifies the login process. SSO can also improve
security by reducing the risk of password reuse, phishing, and credential theft. SSO can be
implemented using various protocols, such as SAML, OAuth, OpenID Connect, and Kerberos,
that enable the exchange of authentication information between different domains or systems.
SSO is commonly used for accessing SaaS applications, such as Office 365, Google Workspace,
Salesforce, and others, using domain credentials.
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Containers are a method of virtualization that allows applications to run in isolated environments
with their own dependencies, libraries, and configurations. Containers are best suited for
constantly changing environments because they are lightweight, portable, scalable, and easy to
deploy and update. Containers can also support microservices architectures, which enable faster
and more frequent delivery of software features.
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Automated scanning is the first step in identifying vulnerabilities in an environment. Tools that
perform automated vulnerability scanning scan systems and networks for known vulnerabilities,
missing patches, misconfigurations, and other security weaknesses. This helps create an initial
list of vulnerabilities that can then be prioritized and addressed, often serving as the foundation
for further in-depth activities like penetration testing or threat hunting.
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When implementing a product that offers protection against Distributed Denial of Service (DDoS)
attacks, the security concept being followed is availability. DDoS protection ensures that systems
and services remain accessible to legitimate users even under attack, maintaining the availability
of network resources.

Availability: Ensures that systems and services are accessible when needed, which is directly
addressed by DDoS protection.

Non-repudiation: Ensures that actions or transactions cannot be denied by the involved parties,
typically achieved through logging and digital signatures.

Integrity: Ensures that data is accurate and has not been tampered with.

Confidentiality: Ensures that information is accessible only to authorized individuals.
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An application allow list is a security technique that specifies which applications are permitted to
run on a system or a network. An application allow list can block unknown programs from
executing by only allowing the execution of programs that are explicitly authorized and verified.
An application allow list can prevent malware, unauthorized software, or unwanted applications
from running and compromising the security of the system or the network. The other options are
not the best ways to block unknown programs from executing:

Access control list: This is a security technique that specifies which users or groups are granted
or denied access to a resource or an object. An access control list can control the permissions
and privileges of users or groups, but it does not directly block unknown programs from
executing. Host-based firewall: This is a security device that monitors and filters the incoming and
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outgoing network traffic on a single host or system. A host-based firewall can block or allow
network connections based on predefined rules, but it does not directly block unknown programs
from executing.

DLP solution: This is a security system that detects and prevents the unauthorized transmission
or leakage of sensitive data. A DLP solution can protect the confidentiality and integrity of data,
but it does not directly block unknown programs from executing.
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Access control lists (ACLs) allow administrators to fine-tune file permissions by specifying which
users or groups have access to a file and defining the level of access.
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Code signing is a technique that uses cryptography to verify the authenticity and integrity of the
code created by the company. Code signing involves applying a digital signature to the code
using a private key that only the company possesses. The digital signature can be verified by
anyone who has the corresponding public key, which can be distributed through a trusted
certificate authority. Code signing can prevent unauthorized modifications, tampering, or malware
injection into the code, and it can also assure the users that the code is from a legitimate source.

B E: 196

MEsaEDEEIBATITICEAT ARELITOIRIC HEBIRIERZEIARZTEROENTTM?
A. BHRE

B. CVSS

C.CVE

D. ER~DEE

IEf#: (EfEERTLET)


https://www.jpnshiken.com/q/65199-5994984/
https://www.jpnshiken.com/q/65199-5994985/
https://www.jpnshiken.com/q/65199-5994986/

The Common Vulnerability Scoring System (CVSS) is a standardized metric used to assess the
severity of vulnerabilities, aiding organizations in prioritizing their response based on risk.
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Management review is a key step in the change management process, ensuring that proposed
changes are properly evaluated for security and business impact before implementation.
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Certification provides documented proof that data was destroyed in compliance with regulatory
requirements. This is critical for banks to demonstrate adherence to data retention and disposal
mandates imposed by regulators.
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The lessons learned phase of an incident response process involves reviewing the incident and
generating reports. This phase helps identify what went well, what needs improvement, and what
changes should be made to prevent future incidents. Documentation and reporting are essential
parts of this phase to ensure that the findings are recorded and used for future planning.

* Recovery focuses on restoring services and normal operations.

* Preparation involves creating plans and policies for potential incidents, not reporting.

* Containment deals with isolating and mitigating the effects of the incident, not generating
reports.
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Analysis is the incident response activity that describes the process of understanding the source
of an incident. Analysis involves collecting and examining evidence, identifying the root cause,
determining the scope and impact, and assessing the threat actor's motives and capabilities.
Analysis helps the incident response team to formulate an appropriate response strategy, as well
as to prevent or mitigate future incidents. Analysis is usually performed after detection and before
containment, eradication, recovery, and lessons learned.
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Spyware covertly collects and transmits data to external servers, often to IP addresses with
known bad reputations, matching the described behavior in the logs.
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Isolation places the end-of-life system on a segmented network or removes its external
connectivity, reducing exposure and preventing attackers from exploiting its vulnerabilities while it
remains in use.
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remote commands to be executed RAT Peich vuinersbie Sysloms
Backdoor Change the default system password
Virus Update
Worm implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
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Phishing @ ol oo sodeB T3
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The attack is self propagating and compromises a VN & -
SQL database using well-known credentials as it Database server  [soce——1  (Enabjo DDS profecion
moves through the network. RAT Patch vulnerable systems
ﬁﬂmm Disable vulnerable services
Backdoor Change the default system password
Virus Update the
Spyware
‘Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
Keylogger Implement a host-based IPS
Phishing Disable remote access services
The attacker uses hardware to remotely monitor a B ocutive = vl
user’s input activity to harvest credentials. [Botnet Enable DDoS protection
RAT Patch vuinerable systems
| Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic '
Spyware the default ion password
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
Implement a host-based IPS
|Pnismg Disable remote access services
The attacker embeds hidden access in an _ - -
internally developed application that bypasses Application Bothet Enable DDOS protection
account login. RAT Patch vulnerable systems
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic algorithms
Spyware Change the default application password
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
Implement a host-based IPS
'%“ Disable remote access services
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A tabletop exercise is a simulated event in which the incident response team and other
stakeholders walk through their roles and decision-making processes to evaluate readiness and
improve response plans.
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Business email compromise (BEC) involves the use of a legitimate or spoofed business email
account, often from executives, to trick employees into performing unauthorized actions like
transferring funds or revealing sensitive information.
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The next-gen SIEM platforms can dynamically analyze vast datasets in real time, enabling the
identification of subtle, evolving threats that traditional systems might overlook.
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File Integrity Monitoring (FIM) detects any unauthorized modification to system-level files or data,
ensuring those files remain unchanged unless properly authorized.
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To demonstrate that the system can be restored to a working state in the event of a performance
issue after deploying a change, the systems administrator must submit a backout plan. A backout
plan outlines the steps to revert the system to its previous state if the new deployment causes
problems.

Backout plan: Provides detailed steps to revert changes and restore the system to its previous
state in case of issues, ensuring minimal disruption and quick recovery.

Impact analysis: Evaluates the potential effects of a change but does not provide steps to revert
changes.

Test procedure: Details the steps for testing the change but does not address restoring the
system to a previous state.

Approval procedure: Involves obtaining permissions for the change but does not ensure system
recovery in case of issues.
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The most likely way a rogue device was able to connect to the network is through a MAC cloning
attack. In this attack, a personal device copies the MAC address of an authorized device,
bypassing the 802.1X access control that relies on known hardware addresses for network
access. The matching MAC addresses in the audit report suggest that this technique was used to
gain unauthorized network access.
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The "../../..letc/passwd" and "../../../etc/shadow" path sequences attempt to climb directories and
read sensitive files, indicating a directory traversal attack.
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Isolation prevents potentially infected systems from interacting with the rest of the network,
immediately containing the spread of malware and limiting further impact while remediation
actions are planned and executed.
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When the computer powers off, anything in the RAM is going to be lost. Therefore, collecting
potential evidence out of the RAM is the first thing that should be done out of these options.
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Dual control ensures that no single individual can complete sensitive financial transactions alone,
reducing the risk of fraud and error through enforced separation of duties.

Mandatory vacations help detect fraudulent activity by requiring employees to step away from
their roles, increasing the likelihood that unauthorized or improper actions are discovered during
their absence.
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A change control request is a document that describes the proposed change to a system, the
reason for the change, the expected impact, the approval process, the testing plan, the
implementation plan, the rollback plan, and the communication plan. A change control request is
a best practice for applying any patch to a production system, especially a high-priority one, as it
ensures that the change is authorized, documented, tested, and communicated. A change control
request also minimizes the risk of unintended consequences, such as system downtime, data
loss, or security breaches.
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Honeypot attracts and traps attacker and DNS sinkhole redirects malicious domain name queries
to a controlled server to detect and block communication between compromised host and their C2
servers.
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A geolocation policy is a policy that restricts or allows access to data or resources based on the
geographic location of the user or device. A geolocation policy can be implemented using various
methods, such as IP address filtering, GPS tracking, or geofencing. A geolocation policy can help
the company's legal department to prevent unauthorized access to sensitive documents from
individuals in high-risk countries.
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OSINT involves gathering information from publicly available sources, such as social media,
websites, and online databases, without actively interacting with the target system. This technique
helps in identifying potential vulnerabilities and understanding the target's environment before
more intrusive methods are used.
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SCAP (Security Content Automation Protocol) is a standardized framework that enables
automated vulnerability management, compliance checking, and security measurement.
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Equipping supervisors to recognize signs of dissatisfaction and potential insider threats enables
early intervention, addressing the human factors that awareness programs are designed to
influence.
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A tabletop exercise is a discussion-based exercise where stakeholders gather to walk through the
roles and responsibilities they would have during a specific situation, such as a security incident
or disaster. This type of exercise is designed to identify gaps in planning and improve
coordination among team members without the need for physical execution.
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Load balancer logs provide detailed information about incoming web traffic and distribution to the
front-end servers, making them the most relevant source to diagnose excessive traffic and
availability issues.
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Since the logs on the endpoint were deleted, the next best option for the analyst is to examine
firewall logs. Firewall logs can reveal external communication, including outbound traffic to a
command-and-control (C2) server. These logs would contain information about the |IP addresses,
ports, and protocols used, which can help in identifying suspicious connections.

IPS logs may provide information about network intrusions, but firewall logs are better for tracking
communication patterns.

ACL logs (Access Control List) are useful for tracking access permissions but not for identifying
C2 communication.

Windows security logs would have been ideal if they had not been deleted.
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Shadow IT refers to the use of unauthorized devices, software, or systems, such as an employee
adding a wireless router without approval, outside of official IT processes.
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MTTR (Mean Time to Repair) measures the average time required to repair a failed component or
system and restore it to full functionality, making it the correct metric for estimating downtime due
to a failed drive.
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Firmware operates at a lower level than the operating system. It's the software embedded in
hardware components like the BIOS/UEFI, network cards, hard drives, etc. If a vulnerability exists
in the firmware, an exploit can run before the operating system even boots or can operate outside
of the OS's control.
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The correct sequence is to first establish secure baselines by determining the required
configurations, deploy those configurations across systems, and finally maintain the
configurations through regular updates and auditing.
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A buffer overflow is a type of software vulnerability that occurs when an application writes more
data to a memory buffer than it can hold, causing the excess data to overwrite adjacent memory
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locations. This can lead to unexpected behavior, such as crashes, errors, or code execution. A
buffer overflow can be exploited by an attacker to inject malicious code or commands into the
application, which can compromise the security and functionality of the system. An organization's
internet-facing website was compromised when an attacker exploited a buffer overflow. To best
protect against similar attacks in the future, the organization should deploy a web application
firewall (WAF). A WAF is a type of firewall that monitors and filters the traffic between a web
application and the internet. A WAF can detect and block common web attacks, such as buffer
overflows, SQL injections, cross-site scripting (XSS), and more. A WAF can also enforce security
policies and rules, such as input validation, output encoding, and encryption. A WAF can provide
a layer of protection for the web application, preventing attackers from exploiting its vulnerabilities
and compromising its data.
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A host-based firewall is a software application that runs on an individual endpoint and filters the
incoming and outgoing network traffic based on a set of rules. A host-based firewall can help to
mitigate the threat posed by suspicious connections between internal endpoints by blocking or
allowing the traffic based on the source, destination, port, protocol, or application. A host-based
firewall is different from a web application firewall, which is a type of firewall that protects web
applications from common web-based attacks, such as SQL injection, cross-site scripting, and
session hijacking. A host-based firewall is also different from an access control list, which is a list
of rules that control the access to network resources, such as files, folders, printers, or routers. A
host-based firewall is also different from an application allow list, which is a list of applications that
are authorized to run on an endpoint, preventing unauthorized or malicious applications from
executing.
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Placing development and production environments in separate VPCs provides strong network
isolation, preventing attackers from pivoting between them even if one environment is
compromised.
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Network Access Control (NAC) enforces endpoint posture checks, such as antivirus status, patch
levels, and configuration, before allowing devices on switchports to access the network or
internet.
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Host isolation ensures that a device is separated from the network, preventing it from accessing
or being accessed by other network resources. This is typically achieved by quarantining the
device.
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The scenario describes a situation where a user unknowingly triggers an unwanted action, such
as changing their password, by clicking a malicious link. This is indicative of a Cross-Site Request
Forgery (CSRF) attack, where an attacker tricks the user into executing actions they did not
intend to perform on a web application in which they are authenticated.

B 239

HEAEENTANA T —ITHL H—N—E3y FT—U DBEERZI7T%IHRET 5 L 28
LTWET, COHFICRLABI AEBRIRODENTIM?

A. BPA

B. MOU

C. NDA

D. SLA

IEfE: (EfEZRERLET)

A service-level agreement (SLA) formally defines measurable performance targets - such as

97 % server and network uptime - that the provider commits to meet.
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VM escape occurs when an attacker exploits a vulnerability in the hypervisor, allowing them to
break out of the virtual machine and access the underlying host system's resources.
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Internal audit teams assess whether the organization is complying with its established policies,
ensuring controls are followed and effective.
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Data retention is the principle that mandates an organization to keep files or records for a
specified period before disposing of them, often to meet legal or regulatory requirements.
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Hashing creates a unique fixed-length value based on the data, allowing verification of integrity by
comparing the hash before and after transit to detect any modifications.
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An MDM platform can detect devices that have been jailbroken and enforce policies - such as
blocking access or wiping the device - to prevent compromised, unsupported mobile operating
systems from accessing organizational resources.
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When multiple Wireless Access Points (WAPs) are using similar frequencies with high power
settings, it can cause channel overlap, leading to interference and connectivity issues. This is
likely the reason why mobile users are unable to access the internet in the lobby. Evaluating and
adjusting the channel settings on the WAPs to avoid overlap is crucial to resolving the
connectivity problems.
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Endpoint management software is a tool that allows security engineers to monitor and control the
configuration, security, and performance of workstations and servers from a central console.
Endpoint management software can help detect and prevent unauthorized changes and software
installations, enforce policies and compliance, and provide reports and alerts on the status of the
endpoints. The other options are not as effective or comprehensive as endpoint management
software for this purpose.
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Web-based administration is a feature that allows users to configure and manage routers through
a web browser interface. While this feature can provide convenience and ease of use, it can also
pose a security risk, especially if the web interface is exposed to the internet or uses weak
authentication or encryption methods. Web-based administration can be exploited by attackers to
gain unauthorized access to the router's settings, firmware, or data, or to launch attacks such as
cross-site scripting (XSS) or cross-site request forgery (CSRF). Therefore, disabling web-based
administration is a good practice to harden the routers within the corporate network. Console
access, routing protocols, and VLANs are other features that can be configured on routers, but
they are not the most appropriate to disable for hardening purposes. Console access is a physical
connection to the router that requires direct access to the device, which can be secured by
locking the router in a cabinet or using a strong password. Routing protocols are essential for
routers to exchange routing information and maintain network connectivity, and they can be
secured by using authentication or encryption mechanisms. VLANSs are logical segments of a
network that can enhance network performance and security by isolating traffic and devices, and
they can be secured by using VLAN access control lists (VACLs) or private VLANs (PVLANSs).
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A backup strategy that combines weekly full backups with daily incremental backups stored on a
NAS (Network Attached Storage) drive is likely to meet an organization's Recovery Point
Objectives (RPOs) and Recovery Time Objectives (RTOs). This approach ensures that recent
data is regularly backed up and that recovery can be done efficiently, without significant data loss
or lengthy downtime.
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A watering hole attack compromises a website commonly visited by a specific group, such as
developers, so when they visit the site, they are collectively targeted and potentially infected.
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A VPN establishes an encrypted tunnel over untrusted networks, ensuring the executive can
securely access corporate internal resources from any location.
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The log shows classic SQL injection techniques-tautology (1=1), comment injection ('--), and a
time-based payload (dbms_lock.sleep(20)), all indicative of an SQL injection attack.
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A playbook is a documented set of procedures that outlines the step-by-step response to specific
types of cybersecurity incidents. Security Operations Centers (SOCs) use playbooks to improve
consistency, efficiency, and accuracy during incident response. Playbooks help ensure that the
correct procedures are followed based on the type of incident, ensuring swift and effective
remediation.

Frameworks provide general guidelines for implementing security but are not specific enough for
incident response procedures.

Baselines represent normal system behavior and are used for anomaly detection, not incident
response guidance.

Benchmarks are performance standards and are not directly related to incident response.
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Mobile Device Management (MDM) is a security solution that allows organizations to enforce
policies on employee-owned or company-issued mobile devices. It can restrict the installation of
unauthorized applications, ensuring that only company-approved apps are used.


https://www.jpnshiken.com/q/65199-5995043/
https://www.jpnshiken.com/q/65199-5995044/
https://www.jpnshiken.com/q/65199-5995045/

B fH: 256

BEEMIAD KUIEOZTLy FTREENFIATELVVERELSHY EEUMNMETLTLS
EDMENHY FL -, BEMIIITF—LICKL 48HELURNICHEEZHERT 2L RLEL
Fe SOYUFIVFIZEVWT ITF—LNERITRERBELGBREIIRDSIEENTLLEIN?
A. EDR

B. xt9 %

C. FDE

D. MDM

BXNRI7ESY0-701-JPNRRESE IEIPNTest.comizfit =41  SYO0-701-JPNEERICEHR T H 2 & 121#%
[ZiLHBFET ! JPNTest.comlE S &x#FTSY0-701-JPNHER[EIRESE # 12 L £ 9, JPNTest.com

SY0-701-JPNEERRIEE XL DEHINFEF Lz, 2 ZTSY0-701-JPNREIEEDTA T VP Y
EFFICANTET , BRERDO 7Y X _https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu

765M, 3 0% « XAV > b $AI%EISI2— F: JPNshiken

BER: 257

KEBLGZEELEDEX2 T T—FTIVMI IAULFISOFR TANA F—RETEHD
EEtX—ZREICEEI LI CLDBEM S EA—N—AY FZERBELTLET,

XAV TAT7—FTY ME HEBOBREOREZHREL, T2 DEFICEhLL T —EL-&H
EELHHZEHTT OO LATUVZEERRBRLEY ) 2—2a3 0 EBELTHVET RDS5 5,
T—XTU FOBMICRLELEZDDEFENTIN?

A CSRTYR TS MIA—LED2—I

B. laaS

C. HMaaS

D. PaaS

EfE:C(AAV FEHKRT D)

HSM as a Service (HSMaa$S), Hardware security modules (HSMs) are fortified, tamper-resistant
hardware components that produce, safeguard, and manage keys for encrypting and decrypting
data and establishing digital signatures and certificates.
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Software that is outsourced to vendors and third parties is vulnerable to malware being injected
into the product from the supply chain.
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The first step in reducing the number of credentials each employee must maintain when using
multiple SaaS applications is to select an Identity Provider (IdP). An IdP provides a centralized
authentication service that supports Single Sign-On (SSO), enabling users to access multiple
applications with a single set of credentials.

Enabling SAML would be part of the technical implementation but comes after selecting an IdP.
OAuth tokens are used for authorization, but selecting an IdP is the first step in managing
authentication.

Password vaulting stores multiple passwords securely but doesn't reduce the need for separate
logins.
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A buffer overflow is a vulnerability that occurs when an application writes more data to a memory
buffer than it can hold, causing the excess data to overwrite adjacent memory locations. A
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register is a small storage area in the CPU that holds temporary data or instructions. An attacker
can exploit a buffer overflow to overwrite a register with a malicious address that points to a
shellcode, which is a piece of code that gives the attacker control over the system. By doing so,
the attacker can bypass the normal execution flow of the application and execute arbitrary
commands.
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The questions listed are part of a Risk Control Self-Assessment (RCSA), which is a process
where teams evaluate the risks associated with their operations and assess the effectiveness of
existing controls. The questions focus on aspects such as patch management, the use of open-
source code, external access, and compliance with corporate standards, all of which are critical
for identifying and mitigating risks.
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A regulatory requirement is a mandate imposed by a government or an authority that must be
followed by an organization or an individual. In a banking environment, audits are often required
by regulators to ensure compliance with laws, standards, and policies related to security, privacy,
and financial reporting. Audits help to identify and correct any gaps or weaknesses in the security
posture and the internal controls of the organization.

B H: 268

BRG ) R 712 T HBEBREBOFIERD ENTT H?
A FAEDETRAE
B.EEXRICHATHI_EEHENY

C.CIICDIXL T54 > D—EELTDTS U FRE

D. 74y VI REHX IOV I TEIA—INT—rDzA
Ff:D(QA U bEHREKT D)

B fE: 269

XAV TA TFHFIRME Y—N—LELTEEDOHLAREDOHIETH J74ILERDIT £
BBEID7AINDEREORMAZRET AVENHYET , X T4 7THIRXMIBLELE
MERETDIAEEIRIEVT I3 VERODENTT M,

A. 774D SHA-256 /Ny 2 ZWMBLET,

B. 774 ILOABIC16 X TEFERALET,

C.IVKRRAVrOFH#HRELET,

D.77MILDAZT—2 B LFET,

EfE:D(QAA U FERKRT D)

Metadata is data that describes other data, such as its format, origin, creation date, author, and
other attributes. Video files, like other types of files, can contain metadata that can provide useful
information for forensic analysis. For example, metadata can reveal the camera model, location,
date and time, and software used to create or edit the video file. To query the file's metadata, a
security analyst can use various tools, such as Medialnfo, ffprobe, or hexdump, to extract and
display the metadata from the video file. By querying the file's metadata, the security analyst can
most likely identify both the creation date and the file's creator, as well as other relevant
information. Obtaining the file's SHA-256 hash, checking endpoint logs, or using hexdump on the
file's contents are other possible actions, but they are not the most appropriate to answer the
question. The file's SHA-256 hash is a cryptographic value that can be used to verify the integrity
or uniqueness of the file, but it does not reveal any information about the file's creation date or
creator. Checking endpoint logs can provide some clues about the file's origin or activity, but it
may not be reliable or accurate, especially if the logs are tampered with or incomplete. Using
hexdump on the file's contents can show the raw binary data of the file, but it may not be easy or
feasible to interpret the metadata from the hex output, especially if the file is large or encrypted.
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Chain of custody is the documented process of handling and tracking evidence from collection to
presentation in court, ensuring its integrity and admissibility.
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Emphasizing password length over complexity is a best practice. The National Institute of
Standards and Technology (NIST) recommends a minimum password length of 8 characters, with
a preference for longer passphrases, such as 12 characters or more, to increase security and
memorability.

Implementing multi-factor authentication (MFA) by requiring a physical item, like a security key or
smartphone, adds a robust layer of security. This "something you have" factor ensures that even
if a password is compromised, unauthorized access is still prevented.

Incorporating these elements aligns with current security best practices and strengthens your
organization's defense against unauthorized access.
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When using a smart card as part of MFA, the additional factor is typically a PIN. The smart card
provides something you have and the PIN provides something you know, which together
constitutes two factors of authentication.
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A hacktivist uses cyberattacks, such as website defacement, to advance a political or social
agenda. In this case, the attacker's demand to remove harmful chemicals reflects an ideological
motive, characteristic of hacktivism.
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Baseline configuration is the process of standardizing the configuration settings for a system or
network. In this scenario, the organization needs to standardize the operating system
configurations before deploying them across the network. Establishing a baseline configuration
ensures that all systems adhere to the organization's security policies and operational
requirements.
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The question was not asking about the single phone that was stolen (in which case a remote wipe
may work after the fact); rather, it asks for "the best solution to increase mobile data security on
all employees' company mobile devices".
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A firewall log records inbound and outbound network traffic, including source and destination IP
addresses, port numbers, and connection attempts. Since port scans involve probing various
ports on a network, the firewall logs will provide visibility into the attacker's source IP address and
help the analyst assess the nature of the scanning activity.
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The administrator needs to the server's certificate in the local trust store of the machine where
LDAP browser tool is being used. This will allow the client to trust the server's certificate and
establish a secure connection.
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Network segmentation isolates end-of-life SCADA devices from other systems, reducing the
attack surface and limiting lateral movement, which is critical when patching or direct security
updates are not possible.
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Endpoint protection is an agent-based solution installed on devices that can detect and block
malicious activity locally, allowing it to function even when the system is disconnected from the
corporate network.
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An SLA spells out exactly how fast a provider must respond and resolve issues, what thresholds
and KPlIs will be measured (uptime, throughput, MTTR), and when/whom to escalate to if those
targets aren't met, making it the formal document for response times, escalation paths, and
performance metrics.
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An insider threat is a security risk that originates from within the organization, such as an
employee, contractor, or business partner, who has authorized access to the organization's data
and systems. An insider threat can be malicious, such as stealing, leaking, or sabotaging
sensitive data, or unintentional, such as falling victim to phishing or social engineering. An insider
threat can cause significant damage to the organization's reputation, finances, operations, and
legal compliance. The user's activity of logging in remotely after hours and copying large amounts
of data to a personal device is an example of a malicious insider threat, as it violates the
organization's security policies and compromises the confidentiality and integrity of the data.
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Secure Real-Time Transport Protocol (SRTP) is a security protocol used to encrypt and
authenticate the streaming of audio and video over IP networks. It ensures that the video streams
from the IP cameras are both encrypted to prevent unauthorized access and authenticated to
verify the integrity of the stream, making it the ideal choice for securing video surveillance.
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Technical controls involve the use of technology to manage or mitigate risks. By segmenting the
server into VALN and restricting access to specific devices, the network team has employed a
technical control here.

Compensating controls are alternative measures in place to address a risk when the primary
control is not feasible which in these case segmenting the server into VLAN and limiting access
can be seen as compensating control.
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Compliance attestation via MDM verifies device posture (OS version, policies, certificates) before
granting access, ensuring only compliant devices leave the quarantine subnet and reach
corporate resources.
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Purchasing an insurance policy is a risk transfer strategy, as the financial impact of a risk is
shifted from the company to the insurance provider.
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Branch protection requirements are related to the version control and development process within
the SDLC, ensuring that code changes are reviewed, tested, and approved before being merged
into main branches. This helps maintain code quality and security throughout the development
process.

Penetration testing is usually conducted as part of the testing phase or after deployment to
identify vulnerabilities and security weaknesses. It is a separate process from the core stages of
the SDLC but is an important aspect of ensuring the security and robustness of the application
once development is completed.
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The security engineer is likely to deploy a Web Application Firewall (WAF) to protect the new web
portal service. A WAF specifically protects web applications by filtering, monitoring, and blocking
HTTP requests based on a set of rules. This is crucial for preventing common attacks such as
SQL injection, cross-site scripting (XSS), and other web-based attacks that could compromise the
web service.

* Layer 4 firewall operates primarily at the transport layer, focusing on IP address and port
filtering, making it unsuitable for web application-specific threats.

* NGFW (Next-Generation Firewall) provides more advanced filtering than traditional firewalls,
including layer 7 inspection, but the WAF is tailored specifically for web traffic.

* UTM (Unified Threat Management) offers a suite of security tools in one package (like antivirus,
firewall, and content filtering), but for web application-specific protection, a WAF is the best fit.
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Code signing provides a cryptographic signature that verifies the software's authenticity and
integrity, ensuring it has not been tampered with before download or installation.
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An air-gapped system is physically and logically isolated from any external (internet-facing)
network, so packets from the internet simply have no path to reach it. This architectural
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separation is the most definitive way to prevent internet access altogether, rather than just limiting
or monitoring it.
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SCADA systems are industrial control environments designed to monitor and manage processes
like the physical flow of gas in pipelines, so securing the SCADA environment protects the legacy
platform that controls those operations.
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Software-defined wide area networking centrally manages multiple types of WAN links and
dynamically selects paths based on performance, cost, and policy criteria, ensuring consistent
connectivity and optimized use of all available circuits across geographically distributed locations.
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Password cracking attacks exploit weak cryptographic algorithms by attempting to guess or
decrypt passwords through direct access to systems or password hashes, making use of
vulnerabilities in the cryptography.
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Encryption transforms data into ciphertext before transmission, ensuring that intercepted
information remains unreadable to unauthorized parties and thus securing data in transit.
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SQL injection is a type of attack that enables the use of an input field to run commands that can
view or manipulate data in a database. SQL stands for Structured Query Language, which is a
language used to communicate with databases. By injecting malicious SQL statements into an
input field, an attacker can bypass authentication, access sensitive information, modify or delete
data, or execute commands on the server. SQL injection is one of the most common and
dangerous web application vulnerabilities.
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Cross-Site Scripting (XSS) allows attackers to inject malicious scripts into a web page, which can
display pop-ups or redirect users to other sites without their consent.
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Due diligence in this context involves evaluating the security, availability, processing integrity,
confidentiality, and privacy of the SaaS application by reviewing the SOC 2 report provided by the
vendor. This process helps ensure that the vendor meets the required security and operational
standards before the SaaS application is implemented.
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A sandbox provides an isolated environment where suspicious files can be safely executed and
monitored for malicious behavior without risking the security of the production network or

systems.
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An air-gapped network is a network that is physically isolated from other networks, such as the
internet, to prevent unauthorized access and data leakage. However, an air-gapped network can
still be compromised by removable devices, such as USB drives, CDs, DVDs, or external hard
drives, that are used to transfer data between the air-gapped network and other networks.
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Removable devices can carry malware, spyware, or other malicious code that can infect the air-
gapped network or exfiltrate data from it. Therefore, removable devices are the most common
data loss path for an air- gapped network.
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A reflected denial of service (RDoS) attack is a type of DDoS attack that uses spoofed source IP
addresses to send requests to a third-party server, which then sends responses to the victim
server. The attacker exploits the difference in size between the request and the response, which
can amplify the amount of traffic sent to the victim server. The attacker also hides their identity by
using the victim's IP address as the source. A RDoS attack can target DNS servers by sending
forged DNS queries that generate large DNS responses. This can flood the network interface of
the DNS server and prevent it from serving legitimate requests from end users.
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Monitoring outbound traffic is essential for detecting unauthorized data exfiltration from a system.
A new vulnerability that allows malware to move data unauthorizedly would typically attempt to
send this data out of the network. By monitoring outbound traffic, security tools can detect
unusual data transfers, trigger alerts, and help prevent the exfiltration of sensitive information.
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The firewall is the choke point that records every inbound/outbound session to the loT device; its
timestamps on the first suspicious connection will most reliably show when the exploit traffic first
hit the network. Reviewing those entries pinpoints the initial compromise time before diving into
more granular device or segment logs.
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In a cloud environment, high availability is typically ensured through the use of a load balancer. A
load balancer distributes network or application traffic across multiple servers, ensuring that no
single server becomes overwhelmed and that services remain available even if one or more
servers fail. This setup enhances the reliability and availability of applications.

Load balancer: Ensures high availability by distributing traffic across multiple servers or instances,
preventing overload and ensuring continuous availability.

Access broker: Typically refers to a service that facilitates secure access to resources, not directly
related to high availability.
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Cloud HSM (Hardware Security Module): Provides secure key management in the cloud but does

not specifically ensure high availability.
WAF (Web Application Firewall): Protects web applications by filtering and monitoring HTTP

traffic but is not primarily focused on ensuring high availability.
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Modifying the device's file structure to gain root access and install unauthorized software
describes jailbreaking.
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Tokenization is a process that replaces sensitive data, such as credit card information, with a
non- sensitive equivalent (token) that can be used in place of the actual data. This technique is
particularly useful in securely storing payment information because the token can be safely stored
and transmitted without exposing the original credit card number.
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Tailgating into a facility during a red-team exercise is a form of physical penetration testing, where
security is evaluated by attempting to bypass physical access controls.
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SQL injection is a type of attack that exploits a database misconfiguration or a flaw in the
application code that interacts with the database. An attacker can inject malicious SQL
statements into the user input fields or the URL parameters that are sent to the database server.
These statements can then execute unauthorized commands, such as reading, modifying,
deleting, or creating data, or even taking over the database server. SQL injection can
compromise the confidentiality, integrity, and availability of the data and the system.
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A responsibility matrix clearly defines and outlines the division of configuration, maintenance, and
security roles between a cloud service provider and the customer.
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OWASP (Open Web Application Security Project). OWASP provides extensive resources,
guidelines, and tools related to web application security, including the OWASP Top 10, which lists
the most critical security risks to web applications.
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ARP poisoning is a basic attack that does not require advanced skills or tools, making it a
common method used by unskilled attackers (also known as "script kiddies") to disrupt network
operations.
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The security analyst is creating a "secure configuration guide," which is a set of instructions or
guidelines used to configure devices securely before deployment. This guide ensures that the
devices are set up according to best practices to minimize vulnerabilities and protect against
potential security threats.
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Risk tolerance defines the threshold of risk the organization is willing to accept. Activities that
exceed this threshold are deemed too risky to pursue during normal operations.
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S/MIME digital signatures provides a way to ensure that the email has not been altered and that it
genuinely comes from the sender (Non-repudiation).
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Change control process: The change control process ensures that any modifications to the design

are systematically evaluated, approved, and documented. This helps in maintaining the integrity

of the system and ensures that changes are implemented in a controlled and coordinated

manner.
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The scenario describes an instance where an employee receives a fraudulent invoice from a
vendor that is not recognized in the company's vendor management system. This is a classic
example of an invoice scam, where attackers attempt to trick organizations into making payments
for fake or non- existent services. These scams often rely on social engineering tactics to bypass
financial controls.
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Platform hardening locks down development hosts, removing unnecessary services and closing
unused ports, so attackers have fewer vulnerabilities to exploit. An application allow list ensures
only approved, vetted software can run in the environment, preventing malicious or untested code
from executing.
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Dynamic analysis is performed on software during execution to identify vulnerabilities based on
how the software behaves in real-world scenarios. It is useful in detecting security issues that only

appear when the application is running.
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Obfuscation hides or masks sensitive information so it is not easily understood or readable by
unauthorized individuals while still allowing authorized processing or use when required.

Eﬁ:ﬁ: 328

XAV TAT7FTIVRME XY MDT—OADT Y 2RERIET DILELNHYFET , EHDO—D
ELT AY—FA—FRIZEB1—-RALFETONFET, COEREZRLBUITH =T -0
2. 7FTURKMIRDENEZBNZITARETLELEOIMN?

AFry7

B. PEAP

C. MS-CHAPv2

D. EAP-TLS

IEfE: (EfEZRRLET)

EAP-TLS is a strong and secure authentication method that involves the use of digital certificates,
typically stored on smart cards, for user authentication. It requires the user to present a valid
certificate, which is verified by the authentication server, providing a high level of security.
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IT department already conducted a phishing camping, Social engineering would be best to
improve security posture.
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The best first step is to review patching. Outdated OS versions often contain vulnerabilities that
can be exploited by malware. Ensuring systems are up-to-date is a foundational cybersecurity
practice.
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http:// is an insecure protocol running on port 80 that uses unencrypted traceable data for
communication on uncertified, & unprotected websites. It is indicated that you are on one of these
insecure websites by a warning, or lack of padlock in your web search URL.
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The first step in responding to a cybersecurity incident, particularly when malware is detected, is
to contain the impacted hosts. This action prevents the spread of malware to other parts of the
network, limiting the potential damage while further investigation and remediation actions are
planned.
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A Service Level Agreement (SLA) is a formal document between a service provider and a client
that defines the expected level of service, including what resources will be provided and the
agreed-upon time frames. It typically includes metrics to evaluate performance, uptime
guarantees, and response times.

* MOU (Memorandum of Understanding) and MOA (Memorandum of Agreement) are less formal
and may not specify the exact level of service.

* BPA (Business Partners Agreement) focuses more on the long-term relationship between
partners.
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A cold site is the least expensive recovery option, providing space and infrastructure but no active
systems, allowing for recovery at a lower cost-though with slower setup compared to hot or warm
sites.
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Since the budget only allows for one ISP connection, this create a single point of failure for the

network connectivity.
B fE: 338

HBL—Y—HH 7T TERZMRO/ — by AV ERS>TVET, RESHANI—H— L2
SEEIRD HBFEECHE, ZOMOEBEANEFERICOVWTERLIBEOEL::, CORMOBADITHE
RLELLSRLTVLDDIERDSBEENTIMN?

A. NERE B

B.74vY2y

C.Y—IxILIVO=TFYLYy

D. f&l&

IEfR: (EffZzRLET)

The stranger is manipulating a casual conversation to elicit sensitive details (employer, division,
personal info). This intentional information-gathering through interpersonal interaction is classic
social engineering - exploiting human trust rather than technical flaws.

HER: 339
HEISHTIE MBT— I EEZEBICERETHEOICLAS—FIPH—N—ZFHALTWET,


https://www.jpnshiken.com/q/65199-5995125/
https://www.jpnshiken.com/q/65199-5995126/
https://www.jpnshiken.com/q/65199-5995127/
https://www.jpnshiken.com/q/65199-5995128/

LAHS— SRAFALIKXSFTP #HR— b LTWWEW =8 EEFORBZEOSVIHET—42 215#
T E5ODHERHHMADETT  ROENDLEHICE>TRBBUNLGFERAETLLID,

A. TelnetiE#x

B.SSHr>xUY VY

C. 7)ILT4RVKEEIL

D./ Xy FDA R +—)L

Ffe:B(aAV FEEKRT D)

BH: 340

X2 T4 THIURAME BENGEEDOHDITIVTAET1ZafLd 5012, 12— —
ETNAADEEZIYERCEBLIZWEEZATWET 7FHFURMI 722 aVvhEED
R—=XAFA U bBELIZEZFICENEZRET 50D FA—LEBELELTWEY , 7T
JRAMIRDENEZFERT IBLENHY FIH,

A BABTIES R T L

B. V1 JLAREK

C.IVFRAVIDBEBEERE

D. 4> kiRvyo X

EfE: (EfRxRrLEY)

BRE: 341

2RO T4 O UHME BEEORVBEET 2 ZNE EE KELFEFT A1 VTFXE
SOFv F—LE GBEEFELIUVORFEFOT 20X T REZHELSLET ROT—4
A—ILDENDPBEZRLTVEIN?

A. 7oty

B. A —F+—

C. 4%

D. BIEE

IFfR: (EfZRTLET)

B 342

DATLEENRE LEGRICVATLARBERIDENICHRET ST T a vEROEATT
n?

ANAT)y RIS F

B.a—J/LkYA

C.EENVITvT

D. AN

IEfE: (EfEZRRLET)

Full backup captures the entire system including the operating system, installed applications,
system settings, and user data. This allows for complete system recovery to the exact previous
state, which is critical after a failure.

While system state backups focus only on critical OS components and configuration data (like
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boot files, registry, Active Directory), they do not include user data and applications. System state
recovery is quicker, but less comprehensive and requires the original hardware and OS version to
restore properly.
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Preventive - an acceptable use policy enforces rules to users to use company resources.
example - company A states that in order to access files in the company server you must connect
to your company VPN when working from home. This prevents you from connecting from an
insecure network.
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When an insider steals classified defense information and passes it to a hostile organization, their
primary motivation is intelligence gathering on behalf of that organization - classic espionage.
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Reviewing the source code of an application to identify misconfigurations and vulnerabilities is
best described as static analysis. Static analysis involves examining the code without executing
the program. It focuses on finding potential security issues, coding errors, and vulnerabilities by
analyzing the code itself.

Static analysis: Analyzes the source code or compiled code for vulnerabilities without executing
the program.

Dynamic analysis: Involves testing and evaluating the program while it is running to identify
vulnerabilities.

Gap analysis: Identifies differences between the current state and desired state, often used for
compliance or process improvement.

Impact analysis: Assesses the potential effects of changes in a system or process.
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By using APIs will allow for increased speed of data transfer compared to file based transfer
methods liker SFTP.
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Endpoint logs are the most suitable data source for gathering additional information about the
executable running on the employee's corporate laptop. These logs contain detailed information
about processes, executables, and activities occurring on the endpoint, enabling the security
analyst to understand the behavior of the executable and its potential impact on the system and
network.
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Trusted devices allow users to log in seamlessly from devices that are already recognized and
trusted by the system. It supports remove and global access as the device does not need to be in
a specific location or equipped with extra hardware. It minimizes the need for additional
equipment and provides for a streamlined login experience.
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Security of architecture is the process of designing and implementing a secure infrastructure that
meets the business objectives and requirements. Security of architecture should be considered
first when migrating to an off-premises solution, such as cloud computing, because it can help to
identify and mitigate the potential risks and challenges associated with the migration, such as
data security, compliance, availability, scalability, and performance. Security of architecture is
different from security of cloud providers, which is the process of evaluating and selecting a
trustworthy and reliable cloud service provider that can meet the security and operational needs
of the business. Security of architecture is also different from cost of implementation, which is the
amount of money required to migrate and maintain the infrastructure in the cloud. Security of
architecture is also different from ability of engineers, which is the level of skill and knowledge of
the IT staff who are responsible for the migration and management of the cloud infrastructure.
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Mobile Device Management (MDM) on Corporate-Owned, Personally Enabled (COPE) devices
enforces application control policies, helping prevent the installation and use of unsupported or
unauthorized applications.

B f: 355

AT MEIO—XTBRRNC AT MO RELE-BREBETS-OHICERINGT
DTAETAERODENTT D,

A. RERRERRASH

B. #&H

C. EFIHEHBT

D. FA TGN

Ef:A (AU LEHKT D)

Root cause analysis is the process of identifying the fundamental reason an incident occurred,
ensuring that underlying issues are addressed before the incident is closed.
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IOT devices often transmit sensitive data over networks and encryption ensures that this data is
securely transmitted and protected from interception or tampering.
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Organized crime groups are primarily motivated by financial gain. Ransomware attacks are a
popular tool for these groups because they can encrypt a victim's data and demand a ransom
payment (often in cryptocurrency) to restore access. This form of attack can yield a high financial
return if victims choose to pay.
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An MDM solution can enforce device policies that block attempts to modify or replace the mobile
OS, preventing users from jailbreaking their devices.
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Segmentation isolates the NAS from the broader network, limiting an attacker's ability to exploit
the zero-day vulnerability and reducing the potential impact on other systems.

B : 360

N—RDITEA VA=Y N TOERZECERIRMDRRAUINA A FEREETH-OD
REEV) 12— 3 VIERODENTT M,

A O—JL YA k

B. Ry b4+

C.mEHYA k

D. EMWVvHA +

Efg: (EfRERRLETD)

B 361

INEEEN PCIDSS [CEML TLWEWMES INEF I —ULBEEINLXITHAEEMHD H HFERT
RDIBEENTITHM?

A. HlE

B. 2 EDFEE

C.gi&

D. FFHID KB

IEfR: (EfEZERTLET)


https://www.jpnshiken.com/q/65199-5995148/
https://www.jpnshiken.com/q/65199-5995149/
https://www.jpnshiken.com/q/65199-5995150/
https://www.jpnshiken.com/q/65199-5995151/

AxE97:SY0-701-JPNRRESR (XJPNTest.comizfif 41, SY0-701-JPNERER ICERT 5 2 & (2%

[Z3IHFE T ! JPNTest.comlES & EHSY0-701-JPNRERSIRESE #1244t L £ 9, JPNTest.com

SY0-701-JPNEAEBRFIEE T L D EFSnFE Lz, 2 2 TSY0-701-JPNEIEEDTA LT VDY

EFICANET , ZRIFRD 7 Y £ X _ https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu
765/, 30%7r 4« RAA 2 kb $A4ZEI510— F: JPNshiken|

Eﬁ:ﬁ: 362
BN T—32 To5AN— TS LEZHIABSLIVHEFTIRICHET S L TRIVEELERE
FBIHIRD ENTT H,

A. T—8 TS5 N\O—BYEDMERS

B.T—32FXAD7 I ARERTOER

C.avhrAa—5—FfEFIatyy—LLTHDERE

D. Rt DT

IEf#: (EffZzRnLET)

This is one of the most important considerations because it involves how individuals can access,
correct or delete their personal data as required by data protection regulations such as GDPR.
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Full disk encryption ensures that all data on the device remains confidential if the device is lost or
stolen. Endpoint protection (antivirus/EDR) continuously defends against malware, exploits, and
other active threats, directly hardening the device against attacks.
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Acquisition refers to the process of capturing and preserving digital evidence in a forensically
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sound, non-alterable format (e.g., bit-for-bit imaging or write-once storage), ensuring the integrity
of the emails for later analysis.
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IPS stands for intrusion prevention system, which is a network security device that monitors and

blocks malicious traffic in real time. IPS is different from IDS, which only detects and alerts on
malicious traffic, but does not block it. IPS would have mitigated the spread of ransomware by

preventing the hacker from accessing the system via the phishing link, or by stopping the
ransomware from communicating with its command and control server or encrypting the files.
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The installation of a RADIUS server (Remote Authentication Dial-In User Service) is primarily
associated with the security concept of AAA, which stands for Authentication, Authorization, and
Accounting. RADIUS servers are used to manage user credentials and permissions centrally,
ensuring that only authenticated and authorized users can access network resources, and
tracking user activity for accounting purposes.

Authentication: Verifies the identity of a user or device. When a user tries to access a network,
the RADIUS server checks their credentials (username and password) against a database.
Authorization: Determines what an authenticated user is allowed to do. After authentication, the
RADIUS server grants permissions based on predefined policies.

Accounting: Tracks the consumption of network resources by users. This involves logging session
details such as the duration of connections and the amount of data transferred.
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Static analysis inspects source code at rest, prior to execution, to identify security vulnerabilities,
coding errors, and insecure patterns before the software is deployed.
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Scheduled downtime is a planned period of time when a system or service is unavailable for
maintenance, updates, upgrades, or other changes. Scheduled downtime gives administrators a
set period to perform changes to an operational system without disrupting the normal business
operations or affecting the availability of the system or service. Scheduled downtime also allows
administrators to inform the users and stakeholders about the expected duration and impact of
the changes.
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When conducting an audit of an organization's risk management program, the internal auditor
should first review the policies and procedures. These documents form the foundation of the risk
management program by outlining the organization's approach, goals, roles, responsibilities, and
processes for managing risks.
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Removing the vendor's default software and installing a clean company image eliminates
unnecessary applications and services, reducing the overall attack surface and improving
security.
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One of the most effective ways to protect an application server is to use a screened subnet. A
screened subnet is a network segment that is isolated from both the internet and the internal
network by two firewalls. The application server is placed in the screened subnet, also known as
the demilitarized zone (DMZ), and only the necessary ports are opened for communication. This
way, the application server is shielded from external attacks and internal breaches, and the
impact of a compromise is minimized.
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Network logs (Option D): These logs can help identify network connections to the command-and-
control server and provide information about source IP addresses (the impacted host) and
destination IP addresses (the command-and-control server).

Firewall logs (Option E): Firewall logs also track network traffic and can provide valuable
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information about source and destination IP addresses, helping identify the impacted host and its
communication with the command-and-control server.
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Jailbreaking is the process of removing the restrictions imposed by the manufacturer or carrier on
a mobile device, such as an iPhone or iPad. Jailbreaking allows users to install unauthorized
applications, modify system settings, and access root privileges. However, jailbreaking also
exposes the device to potential security risks, such as malware, spyware, unauthorized access,
data loss, and voided warranty. Therefore, an organization may prohibit employees from
jailbreaking their mobile devices to prevent these vulnerabilities and protect the corporate data
and network.
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This scenario highlights the need for training on the secure use of removable media. Users
should learn to avoid using untrusted external storage devices to prevent malware infections.
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While NIC teaming, cloud backups, and load balancer appliances are all important for different
aspects of an IT infrastructure, they do not directly address the need for continuous power
availability, which is the primary concern in this scenario. UPS, in combination with backup
generators and ISP services, helps ensure that the data center remains operational even during
power-related issues.
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The most likely reason the download was blocked, resulting in a false positive, is a
misconfiguration in the endpoint protection software. False positives occur when legitimate
actions are incorrectly identified as threats due to incorrect settings or overly aggressive rules in
the security software.
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Misconfiguration in the endpoint protection software: Common cause of false positives, where
legitimate activities are flagged incorrectly due to improper settings.

Zero-day vulnerability: Refers to previously unknown vulnerabilities, which are less likely to be
associated with a false positive.

Supply chain attack: Involves compromising the software supply chain, which is a broader and
more severe issue than a simple download being blocked.

Incorrect file permissions: Would prevent access to files but not typically cause an alert in
endpoint protection software.
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HIPS (Host-based Intrusion Prevention System) is a preventive control because it actively blocks
or prevents malicious activities on a host.

It is also a detective control, as it monitors and detects suspicious activities or policy violations on
the host system.
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Implementing a bastion host provides a highly secure method for administrative access to internal
resources while minimizing traffic through the security boundary. It serves as a single entry point
for remote administrative access, enforcing strong authentication and access controls before
allowing access to internal systems.
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The scenario suggests that only the employees who used the kiosks inside the building had their
credentials compromised. Since the time-keeping website is accessible from the internet, it is
possible that a malicious actor exploited an unpatched vulnerability in the site, allowing them to
inject malicious code that captured the credentials of those who logged in from the kiosks. This is
a common attack vector for stealing credentials from web applications.
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Masking involves altering the credit card information in such a way that it is not easily readable or
identifiable while still retaining some format or structure for processing or display purposes. This
is particularly useful for ensuring sensitive data is protected in log files or other records.
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When a legacy device is no longer receiving updates or patches, it is considered to be at the end
of life (EOL). This means the manufacturer has ceased support for the device, and it will no
longer receive updates, security patches, or technical assistance. EOL devices pose security
risks and are often decommissioned or replaced.

End of support may seem similar but typically refers to the cessation of technical support,
whereas EOL means the device is fully retired.

End of business and End of testing do not apply in this context.
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A tabletop exercise is a simulated scenario that tests the effectiveness of a security incident
response plan. It involves gathering the relevant stakeholders and walking through the steps of
the plan, identifying any gaps or issues that need to be addressed. A tabletop exercise is a good
way to validate the documentation created by the security manager and ensure that the team is
prepared for various types of security incidents.
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SIEM stands for Security Information and Event Management. It is a security alerting and

monitoring tool that collects system, application, and network logs from multiple sources in a
centralized system. SIEM can analyze the collected data, correlate events, generate alerts, and

provide reports and dashboards. SIEM can also integrate with other security tools and support
compliance requirements. SIEM helps organizations to detect and respond to cyber threats,
improve security posture, and reduce operational costs.
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Confidentiality is the security concept that ensures data is protected from unauthorized access or
disclosure. The principle of least privilege is a technique that grants users or systems the
minimum level of access or permissions that they need to perform their tasks, and nothing more.
By applying the principle of least privilege to a human resources fileshare, the permissions can be
restricted to only those who have a legitimate need to access the sensitive data, such as HR staff,
managers, or auditors. This can prevent unauthorized users, such as hackers, employees, or
contractors, from accessing, copying, modifying, or deleting the data. Therefore, the principle of
least privilege can enhance the confidentiality of the data on the fileshare. Integrity, availability,
and non-repudiation are other security concepts, but they are not the best reason for permissions
on a human resources fileshare to follow the principle of least privilege. Integrity is the security
concept that ensures data is accurate and consistent, and protected from unauthorized
modification or corruption. Availability is the security concept that ensures data is accessible and
usable by authorized users or systems when needed. Non-repudiation is the security concept that
ensures the authenticity and accountability of data and actions, and prevents the denial of
involvement or responsibility. While these concepts are also important for data security, they are
not directly related to the level of access or permissions granted to users or systems.
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A service level agreement (SLA) is a document that defines the level of service expected by a
customer from a service provider, indicating the metrics by which that service is measured, and
the remedies or penalties, if any, should the agreed-upon levels not be achieved. An SLA can
specify the minimum uptime or availability of a service, such as 99.99%, and the consequences
for failing to meet that standard. A memorandum of agreement (MOA), a statement of work
(SOW), and a memorandum of understanding (MOU) are other types of documents that can be
used to establish a relationship between parties, but they do not typically include the details of
service levels and performance metrics that an SLA does.
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A warm site is the best option for a business that does not require immediate failover but wants to
reduce the workload required for recovery. A warm site has some pre-installed equipment and
data, allowing for quicker recovery than a cold site, but it still requires some setup before
becoming fully operational.

* Hot sites provide immediate failover but are more expensive and require constant maintenance.
* Cold sites require significant time and effort to get up and running after an outage.

* Geographically dispersed sites refer to a specific location strategy rather than the readiness of
the recovery site.
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Static code analysis examines source code before compilation to identify errors and security
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weaknesses early in the development process.
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An SLA or Service Level Agreement is a formal contract that defines performance standards,
including response times, escalation procedures, uptime guarantees, and other service-related
metrics.
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Typosquatting involves registering domain names that are visually or typographically similar to
legitimate sites to trick users into visiting the malicious site, matching the scenario described.
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The use of unauthorized software by an internal employee is a classic example of Shadow IT,
where unsanctioned applications introduce unvetted security and compliance risks.
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Tokenization replaces sensitive data with non-sensitive, unique tokens while storing the actual
data securely in a separate location, effectively protecting data at rest in a database.
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Privacy legislation - Teaching employees the legal obligations for handling PIl (e.g., GDPR,

Mmoo

HIPAA) makes them aware that personal use/transfer is prohibited and punishable.
Company compliance - Training on internal policies and acceptable-use rules reinforces exactly
what the organization allows or forbids with company data, reducing intentional misuse.
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detect, investigate, and respond to threats, reducing false positives and providing deeper insight
than traditional antivirus.
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A UPS provides battery-backed power and voltage regulation, protecting equipment from
undervoltage (brownout) conditions by supplying stable power until normal levels are restored or
a generator comes online. Surge protectors, by contrast, guard against overvoltage, and the other
options don't address voltage dips.
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Chain of custody is the process of documenting and preserving the integrity of evidence collected
during an incident response. It involves recording the details of each person who handled the
evidence, the time and date of each transfer, and the location where the evidence was stored.
Chain of custody ensures that the evidence is admissible in legal proceedings and can be traced
back to its source. E-discovery, legal hold, and preservation are related concepts, but they do not
ensure evidence is properly handled.
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An "unknown" (black-box) test gives the testers no prior information or coordination with internal
teams, mimicking an external attacker and validating defenses without internal assistance.
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To block signature-based attacks, the Intrusion Prevention System (IPS) must be in active mode.
In this mode, the IPS can actively monitor and block malicious traffic in real time based on
predefined signatures. This is the best mode to prevent known attack types from reaching the
internal network.

Monitor mode and sensor mode are typically passive, meaning they only observe and log traffic
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without actively blocking it.
Audit mode is used for review purposes and does not actively block traffic.
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Load balancing improves application availability by distributing traffic across multiple servers. If
one server fails, traffic is automatically routed to other available servers with minimal intervention.
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A statement of work (SOW) is a document that defines the scope, objectives, deliverables,
timeline, and costs of a project or service. It typically includes an estimate of the number of hours
required to complete the engagement, as well as the roles and responsibilities of the parties
involved. A SOW is often used for penetration testing projects to ensure that both the client and
the vendor have a clear and mutual understanding of what is expected and how the work will be
performed. A business partnership agreement (BPA), a service level agreement (SLA), and a
non-disclosure agreement (NDA) are different types of contracts that may be related to a
penetration testing project, but they do not include an estimate of the number of hours required to
complete the engagement.
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The employee notices that the links in the email do not correspond to the company's official
URLs, indicating that this is likely a social engineering attack. Social engineering involves
manipulating individuals into divulging confidential information or performing actions that may
compromise security. Phishing emails, like the one described, often contain fraudulent links to
trick the recipient into providing sensitive information or downloading malware.

Business email refers to business email compromise (BEC), which typically involves
impersonating a high-level executive to defraud the company.

Unsecured network is unrelated to the email content.

Default credentials do not apply here, as the issue is with suspicious links, not login credentials.
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A hash is an algorithm used to verify data integrity by generating a fixed-size string of characters
from input data. If even a single bit of the input data changes, the hash value will change, allowing
users to detect any modification to the data. Hashing algorithms like SHA-256 and MD5 are
commonly used to ensure data has not been altered.
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Before applying any updates or patches to a production VM, especially one with a 99% uptime
SLA, it is crucial to first take a snapshot of the VM. This snapshot serves as a backup that can be
quickly restored in case the update causes any issues, ensuring that the system can be returned
to its previous state without violating the SLA. This step mitigates risk and is a standard best
practice in change management for critical systems.
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Exposing high-value targets like SMB and RDP to the internet on an isolated VLAN is
characteristic of a honeynet, allowing the security team to lure and observe attackers while
keeping production systems protected.
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The security administrator's actions of removing default permissions and adding permissions only
for users who need access as part of their job duties best describe the principle of least privilege.
This principle ensures that users are granted the minimum necessary access to perform their job
functions, reducing the risk of unauthorized access or data breaches.
Least privilege: Limits access rights for users to the bare minimum necessary for their job duties,
enhancing security by reducing potential attack surfaces.
Encryption standard compliance: Involves meeting encryption requirements, but it does not
explain the removal and assignment of specific permissions.
Data replication requirements: Focus on duplicating data across different systems for redundancy
and availability, not related to user permissions.
Access control monitoring: Involves tracking and reviewing access to resources, but the scenario
is about setting permissions, not monitoring them.
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Retention policies dictate how long data must be stored to comply with local and international
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regulations. Non-compliance can result in legal and financial penalties.
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Code signing uses digital certificates to verify the authenticity and integrity of software, ensuring it
has not been tampered with after being created and delivered by the vendor.
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Legacy systems often utilize outdated communication protocols that lack modern security
features, such as encryption. For instance, protocols like HTTP, Telnet, and early versions of
SMB are commonly found in older systems and are known for their vulnerabilities. The continued
use of these insecure protocols exposes organizations to significant risks, including data
interception, unauthorized access, and exploitation by cyber attackers. A report by Cato Networks
highlights that many enterprises still rely on such protocols, leaving their networks susceptible to
threats.
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A DNS filter blocks lookups to known bad domains, stopping users from reaching them, and a
centralized TLS (HTTPS) inspection proxy lets the organization decrypt/inspect HTTP/HTTPS
traffic for malicious content before re-encrypting it outbound.
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This will allow the coffee shop to restrict internet access by redirecting users to a web page where
they must enter the receipt information to gain access.
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A content filter is a device or software that blocks or allows access to web content based on
predefined rules or categories. In this case, the new retail website is mistakenly categorized as
gambling by the content filter, which prevents users from accessing it. To resolve this issue, the
content filter's categorization needs to be updated to reflect the correct category of the website,
such as shopping or retail. This will allow the content filter to allow access to the website instead
of blocking it.
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Domain Name Server (DNS) spoofing, or DNS cache poisoning, is an attack involving
manipulating DNS records to redirect users toward a fraudulent, malicious website that may
resemble the user's intended destination.
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Once hardware reaches end of life, manufacturers typically end security support. Without new
firmware/microcode patches or drivers, newly discovered vulnerabilities remain unpatched,
leaving the device exposed indefinitely - this is the core security concern with EOL gear.
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A partially known environment is a type of penetration test where the tester has some information
about the target, such as the IP address, the operating system, or the device type. This can help
the tester focus on specific vulnerabilities and reduce the scope of the test. A partially known
environment is also called a gray box test.
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TLS certificates:

TLS (Transport Layer Security) is the standard protocol for encrypting data in transit over
networks. Certificates authenticate the server and establish a secure, encrypted channel.
HTTPS:

HTTPS is HTTP over TLS/SSL. It ensures that data sent between clients (like web browsers) and
the cloud server is encrypted and protected from eavesdropping or tampering.
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The data owner is the role responsible for identifying risks to data and determining who should
have access to that data. The owner has the authority to make decisions about the protection and
usage of the data, including setting access controls and ensuring that appropriate security
measures are in place.


https://www.jpnshiken.com/q/65199-5995218/
https://www.jpnshiken.com/q/65199-5995219/
https://www.jpnshiken.com/q/65199-5995220/

Eﬁ:ﬁ: 431

X1V TABEEL RO/ —rRXVIUNBHICESBEICHEAT, /— VIV AD
TETRIEZRELLSELTVET EEBIRODEDHERREBRFIRETLL I,

A ARL—T 4V RT LD

B. T4 RAUVBEIL

C.7—trtxalT4«

D. T—4&i8KfH1E

Eff:B(QA 2V FEREKRT D)

B R: 432

X T EBEENRHORY FT—V DIEEEHFMmZTT L W OMDHBEEEHRRELE
Lz, ERF—LBNENEBELET RIZITIRESZEIEENTTH?

ARy I—DEBRAXv U LET,

B.E&EZEMLET,

C.LER—FEEELET,

D.BATRMERAIBLET,

EfR: (EfEZzRTLET)

B fE: 433

FFHFIVRME, T—32 TL—2HRTOED FSRAMRAOEZEFFMLTCWVET , 7FURX N
T HADICRLEEEDOEVDIERODENTL £5H,

A RESN-V—V

B. TADEE!

C.HEBLRTFATVTATA

D. B EEDHE/

IEf#: (EfEZRTLET)

It asks about the Data plane not the control plane, which includes implicit trust zones, systems
and subjects, and policy enforcement points.

B 434

HEBEDEFHCFEIZAFLTOMT SOOI . RLEILLFEREINLIDITIRD ENTTMN?
A.LANY—3RAvF

B. 77474+ —)L

C.\n——FKv F

D. IDS

Eff:C(AA U FERKRT D)

Eﬁ:ﬁ: 435
HEAEEIX UYLV I TREICHT DMEZHIRT ST EFMY A N—RIEDIR + %
AliBT A &ZaRELFLL:,


https://www.jpnshiken.com/q/65199-5995221/
https://www.jpnshiken.com/q/65199-5995222/
https://www.jpnshiken.com/q/65199-5995223/
https://www.jpnshiken.com/q/65199-5995224/

TENCOREZTIRICRLFEALEIMEREIRODENTL £ 557
A. R[]

B. RTO

C. MTBF

D. ARO

IEfE: (EZRTLET)

BER: 436

BATRAMEYEF o9 A4 MBEATR FRIZKRFERADA —S Ry hIR—rEZFERLEL,
ZTORFERAR—FZTNAREZEKZTDE ZOIDUICIPZ FLADNEY B THENTINSZ &
[CROE A—AILRY FI—IZNETEZIENTEELE, COKSLERESEFCED
. EEBEBEERDSBEENETEEIRNETLLIN?

A R—krtXxaT+g

B.txal)57«4V—>

C. 7OoxiH—/\—

D. kS RKR— L BEF2 )T+«

IEf#: (EfEZERTLET)

BRHI7ESY0-701-JPNRERESR [FIPNTest.comizfit S SY0-701-JPNEHERIC BT S LI&®

[ZIIHFET ! JPNTest.comlES & EHSY0-701-JPNRERSIRESE #1244t L £ 9, JPNTest.com

SY0-701-JPNIAERRIRBE XL SEHINFEF L=, 2 ZTSY0-701-JPNRIRBED TR TPV

EFICANE T, ZHRO 7Y £ X _https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu
765/, 30%7r 4« RAAD > kb $A4ZEI510— F: JPNshiken|

BREMGET. 0T/ VERERBL . BEALEL—FH LT BRLGOT A VRETORELO Y
D7 I PGEEDKREHRELTCVWET , X )TV TSAT7UORERERET 12012,
XAV TAT7FT IR IDERITREJFREIRDS6ENTIM?

A LR—MZIEHREZHERE LB LIELAEZEDD

B. EEXARICBE 77— FZ2EMT S
C.TSAN—REDLOHLR—FADI—F—FHEIRITS

D. @& HINNEh-omEWSFIRHERD S

Ef:B(OAVRERKT D)

Hh: 438

HRLOPTWVWART—FARETTAO Y PARESNELE BED/IART—FRY —T
[, BHF12XFULE KXFIXF, IXFIXFUE NRT— FER2H AT — FO&/IMNE
DEEBE RXADPBOBNROONTVET , ZOSA T MOBRY RV EHERT 5IC
[T RDSIBENHAMEMHTL L5 ?2D2BRLTLEEN,)

A NRRT—FORINXFHE 14 XFITBPOLET,


https://www.jpnshiken.com/q/65199-5995225/
https://www.jpnshiken.com/q/65199-5995226/
https://www.jpntest.com/shiken/SY0-701-JPN-mondaishu
https://www.jpnshiken.com/q/65199-5995227/

NRAT— R Ay a ZILTYXLEMDS S SHAS12 27y THL—KLET,
INRAT— FOBRRXEDEEZ 120 BITEBPOLET,
AT — FORINXFHE 10 XFICERLET,
AT — FORMEDERZ 0 BICEBLET,

A EL I DDRBXFOERETEHFET,
IEfE: (EfEZRRLET)
Since the issue is with the passwords being easy to guess, the solution would be one that
addresses password complexity (and not password history or age necessarily). Increasing the
minimum length of the password and introducing a special character would be the best options for
this.
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Virtualization reduces a company's hardware attack surface by consolidating multiple physical
systems into virtual machines (VMs) running on fewer physical servers. This minimizes the
number of physical devices that need to be secured and maintained, reducing potential entry
points for attackers.
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Business Impact Analysis (BIA) is the process of identifying and evaluating the potential effects of
disruptions to critical business operations. In this scenario, the concern about a generator fault
during failover directly relates to understanding the impact on business operations and continuity.
A BIA would help the team assess the severity of such an event and prioritize risk management
activities accordingly.
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To verify the integrity of downloaded files, a software developer should post hashes on the
website. A hash is a fixed-length string or number generated from input data, such as a file. When
users download the application files, they can generate their own hash from the downloaded files
and compare it with the hash provided by the developer. If the hashes match, it confirms that the
files have not been altered or corrupted during the download process.

Hashes: Ensure data integrity by allowing users to verify that the downloaded files are identical to
the original ones. Common hashing algorithms include MD5, SHA-1, and SHA-256.

Certificates and Algorithms: Are more related to ensuring authenticity and securing
communications rather than verifying file integrity.

Salting: Is a technique used in hashing passwords to add an additional layer of security, not for
verifying file integrity.
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Risk threshold is the maximum amount of risk that an organization is willing to accept for a given

activity or decision. It is also known as risk appetite or risk tolerance. Risk threshold helps an
organization to prioritize and allocate resources for risk management. Risk indicator, risk level,

and risk score are different ways of measuring or expressing the likelihood and impact of a risk,
but they do not describe the maximum allowance of accepted risk.
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Industrial Control Systems (ICS) use proprietary controls and are built to operate reliably in harsh
environments for extended periods, often with limited remote access and management
capabilities.
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The lessons learned phase occurs after an incident is resolved and involves reviewing the
response process, identifying improvements, and implementing changes to enhance future
incident handling.
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By dividing a network into distinct security zones, segmentation isolates traffic flows and contains
breaches, preventing attackers from moving laterally across the entire environment.
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SSH tunneling can secure the unencrypted protocol by encapsulating traffic in an encrypted
tunnel. Segmentation isolates the legacy system, reducing the risk of unauthorized access.
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Impersonation involves an attacker pretending to be a trusted individual, such as a CEO, to trick
someone into taking an action - in this case, purchasing gift cards - often seen in social
engineering attacks via text or email.
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