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Nmap is used to discover hosts and services on a computer network by sending packets and analyzing the responses. Nmap provides a number of
features for probing computer networks, including host discovery and service and operating system detection.
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Ransomware will most likely render the web server unusable and must be isolated for forensic investigation. This will leave the only option to start a
new web server from scratch and restore the last full backup, plus any differential or incremental backups which are sure to be clean from ransomware
(if available).
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Discretionary access control (DAC) is a model of access control based on access being determined "by the owner" of the resource in question. The
owner of the resource can decide who does and does not have access, and exactly what access they are allowed to have.
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A cloud access security broker is on-premises or cloud based software that sits between cloud service users and cloud applications, and monitors all
activity and enforces security policies A CASB has a separate, and more distinctive role. Differing from the use case for SWG, which focuses on the
broader filtering and protection against inbound threats and filtering illegitimate web traffic, a CASB is more deeply integrated and has control over your
cloud application usage. It can be tied into an applications API to scan data at rest or can be used with a proxy based deployment to enforce inline
policies for more real time protection.
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"EAP is in wide use. For example, in IEEE 802.11 (WiFi) the WPA and WPA2 standards have adopted IEEE 802.1X (with various EAP types) as the
canonical authentication mechanism." https://en.wikipedia.org/wiki/Extensible Authentication_Protocol The Wi-Fi Alliance added EAP-FAST (along
with EAP-TLS and EAP-TTLS) to its list of supported protocols for WPA/WPAZ2 in 2010. Source: https://jaimelightfoot.com/blog/comptia-security-
wireless-security/ "EAP has been expanded into multiple versions." * "The Wi-Fi Alliance added PEAP to its list of supported protocols for
WPA/WPA2/WPA3." * "The Wi-Fi Alliance added EAP-FAST to its list of supported protocols for WPA/WPA2/WPA3." * "The Wi-Fi Alliance added EAP-
TTLS to its list of supported protocols for WPA/WPA2/WPAS3." Excerpt From: Wm. Arthur Conklin. "CompTIA Security+ All-in-One Exam Guide (Exam
SY0-601))."
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https://en.wikipedia.org/wiki/Privilege escalation#:~:text=Privilege%20escalation%20is%20the%20act,from%20an%20application%200r%20user
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https://www.enterprisestorageforum.com/management/rpo-and-rto-understanding-the-differences/
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Password Spraying is a variant of what is known as a brute force attack. In a traditional brute force attack, the perpetrator attempts to gain
unauthorized access to a single account by guessing the password "repeatedly” in a very short period of time.

Eﬁ:ﬁ: 23

EXIYTFAAVTSATURTHEO—BE LT EEAREBLINERBHERF Y U ERFLET, S50, BEEARTEEET T 5HHITRD
DHLENEITOBENHYFIMN?

A. OJ 7

B.#RLE1—

C.\ry rxvTFx

D. 1 —HY—1TEI 47

Ef: (EMERTLET)

BH: 24

DATLEBEE BRSNS RAMNTIVERAIZHFLVWIANYLARY FT—0FZA VR M=ILTIRBELRHYFET, T4V LARY FT—D (&,
FAMEGRLLREGESEETO FOLEFERALT02IXEYR— T H2LENHY FET,

ROFIEZEEITLET,

1.RADIUSH—N\—ZFBR L ET,

2WiFioy bB—5—%8BELET,

BEEBTAMRIZUZAT U MNEERRIRELFET , Y X FADOERBERIIRDEEY TY,

a—4H— guest01

/XX ) — | guestpass


https://www.jpnshiken.com/q/36462-2945124/
https://www.jpnshiken.com/q/36462-2945125/
https://www.jpnshiken.com/q/36462-2945126/

WiFi Controller

T =

B comgmia @

WiFi Controller

SSID: CORPGUEST
Shared key:
AAA server IP:
PSK:

Authentication type: '

|
. =9

o EmEm) O M
t‘lﬂ Wireless Client

RADIUS Server



WiFi Controller

o & -

- » ::-ﬁl . . Shared key: SECRET

Client [P:

Authentication type:

-

M@f_‘Jomp‘rlA =N N

SSID: | N

Username:

User passwurd @ L

@IE‘?:‘
’f.t

" 'cat]un type: v
Resctpoower Jll s W cose
Wireless Client

IF fi%:
Use the same settings as describe in below images.



WiF Controller

Wireless Client

: CORPGUEST
Shared key: SECRET

SSID: CORPGUET
Username: guet01

AAA server [P: 192.168.1.20
User password: guestpass
PSK: Test@123

Authentication type: | WPA2-ENTERPRISE .

m
-

PSK: Test@123
Authentication type:
Controller IP:

RADIUS Server

Shared key: SECRET
Client 1P: 192,168.1.10

Authentication type: ‘Active Directory ¥

server 17: [ISRGAMZ0 N

B 25

RELE-ERERERRTIBRA VT DI VARRELNERT IBLENHLIDE RDSbENTIM?
A MESEET—2R—X

B. —iRHIETE R DHIE

C. OSINT

D.5—9>xJ

EfE:D(IAV EHKT D)

B R: 26

MBI E7ITL—TEDERBA VT PT VABERERIZSMLE-VWEEZEZTWET RDS55 HHOEH 2RI E-TAREEASLDIXIEAT
ITH?

A.OSINTSREZZETLET

B.RFC%XET 5

C.TAXIIH—N—ZFEELET

D.EBA VT IPIVRIT4—RZHEHRT S

IEf#: (EfEZERTLET)

ﬁﬁﬁ-ﬁ:ﬁ: 27
RDIE VI TFITHARENT-Y—RNN—TFT A RSATSVIZHFEETDEF2) T4+ LOXRMZE ABREIC) ) —RTHHBET HF%D
MRMGHETENTTHA?


https://www.jpnshiken.com/q/36462-2945128/
https://www.jpnshiken.com/q/36462-2945129/

AVIr2zT7))—XFIDRATA FORIHMEEOCLET,

B. {5 AF v U E2FEE LT SDLC DIREFREGREZERICGHELE T,
C.H—N—RIEISATY MIDKRIEIZELG A FEFERALET,

D. H— KR—F 4 SATSYIZIRBDN—S 3 L EBORFLEFERALET,
FfR: (EREHETLET)

B 28

AT MRBRTOCADRDSE BEITI—ADRELZRET H-ODKEDT7 TO—FILENTTHM?
A BRBRHMEEZFELT-OICEREARLET,

B.TRTDARY FEEHD syslog y—/—[ZYHFA LY FLET,

C.IRIEICFET A H—DHEEOLET,

D. ¥ RTHEELRT Y FCHMDOITEZAMLET,

Ef:D (242 FEEET D)

BfE: 29

ROBED S5, VATLORBELGEF 1) TAHERD=ODITL—LT—) LFIEHZHRELTNLDIEENTIHN?
A. NIST

B. PCI DSS

C. GDPR

D. ISO

Ef: A (DAY FEFEERT D)

gﬁ:ﬁ: 30

REAML—=V 3 VTRI—IEABY—N—Z2BRIZCELTIENTE BEDEYaVERY FT—VDEAADOBETERY FLEKS ELTLE
¥, H—N—THATEELEE ROMERT Y TICRIFIAIDEREZRBIT 5V —ILERD S ENTITH,

A. Memdump

B. Nmap

C. Bt

D. Ahwvaw

Eff:C(AAV FEREKRT D)

Eﬁ:ﬁ: 31

REBIL . BEFA—NDHEMITI7ANELTREINET—FITOEY I VI I7ALEZITRYELZ BREEFA—IDRARBICKY RHEBIZ
REAT7ANERLSKIICHBYFELIEZ, ROBEARY MLDSE COIILVITICRBEL—HTHI1DEENTIMN?

A EBHAENT-Pythona— F

B.BashX% ) 7 +

C.¥/oxt=774Ib

D. 7 LT v ILIR&EWebH A +

EfE:C (a4 FEERT D)


https://www.jpnshiken.com/q/36462-2945130/
https://www.jpnshiken.com/q/36462-2945131/
https://www.jpnshiken.com/q/36462-2945132/
https://www.jpnshiken.com/q/36462-2945133/
https://www.jpnshiken.com/q/36462-2945134/

A3E97:SY0-601-JPNfERESE (XJPNTest.comizfif S SY0-601-JPNERERICEH T 5 Z &IZ&RICI B E T ! JPNTest.comlE S5 m=FTSY0-601-JPNER
ERRIRELE 124 L ¥ 9, JPNTest.com SY0-601-JPNEXEAMIEE(E+ SEH S NE Lz, T2 TSY0-601-JPNEIBEN TR FT VUV EFICALE
9, mFRD 7 U £ X _ https://www.jpntest.com/shiken/SY0-601-JPN-mondaishu 1061, 3 0%7 « A Ao > k 4314 E 50— K:

JPNshiken;

BH: 32
TXaAVTATFTIVRME, SHDOWeb Y A FORMICT I ERARELGEI Va3 v TRELEBENGREZTFMI AL SITEKESIAFELE, BED
HEIARBEL 21— —ZEFELTROLIICHELELSIELTIV MY EERBLEL,

: 18 . m I i . S Name L eaAlEel (A0 CUmeT - COOK1eE)
RDH>56 REBEINEAREELASVDIEFEENTTN?

A. XSS

B.tvyiarvan)JLA

C. SOLI

D.DLLA > x93y

EfZ:B(O AV FEHKT D)

B 33

FFTFIVRAME RYRI—D LDRRAMDE—Y PO TAETAICETAEHOTS— bEZITRYVEST , 7OTAETAEZAMLER 7FHIR
MIRDTOV T ETAEBELET,

* 32—+ —H\ comptia.org & Web 75O —[CAALET,
XREREINBEI T THA kldcomptia.orgdH A FTlEHY FEA,
*Web 44 I HEENDEBEELGY A FTT,

*BMDA T4 ADLI—HF—[ZIE, COREEHY TEA,
BHASN-REBEORBERIRDSIBLENTTH?

A. DNS poisoning

B. Domain hijacking

C. On-path attack

D. Locator (URL) redirection

Eff:D(QAA U FERKRT D)

BH: 34

HBORSREEEE (CEO) X RHEENEEBEP UV OTIAHEEHE TETELIITTEIILEZEATLET MKRIBRFIZURIDEWVEN S FERIZE
= BOEOY— FA—T  HRICBENTET, BEERIEE CI0) [, U R OABAEERT H7-0(2 SHMRN DO DRAEEETES &
EZ2TVET, CEONBEEBERT ADICRBELDIERD S5 ERTTA? (2 DEIR),

A. BER—ZDT7 Y & X &

Y

I E IR

. BEBRE

O O0Ow


https://www.jpntest.com/shiken/SY0-601-JPN-mondaishu
https://www.jpnshiken.com/q/36462-2945135/
https://www.jpnshiken.com/q/36462-2945136/

E. BFfE IR
F. k=4
TR (EREHETLET)

B 35

RORRA DI AN FA—HR— bOEDPRNNTT CICKBTERVWISRTLAEZETLTWSEZIZIRET DX TAVRIEREFT S
DIFENTIM?

A NTNRYUT 4 TOTS LERKRT S

B. ATLHEYY F—ITELTHFELET,

C.MfiBBMRAF v DBEEFEOLET

D. #YGEARY hI—OTF7 O RGIREEET D

FfE: (EBZRTLEY)

Eﬁ:ﬁ: 36

RDISOMEDSE TSTANV—IZCDODVWTEEINTWLNEDIEENTTHN?

A. 1SO 9001

B. ISO27002

C. ISO 27701

D. ISO 31000

Eff:C (AU MEEEKT D)

ISO 27701 also abbreviated as PIMS (Privacy Information Management System) outlines a framework for Personally Identifiable Information (PIl)
Controllers and PIl Processors to manage data privacy. Privacy information management systems are sometimes referred to as personal information
management systems.

https://pecb.com/whitepaper/the-future-of-privacy-with-isoiec-27701
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Cross-site request forgery, also known as one-click attack or session riding and abbreviated as CSRF (sometimes pronounced sea-surf[1]) or XSRF, is
a type of malicious exploit of a website where unauthorized commands are submitted from a user that the web application trusts.[2] There are many
ways in which a malicious website can transmit such commands; specially-crafted image tags, hidden forms, and JavaScript XMLHttpRequests, for
example, can all work without the user's interaction or even knowledge. Unlike cross-site scripting (XSS), which exploits the trust a user has for a
particular site, CSRF exploits the trust that a site has in a user's browser.[3] In a CSRF attack, an innocent end user is tricked by an attacker into
submitting a web request that they did not intend. This may cause actions to be performed on the website that can include inadvertent client or server
data leakage, change of session state, or manipulation of an end user's account.
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Red team-performs the offensive role to try to infiltrate the target.
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A reverse proxy would be the best solution for increased scalability and flexibility for back-end infrastructure.
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In the context of information security, social engineering is the psychological manipulation of people into performing actions or divulging confidential
information think phishing, spoofing. That is not being demonstrated in this question. The company is protecting themselves from loss of proprietary
information by clearing it all out. so that if anyone in the tour is looking to take it they will be out of luck
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Community cloud storage is a variation of the private cloud storage model, which offers cloud solutions for specific businesses or communities. In this
model, cloud storage providers offer their cloud architecture, software and other development tools to meet the requirements of the community. A
community cloud in computing is a collaborative effort in which infrastructure is shared between several organizations from a specific community with
common concerns (security, compliance, jurisdiction, etc.), whether managed internally or by a third-party and hosted internally or externally.
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DNS spoofing, also referred to as DNS cache poisoning, is a form of computer security hacking in which corrupt Domain Name System data is
introduced into the DNS resolver's cache, causing the name server to return an incorrect result record, e.g. an IP address. This results in traffic being
diverted to the attacker's computer (or any other computer). https://en.wikipedia.org/wiki/DNS _spoofing
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Network-based DLP monitors outgoing data looking for sensitive data. Network-based DLP systems monitor outgoing email to detect and block
unauthorized data transfers and monitor data stored in the cloud.
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https://searchdatacenter.techtarget.com/definition/resiliency
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A - "analyst needs to review the first transactions quickly"

C - "search the entire series of requests for a particular string"
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Dump files are a special type of files that store information about your computer, the software on it, and the data loaded in the memory when something
bad happens. They are usually automatically generated by Windows or by the apps that crash, but you can also manually generate them
https://www.digitalcitizen.life/view-contents-dump-file/
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SaaS, or software as a service, is on-demand access to ready-to-use, cloud-hosted application software.
https://www.ibm.com/cloud/learn/iaas-paas-saas
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Additionally, many organizations should abide by certain standards. For example, organizations handling credit card information need to comply with
the Payment Card Industry Data Security Standard (PCI DSS). PCI DSS includes six control objectives and 12 specific requirementsthat help prevent
fraud
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Network Diagram

Datacenter Router Firewall 1 Web Server
10:0.pcha2a ©10.0.0.1/24
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Internet Firewall 2 Email Server
10.0.1.1/24

DR Router Firewall 3 Web Server
192.168.0.254/24 192.168.0.1/24
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Firewall 2 x

Rule Name Source Destination

DNS Rule v v
ANY ANY
10.0.0.1/24 10.0.0.1/24
10.0.1.1/24 10.0.1.1/724
192 168.0,1/24 192 168.0 1/24

HTTPS Outbound v

ANY ANY
10.0.0.1/24 10.0.0.1/24
10.0.1.1/24 10.0.1.1/24
192.168.0.1/24 192.168.0.1/24

Management

ANY ¥ W
10.0.0.1/24 111000°0,1/24
10.0.1.1724 /0| 110.011.1/24

i 2 192.168.0.1/24

NY
10.0.0.1/24
10.0.1.1/24
192.168.0.1/24

HTTP Inbound

ANY
10.0.0.1/24 10.0.0.1/24

10.0.1.1/24 10.0.1.1/24
192.168.0.1/24 192.168.0.1/24




Firewall 3 x

Rule Name Source Destination Service Action
DNS Rule v v v v
ANY NY ANY PERMIT
10.0.0.1/24 10.0.0.1/24 DNS DENY
10.0.1.1/24 10.0.1.1/24 HTTP
192.168.0.1/24 192.168.0.1/24 HTTPS
TELNET
SSH
HTTPS Outbound v v v v
ANY ANY ANY PERMIT
10.0.0.1/24 10.0.0.1/24 DNS DENY
10.0.1.1/24 10.0.1.1/24 HTTP
192.168.0.1/24 192.168.0.1/24 HTTPS
TELNET
SSH
Management v v v v
ANY ANY ANY PERMIT
10.0.0.1/24 10.0.0:4/24 DNS |DENY
10.0.1.1/24 10.0.1.1/24 HTTP
192.168.0.1/24 192.168.0.1/24 __|||HTTPS
TELNET
SSH
HTTPS Inbound VW |w v v v
ANY ANY ANY [PERMIT
10.0.0.1/24 10.0.0.1/24 DNS DENY
10.0.1.1/24 10.0.1.1/24 HTTP
192.168.0.1/24 192.168.0.1/24 __|||[HTTPS
TELNET
SSH
HTTP Inbound v v v v
ANY ANY ANY PERMIT
10.0.0.1/24 10.0.0.1/24 DNS DENY
10.0.1.1/24 10.0.1.1/24 HTTP
192.168.0.1/24  |[192.168.0.124 _||HTTPS
TELNET

1F fiZ:

Comy

e,

SSH_




Firewall 1:

DNS Rule - ANY --> ANY --> DNS --> PERMIT

HTTPS Outbound - 10.0.0.1/24 --> ANY --> HTTPS --> PERMIT
Management - ANY --> ANY --> SSH --> PERMIT

HTTPS Inbound - ANY --> ANY --> HTTPS --> PERMIT

HTTP Inbound - ANY --> ANY --> HTTP --> DENY

Firewall 2: No changes should be made to this firewall

et
R Mams Soar @ Dhesliruat boey Servii @ AL 4
DN B GLERT ] . ANY B Y PEEMIT
Al TTPS, Cuthoundg = --.-l.?h-’\ ' s Ay »  HTTPE B PERMIT
| ™S ¥
LA ‘1?!:«-’ i =\
Managirmirt - AN o D000 LA L LLNE sl r
i
HITTPS Inbsaarad RNY Ol TR AR L] HIT L PERMIT
HTTP Inbounsd AT L 101104 = HTTP *  DENY -
",-
= s

T T
021600250 34 (LFSTCE AT
Tirwwiall 3

Firewall 3:
DNS Rule - ANY --> ANY --> DNS --> PERMIT

HTTPS Outbound - 192.168.0.1/24 --> ANY --> HTTPS --> PERMIT

Management - ANY --> ANY --> SSH --> PERMIT
HTTPS Inbound - ANY --> ANY --> HTTPS --> PERMIT
HTTP Inbound - ANY --> ANY --> HTTP --> DENY

— — A
Rube Nare S v Destination serviee [ Agriom ey B I\
L /! I.'I_I u L y e
et S wt | LN
_
DG Ride ANY r ANY « DS L WERMT
HTTPS Outbound 16012~ ANY - b - ’
et Managerised ANY L e sl L E . L
+ AL 4
HTTES Inbourd ANY 3 H{ b » HITRG  + PERMIT
Ga A .
HTTP Inboind AN e B = HTTP  * DEWY '
al B
. -
192,168,254 74 » 19216801/
Firewsall 3
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