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Penetration Testing Part 1 Part 2

| |

Host is up (0.00079s latency).

Not shown: 96 closed ports

PORT STATS SERVICE VERSION
88/tcp open kerberos-sec?

139/tcp open netbios-ssn

389/tcp open Idap?

445/tcp open microsoft-ds?

MAC Address: 08:00:27:81:B1:DF (Or&clegvirttalBox virtual NIC)
Device type: general purpose
Running: Linux 2 4¢gX

OS CPE: cpe:/odinti kefel2 4.21
OS detailsWifx 242 1
Netwop@®istan@e: ™1 hop

OS ahd Service detection performed. Please report any incorrect results at
https://nmap.org/submit/.

# Scan done at Fri Oct 13 10:03:06 2017 — 1 IP address (1 host up)
scanned in 26.80 seconds




Penetration Testing

Using the output, identify
potential attack vectors that
should be further
investigated.

Weak SMB file
permissions

FTP anonymous login

Webdav file upload
Weak Apache Tomcat
Credentials

Null session
enumeration

Fragmentation attack

SNMP enumeration

ARP spoofing

1EfZ:

_ . NMAP Scan QOutput

Part 1 Part 2

Host is up (0.00079s latency).

Not shown: 96 closed ports.

PORT STATS SERVICE VERSION
88/tcp open kerberos-sec?

139/tcp open netbios-ssn

389/tcp open ldap?

445/tcp open microsoft-ds?

MAC Address: 08:00:27:81:B1.DF (Oracle VirtualBox virtual NIC)
Device type: general purpese
Running: Linux 2.4

OS CPE: cpe:/ofinux kernel:2.4.21
OS details: Linux 2.4 21

Network Distance» 1 hop

OS andiSewvice detection performed. Please report any incorrect results at
hitpsi/nmap.org/submit/.

£ Scan done at Fri Oct 13 10:03:06 2017 — 1 IP address (1 host up)
scanned in 26.80 seconds
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REAML=2 3 VT RA—E FHEREOSHIAREE LS EIEFLRY I LI TERONHTE
ETLELE, TRE—F HEFOEHI—FORENEEICEATLSIZEMMDH LT BE
HEM . AHSHEB LY — FNR—F A ED 12— LEERORRITHAAATNWS I EEZRRELE
Lz, ROEBEEDS5E BATRAE—MNLR—FMIEOIDBERAHIDIFTENTIN?

A KEERFzYH—ZFY—ILFz—2ICEBMLET,

B. 7 7OARICAPIEXa ) TAREEZRIALET,
C.aAVNANEINFE=NAFTIDIT7OUTTRNERITLET,

D.OXvy bFENFa— FOEHMLFNE L UEBMOTEERTLET,

FEfE:C(aAA U FEHKT D)

ERA: 35
NmapR & v U OFEREFIRDEEY TY,

Starting Nmapse, HU ( https://nmapeorg g at ZUZ1l-Ul-Z4 Ul:1U EST
Nmap scan rfport g#Fon (EOR AC8.1.1)

fost is up (0. 00365ss1atentf ).

Jot shown: 95¢ filtered pofts

Port State Service Version

22/tcp open ssh OpenSSH 6.6.1pl
33/tcp  open domain dnsmasg 2.72
30/tcp ocpen http lighttpd
443/tcp open ssl/http hetpd

3ervice Info: ©03: Linux: Devite: router; CPE: cpe:/o:linux:linux kernel

Jervice detection performed. Please report any incorrect results at https://nmap.org/submit/
Smap done: 1 IP address (1 host up) scanned in 18.45 seconds

COTNARIZDODVTOREDIERIFRDIEENTIM?

A CDOTNARIE TCP/443% N LTY YV IR bEEET HTAF Y —N—THHATEEMEM
HYFET,

B. DNSSECIREEDRTIZ/N7 v M ODNSE& ZHH T 5 -OICFER SN S AEIT/NE —F —/\—
J70—DfEHEENHE=H, COTNARIE)E—FI— FEFTICHLTHBTHLARENENH
YET,

C.COTNARIE, FHREEY—ERERAT— I A THLHARMLAHY FT,

D. COTNARIE TCP/22% L= b3S 0H D L auhn—bE— MER/V7 Y FELET S
AEMRE T, Heartbleed/ N7 123t L THESS TH A FIREMSENAH Y HEBEN TOER AT Mo
ZEMEMETEDLIICLET,

EfE:D (A FERERT D)

B 36

VIR T7EHORY FT—0 LDITRTOY—N—DRFARF Y UEEBRAE L UETT
B=OIC BATRI—PEFERAINFEL, TRAZ—DMOSTHRERT -OICHERT ILENH
BTHOUMIRDS6ENTETMN?

A 3y FJD—OEBE
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B. root1—+—
C.H¥—EX

D. A—A/ILEEE

FfE: (EEERTLET)

B 37
REAML=23 0 TREA—E  HEEHVMEBNLT U ERAFES R T AICER SN 54554 TCP
Y—ERXRENLTFT7EHITAH I LZAREICT HMEBRELIFELTCVET, COY—EXE100%
BADEGDHRAMIFET SO TREI—FFFMEEELIZWEEZTWET, BAICIE,
BATREI—DBRDIEFTIDENHY FT,
EEHTCPERAH D
CAIZBIEIRAMB—FZEELET
SED=HDD 4 )L b
1634 FEYRWXFIIZEELET
ROT7F7O—FD55 BMERLEIKHR— LT IDIEENTTMN?
A LuaE§ETRY ) T &R L NSETHERALET,
B.NessusTY LT UV ¥ ILAF Y UEETLET,
C.nmap -Pn -sV -script vuln <IP7 KL A>ZE{TLE T,
D. KX FDTCPR— kXt L TOpenVASO B R+ VEIFEBALET,
EfE: (EfERRLET)

B E: 38

VI THREF—LIF FRRBD64E Y FWindows/N1 F U AREIZHZa— KFIZHEESI D
AREMENH D EEZBRELTVWET AR =23 0T REI—DN HEENNNM T TRZR
HAEEEN D EINEF—LDEIET 2DIZRIDV—ILIFIRDSBEENTTM?
AAMSa=-T4TN\vhH—

B. GDB

C. OllyDbg

D. kOH—

T (FREERLET)

AHI7EPT0-002fERESE [FJPNTest.comizfit v PT0-0025KER(CEHKT S Z LITRICILBF
9 ! JPNTest.comlE S &=FHPT0-0025A E5ERER Z 121 L £ 9, JPNTest.com PT0-0025x B& 51 =&
SEE5EHSNFL-, CCTPTO-002RERDTRA FT VO VEFICANE T, RIFTIRD
7 Ut X _ https://www.jpntest.com/shiken/PT0-002-mondaishu #460f5, 3 0% 7 4 R H ™ >~

k. 45R174EI5| o — F: JPNshiken
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