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Hot storage using Solid State Drives (SSD) is designed for data that needs to be accessed frequently and quickly. SSDs provide faster access times compared to HDDs, making them suitable for high-
availability and speed-critical files, such as those currently in use or requiring rapid access.
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CIS benchmarks provide industry-recognized best practices for securely configuring technologies.

Using these benchmarks ensures the configuration standard aligns with expert consensus and widely accepted security guidance.
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Object storage is optimized for unstructured data, providing scalability and redundancy. It is ideal for storing large amounts of data like media files, backups, and archives.
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Tracking the source of the unauthorized log-in attempts allows the administrator to determine whether the activity is malicious or coming from a compromised system. Identifying the origin is the most
effective next step for troubleshooting and incident response.
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Edit config WAF logs

ﬂﬂllahlllbf
Rule ID Description

1001 Brute-force attempt ~https://webapp[.Jcomptia[.Jorg/$ Block

1002 Botnet (A https://webapp[.]Jcomptia[.]org/$ 1 Block | (X
1003 API web server “https://webapp3[.Jcomptia[ Jorg/([0-9A-Za-z][0-9A-Za-z_-?]*/)*$ J Allow v |B
1004 Chat web traffic “https://webapp4|.]Jcomptia[.]Jorg/chat/request[.]php$ Allow Vil B
1005 Finance application 1 ["‘hl:tps:;’fwebappl[.]cﬂmptia[.]l::rg,r’{[U-QA-Za-z][U-BA—Za-z_-?]*)*$ : Allow ¥ |B
1006 Finance application 2 ~https://webapp1[.]Jcomptia[.]org/login[.]htmi$ Block S 1A

1007 Video application :“https:j /webapp2[.Jcomptia[.]org/video/stream$ ] Allow L -




Edit config WAF logs

Dec 12 21:50:45 10.1.105.1 CEF:0|Sec|Gateway|1.@|WAF |WAF_INSPECT|5|src=192.168.11.129 spt=39110 method=POST
request="PASS991!!" msg=Unauthorized content. cnl=2002 cn2=184 csl= cs2= c¢s3= cs4=ALERT ¢s5=2020 act=blocked

Dec 12 22:20:17 10.1.105.1 CEF:0|Sec|Gateway|1.0|WAF|WAF_STARTURL |6|src=192.168.10.142 spt=48989 method=GET
request=https://webappl.comptia.org/FIN/login.html msg=Start URL Check Failed. cnl1=1005 cn2=248 csl= cs2= cs3= cs4=ALERT cs5=2020 act=blocked

Dec 12 22:23:20 10.1.105.1 CEF:0|Sec|Gateway|1.0|WAF |WAF_STARTURL|1|src=192,168.11.129 spt=38995 method=GET
request=https://webapp2.comptia.org/VIDEO/stream msg=5tart URL Check Passed. cnl=1007 cn2=106 csl= cs2= c¢s3= cs4=INFO cs5=2020 act=allow

Dec 12 22:23:20 10.1.105.1 CEF:0|Sec|Gateway|1.8|WAF|WAF_STARTURL|1|src=192.168.10.142 spt=49015 method=GET
request=https://webappd.comptia.org/CHAT/request.php msg=Start URL Check Passed. cnl=1004 cn2=332 csl= cs2= cs3= cs4=INFO cs5=2020 act=allow

Dec 12 22:25:01 10.1.105.1 CEF:@|Sec|Gateway|1.0|WAF |WAF_URIINSPECT|2|src=192,168.10.142 spt=49117 method=GET
request=https://webapp3.comptia.org/api?reqStatus=1 msg=Log sensitive request. cnl=1003 cn2=432 csl= cs2= cs3= cs4=INFO cs5=2020 act=allow
IE #%:

The issue is with Web app 1 (Finance application).

From the WAF logs, we can see that requests to https://webapp1.comptia.org/FIN/login.html are being blocked (Rule ID 1006). The rule is configured to block access to the finance application's login
page. This corresponds to the reported issue of the web-based login prompt not loading. To remediate the issue, the WAF configuration for Rule ID 1006 should be changed from "Block" to
"Allow". This will enable the web-based login prompt to load for the client. Additionally, the client app configuration indicates that the client laptop (IP 192.168.10.142) is trying to access the service, and

the WAF logs show that requests from this IP are being blocked due to the current rule set. Changing the action for Rule ID 1006 will also ensure that legitimate attempts to access the login page from
this IP are not blocked.

Steps for remediation:

Go to the WAF configuration.

Find Rule ID 1006 for the Finance application 1.
Change the action from "Block" to "Allow".

Save the changes.
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*2021/12/18 09:33:12™ ™10.34.32.18" ™104.224.123.119" “POST /login.php?

1=administrator&p=or%201%20=1"
22021/12/18 09:33+13" "10.34.32.
1=administrator&p=%27%0A"
2021712718 09:33:14" “10.34.32.18" ™104.224.123.119" “POST /login.php?
1=administrator&p=%26

'2021/12/18 09:33:17" ™10.34.32.18" “104.22412% B18'% “POST /login.php?
1=administrator&p=%3R"

'2021/12/18 09:33412” 2RO 838 FE™S 103 .224.123.119” “POST /login.php?
1=admin&p=0r%201%20=1"

*2021/12/18 09:33:49" ™10.34.32.18” “104.224,123.119” “POST /login.php?
1=admin&p=%27%0A"

*2021/12/18 09:33:21% “10.34.32.18% “104.224,123.119" “POST /login.php?
1=admin&p=%26"

*2021/12/18 09:33:23% ™10.34.32.18” ™104.224812301398") "MHOSK §/ 1bgaan. php?

1=admin&op=%3R"”
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The log entries show multiple POST requests to a login page (/login.php) with the following patterns in the parameter values:
u=administrator&p=0r%201%20=1

u=admin&p=0r%201%20=1

These requests indicate the use of SQL injection techniques. The use of keywords like "or

1=1"is a common SQL injection pattern used to bypass authentication by manipulating SQL statements. This suggests that an attacker tried to manipulate the application's SQL queries to gain
unauthorized access.

’_‘I

8" “104.224.123.119”" “POST /login.php?
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The Common Vulnerability Scoring System (CVSS) is what the organization should use to calculate the severity of the risk from using an old version of Apache Log4j software component.
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CVSS provides an open framework for communicating the characteristics and impacts of IT vulnerabilities.
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Right-sizing is the process of allocating the correct amount of resources to a VM. In this case, the VMs that are constantly ballooning are being allocated too much memory. Right-sizing these VMs will
reduce the amount of memory that they are allocated, which will prevent them from ballooning.
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Active-active configurations involve multiple sites operating simultaneously, ensuring maximum availability and failover capabilities, which are critical for meeting high SLA requirements.
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After applying an update--even if it "appears" successful--the next step is validation. In CompTIA Cloud+ operational procedures, change management and maintenance activities require post- change
verification to confirm the service is functioning as intended and that no regressions were introduced. For a code repository running on a VM, this includes confirming the repository service starts
correctly, users can authenticate, read/write operations work, hooks/integrations function, and logs show no errors. This step also supports incident prevention and rapid rollback decision- making if
issues are detected.
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Log retention ensures that historical log data is preserved for a sufficient period, allowing investigators to review past events and reconstruct timelines during root cause analysis.

Tracing provides visibility into requests and transactions as they move across cloud services and components. This helps identify where failures occurred and how events propagated through the
environment, making root cause analysis more effective.
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AES (Advanced Encryption Standard) is the best algorithm to replace Base64 for secure data exchange. Base64 is an encoding method that is not secure by itself, as it's easily reversible.

AES, on the other hand, is a widely used encryption standard that ensures data is protected and is not readable without the correct encryption key.
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In the shared responsibility model, the cloud provider is responsible for the security of the cloud (infrastructure, hardware, data centers), while the customer is responsible for security in the cloud,
which includes securing their applications, data, and configurations.
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Serverless computing provides the quickest and easiest provisioning because the cloud provider automatically manages the underlying infrastructure, scaling, and resource allocation. This allows
applications to be deployed and run without provisioning or managing servers, significantly reducing setup time and operational effort.
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Developers use code versioning to keep track of changes made during software development projects. It is a system that records changes to a file or set of files over time so that specific versions can
be recalled later.
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Since the cloud administrator can access the application from the same site but users cannot, it suggests a possible issue with the network routing. The routing table may need to be updated to ensure
that traffic from the users' location is correctly directed to the new location of the remotely hosted application after the migration.
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Archive storage is the most cost-effective type of tiered storage for retaining data that is infrequently accessed and only when required for compliance reasons. It is designed for long- term storage and
offers lower storage costs compared to hot, cold, or warm storage tiers.
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API rate limiting is a mechanism used by SaaS applications to prevent abuse by limiting the number of requests that can be made to an API within a specified time frame. If the developer sent too
many requests in a short period, the application may have triggered rate limiting, causing temporary blocks on further requests from the server or affecting all users if the limits were exceeded on a
shared resource.
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To effectively manage backup retention and control increasing storage costs, the administrator should establish a policy for deleting old backup files after a certain time period. This ensures that
outdated backups that are no longer needed for recovery are removed, freeing up storage space and reducing costs.
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Setting up the VMs to turn off outside of business hours at night will reduce costs the most, especially since a maximum of 30 users work at the same time and users cannot be interrupted while
working. This approach ensures that resources are used only when necessary.
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In a two-disk mirror (RAID 1), one disk is used for redundancy. Therefore, only 50% of the total disk capacity is available for storage.
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To guarantee that backups can be restored with no data loss, the administrator should test for data integrity. This ensures that the data has not been altered during the backup process and that it can
be restored to its original state.
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The communication plan defines the meeting cadence, frequency, participants, formats, and methods of communication. If participation is low, the project manager refers to this plan for validation and
adjustment. This is part of governance and compliance to ensure the right stakeholders are engaged appropriately.
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In the Docker pull command given, images.comptia.org represents the image registry. A Docker image registry is a collection of repositories that host Docker images. It is where images are stored and
organized, and from where they can be pulled for deployment.
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A bastion host is the best option described for accessing cloud resources without direct internet access. It acts as a secure gateway to access internal networks from external sources and is often used
in conjunction with other security measures such as SSH for secure connections.
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The following ports are required from a security perspective:

Port 22: This is the SSH port, which is used for secure remote access.
Port 443: This is the HTTPS port, which is used for secure web traffic.
Port 445: This is the SMB port, which is used for file sharing.
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Code versioning is the practice of managing multiple versions of a software project while keeping them separate and accessible. It allows developers to track changes, revert to previous versions, and
collaborate effectively without losing historical modifications. Version control systems like Git, SVN, and Mercurial enable developers to manage branches, tags, and commits to maintain different
versions of the software.
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Allocating excessive memory to VMs can lead to slow performance during initialization. Dynamic memory allows the system to allocate resources as needed, optimizing performance and resource use.
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Rehosting, often referred to as "lift-and-shift," is the process of migrating an application or workload to the cloud without modifying it. This approach is suitable when there are timing constraints that
prevent making changes to the application prior to migration. Rehosting can be the quickest migration strategy since it involves moving the existing applications to the cloud with minimal changes.
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Platform as a Service (PaaS) provides a platform allowing customers to develop, run, and manage applications without the complexity of building and maintaining the infrastructure typically associated
with developing and launching an app. Adopting PaaS can significantly reduce the management overhead of servers and networks.
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Functional testing is a type of software testing that validates the software system against the functional requirements/specifications. The purpose of Functional tests is to test each function of the
software application, by providing appropriate input, verifying the output against the Functional requirements.
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Explanation:
First Cloud Service Provider Dropdown (Password Management):

Single Sign-On (SSO): This reduces the need for multiple logins, making it easier for users to securely access cloud services with minimal login requirements.
Second Cloud Service Provider Dropdown (Password Management):

Multi-Factor Authentication (MFA): To fulfill the requirement for secondary authentication, adding MFA strengthens access security by requiring an additional factor beyond just passwords.
Database Server Dropdown:

Security Information and Event Management (SIEM): This control is ideal for tracking user activity and monitoring for anomalous activity, as it can analyze and log activities across the network,
providing valuable insights into potential security threats.
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End of life refers to the point at which data is no longer required to be retained according to business, legal, or regulatory requirements. Since the company is required to keep historical data for seven
years, data older than that retention period has reached its end of life and can be automatically deleted.
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Type 1 hypervisor would be the BEST platform for the company to use in this scenario. Type 1 hypervisors are native hypervisors that are installed directly on the host machine's hardware.
They provide high-performance virtualization, better security, and greater system independence, making them a better option than Type 2 hypervisors, software application virtualization, or remote
dedicated hosting.
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Data sovereignty refers to the legal implications of storing data in a country, subject to that country's laws. As the website's usage expands globally, data sovereignty becomes a critical concern
because laws governing data ownership, privacy, and rights can vary significantly from one jurisdiction to another, potentially affecting the users' ownership rights over their photographs.
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DLP is a set of tools and techniques that helps prevent sensitive data from being disclosed, stolen, or lost. It works by monitoring and controlling the flow of data in and out of an application, identifying
sensitive data based on predefined rules, and taking action to prevent unauthorized access or transmission of the data.
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Security is critical to protect sensitive healthcare data during and after migration.

Compliance ensures the cloud environment meets healthcare regulations such as HIPAA.
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A stand-alone system is a physical compute resource with its own dedicated networking, operating system, CPU, and RAM running directly on hardware. Unlike virtual machines or containers, it does
not rely on a hypervisor or shared host operating system for its operation.

Eﬁ:ﬁ: 40
9S5O REBEE>REAE V57 FRIZ3 DY —N—%ERLELE, BEE, Y—N\—PHEICEETELRVKLSICACL ZERTHETLEE, H—N—EZRDIP 7 RLATERINEL:,

Server 1 Server 2-_“. T-S—E;vé-r-a N

IP address [172.16.12.7 172.16.12.14 172.16.13.4
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This change places Server 2 in a different subnet from Server 1, preventing communication between them via ACLs based on subnet isolation.
If servers are isolated at subnet level, ACLs can be effective in blocking cross-subnet communication.
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Using cloud policies enforces organizational standards and prevents unauthorized or noncompliant configuration changes. Policies help ensure resources remain configured according to approved
requirements.

Using Infrastructure as Code (laC) allows cloud resources to be defined, deployed, and managed consistently through version-controlled code. This reduces configuration drift and prevents manual
changes from causing inconsistencies in the environment.
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A Virtual Private Cloud (VPC) allows users to create a secluded section of the public cloud where resources can be launched in a defined virtual network. This enables an organization to have a
section of the cloud that is secured and isolated from the public internet, thus, access to public cloud resources can be restricted to only a corporate VPN.
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COPY main.py ./
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Adding USER nonrootensures that the application runs as a non-root user within the container, reducing the risk of privilege escalation and limiting the damage that could be done if the container is
compromised. Running containers as root is generally discouraged for security reasons.
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my load balancer {}
for x in range (1000) :
my web server ()
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D. my_load_balancer () B$Zz/IL—TDRICEELFT,
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The developer should request an increase of the instance quota from the cloud provider. Cloud services often have a limit on the number of instances that can be created, which is known as an
instance quota. If the load balancer is successfully created but the number of web servers is limited to 100, it suggests that the quota has been reached. Increasing the quota will allow the creation of
additional web server instances up to the desired number.
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Configuration as Code (CaC) ensures that all cloud deployments are consistent, repeatable, and automated by defining infrastructure configurations in code (e.g., Terraform, AWS CloudFormation,
Ansible). This eliminates inconsistencies caused by manual deployments, reduces human errors, and enables version control, making it easier to track changes and collaborate effectively among
multiple engineers.
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A major advantage of adopting a microservices architecture is rapid feature deployment.

Microservices allow for independent development, deployment, and scaling of individual service components, enabling teams to bring new features to market more quickly and efficiently compared to

monolithic architectures.
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IP addresses in the range of 169.254.0.0/16 are Automatic Private IP Addressing (APIPA) addresses, which devices assign themselves when they are configured to obtain an IP automatically but are
unable to reach a DHCP server to get one. The most likely cause for VMs in a cluster to receive APIPA addresses is the exhaustion of the DHCP scope, meaning there are no more available IP
addresses in the DHCP range to be assigned.
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The first step in any incident response procedure is to contain the incident and prevent it from spreading or causing more damage. In this scenario, the systems administrator is reviewing the logs from
a company's IDS and notices a large amount of outgoing traffic from a particular server.

The administrator then runs a scan on the server, which detects malware that cannot be removed. This indicates that the server is compromised and may be sending malicious or sensitive data to an
external source. Therefore, the best thing to do first is to disconnect the server from the network, which will isolate it from the rest of the system and stop the data exfiltration.
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The canary deployment model is an approach where a new feature or service is rolled out to a small subset of users before being deployed widely. This method allows the company to test the impact
of the new feature in the production environment with a limited scope, minimizing risk and potential cost implications if issues arise. This approach contrasts with blue-green deployments, which involve
switching between two identical environments; rolling deployments, which gradually update all instances; and in-place deployments, which update the current environment. The canary model is
particularly suited for targeting specific user groups and gathering feedback before a full rollout.
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Updating the configuration management scripts and pushing the patch to the target servers automates the change quickly across many systems while reusing the existing infrastructure. This avoids the
extra compute overhead of cloning or launching replacement servers and is much faster than patching each server manually.
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Network Subnet

Corporate Network 192.168.0.0/24

Network 2 192.168.10.0/24

Metwork 3 192.168.11.0/24

MNetwork 4 192.1658.12.0/24

Routing Table:

Source Destination

192.168.10.0/24 192.168.0.0/24
192.168.11.0/24 192.168.0.0/24
192.168.12.0/24 192.168.1.0/24
192.168.13.0/24 192.168.1.0/24
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Applying fixes in the testing environment first allows the administrator to verify the patch's effectiveness and stability before deploying it to the critical server, minimizing interruptions.
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The correct script is Option A, which uses a conditional test to check if the volume size is less than 100GB. If it is, then it performs a resize operation; otherwise, it outputs a message indicating the
volume is already the desired size.
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Refactoring is the process of restructuring existing computer code without changing its external behavior. In cloud computing, it often means modifying the application to better leverage cloud- native
features and services. This can address user demand and reduce maintenance costs by making the application more scalable, resilient, and manageable.
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A network load balancer operates at the transport layer and is designed to handle extremely high performance and very low latency traffic. It forwards connections based on TCP/UDP without the
additional processing required for application-layer inspection, enabling faster packet handling and minimal delay, which is ideal for applications requiring very low latency connections.

BHfE: 56

BEODLI—HF—TIL—TH _#HLIEBEFLE=28EWeb7” F1J 45— 3 2T 500 Internal Server Errorj]EWVWS TS5 — A v tE—UNRRFINBZEVSHERAERELTWET HRBEITZTIVSr—2 3>
DEMERREZERETELRVESO COBED STV a—T 1A VIR TEFEFRA, COMBEMRMICESI TV a—T 40 7T 5BDIC AREBEFIFTRDIBENETOIRNETLLIN?
A7T)Vr—23 00— FR&#BELT #VNEAT 774 ILERTTDEIICLET,

B.I5—F%ER$II7&EAYaR—FEERLET,

C.AVYTY MREEBREERT S,

D.OJ&EHNY I Iz T72TBED I =V LET,

EfE:D(QAAV FEHKT D)

Log aggregation software centralizes logs from multiple components of a distributed application into a single system, providing visibility into application behavior and errors across services and servers.
This allows developers to efficiently collect and analyze logs needed to identify the cause of the 500 Internal Server Error.
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Object Lock prevents stored data from being modified or deleted for a specified retention period.

This helps maintain data confidentiality and integrity while ensuring records are retained for the required minimum of five years. When used with cloud storage buckets, it provides immutable protection
that supports regulatory compliance and backup retention requirements.
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A Zero Trust architecture assumes that no user, device, or network segment should be trusted by default. It enforces continuous verification, least-privilege access, and network segmentation, limiting
an attacker's ability to move laterally between systems after an initial compromise. In this scenario, even if the firewall were breached, Zero Trust controls would help prevent access to other servers
and reduce the overall impact of the intrusion.
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vCPU, vGPU, subscriptions, storage, bandwidth, licensing: These metrics are critical for capacity planning as they address computational, storage, and licensing requirements, as well as bandwidth
constraints.
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Hardening a VM image involves implementing security measures to reduce vulnerabilities and protect against threats. This process includes removing unnecessary software, services, and
permissions, ensuring that the remaining software is updated with the latest security patches, and configuring settings to enhance security. Starting with a public image, the administrator should apply
hardening techniques to ensure the custom company-standard VM image is secure and resilient against attacks.
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When a cloud server is decommissioned after a proof of concept, the best action to take regarding the storage used on the server is to archive it. Archiving ensures that the data is kept in a less
accessible but secure storage service, which may be required for regulatory or compliance reasons, especially for a banking firm.
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Single sign-on (SSO) is a system that allows users to authenticate once and gain access to multiple applications without having to re-authenticate for each application. This can help to improve the
user experience by making it easier and faster for users to access the applications that they need.

In this scenario, the company wants users to have a seamless experience regardless of the collaboration solution being used. SSO can help to achieve this by allowing users to authenticate once and
gain access to both the SaaS collaboration service and the on-premises collaboration solution.
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For compliance purposes, saving customer policies for more than ten years most cost-efficiently can be achieved by using the Archive storage tier. Archive or archival storage is designed for data that
needs to be retained over the long term but accessed infrequently. It is generally the most cost-effective storage tier for this type of data.
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Terraform templates with environment variables can ensure consistency across different environments such as production, staging, and development. Terraform allows for infrastructure as code, which
can be used to define and maintain infrastructure with consistency.
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A community cloud deployment strategy is best for an organization that wants to run open-source workloads with other organizations while sharing the cost. Community clouds are collaborative efforts
where infrastructure is shared between several organizations with common concerns, which could be regulatory, security, or compliance-related.
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The VM host's storage uplink (Gi1/0/2) is in VLAN 24, while the iSCSI controllers (Gi1/0/6 and Gi1/0/7) are in VLAN 25. iSCSI target discovery requires Layer 2 connectivity on the same VLAN/subnet;
moving Gi1/0/2 to VLAN 25 restores discovery.
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Update the system path: The error indicates that the system cannot locate pip, even though it is installed. Adding the location of pip to the system's PATH variable resolves this issue.
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Generative Al can provide an interactive customer experience by understanding user questions, generating natural-language responses, and assisting with common issues in real time. This makes it
well suited for virtual assistants and chatbots that improve customer support through conversational interactions.
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Edge computing places resources and content closer to the geographic location of users, reducing latency and enabling faster access compared to centralized cloud resources.
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Implement an SD-WAN solution with terrestrial, satellite, and cellular technologies: SD-WAN enables diverse networking mediums, ensuring failover and maximum resilience for connectivity.

It provides redundancy and prioritizes traffic based on real-time conditions.
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A hybrid cloud deployment model combines on-premises infrastructure with cloud services. Since the organization continues to host some applications in its own data center while running others in the
cloud, it is operating in a hybrid environment.

Eﬁ:ﬁ: 72
X)) T4 T TIE aAVTFHIEENE=T TS 3V DEEERELET, COMBHEX FETORRICE>THRAMDAE) DRBEEHEADS-OICERINSAHEELAHY £7,
XaUT4 TUPZTFIE RO Dockerfile ZHRAL T RHENDI VR TOA BT DY) 21—L a3 VvERELET,

FROM alpine: 3.17
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Adding the "USER myappuser" instruction to the Dockerfile is the best solution to prevent similar exploits by privileged processes. This instruction ensures that the container runs as a non- privileged
user instead of the root user, significantly reducing the risk of privileged exploits.

Running containers with least privilege principles minimizes the potential impact of vulnerabilities, enhancing the overall security posture of the containerized environment.

Eﬁ:ﬁ: 73

TI3AR=FI TSI RIZEFEY—N—DN\Y 7y TRMEZEHET 5OIC SANICUTOSEENETEMIRETLLIN?
A D74 N—F xRl

B. Kubernetes

C.UOSRAYVY

D. UDP

Eff: (EfEZRTLET)

Fibre Channel provides high-speed, low-latency data transfer within a SAN, which reduces backup time by increasing throughput between the server and storage.
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Data sovereignty refers to the concept that data is subject to the laws and governance structures within the nation it is collected or stored. It implies that regardless of where a company's data is stored,
the data must comply with the laws of the country where it is physically located.

BfE: 75

ITEEREMNOSICEF 2 TAHHEERELTCVET RDI35,  TIL— I+ —RAKRBICHT IRBELREREENTIMN?2DFJIRLTLLFEZELY,)

A. MFAD =%

B. A% /AR T — kD5

C.1—H—NRRADJD—FZHILIZEFTLHLSICHET D

D. O A4 VKKV TR MDOHIR

E. API+—®DfEHH

F. SSH¥X—MDXE%E

IEfE: (EfEZRTLED)

Implementing MFA (multi-factor authentication) and limiting failed log-in requests are two effective ways to prevent brute-force attacks on an OS. MFA requires users to provide more than one piece of
evidence to prove their identity, such as a password and a code sent to their phone. This makes it harder for attackers to guess the correct credentials. Limiting failed log-in requests prevents attackers
from trying too many password combinations in a short time, by locking out the account or the IP address after a certain number of attempts. This slows down the attack and alerts the administrator of
a possible intrusion.
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In a multiregion cloud design, data must often travel between regions, incurring inter-region transfer fees. This makes network costs significantly higher compared to a single-region design.
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The error message indicates that the SaaS provider has deprecated a function that was previously called by the custom integration. The best action for the application owner to take is to update the
custom integration to use a function that is supported in the current release. This is a direct solution to the problem and ensures the custom integration conforms to the updated Saa$S provider's API.
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Given the suspicious activity and Kali Linux's association with penetration testing and hacking tools, the security analyst should block all inbound connections on port 4444, as it is commonly used for
malicious purposes, and block the IP address that's potentially the source of the intrusion. Additionally, checking the running processes on John Smith's computer is crucial to determine if a backdoor

or unauthorized connection has been established.
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The consolidated application must comply with both PCI requirements and GDPR regulations.

GDPR imposes restrictions on where EU personal data is stored and processed. Implementing two databases in different regions allows EU data to remain within an appropriate region while
supporting the United States market separately. This approach helps meet data residency and regulatory requirements while maintaining compliance for both markets.
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Web server access log
104.210.233.225 - [21/10/2022:11:1 7:40] "POST /uplocadfile.hthml?f=myfile.php” 200 1638€74
£45.32.10.66 - - [21/10/2022:11:19:12] "GET /welcome.html"™ 200 5812
104.210.233.225 - - [21/10/2022:11:21:19] “GET . o/ « . /cOnE/server.xenl HTTP/1.1" 200 74458
45.32.10.66 - - [21/10/22:11:22:32] "GET /admip.htdgHTTP/1.1" 200 5518
Web apphcahon firewall log \
"2022/10/21 11:17:33" "1p.25% 35" "::&.L-,.h3“._2'" Riserl® "File transfer completed successfully.”
"2022/10/21 11:21:05" "1R.25.Z 350" 4 2':.;3*._2=' sserl”™ “Accessed application page."”

A
"2022/10/21 11:22:13" "10 2Nl SR & " Ngsexr2™ "Accessing admin page."
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The web server access log shows a GET request from 104.210.233.225 to the path

“/..1..]..l..Iconf/server.xml", which indicates a directory traversal attack. This type of attack allows an attacker to access sensitive files outside the intended directory structure, in this case, the server.xml
configuration file, which may contain sensitive information such as credentials or system configurations.

The web application firewall (WAF) log does not show any specific blocking actions, suggesting that the attack was successful in retrieving and potentially exfiltrating sensitive data from the corporate
web server.
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On-premises to cloud migration is ideal for moving a highly available application from a local VM cluster to a cloud environment, especially when the application will be accessed by an external user
population. This approach leverages the scalability, availability, and accessibility of cloud resources, which are well-suited for handling external traffic and providing high availability.
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KPls (Key Performance Indicators) are measurable values tied to project goals. If KPIs are being met, the PM can confirm that the project outcomes align with objectives. Audit reports verify
compliance, while lessons learned capture knowledge at project closure.
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Since the company does not want on-premises servers or applications, the best approach would be to leverage Software as a Service (SaaS). SaaS provides fully managed applications over the
internet, allowing the company to use applications without the need to manage servers, infrastructure, or other IT resources on-premises. Examples include applications like Google Workspace,
Salesforce, and Microsoft 365, which offer complete solutions that are managed and maintained by the service provider.
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Latency is required to calculate IOPS because IOPS is determined by how many input/output operations can be completed per second, which is directly dependent on the time each operation takes.
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An event-driven architecture is the most efficient method for automating the task of copying files from one cloud storage resource to another upon their arrival. This architecture allows systems to
automatically trigger actions based on specific events, such as the arrival of new files, minimizing manual effort and ensuring timely processing.

& 86

9SO RIVSZTRNI SO RBREBIZHLWMRET S VY (VMD Y IL—T2T 704 LET, ChoDVMIFEEZET —RICT7 VA TEET SUY LD ITHO DT —2 2 RET HEHIC T
—TIERODEDT—IAREREFFRIARETLLOIN?

A. R1) 11— LES1t


https://www.jpnshiken.com/q/68899-6445502/
https://www.jpnshiken.com/q/68899-6445503/
https://www.jpnshiken.com/q/68899-6445504/
https://www.jpnshiken.com/q/68899-6445505/

B.AZX L—Y
C.EnNvIT7YT

D. T—42 &
Ef:B(QAY FERKT D)

Immutable storage protects data from ransomware by preventing stored data from being modified, encrypted, or deleted for a defined retention period. Even if ransomware compromises the VMs, the
protected data remains unchanged and recoverable, making immutable storage one of the most effective defenses against ransomware attacks.
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Serverless functions are highly cost-effective because resources are consumed only when code executes. They provide rapid response times, automatically scale based on demand, and eliminate the
need to manage underlying infrastructure. These characteristics make serverless technology an excellent fit for a scalable cloud-native web application.
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Text recognition, commonly known as Optical Character Recognition (OCR), is the technology that can read and extract the contents of a printed memo by converting printed text into machine-
readable data.
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After a WAF deployment fails to prevent an exploit, adding an Access Control List (ACL) to the Virtual Machine (VM) subnet can be an effective control. ACLs provide an additional layer of security by
explicitly defining which traffic can or cannot enter a network segment. By setting granular rules based on IP addresses, protocols, and ports, ACLs help to restrict access to resources, thereby
mitigating potential exploits and enhancing the security of the laaS network.
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Host affinity rules tie a VM to specific hosts or groups of hosts, ensuring the VM runs only on the designated infrastructure. This is typically used for licensing, performance, or compliance requirements.
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A fixed-price contract is suitable when the scope is well defined and stable. This shifts cost risk to the vendor, as they must deliver within the agreed-upon price. NDAs, requirements volume, or
logistics do not determine contract type as strongly as scope clarity does.
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A Content Delivery Network (CDN) is the service that will help reduce latency for a static website accessed globally. CDNs distribute content across multiple geographically dispersed servers, allowing
users to connect to a server that is closer to them, thereby reducing the time it takes to load the website.
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Adding a redundant web server behind a load balancer is the solution that will ensure high availability. If one server goes down for maintenance, the other can take over, ensuring that the web service
remains available without interruption.
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It applies Infrastructure as Code (IaC) and Configuration as Code (CaC) principles to enable repeatable, scalable, and maintainable multi-region deployments. laC implementations should be
parameterized so the same templates/modules can be reused across environments, regions, and accounts with minimal change. Using region-specific variable files (for example, per-region
parameters such as CIDR ranges, availability zones, service endpoints, or sizing) keeps the core 1aC code consistent while allowing controlled differences where needed. This supports version control,
reduces configuration drift, and makes CI/CD automation simpler--one pipeline can loop through variable sets or deploy via a matrix strategy.
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The requirement is to ensure data is secure while stored on a third-party cloud system (data at rest).

Hashing

Hashing is commonly used to securely store sensitive values (such as passwords) so they cannot be reversed, even if accessed by unauthorized parties.
AES (Advanced Encryption Standard)

AES is a strong, industry-standard encryption algorithm used to protect data at rest. It ensures confidentiality while the data is stored on cloud infrastructure.
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To meet the requirements of data resiliency, data localization, and high availability in a region prone to natural disasters, the customer should provision storage in an availability zone outside the region.
This ensures that data is not affected by regional disasters and complies with data localization by remaining within the country's borders, while also providing high availability.
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Automatically provisioning additional application instances when CPU usage reaches a defined threshold provides horizontal scaling, which is ideal for microservices architectures. This approach
allows the environment to respond rapidly to increases in demand, improves availability, and scales resources efficiently without manual intervention.
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Deploying a failover load balancer will best meet the uptime requirement of 99.9% for an online streaming service. A failover load balancer distributes traffic among primary servers and switches to
backup servers if the primary ones are down. This ensures high availability and reliability for the service, as well as improved performance and scalability. A failover load balancer can also detect and
prevent brute-force attacks by limiting failed log-in requests.
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Microservices use a loosely coupled architecture where each service operates independently and communicates through APIs. This improves scalability, flexibility, and maintainability compared to
tightly coupled monolithic designs.
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REST API authentication for SaaS automation commonly requires an application-level credential pair: a client ID to identify the application and a secret key to securely authenticate it.
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The most likely cause of the issue is that the SaaS provider is experiencing an outage with its directory service. A directory service is a software application that stores and organizes information about
users and resources on a network. It also provides authentication and authorization services, allowing users to access resources based on their credentials and permissions. If the directory service is
down or unreachable, users will not be able to log in to the external SaaS applications that rely on it. This can happen due to network failures, hardware failures, software errors, cyberattacks, or
maintenance activities.
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Recovery Point Objective (RPO) defines the maximum acceptable amount of data loss measured in time after a disruption or disaster. It determines how far back data can be recovered and helps
organizations establish backup frequency requirements.
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The connectivity issue between the application server and the MySQL database server in different subnets is likely due to the MySQL Server Stateful Firewall's inbound rules. The application server
has an IP of 192.168.1.10, but the MySQL server's inbound rules only permit IP 192.168.1.10/32 on port 3306. This rule allows only a single IP address (192.168.1.10) to communicate on port 3306,
which is typical for MySQL. However, if the application server's IP is not 192.168.1.10 or the application is trying to communicate on a different port, it would be blocked. To fix the communication issue,
the cloud engineer should address the inbound rules on the MySQL Server Stateful Firewall to ensure that the application server's IP address and the required port are allowed.
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Enabling resource tagging allows categorization of resources by department, project, or purpose. This enables more granular tracking and reporting of costs associated with specific departments or
initiatives, which is essential for budgeting and cost management.

Configuring the collection of performance/utilization logs provides the necessary data on how cloud resources are being used. This information is crucial for understanding resource utilization,
identifying potential inefficiencies, and making informed budgeting decisions.
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Resource tagging allows classification of systems and resources, enabling policies to be applied based on those tags.

Attribute-based access control (ABAC) grants authorization based on matching attributes like classification levels between users and systems.
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For long-term reporting purposes, the most critical aspect to consider is the retention period of the backups. This is because the bank will likely require access to historical data for audit, compliance,
and reporting purposes. The retention policy will need to ensure that backups are kept for the required duration, which may be several years depending on regulatory and business needs. Adjusting the
retention policy will help ensure that the necessary data is preserved for as long as it is needed, without unnecessary data accumulation that could lead to higher costs and management complexity.
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Text-to-voice (or text-to-speech) technology should be used by a person who is visually impaired to access data from the cloud. It converts text data into audible speech, allowing visually impaired
individuals to receive the information audibly.
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Container images package applications and their dependencies, enabling continuous deployment by quickly updating containers without full clean installs each time.
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RAID stands for Redundant Array of Independent Disks, which is a technology that combines multiple physical disks into a logical unit that provides improved performance, reliability, and storage
capacity. RAID levels are different ways of organizing and distributing data across the disks in a RAID array. Each RAID level has its own advantages and disadvantages, depending on the
requirements and trade-offs of the system.

RAID 6 is a RAID level that uses block-level striping with double parity. This means that data is divided into blocks and distributed across all the disks in the array, and two sets of parity information are
calculated and stored on different disks. Parity is a method of error detection and correction that can reconstruct the data in case of disk failure. RAID 6 can withstand the failure of up to two disks
without losing any data, which makes it suitable for a private cloud that requires high fault tolerance. RAID 6 also maximizes the storage capacity of its drives, as it only uses two disks for parity and the
rest for data. The storage capacity of a RAID 6 array is equal to (n-2) x S, where n is the number of disks and S is the size of the smallest disk.
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For a government agency considering cloud migration, compliance and regulatory considerations are of utmost importance. The agency must ensure that the migration aligns with legal requirements,
industry standards, and government regulations specific to the public sector.
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Implementing group-based access control is the most efficient way to provide access to multiple interns who require the same level of access. This method allows the security team to assign
permissions to a group rather than to individual user accounts, thereby reducing the administrative overhead involved in managing access rights for each intern individually.
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The best way to identify the root cause of why the new cloud administrator cannot access the engineering VM is to review the administrator's permissions. It is possible that there is a configuration
issue or a delay in updating the permissions for the newly promoted administrator.

Confirming that they have the same permissions as the other administrators will help determine if the issue is related to permissions.

Eﬁ:ﬁ: 113

RDS>H SSDDEmL — MG ENTIMN?

A.SSDIFEIEEX T+ RV &Y B RETT,

B. SSDIFEEAREMNE LY,

C.SSDIF®IOP7 F U r— a VIZERATEET,

D. SSDIFEICEERETHEASNET,

IEf: (EfgZzRTLED)

SSDs provide significantly higher input/output operations per second (IOPs) compared to traditional spinning hard disks (HDDs). This makes them ideal for high-performance applications such as
databases, virtualization, and real-time analytics. They offer low latency and fast data access, which is crucial for workloads requiring rapid read and write speeds.
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Cloud flow logs capture metadata about network traffic, including source, destination, and protocols, allowing efficient detection of suspicious HTTPS command-and-control communication without the
heavy overhead of full packet inspection or traffic mirroring.
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When the legacy hardware can no longer be reused after migrating the application to the public cloud, the appropriate next step is to decommission the unused infrastructure to eliminate unnecessary
cost, maintenance, and risk.

BRE: 116
LT (&, playbook.yaml 7 7 4 )LD a3 — Fik¥F T,


https://www.jpnshiken.com/q/68899-6445532/
https://www.jpnshiken.com/q/68899-6445533/
https://www.jpnshiken.com/q/68899-6445534/
https://www.jpnshiken.com/q/68899-6445535/

name: Ansible Playbook
hosta: webssrvers
tasks:

- name: Executs ‘command

command: Uptime
register! u result
delStg: uar=iT|yesult.stdout lines
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The Ansible playbook runs the uptime command on the hosts in the webservers group and stores the output in the variable u_result. The debug task then prints the contents of u_result.stdout_lines,
which displays the output of the uptime command, including how long the server has been running.
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A scheduled scaling approach adds resources in anticipation of a known, recurring workload increase. Since uploads always occur at the beginning of the month and cause system slowness,
scheduling additional capacity during that period resolves the performance issue.
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Rate limiting restricts the number of API requests a specific user, client, or APl key can make within a defined time window. In this scenario, one developer hits the limit and can no longer send
requests, while other developers are unaffected, which strongly indicates per-user or per-key rate limiting.
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To resolve the issue of a REST API endpoint timing out when too many users attempt to call the API simultaneously, the developer should consider implementing rate limiting. Rate limiting controls the
number of requests a user can submit in a given amount of time, preventing overuse of the API resources and ensuring availability for all users.
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For subnets within a VPC to communicate, the routing tables must contain the appropriate routes.

Since the existing subnets can already reach each other and only the newly created private subnet is unreachable, the most likely cause is that the subnet is not associated with the correct route table
or is missing the necessary route entries to enable communication with the other subnets.
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MQTT (Message Queuing Telemetry Transport) is a lightweight publish/subscribe protocol commonly used by loT devices to communicate with gateways and cloud services due to its efficiency on
low-bandwidth, high-latency networks.
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A workflow and e-signature platform automates approvals, routing, and visibility of project tasks.

This ensures that documents and activities are approved quickly and transparently, supporting operational efficiency. Real-time editing or file storage doesn't inherently provide workflow automation.
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Differential backups grow larger each day because they copy all changes since the last full backup, making them slower to complete. Incremental backups copy only the changes since the most recent
backup, allowing the process to finish more quickly and reducing performance impact on the server.
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To obtain information about which users signed in to a certain VM during the past month, a cloud administrator can use log collection. Log collection involves gathering and storing logs from various
sources, including VMs, to provide historical data on system access and activity, which can then be analyzed to identify user login instances.
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; <<O> DiG 9.18.12-01inux0.22.04.2-1inux<<>> www.example.com

global options: +cmd

Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 25134

;: flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONALs” 1
; OPT PSEUDOSECTION:

EDNS: version: 0, flags:; udp: 1232

s: QUESTION SECTION:

- -
- -

- -

;Www , example.com. IN I
; + AUTHORITY SECTION:
com. 30 IN SOA a.gtld-serversipet. natld.verisign-gras.com. 1695307572 1800 500 €04800 86400

;3 Query time: 24 msec

;3 SERVER: 10.96.0.10$#53(10.96.0.10) (UDR)

s WHEN: Thu Sep 21 14:46:22 UTC

;; MSG SIZE rcwd: 121
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The DIG output shows that the queried domain has no A record returned. Adding an A record is required to map the domain name to the server's IP address so the website can load.
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A dashboard provides visual, real-time performance data such as KPIs, budget usage, and progress toward deliverables. This helps stakeholders quickly interpret project health. Milestones only show
schedule checkpoints, and issue logs track problems, not overall performance.
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The first action the administrator should take while working on the resolution is to raise a problem ticket. This will ensure that the issue is properly documented, tracked, and communicated with the
appropriate stakeholders. It also helps in prioritizing and managing the issue until it is resolved. In the meantime, the administrator can consult the application vendor for guidance on resolving the
security issue.
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For the newly migrated SaaS CRM, the responsibility assignment that best aligns with the shared responsibility model is data-center security. In a SaaS model, the cloud service provider (CSP) is
responsible for the security of the infrastructure, including data centers, while the customer is typically responsible for the data and possibly the user access management.
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virtual _machine:
name: website
size: small
firewall:
- website-firewall
oscaling: enabled
ompP E%in: 2 =
max:s2 . !

s i 1

& AR | g
w1 B . R BE
| § N S

fipewail:
" name: website-firewall
rules:
- 1
direction: inbound
source: 0.0.0.0/0
port: 22-443




virtual machine:
name: website
size: small, medium, large
firewall:
- website-firewall
management-access

lifeCycle: spot &

firewall:

name: website- Qnewall
rules:

mn iRl 1A
443
urce 0. 8. 6040

: management-access
direction: inbound

port: 22
source: 192.168.0.0/24




virtual machine:

name:
size:

website
small

firewall:
- website-firewall

management-access

replicas: 2
lifeCycle: on-Demand
autoscaling: disabled

firewall:
name:

%gg)ﬁji

firewall:
name:
rules:

ru 1e§p§

websg @}a«gﬁ?m

direction: inbound
port: 443
source: 0.0.0.0/0

management-access

i T

direction: i@bompl |A

port: 22
source: 192.168.0.0/24




virtual machine:

name: website
size: small, medium
firewall
- ite-firewall
management-access
autosca ling: enable
min: 2
max: 2
lifeCycle pot
firewall
Inalmne el __._.'.—_:_F_E_' ewall
rules:
k-
direction: 1d
port: 3
gource: 0.0.0.0/
firewall
name: management-acces
rules:
- 1:
direction 1np 1
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Cost-effective: The template specifies spot instances, which are cheaper than on-demand instances.

Highly available: Autoscaling is enabled with a minimum of 2 instances, ensuring redundancy.

Self-healing: Autoscaling ensures instances are replaced if they fail.

Secure: The firewall rules allow HTTPS (port 443) from any source for public access while restricting SSH (port 22) to only 192.168.0.0/24, preventing unrestricted administrative access.
This template aligns best with the requirements of a public-facing, secure, self-healing, and cost-effective website deployment.
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The error message specifically indicates SSLCertVerificationError, which occurs when Python cannot validate the SSL/TLS certificate presented by the package repository. This typically happens when
the repository's certificate is untrusted, missing from the local trust store, or intercepted by a proxy using an untrusted certificate. The error shows that connectivity exists because the package URL is
being reached, but certificate validation is failing.
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When using cloud-managed services, the cloud provider handles infrastructure management, including installation, patching, and maintenance. However, Identity and Access Management (IAM)
remains the responsibility of the user. Proper IAM configuration ensures that only authorized users and applications have the necessary permissions to access and interact with the managed service,
enhancing security and compliance.
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Node placement is critical in high-performance computing (HPC) clusters where low network latency and high throughput are required. Proper placement of nodes within the network infrastructure,
including proximity to each other and to key network components, can significantly reduce latency and increase throughput. Ensuring that nodes are physically close and well- connected can facilitate
faster data transfer rates between them.
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A Content Delivery Network (CDN) improves content delivery by distributing and replicating data across geographically dispersed edge locations. Users access content from the nearest location,
reducing latency, improving performance, and increasing availability.
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Investigating for breaking changes is the first step because a major version release may introduce incompatible modifications that could disrupt the application. Understanding these impacts is
essential before any further action is taken.
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The instruction by the legal department to store data from the affected virtual machines for a minimum of one year is an example of data Retention. Retention policies are often driven by regulatory
compliance requirements and dictate how long certain types of data must be kept before they can be securely disposed of.
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8 Gbps
4 Gbps
16 Ghps

Port2 link speed

8 Gbps
4 Gbps
16 Gbps

E€lot B fiber channel card

Port1 link speed

e

8 Gbps
4 Gbps
16 Gbps

Port2 link speed

i

8 Gbps
4 Gbps
16 Gbps
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Cloud device diagram

Hypervisor

Fabric switch A
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abnc switch B .
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Fabric switch A
(WWPN pool: 50:00:00:25:B5:A0:23:00 -
50:00:00:25:B5:A0:23:09)

0:00:00:25:B5:B0:23:04
0:00:00:25:B5:A0:23:01
0:00:00:25:B5:B0:23:05
0:00:00:25:B5:D0:23:06
0:00:00:25:B5:D0:23:07
0:00:00:25:B5:A0:23:02

Initiator table

| v

150:00900:25:85:B0:23:04
1000:00-25:B5:A0:23:01
50:00:00:25:B5:B0:23:05
50:00:00:25:B5:D0:23:06
0:00:00:25:B5:D0:23:07
0:00:00:25:B5:A0:23:02

SAN

Service processor A

Service processor B

Fabric switch B
(WWPN pool: 50:00:00:25:B5:A0:23:00 —
50:00:00:25:B5:A0:23:09)

0:00:00:25:B5:B0:23:04
0:00:00:25:B5:A0:23:01
0:00:00:25:B5:B0:23:05
0:00:00:25:B5:D0:23:06
0:00:00:25:B5:D0:23:07
0:00:00:25:B5:A0:23:02

Initiator table

0:00:00:25:B5:B0:23:04
0:00:00:25:B5:A0:23:01
0:00:00:25:B5:B0:23:05
0:00:00:25:B5:D0:23:06
0:00:00:25:B5:D0:23.07
0:00:00:25:B5:A0:23:02




Service processor A details [x]

“no initiators currently logged in"

SP-Amodule 0 Port® 8 Gbps
SP-A module 0 Port1 & Gbps

Disk groups
RAID level

Service processor B details [x]

"50:00:00:25:B5:A0:23:02 — logged in’
“50:00:00:25:B5:B0:23:04 — logged in"

SP-B module € Poit 0 8 Gbps
SP-B module 0 Port 1 & Gbps

Disk groups 1
RAID level ]
3

Slot A and Slot B Fiber Channel Cards on Hypervisor Host:

Set Port 1 and Port 2 link speeds for both Slot A and Slot B to 16 Gbps (the maximum link speed allowed by the SAN array), which will help maximize 1/0O bandwidth.
Fabric Switch A:

From the WWPN pool provided, select two unique WWPN addresses for Fabric Switch A's initiator table. For redundancy and performance, these should be linked to both Service Processor A and
Service Processor B in the SAN.

Suggested choices:

50:00:00:25:B5:A0:23:04 (SPA)

50:00:00:25:B5:A0:23:06 (SPB)

Fabric Switch B:

Similarly, select two unique WWPN addresses for Fabric Switch B's initiator table, ensuring these are connected to both Service Processors for redundancy.
Suggested choices:

50:00:00:25:B5:A0:23:02 (SPA)

50:00:00:25:B5:A0:23:05 (SPB)
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A A=DEMN

"E<?

A. $docker run -p 80:8080 -it working images.comptia.org/development:latest -e /bin/bash

B. $docker run -p 80:8080 -it images.comptia.org/working/production:latest -e /bin/bash

C. $docker run -p 80:8080 -it images.comptia.org/abcd123/working:latest -e /bin/bash

D. $docker run -p 80:8080 -it working.images.comptia.org/abcd12:latest -e /bin/bash

Ef#: (EfEZRTLET)

In a Docker image reference, the image name is the component immediately preceding the tag.
In images.comptia.org/abcd123/working:latest, the image name is working and the tag is latest.
The command correctly references and runs the image named working.
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IEf#: (EffZzRnLET)

When onboarding new staff who will handle sensitive data, the PM must first verify their security clearance or authorization. Only authorized personnel should access sensitive systems or datasets.
Training follows after confirming clearance. Data analysis itself should never begin until security requirements are validated.
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EfR: (EffZzRnLET)

The application will process sensitive data, and the team includes external consultants, so the most important control is strict segregation of what external users can access versus what internal staff
can access. Separating environments or accounts for internal and external teams enforces least privilege and reduces the blast radius if an external account is compromised.

While DDoS protection and generic IAM/ACL configuration are important, they are secondary to ensuring that external consultants cannot directly access sensitive data or production-like resources,
which is achieved by properly segregating internal and external environments.
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EfR: (EffZzRTLET)

Elevated response times without reported issues or changes internally could indicate a Distributed Denial of Service (DDoS) attack, where multiple systems flood the bandwidth or resources of a
targeted system, usually one or more web servers.
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TFIERDIS—AvE—VEZITRYET,
IS—RET7AILDjSoNfIXTHRITIS—IAEELEL:
config.json Z 7 A LD L UL TDIRBZLUTIZRLET,
{ "instance_count": 5,
"ssd_options" : ["100GB","200GB","300GB"],
"instance_region": apac,
"instance_code": 255,
Start_instance]: true

}

UTORZEELDSE ENNBREIT7FAILDIS—%5|TRILIEZOTLLOIMN?
A.instance count NIELLK HY FEA

B. ssd_optionsMIELL HY FEA

C. instance_region [Z5|RAfMMNH Y FHA

D. start_instance DERKEIZH U THhHY FHA

IFfg: (EfZRITLET)

In JSON, string values must be enclosed in quotation marks. The value apac is missing quotes, which causes the JSON parser error. It should be "instance_region": "apac".
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By negotiating a middle ground, the PM used compromise as a conflict resolution technique.
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Force and avoid do not build consensus, while smoothing minimizes issues but does not resolve them. Compromise achieves agreement acceptable to both sides.
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- CPU: 64%

- RAM: 97%
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T4 R RXIL—T v k 382,700 Kbps
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IEfE: (EfEZRERLET)

The high RAM usage (97%) and the database storage being near its IOPS limit suggest that the database is frequently performing disk-intensive operations. Since disk throughput is nearly maxed out,
increasing caching can help reduce the number of disk reads and improve query performance.

Caching stores frequently accessed data in memory (RAM), significantly reducing disk I/O operations, which is the primary bottleneck here.
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Best practices when working with a source control system include merging code often to ensure that changes from different team members are integrated regularly, reducing integration issues.
Committing code often is also recommended to save small changes frequently, which helps in tracking changes and resolving issues more effectively.
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Simultaneous multithreading (SMT) is a technique that allows a single CPU core to execute multiple threads simultaneously. This can improve the performance of VMs by allowing them to share CPU
resources on the same core.
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IEfE: (EfEZRRLET)

In agile methodology, an epic is a large user story or body of work that can be broken down into smaller backlog items deliverable within iteration cycles. This enables large projects to be incrementally
deployed while maintaining predictable iteration lengths.
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D. K

IEfE: (EfEZRRLET)

Horizontal scaling adds more instances automatically as traffic fluctuates, making it the most effective strategy for unpredictable and variable workloads to maintain application availability and
performance.
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Preventing resigned or departing cloud developers from accessing the source code repository reduces the risk of unauthorized data exfiltration by removing their access before the end of their notice
period.
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Benchmarking is a quality technique that compares results, processes, or best practices from similar activities or organizations. It helps set realistic performance standards and identify improvement
opportunities. Unlike cost-benefit analysis (financial), benchmarking focuses on performance comparison.
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A. /— K7 7—LTDockera T+ %ETT 5= DJenkins/\1 T4 VEERLET,

B. Terraform 3R ELTC. #HLWVIT—H—/ —RFETHREIA XEnfz2——T—42 %#FHL T Docker A>T+ ZEHLET,

C.AnsiblezFERALT FHLWLWVAVTFEHLWLWI—H—/—FIZTTTASALET,

D. KubernetesZ AL T #EHDT—HhH—/—FRBITa T FREIYETEA—S A L—a v LET,

IEfR: (EffzRnLET)

Kubernetes is designed to orchestrate containers across multiple worker nodes. It automates container deployment, scheduling, scaling, load balancing, and failover, making it the most appropriate
solution for managing a growing containerized environment distributed across multiple nodes.
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The output from the 'ps' command indicates there is a process running under the UID (User ID) of

0, which is the root user, and the command that was run is '/var/www/command.py'. Given that the normal Apache processes are running under their own UID (65535), this suggests that a command
was executed with root privileges that typically should not have such high-level access.
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This is a strong indicator of privilege escalation, where an unauthorized user or process gains elevated access to resources that are normally protected from an application or user.
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C.E7U>Y

D. XBEDEF

IEfE: (EfEZRRLET)

A transit gateway is designed to act as a central hub that connects multiple VPCs and on- premises networks together. It simplifies routing and scales much better than managing many individual point-
to-point connections.
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The best justification for a cloud service provider requiring users to migrate to a new type of VM within a specific time frame is that the equipment is reaching end of life and end of support (EOL/EOS).
This means that the older type of VM will no longer receive updates or support, which could include important security patches, so it is necessary to move to newer VM types to maintain security and
performance.
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If team members are confused about which meetings to attend, this indicates a flaw in the communication plan. Revising the plan ensures clear expectations on who participates in which
communication events. Scope or schedule changes don't automatically require altering the communication plan.
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The update from version 3.4.0 to 3.4.1 is considered a minor update, typically involving small bug fixes or security patches that do not include major feature changes or improvements.
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This solution provides a cost-effective and highly available approach to meet the application's needs:

Reserved instances are a good fit for the ten midsize instances that run most of the day, as they are typically offered at a discounted rate and are guaranteed.
During peak hours, pay-as-you-go instances can be added to handle the additional six instances required. This ensures scalability without committing to additional reserved capacity for off-peak times,
which helps in reducing costs.
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Ansible can be used to harden the operating system once the VM is running. It is an automation tool that can configure systems, deploy software, and orchestrate more advanced IT tasks such as
continuous deployments or zero downtime rolling updates.
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VPC peering provides secure, private communication between cloud environments without the need for provisioning additional hardware or appliances. It allows direct network connectivity between
two Virtual Private Clouds (VPCs), enabling resources in either VPC to communicate with each other using private IP addresses.
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When backing up data that will traverse a third-party, untrusted network, encryption is the most important feature to ensure the confidentiality and integrity of the data. Encryption will protect the data
from potential interception or tampering during transit to the backup data center.
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virtual machine:
name: front-end-vm
size: small
bootstrapping: git
repository: front-end-repo
autoScaling: enabled

object storage:
name: guery-handler
staticWebContent: disabled
versioning: enabled

Victual, machipga:
name< ‘db-vm
size: medium
A. bootstrappinag: /bin/bash yvum install -v psal
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object storage:
name: front-end
staticWebContent: enabled
versioning: enabled

serverless_function:

name: app

runtime: nodejs

memorySize: 2G
(g8 git
e Vrepository: backend-repo

relational database:
engine: PostgreSQL
B. clusterMode: enabled
virtual machine:
name: three-tiered-app
size: xlarge
bootstrapping: /bin/bash yum install -y nodejs httpd psgl && \\
git clone three-tiered=app && \\
./app.sh -listen 8443
autoScaling: enabled

load balancer:
name: front-end-1b
target: three-tiered-app

targetPort: 5443
C. Tietanars 447

object_storage:
name: front-end
staticWebContent: enabled
versioning: enabled

[Seyvyeriess function:
~ 7 hame: app-vm
size: small
bootstrapping: git
repository: backend-repo
adtoScaling: enabled

relational database:
engine: PostgreSQL
clusterMode: enabled

D.
IFfi#: (EfiZ R LET)

Chosen template leverages serverless functions for the backend, managed relational databases with clustering, and object storage with static web content enabled. This setup minimizes operational
overhead by avoiding direct management of virtual machines for application and database tiers, using serverless and managed services instead. It aligns best with the requirement for minimal
operational overhead in deploying a three-tier web application.
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The pay-as-you-go (PAYG) model allows the cloud engineer to optimize costs by paying only for the resources actually used, rather than committing to long-term reserved instances or dedicated hosts.
Since the application uses session cookies for tracking state and has no affinity restrictions, it can efficiently scale up or down based on demand. This flexibility helps reduce monthly expenses by
avoiding over-provisioning and ensuring resources are used efficiently.
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The most likely cause of the poor performance of the compile job is that the VDI template does not have enough CPU and memory resources to handle the task efficiently. Compiling code is a CPU-
intensive and memory-intensive process that requires sufficient computing power to run smoothly. By increasing the CPU and memory on the VDI template, the cloud administrator can improve the
performance of the compile job and reduce the time it takes to complete.
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Edge computing involves processing data as close as possible to where it is generated.

Analyzing point-of-sale transactions directly at the retail store exemplifies local, near-source computation, which is the core concept of edge computing.
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Refactoring involves modifying the application code to improve its structure, performance, and security while modernizing it for the target environment. Upgrading a legacy programming framework to a
newer version requires changes to the application code to address vulnerabilities and improve efficiency, which aligns with the refactoring migration strategy.
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Daily stand-ups focus on progress and impediments. Identifying blocking tasks helps the team resolve issues quickly to maintain productivity and keep operations flowing. This aligns with operational
best practices in both agile and cloud environments.
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Log rotation is the mechanism the cloud engineer should implement to address the issue of logs piling up and causing storage issues. Log rotation involves automatically archiving old log files and
creating new ones after a certain size or time period, preventing storage issues.
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Cryptojacking occurs when an attacker exploits cloud resources to mine cryptocurrency without the owner's consent. This typically results in high CPU utilization across multiple VMs while keeping
network usage relatively low, as mining operations are CPU/GPU-intensive but do not require significant network bandwidth. The cloud engineer should investigate running processes and check for
unauthorized mining activities.
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Sentiment analysis is an Al/ML technology that processes text to determine the tone. It helps in understanding the sentiments behind the words by analyzing the text input, which can be positive,
negative, or neutral.
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Since the NetworkOut is significantly higher than Networkln and considering the nature of a high- frequency trading application, the issue most likely lies with network throughput. Moving to a network-
optimized instance type would provide higher network bandwidth, which can reduce latency in trades.
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A hot site is a disaster recovery strategy that is cost-effective, minimizes data loss, and allows for the fastest recovery time in case of a disaster. It is an exact replica of the original site of the
organization, with full computer systems as well as near-complete backups of user data. Hot sites are operational 24/7 and can take over functionality from the primary site immediately or with minimal
delay.
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Service discovery is a key component in microservices architectures, allowing services to dynamically discover and communicate with each other. By implementing service discovery, the developer
can automate the process of updating service addresses, resolving the communication issue without manual updates to IP addresses, thus ensuring seamless interaction between the microservices.
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Inform the management and legal teams about the data breach: Incident response best practices and legal/regulatory requirements (like GDPR) mandate that management and legal teams are
informed promptly following a data breach. This allows the organization to initiate appropriate communication plans, understand legal obligations, and coordinate the overall response.

Modify the firewall rules to block the IP addresses and update the ports: This is a critical containment step in the incident response process. Blocking the malicious IP addresses and closing the
exploited ports helps to prevent further unauthorized access and stop the spread of the ransomware or data exfiltration, thus limiting the impact of the incident.
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Configuring automatic elasticity is the best approach to manage an e-commerce website that experiences random performance drops due to variable traffic. Automatic elasticity enables the cloud
resources to scale up or down automatically based on the current load, ensuring consistent performance even during unexpected traffic surges.
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A 403 error indicates "forbidden," meaning the administrator's account or script lacks the required permissions to use the storage API for provisioning. This points to an access or authorization problem,
not an outage or sizing limitation.
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Disabling the account is an immediate containment action that prevents any further use of the exposed service account while the incident is being investigated.
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Rotating the credentials ensures that any secrets, keys, or tokens exposed in the repository become invalid and can no longer be used by unauthorized parties. This is a critical step after credential
exposure.
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The first step the administrator should take is to create a test environment and apply the major update there. This allows for testing the new version without impacting the production environment, thus
minimizing downtime and the potential for unexpected issues.
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The most cost-effective way to store data that is infrequently accessed is typically an off-site storage service, often referred to as cold or archival storage. This type of storage is designed for data that
is rarely accessed, providing lower storage costs.
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To allow subnets on different VPCs to communicate with each other over private channels, the cloud engineer should create peering connections between all the VPCs. VPC Peering allows networks
to connect and route traffic using private IP addresses without the need for gateways, VPN connections, or separate physical hardware.
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API keys provide secure, programmatic authentication for applications accessing cloud resources without user intervention, making them the best choice for application authentication.
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A Virtual Private Network (VPN) is the most cost-effective solution for extending on-premises services to a public cloud while ensuring secure remote connectivity. VPNs can be configured to avoid IP
address conflicts and overlap by using IP address translation and tunneling techniques, making them suitable for connecting disparate environments without significant changes to the existing network
infrastructure.
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For successful adoption of new systems, user documentation and training sessions are essential.

Documentation provides reference material, while training equips staff with hands-on knowledge for daily operations. Gap analysis and monitoring are planning and control tasks but do not directly
support staff integration.
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Containers are a lightweight virtualization technology that allows applications to be packaged and isolated from the underlying operating system. This makes them portable between different cloud
environments and reduces the size of the application.
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When a VM is locked, it cannot be deleted. The lock can be placed by a user or by a system process. To delete a locked VM, the lock must be removed.
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terraform {
required providers {
cloud_providerl = {
source = “hashicorp/cloud providerl”
version = “~> 4_.16"

¥
reguired version = “>= 1.2.0"

}

provider “cloud providerl?® «{
region = “us-west-=-2"

}

resource “sarver instance” ™

app server” {

ami = “ami-830c%4e3”
instance_type = “t2.micro”
tags = {
Name = “AppServerInstance”

}

}
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The Terraform script shown in the attachment is intended to create a new cloud resource, specifically a server instance (app_server) in a specified region using the cloud provider (cloud_provider1). It
defines a resource of type server_instancewith attributes such as an Amazon Machine Image (ami) ID and an instance type (t2.micro). Terraform is an Infrastructure as Code (laC) tool used for
defining and provisioning infrastructure resources in the cloud.
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A bastion host provides a secure, controlled entry point for administrative access to private VMs, eliminating the need to expose SSH directly to the internet. Using a managed laaS instance as a
bastion host significantly reduces the attack surface while requiring minimal ongoing maintenance compared to managing additional authentication systems or custom network configurations.
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The phase of vulnerability management that involves looking for existing security vulnerabilities on software applications is known as 'ldentification'. This step precedes analysis, reporting, and
remediation, focusing on discovering known and unknown vulnerabilities within the system or software to assess the security posture effectively.
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Reserved resources, or Reserved Instances, are ideal for workloads with predictable usage and a long-term commitment, such as a minimum lifecycle of five years. This model allows for significant
cost savings compared to on-demand pricing, and the instance is not ephemeral, meaning it persists and is dedicated to the user for the duration of the reservation. The licensing charged per physical
CPU count aligns with dedicated host or reserved instance models, but the long-term commitment points more towards reserved resources.
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When scope changes occur, proper change management is critical. The engineer must submit the change for formal approval before moving forward. Skipping approval would violate governance
processes and may introduce compliance or contractual risks.
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SAML (Security Assertion Markup Language) enables Single Sign-On (SSO) by allowing authentication and authorization data to be exchanged between an identity provider and service providers,
reducing the need for multiple passwords and password reset calls.
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Application whitelisting is the practice of specifying an index of approved software applications or executable files that are permitted to be present and active on a computer system.

The goal of whitelisting is to protect computers and networks from potentially harmful applications.


https://www.jpnshiken.com/q/68899-6445608/
https://www.jpnshiken.com/q/68899-6445609/
https://www.jpnshiken.com/q/68899-6445610/
https://www.jpnshiken.com/q/68899-6445611/

B 192

CICD A TS A VIZLBDEHRRED IRV EBFHTEDIDIERDSEENTTM?

A RESN-Git TZUF

B.avTFORNLYIZVM ZERAY S

C.TS3AR— A A= YKRD K

D.AF-U7 TRk

IEfE: (EfEZRRLET)

Protected Git branches help reduce the risk of CI/CD pipelines leaking secrets by imposing restrictions on who can commit to the branches, enforce status checks before merging, and prevent
unauthorized access or changes to sensitive information, such as API keys, passwords, and secret tokens. This ensures that only approved changes can be made to the codebase, and sensitive
information is safeguarded.
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High CPU wait time indicates insufficient CPU resources for handling workload demands. Adding CPUs to the cluster will reduce latency and improve application performance.
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The Scanning phase in vulnerability management involves using automated tools to actively search for vulnerabilities across an organization's systems and networks, which is the process of
discovering newly introduced security weaknesses. This phase uses vulnerability scanners that compare system details against a continuously updated database of known vulnerabilities (CVEs).
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Data sovereignty ensures that customer data is stored, processed, and protected according to the legal and regulatory requirements of the country or region where the data resides, which is critical
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when operating across multiple continents.
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Event-based scaling triggers resource adjustments based on predefined events rather than actual compute utilization or system load. In this case, the system is scaling up every time

2,000 new users subscribe, regardless of whether the underlying compute resources are actually under stress. This can lead to unnecessary scaling, increasing costs without improving performance.
To optimize scaling, the engineering team should consider a hybrid approach that combines event-based triggers with resource utilization metrics (e.g., CPU, memory, or network load) to prevent over-
provisioning.
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All-flash storage delivers the highest IOPS because solid-state drives provide significantly faster read/write operations compared to other storage types.
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A direct connection between on-premises and cloud environments involves a dedicated, private connection that does not traverse the public internet. This setup ensures minimal-to-low latency and
overhead, providing more consistent network performance and reliability compared to other methods like VPNs or public internet connections, making it suitable for high-volume or latency-sensitive
applications.
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A code commit records changes made to the application's source code in a version control system and preserves the history of those changes. This allows developers to track modifications, review
past versions, and maintain an audit trail of bug fixes and enhancements.

B : 200

FIVr—2av&9Z398K TAONA F—IZEEICHBTTHRIC. HLLI— FORENIDE LG DIBEERDENTTH?

AVI7oR)2T

B. BEEtE

C.BRR b+

D. 75 v b 7+ —LOBHEE

Ef#E: (EfEZRTLET)

Refactoring requires the development of new code before an application can be successfully migrated to a cloud provider. It often involves restructuring and optimizing the existing code without
changing its external behavior to fit into the new cloud environment.

B : 201

HBDOWeb 7T =23 VTR FLLWETANRABINDE BERNE LS T4V IDN—RADEELEFT , 2—V—1F AOFFIINTH+—T U RDETEHRE L TLET, MBS FRI LS
T4V VIZEDVTHRT BICIE, ROWLRT TA—F DS ENEZFRT ILENHY FTH?

A RT D 1—)LEH

B.¥=a17JL

C.4RVk

D.A—F

EfE:A(QAVREHEKRT D)

For periodic bursts of traffic that are predictable, such as when a new video is launched, a scheduled scaling approach is suitable. This strategy involves scaling resources based on forecasted or
known traffic patterns, ensuring that the infrastructure can handle the load during expected peak times.
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An incremental backup stores only the data that has changed since the most recent backup. This results in the smallest backup size and the fastest backup operation because the least amount of data
needs to be copied during each backup cycle.
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Taking a snapshot of the data disk preserves the sensitive data independently of the VM. After the snapshot is created, the VM and its disks can be safely deleted, eliminating unnecessary compute
costs while retaining the required data for future recovery or compliance purposes.
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CRUD stands for Create, Read, Update, Delete, and it is most commonly used for interacting with relational databases. These operations form the basis of persistent storage manipulation in most
applications that use a database to store data.
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A template is a file that defines the desired state and configuration of a cloud resource, such as a server, a network, or a database. Infrastructure as code (laC) is the practice of using templates to
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automate and manage cloud resources, rather than manually configuring them. IaC can help prevent configuration drift, which is the deviation of the actual state of a resource from the desired state
defined by the template. In this scenario, the cloud engineer discovers that configurations on DB servers have drifted from the corporate standard baselines after an 1aC cloud migration to an laaS
environment. The best way to ensure configurations are restored to the baselines is to utilize a template to automate and update the DB configuration. This way, the cloud engineer can apply the same
template to all the DB servers, and ensure they are consistent and compliant with the corporate standards.
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Updates from version 1.0 to 1.1 signify incremental improvements or minor feature additions without significant changes.
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Choosing four instances with the given specifications would distribute the load and reduce the impact of any single instance failure. Using SSDs over HDDs would provide faster data processing
capabilities which is crucial for a log-parsing application. This setup also retains cost efficiency by not over-provisioning resources.
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Swap usage reflects how much memory pressure is causing the system to use disk space as virtual memory. This directly ties memory utilization to disk performance, making it the correct metric to
monitor in this scenario.
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The best troubleshooting step to take given the output is to check DNS configurations. The failure to resolve the "na.updateserver.net" domain suggests a DNS resolution issue, which could be due to
incorrect DNS settings, a failure in the DNS service, or an issue with the DNS server itself.
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Performance metrics provide historical and real-time data about application behavior, including resource utilization, response times, throughput, and error rates. Since the issue has been occurring
over the last month, analyzing performance metrics is the best way to identify trends, anomalies, and potential causes of the erratic behavior over time.
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A hot site is a fully equipped facility that mirrors the primary site's hardware, software, and data, allowing near-immediate failover in a disaster.
Data and systems at a hot site are kept online and synchronized (often in real time), so critical services can resume with minimal downtime and data loss.
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A non-relational (NoSQL) database is the best choice for storing unstructured and frequently changing data. Unlike relational databases, which require fixed schemas and structured data, NoSQL
databases offer flexibility and scalability, making them ideal for handling varied data formats such as JSON, XML, videos, and logs.
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Changes were made to address vulnerabilities likely involved disabling older, less secure protocols like TLS 1.1, causing the application that relies on it to become inaccessible.
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Creating a secondary server with load balancing distributes traffic, ensuring high availability and preventing performance degradation.
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The incorrect entry in the routing configuration is the destination listed as 192.168.1.0/24. All networks must route to the corporate network at 192.168.0.0/24. Replacing the incorrect destination with
the correct one fixes the communication issue in a single step.
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An event-driven architecture is suited for this scenario, where an event (like a VM shutdown) triggers a function to execute specific tasks (log collection and upload). This approach is efficient and
ensures that the logs are collected and uploaded to an object storage service every time the VM is stopped, regardless of whether it is a graceful or non-graceful shutdown.
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Versioning and immutability ensure that logs cannot be altered or deleted, preserving their integrity and providing reliable evidence for forensic analysis.
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Microservices architecture is a design approach to build a single application as a suite of small services, each running in its own process and communicating with lightweight mechanisms, often an
HTTP resource API. This design is decentralized and each service is fully decoupled, allowing for easier maintenance and scaling. Each microservice is built around a specific business capability and
can be deployed independently, unlike monolithic architectures that are typically centralized and less flexible.
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AWS offers technologies for running code, managing data, and integrating applications, all without managing servers. Serverless technologies feature automatic scaling, built-in high availability, and a
pay-for-use billing model to increase agility and optimize costs. These technologies also eliminate infrastructure management tasks like capacity provisioning and patching, so you can focus on writing
code that serves your customers.
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After making changes to templates, a cloud architect should use the git push command to deploy an laaS platform. This command is used to upload the local repository content to a remote repository,
making the new or changed templates available for the next deployment.
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The bottleneck is network saturation, not CPU, memory, or storage. A load balancer distributes incoming live stream traffic across multiple instances so no single VM becomes overwhelmed by
network demand, which improves responsiveness and handles the traffic surge more effectively.
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A syslog server is a centralized repository for logs from different devices and applications. It can be used to collect, store, and analyze logs from all the systems in the private cloud.
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Implementing an instance warm-up period can address the issue of new web servers not having all modules loaded during scaling events. This warm-up period allows new instances to fully initialize
and start serving traffic only when they are ready, preventing failed requests.
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A PaaS offering allows the company to deploy and run its existing in-house CRM application in the cloud without managing the underlying infrastructure, while still maintaining control over the
application itself.
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Penetration tests simulate real-world attacks to uncover vulnerabilities and evaluate the likelihood of exploitation, providing actionable insights for remediation.
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If users are unable to access an application that uses TLS 1.1 but can access other internet applications, it is likely that changes were made on the web server to address vulnerabilities, such as
disabling outdated and less secure protocols like TLS 1.1.
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A multi-availability zone database instance provides automatic failover across data centers and supports point-in-time recovery, meeting both the high-availability and restoration requirements.
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As more VMs are migrated simultaneously, the underlying SAN must handle increasing read operations. If the SAN's IOPS capacity becomes saturated, throughput drops significantly, causing the
migration rate to fall from 250Mbps to 25Mbps. This makes storage IOPS the most likely bottleneck.
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NAC is a security solution that helps to enforce network security policies by controlling access to network resources. It ensures that only authorized devices can access the network by validating their
identity and checking their compliance with security policies.
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TLSv1.3 is a newer version of the Transport Layer Security (TLS) protocol that is not supported by all operating systems. If the customers are using an unsupported OS, they will not be able to connect
to the website because their browsers will not be able to negotiate a TLSv1.3 connection.
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The most likely cause of the data breach is hard-coded credentials being exposed in the public repository. If the developer accidentally included database usernames and passwords in the code and
pushed it to a publicly accessible repository, attackers could easily find and use them to gain unauthorized access. This is a common security oversight that leads to database compromises.

Attackers often scan public repositories for sensitive information using automated tools, making hard-coded credentials a significant risk. Best practices include using environment variables, secret
management tools (e.g., AWS Secrets Manager, HashiCorp Vault), and removing credentials from source code before committing.
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