CompTIA.CAS-005-JPN.v2026-11-06.9249

HEEo—F - CAS-005-JPN

HEREFh CompTIA SecurityX Certification Exam (CAS-005H A&k
IR A — CompTIA

EREEOH 249

N—23 v v2026-11-06

&—9®ﬁ&§; 103

FEEDOEE=E 2494

https://www. |pnsh|ken com/shiken/CompTIA.CAS-005-JPN.v2026-11-06.9249.html

Eﬁ:ﬁ: 1
SOCTUPZ7IE, —EDERY ER/NROFATIRICEIELT EHY ) a—2aVEHRHLTOWET UTOBEZERT AVLENHY FT,
- IOCIFHREE S NG (T 75 5 4L
FRTDIFATI+—INEA—IWT— I TAT BEOHDRAAME2TOVITEILENHYET,
XBRREHERT A —ILEREETIRLENHY FT,
CHOEBEZERT H5-HOREBRODAEFTENTIMN?
A APIZFERLTIOCIZHLTY ) 2E1TT 5
B. TAXII—/I\—%FALTSTIX77MILEHEET S
C.SCAPEETLTR—RFA VEHRELFET
D. LA Ty DEMEET
Ffa:D(AAV FEEKRT D)
Executing automated playbooks enables a SOAR workflow that orchestrates multiple security tasks with minimal manual effort. A playbook can verify indicators of compromise,
automatically push blocking rules to firewalls and email gateways, and send notification emails once the actions are completed. This approach automates the entire response
sequence and ensures it is performed quickly and consistently.
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Homomorphic encryption allows for the manipulation and computation of encrypted data without needing to decrypt it, meaning the processor does not require access to the
encryption key. This enables meaningful operations on encrypted data while maintaining confidentiality.
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21.15.11.103 (221.15.11.1§3.mta o0 AN Sy, 103 )
with eamtps (TLS1.2)
38 receiver=mx7sgwt-35; clienct-ip=18.132.184
8.132.124.10 (18.132.124.]10-internal.com [18.1
5 (Postfix) with ESMTPS id zRhQ22fmNnQCe
=1; a=rsa-sha2b6; c=relaxed/relaxed;

1672873468; i=Q@exampl .com:
IYCmBIvmmeceJeskTFZNLIpnsp IuLFGREpJI £dQzs5ul=;
Message-ID:Date:Content-Type:Subject: FromiFromafo - CciSubject;

LlrEaCaRriLlkhfdntueKUIa%ulUSs500CmYCOR/ wys0dyWMFOTAwTE// ha+§+N1
To: jroe@example.com
Message-ID: <T3.¥Y5.1%2564.FR2853JEVEmMLCA. pEd>

i

Date: Mon, 07 Apr 2025 12#04:23 %0000

Content-Type: multipart/alktegnative; boundary=" - F506BlU&72zJ6b3FauAZA=== T3/A4-32616-C36LBIbYC4p"
MIME-Versien: 1.0

Reply-To: jdoefexampl.com
Subject: EW: Invoice
Erom: jdoef@exampl.com

X-SpamProbability: 0.09534%9
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The email headers show that the message originated from an external mail server associated with a different domain while the visible sender address appears to be from the
legitimate company domain. At the same time, the SPF check passed for the sending infrastructure, indicating the sending domain authorized that mail server. This pattern is
consistent with a look- alike or newly registered domain used to impersonate a trusted sender, enabling the attacker to send convincing invoice emails that appear legitimate to
the recipient.
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DLP (Data Loss Prevention): A network-based DLP solution can inspect traffic to and from on- prem NAS devices as well as cloud storage, using document fingerprinting and
content-aware rules to reduce false positives without requiring agents on endpoints.

CASB (Cloud Access Security Broker): An agentless CASB sits inline (or via API) between users and cloud services - both sanctioned and unsanctioned - preventing uploads of
sensitive Pll to personal SaaS apps and enforcing attribute-based policies on documents in cloud repos.
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The change from no authentication to requiring credentials suggests a shift in security posture for the web service. Using X.509 certificates for authentication provides a secure,
certificate-based authentication method that can eliminate reliance on passwords and reduce the risk of credential exposure. This approach ensures encrypted and
authenticated connections, preventing unauthorized access in the future.
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Conduct input sanitization: The primary safeguard against LDAP injection is to validate and cleanse all user-supplied inputs before they're incorporated into LDAP queries. By
enforcing strict whitelists (allowing only expected characters or patterns) and escaping or rejecting any special LDAP-filter metacharacters, you eliminate the injection vectors at
the source.

Deploy a WAF: While you're remediating the code, a properly configured Web Application Firewall can provide an additional layer of defense by detecting and blocking known
LDAP injection payloads (e.g., *)(uid=*))(|(uid=") in incoming requests. This helps mitigate exploitation risk in the short term and serves as a compensating control until the
application is fully secured.
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NIST (National Institute of Standards and Technology): Provides comprehensive password guidelines (e.g., SP 800-63B) widely used for securing systems, including handling
Pll. GDPR (General Data Protection Regulation): Focuses on data privacy laws rather than technical password policies.

CMMI (Capability Maturity Model Integration): Addresses process improvement, not password complexity.

COPPA (Children's Online Privacy Protection Act): Focuses on child data privacy, not password rules.
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Original DNP3 lacks built-in authentication for its messages, making it vulnerable to spoofing and replay attacks. Secure extensions (Secure DNP3) add cryptographic
authentication, but legacy deployments without these extensions remain at risk.
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Risk-Based Approach: Using cloud-provider-managed keys for public data is a reasonable risk- based decision. Public data, by definition, is not confidential.

Cost Optimization: This directly addresses the CISO's concern about cost, as cloud-provider- managed keys are often free or significantly cheaper.

Security Balance: It maintains a strong security posture for sensitive data by continuing to use customer-managed keys where appropriate, while optimizing costs for less
sensitive data.
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To prevent unauthorized applications from running, the company needs a mechanism to explicitly define and enforce which applications are allowed to execute. "Permit
listing" (often referred to as

"whitelisting" in security contexts) is the most effective solution here. It involves creating a list of approved applications, and only those on the list are permitted to run, blocking
all others by default. This directly addresses the root cause--users installing unapproved software--by restricting execution to only authorized programs.
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- name: deployment
hosts: linux servers
remote_user: root

tasks:
- name: Install security software
A ans@yYe buldtin.apt:

<xml>

<hosts>linux servers<{/hosts>
<os_typexliimux "3.1</os_type>
<SELinux*true</SELinux>

B. <source>com.canonical.io</source>

{"nameu:nd&ploymentﬁ’
"hosts”:"linux servers,”
"remote user":"Administrator,”
"tasks":"name":"Install security software”,
"com.microsoft.store.latest”

)

}

C.
{"task"”:"insteXImpiA
"hoats™: "linpg . Yervers”
"remote_uasdls” "root”
"se linwmM'"false”

"applitation": "AppA"
D PP FF
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Chosen option has YAML syntax for an Ansible playbook, which is the industry-standard configuration management tool for automating tasks on Linux servers. It is specifically
designed for Linux environments and supports package installation and security software deployment at scale.
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Query parameterization ensures that user input is treated strictly as data, not as executable SQL code. This prevents SQL injection attacks like the one shown in the log entry,
thereby eliminating the vulnerability that led to the incident.
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A Configuration Management Database (CMDB) provides the best foundation for identifying which specific assets are affected by a given vulnerability. A CMDB maintains
detailed information about the IT environment, including hardware, software, configurations, and relationships between assets. This comprehensive view allows organizations to
quickly identify and address vulnerabilities affecting specific assets.
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Utilizing decoy accounts and documents (often referred to as honeytokens) is the best mitigation strategy in this scenario. Decoy accounts and documents are designed to look
like legitimate, sensitive data or systems, but they are actually trapping. If an adversary accesses these decoys, it can trigger alerts and give the organization an early warning
of the intrusion. This helps the organization detect unauthorized access more quickly and provides the opportunity to respond before actual damage is done.
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To meet the high uptime, load time, and response time requirements, the following recommendations would be most effective:

Deploying a content delivery network (CDN): A CDN can distribute content across multiple locations globally, reducing load times by serving content from the nearest edge
server to the user.

Implementing server clusters: Server clusters can ensure high availability and load balancing, which is essential for maintaining 99.99% uptime and improving response times
during high traffic periods.

Lowering storage input/output (1/0): Reducing storage 1/0 can improve performance by speeding up data access and enhancing the system's ability to meet load time and
response time requirements.

These solutions directly address the performance and availability metrics that are required for the contract. Other options like implementing RAID, using redundant power for
workstations, or installing firewalls would not directly contribute to the high availability or performance requirements.
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The security team has identified that certain users are being targeted by what appears to be impossible travel and brute-force attacks, followed by attempts to transfer data to
an unknown site. To mitigate this, the best approach is to restrict uploading activity to only authorized sites. This ensures that even if the attackers gain access to the user
accounts, they will not be able to exfiltrate data to unknown or unauthorized locations.

This control directly addresses the data exfiltration risk by preventing unauthorized file uploads, regardless of whether the attacker successfully compromises user credentials.
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Extend log retention for all security and network devices to 180 days for all traffic The incident investigation was hampered because "logs were unavailable for various types of
traffic," which is a direct monitoring/forensics gap. Longer and more comprehensive retention is needed so security teams can reconstruct events and spot suspicious cross-
environment access.

Ensure all network and security devices are sending relevant data to the SIEM Proper monitoring requires centralized, correlated visibility; without all firewalls, routers, and other
security tools feeding events to the SIEM, lateral movement from non-prod to prod can go undetected. Centralized logging from "all services and infrastructure components" is a
core monitoring best practice.
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Time User Process p ﬁ m ﬁﬁ?’i ﬁ Machine

10:11 user-a exe blocked A ' machine02
10:15 user-b setup.exe blo;kecl machine02
10:15 user-A appwiz.exe \ " biﬁcke—d machine01
10:16 user-c appwiz.CPL ) blocked machine03
11:17 user-c cmd.exe | blocked machine03
11:18 user-h mscm;nlfi; éxé blocked machine04
11:19 user-d ﬁ;efﬁx.exe blocked machine04
11:19 user-d cmd.com NP blocked machine01
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User user-c is showing anomalous behavior across multiple machines, attempting to run administrative tools such as cmd.exe and appwiz.CPL, which are commonly used by
attackers for system modification. The activity pattern suggests a lateral movement attempt, potentially indicating a compromised account.
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" ["InAlarmState"] :
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"error_log

["_"\-"'T."'.—'T "
A |fIIFF-r-r..q‘I:.ITH1I _I'L:___
B. <"error_log"><"system_1"></"InAlarmstate"="True"></"system_1"></"error_|
cC.zLT"™
eLLU 1'_‘ L] »

- system 1:
InAlarmState: Trus

D. <"error_log": {"system_1": {"InAlarmState": True }}}
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Based on the provided Python code snippet, the answer <"error_log": {"system_1":

{"InAlarmState": True }} is a minimal example of the JSON data structure that would cause the code's if condition to evaluate as True.
The code checks for the presence and value of a nested key:

Python

if parsed_log["error_log"]["system_1"]["InAlarmState"]:

print("System 1 is in an alarm state!")
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alg”: "Nene",

"typ": "JWT"

sub usem\38763",
"i1at": 1680000000,
"wpT: 1680003600
|1:_:l':ﬂ: ".3"';"1,'_' ﬂ.':.','\.,_:‘i_:r:",
"refresh™: true,

tokan id"™ "abel23
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The JWT header shows the algorithm set to "None", which means the token is not cryptographically signed or verified. This allows an attacker to modify the token payload and
change claims such as the role field to gain elevated permissions. Because the token could be altered to assign higher privileges, the most significant risk is unauthorized
privilege escalation within the application.
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Industry Information Sharing and Analysis Centers distribute indicators of compromise related to threats observed across organizations within the same sector. By ingesting
these indicators, the SOC can detect attacks, malicious infrastructure, and adversary techniques that have already targeted similar organizations. This allows the SOC to
identify and respond to known threats affecting the industry more quickly.
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A tabletop exercise is a discussion-based simulation where key stakeholders, including management and technical teams, gather to walk through a hypothetical cybersecurity
incident.

The goal is to identify security gaps, assess response strategies, and prepare for real-world incidents. During this exercise, participants typically discuss their roles and
decisions in handling the incident, but no actual systems are impacted.
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What measurable user behaviors were exhibited that contributed to the compromise?

During the lessons-learned phase, it's important to analyze the specific user behaviors that led to the successful spear-phishing attack, even after a robust training program.
This could involve understanding patterns such as clicking on suspicious links, failing to verify emails, or not reporting unusual activity. By identifying these behaviors, the
organization can target specific areas for improvement in training or behavior modification.

Which technical controls, if implemented, would provide defense when user training fails?

Since users fell victim to the spear-phishing attack despite training, it's critical to implement technical controls that can provide an additional layer of defense. This may include
email filtering to block phishing attempts, multi-factor authentication (MFA), endpoint detection and response (EDR) tools, and sandboxing for suspicious attachments. These
controls will help prevent or mitigate attacks when training alone is insufficient.
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Tokenization replaces sensitive data (e.g., Pll) with non-sensitive placeholders while maintaining format consistency, ensuring compliance without disrupting testing. This
method is commonly used for PCI-DSS and GDPR compliance while preserving data structure for functional tests.
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Change management establishes a formal process for planning, approving, testing, scheduling, and documenting all authorized modifications. This ensures that deploying or
updating the DLP solution follows controlled steps, reducing the risk of unplanned disruptions or misconfigurations.
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Federation allows two or more organizations to establish a trust relationship for sharing authentication and authorization information without merging internal authentication
stores. With federation, users from both companies can access resources in the other company's environment by using their own credentials, typically through a centralized
identity provider (IdP). This approach allows the companies to keep their authentication systems separate but still provide seamless access to applications and services, making
it ideal for scenarios like mergers where complete consolidation of authentication systems might not be immediate.
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To mitigate the risk of the vulnerable and deprecated runtime engine while the developers transition to a more modern environment, configuring an Intrusion Prevention System
(IPS) and a Web Application Firewall (WAF) with appropriate signatures would provide protection without disrupting the service. These security controls can help detect and
block known exploits targeting the vulnerable runtime engine. By applying these measures, the application can continue running while minimizing the risk of exploitation from
external threats.
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Regression testing is a software testing practice that ensures that recent code changes have not adversely affected existing functionalities. In this scenario, the reintroduction of
a previously fixed bug indicates that changes or integrations brought back the old issue. Implementing comprehensive regression testing would help detect such reintroductions
by systematically retesting the existing functionalities whenever changes are made to the codebase. This practice is crucial in maintaining the integrity of the application,
especially in complex systems where multiple components interact.
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By disabling direct cellular roaming and requiring mobile hotspots, the agency reduces exposure to foreign carriers' over-the-air (OTA) update mechanisms. This defends
against carrier-based OTA attack vectors that could compromise devices when connected to international networks.
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Formal methods in software development focus on rigorously proving correctness and ensuring that all software components align with defined requirements. Lack of

0w

traceability to functional and non-functional requirements directly points to a gap in ensuring the software meets its specified goals, which formal methods would address by
providing a mathematically verified framework to ensure compliance throughout the development process.
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The DHCP logs show multiple distinct MAC addresses associated with the same user and device (UserA-MobileDevice). This behavior suggests that the device is using MAC
address randomization, a feature designed to enhance privacy by generating a unique, temporary MAC address when connecting to wireless networks. The mobile
administrator is verifying this setting to ensure that the mobile devices are properly randomizing their MAC addresses for added security.
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Configuring VPN concentrators inside the OT network segments allows secure, encrypted communication between Site A and Site B. This setup enables each SCADA
controller to act as a backup for the other site's pumps during outages, while being cost-effective compared to dedicated fiber or deploying redundant controllers.
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Privacy regulations, such as GDPR (General Data Protection Regulation) and CCPA (California Consumer Privacy Act), require companies to provide data subject access
request (DSAR) handling processes. A DSAR allows individuals to request details about their personal data stored by a company and request modifications or deletions.
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Implementing authentication for API requests ensures only legitimate users can access the service, while setting rate limits helps prevent abuse and controls costs associated
with excessive or malicious traffic. This directly addresses both the security and cost concerns.
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Risk appetite defines the level of risk an organization is willing to accept. When budgets are constrained, understanding this threshold is essential to prioritize resources and
determine whether to accept, mitigate, or transfer high-impact, low-likelihood risks.
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A response playbook is a detailed document that outlines predefined steps, procedures, and templates for responding to specific incidents or situations. In this case, it would
provide the customer service team with a consistent, clear, and accurate message to deliver to clients regarding the new vulnerability. The playbook would ensure that all team
members are providing uniform responses to inquiries, reducing confusion and ensuring that the company's communication is coherent and accurate.
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Performing a gap assessment identifies the differences between the organization's current security posture and the requirements defined in established frameworks and
industry best practices. This evaluation provides a baseline understanding of which controls already exist, which are missing, and which require improvement. The results guide
the prioritization and implementation of appropriate security measures to align the infrastructure with the selected frameworks.
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The use of gets() allows an attacker to overflow the 20-byte username buffer by entering more data than it can hold. Enforcing a 20-character limit (for example, by switching to
fgets(username, sizeof(username), stdin)) prevents buffer overruns and eliminates this class of vulnerability.
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To meet the requirements of centrally managing configurations, pushing policies, remotely wiping devices, and maintaining an asset inventory, the best solution is to implement
a Mobile Device Management (MDM) solution.

MDM Capabilities:

Central Management: MDM allows administrators to manage the configurations of all devices from a central console.

Policy Enforcement: MDM solutions enable the push of security policies and updates to ensure compliance across all managed devices.
Remote Wipe: In case a device is lost or stolen, MDM provides the capability to remotely wipe the device to protect sensitive data.
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Asset Inventory: MDM maintains an up-to-date inventory of all managed devices, including their configurations and installed applications.
Other options do not provide the same comprehensive capabilities required for managing specialized endpoints.
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Conducting an internal audit assessment before hiring an external auditor allows the company to identify any potential vulnerabilities or gaps internally. This ensures that the
organization is well-prepared for the external audit and can address issues proactively.
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The analyst is tasked with addressing potential threats to the software development life cycle (SDLC) after identifying that branch protections are not in place in Company A's
compliance reports. Branch protections are critical for secure code management, preventing unauthorized or risky changes (e.g., direct pushes to main, unreviewed merges).
Branch protections typically enforce peer review, code scanning, and other gates before code reaches production.

If developers cannot promote to production directly, it ensures there's a proper approval or CI/CD pipeline in place-a fundamental control to prevent insecure or unauthorized
code changes.

This aligns exactly with the compliance finding and the need to secure the SDLC.
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A RACI matrix is used to define and track roles and responsibilities in a project by identifying who is Responsible, Accountable, Consulted, and Informed for each task or phase.
It's the best tool for the project manager to manage role assignments throughout the deployment life cycle.
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To minimize downtime, testing should occur in a virtual lab, not production. The best approach is to test solutions methodically: implement one solution at a time, run an attack
simulation, collect metrics, roll back, and repeat. This isolates each solution's effectiveness, ensuring accurate metrics for decision-making without production impact.
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Creating a secondary, immutable database and adding live data continuously best meets the requirements because immutability ensures backup data cannot be altered or
compromised, including during ransomware attacks. This approach preserves data integrity and maintains multiple copies, aligning with the priority on data integrity over restore
speed.
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Static Application Security Testing (SAST) analyzes source code, bytecode, or binaries without executing the program, making it highly relevant for identifying syntax errors
during the development process. This approach is ideal for the DevSecOps team's task of identifying errors before deployment.
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The root of SQL injection (e.g., ' AND 1=1#) is unsafe string concatenation in application code. A robust secure-coding standard mandates parameterized queries (or stored
procedures), strict input validation/whitelisting, and escaping of any user-supplied data. By embedding these practices into your development guidelines and enforcing them
through code reviews and automated scans, you eliminate SQL injection and similar input-based attacks at the source.
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Automating compliance in cloud environments requires a tool that can enforce configurations, manage infrastructure as code, and align with industry standards (e.g., NIST,
ISO).
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Forward secrecy (FS) ensures that past encrypted data remains secure even if encryption keys are compromised in the future. It generates ephemeral session keys that are not
reused.
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Vendor lock-in occurs when a client is overly dependent on a vendor, limiting flexibility. Risks include:
Option B: Vendors changing offerings (e.g., features, pricing) can disrupt the client, a key lock-in risk.
Option D: Decreased quality of service may result from reliance on a single vendor without alternatives.
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User  [Saurce P [0S0 [otion - [satisfied? status.

SALES1 |8.11.4.16 Germany France Yes Blocked

SALES1 |8.114.16 Germany, Francd Yes Blocked

ACCT1 [192.168 418, |Frafice France No Allowed

SALES1 |8.114.16 Germany France Yes Blocked

ACCT1 |8.114.16 Germany France Yes Blocked

SALES2 18.11420 France France Yées Allowed
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The SALES1 user is consistently being blocked despite satisfying MFA requirements, and the source IP is in Germany while the user assigned location is France. This indicates
that the authentication server might be misidentifying the network geolocation or incorrectly associating the IP address with a different location, leading to the blockage of
access.
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$ uname -a && env

$ vim foo.c

$ gcc foo.c /tmp/lockfile

$ chmod +x /tmp/lockfile
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$ ./tmp/lockfile
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The command history shows that the attacker created a source file, compiled it into an executable using the system compiler, placed it in a temporary directory, made it
executable, and ran it. This indicates the system allows arbitrary compilation and execution of binaries. Implementing application allow-listing would restrict execution to only
approved binaries and scripts, preventing unauthorized compiled payloads from running even if an attacker manages to create them on the system.
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A cloud-native application protection platform continuously monitors cloud workloads and configurations to detect drift from approved baselines and automatically enforce
security policies across environments. This helps ensure workloads remain aligned with the approved configuration after deployment.

Infrastructure as code defines infrastructure and workload configurations through version- controlled templates, enabling standardized environments to be deployed
consistently. If configuration drift occurs, the defined templates can be reapplied to immediately restore systems to the approved baseline configuration.
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Prompt-driven MFA means that MFA prompts are triggered only when there is suspicious activity or a specific need for authentication, rather than being sent regularly. This
approach would reduce the excessive notifications while still ensuring security, addressing the user's complaints effectively.
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Prompt injection occurs when attackers manipulate input to alter the behavior of an Al model.

Input sanitization helps prevent this by filtering or validating user input, ensuring that malicious commands or instructions don't reach or influence the model's processing logic.
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The most likely reason the endpoint cannot utilize full disk encryption is that the device lacks a TPM (Trusted Platform Module), which is often required for full disk encryption
solutions. Many modern encryption technologies rely on the TPM to securely store encryption keys. If the motherboard was not configured with a TPM by the original equipment
manufacturer (OEM), the device would not support full disk encryption and would need to be replaced or upgraded to a compatible device.
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Fuzz testing is a technique used to identify vulnerabilities by inputting a large volume of random, unexpected, or malformed data into the application. It helps uncover
vulnerabilities like buffer overflows, input validation issues, and other security flaws that may not be immediately apparent.

By systematically testing different inputs and paths in the application, fuzz testing can identify previously undiscovered vulnerabilities and help secure the component against
potential exploits.
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A SOAR platform streamlines and automates repetitive detection and response workflows, like alert triage, enrichment, and ticketing, freeing up analysts to focus on high-value
tasks. This orchestration capability reduces mean time to acknowledge and respond, directly boosting overall SOC efficiency and performance.
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The most appropriate action is to create an organizational risk register for project prioritization. This helps the company document and assess risks, prioritize critical systems,
and determine which systems, such as the old 2008 Windows server running a business-critical process, need to be addressed most urgently. A risk register ensures that
resources are allocated properly and that mitigation plans are in place for the most critical systems to prevent revenue loss in the event of a failure.
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Delivered-To: janedoef@email.net

MessagelD: <sdflkh038-kdhen7-23hd7s-afdzx.xt.local>

Created at: Sat, Jan 20, 2024 at 10:50 PM (Delivered after 10 seconds)
From: Jane Doe <janedoe@company.com>

To: janedoe@email.net

Subject: Grocery List for Next Week's MealPleb

SPF: PASS with IP 12.34.56.78

DKIM: 'PASS"'" with domain email.compamyhcom

DMARC: 'PASS'

Body:

Make sure not to forgetyapwof the items.
Regards,

Jane Doe Engineer @%YS&mpany

Attachments: groceryitemgtxt

Attachment Virus Scan: 'PASS'
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Since the exfiltration occurred via an encrypted text file sent by an internal account and no external intrusion or DLP alerts were found, the most appropriate next step is to
investigate whether the employee legitimately had access to the leaked data. This helps determine if it was an insider threat or misuse of authorized access.
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Creating golden images with Terraform enables automated, consistent, and up-to-date deployment of microservices with a pre-patched base OS. This significantly reduces time
spent on manual updates and accelerates production deployment in a microservices environment.
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Lattice-based schemes, such as Learning With Errors (LWE) or Ring-LWE, are among the leading candidates in NIST's post-quantum cryptography standardization process
because their underlying hard problems resist known quantum-algorithm speedups. Replacing ECC with a lattice-based algorithm directly addresses the threat posed by future
quantum computers, making it the preferred choice for long-term cryptographic agility.
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The Online Certificate Status Protocol (OCSP) lets your application query a trusted responder in real time to confirm that a peer's X.509 certificate hasn't been revoked.
Embedding OCSP checking in your TLS/SSL handshake ensures the remote identity you connect to remains valid without needing to download and parse full CRLs.
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STRIDE is a threat-modeling framework that focuses on six key threat categories: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of
Privilege.

This directly addresses the CISO's concerns about ensuring high availability (99.999%) and restricting data access to only authorized users, making it the most suitable choice.
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Placing the application and its users on a separate, segmented network limits exposure and reduces the risk of compromise, especially since the application cannot be updated.

This approach ensures availability while applying strong network-level security controls.
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The logs show processes associated with credential dumping, specifically LSASS.exe access, which is commonly targeted to extract stored credentials from memory for later
use by attackers.
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Limiting the platform's abilities to only non-sensitive functions is the best way to secure the Al environment. By restricting the Al's scope to tasks that do not involve sensitive or
critical information, the company can mitigate the risk of accidental data exposure or misuse while still allowing the Al to assist employees in non-sensitive activities. This
approach helps implement guardrails that align with security best practices.
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Role-based access control (RBAC) ensures that permissions are tied to job roles rather than individuals, making it easier to update or change access when someone switches
roles.

Periodic access reviews help detect and correct excessive permissions by regularly reviewing who has access to what and removing any unnecessary privileges.
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Covert channel analysis is the technique best suited for assessing how data transmission controls can be bypassed without detection. Covert channels involve using a system
or communication protocol in unintended ways to transmit data secretly. This analysis helps identify potential hidden channels that might bypass security controls and allow
unauthorized communication between domains.
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The organization is concerned that generative Al tools can increase the quality and sophistication of phishing and social engineering attacks, making them harder to detect and
more convincing to victims.

Eﬁ:ﬂ: 75
HAITEDANILTTRYIZIE BAHEFH Swww.bank.com~DT7 I X IZET AREICET ARINEHLENZHFTEOATWS X T4 ARL—a3vwo2—1E U
TOEXa) T4 FE’&EEE?L’ L7,

g

e ————— e ——————————— i ——— e T et el

WS .-
|

CLi90 |LV. 4 . 1ef25 IT Wil . I

s ..-. "-. I- L= Illll-'ll."ll.: l. .. T ¢ - A -I . L _.".
+

[User5110.200.4.138/24 bkgal [www.bank.com|28.17.62.
LUTDS56 BEOREEE L TRLAGRENSVLDIEENTIMN?
A. BImDNSFERMN KB L TLVET

B.DNSLO— FARETAETHTUVET,

C.DNStZ 749 IMIUIR—ILENTNET,

D. DNSOEREMEE>TWET,

IEfE: (EfEZRTLET)

Sinkholing, or DNS sinkholing, is a method used to redirect malicious traffic to a safe destination.

This technique is often employed by security teams to prevent access to malicious domains by substituting a benign destination IP address.
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In the given logs, users from the finance department are accessing www.bank.com and receiving HTTP status code 495. This status code is typically indicative of a client
certificate error, which can occur if the DNS traffic is being manipulated or redirected incorrectly. The consistency in receiving the same HTTP status code across different users
suggests a systematic issue rather than an isolated incident.
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Replication ensures data consistency by synchronizing copies of data across clusters. This would prevent data loss during power outages.

Caching provides faster data retrieval but does not ensure data persistence. Containerization improves deployment consistency but does not address resilience or data integrity.
Redundancy relates to additional hardware or systems but does not guarantee up-to-date data. High availability addresses system uptime but does not prevent data loss.
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XCCDF (Extensible Configuration Checklist Description Format) is part of the SCAP framework and is designed to automate security configuration checks and enforce security
baselines such as CIS benchmarks. It enables standardized vulnerability and compliance scanning, supports scheduling of scans, and allows orchestration of large numbers of
configuration checks across systems. This makes it well suited for enforcing CIS baselines and automating vulnerability assessments across many containerized services.
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Infrastructure as code defines cloud infrastructure, network configurations, and security policies in version-controlled configuration files that can be deployed automatically. This
approach allows organizations to create standardized templates for networks, ensure consistent deployments across environments, and update security policies centrally so
changes can be applied at scale to all instances.
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Software composition analysis identifies and inventories all open-source and third-party components included in an application and produces a detailed software bill of
materials. This provides a complete representation of the code libraries and modules used in the application before the build process. The generated inventory serves as
evidence during audits that the organization has visibility into the components included in the production-deployed application.
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A content delivery network improves resilience by distributing incoming traffic across globally distributed edge nodes, absorbing traffic spikes and helping mitigate denial-of-
service conditions before requests reach the infrastructure. This protects the web tier and backend services from overload and improves availability for external users.

An application load balancer distributes incoming requests across the two web-tier virtual machines and backend services, preventing a single instance from becoming a point
of failure.

Load balancing enables high availability and fault tolerance by automatically directing traffic to healthy instances if one becomes unavailable.
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To create a collection of use cases for detecting known threats and include them in a centralized library for use across multiple companies with different vendors, Sigma rules
are the best option.

Vendor-Agnostic Format: Sigma rules are a generic and open standard for writing SIEM (Security Information and Event Management) rules. They can be translated to specific
query languages of different SIEM systems, making them highly versatile and applicable across various platforms.

Centralized Rule Management: By using Sigma rules, the cybersecurity architect can create a centralized library of detection rules that can be easily shared and implemented
across different detection and monitoring systems used by the acquired companies. This ensures consistency in threat detection capabilities.

Ease of Use and Flexibility: Sigma provides a structured and straightforward format for defining detection logic. It allows for the easy creation, modification, and sharing of rules,
facilitating collaboration and standardization across the organization.
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A centralized Software Bill of Materials (SBoM) is the best solution for identifying vulnerabilities in container images in a private repository. An SBoM provides a comprehensive
inventory of all components, dependencies, and their versions within a container image, facilitating quick evaluation and response to vulnerabilities.

Why Centralized SBoM?
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Comprehensive Inventory: An SBoM lists all software components, including their versions and dependencies, allowing for thorough vulnerability assessments.
Quick Identification: Centralizing SBoM data enables rapid identification of affected containers when a vulnerability is disclosed.

Automation: SBoMs can be integrated into automated tools for continuous monitoring and alerting of vulnerabilities.

Regulatory Compliance: Helps in meeting compliance requirements by providing a clear and auditable record of all software components used.
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Quantum computing threatens traditional encryption methods, especially those based on large prime number factorization (e.g., RSA), because quantum algorithms like Shor's
algorithm can break them efficiently. This drives the need for post-quantum cryptography.
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SASE combines network security (e.g., SWG, CASB, ZTNA, FWaaS) with WAN capabilities (SD- WAN) into a single cloud-delivered service. It is designed to provide secure
and optimized access to cloud resources, replacing traditional VPNs with Zero Trust principles. This directly addresses the need for trusted connectivity while mitigating risks
like VPN vulnerabilities.
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To meet the requirements of having all endpoints establish telemetry with a SIEM, integrate into an XDR platform, and allow SOC services to monitor the XDR platform, the best
approach is to implement Host Intrusion Prevention Systems (HIPS) and a host-based firewall. HIPS can provide detailed telemetry data to the SIEM and can be integrated into
the XDR platform for comprehensive monitoring and response. The host-based firewall ensures that only authorized traffic is allowed, providing an additional layer of security.
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Simulating a phishing campaign helps users recognize phishing attempts and enhances overall security awareness. It is a practical way to improve incident reporting and
ensure that users understand common attack vectors. This directly supports creating a healthy security culture, complying with regulatory requirements related to security
training, and improving the response to security incidents.
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Investing in a threat intelligence platform is the best option for a company looking to operationalize research output. A threat intelligence platform helps in collecting, processing,
and analyzing threat data to provide actionable insights. These platforms integrate data from various sources, including dark web monitoring, honeypots, and other security
tools, to offer a comprehensive view of the threat landscape.
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Immutable storage prevents data from being altered or deleted, ensuring integrity even during a ransomware attack. Combined with frequent snapshots, it can achieve an RPO
of less than one hour, best meeting the business requirements.
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Costs associated with downtime help quantify the financial impact of disruptions, which is essential for a business impact analysis (BIA).

Critical processes identify essential functions that must be prioritized for recovery, allowing the compliance officer to assess the consequences of interruptions effectively.
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The best sources of information to support the analysis process for troubleshooting false positives and false negatives in a SIEM are:

Trends - Analyzing trends helps identify patterns in alerts, such as recurring false positives or missed detections (false negatives), allowing the team to adjust rules or thresholds
accordingly.

Alert failures - Reviewing alert failures (e.g., missed detections or incorrect alerts) provides direct insight into why the SIEM is generating false positives or negatives, helping
refine detection logic.
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For any evidence, digital or otherwise, to be admissible in court, it must be both relevant to the issues at hand (i.e., material) and authentic. "Material" evidence has a legitimate
and effective influence on proving a fact in dispute. In practice, this means the digital artifacts you collect must directly relate to the elements of the case and help establish or
refute a key point.
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Web browser:
URL: https://comptia.org/profiles/userdetails?userid=103

Web server code:
String accountQuery = "SELECT ®«from users WHERE userid = ?;
PreparedStatement stmt = confection.prepareStatement(accountQuery);

stmt .setString(1l, request.getParameter(“userid”));

ResultSet queryResponse - stmt.executeQuery();
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Caller:
URL: https://comptia.org/api/userprofile?userid=103

API endpoint (/searchDirectory):

import subprocess

from http.server import HTTPServer, BaselHTTPRequestHandler
httpd = HTTPServer((“192.168.0.5, 8443), BaseHTTPRequestHandler)
httpd.serve forever()

def get request(request):

userld = request.getParam(@Serid)

ldaplookup = “Idapsearch -D “cn=' + userld + ¥ -W -p 389

-h loginserver.comptia.org

-b “dc=comptia,dc=org” -s sub -x “(objectclass=*)""
accountlLookup = subprocess.popen(ldaplookup)

if (userExists(accountlLookup))

accountFound true
else
accountFound




Answer Area
Code Snippet 1 Code Snippet 2

Vulnerability 1 Vulnerability 2

O Cross-site request forgery O Denial of service

O Server-side request forgery © SQL injection

O Insecure direct object reference O Credentials passed via GET
O SQL injection O Authorization bypass

O Cross-site scripting

O Perform input sanitization of the userid field. O Perform input sanitization of the userid field.

- O HTTP POST should be used for sensitive
O Perform output encoding of quéryResponse. parameters.

O Implement prepared statements and bind

O Ensure userid belongs to logged-in user. wirtablss.

" Implement anti-forgery tokens. O Remove the serve_forever instruction.

2 Prevent the "authenticated" value from being
O Inspect URLs and disallow arbitrary requests. overridden by a GET parameter.
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O Perform output encoding of queryResponse. parameters.
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O Prevent the "authenticated” value from being
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Dynamic analysis is the most appropriate technique for assessing vulnerabilities during runtime.

It involves testing the application while it is running, which allows the security analyst to observe the application's behavior, detect vulnerabilities that emerge during execution,
and understand how the application interacts with its environment. This provides a comprehensive view of vulnerabilities that may not be detected through static code analysis,
as it accounts for issues like memory corruption, data leaks, and runtime exceptions.
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Application control with blocked hashes and enterprise-trusted root certificates ensures that only internally signed applications can be executed, aligning with the requirement to
limit executable files to those signed by the organization. By blocking unauthorized hashes, the control prevents unauthorized software installations. This approach also meets
the requirement to log attempts to run unauthorized software, as such events can be captured and logged by the application control solution.
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Collecting a large pool of behavioral observations requires handling vast datasets, which is the domain of Big Data. Big Data technologies enable the storage, processing, and
analysis of large- scale data (e.g., user behavior logs) to inform decisions, a key capability in security analytics.
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When differentiating between valid and invalid findings from vulnerability scans, the systems administrator should verify that the scanning credentials are properly configured.
Valid credentials ensure that the scanner can authenticate and access the systems being evaluated, providing accurate and comprehensive results. Without proper credentials,
scans may miss vulnerabilities or generate false positives, making it difficult to prioritize and address the findings effectively.
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Homomorphic encryption allows computations to be performed directly on encrypted data, producing encrypted results that, when decrypted by the data owner, yield the correct
analysis output-while the third party never has access to the underlying plaintext. This perfectly matches the requirement of analyzing data without ever seeing the raw values.
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Enabling dashboards for service status monitoring is the best action to support rapid incident response. Dashboards provide real-time visibility into the status of critical systems,

UOU.'I_>

enabling quicker identification of issues and a more informed, proactive response during an incident. By having a centralized view of service status, the security administrator
can respond more quickly and efficiently to any disruptions.
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SASE (Secure Access Service Edge) is the most appropriate solution because it combines network security and WAN capabilities, providing secure access to both internal and
external resources, eliminating split-tunnel traffic, and offering robust identity and access management capabilities. It integrates security directly into the network architecture,
which meets all the listed requirements.
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The Children's Online Privacy Protection Act (COPPA) requires online services, like games, to implement age-related sign-up requirements and obtain verifiable parental
consent when collecting personal information from children under 13 in the U.S. This best aligns with the legal counsel's concerns.
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Industry threat feeds from an ISAC provide timely and accurate intelligence that includes indicators of compromise, contextual details, and recommended mitigation or
remediation actions. These feeds are structured so SOC teams can incorporate them directly into monitoring and incident escalation processes, ensuring alerts include relevant
data points and actionable response guidance for the incident response team.
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Tagging strategy: All resources (e.g., systems, files, databases) can be assigned tags based on their classification type (Confidential, Restricted, Internal, Public Flag for

Review). This allows the access control system to easily associate resources with their respective data classifications without needing significant changes to the underlying
systems.

Attribute-based access control (ABAC): ABAC allows access control decisions to be based on attributes (such as user group, resource tags, or data classification). By using

ABAC, the system can enforce rules dynamically, allowing users in specific groups (mapped through SSO federation) to only access resources that match their assigned data
classification.
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Internet

VPN
Concentrator

Drag and Drop - Relevant Findings

A natural disaster may disrupt operations at Site A, which would then
cause an evacuation. Users are unable to log into the domain from

Application Application
Server 03 Server 04
their workstations after relocating to Site B.
A natural disaster may disrupt operations at Site A, which would then

cause the pump room at Site B to become inoperable.

PLC
A natural disaster may disrupt operations at Site A, which would then - m

cause unreliable Internet connectivity at Site B due to route flapping.

Explanation:

Given that there is little connection between the two clouds when site A is down and cause an evacuation | would say directory server is damaged causing domain issues. 1 -
Directory Server.

SCADA system controls the pumps so 2 - SCADA. Last is route flapping that is VPN concentrator, now dont make the mistake i did put 3 in site B not A as for the added option
used the BGP routing, if bgp route is set to go through site A that might cause issues so 3 - VPM Concentrator (Site B) (BGP route option).
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Building playbooks for different incident scenarios provides a structured, repeatable process for the team to follow, ensuring critical steps are followed, information is not lost,
and communication is effectively managed. Regular table-top exercises help familiarize the team with these procedures, allowing them to practice and refine their response
capabilities before a real incident occurs. This directly addresses the issues raised in the lessons-learned review.
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External-facing infrastructure with known exploited vulnerabilities poses the highest immediate risk, as it is directly accessible to attackers and already associated with active
threats.

This should be the top priority in any threat modeling effort.
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The Diamond Model of Intrusion Analysis requires the documentation of capabilities, as this refers to the adversary's tools, techniques, and procedures (TTPs) used during the
attack.

Identifying and documenting the adversary's capabilities is essential for effective threat-hunting, as it helps understand how the adversary operates and can guide the detection
of similar future attacks.
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Using the existing MDM solution integrated with directory services automates authentication and enroliment, making the process scalable, secure, and cost-effective.
Configuring SCEP with a one-time password enables secure bulk enrollment of many devices efficiently.
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A SIEM (Security Information and Event Management) solution is specifically designed to collect, store, and aggregate logs from various systems. By configuring the SIEM to
aggregate the logs, the security engineer can ensure that the logs are properly retained, analyzed, and correlated for compliance and security purposes. This solution provides
long-term storage and easier access to logs for investigations.
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An MOU (Memorandum of Understanding) is the best choice in this scenario, as it represents an agreement between two parties outlining the intention to collaborate or work
together on a common goal, without creating legally binding obligations. In this case, the two engineering companies are uniting to approach cyberthreats in a unified way, and
an MOU would formalize this cooperative arrangement and define the terms of their collaboration.
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A: Randomizing the keypad reduces the risk of shoulder-surfing attacks by eliminating predictable patterns.
C: Randomization increases the cognitive load on users, making it harder to input numbers quickly.
D: Additional computational power is minimal and not typically a trade-off.
E and F: Remembering access numbers or weak passwords are unrelated to keypad randomization.
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RPO (Recovery Point Objective): Specifies the maximum acceptable amount of data loss measured in time. If data loss of more than one hour is unacceptable, the RPO should
be set to less than or equal to one hour.

RTO (Recovery Time Objective): Refers to the acceptable duration of system downtime, which is not relevant to the question.

The BCP, DRP, and SLA do not directly address data loss.
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The code snippet includes obfuscated PHP code that loads and executes content from a temporary file (inc.tmp) via hex2bin(file_get_contents(...)), often seen in web malware
injections. This strongly suggests that a CMS plug-in has been exploited to inject malicious code into the website.
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An Al model denial-of-service attack occurs when an attacker intentionally submits very large or computationally expensive inputs that force the model to consume excessive
processing resources. This overwhelms the model's inference capacity, degrades performance, and can prevent legitimate users from receiving responses, effectively
disrupting the availability of the Al service.
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Deploying an agent on the systems will allow for more accurate and centralized vulnerability management. The agent can deduplicate vulnerabilities by associating them with a
specific host, regardless of how many network interface cards (NICs) the system has. This helps eliminate the issue of vulnerabilities being counted multiple times for each NIC.
Agents can also collect data from the system more accurately and ensure that vulnerabilities are tied to the correct host.
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Deploying a browser isolation solution would be the best way to secure this process without disrupting order fulfillment. It allows users to click on links within emails while
keeping any potentially harmful content isolated from the rest of the network. This prevents malicious links from affecting internal systems while still enabling users to complete
their tasks without disruption.
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Company 2, which has SIEM, UEBA, DLP, and ISAC membership-still shows the slowest detection (20 min) and response (40 min) times. Its only gap is lack of integration with
a Threat Intelligence Platform (TIP). Automating the intake, normalization, and enrichment of shared indicators via a TIP lets the SIEM/UEBA/DLP correlate new threat data in
real time, cutting both mean time to detect and mean time to respond.
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To improve the vulnerability management process in an environment where new devices/IPs are added and dropped regularly, the company should perform regular discovery
scanning throughout the IT landscape using the vulnerability management tool.

Accurate Asset Inventory: Regular discovery scans help maintain an up-to-date inventory of all assets, ensuring that the vulnerability management process includes all relevant
devices and IPs.

Consistency in Reporting: By continuously discovering and scanning new and existing assets, the company can generate consistent and comprehensive vulnerability reports
that reflect the current state of the network.

Proactive Management: Regular scans enable the organization to proactively identify and address vulnerabilities on new and existing assets, reducing the window of exposure
to potential threats.
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|11 Dec 16:33:43 192.168.2.45 access granted to admin from 192.468.2.5 443 GET /cameras/loading dock.htm 200
fozilla/5.0 (Windows NT 5.1) Gecko

(1 Dec 22:30:23 192.168.2.45 access granted to admin from A04.98.16.29 80 GET /cameras/loading dock.htm 200
fozilla/5.0 (X1ll.Linux x86_64) Applewebkit

l1 Dec 23:00:23 192.168.2.45 logoff admin from 104,.18.%¢.29 80 GET /cameras/loading dock.htm 200 Mozilla/5.0
(X11.Linux x86 64) Applewebkit

l1 Dec 23:05:43 192.168.2.45 access granted to admim from 104.18.16.29 80 GET /cameras/loading dock.htm 200
fozilla/5.0 (X1l.Linux x86 64) Applewebkit

1 Dec 23:35:43 192.168.2.45 logoff admin from 104.18.16.29=84 GET /cameras/losddmgedockghtm 200 Mozilla/5.0
(X11.Linux x86 64) Applewebkit
l2 Dec 00:30:53 192.168.2.45 access granted ®o admin fromW04 4% 16529 B0 MGET Jcalerds MI98%ing dock.htm 200

fozilla/5.0 (X1l.Linux x86 64) ApplewebKit

BRERLVIRMIZERTIHDICTFURRDRETIRETI I VIERDSEENTTHM?

A-Web 7S r— 3 UIC WAF REFZRELFET,

B. AASDI7—LOzT7%ET7vITL—FKLET,

C. KFEINE IPIOhoDEBROAZHFALET,

D. 774724 —JLTIP104.18.16.29 %O vy LZET,

IEfZ: (EfEZRTLET)

The logs show successful admin access from both an internal IP (192.168.2.5) and an external IP (104.18.16.29). Since external access during off-hours indicates compromise,

the best long-term mitigation is to restrict remote access so only approved IPs can connect. This prevents unauthorized external access while maintaining legitimate internal
management.
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0 NMAP Scan Output

Mmap scan report for 10.1.45.65

Host is up (0.015s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh CrushFTP sftpd (protocol 2.0)

g@88/tcp open http CrushFTP web interface

Warning: 05Scan results may be unreliable because we could not find at least 1 open
and 1 closed port

Device type: general purpose

Running: Microsoft Windows 7|2008

0S CPE: cpe:/o:microsoft:windows_7 cpe:fo:microsoft:windows_server_2008:r2
0S details: Microsoft Windows 7 SP1 or Windows Server 2008 R2

Nmap scan report for 10.1.45.66

Host is up (0.016s latency).

Mot shown: 998 dosed ports

PORT STATE SERVICE VERSION

25/tcp closed smtp Barracuda Networks Spam Firewall smtpd
415/tcp open ssl/smtp smtpd

587/tcp open ssl/smtp smtpd

443 /tcp open ssl/http Microsoft IIS httpd 7.5

Aggressive 0S guesses: Linux 3.16 (90%:), OpenWirt Chaos Calmer 15.05 (Linux 3.18)
or Designated Driver (Linux 4.1 or 4.4) (89%), OpenWrt Kamikaze 7.09 (Linux 2.6.22)

(88%), Linux 4.5 (88%), Asus RT-AC66U router (Linux 2.6) (88%), Linux 3.16 - 4.6
(88%), OpenWrt 0.9 - 7.09 (Linux 2.4.30 - 2.4.34) (87%), OpenWrt White Russian 0.9
(Linux 2.4.30) (87%), Asus RT-N16 WAP (Linux 2.6) (87%), Asus RT-N66U WAP (Linux
2.6) (B7%)

Mo exact OS matches for host (test conditions non-ideal).

Service Info: Host: barracuda.pnp.root; CPE:
cpe:/fh:bammacudanetworks:spam_%26_virus_firewall_600:-

Nmap scan report for 10.1.45.67

Host is up (0.026s latency).

Mot shown: 991 filtered ports

PORIT STATE SERVICE VERSION

20/tep closed ftp-data

21/tcp open ftp FileZilla ftpd ©.9.39 beta

22/ tcp closed ssh

88/tcp open http Microsoft IIS httpd 7.5

443 /tcp open ssl/http Microsoft IIS httpd 7.5

2001 /tecp closed dc

2847 /tcp closed dls

2196 /tecp closed unknown

6801 /tcp closed X11:1

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows Vista| 7| 2008]8.1 (94%)

Devices Discovered (0)

©Add Device For v

10.1.45.65
10.1.45.66
10.1.45.67
10.1.45.68




cpe:fo:microsoft:windows_server_2008 cpe: fo:microsoft:windows_8.1:r1

Aggressive 0S guesses: Microsoft Windows Vista SP2, Windows 7 SP1, or Windows
Server 2008 (94%), Microsoft Windows Server 2008 R2 (92%), Microsoft Windows
Server 2008 SP2 (90%), Microsoft Windows 7 SP1 or Windows Server 2008 R2 (90%),
Microsoft Windows Server 2008 (8/%), Microsoft Windows Server 2008 R2 SP1 (86%),
Microsoft Windows Vista SP0O or SP1, Windows Server 2008 SP1, or Windows 7 (85%),
Microsoft Windows 8.1 R1 (859%)

No exact OS matches for host (test conditions non-ideal).

Service Info: OS: Windows; CPE: cpe:fo:microsoft:windows

Mmap scan report for 10.1.45.68

Host is up (0.016s latency).

Mot shown: 999 filtered ports

PORT STATE SERVICE VERSION

21/tcp open Fip Pure-FTPd

443 /tcp open ssl/http-proxy SonicWALL SSL-VPN http proxy

Warning: 0SScan results may be unreliable because we could not find at least 1 open
and 1 closed port

Device type: firewall|general purpose|media device

Running (JUST GUESSING): Linux 3.X]|2.6.X (92%), IPCop 2.X (92%), Tiandy
embedded (86%)

OS5 CPE: cpe:fo:limu:linux_kemel:3.4 cpe:/o:ipcop:ipcop:2 cpe:/o:linux:linux_kernel:3.2
cpe:fo:limn:limue_kermnel:2.6.32

Aggressive 0S guesses: [PCop 2 firewall (Linux 3.4) (92%), Linux 3.2 (89%), Linux
2.6.32 (87%), Tiandy NVR. (86%)

No exact OS matches for host (test conditions non-ideal).

© NMAP Scan Output
Devices Discovered (1)

Nmap scan report for 10.1.45.65
Host is up (0.015s latency).

Not shown: 998 filtered ports ©Add Device For 10.1.45.66 v
PORT STATE SERVICE VERSION
22/tcp open ssh CrushFTP sftpd (protocol 2.8) ' o
8088 /tcp open http CrushFTP web interface IP Address 10.1.45.65
Warning: O55can results may be unreliable because we could not find at least 1 open
and 1 closed port Role -
Device type: general purpose
sl it wilaiste 2] Lo SRR o SFTP Server
OS CPE: cpe:fo:microsoft:windows_7 cpe:fo:microsoft:windows_server_2008:r2 Ernail Server
0S details: Microsoft Windows 7 SP1 or Windows Server 2008 R2 FTP Server
UTM Appliance
Nmap scan report for 10.1.45.66 Web Server
Host is up (0.016s latency). Database Server
Not shown: 998 dosed ports AD Server

PORT STATE SERVICE VERSION
25/tcp closed smtp Barracuda Networks Spam Firewall smtpd Disable Protocols |:| 20}"th




415/tcp open ssl1/smtp smtpd |:| 21/'th

587/tcp open ssl/smtp smtpd D 22;1:{:;)
Ad3/tcp open ssl/http Microsoft IIS httpd 7.5

25/tc
Aggressive 0S guesses: Linux 3.16 (90%), OpenWrt Chaos Calmer 15.05 (Linux 3.18) l:l / P

or Designated Driver (Linux 4.1 or 4.4) (89%), OpenWrt Kamikaze 7.09 (Linux 2.6.22) D BD"{tcp
(88%), Linux 4.5 (88%), Asus RT-AC66U router (Linux 2.6) (88%), Linux 3.16 - 4.6 [ ]1415/tcp
(88%), OpenWrt 0.9 - 7.09 (Linux 2.4.30 - 2.4.34) (87%), OpenWrt White Russian 0.9 |:| 443/th
(Linux 2.4.30) (87%), Asus RT-N16 WAP (Linux 2.6) (87%), Asus RT-N66U WAP (Linux 7] 8080/tcp

2.6) (87%)

No exact OS maltches for host (test conditions non-ideal).
Service Info: Host: barracuda. pnp.root; CPE:
cpe:/fh:barracudanetworks:spam_9%26_virus_firewall _600:-

Nmap scan report for 10.1.45.67

Host is up (0.026s latency).

Not shown: 991 filtered ports

PORT STATE SERVICE VERSION

20/tcp closed ftp-data

21 /tcp open fFtp FileZilla ftpd 8.9.39 beta

22/tcp closed ssh

B0/ tcp open http Microsoft IIS httpd

443 /tcp open ssl1/http Microsoft IIS httpd

2001 /tcp closed dc

2047 /tcp closed dls

2196 /tcp closed unknown

6001 /tcp closed X11:1

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows Vista| 7|2008|8.1 (94%)

OS CPE: cpe:fo:microsoft:windows_vista: :sp2 cpe:/o:microsoft:windows_7::spl
cpe:fo:microsoft:windows_server_2008 cpe:/o:microsoft:windows_8.1:r1

Aggressive 0OS guesses: Microsoft Windows Vista SP2, Windows 7 SP1, or Windows
Server 2008 (94%), Microsoft Windows Server 2008 R2 (92%), Microsoft Windows
Server 2008 SP2 (90%), Microsoft Windows 7 SP1 or Windows Server 2008 R2 (90%),
Microsoft Windows Server 2008 (87%), Microsoft Windows Server 2008 R2 SP1 (86%),
Microsoft Windows Vista SP0 or SP1, Windows Server 2008 SP1, or Windows 7 (85%),
Microsoft Windows 8.1 R1 (85%)

No exact OS matches for host (test conditions non-ideal).

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 10.1.45.68

Host is up (0.016s atency).

Not shown: 999 filtered ports

PORT STATE SERVICE VERSION

21/tcp open Fip Pure-FTPd

AA3/tcp open ssl/http-proxy SonicWALL SSL-VPN http proxy

Warning: OSScan results may be unreliable because we could not find at least 1 open




and 1 closed port

Device type: firewalllgeneral purpose|media device

Running (JUST GUESSING): Linux 3.X|2.6.X (92%), IPCop 2.X (92%), Tiandy
embedded (B86%)

0S CPE: cpe:fo:limnclinux_kernel:3.4 cpe:foipcop:ipcop:2 cpe:/o:linu:linux_kernel:3.2
cpe:fo:linu:linux_kemel:2.6.32

Aqgressive OS5 guesses: [PCop 2 firewall (Linux 3.4) (92%), Linux 3.2 (89%), Linux
2.6.32 (87%), Tiandy NVR (86%)

No exact OS matches for host (test conditions non-ideal).

IEfiZ:

10.1.45.65 SFTP Server Disable 8080
10.1.45.66 Email Server Disable 415 and 443
10.1.45.67 Web Server Disable 21, 80
10.1.45.68 UTM Appliance Disable 21
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XTI TIE OpenSSHAR—XDT7 T ) 75— 3 VIZHITHSWEETR2DE5E 1 EEL BREDREZHER T IVELADHYET X1V TAIVDZTIER
DOILENZEITIRNRETLEIMN?RDOBIRLTLEESELY,)

A. Twofish@® 7 )L ) ALEENZT S

B. cat /etc/sshd/ssh_config | grep "HMAC"
C.RSAZ I I XLFEENZT S

D. cat /etc/sshd/ssh_config | grep "PermitRootLogin
E.3DES7 /LT XLEEMIZT S

F. cat /etc/sshd/ssh_config | grep "Ciphers"

Ef#E: (EfEZRTmLET)

SWEET32 exploits the 64-bit block size of 3DES, so disabling 3DES algorithms mitigates the vulnerability.

Reviewing the Ciphers configuration in ssh_config ensures only secure ciphers are enabled, confirming 3DES is removed and stronger algorithms are enforced.
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E. 7O baLTIESL—2DTTOA LERK

Eff:D(QAA U FEHEKRT D)

The test showed that the control systems are not sensitive to additional network latency. This means security controls that introduce latency can be safely deployed without
disrupting operations. Implementing in-line encryption between the control systems would protect command and telemetry traffic from interception or manipulation while
maintaining system functionality.

Since latency is not a concern, encryption becomes a viable and effective control for securing communications within the industrial control environment.
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HEMEBE RARRI DT AV EFRBALETAa oo T X oR—VDEMIZRIEFELE, EXaUTATFIVAME, Za oo v oR—VUTHEREATVS KR

AAVERRLT —RBUIERAINTVWS RAM VDT ENTRTILENHBYET  7FIVARAMIAT I T—F—%2EHALT vy bT—9 0T ZSIEMIZERE L F
T, X2V TATFTIRMNIDHDHERITTESIDERDS>6ENTIMN?

A.acron D3 JEFERALT, FASM VEZEHMICEFRS LUK LET,

B. FAA UIZ—HT H/N\—P—ZERLET,

C.—HIDNAAMVREIANTHRNI SV TV ZEZRARELZFT,

D.SIEMIZFAAVREID RS T4 v I DEEGERTT AT v ah—RERELET,

IEfR: (EffZzRTLET)

To enrich the data for analysis, the security analyst needs to compare the legitimate domains against those used in phishing campaigns. Creating a parser that matches
domains allows the SIEM to automatically identify and analyze the domains in the logs, helping detect typosquatting and other malicious domain usage. This method allows for
efficient and automated processing of log data to identify potential threats.
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TEQOT7ITIVG—2a3 00X TAEBET BEETHIOVEDIRRAT—FERFETHREINTEY AHHRSAGT W EMNFIBALEL:, REX Bon=FERNT/I\X
D—RFOBBEBRLIZWEEBZTVET,

BEANDEEFR/NRICINZ DD 0BMTEEZERT AVELNHY FT  SH]HIFIRDSIEENFITOIRETLLOIMN?

A Z1—H—[CEKLT/HNRT—FZUtEy FLTLES,

B.4HE7 YV AEEY ) a—LaVvEBRELET,

C. OAuth 2 ZH[REICT BB AEEBITLET,

D. t/L DU —ERBOFEEFR )y b R—2ILEEET D,

EfR: (EMERTLET)

B 126
XA YTFA4T7FIVRAMROOT#HELTULET:


https://www.jpnshiken.com/q/71616-6800827/
https://www.jpnshiken.com/q/71616-6800828/
https://www.jpnshiken.com/q/71616-6800829/

i{ l 3mk 1 1llow . ekaMusarz\Down 1

11:35 |txt 4 Smil 1llow | e s\ REEN3\I iment

X2V TATFTFIVRMESLIZHAET I2DENHLAREEEDHH2A RN FMIXRDS B ENTTHN?
A. ETHNHEILEEN=-7H O

B.REBLINRAT—RFREZELTXFRAET7AI

C. _OIRBCETINE-EEDHDTI7AIL

D. #Z EHRMNA T EYIZ AR S -PDF

IEfR: (EffZzRTLET)

The dll file with a 10 MB size is allowed to be executed in the c:\temp directory. Since DLL (Dynamic Link Library) files are often associated with executable code and can be

used for malicious purposes, this should be investigated further. The fact that it is allowed to run raises suspicion, and the location of the file (temp directory) is commonly used
by malware for executing unauthorized processes.
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XAV TAARLORAER 7FHVR MEA—HF—BFALGREETI DA —ILDRF T 7ML ERWEIENERRLEL:, A—F—DHFEM 7 7ML ERAVER, B
DY—IN—TRYRT—=D L)Y —RAANDKEBLE T I TAETADNRELEL, Y—N\—Z2FBELERERE 7FHVARAMIY—NN—DNS oL T7IZE>THEEILEINT
WBRZEERRLELE, UYL TIX4SERLURNIZEREZERL X DOLBTNEITRTOT—22HIETHEBELTVWET , SHICIEF VY LD 2 7TADOXIGE
BENHYEFRATTURAIDBEMICA VO TU MERELZE RICMEIRZFRTYTERDSI5ENTIMN?

A. EBITHBEICEIRT S

B. 48EFBILLIARICBREZ T D

C.EE4*ZH-Y—N\—QEKEIRZERET S

D. BREMKEH CT=DITH—N—%[EHT S

EfE: (EfREFRLET)
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XAV TAT7FTIVRME R FHENDFARL—T 4 VI VRATLEEFTLTCVWAREBY—N—Z2 Y R— T2y FD—IOBEEHRTFLTUVET, HR— FRRND
ARL—T A VIV RTLIZREANEBAEENTEY EXBLEBICEETT , UTORBILEZ oNTZGE -

- PllIY—/\—4%dlegacy-box T < < VIPIE

192.168.1.100

- Sx U TRy R —I"—£(Ljump-boxT_ IP7 KL X1£192.168.1.10T ¥,

-#HRERY FT—SDIPT KL AAZRIE192.168.1.024 T,

UTDIP7 FLREFOI D VIET I EADBBETY

-192.168.1.3

-192.168.1.4
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TFHFIVRARE BAANERRET —N—ZRILREICRET IO ROILEDTEZEZLEIRETLELOIMN?

A Y TRy PRELVAD—RY IV RIZTATINCEREL RERY FT—JIP7 RLRERERY FT—JIP7 FLAOEAZEIVETET,
B.LAV—HRYIRADRR I 7AT704—)LIL—ILEIL—FEEE LT 192.168.1.3£192.168.1.4DAIZRDP#E# & E5FAI 9 5,

C.OvYUITRYIRETHKRRARNIZFAT 24— ILIL—)LEL—FZEERE L, 192.168.1.3&£192.168.1.4DHHNRDPHEHRTE D &L 5129 5,

D. LAL—HRYIRETHRA NI Z7A T 94—ILIL—ILEIL— FZEFEEL 192.168.1.0/24 M 5D RDP EHDHZHA L TNLNITARTHEEFLET,

IEfE: (EfEZERTLET)

The unsupported server contains Pll and should be isolated as much as possible from the corporate network. The most secure design is to require administrators to connect
first to the jump box and then access the legacy server from there, limiting direct exposure of the legacy system. Configuring firewall rules and routing on the jump box so only
the two authorized workstations can RDP to it creates a controlled access path while keeping the legacy server better protected behind that intermediary system.
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RADEET. ROBHRICEODVWT. HEIEHD AT LA IMSINE L.
Department System Status ', ‘|Notes

Accounting TaxReporting OK

Human resources |HRIS %\ OK

Manufacturing PreductionControl WARNING  |EOL software detecled
Support ServiceDesk WARNING |Patches available

REMNZREHEROT-ODRRDAEEENTTM?

ARHERICBETAREZRTEINTOMMICEDR V) a—2 3 %28AT D

B.RERY FI—VET7AT 04— ILTEITAVMEL IW—IILEBERE— FICEET S

C.YIFIIT7~DERBZEREIVBRET 5-ODIDSTEA 54 U THRET S

D. 77V =3 R I7AT 04— IVEREL 7TV r—2 3070 RICHT BERGIL—ILEZRDBT S

IEf#: (EfEZRTLET)

The ProductionControl system is running end-of-life (EOL) software, which poses a high security risk. Since the software cannot be updated, the best way to reduce the attack
surface is to use an application-aware firewall with strict access rules, limiting exposure while maintaining necessary functionality.
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eSS MR ICRF Y U&7 & ROBEENBEMNZHY EFT,

Windows Server 2016 {81E 704 5 L KB87728 M@ - CVSS 3.1 XA 7: 8.1 [&] - HEEZ(1HRR 117216152 LE 21— T O ADEET BEF— LI OHEE
REBHELTY— Y LFELE SEDRF Y U TCIOMEZFRET I-ODZBELEFEEI RDI356ENTTM?

A.CMDBA\ L RFDEEY X FEWBT

B. y—/N\—LETCERHMRAF v U EEITLTLET

C.74h—TNVoT4 009 —"HOZERKR) > —%2FRALTEUY—ZFERT S

D. 7Ot RDB VKK TEBEF—LERAX Y VRITERET S

EfR: (ERERELET)

Authenticated scans allow the scanner to verify installed patches and configurations, reducing false positives.
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X2V TAT7FT IR ROMEFEFTFMLAR— FEHERELTLET,
192.168.1.5_ 7k X k = Server1_CVSS 7.5 Web 4—/\—_ JE— FEFTEEE=ZLN TH X TOA k = [FLy
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205.1.3.5 7/RX b =Server2 CVSS 6.5 /A > FHY—/\—_ JE—FETEEE=ZLV. T/ X TOA k =POC

207.1.5.7 7/RAX k =Server3_CVSS 5.5 BF * — LY —/\—_ JE—FETAEE= (XL TH/RXTOA k =(FL

192.168.1.6, /R X = Server4 CVSS 9.8, FAA > O bA—F JE—FETAEE=EV, IR TASM b= EWV M 22—y MIERKINZHRR MIXHT 5HEEZHK/ND
RICMNZ 5D ANV FEZERTIBENHLIDERDENTT M,

A. H—s\—1

B. H—/\—2

C. 4—/\—=3

D. 4—/\—4

Ef:B(OA U RERKT D)

The question focuses on internet-facing hosts, implying external exposure. CVSS scores, remote executability, and exploit availability guide prioritization. Server2 (205.1.3.5,
CVSS 6.5, Bind Server) has a public IP, suggesting it's internet-facing, unlike Server1 and Server4 (192.168.x.x, private IPs). Server3 (207.1.5.7, CVSS 5.5) is also public but
has a lower score and risk compared to Server2's proof-of-concept (POC) exploit. Server2's Bind Server (DNS) role is critical and commonly targeted, making it the priority.
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HOALEN BERITICETA CL—=U 0 #RB BT IHLVWAUSA 07T r—2 3 0% EATHEEZILTTLS,
HHAO—RELT . 7IVS—Sa VEUTOEGZHI-TRELHYET,

-TRTOA—HF—I2E>TERE

- HAPO I —HFI AT EE

-BEMRESNATHET

NODEHZHEET O, SHNMEATRERBELEBRERDIEENTIN?2DFIRL TS EZELY,)

A. WAF

B. IPS

C. CDN

D. SIX

E. VPN

F. CASB

Eff: AC (AU FEHEKRT D)

A Web Application Firewall (WAF) protects the application from attacks such as injection and cross-site scripting. A Content Delivery Network (CDN) improves performance and
availability by caching content closer to users worldwide.
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D. KEARIZRT—YY 2T FHAVE1a—TAVIBELIVRA M=V A VTSRS FYEHBELET,

IEf#: (EffZzRLET)

Horizontal scaling allows the company to add more compute and storage nodes as demand increases. This approach is ideal for handling rapid growth in storage, fluctuating
compute needs, and long-term doubling of processing demands, ensuring scalability and flexibility in a cloud environment.
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CHOEMERLHRMISERT 5100 REIEREB SV TUTOLEDOFAEAVIRETLLSIM?
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Software Composition Analysis (SCA) tools inventory and continuously monitor all third-party and open-source components in your codebase, flagging known vulnerabilities and
license issues before they make it into production. This directly addresses supply-chain risk by ensuring you know exactly which external libraries you're using and whether they
contain any security flaws.
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The logs show multiple failed login attempts for User1 in rapid succession from the same machine (VMO01), followed by a successful login, indicating a likely brute-force attack or
account compromise. The analyst should disable User1's account immediately to prevent further unauthorized access.
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Configuring a unique API secret key for accounts ensures only authenticated users can access the API, reducing the attack surface while maintaining data integrity and
availability. It also supports efficient resource use by restricting unauthorized access, aligning with the business objectives.
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A Software Bill of Materials (SBoM) provides an inventory of all libraries and components in deployed software. Maintaining SBoMs allows the SOC to quickly identify affected
systems when a vulnerable library is discovered, enabling a rapid and accurate response.
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Model poisoning involves deliberately feeding malicious or biased data into an Al model during training, leading to inaccurate or manipulated outputs. It directly affects the
model's behavior and reliability.
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Web server logs
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11:24:35 +05:00) "/ HTTP/1.1" 200453 Safari/536.36
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= =
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[wa]
[ %
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Databaseg8®fyer logs _
24/0ct/E020 1¥Z29%3¢ WUS:L0U Warning @' dption read buffer size' unassigned value 0 adjusted to 2048
24/0ct /208071 02 4% 35 F05: 00 Wanimgy CAVcertificate ca.pem is self signed.
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In a tiered setup behind a proxy or load balancer, the web servers' REMOTE_ADDR will only ever show the balancer's IP, not the true client's.
By configuring the load balancer to inject the X-Forwarded-For HTTP header with the original client IP, that value can be logged by the web servers (and propagated
downstream), ensuring every request can be traced back to the real source address.
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A hardware security module provides a dedicated, tamper-resistant hardware environment for generating, storing, and managing cryptographic keys. Keys are created and used
within the protected hardware boundary and are never exposed in plaintext to the host system. This significantly reduces the risk of unauthorized disclosure compared with
generating keys on a workstation where they could be accessed by malware or unauthorized users.
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Dynamic data masking works at the presentation layer, sitting between your database and application-and transforms sensitive fields (for example, showing "J*** S****" instead
of "John Smith") without altering the underlying data or touching the application code. This approach efficiently protects production systems, requires no changes to the
application, and enforces masking policies in real time.
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Device attestation ensures that only corporate-approved devices can perform privileged actions in SaaS applications. Continuous authorization monitors ongoing device
compliance, dynamically adjusting permissions based on security posture.
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Cipher suites that use CBC (Cipher Block Chaining), such as
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TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 and
TLS RSA WITH_AES 128 CBC_SHA, are vulnerable to padding oracle and related attacks.
Removing CBC-based ciphers ensures only modern and secure cipher suites (e.g., GCM, ChaCha20) are used, remediating the vulnerability.
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Conducting backup testing is the best action to take in order to improve preparedness for a ransomware attack. Ensuring that backups are regularly tested and can be restored
is crucial to recovering from a ransomware attack. Without reliable backups, a successful recovery from an attack could be delayed or impossible.
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Application control using a baseline image ensures only pre-approved programs are allowed to run, effectively blocking all others. This is the best approach for restricting point-

of-sale systems to specific functions and maintaining system integrity in an unattended environment.
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User entity controls are responsibilities that must be implemented by the organization, so determining how to implement and monitor them is critical.

Monitoring the CSP or auditing their implementation pertains to the CSP's responsibilities, not complementary user entity controls.
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Enable MFA: Multi-factor authentication ensures that passwords alone are insufficient to compromise accounts, directly satisfying the requirement that credentials can't be the

only factor for authentication.
Implement a PAM system: A Privileged Access Management solution enforces just-in-time, just- enough access for high-risk credentials and applications, ensuring those
credentials are only used for their designated systems and functions. This also dovetails with RBAC to tightly control role permissions for sensitive accounts.
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DKIM (DomainKeys Identified Mail) adds a cryptographic signature to outbound messages, ensuring recipients can verify they haven't been tampered with and truly originated
from your domain.

DMARC (Domain-based Message Authentication, Reporting & Conformance) leverages both DKIM (and SPF) to validate incoming mail and critically provides reporting
("rua"/"ruf" tags) so you can forward delivery, failure, and forensic data to any third-party analytics or threat-intel platform.
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By detonating threat samples in a sandbox environment, you can safely execute the malware and extract a full spectrum of indicators of compromise - file and payload hashes,
dropped filenames and registry keys, network IOCs (domains, IPs, URLs), mutex names, and more. These artifacts form a comprehensive |oC list you can then feed into your
monitoring tools (EDR, SIEM, firewalls) to hunt for and block any matching activity across your environment.

B [: 150

Ty IRHMOER, HHEBIBYODFAMImRDEHBFRA)NERGYR I THSEHIILEL, HBIBYODDEREHEIL T L2EH R O—Z2BALE LA ElED
V—AANDT V)t AFICBYODEENFREIZFERAINSG Z EZM CT-ODOEMMERERIEIERL TOWELEA,BYODT/NA ADY XY ZHRILMBMICERT -0 HB#IE
LUTDEDHEREZEBINRETLELIN?2DOBIRLTLEZELY,)

A. V57 FIAMT b—9 U R—ZXDOMFAD A % 54l

B. XM ETI LR A—HF—ETFNARADNA VT4 0T %%ET S

C.NAC, T/ AEREHZAHT S

D. PAM, A—H /IR T—FRY O—FBRALET,

E. SD-WAN, M TOX S &N LTWeba VTV TR ) VT EHEFIT S,

F. DLP(7T—#% {RE&HAEDR1L)

IEfZ:B,C (T AV FZEHKRT D)

Conditional access allows the organization to restrict access based on device trust, enforcing user-to-device binding and blocking unauthorized BYOD devices.

Network Access Control (NAC) ensures only compliant and authorized devices can connect to the network, enforcing security configurations and reducing BYOD risks.
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A third-party management program is typically designed to manage the risks associated with external vendors, partners, or service providers. One of the key goals of such a
program is to ensure supply chain visibility. This means the organization wants to understand and manage the risks posed by third parties in its supply chain, including security
risks, compliance issues, and the overall integrity of its external relationships.

By implementing a third-party management program, the organization can monitor and assess the security posture of its vendors, ensuring that they align with the company's
risk management practices and that the supply chain remains secure.
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Date and time Region |Employee |System Status
;fﬁf:‘?ﬂy‘ 800 Americas |1 Building Access granted
:Emﬁ’?ﬂ“ 8 ﬂ_ﬁ _|Americas |1 EMP1-LT Log-in success
?‘fﬁ&r?ﬂ?ﬂ ool | Americas [1 EMP1-LT Log-out success
;'?nﬁ'?ﬂm a:00 Europe |1 Building Access granted
;Ifr?"lmy 915 Europe 1 EMP1-LT Log-in success
;-‘fﬂ&'?ﬂ?d 4:55 Europe™y|d EMP1.LT  |Log-out success
Date and time Region |Employee |System Status
1/25/2024 8:00 am. [Amencas |2 Building Access granted
1/25/2024 8:05 am. |Americas |2 EMP1-LT _ |Log-in success
1/25/2024 455 pm. |Americas |2 EMP1-LT Log-out success
1/26/2024 9:00 am. |Europe |2 Building Access denied
1/26/2024 901 am. |[Europe |2 Building Access denied
1/26/2024 9.02 am. |Europe |2 Building Access denied
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The performance issues for new employees traveling between regions are likely due to identity management inconsistencies in the federated architecture. Synchronizing user

identities across regions ensures that user credentials are up-to-date and available in all regions, improving performance and access reliability when employees travel between
regions.
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The logs show related events (e.g., malware detection, IPS alert, and eventual connection allowance) from the same source and host. Log correlation connects these related
events across time to generate meaningful, actionable alerts. Enhancing correlation would have helped detect the attack pattern earlier.
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April 16 |sales com sales-mail com _{Updated Security Questions
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Apnl 18 |partner.com partnercom B2B Sales Increase

April 19 |hr-saas com . {hisaas com Employee Payroll Update Request
April 19 |vendor.com vendor.com Password Reguirements Not Met
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The email with the "sales-mail.com" domain stands out, as it is a suspicious "reply-to" domain that is different from the sending domain. This inconsistency could be indicative of
phishing attempts. Quarantining these emails ensures they are reviewed before being delivered, helping mitigate potential risks without blocking legitimate communications from
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the recognized sales domain.
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Reorienting employee monitors prevents patients or visitors from viewing sensitive information displayed on screens. In a hospital environment, this protects confidential patient
data and other sensitive information from unauthorized observation. This control addresses privacy concerns by reducing the risk of visual exposure of protected information.
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A. Line [03];

String destination[len];

B. Line [03];

char source[20];

C. Line [04];

if (sizeof(source) > 8)

D. Line [04];

Remove if-else clause

E. Line [05];

snprintf (...);

F. Line [05];

memcpy(...);
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The unsafe operation is the unbounded copy performed by strcpy(destination, source). This can overflow the destination buffer if the source string is larger than the available
space, regardless of the length check shown. Replacing that copy with snprintf(...) adds an explicit size boundary and ensures the write stays within the destination buffer, which
is the appropriate secure modification when integrating legacy code into a modern application.
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The error "cipher unavailable" suggests that the upgraded OpenSSL library on the server has dropped support for older, insecure cipher suites. To safely remediate this, client
applications need to be updated to support modern, secure cipher modes such as AES in Galois/Counter Mode (GCM). This maintains security without reintroducing
deprecated protocols.

gﬁ:ﬁ: 158

TF—LF  THAIU DAY I TIORINTVEEVSREENCDHREZRITELZ, TTIVR NI ESHB/FT T4 REBZATOVEVLENS TIL— F T+ —XBENTHN
TWAIZEZHRELFELE, COMRBEICHLT 5DICHRELEY ) 2a—2a V[ ERDSIEENTIMN?

A1—HF—F7hA0 0 b~AODEH/FETIER

B. O A4 VABEIHD ERE/HERT S

C.¥RTOT7 I r— 30 TSSOEEET S

D.60HZ&ICNARD—FOBA—T—2 3 U %@EHT 5

Ef#: (EfEZRTLET)

Conditional access policies allow authentication attempts to be restricted based on contextual factors such as geographic location, device posture, and risk signals. By blocking
or requiring additional verification for logins originating from countries where the organization does not operate, the system can prevent or significantly reduce brute-force
attempts coming from those regions while allowing legitimate access for authorized users.
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lP@ﬁperrMﬂgnce Maturity Model (SAMM) assessment provides a structured way to evaluate current secure software practices and generate a tailored

improvement road map. It aligns well with the goal of enhancing secure coding practices and implementing better security standards across the SDLC.
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When reviewing generated code that interacts with APls and posts data to internal services, the first security check should be for hard-coded credentials such as API keys,
tokens, or secrets embedded in the source code. Al-generated code commonly includes sensitive values directly in the code during examples or testing, which can expose
credentials and allow unauthorized access to internal systems. ldentifying and removing embedded secrets is the most immediate and critical security validation step before
evaluating the Al tool or model used to generate the code.
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The Data owner is the role best qualified to classify systems and data according to external requirements. The data owner is responsible for the oversight of data assets within
the organization, including determining how data is classified and ensuring that it meets relevant regulatory or compliance standards. This role involves setting policies and
guidelines for data usage, classification, and security.
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The intelligence already provides actionable indicators such as attacker IP addresses, commands used, signs of compromise, and remediation steps. The first step is to
operationalize this intelligence for detection by creating IDS and malware detection signatures. Snort rules can detect network activity from the known attacker infrastructure and
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command patterns, while YARA rules can identify malicious artifacts or behaviors on affected systems. This enables immediate detection and monitoring for the described
attack.
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During risk identification discussions with business unit leaders, understanding the organization's risk appetite and tolerance is essential. These define how much risk the

i

organization is willing to accept in pursuit of its objectives and help guide which assets, processes, and potential failure points are considered most critical. This context allows
the security team to prioritize risks appropriately and align the engagement with the organization's strategic risk management expectations.
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An interactive honeypot can actively engage with suspicious inbound connections, capturing detailed attacker behavior and tactics, which helps identify and categorize unknown
or ambiguous threats more effectively.
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To improve global response times (e.g. India/Australia seeing multi-second load times) and offload traffic from your origin web servers, deploying a Content Delivery Network is

the most effective solution.
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By implementing structured error-handling routines (e.g., try/catch blocks with generic user-facing error messages and internal logging of detailed debug information), you
prevent the application from exposing sensitive interpreter details to end users. This practice ensures that, even when an unexpected condition occurs, only a sanitized error
page is shown, mitigating information-leakage risks at their source.
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The technique described in the scenario, where modified firmware with an altered checksum is found on multiple controllers, aligns with the Persistence stage of the MITRE
ATT&CK framework for ICS (Industrial Control Systems). Persistence involves ensuring that an adversary can maintain access to a system even after reboots, credential
changes, or other defensive measures. The manipulation of firmware is a classic method used by attackers to ensure that they can maintain control over a system or device
across reboots or resets, which is a key characteristic of the Persistence stage.

B 169

HEITLENRE RETHEZEWNLEL, BNEERE, X2V T HFICEEZEALGVVREERY FT—VDBEZHBELTVEY, CORETIHIF0FELERBL TS

Y BIEDTA ITHA I IIICIE LERBEIT>TOVEREA, COBMEERT 2E-HDRBELFEFIRDIEENTLELEIMN?
A WAFDEZE L LA —ITHIRD/\y FiEH

B. FEMDR') —TSD-WANZEHLET %

C. ¥4 FEIVPNZEA L REIHZESIEMISHET S

D. HETIHZICTAXIHY—N—%8EAT S

IEf#E: (EfEZRTLET)
The best answer is B because the question asks for a way to create a unified network while not weakening the acquiring company's security posture. In CompTIA SecurityX
CAS-005, SD-WAN is explicitly part of Security Architecture, under "Deperimeterization: SASE, SD-WAN, and software-defined networking." The same official objective set also
lists "Network architecture:
segmentation, microsegmentation, VPN..." and "Security boundaries... secure zones." Those objective areas support a policy-based integration approach in which the plant can
be connected while maintaining segmentation, security zones, and centralized enforcement.
This is especially important because the manufacturing plant is old and has not followed an equipment refresh life cycle. That strongly suggests there may be legacy systems,
operational technology, and devices that cannot be rapidly modernized or patched. A policy-driven SD-WAN design is more effective than simply connecting the site because it
allows the acquiring company to preserve trust boundaries and apply differentiated controls to plant traffic. That aligns directly with CompTIA's official SecurityX emphasis on
segmentation, secure zones, and deperimeterization technologies.
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The table shows that some open-source modules, such as the email module (492 days old) and input sanitization module (203 days old), are outdated. The most effective
mitigation is to update vulnerable third-party source code to the latest secure versions, reducing exposure to known vulnerabilities.
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The Ansible configuration file (/etc/ansible/ansible.cfg) contains an enable_plugins directive that allows Kubernetes modules to interact with Kubernetes resources. However, it
does not enforce secure practices for managing these interactions, which could potentially expose sensitive data or allow unauthorized changes if not correctly configured or

O 0w

overly permissive.

The insecure configuration in the Ansible YAML file or the ansible.cfgfile should be reviewed or updated to enforce stricter security. Specifically, the configuration might
inadvertently expose Kubernetes services to untrusted sources, and enabling plugins like kubernetes.core.k8s without sufficient control could lead to vulnerabilities.

Updating or removing the ansible.cfgfile ensures that secure defaults are applied, or more secure plugin configurations can be explicitly added, addressing the underlying issue.
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To meet the requirement of ensuring that data is protected at the clearance level of each personnel member and that access is based on the need to know, labeling the files
according to their classification level is an effective method. Labels indicate the sensitivity of the data and ensure that only individuals with the appropriate clearance and need-
to-know access are authorized to view or modify the files.

By requiring formal access authorization from the data owner, the security officer ensures that access is explicitly verified before any personnel can access data at a given
classification level.
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The logs reviewed for the user indicate that access is being denied due to time-based access restrictions. These restrictions are commonly implemented to limit access to
systems during specific hours to enhance security. If a user attempts to authenticate outside of the allowed time window, access will be denied. This measure helps prevent
unauthorized access during non- business hours, reducing the risk of security incidents.
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Configuring a SPAN (port mirroring) session on the core switch allows the architect to mirror selected network traffic to the IDS service for monitoring and analysis. This
approach enables capturing only specific traffic flows relevant to potential intrusion activity by filtering VLANSs or interfaces, which reduces the volume of collected data. SPAN

functionality is built into most switches, making it a cost-effective solution that minimizes additional hardware and operational resources while still providing visibility into traffic
that could indicate network attacks.
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Due diligence involves investigating and verifying processes, regulations, or environments to ensure compliance with laws and standards.
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Trusted attestation ensures that only container images meeting defined security and integrity requirements are allowed in the pipeline. This prevents the deployment of
unsecured or tampered images into the Kubernetes production environment.
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The command strings binary.exeis used to extract human-readable strings from a binary file. This can help the security analyst find indicators of compromise (loCs), such as IP
addresses (e.qg., http://192.168.1.2/?=cmd.exe), file paths, and potentially malicious domain names or commands embedded in the binary. This process aids in identifying
critical information that can be used for further investigation or remediation of the attack.
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A Next-Generation Firewall (NGFW) consolidates traditional firewall functions (stateful packet inspection, VPN termination) with advanced capabilities such as intrusion
prevention, application- layer (L7) inspection, and support for multiple VPN contexts. This single-footprint device can host separate VPN tunnels with distinct security policies
while enforcing deep-packet and application- level controls across all traffic.
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The ADMIN account is showing a failure to authenticate on LDAP-US and a high-risk level, which is a cause for concern. The most appropriate action would be to implement
automation to disable accounts that have been associated with high-risk activity (like this one). This helps prevent further misuse or potential attacks using compromised
credentials.
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A peer review is the essential next step once automated scans and QA pass but before merging or deploying code. It brings human insight to catch logic flaws, security
oversights, or architectural issues that tools may miss. Conducting the review on the test branch ensures feedback can be addressed without impacting the main branch or
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production timeline.

BERE: 181

HOBEEAXELBE LGS, EREEEEOFREFRIICERLTVEIDIEIRDSEENTIMN?
ABELBNYYALN—FUICE2>TT—2DEAHNREIATLET,

B. 74— JLFEED =Y DY R—FAEBMENELT:,

C.ZEFTAAX—IFEICHYET,

D. ERFIRAEIEL,

FfE: (EEZRTLEY)

A 272 CAS-005-JPNEIRES [FJPNTest.comigfit S CAS-005-JPNERXERICER T 5 Z L ITRITIZ B F T ! JPNTest.com(T S5 &x#HCAS-005-JPNHEREIREL iRt L £
9, JPNTest.com CAS-005-JPNRERRAREE L H SEH SNFE L=, T 2 TCAS-005-JPNEIEENDTRA IV U EFICANE Y, BHRDT7 I €
A . https://www.jpntest.com/shiken/CAS-005-JPN-mondaishu 604f8, 3 0%7r « Ah >+ #3l%E|51a— F: JPNshiken)

B 182

HEITLETIE MO RTLELBELTAA LRIV ITDRERSN-OJERRALELI, EX 2 TAF—LIE AT MREDIZODOTRRREETEZRET HLE
RELEL, COEBEZRVDIBRMVICERT DO X2 ) T4 F—LIIUTOENEZERTARETLLIN?

A. D74 ILEERY—IL%E SIEM L#ELET,

B.OJ V)a—>avuEEEREL _BHFEDSIEM E#iELET,

C.OJDERYAHDHEHATHARROATY—N—%FFELFET,

D.24BEfECEIcosZ0—FT—2a> LT\ Y I 7y TIL N o7y TE2EELLET,

Ef#: (EfEZRTmLET)

A central logging server ensures logs are collected in a tamper-proof manner and only ingested (not modified). This prevents attackers from altering logs locally.

Key concepts: Logs should be centrally stored to prevent tampering. Enabling log forwarding to a secure SIEM improves integrity.
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Applying an ACL on the virtual private cloud to restrict bucket access ensures that sensitive files are not exposed publicly. This limits access to only authorized endpoints,
reducing the risk of unintended data exposure while still allowing developers to use the storage securely.
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Harden the camera configuration by changing default usernames and passwords, disabling unnecessary open ports, and ensuring that secure protocols (such as HTTPS, SSH,
or others) are used instead of insecure ones (like HTTP or Telnet). This is a critical step in securing loT devices and protecting them from being exploited. Since the camera is

part of the lIoT subnet and has been identified with vulnerabilities such as default credentials and open ports, hardening the configuration is the most direct and effective solution
to secure its operation.
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Implementing a proper supply chain risk management program is the best way to identify potential issues earlier in the process. This program involves assessing the risks and
vulnerabilities of third-party hardware and software during the procurement process and throughout the lifecycle of the product. By establishing a strong risk management
framework, the company can proactively detect and address misconfigurations and vulnerabilities before the products are released or deployed.
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[01] #includeg<sStdioc, h>

[02] #includd <string.h®

[03
03]

[(04] <char input[256] = "AAAAAAARAARAARRARAAARARAAARARRAAARNARAARRARARARARARRARARARANARARARARARNARAARAN"
(05] '

[06] char transmit[20] = "0000";

[07] char *ret xmit;

[08] printf("To be submitted: \"%s\"\n" puth;

[09] result in ret xmit

[10] ret xmit = s r

112] return 0;
[13] }
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The use of strcpy in line 10 is vulnerable because it does not check the size of the destination buffer, leading to a potential buffer overflow when copying the large input string
into the smaller transmit array.
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Changing the DMARC policy to "reject" and removing references to the unauthorized server will prevent malicious emails from being delivered, strengthening protection against

spoofing.
Enforcing the hard fail parameter in the SPF record ensures that emails from unauthorized servers are rejected, further securing the organization's email infrastructure.
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Implementing security and quality checks in a CI/CD pipeline ensures that:

- Container images are scanned for vulnerabilities before deployment.
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- Version control is enforced, preventing unauthorized changes.
- Hashes validate image integrity.
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An acceptable use policy (AUP) defines what is considered appropriate use of corporate email and prevents unnecessary emails to personal accounts. This helps in reducing
false DLP alerts while maintaining compliance.
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Return-Oriented Programming relies on attackers knowing or predicting the locations of "gadgets" in memory. Address Space Layout Randomization (ASLR) thwarts this by
randomly arranging key data areas, like the stack, heap, and loaded libraries, each time a program runs, preventing attackers from reliably chaining gadgets and executing ROP
exploits.
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The output shows that the Atlanta VPN is set as the initiator but is inactive, while the New York City VPN is active but not initiating the Security Association (SA). Since Atlanta
is supposed to always listen, the New York City site must be configured as the initiator to establish the tunnel successfully.
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The security diagram proposed by the security architect depicts a Zero Trust security model. Zero Trust is a security framework that assumes all entities, both inside and outside
the network, cannot be trusted and must be verified before gaining access to resources.

Key Characteristics of Zero Trust in the Diagram:

Role-based Access Control: Ensures that users have access only to the resources necessary for their role.

Mandatory Access Control: Additional layer of security requiring authentication for access to sensitive areas.

Network Access Control: Ensures that devices meet security standards before accessing the network.

Multi-factor Authentication (MFA): Enhances security by requiring multiple forms of verification.

This model aligns with the Zero Trust principles of never trusting and always verifying access requests, regardless of their origin.
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EfE: (EfEZRRLET)
The most likely reason for approving additional budget is that the audit revealed the existing network security controls could be easily bypassed. This justifies investing in a
stronger, defense- in-depth network security strategy.
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A conditional access rule that exempts MFA when authentication originates from the trusted corporate network reduces unnecessary MFA prompts while maintaining strong
security controls.

The corporate network is considered a controlled and monitored environment where additional security measures such as network access controls, endpoint management, and
internal monitoring already reduce risk. This approach improves usability for internal users while still enforcing MFA for external or untrusted locations, preserving strong
protection against credential compromise.
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Understanding the Ransomware Issue:

The key issue here is that backups were not recoverable within the required RPO timeframe.

This means the organization did not properly test its backup and disaster recovery (DR) processes. To prevent this from happening again, regular disaster recovery testing is
essential.

Why Option C is Correct:

Disaster recovery testing ensures that backups are functional and can meet business continuity needs.

Frequent DR testing allows organizations to identify and fix gaps in recovery strategies. Regular testing ensures that recovery meets the RPO & RTO (Recovery Time
Objective) requirements.


https://www.jpnshiken.com/q/71616-6800899/
https://www.jpnshiken.com/q/71616-6800900/
https://www.jpntest.com/shiken/CAS-005-JPN-mondaishu
https://www.jpnshiken.com/q/71616-6800901/

B 198

HEILEN HTRV) T3 VB —ERQOEFEMSIZT53HDT7 TV r—2 3 vE#RARLTCVET, COT7 TV S—2 3 VIiE URICRESALIILWAEEZERALT
EHMGIEI ZRITTEIRENHYFT RDH>b LBEYLLDEFENTIN?

A.HSMIZ& % b—Y Uik

B. 74 —IL FLARLEESIEERRZRA-BEESIET 1 XY

C. T—ABREZER/IMRICHIZ %= O DNX/XNELE

D.77Ur—>ava—H—mITD =0 OR—XAF7HEX

E. 7 FLRAZEMERES >4 L1k

Eff:A(Q AV LEREKT D)

trying to connect a remote site to the central

Tokenization through an HSM (Hardware Security Module) is the most appropriate solution for securely storing and using previously saved payment methods for recurring
transactions.

Tokenization replaces sensitive data (like credit card numbers) with a token, which is a non- sensitive equivalent that cannot be reversed without the corresponding HSM. This
ensures that sensitive payment information is never stored in an accessible format and protects customer data from breaches while still enabling the application to perform
transactions.
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Implementing allow lists restricts communication to only approved addresses or services, reducing exposure to unauthorized access. Establishing a site-to-site IPSec VPN
secures data transmission over the internet, protecting OT systems from interception or tampering.

HfH: 200
REDSIEMIE, RROEEA VA MY E1—F— A AL FEBEMR 5 & 3 BRI SATOET , ROLK— FEFISEFET,

>

OO0 w

Hostname Account Attempted Loging raded.l.oqm-: Successful Loging
erver SalesUser 3 Q 3

Server 2 AccountingUser g 1 4

Server 3

Sarver 4

Server 4

BEAYTFAIVSTPAOTEED—EBL LTCRICHET AREAHEDERDSE ENTTM?
A.OFEZFELTOWVEVIVYREKRSAD B+
B. KEEMA Y FT—H NTHARICBH L TS AEERERET 771 EF 1


https://www.jpnshiken.com/q/71616-6800902/
https://www.jpnshiken.com/q/71616-6800903/

C. SyslogH—/\—DHREMNLEZH>THY BRENSEELTVET

D. EEHET7HV Y FOREFEADEA

IEfE: (EfEZRRLET)

Understanding the Security Event:

Administrator accounts are highly privileged and require strict monitoring. Server 4 shows failed login attempts for the administrator account. This could indicate a brute-force
attack or unauthorized access attempt.

The fact that none of the admin login attempts were successful suggests someone was trying to guess the credentials.
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Obtaining file hashes from a confiscated laptop is primarily done to ensure that the integrity of each file can be validated later. By generating a hash of each file, investigators
can later compare the hash values to ensure that no files have been altered or tampered with during the investigation process. This helps confirm that the files remain
unchanged from the time they were seized.
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When external technicians are granted access to printers and multifunction devices that buffer or store sensitive documents, there's a real risk they could view, copy, or
exfiltrate data. Without a non-disclosure agreement in place, there is no contractual obligation preventing them from disclosing or misusing any confidential information they
encounter. This gap presents a clear confidentiality risk that the information security manager should remediate.
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Enable split tunneling to resolve the issue of slow access. The current VPN client routing (0.0.0.0/0 routing through the VPN) forces all traffic, both internal and external, through
the VPN, leading to slow performance for external applications. Split tunneling allows only internal traffic to go through the VPN, while external traffic bypasses the VPN,
improving performance for external applications.
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Testing exercises are a critical component of a disaster recovery (DR) plan because they ensure that the plan works effectively in a real-world scenario. Testing allows
organizations to validate their recovery procedures, identify potential gaps, and make improvements before an actual disaster occurs. It helps ensure that all team members are
familiar with their roles and that the recovery process can be executed smoothly.
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A qualitative risk assessment is appropriate when quantitative data such as budget, downtime costs, or RTOs are unavailable. It relies on expert judgment, likelihood, and
impact categories rather than precise metrics, making it the best option in this scenario.
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Key splitting involves dividing the encryption key into multiple parts, where no single individual holds the entire key. This technique prevents any one person from being able to
decrypt the encrypted material by themselves, thus reducing the risk of insider threats.
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Adversary emulation engagement involves simulating realistic attack scenarios, including social engineering tactics, to test the effectiveness of existing security controls and
employee response in a controlled environment.
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The stringsoutput reveals hard-coded credentials (admin dBI0ad3r!) within the dbloader.exebinary. Attackers can exploit these to bypass access controls. The analyst should
recommend removing hard-coded credentials to mitigate this vulnerability.
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The end-of-life operating system is the highest-priority foundational issue because it affects the overall security posture of the host. An unsupported OS no longer receives

vendor security updates, which increases exposure across the entire system, including services and libraries running on it. From a SecurityX perspective, vulnerability
management and asset lifecycle issues are part of security operations and enterprise resilience. Resolving the unsupported platform first addresses the broadest root problem.

CompTIA's SecurityX exam coverage includes security operations, vulnerability management activities, and proper hardware/software asset management as core skills.
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In the context of establishing a Security Operations Center (SOC) with a threat-modeling function, it's crucial to understand how data flows within the organization's systems.
Network and data flow diagrams provide a visual representation of the system's architecture, illustrating how data moves between components, which is essential for identifying
potential security weaknesses and antipatterns. Antipatterns are common responses to recurring problems that are ineffective and risk- inducing. By analyzing these diagrams,
the consultant can pinpoint areas where security controls may be lacking or misconfigured, thereby facilitating the development of effective threat models.
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A SOAR platform is explicitly built to integrate via APIs with your existing security tools (EDR, SIEM, firewalls, ticketing systems, etc.), orchestrate automated workflows, and
apply rich, customizable controls (playbooks, role-based access, audit logging). It's also one of the newest

"X as a Service" technologies in the market for reducing manual security tasks and streamlining incident response.
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Managing key material on a Hardware Security Module (HSM) is the best strategy to secure cryptographic material. HSMs are specialized devices designed to generate, store,
and manage cryptographic keys securely. By using an HSM, the security engineer can ensure that cryptographic keys are protected in a secure, tamper-resistant environment,
rather than being stored on developers' personal laptops where they are more vulnerable to theft or mishandling.
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The best solution for automatically scanning containers for vulnerabilities before they are accepted into the production environment is to incorporate vulnerability scanning into
the CI/CD pipeline. Continuous Integration (Cl) and Continuous Deployment (CD) pipelines can be configured to automatically trigger security scans, including container
vulnerability assessments, every time code is committed or changes are pushed. This ensures that vulnerabilities are detected early in the development cycle before the
containers are deployed to production.
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Authenticated scans allow the vulnerability scanner to log in to the target system and directly verify installed patches, system configurations, and software versions. This
provides accurate information about whether specific hotfixes or updates are present. Without authentication, scanners rely on external fingerprinting and banner analysis,
which can misidentify patch status and lead to false positives. Using authenticated scanning significantly improves accuracy and reduces incorrect vulnerability findings.
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Pre-commit code linting: Linting tools analyze code for syntax errors and adherence to coding standards before the code is committed to the repository. This helps catch minor
code issues early in the development process, reducing the likelihood of deployment failures.

Automated regression testing: Automated regression tests ensure that new code changes do not introduce bugs or regressions into the existing codebase. By running these
tests automatically during the deployment process, developers can catch issues early and ensure the stability of the development environment.
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Playbooks standardize and automate incident response steps across a multiplatform environment using existing tools. This increases effectiveness and consistency in handling
security incidents.
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Using a Content Delivery Network (CDN) is the best way to reduce latency and improve page- loading performance for international users by caching and serving content closer
to their geographic location. This directly addresses the performance issues reported during beta testing.
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Allocating fully redundant and geographically distributed standby sites ensures survivability against an environmental catastrophe and supports recovery within 24 hours.
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Deploying redundant identity provider solutions ensures continuity of authentication and access control, maintaining security and resilience even if one VPN or site is
compromised.
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Utilizing Desktop as a Service (DaaS) means that data and applications are hosted in the cloud rather than on the local device. In the event of a laptop theft, no sensitive data
resides on the device, thereby preventing unauthorized access. Coupling DaaS with multifactor authentication (MFA) adds an additional layer of security, ensuring that only
authorized users can access the cloud-hosted data and applications. This combination effectively mitigates the risk of data exposure due to device theft.
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Time Internal IP Public IP IP Geolocation Application Action
2:47 PM 192.168.1.5 104.18.16.29 Toronto VPN Allow
8:48 PM 10.10.2.21 95.67.137.12 Losifngeles Email Allow
848 PM 10.10.2.21 956 710a7.12 Los Angeles HR-System Allow
8:49 FM 10.10.2.21 95.67.137.12 Los Angeles Email Allow
8:52 PM 192.168.1.5 104.18.16.29 Toronto HR System Deny
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The logs show that the user connected from Toronto (104.18.16.29) and Los Angeles (95.67.137.12) within minutes. The sudden location change is a typical trigger for
geoblocking in a Next-Generation Firewall (NGFW), leading to the HR System being denied.
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A runbook is a step-by-step procedural guide that SOC analysts reference during live incidents. It documents the specific actions to take, such as how to triage alerts, gather
forensic artifacts, escalate issues, and contain threats, ensuring consistency and speeding up response times across the team.
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To ensure the most secure way of keeping a legacy system (COL) operating until a new solution is available, isolating the system and enforcing strict firewall rules is the best
approach. This method minimizes the attack surface by restricting access to only the necessary endpoints, thereby reducing the risk of unauthorized access and potential
security breaches. Isolating the system ensures that it is not exposed to the broader network, while firewall rules control the traffic that can reach the system, providing a secure
environment until a replacement is implemented.
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Using a SOAR solution integrated with a Threat Intelligence Platform (TIP) enables automated, intelligence-driven decisions to isolate endpoints via APIs. This workflow
balances automation with validation to reduce false positives while quickly containing threats, especially across multiple EDR platforms.
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set-system services ssh root login-allow

set-system services web-management https allow
set-system services syslog file interactive

set-system services log mode stream
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set-interfaces 0 family inet address 10.12.14.1/8
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The most obvious security weakness shown in the configuration is the interface address

10.12.14.1/8, which places the device in an extremely broad network range instead of a tightly bounded segment. From a SecurityX perspective, the strongest improvement is
to reduce unnecessary trust exposure by applying segmentation and tighter network boundaries.

CompTIA's official SecurityX objectives explicitly call out "Network architecture: segmentation, microsegmentation, virtual local area networks (VLANS), virtual routing and
forwarding (VRF), software-defined networking (SDN)" and also emphasize "Security boundaries:

secure zones, access control lists (ACLs), virtual private network (VPN)" under Security Architecture.
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User-agent string is the best option for determining whether requests are malicious. The user- agent string provides information about the client making the request, including
the browser or bot in use. By analyzing the user-agent, the security analyst can differentiate between legitimate traffic (such as from a recognized browser) and bot-related
traffic (which often uses generic or suspicious user-agent strings).
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Segmentation is a compensating control that helps mitigate risks by isolating critical systems or vulnerable systems from the rest of the network. In this case, the web
application server running a legacy operating system with an unpatched remote code execution (RCE) vulnerability can be isolated through network segmentation. This limits
the potential for attackers to exploit the vulnerability by restricting access to the server and preventing lateral movement within the network. By segmenting the server, the attack
surface is reduced, and the risk of successful exploitation is minimized until the system can be properly patched.
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A. service --status-all | grep ftpd

B. chkconfig --list

C. netstat -tulpn

D. systemctl list-unit-file --type service ftpd
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The netstat -tulpn command displays all listening TCP (-t) and UDP (-u) sockets, shows the program name/PID that owns each socket (-p), and omits name resolution for speed
(-n). This provides both confirmation that the FTP daemon is running and the exact port number it's bound to, which you can then use to craft your firewall rule.
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198.134.0.2

98.134.15.37

VPN concentrator
10.1.2.1

User 3
198.134.3.25

Enterprise CA AMA server
10.1.0.11 10.1.0.10

User 4
198.134.7.49

re-eap {

proposals = Select proposal v

}

camellia2Sbcty

o peap

plugins { tlc

eap-radius 4 4 BEIEUHERRELE
B-cast128

aesl25bgcml128

10.1.0.10
198.134.30.12
10.1.0.11

{ 198.134.0.2
198.134.7.49




eap {
default_eap_type

require_message authenticator = yes

Ef2:

VPN Concentrator

Proposal: aes256gcm128

|

Server IP: 10.1.0.10 (this is the AAA server)
|

Secret: StrOng@Key (example that meets all character requirements)

|

AAA Server

Default EAP type: tls
||



IP Address: 10.1.2.1 (this is the VPN concentrator)

|

Secret: StrOng@Key (must match the VPN concentrator)
||
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A Software Bill of Materials (SBoM) provides a detailed inventory of all components, libraries, and dependencies used in an application. This allows the security architect to
track and manage risks associated with the software supply chain throughout the development life cycle.
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The best cloud benefit for moving to a serverless architecture in this case is Automation of resource provisioning. Serverless computing automatically scales resources based
on demand without requiring manual intervention. This helps to address the scaling issues the engineer is facing by dynamically adjusting resource allocation as needed,
improving performance and efficiency without manual effort.
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Segmentation is the best option to ensure the security of legacy badge readers that cannot be upgraded. Segmentation isolates the legacy devices on a separate network
segment to minimize their exposure to potential threats. This approach reduces the attack surface by preventing unauthorized access from other parts of the network while still
allowing necessary connectivity to the enterprise resource planning (ERP) system.
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Database activity monitoring (DAM) tracks user actions within databases and generates alerts for anomalous behavior, such as unauthorized access to sensitive content.
Database field tokenization protects sensitive data but does not monitor access. Database decoy involves creating fake data to detect misuse but is unrelated to monitoring.
Database integrity enforcement ensures data accuracy but does not generate access alerts.
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The allow list for specific countries of origin as a risk mitigation indicates that the central bank is focused on preventing physical implants and tampering in hardware. This is a
form of supply chain attack where malicious actors may insert malicious hardware components into devices, leading to potential compromises in security. By restricting the
countries of origin, the bank is likely aiming to prevent such vulnerabilities.
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Static application security testing (SAST) is the best tool for identifying security vulnerabilities in code early in the Software Development Life Cycle (SDLC). SAST tools analyze
source code or binaries for vulnerabilities without executing the program, allowing teams to catch and address security issues before the code is pushed to production. This
aligns with reducing the risk of vulnerable code being released.
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CIS Controls provide prescriptive best practices for validating and hardening firewall configurations, including rule review, change management, and regular audits to ensure
perimeter defenses are properly configured.
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The code includes a hard-coded secret (access_token), which is a security vulnerability. The first action should be to revoke this secret immediately to prevent unauthorized
access, as it is exposed in the public repository. Once the secret is revoked, the secret management process should be improved, such as by using environment variables or
secure vault solutions.

Eﬁ:ﬁ: 246

BATR MRIZ EHOL—H—HERXY P T—I LOEED I 7AINEBIZT I CRATELRVWEDRELRH 2= TTIRAIRRY ET—O RS T4 9o &R LIZES
A . LLMNRESMBIZEET 5/87 w OB HIRH SN TAONBATRA MESFEQIVEA—FICUFA LY FShTWA I LMoz,

LUTOBREDS L ENVEREDRA LG >TLETH?

A. SMBfaZ1- Y IRZE

B.T4LY b ITD7DUT

C.NTLM L—

D. *y kIT—9HRAX=2Y

Ef#: (EfEZRTLET)

The presence of a large number of LLMNR responses redirecting SMB traffic to the penetration tester indicates name resolution poisoning. In this attack, the attacker responds
to LLMNR queries before legitimate hosts, convincing systems that the attacker's machine is the requested resource. As a result, SMB connections and authentication attempts
are redirected to the attacker's system, disrupting normal access to fileshares and enabling credential capture.
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Unsecure bundled libraries are the most likely cause of anti-malware alerts. If the application includes third-party components with known vulnerabilities or malicious behavior,
endpoint security tools may flag it during testing.
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Hashing is the best technique for identifying whether data has been maliciously or inadvertently modified. By generating and storing hash values for files or data, the
administrator can periodically recheck the hashes to ensure that the data has not been altered. If the hash value changes, it indicates that the data has been modified. This
technique provides an efficient and secure way to ensure data integrity.
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In a Public Key Infrastructure (PKI) system, when sending encrypted emails, the recipient's public key is used for encryption. If the public key is associated with a different email
address than the one being used by the recipient, the email encryption will fail, causing a security error. This is because the system is trying to encrypt the message using a
public key that doesn't match the recipient's actual email address.

Since the issue only occurs with one external recipient, and the internal user can send encrypted emails to all others, this suggests the problem is likely due to a mismatch
between the email address and the public key used for encryption, rather than other potential issues like expired keys or incorrect settings.
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