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ISO 27005 'provides guidelines for information security risk management' and 'supports the
general concepts specified in ISO/IEC 27001 and is designed to assist the satisfactory
implementation of information security based on a risk management approach.'
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All other answers are distractors. One of the primary reasons of doing external auditing is
the independence of auditors.
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A workload is a unit of processing, which can be in a virtual machine, a container, or other
abstraction.

Workloads always run somewhere on a processor and consume memory. Workloads
include a very diverse range of processing tasks, which range from traditional applications
running in a virtual machine on a standard operating system, to GPU- or FPGA-based
specialized tasks Reference: CSA Security Guidelines V.4(reproduced here for the
educational purpose)
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A. Threat Modelling

B. Dynamic Application Security Testing(DAST)

C. Static Application Security Testing(SAST)

D. Static Application Security Testing(SAST)
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Static application security testing(SAST) is generally considered a white-box test, where
the application test performs an analysis of the application source code, byte code, and
binaries without executing the application code. SAST is used to determine coding errors
and omissions that are indicative of security vulnerabilities. SAST is often used as a test
method while the tool is under development(early in the development lifecycle).

SAST can be used to find XSS errors, SQL injection, buffer overflows, unhandled error
conditions, and potential backdoors.
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Sprawl occurs when you lose control of the amount of content on your image store.
Unnecessary images may be created and run. Each additional image running is another
potential point of compromise for an attacker.
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SaaS requires least maintenance from the customer as all the infrastructure up to
application is managed by the cloud service provider
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Cloud platforms can be incredibly resilient. but single cloud assets are typically less
resilient than in the case of traditional infrastructure. This is due to the inherently greater
fragility of virtualized resources running in highly-complex environments.

Reference: CSA Security Guidelines V.4 (reproduced here for the educational purpose)
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GRC and data is responsibility of the customer in all service models according to shared
responsibility model.
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Digital rights management(DRM)was designed to focus on security and encryption as a
means of preventing unauthorized copying and limitations on distribution of content to only
those authorized(purchasers).
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Contract is the most important document which defines trust and relationship between
cloud service provider and the customer.
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One of the key challenges in cloud computing is its distributed environment and dispersed
data centers across the globe. It is very difficult to trace data location in public clouds.
Therefore. Assurance of data location is key advantage of private cloud.
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According to "The NIST Definition of Cloud Computing," in laaS, "the capability provided to
the consumer is to provision processing, storage, networks, and other fundamental
computing resources where the consumer is able to deploy and run arbitrary software,
which can include OSs and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over OSs, storage, and deployed
applications; and possibly limited control of select networking components (e.g, host
firewalls)."
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In laaS service model. CSP is responsible only for the physical infrastructure.
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B. Program as a Service(PaaS)
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One option. frequently seen in the real world and illustrated in our model. is to build a
platform on top of laaS. A layer of integration and middleware is built on laaS. then pooled
together. orchestrated. and exposed to customers using APIs as PaaS. For example, a
Database as a Service could be built by deploying modified database management system
software on instances running in laaS. The customer manages the database via API (and
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a web console) and accesses it either through the normal database network protocols, or,
again, via API.
Ref: CSA Security Guidelines V4.0
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All others are characteristics as defined by NIST.
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The Restatement(Second) Conflict of Law refers to a collation of developments in common
law that help the courts stay up with changes. Many states have conflicting laws. and
judges use these restatements to assist them in determining which laws should apply
when conflicts occur.
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Separation of duties(SoD)(also known as "Segregation of duties") is the concept of having
more than one person required to complete a task. In business the separation by sharing
of more than one individual in one single task is an internal control intended to prevent
fraud and error.
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Volume storage is commonly associated with laaS solutions.

All the other 3 options are related to SaaS solutions
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Definitions:

Due diligence is the act of investigating and understanding the risks a company faces.
Due care is the development and implementation of policies and procedures to aid in
protecting the company, its assets, and its people from threats
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All privileged user accounts should use multi-factor authentication(MFA). If possible, all
cloud accounts(even individual user accounts) should use MFA. It's one of the single most
effective security controls to defend against a wide range of attacks. This is also true
regardless of the service model: MFA is just as important for SaaS as it is for laaS.
Reference: CSA Security GuidelinesV.4(reproduced here for the educational purpose)
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ISO 31000 provides principles and guidelines to do Enterprise Risk Management.
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Multifactor authentication is more secured than the rest because it has more than one
aspect to authentication Multifactor authentication is composed of, at a minimum, two of
the following aspects- something you know, something you are, or something you have.
Something you know can be a password, passphrase, and so on. Something you have can
be something like a number-generating transmit a number or fob, a smartphone capable of
receiving text messages, or even a phone that can receive a call and then to the individual
but that is only accessible from a very specific phone number.

Something you are is a biometric trait of yourself, as a living creature. This could be as
unique and specific as your DNA fingerprint, or as cursorily general as a photograph.
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ISO/IEC 27018:2014 establishes commonly accepted control objectives, controls and
guidelines for implementing measures to protect Personally Identifiable Information(PIl) in
accordance with the privacy principles in ISO/IEC 29100 for the public cloud computing
environment.
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All the terms given as options are very important and candidate is expected to know them
and differentiate between them
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Cloud services are on-demand Therefore there is a level of calculated risk in allocating all
the resources of a cloud service, because resources are allocated according to statistical
projections. In accurate modelling of resources usage common resources allocation
algorithms are vulnerable to distortions of fairness or inadequate resource provisioning and
inadequate investments in infrastructure.
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If you are a cloud provider (including managing a private cloud), physical segregation of
networks composing your cloud is important for both operational and security reasons. We
most commonly see at least three different networks which are isolated onto dedicated
hardware since there is no functional or traffic overlap:

1. The service network for communications between virtual machines and the Internet.
This builds the network resource pool for the cloud users.

2. The storage network to connect virtual storage to virtual machines.

3. A management network for management and API traffic.

Ref: Reference: CSA Security GuidelinesV.4 (reproduced here for the educational
purpose)
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Due Diligence is most important aspect when considering adoption to the cloud
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Lack of tools, procedures or standard data formats or services interfaces that could
guarantee data and service portability, makes it extremely difficult for a customer to
migrate from one provider to another, or to migrate data and services to or from an in-
House IT environment.
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It's the definition of Blind spot and it is very difficult to monitor this traffic.
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GRC is responsibility of the customer across all service models.
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Multifactor Authentication and Encryption are most effective protect mechanisms against
data breaches in cloud environment. Other options do form part of overall security strategy
in cloud but Option D is the strongest contender for the answer.
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Malicious actors may leverage cloud computing resources to target users, Organizations or
other cloud providers. Examples of misuse of cloud service-based resources include
launching DDoS attacks, email spam and phishing campaigns; "mining" for digital
currency; large-scale automated click fraud; brute- force compute attacks of stolen
credential databases; and hosting of malicious or pirated content.
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Lack of transparency in terms of use can lead to vendor lock-in. Contracts and SLAs
should clearly define the relationship between Cloud Service Provider(CSP)and the cloud
customer. Clause of data portability should be there.
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In a shared responsibility model. Data security is responsibility of the cloud consumer and
he is legally liable.
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A. Platform-as-a-service (PaaS)

B. Software-as-a-service (SaaS)

C. Infrastructure-as-a-service (laaS)

D. Desktop-as-a-service (DaaS)

E. Identity-as-a-service (IDaaS)
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IS0 27017 provides Code of practice for information security controls based on
ISO/IEC27002 for cloud services.
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People pose the biggest risk in the organization.

People form the biggest risk as they can expose the sensitive data accidentally or on
purpose.

Disgruntled employees or careless employees form a great threat to the organization.
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ISO/IEC 27018:2014 establishes commonly accepted control objectives, controls and
guidelines for implementing measures to protect Personally Identifiable Information (PIl) in
accordance with the privacy principles in ISO/IEC 29100 for the public cloud computing
environment.
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Risk tolerance is the amount of risk that the leadership and stakeholders of an organization
are willing to accept.
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Measured service is defined as "Resource usage can be monitored, controlled, and

reported, providing transparency for both the provider and consumer of the utilized service.
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Under this principle of "Right to be forgotten", any individual can notify any entity that has
PII fort hat individual and instruct that entity to delete and destroy all of that individual's PlII
in that entity's control.

This is a very serious and powerful individual right, and compliance can be extremely
difficult.
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Cloud provider acquisition comes under Policy and Organizational Risk and can be
categorised as follows.

As in any new IT market, competitive pressure, an inadequate business strategy, lack of
financial support, etc, could lead some providers to go out of business or at least to force
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them to restructure their service portfolio offering. In other words, it is possible that in the
short or medium term some cloud computing services could be terminated.
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Explanation:

This type of question are asked to create confusion.

Following are the five phases of SDLC:

1. Planning and requirements analysis: Business and security requirements and standards
are being determined. This phase is the main focus of the project managers and
stakeholders. Meetings with managers, stakeholders, and users are held to determine
requirements. The software development lifecycle calls for all business
requirements(functional and nonfunctional)to be defined even before initial design begins.
Planning for the quality-assurance requirements and identification of the risks associated
with the project are also conducted in the planning stage. The requirements are then
analyzed for their validity and the possibility of incorporating them into the system to be
developed.

2. Defining: The defining phase is meant to clearly define and document the product
requirements to place them in front of the customers and get them approved. This is done
through a requirement specification document, which consists of all the product
requirements to be designed and developed during the project lifecycle.

3. Designing: System design helps in specifying hardware and system requirements and
helps in defining overall system architecture. The system design specifications serve as
input for the next phase of the model. Threat modeling and secure design elements should
be undertaken and discussed here.

4. Developing: Upon receiving the system design documents, work is divided into modules
or units and actual coding starts. This is typically the longest phase of the software
development lifecycle. Activities include code review, unit testing, and static analysis.

5. Testing: After the code is developed, it is tested against the requirements to make sure
that the product is actually solving the needs gathered during the requirements phase.
During this phase, unit testing, integration testing, system testing, and acceptance testing
are conducted.
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Even after cloud migration. cloud customer is responsible for the data and ultimately liable
for any data loss or breaches.
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According to ENISA (European Network and Information Security Agency) document on
Security risk and recommendation, Isolation failure is considered as one of the top risk and
is defined as follows Multi- tenancy and shared resources are defining characteristics of
cloud computing. This risk category covers the failure of mechanisms separating storage,
memory, routing and even reputation between different tenants (e.g, so-called guest-


https://www.jpnshiken.com/q/8402-950151/
https://www.jpnshiken.com/q/8402-950152/
https://www.jpnshiken.com/q/8402-950153/
https://www.jpnshiken.com/q/8402-950154/

hopping attacks). However it should be considered that attacks on resource isolation
mechanisms (e.g. against hypervisors) are still less numerous and much more difficult for
an attacker to put in practice compared to attacks on traditional Oss.
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The primary goal of whole business continuity and disaster recovery exercise should be
health and human safety.
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It can lead to loss of governance.

In using cloud infrastructures, the client necessarily cedes control to the cloud service
provider(CSP) on several issues which may affect security.

The loss of governance and control could have a potentially severe impact on the
organization's strategy and therefore on the capacity to meet its mission and goals. The
loss of control and governance could lead to the impossibility of complying with the security
requirements, a lack of confidentiality, integrity and availability of data, and a deterioration
of performance and quality of service, not to mention the introduction of compliance
challenges.

Source: ENISA- Security Risk and Benefits
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Thats the definition of cloud computing
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like this, which has similar-looking answers should be carefully answered Risk
Management is overall process which covers from identifying threats to ultimately review
the effectiveness of the controls.
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Object storage: Similar to a file share accessed via APIs or a web interface. Examples
include Amazon S3 and Rackspace cloud files.
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Under current law, the data owner is responsible for any breaches that result in
unauthorized disclosure of PII; this includes breaches caused by contracted parties and
outsources services. The data owner is the cloud customer.
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It is important to read the question carefully and then choose the best answer. Although
cloud consumer is responsible for authorizations and entitlements across all service
models but questions uses

"only". Therefore, answer is Software as a Service (SaaS) and a SaaS provider is
responsible for perimeter security, logging/ monitoring/auditing, and application security.
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This is a very confusing question and we need to understand that its a shared
responsibility between cloud service provider and customer.
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The key techniques to create a cloud are abstraction and orchestration. We abstract the
resources from the underlying physical infrastructure to create our pools, and use
orchestration (and automation) to coordinate carving out and delivering a set of resources
from the pools to the consumers. As you will see, these two techniques create all the
essential characteristics we use to define something as a

“cloud.”

Ref: CSA Security Guidelines V4.0
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The CSA Software Defined Perimeter Working Group has developed a model and
specification that combines device and user authentication to dynamically provision
network access to resources and enhance security. SDP includes three components:
An SDP client on the connecting asset (e.g. a laptop).

* The SDP controller for authenticating and authorizing SDP clients and configuring the
connections to SDP gateways.

* The SDP gateway for terminating SDP client network traffic and enforcing policies in
communication with the SDP controller. Reference: CSA Security
GuidelinesV.4(reproduced here for the educational purpose)
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SDN firewalls (e.g, security groups) can apply to assets based on more flexible criteria
than hardware- based firewalls, since they aren't limited based on physical topology. (Note
that this is true of many types of software firewalls, but is distinct from hardware firewalls).
SDN firewalls are typically policy sets that define ingress and egress rules that can apply to
single assets or groups of assets, regardless of network location (within a given virtual
network).

Reference: CSA Security Guidelines V.4 (reproduced here for the educational purpose)
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"Technology Audit Program" is not one of the levels of CSA star program The three levels
of CSA Star program are

1) Self Assessment

2) Third-party Attestment

3) Continuous Monitoring program
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The PLA, as defined by the CSA, does the following Provides a clear and effective way to
communicate the level of personal data protection offered by a service provider.

Works as a tool to assess the level of a service provider's compliance with data protection
legislative requirements and leading practices Provides a way to offer contractual
protection against possible financial damages due to lack of compliance
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Interoperability is an important characteristic.

Definition: Interoperability

Interoperability is the ability of a system or a product to work with other systems or
products without special effort on the part of the customer.
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The management plane is a key tool for enabling and enforcing separation and isolation in
multitenancy.
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Limiting who can do what with the APls is one important means for segregating out
customers, or different users within a single tenant. Resources are in the pool, out of the
pool, and where they are allocated Reference: CSA Security Guidelines V.4(reproduced
here for the educational purpose)
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The four layers of Logical Model for cloud computing according to Cloud Security Alliance
are:

1. Infrastructure: The core components of a computing system: compute, network, and
storage. The foundation that everything else is built on. The moving parts.

2. Metastructure: The protocols and mechanisms that provide the interface between the
infrastructure layer and the other layers. The glue that ties the technologies and enables
management and configuration.

3. Infostructure: The data and information. Content in a database, file storage, etc.

4. Applistructure: The applications deployed in the cloud and the underlying application
services used to build them. For example, Platform as a Service features like message
queues, artificial intelligence analysis, or notification services.
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This is a tricky question.

When using a Database as a Service, the provider manages fundamental security,
patching, and core configuration, while the cloud user is responsible for everything else,
including which security features of the database to use, managing accounts, or even
authentication methods.

Ref: CSA Security Guidelines v4.0
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Both providers and consumers should consistently only allow the least privilege required
for users.

applications. and other management plane usage.

Reference: CSA Security Guidelines V.4(reproduced here for the educational purpose)
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Resource sharing is not one of the key characteristics of Cloud Computing
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It can lead to resource exhaustion if you do not put upper limit on resource allocation.
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Cloud services are on-demand Therefore there is a level of calculated risk in allocating all
the resources of a cloud service, because resources are allocated according to statistical
projections. In accurate modelling of resources usage- common resources allocation
algorithms are vulnerable to distortions of fairness
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The International Organization for Standardization(ISO) has developed and published ISO/
IECN27034-1,

"Information Technology, eSecurity Techniques, eApplication Security, IS0/ IEC27034-1
defines concepts, frameworks, and processes to help organizations integrate security
within their software development lifecycle.
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Remember that CCM is a security framework and does not include any methodology The
Cloud Security Alliance Cloud Controls Matrix(CCM) is an essential and up-to-date security
controls framework that is addressed to the cloud community and stakeholders. A
fundamental richness of the CCM is its ability to provide mapping and cross relationships
with the main industry-accepted security
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ISO/IEC17788 lists six key characteristics. the first five of which are identical to the NIST
characteristics.

The only addition is multitenancy. which is distinct from resource pooling.

Ref: CSA Security Guidelines V4.0
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According to CSA Securityguidelines4.0. Metastucture is defined as the protocols and
mechanisms that provide the interface between the infrastructure layer and the other
layers. The glue that ties the technologies and enables management and configuration.
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The risk-management process has four components
1. Framing risk

2. Assessing risk

3. Responding to risk

4. Monitoring risk
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Vendor lock-in is a situation in which a customer using a product or service cannot easily
transition to a competitor's product or service. Vendor lock-in is usually the result of
proprietary technologies that are incompatible with those of competitors.
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Resiliency is the correct answer but other options look very similar and is provided to
create confusion.

One need to be careful while answering the question.

Resiliency is often confused with redundancy, Key difference is

A redundant system includes multiple channels to provide alternate paths for
communications in case of individual failures.

... Resilience, on the other hand, refers to a system's ability to adapt to failures and to
resume normal operations when the failure has been resolved.
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This is a tricky question. It is true that health care facility need to comply with HIPAA but if
the healthcare facility is processing credit cards, they will have to comply with PCI DSS as
well
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Object Storage has features are typically minimal, allowing you to only store, retrieve,
copy, and delete files as well as the ability to control which users can undertake these
actions.
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ISO 270017 provides guidance on the information security aspects of cloud computing.
recommending and assisting with the implementation of cloud-specific information security
controls supplementing the guidance in ISO/IEC 27002 and other ISO 27k standards.
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The customer determines the ultimate purpose of the processing and decides on the
outsourcing or the delegation of all or part of the concerned activities to external
organizations. Therefore, the customer acts as a controller.

When the service provider supplies the means and the platform, acting on behalf of the
customer, it is considered to be a data processor.
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Functions: There are three things we can do with a given datum:

. Read, View/read the data, including creating, copying, file transfers, dissemination, and
other exchanges of information.

* Process. Perform a transaction on the data; update it; use it in a business processing
transaction, etc.

. Store, Hold the data (in a file, database, etc.).
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Software Defined Networking(SDN):A more complete abstraction layer on top of
networking hardware, SDNs decouple the network control plane from the data. This allows
us to abstract networking from the traditional limitations of a LAN.

Reference: CSA Security GuidelinesV.4(reproduced here for the educational purpose)
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This is false. Please read the question carefully.

Question: is asking

On Demand "Shelf" Service where the correct characteristic is "On Demand Self Service"
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File-level encryption: Database servers typically reside on volume storage. For this
deployment, you are encrypting the volume or folder of the database, with the encryption
engine and keys residing on the instances attached to the volume.
External file system encryption protects from media theft, lost backups, and external attack
but does not protect against attacks with access to the application layer, the instances 0S,
or the data
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Contracts: The primary tool of governance is the contract between a cloud provider and a
cloud customer(this is true for public and private cloud). The contract is your only
guarantee of any level of service or commitment-assuming there is no breach of contract,
which tosses everything into a legal scenario. Contracts are the primary tool to extend
governance into business partners and providers.

Ref: Security Guidance v4.0 Copyright2017, Cloud Security Alliance(used for educational
purpose here)
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With object storage systems, data consistency is achieved eventually. Whenever you
update a file, you may have to wait until the change is propagated to all the replicas before
requests return the latest version.
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