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Configure the ip flow-top-talkers command.

Configure the ip flow command on an interface.

Configure IP routing and enable Cisco Express Forwarding.

Configure the ip Aow-lop-talluers command. | I Configure [P routing and enable Cisco Express Forwarding. ||

Configure the ip flow command on an interface. w‘mmmmm‘m
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top-talkers sorting critenon.

Specify the maximum number of top takers. = igune,the ip flow command on an interface.
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The ASA REST API gives you programmatic access to managing individual ASAs through a Representational State Transfer (REST) API.
The API allows external clients to perform CRUD (Create, Read, Update, Delete) operations on ASA resources; it is based on the HTTPS
protocol and REST methodology.

All APl requests are sent over HTTPS to the ASA, and a response is returned.

Request Structure

Available request methods are:

GET - Retrieves data from the specified object.

PUT - Adds the supplied information to the specified object; returns a 404 Resource Not Found error if the object does not exist.

POST - Creates the object with the supplied information.

DELETE - Deletes the specified object

PATCH - Applies partial modifications to the specified object.
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The data plane of any network is responsible for handling data packets that are transported across the network. (The data plane is also
sometimes called the forwarding plane.) Maybe this Qwants to ask about the encryption and authentication in the data plane of a SD-WAN
network (but SD-WAN is not a topic of the SCOR 350-701 exam?). In the Cisco SD-WAN network for unicast traffic, data plane encryption is
done by AES-256-GCM, a symmetrickey algorithm that uses the same key to encrypt outgoing packets and to decrypt incoming packets.
Each router periodically generates an AES key for its data path (specifically, one key per TLOC) and transmits this key to the vSmart
controller in OMP route packets, which are similar to IP route updates. Reference:


https://www.jpnshiken.com/q/43763-3570892/
https://www.jpnshiken.com/q/43763-3570893/
https://www.jpnshiken.com/q/43763-3570894/
https://www.jpnshiken.com/q/43763-3570895/
https://www.jpnshiken.com/q/43763-3570896/

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/ security-overview.html (The data plane is
also sometimes called the forwarding plane.) Maybe this Qwants to ask about the encryption and authentication in the data plane of a SD-
WAN network (but SD-WAN is not a topic of the SCOR 350-701 exam?).

In the Cisco SD-WAN network for unicast traffic, data plane encryption is done by AES-256-GCM, a symmetrickey algorithm that uses the
same key to encrypt outgoing packets and to decrypt incoming packets. Each router periodically generates an AES key for its data path
(specifically, one key per TLOC) and transmits this key to the vSmart controller in OMP route packets, which are similar to IP route updates.
The data plane of any network is responsible for handling data packets that are transported across the network. (The data plane is also
sometimes called the forwarding plane.) Maybe this Qwants to ask about the encryption and authentication in the data plane of a SD-WAN
network (but SD-WAN is not a topic of the SCOR 350-701 exam?). In the Cisco SD-WAN network for unicast traffic, data plane encryption is
done by AES-256-GCM, a symmetrickey algorithm that uses the same key to encrypt outgoing packets and to decrypt incoming packets.
Each router periodically generates an AES key for its data path (specifically, one key per TLOC) and transmits this key to the vSmart
controller in OMP route packets, which are similar to IP route updates. Reference:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/ security-overview.htmi
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Cisco Email Security Appliance (ESA) protects the email infrastructure and employees who use email at work by filtering unsolicited and
malicious email before it reaches the user. Cisco ESA easily integrates into existing email infrastructures with a high degree of flexibility. It
does this by acting as a Mail Transfer Agent (MTA) within the email-delivery chain. Another name for an MTA is a mail relay.

Reference:

Cisco_SBA BN_EmailSecurityUsingCiscoESADeploymentGuide-Feb2013.pdf
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B. Cisco AMP for Endpointsid, BED H HIHENDEHROCIIL I T EHEFET,
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https://learn-umbrella.cisco.com/i/802005-umbrella-security-report/3?
https://www.cisco.com/site/us/en/products/security/endpoint-security/secure-endpoint/index.html#:.~:text=Powerful%20EDR
%20capabilities,from%20Kenna%20Security.

Cisco Advanced Malware Protection (AMP) for endpoints can be seen as a replacement for the traditional antivirus solution. It is a next
generation, cloud delivered endpoint protection platform (EPP), and advanced endpoint detection and response (EDR). Providing Protection
- Detection Response While Cisco Umbrella can enforce security at the DNS-, IP-, and HTTP/S-layer, this report does not require that
blocking is enabled and only monitors your DNS activity. Any malicious domains requested and |IPs resolved are indicators of compromise
(10C).

Any malicious domains requested and IPs resolved are indicators of compromise (I0OC)
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In XSS, an attacker will try to inject his malicious code (usually malicious links) into a database. When other users follow his links, their web

browsers are redirected to websites where attackers can steal data from them. In a SQL Injection, an attacker will try to inject SQL code (via
his browser) into forms, cookies, or HTTP headers that do not use data sanitizing or validation methods of GET/POST parameters.
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A. asa-host €onfig) #nmp-server group myv3 v3 noauth

asa-host €onfig) #snmp-server user andy myv3 auth sha cisco priv aes 256 ciscXXXXXXXX asa-host €onfig) #nmp-server host inside
10.255.254.1 version 3 andy
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Cisco standard NetFlow version 5 defines a flow as a unidirectional sequence of packets that all share seven values which define a unique
key for the flow:

+ Ingress interface (SNMP ifindex)

+ Source IP address

+ Destination IP address

+ IP protocol

+ Source port for UDP or TCP, 0 for other protocols

+ Destination port for UDP or TCP, type and code for ICMP, or 0 for other protocols

+ |P Type of Service

Note: A flow is a unidirectional series of packets between a given source and destination.
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Denial-of-service (DDoS) aims at shutting down a network or service, causing it to be inaccessible to its intended users.

The Smurf attack is a DDoS attack in which large numbers of Internet Control Message Protocol (ICMP) packets with the intended victim's
spoofed source IP are broadcast to a computer network using an IP broadcast address.
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You can configure your ASA FirePOWER module using one of the following deployment models:

You can configure your ASA FirePOWER module in either an inline or a monitor-only (inline tap or passive) deployment.
Reference:

modules-sfr.html
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Compared to RSA, the prevalent public-key cryptography of the Internet today, Elliptic Curve Cryptography (ECC) offers smaller key sizes,
faster computation,as well as memory, energy and bandwidth savings and is thus better suited forsmall devices.
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Cisco DNA Center has four general sections aligned to IT workflows: Design: Design your network for consistent configurations by device

moow>»

and by site. Physical maps and logical topologies help provide quick visual reference. The direct import feature brings in existing maps,
images, and topologies directly from Cisco Prime Infrastructure and the Cisco Application Policy Infrastructure Controller Enterprise Module
(APIC-EM), making upgrades easy and quick. Device configurations by site can be consolidated in a "golden image" that can be used to
automatically provision new network devices. These new devices can either be pre-staged by associating the device details and mapping to
a site. Or they can be claimed upon connection and mapped to the site. Policy: Translate business intent into network policies and apply
those policies, such as access control, traffic routing, and quality of service, consistently over the entire wired and wireless infrastructure.
Policy-based access control and network segmentation is a critical function of the Cisco Software-Defined Access (SDAccess) solution built
from Cisco DNA Center and Cisco Identity Services Engine (ISE). Cisco Al Network Analytics and Cisco Group-Based Policy Analytics
running in the Cisco DNA Center identify endpoints, group similar endpoints, and determine group communication behavior. Cisco DNA
Center then facilitates creating policies that determine the form of communication allowed between and within members of each group. ISE
then activates the underlying infrastructure and segments the network creating a virtual overlay to follow these policies consistently. Such
segmenting implements zero-trust security in the workplace, reduces risk, contains threats, and helps verify regulatory compliance by giving
endpoints just the right level of access they need. Provision: Once you have created policies in Cisco DNA Center, provisioning is a simple
drag-and-drop task. The profiles (called scalable group tags or "SGTs") in the Cisco DNA Center inventory list are assigned a policy, and
this policy will always follow the identity. The process is completely automated and zero-touch. New devices added to the network are
assigned to an SGT based on identity-greatly facilitating remote office setups. Assurance: Cisco DNA Assurance, using Al/ML, enables
every point on the network to become a sensor, sending continuous streaming telemetry on application performance and user connectivity
in real time. The clean and simple dashboard shows detailed network health and flags issues. Then, guided remediation automates
resolution to keep your network performing at its optimal with less mundane troubleshooting work. The outcome is a consistent experience
and proactive optimization of your network, with less time spent on troubleshooting tasks. Reference:
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06- dna-center-so-cte-en.html Design: Design
your network for consistent configurations by device and by site. Physical maps and logical topologies help provide quick visual reference.
The direct import feature brings in existing maps, images, and topologies directly from Cisco Prime Infrastructure and the Cisco Application
Policy Infrastructure Controller Enterprise Module (APIC-EM), making upgrades easy and quick. Device configurations by site can be
consolidated in a "golden image" that can be used to automatically provision new network devices. These new devices can either be pre-
staged by associating the device details and mapping to a site. Or they can be claimed upon connection and mapped to the site.

Policy: Translate business intent into network policies and apply those policies, such as access control, traffic routing, and quality of service,
consistently over the entire wired and wireless infrastructure. Policy-based access control and network segmentation is a critical function of
the Cisco Software-Defined Access (SDAccess) solution built from Cisco DNA Center and Cisco Identity Services Engine (ISE). Cisco Al
Network Analytics and Cisco Group-Based Policy Analytics running in the Cisco DNA Center identify endpoints, group similar endpoints,
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and determine group communication behavior. Cisco DNA Center then facilitates creating policies that determine the form of communication
allowed between and within members of each group. ISE then activates the underlying infrastructure and segments the network creating a
virtual overlay to follow these policies consistently. Such segmenting implements zero-trust security in the workplace, reduces risk, contains
threats, and helps verify regulatory compliance by giving endpoints just the right level of access they need.

Provision: Once you have created policies in Cisco DNA Center, provisioning is a simple drag-and-drop task.

The profiles (called scalable group tags or "SGTs") in the Cisco DNA Center inventory list are assigned a policy, and this policy will always
follow the identity. The process is completely automated and zero-touch. New devices added to the network are assigned to an SGT based
on identity-greatly facilitating remote office setups.

Assurance: Cisco DNA Assurance, using Al/ML, enables every point on the network to become a sensor, sending continuous streaming
telemetry on application performance and user connectivity in real time. The clean and simple dashboard shows detailed network health and
flags issues. Then, guided remediation automates resolution to keep your network performing at its optimal with less mundane
troubleshooting work.

The outcome is a consistent experience and proactive optimization of your network, with less time spent on troubleshooting tasks.

Cisco DNA Center has four general sections aligned to IT workflows: Design: Design your network for consistent configurations by device
and by site. Physical maps and logical topologies help provide quick visual reference. The direct import feature brings in existing maps,
images, and topologies directly from Cisco Prime Infrastructure and the Cisco Application Policy Infrastructure Controller Enterprise Module
(APIC-EM), making upgrades easy and quick. Device configurations by site can be consolidated in a "golden image" that can be used to
automatically provision new network devices. These new devices can either be pre-staged by associating the device details and mapping to
a site. Or they can be claimed upon connection and mapped to the site. Policy: Translate business intent into network policies and apply
those policies, such as access control, traffic routing, and quality of service, consistently over the entire wired and wireless infrastructure.
Policy-based access control and network segmentation is a critical function of the Cisco Software-Defined Access (SDAccess) solution built
from Cisco DNA Center and Cisco Identity Services Engine (ISE). Cisco Al Network Analytics and Cisco Group-Based Policy Analytics
running in the Cisco DNA Center identify endpoints, group similar endpoints, and determine group communication behavior. Cisco DNA
Center then facilitates creating policies that determine the form of communication allowed between and within members of each group. ISE
then activates the underlying infrastructure and segments the network creating a virtual overlay to follow these policies consistently. Such
segmenting implements zero-trust security in the workplace, reduces risk, contains threats, and helps verify regulatory compliance by giving
endpoints just the right level of access they need. Provision: Once you have created policies in Cisco DNA Center, provisioning is a simple
drag-and-drop task. The profiles (called scalable group tags or "SGTs") in the Cisco DNA Center inventory list are assigned a policy, and
this policy will always follow the identity. The process is completely automated and zero-touch. New devices added to the network are
assigned to an SGT based on identity-greatly facilitating remote office setups. Assurance: Cisco DNA Assurance, using Al/ML, enables
every point on the network to become a sensor, sending continuous streaming telemetry on application performance and user connectivity
in real time. The clean and simple dashboard shows detailed network health and flags issues. Then, guided remediation automates
resolution to keep your network performing at its optimal with less mundane troubleshooting work. The outcome is a consistent experience
and proactive optimization of your network, with less time spent on troubleshooting tasks. Reference:
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06- dna-center-so-cte-en.html
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A certificate signing request (CSR) is one of the first steps towards getting your own SSL Certificate. Generated on the same server you
plan to install the certificate on, the CSR contains information (e.g. common name, organization, country) that the Certificate Authority (CA)
will use to create your certificate. It also contains the public key that will be included in your certificate and is signed with the corresponding
private key
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DevSecOps (development, security, and operations) is a concept used in recent years to describe how to move security activities to the start
of the development life cycle and have built-in security practices in the continuous integration/continuous deployment (CI/CD) pipeline. Thus
minimizing vulnerabilities and bringing security closer to IT and business objectives.

Three key things make a real DevSecOps environment:

+ Security testing is done by the development team.

+ Issues found during that testing is managed by the development team.

+ Fixing those issues stays within the development team.
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_ WSA UserGuide/b_ WSA UserGuide_chapter_01101.html
Policy Order The order in which policies are listed in a policy table determines the priority with which they are applied to Web requests. Web
requests are checked against policies beginning at the top of the table and ending at the first policy matched. Any policies below that point in
the table are not processed. If no user-defined policy is matched against a Web request, then the global policy for that policy type is applied.
Global policies are always positioned last in Policy tables and cannot be re-ordered.
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As the new device does not have a supplicant, we cannot use 802.1X. MAC Authentication Bypass (MAB) is a fallback option for devices
that don't support 802.1x. It is virtually always used in deployments in some way shape or form. MAB works by having the authenticator take
the connecting device's MAC address and send it to the authentication server as its username and password. The authentication server will
check its policies and send back an Access-Accept or Access-Reject just like it would with 802.1x. Cisco ISE Profiling Services provides
dynamic detection and classification of endpoints connected to the network. Using MAC addresses as the unique identifier, ISE collects
various attributes for each network endpoint to build an internal endpoint database. The classification process matches the collected
attributes to prebuilt or user-defined conditions, which are then correlated to an extensive library of profiles. These profiles include a wide
range of device types, including mobile clients (iPads, Android tablets, Chromebooks, and so on), desktop operating systems (for example,
Windows, Mac OS X, Linux, and others), and numerous non-user systems such as printers, phones, cameras, and game consoles. Once
classified, endpoints can be authorized to the network and granted access based on their profile. For example, endpoints that match the IP
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phone profile can be placed into a voice VLAN using MAC Authentication Bypass (MAB) as the authentication method. Another example is
to provide differentiated network access to users based on the device used. For example, employees can get full access when accessing
the network from their corporate workstation but be granted limited network access when accessing the network from their personal iPhone.
Reference: https://community.cisco.com/t5/security-documents/ise-profiling-design-guide/ta-p/3739456 MAC Authentication Bypass (MAB)
is a fallback option for devices that don't support 802.1x. It is virtually always used in deployments in some way shape or form. MAB works
by having the authenticator take the connecting device's MAC address and send it to the authentication server as its username and
password. The authentication server will check its policies and send back an Access-Accept or Access-Reject just like it would with 802.1x.
Cisco ISE Profiling Services provides dynamic detection and classification of endpoints connected to the network. Using MAC addresses as
the unique identifier, ISE collects various attributes for each network endpoint to build an internal endpoint database. The classification
process matches the collected attributes to prebuilt or user-defined conditions, which are then correlated to an extensive library of profiles.
These profiles include a wide range of device types, including mobile clients (iPads, Android tablets, Chromebooks, and so on), desktop
operating systems (for example, Windows, Mac OS X, Linux, and others), and numerous non-user systems such as printers, phones,
cameras, and game consoles.

Once classified, endpoints can be authorized to the network and granted access based on their profile. For example, endpoints that match
the IP phone profile can be placed into a voice VLAN using MAC Authentication Bypass (MAB) as the authentication method. Another
example is to provide differentiated network access to users based on the device used. For example, employees can get full access when
accessing the network from their corporate workstation but be granted limited network access when accessing the network from their
personal iPhone.

As the new device does not have a supplicant, we cannot use 802.1X. MAC Authentication Bypass (MAB) is a fallback option for devices
that don't support 802.1x. It is virtually always used in deployments in some way shape or form. MAB works by having the authenticator take
the connecting device's MAC address and send it to the authentication server as its username and password. The authentication server will
check its policies and send back an Access-Accept or Access-Reject just like it would with 802.1x. Cisco ISE Profiling Services provides
dynamic detection and classification of endpoints connected to the network. Using MAC addresses as the unique identifier, ISE collects
various attributes for each network endpoint to build an internal endpoint database. The classification process matches the collected
attributes to prebuilt or user-defined conditions, which are then correlated to an extensive library of profiles. These profiles include a wide
range of device types, including mobile clients (iPads, Android tablets, Chromebooks, and so on), desktop operating systems (for example,
Windows, Mac OS X, Linux, and others), and numerous non-user systems such as printers, phones, cameras, and game consoles. Once
classified, endpoints can be authorized to the network and granted access based on their profile. For example, endpoints that match the IP
phone profile can be placed into a voice VLAN using MAC Authentication Bypass (MAB) as the authentication method. Another example is
to provide differentiated network access to users based on the device used. For example, employees can get full access when accessing
the network from their corporate workstation but be granted limited network access when accessing the network from their personal iPhone.
Reference: https://community.cisco.com/t5/security-documents/ise-profiling-design-guide/ta-p/3739456
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Zero Trust is a security framework requiring all users, whether in or outside the organization's network, to be authenticated, authorized, and
continuously validated for security configuration and posture before being granted or keeping access to applications and data. Zero Trust
assumes that there is no traditional network edge; networks can be local, in the cloud, or a combination or hybrid with resources anywhere
as well as workers in any location.

The Zero Trust model uses microsegmentation - a security technique that involves dividing perimeters into small zones to maintain separate
access to every part of the network - to contain attacks.
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Community Cloud allows system and services to be accessible by group of organizations. It shares the infrastructure between several
organizations from a specific community. It may be managed internally by organizations or by the third-party.
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D. Cisco ISE
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Cisco Cloudlock is a cloud-native cloud access security broker (CASB) that helps you move to the cloud safely. It protects your cloud users,
data, and apps. Cisco Cloudlock provides visibility and compliance checks, protects data against misuse and exfiltration, and provides threat
protections against malware like ransomware.
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A posture policy is a collection of posture requirements, which are associated with one or more identity groups, and operating systems. We
can configure ISE to check for the Windows patch at Work Centers > Posture > Posture Elements > Conditions > File.

In this example, we are going to use the predefined file check to ensure that our Windows 10 clients have the critical security patch installed
to prevent the Wanna Cry malware.

File Conditions List > pc_W10_64 KB4012606 Ms17-010 1507 _
File Condition

*Name pc_W10_64_KB4012606_Ms1

Delcription Cisco Predefined Check: Micro

*Operdngmm Windows 10 (AII) b
Coﬁmplianﬁe Module Any version

* File Type * _l_ﬁ:lig\ie—'i"sﬁ}n

* File Fath 7 SYSTEM_32

* Qperator LaterThan

* File Version 10.0.10240.17318

- Cancel |
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The Firepower System uses network discovery and identity policies to collect host, application, and user data for traffic on your network. You
can use certain types of discovery and identity data to build a comprehensive map of your network assets, perform forensic analysis,
behavioral profiling, access control, and mitigate and respond to the vulnerabilities and exploits to which your organization is susceptible.
You can configure your network discovery policy to perform host and application detection.
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The HMAC-SHA-1-96 (also known as HMAC-SHA-1) encryption technique is used by IPSec to ensure that a message has not been altered.
(-> Therefore answer "integrity" is the best choice). HMAC-SHA-1 uses the SHA-1 specified in FIPS-190-1, combined with HMAC (as per
RFC 2104), and is described in RFC 2404.
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Install monitoring extension for AWS EC2. step 1
Restart the Machine Agent. step 2

Update config.yaml. step 3

Configure a Machine Agent or SIM Agent. step 4

1E fiz:
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Install monitoring extensioh for AWS'EC2 | [nstall monitoring extension for AWS EC2]
nesﬁartthemmnéﬁ;gai' | [ Configure a Machine Agent or SIM Agent.

Update Wﬁﬁ?aﬂi!] AN || Update config.yaml.
Configure a Machine A@W‘dr SIM Agent ||  Restart the Machine Agent
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protection
o . superior threat prevention and mitigation for
Securty Feligence known and unknown threats
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Cisco ISE allows a global configuration to issue a Change of Authorization (CoA) in the Profiler Configuration page that enables the profiling
service with more control over endpoints that are already authenticated.

One of the settings to configure the CoA type is "Reauth”. This option is used to enforce reauthentication of an already authenticated
endpoint when it is profiled.

Reference:

b_ise_admin_guide_sample_chapter_010101.html
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NetFlow is a network protocol developed by Cisco for the collection and monitoring of network traffic flow data generated by NetFlow-
enabled routers and switches. The flows do not contain actual packet data, but rather the metadata for communications. It is a standard
form of session data that details who, what, when, and where of network traffic -> Answer A is not correct.

Reference:
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white-paper-c11-736595.html
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A buffer overflow (or buffer overrun) occurs when the volume of data exceeds the storage capacity of the memory buffer. As a result, the
program attempting to write the data to the buffer overwrites adjacent memory locations.

Buffer overflow is a vulnerability in low level codes of C and C++. An attacker can cause the program to crash, make data corrupt, steal
some private information or run his/her own code. It basically means to access any buffer outside of it's alloted memory space. This
happens quite frequently in the case of arrays.
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Stateful failover for IP Security (IPsec) enables a router to continue processing and forwarding IPsec packets after a planned or unplanned
outage occurs. Customers employ a backup (secondary) router that automatically takes over the tasks of the active (primary) router if the
active router loses connectivity for any reason. This failover process is transparent to users and does not require adjustment or
reconfiguration of any remote peer.

Stateful failover for IPsec requires that your network contains two identical routers that are available to be either the primary or secondary
device. Both routers should be the same type of device, have the same CPU and memory, and have either no encryption accelerator or
identical encryption accelerators.

Prerequisites for Stateful Failover for IPsec

Complete, Duplicate IPsec and IKE Configuration on the Active and Standby Devices This document assumes that you have a complete
IKE and IPsec configuration.

The IKE and IPsec configuration that is set up on the active device must be duplicated on the standby device.

That is, the crypto configuration must be identical with respect to Internet Security Association and Key Management Protocol (ISAKMP)
policy, ISAKMP keys (preshared), IPsec profiles, IPsec transform sets, all crypto map sets that are used for stateful failover, all access
control lists (ACLs) that are used in match address statements on crypto map sets, all AAA configurations used for crypto, client
configuration groups, IP local pools used for crypto, and ISAKMP profiles.

Reference:

Although the prerequisites only stated that "Both routers should be the same type of device" but in the

"Restrictions for Stateful Failover for IPsec" section of the link above, it requires "Both the active and standby devices must run the identical
version of the Cisco |IOS software" so answer E is better than answer B.
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Diffie Hellman (DH) uses a private-public key pair to establish a shared secret, typically a symmetric key. DH is not a symmetric algorithm -
it is an asymmetric algorithm used to establish a shared secret for a symmetric key algorithm.
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The Trusted Automated eXchangeof Indicator Information (TAXII) specifies mechanisms for exchanging structured cyber threat information
between parties over the network.

TAXII exists to provide specific capabilities to those interested in sharing structured cyber threat information.

TAXII Capabilities are the highest level at which TAXII actions can be described. There are three capabilities that this version of TAXII
supports: push messaging, pull messaging, and discovery.

Although there is no "binding" capability in the list but it is the best answer here.
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A teardrop attack is a denial-of-service (DoS) attack that involves sending fragmented packets to a target machine. Since the machine
receiving such packets cannot reassemble them due to a bug in TCP/IP fragmentation reassembly, the packets overlap one another,
crashing the target network device. This generally happens on older operating systems such as Windows 3.1x, Windows 95, Windows NT
and versions of the Linux kernel prior to 2.1.63.
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You specify primary and secondary actions that the appliance will take when it detects a possible DLP violation in an outgoing message.
Different actions can be assigned for different violation types and severities.

Primary actions include:

- Deliver

- Drop

- Quarantine

Secondary actions include:

- Sending a copy to a policy quarantine if you choose to deliver the message. The copy is a perfect clone of the original, including the
Message ID. Quarantining a copy allows you to test the DLP system before deployment in addition to providing another way to monitor DLP
violations. When you release the copy from the quarantine, the appliance delivers the copy to the recipient, who will have already received
the original message.

- Encrypting messages. The appliance only encrypts the message body. It does not encrypt the message headers.

- Altering the subject header of messages containing a DLP violation.

- Adding disclaimer text to messages.

- Sending messages to an alternate destination mailhost.

- Sending copies (bcc) of messages to other recipients. (For example, you could copy messages with critical DLP violations to a compliance
officer's mailbox for examination.)

- Sending a DLP violation notification message to the sender or other contacts, such as a manager or DLP compliance officer.

Reference:

b ESA Admin_Guide 12 0/b_ESA Admin_Guide chapter 010001.html
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Cisco's DNA Center is the only centralized network management system to bring all of this functionality into a single pane of glass.
Reference: https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06- dna-center-fag-cte-en.html
Cisco's DNA Center is the only centralized network management system to bring all of this functionality into a single pane of glass.
Reference: https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06- dna-center-fag-cte-en.html
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CoA Messages are sent on two different udp ports depending on the platform. Cisco standardizes on UDP port

1700, while the actual RFC calls out using UDP port 3799.

B 111

I 2o =7 IEBEFDMicrosoftOffice3653R1EIZCiscoCESZRE L THE Y  RIEA —ILZECisco CEIZIL—T 4 VI T HBENHYET 2D
AR ERFTTBHICIE, LO—FREEFTLIHELRHY EITH,

A. CNAME

B. MX

C. DKIM

D. SPF

EfZ:B(IAV FERKT D)

B 112

Cisco Workload Optimization Managerld . 7 74— 3 VDN T4+ —I VADBBEEER T IDICED LS ITRIBEITH,
A.AWSLambda R T LZT 704 LET

B.)V—ADY A XEREZBHELLFET,

C. MZEmEILLET

D.7—/B—RIF+ LY RAT7EHRELET

IEfE: (EfEZRRLET)

Cisco Workload Optimization Manager provides specific real-time actions that ensure workloads get the resources they need when they
need them, enabling continuous placement, resizing, and capacity decisions that can be automated, driving continuous health in the
environment. You can automate the software's decisions according to your level of comfort: recommend (view only), manual (select and
apply), or automated (executed in real time by software).
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Cryptographic algorithms defined for use with IPsec include:

+ HMAC-SHA1/SHAZ for integrity protection and authenticity.

+ TripleDES-CBC for confidentiality

+ AES-CBC and AES-CTR for confidentiality.

+ AES-GCM and ChaCha20-Poly1305 providing confidentiality and authentication together efficiently.
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Umbrella Roaming is a cloud-delivered security service for Cisco's next-generation firewall. It protects your employees even when they are
off the VPN.
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Advanced Malware Protection (AMP) for Endpoints offers a variety of lists, referred to as Outbreak Control, that allow you to customize it to
your needs. The main lists are: Simple Custom Detections, Blocked Applications, Allowed Applications, Advanced Custom Detections, and

IP Blocked and Allowed Lists.

A Simple Custom Detection list is similar to a blocked list. These are files that you want to detect and quarantine.

Allowed applications lists are for files you never want to convict. Some examples are a custom application that is detected by a generic

engine or a standard image that you use throughout the company Reference: https://docs.amp.cisco.com/AMP%20for%20Endpoints

%20User%20Guide.pdf

Eﬁ:ﬁ: 118
BRZzZRBLTESY,

Default Gateway
T p

P

GlgabllElhernel'UH
GigabitEthernet0/2 £ S A\ GigabitEthernet0O3 |
GigabitEthernet0id

- —y

i

File Server DNS Server-1 DNS Server-2

Laver2 Switch



https://www.jpnshiken.com/q/43763-3571001/

BRESBLTLESWN, TRXRTOY—/\—[ERE L VLAN/SY TRy FZHY FEFIF _DNS H—/N\—1 & DNS H—/\— 2 (FHBEIZEET D
EHAHY TARTODY—N—ETIAILET—F0z2A INFLANVY RS YFLBETIVLELAHYEFT DNSH—N—¢LT 7ML H—
N—RIDBEZHLT BICIE, EDFEED T 54 R— bk VLAN R— FZBETHILELHY FTH?

A. GigabitEthernet0/1 #3122 =7 4 7"R— b & L T GigabitEthernet0/2 #[@Eft7R— k & L T GigabitEthernet0/3 & GigabitEthernet0/4 %
mEAKR—LELTERLET,

B. GigabitEthernet0/1 70 2 X & X 7"— k & L T GigabitEthernet0/2 # ¥ 377R— k & L T, GigabitEthernet0/3 & & U
GrgabitEthernet0/4 #3132 =74 R—r & L THERELET,

C. GigabitEthernet0/1 #2332 =5 4 7"— k& L T_ GigabitEthernet0/2 % 70 3 X ¥+ X 7/"— k & L T Gigabit Ethernet0/3 £ & U
GigabitEthernet0/4 Z#¥h3i-R— k& L THERLET,

D. GigabitEthernet0/1 70 X X ¥ v X 7"— b & L T GigabitEthernet0/2 3 X 2 =F « 7R— k & L T _ GigabitEthernet0/3 &
GrgabitEthernet0/4 I AR— & LTHERLET,

Ffa:B(aAV FEEKRT D)

B 119

WCCPTEREINT=IL—A L Cisco WSALHEREL TWLVEMNEINFEDKSIZEAMLETM?

A. WSA[F107 Z & ITHere-AmA v 2— D #EE L IL—F [XISee-Your v — P THRERELET,

B. L—#% & WSADRITICMP pingAS3EERE L TEBLIBE . F5 74 v I IZWSAICEES N B BY ET,
C. JL—% L WSADREITICMP pingM3EEHE L TEBLIBE . RS T4 v o EL—RICEIEShELBYET,
D. L—Z[F10f) Z & [THere--Am A v £— 2 Z3£{E L WSAIXISee-Your v t— U THERIGELET,

R (ERERTLET)

’Eﬁﬁ: 120
BRZEzSRBLTESY,

snmp-server group SNMP v3 auth access
15

COBRTIE ASEVSHFIIMAERLTVLWEIMN?

A COL—F—IcHT HHFT SN2 —F—DFHEL NI

B./L—3—IZ7 9 2ATESSNMPTNA REHBANT 57X X+

C. SNMPV3EEREEA TR D ¥ B AL DB

D. SNMPV31—H—HARAv I 7 FENBHETITKBLI-FIREHED H HERITDOH

EfE: (EfEZRRLET)

The syntax of this command is shown below:

snmp-server group [group-name {v1 | v2c | v3 [auth | noauth | priv]}] [read read-view] [write write-view] [notify notify-view] [access access-
list] The command above restricts which IP source addresses are allowed to access SNMP functions on the router. You could restrict SNMP
access by simply applying an interface ACL to block incoming SNMP packets that don't come from trusted servers. However, this would not
be as effective as using the global SNMP commands shown in this recipe. Because you can apply this method once for the whole router, it
is much simpler than applying ACLs to block SNMP on all interfaces separately. Also, using interface ACLs would block not only SNMP
packets intended for this router, but also may stop SNMP packets that just happened to be passing through on their way to some other
destination device.
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There are three basic categories of attack:

+ volume-based attacks, which use high traffic to inundate the network bandwidth

+ protocol attacks, which focus on exploiting server resources

+ application attacks, which focus on web applications and are considered the most sophisticated and serious type of attacks Reference:
https://www.esecurityplanet.com/networks/types-of-ddos-attacks/
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The Stealthwatch Cloud Private Network Monitoring (PNM) Sensor is an extremely flexible piece of technology, capable of being utilized in a
number of different deployment scenarios. It can be deployed as a complete Ubuntu based virtual appliance on different hypervisors (e.g. -
VMware, VirtualBox). It can be deployed on hardware running a number of different Linux-based operating systems.

B 132

IO =T MCiscoOWSAZHRELTHEY 13—y FEIUVLAND G DEFDEFA—IVEETIO—ZBNTI2BHENRHYET, 2D
BEZERT HICE EORMAE—FE2FEATILENHY FIM?

ABE—DA3—T1—R

B. ZHA

C.WIILFaTFHFAEb

D.2DMDA A —Tx—R

Eff:D(QAAV FERKRT D)

B 133

CiscolOS/)L— 4 TIKEv1Phase1 ICISAKMP# % E T 5356, EEE (X0 < > Ferypto isakmp key cisco address0.0.0.0% A h 3 5 EMN
HYFET EEBEBE, COATY RDIPT FLANAIDEOHIZRITEIAzOMHOMY FEA, IP7 FLR%0.0.0.0051.234[CEETH L
EDESLBEENHYFETHM?

A EBEFEOF—ZEEL TS F—H—/N\—(F1.234IHYFT

B. ) E— MEKIZ1.2340DHHFATSNET

C. SR E LTHERASNST7 FLAR

D. 1.234UNDTRTDIP7 FLAMNEFRISNFET

EfR: (EffZzRTLET)

The command crypto isakmp key cisco address 1.2.3.4 authenticates the IP address of the 1.2.3.4 peer by using the key cisco. The address
of "0.0.0.0" will authenticate any address with this key
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The appliance will try once to upload the file; if upload is not successful, for example because of connectivity problems, the file may not be
uploaded. If the failure was because the file analysis server was overloaded, the upload will be attempted once more.

Reference:

In this question, it stated "the network is congested" (not the file analysis server was overloaded) so the appliance will not try to upload the
file again.
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Cisco Firepower NGFW Virtual (NGFWVv) is the virtualized version of Cisco's Firepower next generation firewall. The Cisco NGFW virtual
appliance is available in the AWS and Azure marketplaces. In AWS, it can be deployed in routed and passive modes. Passive mode design
requires ERSPAN, the Encapsulated Remote Switched Port Analyzer, which is currently not available in Azure. In passive mode, NGFWv
inspects packets like an Intrusion Detection System (IDS) appliance, but no action can be taken on the packet. In routed mode NGFWVv acts
as a next hop for workloads. It can inspect packets and also take action on the packet based on rule and policy definitions. Reference:
https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/ white-paper-c11-740505.html The Cisco
NGFW virtual appliance is available in the AWS and Azure marketplaces. In AWS, it can be deployed in routed and passive modes. Passive
mode design requires ERSPAN, the Encapsulated Remote Switched Port Analyzer, which is currently not available in Azure.

In passive mode, NGFWYv inspects packets like an Intrusion Detection System (IDS) appliance, but no action can be taken on the packet.
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In routed mode NGFWVv acts as a next hop for workloads. It can inspect packets and also take action on the packet based on rule and policy
definitions.

Cisco Firepower NGFW Virtual (NGFWYv) is the virtualized version of Cisco's Firepower next generation firewall. The Cisco NGFW virtual
appliance is available in the AWS and Azure marketplaces. In AWS, it can be deployed in routed and passive modes. Passive mode design
requires ERSPAN, the Encapsulated Remote Switched Port Analyzer, which is currently not available in Azure. In passive mode, NGFWv
inspects packets like an Intrusion Detection System (IDS) appliance, but no action can be taken on the packet. In routed mode NGFWVv acts
as a next hop for workloads. It can inspect packets and also take action on the packet based on rule and policy definitions. Reference:
https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/ white-paper-c11-740505.htm|
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Unlike the traditional software life cycle, the CI/CD implementation process gives a weekly or daily update instead of monthly or quarterly.
The fun part is customers won't even realize the update is in their applications, as they happen on the fly.
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Intra-EPG lIsolation is an option to prevent physical or virtual endpoint devices that are in the same base EPG or microsegmented (uSeg)
EPG from communicating with each other. By default, endpoint devices included in the same EPG are allowed to communicate with one
another.
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The Application Visibility and Control (AVC) engine lets you create policies to control application activity on the network without having to
fully understand the underlying technology of each application. You can configure application control settings in Access Policy groups. You
can block or allow applications individually or according to application type. You can also apply controls to particular application types.
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FlexVPN supports IKEv2 -> Answer A is not correct.

DMVPN supports both IKEv1 & IKEv2 -> Answer B is not correct.

FlexVPN support multiple SAs -> Answer D is not correct.
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A trusted CA is the only entity that can issue trusted digital certificates. This is extremely important because while PKI manages more of the
encryption side of these certificates, authentication is vital to understanding which entities own what keys. Without a trusted CA, anyone can
issue their own keys, authentication goes out the window and chaos ensues.
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interface GigabitEthernetl/8/18

description ISE dotlx Port

switchport access vlan 41

switchport mode access

switchport voice vlan 44

device-tracking attach-policy IPDT_MAX_ 18
authentication periodic Y
authentication timer reauthenticate servems
access—session hostimode sulti-domain
access-sessionpbrt-cantrol auto

snmp trap mac=notification change added

snmp trap mac-notification change removed
dotlx pae authenticator

dotlx timeout tx-period 7

dotlx max-reauth-req 3

spanning-tree portfast

service-policy type control subscriber POLICY_Gil/9/18
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A Directory Harvest Attack (DHA) is a technique used by spammers to find valid/existent email addresses at a domain either by using Brute
force or by guessing valid e-mail addresses at a domain using different permutations of common username. Its easy for attackers to get hold
of a valid email address if your organization uses standard format for official e-mail alias (for example: jsmith@example.com). We can
configure DHA Prevention to prevent malicious actors from quickly identifying valid recipients.

Note: Lightweight Directory Access Protocol (LDAP) is an Internet protocol that email programs use to look up contact information from a
server, such as ClickMail Central Directory. For example, here's an LDAP search translated into plain English: "Search for all people located
in Chicago who's name contains "Fred" that have an email address. Please return their full name, email, title, and description.
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Each of the ASAs interfaces need to be grouped into one or more bridge groups. Each of these groups acts as an independent transparent
firewall. It is not possible for one bridge group to communicate with another bridge group without assistance from an external router.

As of 8.4(1) upto 8 bridge groups are supported with 2-4 interface in each group. Prior to this only one bridge group was supported and only
2 interfaces.

Up to 4 interfaces are permitted per bridge-group (inside, outside, DMZ1, DMZ2)
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To configure an NTP enabled router to require authentication when other devices connect to it, use the following commands:
NTP_Server(config)#ntp authentication-key 2 md5 securitytut

NTP_Server(config)#ntp authenticate

NTP_Server(config)#ntp trusted-key 2

Then you must configure the same authentication-key on the client router:

NTP_Client(config)#ntp authentication-key 2 md5 securitytut

NTP_Client(config)#ntp authenticate

NTP_Client(config)#ntp trusted-key 2

NTP_Client(config)#ntp server 10.10.10.1 key 2

Note: To configure a Cisco device as a NTP client, use the command ntp server <IP address>. For example:

Router(config)#ntp server 10.10.10.1. This command will instruct the router to query 10.10.10.1 for the time.
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In deceptive phishing, fraudsters impersonate a legitimate company in an attempt to steal people's personal data or login credentials. Those
emails frequently use threats and a sense of urgency to scare users into doing what the attackers want.

Spear phishing is carefully designed to get a single recipient to respond. Criminals select an individual target within an organization, using
social media and other public information - and craft a fake email tailored for that person.
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TAXII (Trusted Automated Exchange of Indicator Information) is a standard that provides a transport
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Spero analysis examines structural characteristics such as metadata and header information in executable files. After generating a Spero
signature based on this information, if the file is an eligible executable file, the device submits it to the Spero heuristic engine in the AMP
cloud. Based on the Spero signature, the Spero engine determines whether the file is malware.

Reference:

-> Spero analysis only uploads the signature of the (executable) files to the AMP cloud. It does not upload the whole file. Dynamic analysis
sends files to AMP ThreatGrid.

Dynamic Analysis submits (the whole) files to Cisco Threat Grid (formerly AMP Threat Grid). Cisco Threat Grid runs the file in a sandbox
environment, analyzes the file's behavior to determine whether the file is malicious, and returns a threat score that indicates the likelihood
that a file contains malware. From the threat score, you can view a dynamic analysis summary report with the reasons for the assigned
threat score. You can also look in Cisco Threat Grid to view detailed reports for files that your organization submitted, as well as scrubbed
reports with limited data for files that your organization did not submit.

Local malware analysis allows a managed device to locally inspect executables, PDFs, office documents, and other types of files for the
most common types of malware, using a detection rule set provided by the Cisco Talos Security Intelligence and Research Group (Talos).
Because local analysis does not query the AMP cloud, and does not run the file, local malware analysis saves time and system resources. -
> Malware analysis does not upload files to anywhere, it only checks the files locally.

There is no sandbox analysis feature, it is just a method of dynamic analysis that runs suspicious files in a virtual machine.
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In its essence, FlexVPN is the same as DMVPN. Connections between devices are still point-to-point GRE tunnels, spoke-to-spoke
connectivity is still achieved with NHRP redirect message, 10S routers even run the same NHRP code for both DMVPN and FlexVPN, which
also means that both are Cisco's proprietary technologies.
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SQL injection usually occurs when you ask a user for input, like their username/userid, but the user gives ("injects") you an SQL statement
that you will unknowingly run on your database. For example:

Look at the following example, which creates a SELECT statement by adding a variable (txtUserld) to a select string. The variable is fetched
from user input (getRequestString):

txtUserld = getRequestString("Userld");

txtSQL = "SELECT * FROM Users WHERE Userld =" + txtUserld;

If user enter something like this: "100 OR 1=1" then the SzQL statement will look like this:

SELECT * FROM Users WHERE Userld = 100 OR 1=1;

The SQL above is valid and will return ALL rows from the "Users" table, since OR 1=1 is always TRUE. A hacker might get access to all the
user names and passwords in this database.
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The traditional use of the pull model, where the client requests data from the network does not scale when what you want is near real-time
data. Moreover, in some use cases, there is the need to be notified only when some data changes, like interfaces status, protocol neighbors
change etc.

Model-Driven Telemetry is a new approach for network monitoring in which data is streamed from network devices continuously using a
push model and provides near real-time access to operational statistics.
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Applications can subscribe to specific data items they need, by using standard-based YANG data models over NETCONF-YANG. Cisco I0OS
XE streaming telemetry allows to push data off of the device to an external collector at a much higher frequency, more efficiently, as well as
data on-change streaming.
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-xe-3se-3850-cr-book/sec-s1-xe-3se-3850-cr-
book_chapter_01.html#wp3404908137 Displaying the Summary of All Auth Manager Sessions on the Switch Enter the following:
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Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID

Gi1/48 0015.63b0.f676 dot1x DATA Authz Success 0A3462B1000000102983C05C Gi1/5 000f.23c4.a401 mab DATA Authz Success
0A3462B10000000D24F80B58 Gi1/5 0014.bf5d.d26d dot1x DATA Authz Success 0A3462B10000000E29811B94
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DNS Tunneling is a method of cyber attack that encodes the data of other programs or protocols in DNS queries and responses. DNS
tunneling often includes data payloads that can be added to an attacked DNS server and used to control a remote server and applications.
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The purpose of above commands is to redirect traffic that matches the ACL "redirect-acl" to the Cisco FirePOWER (SFR) module in the
inline (normal) mode. In this mode, after the undesired traffic is dropped and any other actions that are applied by policy are performed, the
traffic is returned to the ASA for further processing and ultimate transmission. The command "service-policy global_policy global" applies the
policy to all of the interfaces. Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-firepower-services/118644-
configurefirepower-00.html FirePOWER (SFR) module in the inline (normal) mode. In this mode, after the undesired traffic is dropped and
any other actions that are applied by policy are performed, the traffic is returned to the ASA for further processing and ultimate transmission.
The command "service-policy global_policy global" applies the policy to all of the interfaces.

The purpose of above commands is to redirect traffic that matches the ACL "redirect-acl" to the Cisco FirePOWER (SFR) module in the
inline (normal) mode. In this mode, after the undesired traffic is dropped and any other actions that are applied by policy are performed, the
traffic is returned to the ASA for further processing and ultimate transmission. The command "service-policy global_policy global" applies the
policy to all of the interfaces. Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-firepower-services/118644-
configurefirepower-00.html
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ETHOS is the Cisco file grouping engine. It allows us to group families of files together so if we see variants of a malware, we mark the
ETHOS hash as malicious and whole families of malware are instantly detected.

Reference:

ETHOS = Fuzzy Fingerprinting using static/passive heuristics
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Cisco 10S public key infrastructure (PKI) provides certificate management to support security protocols such as IP Security (IPSec), secure
shell (SSH), and secure socket layer (SSL). This module identifies and describes concepts that are needed to understand, plan for, and
implement a PKI.

A PKI is composed of the following entities: ...

- A distribution mechanism (such as Lightweight Directory Access Protocol [LDAP] or HTTP) for certificate revocation lists (CRLs)
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With Cisco pxGrid (Platform Exchange Grid), your multiple security products can now share data and work together. This open, scalable,
and IETF standards-driven platform helps you automate security to get answers and contain threats faster.
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D. malware

E. eavesdropping
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Malware means "malicious software", is any software intentionally designed to cause damage to a computer, server, client, or computer
network. The most popular types of malware includes viruses, ransomware and spyware. Virus Possibly the most common type of malware,
viruses attach their malicious code to clean code and wait to be run.

Ransomware is malicious software that infects your computer and displays messages demanding a fee to be paid in order for your system
to work again.

Spyware is spying software that can secretly record everything you enter, upload, download, and store on your computers or mobile
devices. Spyware always tries to keep itself hidden.

An exploit is a code that takes advantage of a software vulnerability or security flaw.

Exploits and malware are two risks for endpoints that are not up to date. ARP spoofing and eavesdropping are attacks against the network
while denial-of-service attack is based on the flooding of IP packets.
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The RADIUS Change of Authorization (CoA) feature provides a mechanism to change the attributes of an authentication, authorization, and
accounting (AAA) session after it is authenticated.
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sy-book/sec-rad-coa.html
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Cisco ISE can determine the type of device or endpoint connecting to the network by performing "profiling." Profiling is done by using DHCP,
SNMP, Span, NetFlow, HTTP, RADIUS, DNS, or NMAP scans to collect as much metadata as possible to learn the device fingerprint.
NMAP ("Network Mapper") is a popular network scanner which provides a lot of features. One of them is the OUI (Organizationally Unique
Identifier) information. OUlI is the first 24 bit or 6 hexadecimal value of the MAC address.

Note: DHCP probe cannot collect OUIs of endpoints. NMAP scan probe can collect these endpoint attributes:

+ EndPointPolicy

+ LastNmapScanCount

+ NmapScanCount

+ OUI

+ Operating-system
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+ Cisco Cloudlock continuously monitors cloud environments with a cloud Data Loss Prevention (DLP) engine to identify sensitive
information stored in cloud environments in violation of policy.

+ Cloudlock is API-based.

+ Incidents are a key resource in the Cisco Cloudlock application. They are triggered by the Cloudlock policy engine when a policy detection
criteria result in a match in an object (document, field, folder, post, or file).
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Reference:

Note:

+ Security information and event management (SIEM) platforms collect log and event data from security systems, networks and computers,
and turn it into actionable security insights.

+ An incident is a record of the triggering of an alerting policy. Cloud Monitoring opens an incident when a condition of an alerting policy has
been met.
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Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network. It intercepts, logs, and discards ARP packets
with invalid IP-to-MAC address bindings. This capability protects the network from certain man-in-the-middle attacks. After enabling DAI, all
ports become untrusted ports.
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All IKE policies on the device are sent to the remote peer regardless of what is in the selected policy section. The first IKE Policy matched
by the remote peer will be selected for the VPN connection. Choose which policy is sent first using the priority field. Priority 1 will be sent
first. Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215470- site-to-site-vpn-
configuration-on-ftd-ma.html The first IKE Policy matched by the remote peer will be selected for the VPN connection. Choose which policy
is sent first using the priority field. Priority 1 will be sent first.

All IKE policies on the device are sent to the remote peer regardless of what is in the selected policy section. The first IKE Policy matched
by the remote peer will be selected for the VPN connection. Choose which policy is sent first using the priority field. Priority 1 will be sent
first. Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215470- site-to-site-vpn-
configuration-on-ftd-ma.html
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A bridge group is a group of interfaces that the ASA bridges instead of routes. Bridge groups are only supported in Transparent Firewall
Mode. Like any other firewall interfaces, access control between interfaces is controlled, and all of the usual firewall checks are in place.
Each bridge group includes a Bridge Virtual Interface (BVI). The ASA uses the BVI IP address as the source address for packets originating
from the bridge group. The BVI IP address must be on the same subnet as the bridge group member interfaces. The BVI does not support
traffic on secondary networks; only traffic on the same network as the BVI IP address is supported.

You can include multiple interfaces per bridge group. If you use more than 2 interfaces per bridge group, you can control communication
between multiple segments on the same network, and not just between inside and outside. For example, if you have three inside segments
that you do not want to communicate with each other, you can put each segment on a separate interface, and only allow them to
communicate with the outside interface. Or you can customize the access rules between interfaces to allow only as much access as
desired.

Reference:

Note: BVI interface is not used for management purpose. But we can add a separate Management slot/port interface that is not part of any
bridge group, and that allows only management traffic to the ASA.
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https://www.cisco.com/c/en/us/td/docs/security/ise/1-4-1/admin_guide/b_ise_admin_guide_141/b_ise_admin_guide_141_chapter_01110.html
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FlexVPN is an IKEv2-based VPN technology that provides several benefits beyond traditional site-to-site VPN implementations. FlexVPN is
a standards-based solution that can interoperate with non-Cisco IKEv2 implementations. Therefore FlexVPN can support a multivendor
environment. All of the three VPN technologies support traffic between sites (site-to-site or spoke-to-spoke).
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Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access Security Broker (CASB) and cloud
cybersecurity platform. Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web-security/at-a-glance-c45-
738565.pdf Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access Security Broker (CASB)
and cloud cybersecurity platform. Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web-security/at-a-
glance-c45- 738565.pdf
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In order to use AAA along with an external token authentication mechanism, set the "Method" as "Both" in the Authentication.
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Cloud computing can be broken into the following three basic models:

+ Infrastructure as a Service (laaS): laaS describes a cloud solution where you are renting infrastructure. You purchase virtual power to
execute your software as needed. This is much like running a virtual server on your own equipment, except you are now running a virtual
server on a virtual disk. This model is similar to a utility company model because you pay for what you use.
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+ Platform as a Service (PaaS): PaaS provides everything except applications. Services provided by this model include all phases of the
system development life cycle (SDLC) and can use application programming interfaces (APIs), website portals, or gateway software. These
solutions tend to be proprietary, which can cause problems if the customer moves away from the provider's platform.

+ Software as a Service (SaaS): SaaS is designed to provide a complete packaged solution. The software is rented out to the user. The
service is usually provided through some type of front end or web portal. While the end user is free to use the service from anywhere, the
company pays a peruse fee.
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To understand DHCP snooping we need to learn about DHCP spoofing attack first.

DHCP Attacker

DHCP spoofing is a type of attack in that the attacker listens for DHCP Requests from clients and answers them with fake DHCP Response
before the authorized DHCP Response comes to the clients. The fake DHCP Response often gives its IP address as the client default
gateway -> all the traffic sent from the client will go through the attacker computer, the attacker becomes a "man-in-the-middle".

The attacker can have some ways to make sure its fake DHCP Response arrives first. In fact, if the attacker is "closer" than the DHCP
Server then he doesn't need to do anything. Or he can DoS the DHCP Server so that it can't send the DHCP Response.

DHCP snooping can prevent DHCP spoofing attacks. DHCP snooping is a Cisco Catalyst feature that determines which switch ports can
respond to DHCP requests. Ports are identified as trusted and untrusted.
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Client
—
Untrusted

PHCP Attacker

Only ports that connect to an authorized DHCP server are trusted, and allowed to send all types of DHCP messages. All other ports on the
switch are untrusted and can send only DHCP requests. If a DHCP response is seen on an untrusted port, the port is shut down.
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Storm control prevents traffic on a LAN from being disrupted by a broadcast, multicast, or unicast storm on one of the physical interfaces. A
LAN storm occurs when packets flood the LAN, creating excessive traffic and degrading network performance. Errors in the protocol-stack
implementation, mistakes in network configurations, or users issuing a denial-of-service attack can cause a storm.

By using the "storm-control broadcast level [falling-threshold]" we can limit the broadcast traffic on the switch.
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Reference:

The Endpoint Indication of Compromise (IOC) feature is a powerful incident response tool for scanning of post-compromise indicators
across multiple computers.
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In this laaS model, cloud providers offer resources to users/machines that include computers as virtual machines, raw (block) storage,
firewalls, load balancers, and network devices.

Note: Cloud access security broker (CASB) provides visibility and compliance checks, protects data against misuse and exfiltration, and
provides threat protections against malware such as ransomware.
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What Cisco DNA Center enables you to do Automate: Save time by using a single dashboard to manage and automate your network.
Quickly scale your business with intuitive workflows and reusable templates. Configure and provision thousands of network devices across
your enterprise in minutes, not hours. Secure policy: Deploy group-based secure access and network segmentation based on business
needs. With Cisco DNA Center, you apply policy to users and applications instead of to your network devices. Automation reduces manual
operations and the costs associated with human errors, resulting in more uptime and improved security. Assurance then assesses the
network and uses context to turn data into intelligence, making sure that changes in the network device policies achieve your intent.
Assurance: Monitor, identify, and react in real time to changing network and wireless conditions. Cisco DNA Center uses your network's
wired and wireless devices to create sensors everywhere, providing real-time feedback based on actual network conditions. The Cisco DNA
Assurance engine correlates network sensor insights with streaming telemetry and compares this with the current context of these data
sources. With a quick check of the health scores on the Cisco DNA Center dashboard, you can see where there is a performance issue and
identify the most likely cause in minutes. Extend ecosystem: With the new Cisco DNA Center platform, IT can now integrate Cisco solutions
and thirdparty technologies into a single network operation for streamlining IT workflows and increasing business value and innovation.
Cisco DNA Center allows you to run the network with open interfaces with IT and business applications, integrates across IT operations and
technology domains, and can manage heterogeneous network devices. Reference: https://www.cisco.com/c/en/us/products/collateral/cloud-
systems-management/dna-center/nb-06- cisco-dna-center-aag-cte-en.html Automate: Save time by using a single dashboard to manage
and automate your network. Quickly scale your business with intuitive workflows and reusable templates. Configure and provision
thousands of network devices across your enterprise in minutes, not hours.

Secure policy: Deploy group-based secure access and network segmentation based on business needs. With Cisco DNA Center, you apply
policy to users and applications instead of to your network devices. Automation reduces manual operations and the costs associated with
human errors, resulting in more uptime and improved security. Assurance then assesses the network and uses context to turn data into
intelligence, making sure that changes in the network device policies achieve your intent.

Assurance: Monitor, identify, and react in real time to changing network and wireless conditions. Cisco DNA Center uses your network's
wired and wireless devices to create sensors everywhere, providing real-time feedback based on actual network conditions. The Cisco DNA
Assurance engine correlates network sensor insights with streaming telemetry and compares this with the current context of these data
sources. With a quick check of the health scores on the Cisco DNA Center dashboard, you can see where there is a performance issue and
identify the most likely cause in minutes.

Extend ecosystem: With the new Cisco DNA Center platform, IT can now integrate Cisco solutions and thirdparty technologies into a single
network operation for streamlining IT workflows and increasing business value and innovation. Cisco DNA Center allows you to run the
network with open interfaces with IT and business applications, integrates across IT operations and technology domains, and can manage
heterogeneous network devices.

What Cisco DNA Center enables you to do Automate: Save time by using a single dashboard to manage and automate your network.
Quickly scale your business with intuitive workflows and reusable templates. Configure and provision thousands of network devices across
your enterprise in minutes, not hours. Secure policy: Deploy group-based secure access and network segmentation based on business
needs. With Cisco DNA Center, you apply policy to users and applications instead of to your network devices. Automation reduces manual
operations and the costs associated with human errors, resulting in more uptime and improved security. Assurance then assesses the
network and uses context to turn data into intelligence, making sure that changes in the network device policies achieve your intent.
Assurance: Monitor, identify, and react in real time to changing network and wireless conditions. Cisco DNA Center uses your network's
wired and wireless devices to create sensors everywhere, providing real-time feedback based on actual network conditions. The Cisco DNA
Assurance engine correlates network sensor insights with streaming telemetry and compares this with the current context of these data
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sources. With a quick check of the health scores on the Cisco DNA Center dashboard, you can see where there is a performance issue and
identify the most likely cause in minutes. Extend ecosystem: With the new Cisco DNA Center platform, IT can now integrate Cisco solutions
and thirdparty technologies into a single network operation for streamlining IT workflows and increasing business value and innovation.
Cisco DNA Center allows you to run the network with open interfaces with IT and business applications, integrates across IT operations and
technology domains, and can manage heterogeneous network devices. Reference: https://www.cisco.com/c/en/us/products/collateral/cloud-
systems-management/dna-center/nb-06- cisco-dna-center-aag-cte-en.htmi
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Ef#: (EfEZRTLET)

Cisco FTD devices, Cisco Firepower devices, and the Cisco ASA FirePOWER modules can be managed by the Firepower Management
Center (FMC), formerly known as the FireSIGHT Management Center -> Answer D is not correct Reference:

Note: The ASA FirePOWER module runs on the separately upgraded ASA operating system

"You cannot use an FMC to manage ASA firewall functions."

The Cisco Secure Firewall Threat Defense Manager (Firepower Management Center) increases the effectiveness of your Cisco network
security solutions by providing centralized, integrated, and streamlined management.
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EffE: (EfEZRTmLET)

Device sensor is a feature of access devices. It allows to collect information about connected endpoints. Mostly, information collected by
Device Sensor can come from the following protocols:

+ Cisco Discovery Protocol (CDP)

+ Link Layer Discovery Protocol (LLDP)

+ Dynamic Host Configuration Protocol (DHCP)
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A. Cisco pxGrid


https://www.jpnshiken.com/q/43763-3571146/
https://www.jpnshiken.com/q/43763-3571147/

B. Cisco ASAv

C. Cisco ISE

D. Cisco Cloudlock
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aaa new-model

radius-server host 10.0.0.12 key
secret12
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FfR: (ERERTLEY)

This command uses RADIUS which combines authentication and authorization in one function (packet).

B : 266
B EFEHITESORBIEATI M ?
AT T4V IR M—LAIEE N7y PP IZF Y X FTHEINTA—RFFXY X L THLIMNEHATEEEA
B. 374 v IR M—LHEE, Ny MEETT FLRAOEM/ T IL—TEY FEERLT N7y b2 ZF v X +THEINTA— K
XY A +THLIMZHRLZFET,
C.+ T 74 VIR M—LFIEIF EBFF T4 vIDEBHDOLRILEBZSE IRTOTA—FFY ARSI TA v ETILFERYR
S T4voERAYTLET
D. 374 vV X b—LHEHIE 10WED S T4 vV X M—LFHEHBERTERE NS 714 v LRLEERLEFT,
FfE:C(QAV bEREKT D)

B 267
BRESELTIESL,

import requests

client_id = ‘alb2c3d4e5f6g72h8i9j0’

api_key = ‘alb2c3d4-e5f6-g7h8-i9j0-k1l2m3nd05p6’

https://api.amp.cisco.com/v1/computers TDEEF [CAPIF—IEfMZE LET M ?
A. HTTP&X:

B.754 7> DERRLET

C. HTTPEE:
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