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Each rule also has an action, which determines whether you monitor, trust, block, or allow matching traffic.
Note: With action "trust", Firepower does not do any more inspection on the traffic. There will be no intrusion
protection and also no file-policy on this traffic.
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TAXII (Trusted Automated Exchange of Indicator Information) is a standard that provides a transport
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You can also monitor on-premises networks in your organizations using Cisco Stealthwatch Cloud. In order to do
so, you need to deploy at least one Cisco Stealthwatch Cloud Sensor appliance (virtual or physical appliance).
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The following are the benefits of deploying Cisco Advanced Phishing Protection on the Cisco Email Security
Gateway: Prevents the following: + Attacks that use compromised accounts and social engineering. + Phishing,
ransomware, zero-day attacks and spoofing. + BEC with no malicious payload or URL. Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-5/user_guide/b ESA Admin_Guide 13-
5/m_advanced_phishing_protection.html Gateway:

Prevents the following:

+ Attacks that use compromised accounts and social engineering.

+ Phishing, ransomware, zero-day attacks and spoofing.

+ BEC with no malicious payload or URL.

Reference:

The following are the benefits of deploying Cisco Advanced Phishing Protection on the Cisco Email Security
Gateway: Prevents the following: + Attacks that use compromised accounts and social engineering. + Phishing,
ransomware, zero-day attacks and spoofing. + BEC with no malicious payload or URL. Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-5/user_guide/b ESA Admin_Guide 13-
5/m_advanced_phishing_protection.html
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The AES encryption algorithm encrypts and decrypts data in blocks of 128 bits (block size). It can do this using
128-bit, 192-bit, or 256-bit keys
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Compared to RSA, the prevalent public-key cryptography of the Internet today, Elliptic Curve Cryptography (ECC)
offers smaller key sizes, faster computation,as well as memory, energy and bandwidth savings and is thus better

suited forsmall devices.
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CoA Messages are sent on two different udp ports depending on the platform. Cisco standardizes on UDP port
1700, while the actual RFC calls out using UDP port 3799.
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The Cisco Umbrella Multi-Org console has the ability to upload, store, and archive traffic activity logs from your
organizations' Umbrella dashboards to the cloud through Amazon S3. CSV formatted Umbrella logs are
compressed (gzip) and uploaded every ten minutes so that there's a minimum of delay between traffic from the
organization's Umbrella dashboard being logged and then being available to download from an S3 bucket. By
having your organizations' logs uploaded to an S3 bucket, you can then download logs automatically to keep in
perpetuity in backup storage. Reference: https://docs.umbrella.com/deployment-umbrella/docs/manage-logs By
having your organizations' logs uploaded to an S3 bucket, you can then download logs automatically to keep in
perpetuity in backup storage.

The Cisco Umbrella Multi-Org console has the ability to upload, store, and archive traffic activity logs from your
organizations' Umbrella dashboards to the cloud through Amazon S3. CSV formatted Umbrella logs are
compressed (gzip) and uploaded every ten minutes so that there's a minimum of delay between traffic from the
organization's Umbrella dashboard being logged and then being available to download from an S3 bucket. By
having your organizations' logs uploaded to an S3 bucket, you can then download logs automatically to keep in
perpetuity in backup storage. Reference: https://docs.umbrella.com/deployment-umbrella/docs/manage-logs
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Cisco Workload Optimization Manager provides specific real-time actions that ensure workloads get the resources
they need when they need them, enabling continuous placement, resizing, and capacity decisions that can be
automated, driving continuous health in the environment. You can automate the software's decisions according to
your level of comfort: recommend (view only), manual (select and apply), or automated (executed in real time by
software). Reference: https://www.cisco.com/c/dam/en/us/solutions/collateral/data-center-virtualization/one-
enterprisesuite/solution-overview-c22-739078.pdf resources they need when they need them, enabling continuous
placement, resizing, and capacity decisions that can be automated, driving continuous health in the environment.
You can automate the software's decisions according to your level of comfort: recommend (view only), manual
(select and apply), or automated (executed in real time by software).

Cisco Workload Optimization Manager provides specific real-time actions that ensure workloads get the resources
they need when they need them, enabling continuous placement, resizing, and capacity decisions that can be
automated, driving continuous health in the environment. You can automate the software's decisions according to
your level of comfort: recommend (view only), manual (select and apply), or automated (executed in real time by
software). Reference: https://www.cisco.com/c/dam/en/us/solutions/collateral/data-center-virtualization/one-
enterprisesuite/solution-overview-c22-739078.pdf
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To let FMC manages FTD, first we need to add manager from the FTD and assign a register key of your choice.
The command configure manager add 1.1.1.2 the_registration_key you want, where 1.1.1.2 is the IP address of
the FMC, you need to use the same registration key in FMC when adding this FTD as a managed device.
Reference: https://cyruslab.net/2019/09/03/ciscocisco-firepower-lab-setup/ choice. The command configure
manager add 1.1.1.2 the_registration_key_you_want, where 1.1.1.2 is the IP address of the FMC, you need to use
the same registration key in FMC when adding this FTD as a managed device.

To let FMC manages FTD, first we need to add manager from the FTD and assign a register key of your choice.
The command configure manager add 1.1.1.2 the_registration_key you want, where 1.1.1.2 is the IP address of
the FMC, you need to use the same registration key in FMC when adding this FTD as a managed device.
Reference: https://cyruslab.net/2019/09/03/ciscocisco-firepower-lab-setup/
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Cisco Hybrid Email Security is a unique service offering that combines a cloud-based email security deployment
with an appliance-based email security deployment (on premises) to provide maximum choice and control for your
organization. The cloud-based infrastructure is typically used for inbound email cleansing, while the onpremises
appliances provide granular control - protecting sensitive information with data loss prevention (DLP) and
encryption technologies. Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/ces/overview_guide/
Cisco_Cloud_Hybrid_Email_Security Overview_Guide.pdf with an appliance-based email security deployment (on
premises) to provide maximum choice and control for your organization. The cloud-based infrastructure is typically
used for inbound email cleansing, while the onpremises appliances provide granular control - protecting sensitive
information with data loss prevention (DLP) and encryption technologies.

Reference:

Cisco Hybrid Email Security is a unique service offering that combines a cloud-based email security deployment
with an appliance-based email security deployment (on premises) to provide maximum choice and control for your
organization. The cloud-based infrastructure is typically used for inbound email cleansing, while the onpremises
appliances provide granular control - protecting sensitive information with data loss prevention (DLP) and
encryption technologies. Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/ces/overview_guide/
Cisco_Cloud_Hybrid_Email_Security Overview_Guide.pdf
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Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network. It intercepts, logs, and
discards ARP packets with invalid IP-to-MAC address bindings. This capability protects the network from certain
man-in-the-middle attacks. After enabling DAI, all ports become untrusted ports.
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Cisco Advanced Phishing Protection provides sender authentication and BEC detection capabilities. It uses
advanced machine learning techniques, real-time behavior analytics, relationship modeling, and telemetry to
protect against identity deception-based threats. Reference: https://docs.ces.cisco.com/docs/advanced-phishing-
protection Cisco Advanced Phishing Protection provides sender authentication and BEC detection capabilities. It
uses advanced machine learning techniques, real-time behavior analytics, relationship modeling, and telemetry to
protect against identity deception-based threats. Reference: https://docs.ces.cisco.com/docs/advanced-phishing-
protection
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Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access Security
Broker (CASB) and cloud cybersecurity platform. Reference:
https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web-security/at-a-glance-c45- 738565.pdf
Broker (CASB) and cloud cybersecurity platform.

Reference:

Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access Security
Broker (CASB) and cloud cybersecurity platform. Reference:
https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web-security/at-a-glance-c45- 738565.pdf
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Other features are dependent on SSL Decryption functionality, which requires the Cisco Umbrella root certificate.
Having the SSL Decryption feature improves: Custom URL Blocking-Required to block the HTTPS version of a
URL. ... Umbrella's Block Page and Block Page Bypass features present an SSL certificate to browsers that make
connections to HTTPS sites. This SSL certificate matches the requested site but will be signed by the Cisco
Umbrella certificate authority (CA). If the CA is not trusted by your browser, an error page may be displayed.
Typical errors include "The security certificate presented by this website was not issued by a trusted certificate
authority" (Internet Explorer), "The site's security certificate is not trusted!" (Google Chrome) or "This Connection is
Untrusted" (Mozilla Firefox). Although the error page is expected, the message displayed can be confusing and you
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may wish to prevent it from appearing. To avoid these error pages, install the Cisco Umbrella root certificate into
your browser or the browsers of your users-if you're a network admin. Reference:
https://docs.umbrella.com/deployment-umbrella/docs/rebrand-cisco-certificate-import-information certificate. Having
the SSL Decryption feature improves:

Custom URL Blocking-Required to block the HTTPS version of a URL.

Umbrella's Block Page and Block Page Bypass features present an SSL certificate to browsers that make
connections to HTTPS sites. This SSL certificate matches the requested site but will be signed by the Cisco
Umbrella certificate authority (CA). If the CA is not trusted by your browser, an error page may be displayed.
Typical errors include "The security certificate presented by this website was not issued by a trusted certificate
authority" (Internet Explorer), "The site's security certificate is not trusted!" (Google Chrome) or "This Connection is
Untrusted" (Mozilla Firefox). Although the error page is expected, the message displayed can be confusing and you
may wish to prevent it from appearing.

To avoid these error pages, install the Cisco Umbrella root certificate into your browser or the browsers of your
users-if you're a network admin.

Other features are dependent on SSL Decryption functionality, which requires the Cisco Umbrella root certificate.
Having the SSL Decryption feature improves: Custom URL Blocking-Required to block the HTTPS version of a
URL. ... Umbrella's Block Page and Block Page Bypass features present an SSL certificate to browsers that make
connections to HTTPS sites. This SSL certificate matches the requested site but will be signed by the Cisco
Umbrella certificate authority (CA). If the CA is not trusted by your browser, an error page may be displayed.
Typical errors include "The security certificate presented by this website was not issued by a trusted certificate
authority" (Internet Explorer), "The site's security certificate is not trusted!" (Google Chrome) or "This Connection is
Untrusted" (Mozilla Firefox). Although the error page is expected, the message displayed can be confusing and you
may wish to prevent it from appearing. To avoid these error pages, install the Cisco Umbrella root certificate into
your browser or the browsers of your users-if you're a network admin. Reference:
https://docs.umbrella.com/deployment-umbrella/docs/rebrand-cisco-certificate-import-information
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Umbrella Roaming is a cloud-delivered security service for Cisco's next-generation firewall. It protects your
employees even when they are off the VPN.
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When supporting personal devices on a corporate network, you must protect network services and enterprise data
by authenticating and authorizing users (employees, contractors, and guests) and their devices. Cisco ISE provides
the tools you need to allow employees to securely use personal devices on a corporate network. Guests can add
their personal devices to the network by running the native supplicant provisioning (Network Setup Assistant), or by
adding their devices to the My Devices portal. Because native supplicant profiles are not available for all devices,
users can use the My Devices portal to add these devices manually; or you can configure Bring Your Own Device
(BYOD) rules to register these devices. Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide 24/
m_ise_devices_byod.html data by authenticating and authorizing users (employees, contractors, and guests) and
their devices. Cisco ISE provides the tools you need to allow employees to securely use personal devices on a
corporate network.

Guests can add their personal devices to the network by running the native supplicant provisioning (Network Setup
Assistant), or by adding their devices to the My Devices portal.

Because native supplicant profiles are not available for all devices, users can use the My Devices portal to add
these devices manually; or you can configure Bring Your Own Device (BYOD) rules to register these devices.
Reference:

When supporting personal devices on a corporate network, you must protect network services and enterprise data
by authenticating and authorizing users (employees, contractors, and guests) and their devices. Cisco ISE provides
the tools you need to allow employees to securely use personal devices on a corporate network. Guests can add
their personal devices to the network by running the native supplicant provisioning (Network Setup Assistant), or by
adding their devices to the My Devices portal. Because native supplicant profiles are not available for all devices,
users can use the My Devices portal to add these devices manually; or you can configure Bring Your Own Device
(BYOD) rules to register these devices. Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide 24/
m_ise_devices_byod.html
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The HMAC-SHA-1-96 (also known as HMAC-SHA-1) encryption technique is used by IPSec to ensure that a
message has not been altered. (-> Therefore answer "integrity" is the best choice). HMAC-SHA-1 uses the SHA-1
specified in FIPS-190-1, combined with HMAC (as per RFC 2104), and is described in RFC 2404. Reference:
https://www.ciscopress.com/articles/article.asp?p=24833&seqNum=4 The HMAC-SHA-1-96 (also known as
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HMAC-SHA-1) encryption technique is used by IPSec to ensure that a message has not been altered. (->
Therefore answer "integrity" is the best choice). HMAC-SHA-1 uses the SHA-1 specified in FIPS-190-1, combined
with HMAC (as per RFC 2104), and is described in RFC 2404. Reference:
https://www.ciscopress.com/articles/article.asp?p=24833&seqNum=4
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B. Cisco AnyConnect

C. Cisco AMP for Network
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You can configure your ASA FirePOWER module using one of the following deployment models: You can
configure your ASA FirePOWER module in either an inline or a monitor-only (inline tap or passive) deployment.
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/asdm72/firewall/asa-firewall-asdm/ modules-
sfr.html You can configure your ASA FirePOWER module in either an inline or a monitor-only (inline tap or passive)
deployment.

Reference:

You can configure your ASA FirePOWER module using one of the following deployment models: You can
configure your ASA FirePOWER module in either an inline or a monitor-only (inline tap or passive) deployment.
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/asdm72/firewall/asa-firewall-asdm/ modules-
sfr.html
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The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following major
functions: ... - Delays the export of flow-create events. Reference:
https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa-general-cli/ monitor-nsel.pdf

- Delays the export of flow-create events.

The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following major
functions: ... - Delays the export of flow-create events. Reference:
https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa-general-cli/ monitor-nsel.pdf
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Spero analysis examines structural characteristics such as metadata and header information in executable files.
After generating a Spero signature based on this information, if the file is an eligible executable file, the device
submits it to the Spero heuristic engine in the AMP cloud. Based on the Spero signature, the Spero engine
determines whether the file is malware. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-
guidev60/Reference_a_wrapper_Chapter_topic_here.html -> Spero analysis only uploads the signature of the
(executable) files to the AMP cloud. It does not upload the whole file. Dynamic analysis sends files to AMP
ThreatGrid. Dynamic Analysis submits (the whole) files to Cisco Threat Grid (formerly AMP Threat Grid). Cisco
Threat Grid runs the file in a sandbox environment, analyzes the file's behavior to determine whether the file is
malicious, and returns a threat score that indicates the likelihood that a file contains malware. From the threat
score, you can view a dynamic analysis summary report with the reasons for the assigned threat score. You can
also look in Cisco Threat Grid to view detailed reports for files that your organization submitted, as well as scrubbed
reports with limited data for files that your organization did not submit. Local malware analysis allows a managed
device to locally inspect executables, PDFs, office documents, and other types of files for the most common types
of malware, using a detection rule set provided by the Cisco Talos Security Intelligence and Research Group
(Talos). Because local analysis does not query the AMP cloud, and does not run the file, local malware analysis
saves time and system resources. -> Malware analysis does not upload files to anywhere, it only checks the files
locally. There is no sandbox analysis feature, it is just a method of dynamic analysis that runs suspicious files in a
virtual machine.

files. After generating a Spero signature based on this information, if the file is an eligible executable file, the device
submits it to the Spero heuristic engine in the AMP cloud. Based on the Spero signature, the Spero engine
determines whether the file is malware.

Reference:

-> Spero analysis only uploads the signature of the (executable) files to the AMP cloud. It does not upload the
whole file. Dynamic analysis sends files to AMP ThreatGrid.

Dynamic Analysis submits (the whole) files to Cisco Threat Grid (formerly AMP Threat Grid). Cisco Threat Grid
runs the file in a sandbox environment, analyzes the file's behavior to determine whether the file is malicious, and
returns a threat score that indicates the likelihood that a file contains malware. From the threat score, you can view
a dynamic analysis summary report with the reasons for the assigned threat score. You can also look in Cisco
Threat Grid to view detailed reports for files that your organization submitted, as well as scrubbed reports with
limited data for files that your organization did not submit.

Local malware analysis allows a managed device to locally inspect executables, PDFs, office documents, and other
types of files for the most common types of malware, using a detection rule set provided by the Cisco Talos
Security Intelligence and Research Group (Talos). Because local analysis does not query the AMP cloud, and does
not run the file, local malware analysis saves time and system resources. -> Malware analysis does not upload files
to anywhere, it only checks the files locally.
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There is no sandbox analysis feature, it is just a method of dynamic analysis that runs suspicious files in a Spero
analysis examines structural characteristics such as metadata and header information in executable files. After
generating a Spero signature based on this information, if the file is an eligible executable file, the device submits it
to the Spero heuristic engine in the AMP cloud. Based on the Spero signature, the Spero engine determines
whether the file is malware. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-
guidev60/Reference_a_wrapper_Chapter_topic_here.html -> Spero analysis only uploads the signature of the
(executable) files to the AMP cloud. It does not upload the whole file. Dynamic analysis sends files to AMP
ThreatGrid. Dynamic Analysis submits (the whole) files to Cisco Threat Grid (formerly AMP Threat Grid). Cisco
Threat Grid runs the file in a sandbox environment, analyzes the file's behavior to determine whether the file is
malicious, and returns a threat score that indicates the likelihood that a file contains malware. From the threat
score, you can view a dynamic analysis summary report with the reasons for the assigned threat score. You can
also look in Cisco Threat Grid to view detailed reports for files that your organization submitted, as well as scrubbed
reports with limited data for files that your organization did not submit. Local malware analysis allows a managed
device to locally inspect executables, PDFs, office documents, and other types of files for the most common types
of malware, using a detection rule set provided by the Cisco Talos Security Intelligence and Research Group
(Talos). Because local analysis does not query the AMP cloud, and does not run the file, local malware analysis
saves time and system resources. -> Malware analysis does not upload files to anywhere, it only checks the files
locally. There is no sandbox analysis feature, it is just a method of dynamic analysis that runs suspicious files in a
virtual machine.
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NetFlow is a network protocol developed by Cisco for the collection and monitoring of network traffic flow data
generated by NetFlow-enabled routers and switches. The flows do not contain actual packet data, but rather the
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metadata for communications. It is a standard form of session data that details who, what, when, and where of
network traffic -> Answer A is not correct. Reference: https://www.cisco.com/c/en/us/solutions/collateral/enterprise-
networks/enterprise-network-security/ white-paper-c11-736595.html generated by NetFlow-enabled routers and
switches. The flows do not contain actual packet data, but rather the metadata for communications. It is a standard
form of session data that details who, what, when, and where of network traffic -> Answer A is not correct.
Reference:

NetFlow is a network protocol developed by Cisco for the collection and monitoring of network traffic flow data
generated by NetFlow-enabled routers and switches. The flows do not contain actual packet data, but rather the
metadata for communications. It is a standard form of session data that details who, what, when, and where of
network traffic -> Answer A is not correct. Reference: https://www.cisco.com/c/en/us/solutions/collateral/enterprise-
networks/enterprise-network-security/ white-paper-c11-736595.html
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The traditional use of the pull model, where the client requests data from the network does not scale when what
you want is near real-time data. Moreover, in some use cases, there is the need to be notified only when some
data changes, like interfaces status, protocol neighbors change etc. Model-Driven Telemetry is a new approach for
network monitoring in which data is streamed from network devices continuously using a push model and provides
near real-time access to operational statistics. Applications can subscribe to specific data items they need, by using
standard-based YANG data models over NETCONF-YANG. Cisco IOS XE streaming telemetry allows to push data
off of the device to an external collector at a much higher frequency, more efficiently, as well as data on-change
streaming. Reference: https://developer.cisco.com/docs/ios-xe/#!streaming-telemetry-quick-start-guide Model-
Driven Telemetry is a new approach for network monitoring in which data is streamed from network devices
continuously using a push model and provides near real-time access to operational statistics.

Applications can subscribe to specific data items they need, by using standard-based YANG data models over
NETCONF-YANG. Cisco 10S XE streaming telemetry allows to push data off of the device to an external collector
at a much higher frequency, more efficiently, as well as data on-change streaming.

The traditional use of the pull model, where the client requests data from the network does not scale when what
you want is near real-time data. Moreover, in some use cases, there is the need to be notified only when some
data changes, like interfaces status, protocol neighbors change etc. Model-Driven Telemetry is a new approach for
network monitoring in which data is streamed from network devices continuously using a push model and provides
near real-time access to operational statistics. Applications can subscribe to specific data items they need, by using
standard-based YANG data models over NETCONF-YANG. Cisco IOS XE streaming telemetry allows to push data
off of the device to an external collector at a much higher frequency, more efficiently, as well as data on-change
streaming. Reference: https://developer.cisco.com/docs/ios-xe/#!streaming-telemetry-quick-start-guide
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SSL Decryption is an important part of the Umbrella Intelligent Proxy. he feature allows the Intelligent Proxy to go
beyond simply inspecting normal URLs and actually proxy and inspect traffic that's sent over HTTPS. The SSL
Decryption feature does require the root certificate be installed. Reference: https://support.umbrella.com/hc/en-
us/articles/115004564126-SSL-Decryption-in-the-IntelligentProxy SSL Decryption is an important part of the
Umbrella Intelligent Proxy. he feature allows the Intelligent Proxy to go beyond simply inspecting normal URLs and
actually proxy and inspect traffic that's sent over HTTPS. The SSL Decryption feature does require the root
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certificate be installed. Reference: https://support.umbrella.com/hc/en-us/articles/115004564126-SSL-Decryption-
in-the-IntelligentProxy
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FlexVPN supports IKEv2 -> Answer A is not correct.

DMVPN supports both IKEv1 & IKEv2 -> Answer B is not correct.
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FlexVPN support multiple SAs -> Answer D is not correct.
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Ping of Death (PoD) is a type of Denial of Service (DoS) attack in which an attacker attempts to crash, destabilize,
or freeze the targeted computer or service by sending malformed or oversized packets using a simple ping
command.

A correctly-formed ping packet is typically 56 bytes in size, or 64 bytes when the ICMP header is considered, and
84 including Internet Protocol version 4 header. However, any IPv4 packet (including pings) may be as large as
65,535 bytes. Some computer systems were never designed to properly handle a ping packet larger than the
maximum packet size because it violates the Internet Protocol documented Like other large but well-formed
packets, a ping of death is fragmented into groups of 8 octets before transmission. However, when the target
computer reassembles the malformed packet, a buffer overflow can occur, causing a system crash and potentially
allowing the injection of malicious code.

EFEE: 55

SERDIMBRZEZERT LA RAIEIFTIMN?

ABHOT7ITVr—La VIR LTHEELRS VIS VA VIV AR I VRERBLET
B. 77— aVIZREBIVE—FTIRRAFRBLET,

C. DO2EENKIINEREENIT A LIZKY T—25RELET,

D. 7/\A ADEEEMHNLT 51=HICT/NA RZETBFIELLET,

R (EfExR T LET)

B 56

EIRE(XCiscolSENTH LWLVFAIARY O—ZR/EL TN ADTOT 74 ) UFIZRENH Y £9 . RADIUSE
EEICESWTTA T 7MY T ENEH LU CiscolP PhoneDEIEIERFTENFET A COPE - (XDHCPD B
RERSNFHA, COBBIZHLT B2, EBEIMAETILENHY ETTH?

A. DHCPA > % — 7 x4 X Tip dhcp snooping trusta < > K% 5% E L T, CiscolSEIZIEHRZIMF LTI,

B. Cisco ISENTRREER— FlHEEMEEZREL T ERLEIE LTS TNAIREHAILET
C.RAYFHNTH—ERTYTL—rH#HRELT R—FEEFZEL IELWMERHCiscolSEIZEIES NS &
SI2LEY,

D.@tl7E 70 FaEREZETEILSICRAYFRDTNA Ao —iEeEER LET

Eff: (EfEZRTLET)


https://www.jpnshiken.com/q/33836-2718789/
https://www.jpnshiken.com/q/33836-2718790/
https://www.jpnshiken.com/q/33836-2718791/

Device sensor is a feature of access devices. It allows to collect information about connected endpoints. Mostly,
information collected by Device Sensor can come from the following protocols: + Cisco Discovery Protocol (CDP) +
Link Layer Discovery Protocol (LLDP) + Dynamic Host Configuration Protocol (DHCP) Reference:
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200292-ConfigureDevice-Sensor-for-
ISE-Profilin.html information collected by Device Sensor can come from the following protocols:

+ Cisco Discovery Protocol (CDP)

+ Link Layer Discovery Protocol (LLDP)

+ Dynamic Host Configuration Protocol (DHCP)

Device sensor is a feature of access devices. It allows to collect information about connected endpoints. Mostly,
information collected by Device Sensor can come from the following protocols: + Cisco Discovery Protocol (CDP) +
Link Layer Discovery Protocol (LLDP) + Dynamic Host Configuration Protocol (DHCP) Reference:
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200292-ConfigureDevice-Sensor-for-
ISE-Profilin.html
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The Mail Policies menu is where almost all of the controls related to email filtering happens. All the security and
content filtering policies are set here, so it's likely that, as an ESA administrator, the pages on this menu are where
you are likely to spend most of your time.
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What Cisco DNA Center enables you to do Automate: Save time by using a single dashboard to manage and

mooO m >

automate your network. Quickly scale your business with intuitive workflows and reusable templates. Configure and
provision thousands of network devices across your enterprise in minutes, not hours. Secure policy: Deploy group-
based secure access and network segmentation based on business needs. With Cisco DNA Center, you apply
policy to users and applications instead of to your network devices. Automation reduces manual operations and the
costs associated with human errors, resulting in more uptime and improved security. Assurance then assesses the
network and uses context to turn data into intelligence, making sure that changes in the network device policies
achieve your intent. Assurance: Monitor, identify, and react in real time to changing network and wireless
conditions. Cisco DNA Center uses your network's wired and wireless devices to create sensors everywhere,
providing real-time feedback based on actual network conditions. The Cisco DNA Assurance engine correlates
network sensor insights with streaming telemetry and compares this with the current context of these data sources.
With a quick check of the health scores on the Cisco DNA Center dashboard, you can see where there is a
performance issue and identify the most likely cause in minutes. Extend ecosystem: With the new Cisco DNA
Center platform, IT can now integrate Cisco solutions and thirdparty technologies into a single network operation
for streamlining IT workflows and increasing business value and innovation. Cisco DNA Center allows you to run
the network with open interfaces with IT and business applications, integrates across IT operations and technology
domains, and can manage heterogeneous network devices. Reference:
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06- cisco-dna-center-
aag-cte-en.html Automate: Save time by using a single dashboard to manage and automate your network. Quickly
scale your business with intuitive workflows and reusable templates. Configure and provision thousands of network
devices across your enterprise in minutes, not hours.

Secure policy: Deploy group-based secure access and network segmentation based on business needs. With
Cisco DNA Center, you apply policy to users and applications instead of to your network devices. Automation
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reduces manual operations and the costs associated with human errors, resulting in more uptime and improved
security. Assurance then assesses the network and uses context to turn data into intelligence, making sure that
changes in the network device policies achieve your intent.

Assurance: Monitor, identify, and react in real time to changing network and wireless conditions. Cisco DNA Center
uses your network's wired and wireless devices to create sensors everywhere, providing real-time feedback based
on actual network conditions. The Cisco DNA Assurance engine correlates network sensor insights with streaming
telemetry and compares this with the current context of these data sources. With a quick check of the health scores
on the Cisco DNA Center dashboard, you can see where there is a performance issue and identify the most likely
cause in minutes.

Extend ecosystem: With the new Cisco DNA Center platform, IT can now integrate Cisco solutions and thirdparty
technologies into a single network operation for streamlining IT workflows and increasing business value and
innovation. Cisco DNA Center allows you to run the network with open interfaces with IT and business applications,
integrates across IT operations and technology domains, and can manage heterogeneous network devices.

What Cisco DNA Center enables you to do Automate: Save time by using a single dashboard to manage and
automate your network. Quickly scale your business with intuitive workflows and reusable templates. Configure and
provision thousands of network devices across your enterprise in minutes, not hours. Secure policy: Deploy group-
based secure access and network segmentation based on business needs. With Cisco DNA Center, you apply
policy to users and applications instead of to your network devices. Automation reduces manual operations and the
costs associated with human errors, resulting in more uptime and improved security. Assurance then assesses the
network and uses context to turn data into intelligence, making sure that changes in the network device policies
achieve your intent. Assurance: Monitor, identify, and react in real time to changing network and wireless
conditions. Cisco DNA Center uses your network's wired and wireless devices to create sensors everywhere,
providing real-time feedback based on actual network conditions. The Cisco DNA Assurance engine correlates
network sensor insights with streaming telemetry and compares this with the current context of these data sources.
With a quick check of the health scores on the Cisco DNA Center dashboard, you can see where there is a
performance issue and identify the most likely cause in minutes. Extend ecosystem: With the new Cisco DNA
Center platform, IT can now integrate Cisco solutions and thirdparty technologies into a single network operation
for streamlining IT workflows and increasing business value and innovation. Cisco DNA Center allows you to run
the network with open interfaces with IT and business applications, integrates across IT operations and technology
domains, and can manage heterogeneous network devices. Reference:
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06- cisco-dna-center-
aag-cte-en.html

Bf: 61

NYDW—DBEOHDIA—FEWeb7 TN r—2 3 VN LTEBRLZI—F—ITEEL  HEEOWeb T 50
[CO—FDRTEERTH=OITFERT I HREREEIENTTH,

A.SQLf >z ay

B. 73 HYWGET

C.\vIJ7ZA—nN—70O—

D. VARYA CROYTF4 Y

EfR: (EffxRrLET)


https://www.jpnshiken.com/q/33836-2718796/

AZ#I72350-701JE B (FIPNTest.comizfit S 350-701JEKERICEKR T S5 L ITKRICILBFT !
JPNTest.com(d 4 & #7350-701JG BRI REE #1724 L £ 9, JPNTest.com 350-701JERERFIEE T L S EFH SN F
L7z, 22 T350-701JHEED TR NI VDV EFICAMES , RFRDT7T I €

A _ https://www.jpntest.com/shiken/350-701J-mondaishu 727f, 3 0%r 4« A h > kb GBS 0— F:

JPNshiken|

Eﬁ:ﬁ: 62

957 FPaaSETILDED2DODBAIEMN, TANA F—TIEHEKBERICE>TEEINTWLWETA? 20FRLT
<FEEELy,)

A. %81k

B.EkILDx7

C.ARL—FTAVIIRTL

D.77U4r—>3y

E.T—4

EffE: (EfEERTLET)

Customers must manage applications and data in PaaS.
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Each of the ASAs interfaces need to be grouped into one or more bridge groups. Each of these groups acts as an
independent transparent firewall. It is not possible for one bridge group to communicate with another bridge group
without assistance from an external router.

As of 8.4(1) upto 8 bridge groups are supported with 2-4 interface in each group. Prior to this only one bridge group
was supported and only 2 interfaces.

Up to 4 interfaces are permitted per bridge-group (inside, outside, DMZ1, DMZ2)
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The Southbound API is used to communicate between Controllers and network devices
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As the new device does not have a supplicant, we cannot use 802.1X. MAC Authentication Bypass (MAB) is a
fallback option for devices that don't support 802.1x. It is virtually always used in deployments in some way shape
or form. MAB works by having the authenticator take the connecting device's MAC address and send it to the
authentication server as its username and password. The authentication server will check its policies and send
back an Access-Accept or Access-Reject just like it would with 802.1x. Cisco ISE Profiling Services provides
dynamic detection and classification of endpoints connected to the network. Using MAC addresses as the unique
identifier, ISE collects various attributes for each network endpoint to build an internal endpoint database. The
classification process matches the collected attributes to prebuilt or user-defined conditions, which are then
correlated to an extensive library of profiles. These profiles include a wide range of device types, including mobile
clients (iPads, Android tablets, Chromebooks, and so on), desktop operating systems (for example, Windows, Mac
OS X, Linux, and others), and numerous non-user systems such as printers, phones, cameras, and game
consoles. Once classified, endpoints can be authorized to the network and granted access based on their profile.
For example, endpoints that match the IP phone profile can be placed into a voice VLAN using MAC Authentication
Bypass (MAB) as the authentication method. Another example is to provide differentiated network access to users
based on the device used. For example, employees can get full access when accessing the network from their
corporate workstation but be granted limited network access when accessing the network from their personal
iPhone. Reference: https://community.cisco.com/t5/security-documents/ise-profiling-design-guide/ta-p/3739456
MAC Authentication Bypass (MAB) is a fallback option for devices that don't support 802.1x. It is virtually always
used in deployments in some way shape or form. MAB works by having the authenticator take the connecting
device's MAC address and send it to the authentication server as its username and password. The authentication
server will check its policies and send back an Access-Accept or Access-Reject just like it would with 802.1x.
Cisco ISE Profiling Services provides dynamic detection and classification of endpoints connected to the network.
Using MAC addresses as the unique identifier, ISE collects various attributes for each network endpoint to build an
internal endpoint database. The classification process matches the collected attributes to prebuilt or user-defined
conditions, which are then correlated to an extensive library of profiles. These profiles include a wide range of
device types, including mobile clients (iPads, Android tablets, Chromebooks, and so on), desktop operating
systems (for example, Windows, Mac OS X, Linux, and others), and numerous non-user systems such as printers,
phones, cameras, and game consoles.


https://www.jpnshiken.com/q/33836-2718803/
https://www.jpnshiken.com/q/33836-2718804/

Once classified, endpoints can be authorized to the network and granted access based on their profile. For
example, endpoints that match the IP phone profile can be placed into a voice VLAN using MAC Authentication
Bypass (MAB) as the authentication method. Another example is to provide differentiated network access to users
based on the device used. For example, employees can get full access when accessing the network from their
corporate workstation but be granted limited network access when accessing the network from their personal
iPhone.

As the new device does not have a supplicant, we cannot use 802.1X. MAC Authentication Bypass (MAB) is a
fallback option for devices that don't support 802.1x. It is virtually always used in deployments in some way shape
or form. MAB works by having the authenticator take the connecting device's MAC address and send it to the
authentication server as its username and password. The authentication server will check its policies and send
back an Access-Accept or Access-Reject just like it would with 802.1x. Cisco ISE Profiling Services provides
dynamic detection and classification of endpoints connected to the network. Using MAC addresses as the unique
identifier, ISE collects various attributes for each network endpoint to build an internal endpoint database. The
classification process matches the collected attributes to prebuilt or user-defined conditions, which are then
correlated to an extensive library of profiles. These profiles include a wide range of device types, including mobile
clients (iPads, Android tablets, Chromebooks, and so on), desktop operating systems (for example, Windows, Mac
OS X, Linux, and others), and numerous non-user systems such as printers, phones, cameras, and game
consoles. Once classified, endpoints can be authorized to the network and granted access based on their profile.
For example, endpoints that match the IP phone profile can be placed into a voice VLAN using MAC Authentication
Bypass (MAB) as the authentication method. Another example is to provide differentiated network access to users
based on the device used. For example, employees can get full access when accessing the network from their
corporate workstation but be granted limited network access when accessing the network from their personal
iPhone. Reference: https://community.cisco.com/t5/security-documents/ise-profiling-design-guide/ta-p/3739456
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Cisco's Group Encrypted Transport VPN (GETVPN) introduces the concept of a trusted group to eliminate point-to-
point tunnels and their associated overlay routing. All group members (GMs) share a common security association
(SA), also known as a group SA. This enables GMs to decrypt traffic that was encrypted by any other GM.
GETVPN provides instantaneous large-scale any-to-any IP connectivity using a group IPsec security paradigm.
Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/group-encrypted-transport-vpn/
GETVPN_DIG version_2 0 External.pdf
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DevSecOps (development, security, and operations) is a concept used in recent years to describe how to move
security activities to the start of the development life cycle and have built-in security practices in the continuous
integration/continuous deployment (CI/CD) pipeline. Thus minimizing vulnerabilities and bringing security closer to
IT and business objectives.

Three key things make a real DevSecOps environment:

+ Security testing is done by the development team.

+ Issues found during that testing is managed by the development team.

+ Fixing those issues stays within the development team.
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You can configure discovery rules to tailor the discovery of host and application data to your needs.

The Firepower System can use data from NetFlow exporters to generate connection and discovery events, and to
add host and application data to the network map.

A network analysis policy governs how traffic is decoded and preprocessed so it can be further evaluated,
especially for anomalous traffic that might signal an intrusion attempt -> Answer D is not correct.
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The appliance will try once to upload the file; if upload is not successful, for example because of connectivity
problems, the file may not be uploaded. If the failure was because the file analysis server was overloaded, the
upload will be attempted once more. Reference: https://www.cisco.com/c/en/us/support/docs/security/email-
security-appliance/118796-technoteesa-00.html In this question, it stated "the network is congested" (not the file
analysis server was overloaded) so the appliance will not try to upload the file again.

connectivity problems, the file may not be uploaded. If the failure was because the file analysis server was
overloaded, the upload will be attempted once more.

Reference:

In this question, it stated "the network is congested" (not the file analysis server was overloaded) so the The
appliance will try once to upload the file; if upload is not successful, for example because of connectivity problems,
the file may not be uploaded. If the failure was because the file analysis server was overloaded, the upload will be
attempted once more. Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-
appliance/118796-technoteesa-00.html In this question, it stated "the network is congested" (not the file analysis
server was overloaded) so the appliance will not try to upload the file again.
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... we will showcase Cisco Threat Intelligence Director (CTID) an exciting feature on Cisco's Firepower
Management Center (FMC) product offering that automates the operationalization of threat intelligence. TID has
the ability to consume threat intelligence via STIX over TAXIIl and allows uploads/downloads of STIX and simple
blacklists. Reference: https://blogs.cisco.com/developer/automate-threat-intelligence-using-cisco-threat-
intelligencedirector

... we will showcase Cisco Threat Intelligence Director (CTID) an exciting feature on Cisco's Firepower
Management Center (FMC) product offering that automates the operationalization of threat intelligence. TID has
the ability to consume threat intelligence via STIX over TAXIIl and allows uploads/downloads of STIX and simple
blacklists. Reference: https://blogs.cisco.com/developer/automate-threat-intelligence-using-cisco-threat-
intelligencedirector
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Stateful failover for IP Security (IPsec) enables a router to continue processing and forwarding IPsec packets after
a planned or unplanned outage occurs. Customers employ a backup (secondary) router that automatically takes
over the tasks of the active (primary) router if the active router loses connectivity for any reason. This failover
process is transparent to users and does not require adjustment or reconfiguration of any remote peer.

Stateful failover for IPsec requires that your network contains two identical routers that are available to be either the
primary or secondary device. Both routers should be the same type of device, have the same CPU and memory,
and have either no encryption accelerator or identical encryption accelerators.

Prerequisites for Stateful Failover for IPsec


https://www.jpnshiken.com/q/33836-2718818/
https://www.jpnshiken.com/q/33836-2718819/
https://www.jpnshiken.com/q/33836-2718821/

Complete, Duplicate IPsec and IKE Configuration on the Active and Standby Devices This document assumes that
you have a complete IKE and IPsec configuration. The IKE and IPsec configuration that is set up on the active
device must be duplicated on the standby device. That is, the crypto configuration must be identical with respect to
Internet Security Association and Key Management Protocol (ISAKMP) policy, ISAKMP keys (preshared), IPsec
profiles, IPsec transform sets, all crypto map sets that are used for stateful failover, all access control lists (ACLSs)
that are used in match address statements on crypto map sets, all AAA configurations used for crypto, client
configuration groups, IP local pools used for crypto, and ISAKMP profiles. Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/15-mt/sec-vpnavailability-15-mt-
book/sec-state-fail-ipsec.html Although the prerequisites only stated that "Both routers should be the same type of
device" but in the "Restrictions for Stateful Failover for IPsec" section of the link above, it requires "Both the active
and standby devices must run the identical version of the Cisco I0S software" so answer E is better than answer B.
This document assumes that you have a complete IKE and IPsec configuration.

The IKE and IPsec configuration that is set up on the active device must be duplicated on the standby device.
That is, the crypto configuration must be identical with respect to Internet Security Association and Key
Management Protocol (ISAKMP) policy, ISAKMP keys (preshared), IPsec profiles, IPsec transform sets, all crypto
map sets that are used for stateful failover, all access control lists (ACLs) that are used in match address
statements on crypto map sets, all AAA configurations used for crypto, client configuration groups, IP local pools
used for crypto, and ISAKMP profiles.

Reference:

Although the prerequisites only stated that "Both routers should be the same type of device" but in the Complete,
Duplicate IPsec and IKE Configuration on the Active and Standby Devices This document assumes that you have
a complete IKE and IPsec configuration. The IKE and IPsec configuration that is set up on the active device must
be duplicated on the standby device. That is, the crypto configuration must be identical with respect to Internet
Security Association and Key Management Protocol (ISAKMP) policy, ISAKMP keys (preshared), IPsec profiles,
IPsec transform sets, all crypto map sets that are used for stateful failover, all access control lists (ACLs) that are
used in match address statements on crypto map sets, all AAA configurations used for crypto, client configuration
groups, IP local pools used for crypto, and ISAKMP profiles. Reference: https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec_conn_vpnav/configuration/15-mt/sec-vpnavailability-15-mt-book/sec-state-fail-ipsec.html Although the
prerequisites only stated that "Both routers should be the same type of device" but in the "Restrictions for Stateful
Failover for IPsec" section of the link above, it requires "Both the active and standby devices must run the identical
version of the Cisco 10S software" so answer E is better than answer B.
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Community Cloud allows system and services to be accessible by group of organizations. It shares the
infrastructure between several organizations from a specific community. It may be managed internally by
organizations or by the third-party.
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URL conditions in access control rules allow you to limit the websites that users on your network can access. This

OO w >

feature is called URL filtering. There are two ways you can use access control to specify URLs you want to block
(or, conversely, allow): - With any license, you can manually specify individual URLs, groups of URLs, and URL
lists and feeds to achieve granular, custom control over web traffic. - With a URL Filtering license, you can also
control access to websites based on the URL's general classification, or category, and risk level, or reputation. The
system displays this category and reputation data in connection logs, intrusion events, and application details.
Using category and reputation data also simplifies policy creation and administration. It grants you assurance that
the system will control web traffic as expected. Finally, because Cisco's threat intelligence is continually updated
with new URLs, as well as new categories and risks for existing URLs, you can ensure that the system uses up-to-
date information to filter requested URLs. Malicious sites that represent security threats such as malware, spam,
botnets, and phishing may appear and disappear faster than you can update and deploy new policies. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-
guidevb60/Access_Control_Rules__ URL_Filtering.html

- With any license, you can manually specify individual URLs, groups of URLs, and URL lists and feeds to achieve
granular, custom control over web traffic.

- With a URL Filtering license, you can also control access to websites based on the URL's general classification,
or category, and risk level, or reputation. The system displays this category and reputation data in connection logs,
intrusion events, and application details.

Using category and reputation data also simplifies policy creation and administration. It grants you assurance that
the system will control web traffic as expected. Finally, because Cisco's threat intelligence is continually updated
with new URLs, as well as new categories and risks for existing URLs, you can ensure that the system uses up-to-
date information to filter requested URLs. Malicious sites that represent security threats such as malware, spam,
botnets, and phishing may appear and disappear faster than you can update and deploy new policies.

URL conditions in access control rules allow you to limit the websites that users on your network can access. This
feature is called URL filtering. There are two ways you can use access control to specify URLs you want to block
(or, conversely, allow): - With any license, you can manually specify individual URLs, groups of URLs, and URL
lists and feeds to achieve granular, custom control over web traffic. - With a URL Filtering license, you can also
control access to websites based on the URL's general classification, or category, and risk level, or reputation. The
system displays this category and reputation data in connection logs, intrusion events, and application details.
Using category and reputation data also simplifies policy creation and administration. It grants you assurance that
the system will control web traffic as expected. Finally, because Cisco's threat intelligence is continually updated
with new URLs, as well as new categories and risks for existing URLs, you can ensure that the system uses up-to-
date information to filter requested URLs. Malicious sites that represent security threats such as malware, spam,
botnets, and phishing may appear and disappear faster than you can update and deploy new policies. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-
guidevb60/Access_Control_Rules__URL_Filtering.html
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The Stealthwatch Cloud Private Network Monitoring (PNM) Sensor is an extremely flexible piece of technology,
capable of being utilized in a number of different deployment scenarios. It can be deployed as a complete Ubuntu
based virtual appliance on different hypervisors (e.g. -VMware, VirtualBox). It can be deployed on hardware
running a number of different Linux-based operating systems. Reference:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2019/pdf/5e U6 DfQV/LTRSEC-2240-LG2.pdf capable of being
utilized in a number of different deployment scenarios. It can be deployed as a complete Ubuntu based virtual
appliance on different hypervisors (e.g. -VMware, VirtualBox). It can be deployed on hardware running a number of
different Linux-based operating systems.

The Stealthwatch Cloud Private Network Monitoring (PNM) Sensor is an extremely flexible piece of technology,
capable of being utilized in a number of different deployment scenarios. It can be deployed as a complete Ubuntu
based virtual appliance on different hypervisors (e.g. -VMware, VirtualBox). It can be deployed on hardware
running a number of different Linux-based operating systems. Reference:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2019/pdf/5eU6DfQV/LTRSEC-2240-LG2.pdf

gﬁ:ﬁ: 101

BB LURIMDERBICHT STV PRS2 FTORE, B B UVREZRREICT SV E—FT—H—RITD
Yia—aviEEnTIm?

A. Cisco Duo

B. Cisco Umbrella

C. I KR4 > FMAIFCisco AMP

D. Cisco AnyConnect

Ef#E: (EfEZRTLET)

B 102

RENOHDEEXNRT/NA A LBLUL TV AAIREENBVEEXNRTNNA ADAIEZERT SHEAEE-(T/\3
A= —DHRB\EY FERTR)O—EERTTD,

A TIL—TR)—

B. 7V £ XHEARY L —

C. TIN\A REHENKR) o—

D. 75y h74+—LY—ERXKR >—

IEfE: (EfEZRRLET)

Cisco Firepower deployments can take advantage of platform settings policies. A platform settings policy is a
shared set of features or parameters that define the aspects of a managed device that are likely to be similar to
other managed devices in your deployment, such as time settings and external authentication. Examples of these
platform settings policies are time and date settings, external authentication, and other common administrative
features. A shared policy makes it possible to configure multiple managed devices at once, which provides
consistency in your deployment and streamlines your management efforts. Any changes to a platform settings
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policy affects all the managed devices where you applied the policy. Even if you want different settings per device,
you must create a shared policy and apply it to the desired device. For example, your organization's security
policies may require that your appliances have a "No Unauthorized Use" message when a user logs in. With
platform settings, you can set the login banner once in a platform settings policy. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-configguide-
v62/platform_settings_policies_for_managed_devices.html Therefore the answer should be "Platform Settings
Policy", not "Platform Service Policy" but it is the best answer here so we have to choose it.

administrative features.

A shared policy makes it possible to configure multiple managed devices at once, which provides consistency in
your deployment and streamlines your management efforts. Any changes to a platform settings policy affects all the
managed devices where you applied the policy. Even if you want different settings per device, you must create a
shared policy and apply it to the desired device.

For example, your organization's security policies may require that your appliances have a "No Unauthorized Use"
message when a user logs in. With platform settings, you can set the login banner once in a platform settings
policy.

Reference:

Therefore the answer should be "Platform Settings Policy”, not "Platform Service Policy" but it is the best Cisco
Firepower deployments can take advantage of platform settings policies. A platform settings policy is a shared set
of features or parameters that define the aspects of a managed device that are likely to be similar to other
managed devices in your deployment, such as time settings and external authentication. Examples of these
platform settings policies are time and date settings, external authentication, and other common administrative
features. A shared policy makes it possible to configure multiple managed devices at once, which provides
consistency in your deployment and streamlines your management efforts. Any changes to a platform settings
policy affects all the managed devices where you applied the policy. Even if you want different settings per device,
you must create a shared policy and apply it to the desired device. For example, your organization's security
policies may require that your appliances have a "No Unauthorized Use" message when a user logs in. With
platform settings, you can set the login banner once in a platform settings policy. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-configguide-
v62/platform_settings_policies_for_managed_devices.html Therefore the answer should be "Platform Settings
Policy", not "Platform Service Policy" but it is the best answer here so we have to choose it.
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The data plane of any network is responsible for handling data packets that are transported across the network.
(The data plane is also sometimes called the forwarding plane.) Maybe this Qwants to ask about the encryption
and authentication in the data plane of a SD-WAN network (but SD-WAN is not a topic of the SCOR 350-701
exam?). In the Cisco SD-WAN network for unicast traffic, data plane encryption is done by AES-256-GCM, a
symmetrickey algorithm that uses the same key to encrypt outgoing packets and to decrypt incoming packets. Each
router periodically generates an AES key for its data path (specifically, one key per TLOC) and transmits this key to
the vSmart controller in OMP route packets, which are similar to IP route updates. Reference:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/ security-
overview.html (The data plane is also sometimes called the forwarding plane.) Maybe this Qwants to ask about the
encryption and authentication in the data plane of a SD-WAN network (but SD-WAN is not a topic of the SCOR
350-701 exam?).

In the Cisco SD-WAN network for unicast traffic, data plane encryption is done by AES-256-GCM, a symmetrickey
algorithm that uses the same key to encrypt outgoing packets and to decrypt incoming packets. Each router
periodically generates an AES key for its data path (specifically, one key per TLOC) and transmits this key to the
vSmart controller in OMP route packets, which are similar to IP route updates.

The data plane of any network is responsible for handling data packets that are transported across the network.
(The data plane is also sometimes called the forwarding plane.) Maybe this Qwants to ask about the encryption
and authentication in the data plane of a SD-WAN network (but SD-WAN is not a topic of the SCOR 350-701
exam?). In the Cisco SD-WAN network for unicast traffic, data plane encryption is done by AES-256-GCM, a
symmetrickey algorithm that uses the same key to encrypt outgoing packets and to decrypt incoming packets. Each
router periodically generates an AES key for its data path (specifically, one key per TLOC) and transmits this key to
the vSmart controller in OMP route packets, which are similar to IP route updates. Reference:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/ security-
overview.html
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Southbound APIs enable SDN controllers to dynamically make changes based on real-time demands and
scalability needs.
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The logging of your identities' activities is set per-policy when you first create a policy. By default, logging is on and
set to log all requests an identity makes to reach destinations. At any time after you create a policy, you can
change what level of identity activity Umbrella logs. From the Policy wizard, log settings are: Log All Requests-For
full logging, whether for content, security or otherwise Log Only Security Events-For security logging only, which
gives your users more privacy-a good setting for people with the roaming client installed on personal devices Don't
Log Any Requests-Disables all logging. If you select this option, most reporting for identities with this policy will not
be helpful as nothing is logged to report on. Reference: https://docs.umbrella.com/deployment-umbrella/docs/log-
management From the Policy wizard, log settings are:

Log All Requests-For full logging, whether for content, security or otherwise Log Only Security Events-For security
logging only, which gives your users more privacy-a good setting for people with the roaming client installed on
personal devices Don't Log Any Requests-Disables all logging. If you select this option, most reporting for identities
with this policy will not be helpful as nothing is logged to report on.

The logging of your identities' activities is set per-policy when you first create a policy. By default, logging is on and
set to log all requests an identity makes to reach destinations. At any time after you create a policy, you can
change what level of identity activity Umbrella logs. From the Policy wizard, log settings are: Log All Requests-For
full logging, whether for content, security or otherwise Log Only Security Events-For security logging only, which
gives your users more privacy-a good setting for people with the roaming client installed on personal devices Don't
Log Any Requests-Disables all logging. If you select this option, most reporting for identities with this policy will not
be helpful as nothing is logged to report on. Reference: https://docs.umbrella.com/deployment-umbrella/docs/log-
management
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Application layer protocols can represent the same data in a variety of ways. The Firepower System provides
application layer protocol decoders that normalize specific types of packet data into formats that the intrusion rules
engine can analyze. Normalizing application-layer protocol encodings allows the rules engine to effectively apply
the same content-related rules to packets whose data is represented differently and obtain meaningful results.
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-
guidev60/Application_Layer_Preprocessors.html#ID-2244-0000080c FirePower uses many preprocessors,
including DNS, FTP/Telnet, SIP, SSL, SMTP, SSH preprocessors.

application layer protocol decoders that normalize specific types of packet data into formats that the intrusion rules
engine can analyze. Normalizing application-layer protocol encodings allows the rules engine to effectively apply
the same content-related rules to packets whose data is represented differently and obtain meaningful results.
Reference:

Application layer protocols can represent the same data in a variety of ways. The Firepower System provides
application layer protocol decoders that normalize specific types of packet data into formats that the intrusion rules
engine can analyze. Normalizing application-layer protocol encodings allows the rules engine to effectively apply
the same content-related rules to packets whose data is represented differently and obtain meaningful results.
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-
guidev60/Application_Layer_Preprocessors.html#ID-2244-0000080c FirePower uses many preprocessors,
including DNS, FTP/Telnet, SIP, SSL, SMTP, SSH preprocessors.
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There are two possible methods to accomplish the redirection of traffic to Cisco WSA: transparent proxy mode and
explicit proxy mode. In a transparent proxy deployment, a WCCP v2-capable network device redirects all TCP
traffic with a destination of port 80 or 443 to Cisco WSA, without any configuration on the client. The transparent
proxy deployment is used in this design, and the Cisco ASA firewall is used to redirect traffic to the appliance
because all of the outbound web traffic passes through the device and is generally managed by the same
operations staff who manage Cisco WSA. Reference:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVDWebSecurityUsingCiscoWSADesignGuide-
AUG13.pdf In a transparent proxy deployment, a WCCP v2-capable network device redirects all TCP traffic with a
destination of port 80 or 443 to Cisco WSA, without any configuration on the client. The transparent proxy
deployment is used in this design, and the Cisco ASA firewall is used to redirect traffic to the appliance because all
of the outbound web traffic passes through the device and is generally managed by the same operations staff who
manage Cisco WSA.

There are two possible methods to accomplish the redirection of traffic to Cisco WSA: transparent proxy mode and
explicit proxy mode. In a transparent proxy deployment, a WCCP v2-capable network device redirects all TCP
traffic with a destination of port 80 or 443 to Cisco WSA, without any configuration on the client. The transparent
proxy deployment is used in this design, and the Cisco ASA firewall is used to redirect traffic to the appliance
because all of the outbound web traffic passes through the device and is generally managed by the same
operations staff who manage Cisco WSA. Reference:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVDWebSecurityUsingCiscoWSADesignGuide-
AUG13.pdf
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In order to use AAA along with an external token authentication mechanism, set the "Method" as "Both" in the
Authentication.
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Message tracking helps resolve help desk calls by giving a detailed view of message flow. For example, if a
message was not delivered as expected, you can determine if it was found to contain a virus or placed in a spam
quarantine - or if it is located somewhere else in the mail stream. Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/

b ESA Admin_Guide 12 0/b ESA Admin_Guide_12 0 chapter 011110.html| Reference:

Message tracking helps resolve help desk calls by giving a detailed view of message flow. For example, if a
message was not delivered as expected, you can determine if it was found to contain a virus or placed in a spam
quarantine - or if it is located somewhere else in the mail stream. Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/
b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011110.html
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A buffer overflow (or buffer overrun) occurs when the volume of data exceeds the storage capacity of the memory
buffer. As a result, the program attempting to write the data to the buffer overwrites adjacent memory locations.
Buffer overflow is a vulnerability in low level codes of C and C++. An attacker can cause the program to crash,
make data corrupt, steal some private information or run his/her own code. It basically means to access any buffer
outside of it's alloted memory space. This happens quite frequently in the case of arrays.
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Depending on your company policy, you might be able to use your mobile phones, tablets, printers, Internet radios,
and other network devices on your company's network. You can use the My Devices portal to register and manage
these devices on your company's network. Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/mydevices/b_mydevices 2x.html Depending on your
company policy, you might be able to use your mobile phones, tablets, printers, Internet radios, and other network
devices on your company's network. You can use the My Devices portal to register and manage these devices on
your company's network. Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/mydevices/b_mydevices_2x.html
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The following are the prerequisites to integrate Active Directory with Cisco ISE. + Use the Network Time Protocol
(NTP) server settings to synchronize the time between the Cisco ISE server and Active Directory. You can
configure NTP settings from Cisco ISE CLI. + If your Active Directory structure has multidomain forest or is divided
into multiple forests, ensure that trust relationships exist between the domain to which Cisco ISE is connected and
the other domains that have user and machine information to which you need access. For more information on
establishing trust relationships, refer to Microsoft Active Directory documentation. + You must have at least one
global catalog server operational and accessible by Cisco ISE, in the domain to which you are joining Cisco ISE.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/
b_ISE_AD_integration_2x.html#reference_8DC463597A644A5CO9CF5D582B77BB24F

+ Use the Network Time Protocol (NTP) server settings to synchronize the time between the Cisco ISE server and
Active Directory. You can configure NTP settings from Cisco ISE CLI.

+ If your Active Directory structure has multidomain forest or is divided into multiple forests, ensure that trust
relationships exist between the domain to which Cisco ISE is connected and the other domains that have user and
machine information to which you need access. For more information on establishing trust relationships, refer to
Microsoft Active Directory documentation.

+ You must have at least one global catalog server operational and accessible by Cisco ISE, in the domain to
which you are joining Cisco ISE.

Reference:

The following are the prerequisites to integrate Active Directory with Cisco ISE. + Use the Network Time Protocol
(NTP) server settings to synchronize the time between the Cisco ISE server and Active Directory. You can
configure NTP settings from Cisco ISE CLI. + If your Active Directory structure has multidomain forest or is divided
into multiple forests, ensure that trust relationships exist between the domain to which Cisco ISE is connected and
the other domains that have user and machine information to which you need access. For more information on
establishing trust relationships, refer to Microsoft Active Directory documentation. + You must have at least one
global catalog server operational and accessible by Cisco ISE, in the domain to which you are joining Cisco ISE.
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/
b_ISE_AD_integration_2x.html#reference_8DC463597A644A5C9CF5D582B77BB24F

B 130

BrEieSnf=/\7ry FEFERLTE Sy b2 0F DT adE5REILENTIN?

A.AT—72

B. MITM

C.T«7Fkav7

D. 1 ih

Ef#: (EfEZRTLET)

A teardrop attack is a denial-of-service (DoS) attack that involves sending fragmented packets to a target machine.
Since the machine receiving such packets cannot reassemble them due to a bug in TCP/IP fragmentation
reassembly, the packets overlap one another, crashing the target network device. This generally happens on older
operating systems such as Windows 3.1x, Windows 95, Windows NT and versions of the Linux kernel prior to
2.1.63.
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The syntax of this command is shown below:

snmp-server group [group-name {v1 | v2c | v3 [auth | noauth | priv]}] [read read-view] [write write-view] [notify notify-
view] [access access-list] The command above restricts which IP source addresses are allowed to access SNMP
functions on the router. You could restrict SNMP access by simply applying an interface ACL to block incoming
SNMP packets that don't come from trusted servers. However, this would not be as effective as using the global
SNMP commands shown in this recipe. Because you can apply this method once for the whole router, it is much
simpler than applying ACLs to block SNMP on all interfaces separately. Also, using interface ACLs would block not
only SNMP packets intended for this router, but also may stop SNMP packets that just happened to be passing
through on their way to some other destination device.
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In its essence, FlexVPN is the same as DMVPN. Connections between devices are still point-to-point GRE tunnels,
spoke-to-spoke connecitivity is still achieved with NHRP redirect message, 10S routers even run the same NHRP
code for both DMVPN and FlexVPN, which also means that both are Cisco's proprietary technologies. Reference:
https://packetpushers.net/cisco-flexvpn-dmvpn-high-level-design/ In its essence, FlexVPN is the same as DMVPN.
Connections between devices are still point-to-point GRE tunnels, spoke-to-spoke connectivity is still achieved with
NHRP redirect message, |0S routers even run the same NHRP code for both DMVPN and FlexVPN, which also
means that both are Cisco's proprietary technologies. Reference: https://packetpushers.net/cisco-flexvpn-dmvpn-
high-level-design/
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Security Intelligence Sources ... Custom Block lists or feeds (or objects or groups) Block specific IP addresses,
URLs, or domain names using a manually-created list or feed (for IP addresses, you can also use network objects
or groups.) For example, if you become aware of malicious sites or addresses that are not yet blocked by a feed,
add these sites to a custom Security Intelligence list and add this custom list to the Block list in the Security
Intelligence tab of your access control policy. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-configguide-
v623/security_intelligence_blacklisting.html

Custom Block lists or feeds (or objects or groups)

Block specific IP addresses, URLs, or domain names using a manually-created list or feed (for IP addresses, you
can also use network objects or groups.) For example, if you become aware of malicious sites or addresses that
are not yet blocked by a feed, add these sites to a custom Security Intelligence list and add this custom list to the
Block list in the Security Intelligence tab of your access control policy.

Security Intelligence Sources ... Custom Block lists or feeds (or objects or groups) Block specific IP addresses,
URLs, or domain names using a manually-created list or feed (for IP addresses, you can also use network objects
or groups.) For example, if you become aware of malicious sites or addresses that are not yet blocked by a feed,
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add these sites to a custom Security Intelligence list and add this custom list to the Block list in the Security
Intelligence tab of your access control policy. Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-configguide-
v623/security_intelligence_blacklisting.html
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The TLS connections are recorded in the mail logs, along with other significant actions that are related to
messages, such as filter actions, anti-virus and anti-spam verdicts, and delivery attempts. If there is a successful
TLS connection, there will be a TLS success entry in the mail logs. Likewise, a failed TLS connection produces a
TLS failed entry. If a message does not have an associated TLS entry in the log file, that message was not
delivered over a TLS connection. Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-
appliance/118844-technoteesa-00.html The exhibit in this Qshows a successful TLS connection from the remote
host (reception) in the mail log.

messages, such as filter actions, anti-virus and anti-spam verdicts, and delivery attempts. If there is a successful
TLS connection, there will be a TLS success entry in the mail logs. Likewise, a failed TLS connection produces a
TLS failed entry. If a message does not have an associated TLS entry in the log file, that message was not
delivered over a TLS connection.

Reference:

The TLS connections are recorded in the mail logs, along with other significant actions that are related to
messages, such as filter actions, anti-virus and anti-spam verdicts, and delivery attempts. If there is a successful
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TLS connection, there will be a TLS success entry in the mail logs. Likewise, a failed TLS connection produces a
TLS failed entry. If a message does not have an associated TLS entry in the log file, that message was not
delivered over a TLS connection. Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-
appliance/118844-technoteesa-00.html The exhibit in this Qshows a successful TLS connection from the remote
host (reception) in the mail log.
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A. ip dhcp snooping verify mac-address
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To understand DHCP snooping we need to learn about DHCP spoofing attack first.

DHCP spoofing is a type of attack in that the attacker listens for DHCP Requests from clients and answers them
with fake DHCP Response before the authorized DHCP Response comes to the clients. The fake DHCP Response
often gives its IP address as the client default gateway -> all the traffic sent from the client will go through the
attacker computer, the attacker becomes a "man-in-the-middle".

The attacker can have some ways to make sure its fake DHCP Response arrives first. In fact, if the attacker is
"closer" than the DHCP Server then he doesn't need to do anything. Or he can DoS the DHCP Server so that it
can't send the DHCP Response.

DHCP snooping can prevent DHCP spoofing attacks. DHCP snooping is a Cisco Catalyst feature that determines
which switch ports can respond to DHCP requests. Ports are identified as trusted and untrusted.

Only ports that connect to an authorized DHCP server are trusted, and allowed to send all types of DHCP
messages. All other ports on the switch are untrusted and can send only DHCP requests. If a DHCP response is
seen on an untrusted port, the port is shut down.

The port connected to a DHCP server should be configured as trusted port with the "ip dhcp snooping trust"
command. Other ports connecting to hosts are untrusted ports by default.

In this question, we need to configure the uplink to "trust" (under interface Gi1/0/1) as shown below.
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Cisco Security Manager provides a comprehensive management solution for: - Cisco ASA 5500 Series Adaptive
Security Appliances - Cisco intrusion prevention systems 4200 and 4500 Series Sensors - Cisco AnyConnect
Secure Mobility Client Reference: https://www.cisco.com/c/en/us/products/security/security-manager/index.html
- Cisco ASA 5500 Series Adaptive Security Appliances

- Cisco intrusion prevention systems 4200 and 4500 Series Sensors

- Cisco AnyConnect Secure Mobility Client

Cisco Security Manager provides a comprehensive management solution for: - Cisco ASA 5500 Series Adaptive
Security Appliances - Cisco intrusion prevention systems 4200 and 4500 Series Sensors - Cisco AnyConnect
Secure Mobility Client Reference: https://www.cisco.com/c/en/us/products/security/security-manager/index.html
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The following are restrictions for Flexible NetFlow: + Traditional NetFlow (TNF) accounting is not supported. +
Flexible NetFlow v5 export format is not supported, only NetFlow v9 export format is supported. + Both ingress and
egress NetFlow accounting is supported. + Microflow policing feature shares the NetFlow hardware resource with
FNF. + Only one flow monitor per interface and per direction is supported. Reference:
https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3se/
consolidated_guide/b_consolidated_3850_3se_cg_chapter_011010.html When configuring NetFlow, follow these
guidelines and restrictions: + Except in PFC3A mode, NetFlow supports bridged IP traffic. PFC3A mode does not
support NetFlow bridged IP traffic. + NetFlow supports multicast IP traffic. Reference:
https://www.cisco.com/en/US/docs/general/Test/dwerblo/broken_guide/netflow.html The Flexible NetFlow - MPLS
Egress NetFlow feature allows you to capture IP flow information for packets that arrive on a router as Multiprotocol
Label Switching (MPLS) packets and are transmitted as IP packets. This feature allows you to capture the MPLS
VPN IP flows that are traveling through the service provider backbone from one site of a VPN to another site of the
same VPN Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/netflow/configuration/15-mt/nf-15-mt-
book/cfgmpls-netflow.html

+ Traditional NetFlow (TNF) accounting is not supported.

+ Flexible NetFlow v5 export format is not supported, only NetFlow v9 export format is supported.

+ Both ingress and egress NetFlow accounting is supported.
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+ Microflow policing feature shares the NetFlow hardware resource with FNF.

+ Only one flow monitor per interface and per direction is supported.

Reference:

consolidated_guide/b_consolidated 3850 3se_cg_chapter_011010.html

When configuring NetFlow, follow these guidelines and restrictions:

+ Except in PFC3A mode, NetFlow supports bridged IP traffic. PFC3A mode does not support NetFlow bridged IP
traffic.

+ NetFlow supports multicast IP traffic.

The Flexible NetFlow - MPLS Egress NetFlow feature allows you to capture IP flow information for packets that
arrive on a router as Multiprotocol Label Switching (MPLS) packets and are transmitted as IP packets. This feature
allows you to capture the MPLS VPN IP flows that are traveling through the service provider backbone from one
site of a VPN to another site of the same VPN The following are restrictions for Flexible NetFlow: + Traditional
NetFlow (TNF) accounting is not supported. + Flexible NetFlow v5 export format is not supported, only NetFlow v9
export format is supported. + Both ingress and egress NetFlow accounting is supported. + Microflow policing
feature shares the NetFlow hardware resource with FNF. + Only one flow monitor per interface and per direction is
supported. Reference: https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3se/
consolidated_guide/b_consolidated_3850_3se cg_chapter_011010.html When configuring NetFlow, follow these
guidelines and restrictions: + Except in PFC3A mode, NetFlow supports bridged IP traffic. PFC3A mode does not
support NetFlow bridged IP traffic. + NetFlow supports multicast IP traffic. Reference:
https://www.cisco.com/en/US/docs/general/Test/dwerblo/broken_guide/netflow.html The Flexible NetFlow - MPLS
Egress NetFlow feature allows you to capture IP flow information for packets that arrive on a router as Multiprotocol
Label Switching (MPLS) packets and are transmitted as IP packets. This feature allows you to capture the MPLS
VPN IP flows that are traveling through the service provider backbone from one site of a VPN to another site of the
same VPN Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/netflow/configuration/15-mt/nf-15-mt-
book/cfgmpls-netflow.html
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