Cisco0.350-701J.v2021-11-06.q116

AERa— K 350-701J
Implementing and Operating Cisco Security Core Technologies (350-701 H A&

AERL I - i)
PRSI A — : Cisco

FHRBEOR : 116
N—23r . v2021-11-06
R— SO

_ 478
==
B BE
g@%mﬂaﬁ 15522
https://www.jpnshiken.com/shiken/Cisco.350-701J.v2021-11-06.9116.html

BHiE:1

959 RFEXa)T4F MV R—R U b EENCEDERICES VI T7UORFAOYTLET,
1E fi#:

Steps:

ud Qata orofeddnn assessment

Eﬁ:ﬁ: 2

EDERBEFMEBEN YV SAT U MIBEDA T a EREL BEOHEZAOEBEZLEL
LEITM?

A WA

B.7—T 47

C. ARt

D.A7Y a3y

EfE:B(QAAV FEHKT D)

B 3

22DIL—bFxy bR A TEEAITTMN? 2DERLTLFZELY
A. registry

B. bootloader

C. user mode

D. buffer mode


https://www.jpnshiken.com/shiken/Cisco.350-701J.v2021-11-06.q116.html
https://www.jpnshiken.com/q/12744-1154176/

E. virtual
IEfR: (EfEZRTLET)

B 4
CiscoFirepowerQEF 1) T4 A T U Pz VAR O—%FEHLET, FirepowerJ Oy I RN—
AD2DODEEFENTIT H,
2OERLTLIEESLY,)
A. 70O +3/LID
B. URL
C.IP7FLX
D. R— +&ES
E.MAC7 FL X
Eff: (EfEZRTLET)

Reference:

Security Intelligence Sources

¢ System-provided feeds

Cisco provides access to reqularly updated intelligence feeds for domains, URLs andP addresses.
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* The appliance will try once to upload the file; if upload is not successful, for example because of connectivity problems, the file may not be uploaded. If the failure was because the file analysis
server was overloaded, the upload will be attempted once more.

https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118796-technote-
esa-00.html
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often used to dynamically build SQL statements that interact directly with a database. A SQL injection attack is an attack that is aimed at subverting the original
nitent of the application by submitting attacker-supplied SQL statements directly to the backend database. Depending on the web application, and how it
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https://www.cisco.com/c/dam/en/us/products/collateral/security/cloudlock/cisco-cloudlock-cloud-
data-securitydatasheet.pdf
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Cisco Cloudlock is the APl-based cloud access security broker (CASB) that
helpg accelerate use of the cloud. By securing{your identities, data, and apps,
Elewdiock combats account compramises, ‘breaches, and cloud app ecosystem
risks. Our API-driven approach-provides a simple and open way to enable
healthy cloud adoption.
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You can also monitor on-premises networks in your organizations using Cisco Stealthwatch
Cloud. In order to do so, you need to deploy at least one Cisco Stealthwatch Cloud Sensor
appliance (virtual or physical appliance).
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Explanation

ETHOS is the Cisco file grouping engine. It allows us to group families of files together so if we
see variants of a malware, we mark the ETHOS hash as malicious and whole families of malware
are instantly detected.

Reference:

ETHOS = Fuzzy Fingerprinting using static/passive heuristics
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Reference:

- Determines which identities the recipient perceives

1s sending the message

https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-email-security/at-a-glance-
c45-740894.pdf
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Reference:
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-
protection/at-a-glance-c45-731874.html
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Explanation

Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud
Access Security Broker (CASB) and cloud cybersecurity platform.
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Reference:
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118219-configure-
esa-00.html
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A. asa-host €onfig) #nmp-server group myv3 v3 priv
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asa-host €onfig) #snmp-server host inside 10.255.254.1 version 3 andy
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To configure an NTP enabled router to require authentication when other devices connect to it,
use the following commands:

NTP_Server(config)#ntp authentication-key 2 md5 securitytut

NTP_Server(config)#ntp authenticate

NTP_Server(config)#ntp trusted-key 2

Then you must configure the same authentication-key on the client router:
NTP_Client(config)#ntp authentication-key 2 md5 securitytut

NTP_Client(config)#ntp authenticate

NTP_Client(config)#ntp trusted-key 2

NTP_Client(config)#ntp server 10.10.10.1 key 2

Note: To configure a Cisco device as a NTP client, use the command ntp server <IP address>.
For example:

Router(config)#ntp server 10.10.10.1. This command will instruct the router to query 10.10.10.1
for the time.
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Reference:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-firepowerservices/200451-
Configure-Intrusion-Policy-and-Signature.html
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B. AES-ABC
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E. AES-CBC
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Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-mt/sec-sec-
for-vpns-w-ipsec-15-mt-book/sec-cfg-vpn-ipsec.html
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HQ Router(config)# username admin5 privilege 5
HQ_Router(config)#privilege interface level 5 shutdown
HQ Router(config)#privilege interface level 5 ip

HQ Router(config)#privilege interface level 5 description
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obtains contextual identity and profiles for all the users and

Cisco Stealthwatch devices connected on a network,

software-definéd segmentation that uses SGTs and allows
Clsco ISE administrétors to quickly scale and enforce policies across the
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rapidly collects and analyzes NetFlow and telemetry data to
deliver in-depth visibility and understanding of network traffic
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Explanation

Easy Connect simplifies network access control and segmentation by allowing the assignment of
Security Group Tags to endpoints without requiring 802.1X on those endpoints, whether using
wired or wireless connectivity.

Reference:

easy-connect-configuration-guide.pdf

BR: 112

IO =7MCiscoESAZRELTVWT REFT7 FLAANDEFA—IAvE—DEZITAND
MEBTHNZHBLIZVWEEZEZTVWET  FASNEZEET7 FLANEENTLS Y R ME
Entcyemn-

A. SAT

B. RAT

C. HAT

D. BAT

IEfR: (EfEZzRTLET)

B 113

BTRZ8BLTLESIL, COPythonR 2 ) T rIFAIZERLETHM?
A. SSHiE# Z#{# A L TCiscolSEIZxt L TERIELFT

B. TLSVISSL7 A O JLIC K BRI AREICLET

C. CiscOISETHRE SN/ EIDRA 7 DLDAPA—H % —EBRRLET
D. ersadD1—H & %A L TCiscolSEH—/N X L TRIEL F T,
IEfR: (EfEZzRTLET)

B 114
< #—< FlintercloudFabricT 704 A Y FETILD2DOD A A TIXFTIMN? 2DOFBIRLTL
=Ly,)

A NTJyo2Tx—TF
B.Y—EX7ONA F—HEHE
C.IVA—TS54XEHE

D. 1—H—&1#

E.NA Ty FTR—TF
IEfR: (EffZzRTLET)
Reference:

The Cisco Intercloud Fabric architecture provides two productconfigurations to address the following
two consumption models:

* Cisco Intercloud Fabric for Business

¢ Cisco Intercloud Fabric fdr Providers
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