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Each NSEL data record has the event time field (NF_F_EVENT_TIME_MSEC), which is the time that the event occurred in milliseconds. The NetFlow packet may consist of multiple events;
however, the time that the packet is sent does not represent the time that the event occurred, because the NetFlow service waits for multiple events to pack the NetFlow packet.
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HQ Router (config)# username admin5 privilege 5
HQ Router(config)#privilege interface level 5 shutdown

HQ Router (config)#privilege interface level 5 ip

HQ Router (config) #privilege interface level 5 description
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Cisco Umbrella uses the internet’s infrastructure to block malicious destinations before a connection is ever established. Umbrella uses DNS to
stop threats over all ports and protocols — even direct-to-IP connections. Stop malware before it reaches your endpoints or network.
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https://support.umbrella.com/hc/en-us/articles/115004564126-SSL-Decryption-in-the-Intelligent-Proxy
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https://learningnetwork.cisco.com/s/question/0D53i00000KsrhK/rsa-key
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A bridge group is a group of interfaces that the ASA bridges instead of routes. Bridge groups are only supported in Transparent Firewall Mode. Like
any other firewall interfaces, access control between interfaces is controlled, and all of the usual firewall checks are in place.
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a software program that copies itself from one computer to

phishing another, without human interaction

unwanted messages in an email inbox

group of computers connected to the Internet that have been
compromised by a hacker using a virug or Trojan horse

fraudulent attempts by cyber criminal$ to obtain private
infagmation

phishing ‘ worm “
botnet spam

spam 4 _ ~ botnet

worm Cl ' phishing
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A. Cisco Cloudlock

B. Cisco Umbrella

C. Cisco AMP

D. Cisco App Dynamics
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Cisco Cloudlock is the APl-based cloud access security broker (CASB) that
helpg accelerate use of the cloud. By securing{your identities, data, and apps,
Clewdiock combats account compramises, ‘breaches, and cloud app ecosystem
risks. Our API-driven approaeh-provides a simple and open way to enable
healthy cloud adoption.
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often used to dynamically build SQL statements that interact directly with a database. A SQL |nj'e'cti0n attack is an attack that is aimed at subver‘tin'g' the original
ntent of the application by submitting attacker-supplied SQL statements directly to the backend database. Depending on the web application, and how it
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\NetFlow Flows Key Fields

\ network flow is identified as a unidirectional stream of packets between a given source and destination--both are defined by a network-layer IP
iddress and transport-layer source and destination port numbers. Specifically, a flow is identified as the combination of the following key fields

¢ Source IP address
 Destination IP address

¢ Source port number

« Destination port number
« Layer 3 protocol type

« Type of service (ToS)

« Input logical interface
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and remediation to protect against
targeted persistent malware attacks
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defense and web protection, visibility, and
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application
control and URL filtering
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Web Security Appliance
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targeted persistent malware attacks :

superior threat prevention an}fhim ?I&e?m*mm r:(gl,;aclclngahaa?:si{as,
for known and unknown threats saladtod Derc ciont iahaIE Allacks

application-layer control and ablﬁtyto N
enforce usage and tailor detection puhues
based on custom appilcatluns ami’URLs

application-layer control and ability to
enforce usage and tailor detection policies
based on custnm appltcaﬁms and URLs

defense and web protechﬁn, msmlllty ‘and
controlling solutions
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HQ Router(config)# username admin5 privilege 5

HQ Router(config)#privilege interface level 5 shutdown

HQ Router(config)#privilege interface level 5 ip

HOQ Router(config)f#privilege interface level 5 description
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An explicit proxy deployment is when a client proxy-awere application. like

a mature web browser. has a configuratien gréa within for proxy settings to

declare and use a proxy, like the WAL his method is typically combined
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https://www.cisco.com/ELearning/bulk/public/celc/CRS/media/targets/resources_mod07/7_3 5 improving_security.pdf
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https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-
v61/introduction_to_network_discovery and_identity.html?bookSearch=true
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We should scan emails using AntiVirus signatures to make sure there are no viruses attached in emails.

Note: A virus signature is the fingerprint of a virus. It is a set of unique data, or bits of code, that allow it to be identified. Antivirus software
uses a virus signature to find a virus in a computer file system, allowing to detect, quarantine, and remove the virus.

SenderBase is an email reputation service designed to help email administrators research senders, identify legitimate sources of email, and
block spammers. When the Cisco ESA receives messages from known or highly reputable senders, it delivers them directly to the end user
without any content scanning. However, when the Cisco ESA receives email messages from unknown or less reputable senders, it performs
antispam and antivirus scanning.

Reference:

/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0100100.html
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Gateway of last resort is 1.1.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 1.1.1.1, outside

1.1.1.0 255.255.255.0 is directly connect, outside

172.16.0.0 255.255.0.0 [1/0] via 192.168.100.1, inside

192.168.100.0 255.255.255.0 is directly connected, inside

172.16.10.0 255.255.255.0 is directly connected, dmz
10.10.10.0 255.255.255.0 [1/0] via 172.36.10.1, dmz

a0 nn

access-list redirect-acl permit ip 192.168.100.0 255.255.255.0 any
access-list redirect-acl permit ip 172.16.0.0 2550255. 00 any

class-map redirect-class
match access-1list redirect-acl

policy-map inside-policy
class redirect-class

sfr fail-open

service-policy inside-policy global
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Employees can use the My Devices portal to register and manage their personal devices. The My Devices portal includes online help that provides
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> show crypto 1psec sa
interface: Outside

Crypto map tag: CSM Outside map, seq num: 1, local addr:
209.165.200.225 . B

access-list CSM IPSEC ACL 1 extended permit ip 10.0.11.0
1255 .255.255.0 10.0.10.0 255.255.255.0
local ident (addr/mask/prot/port): (10.0.11.0/255.255.255.0/0/0)

current peer: 209.165.202.129 ‘

#ipkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 17, #pkts decrypt: 17, #pkts verify: 17

#pkts compressed: 0, #Hpkts decompressed: 0

#pkts not compressed: 0, Hpkts comp failed: 0, #pkts decomp
failed: O

#pre-frag successes: 0, #pre-frag failures: 0, #fragments
icreated: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing
reassembly: 0

#TFC rcvd: 0, WTFC sent: 0

#valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 209.165.200.225/500, remote crypto endpt.:
209.165.202.129/500

path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: B6F5EAS3

current inbound spi : B434BDEE

remote ident (addr/mask/prot/port): (10.0.10 Q4255 .255.255.0/0/0)
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Explanation

The Application Visibility and Control (AVC) engine lets you create policies to control application activity on the network without having to fully
understand the underlying technology of each application. You can configure application control settings in Access Policy groups. You can
block or allow applications individually or according to application type. You can also apply controls to particular application types.
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ip dhcp snooping
ip dhcp snooping vian 41,44
'

interface GigabitEthernet1/0/1

description Uplink_To_Distro_Switch_g1/0/11
switchpoit trunk pative vian 999

switchport trunk allowed vian 40,41,44
switchport mode trunk

HBE, R~y FT7—YVRNTDHCPRAX—EV I H#FEALTVWET FHLLWRAS Y FOVLANM DA—H—M IP7 FLAAREBEIN TGN E
RFEEE>TVWET , A—H—I2Rxy FIT—VERERETIICE RAYFAUE—T A RATENDIAY Y FEERT I2DELHY FT
m?

A. ip dhcp snooping verify mac-address

B. ip dhcp snooping limit 41

C. ip dhcp snooping vian 41

D. ip dhcp snooping trust
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/snoodhcp.html
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import requests

client_id = "a1b2c3d4e5f6g7h8ioj0’

api_key = 'a1b2c3d4-e5f6-g7h8-i9j0-k112m3ndo5p6’

url = "https./lapi.amp.cisco.com/vi/computers’
résponse = requests.get(url, auth=(client_id, api_key))
response_json = response.json()

for computer in response_json['data’]:
network_addresses = computer[ network_addresses’]
for network_interface in network_addresses:
mac = network_interface.get('mac’)
ip = network_interface.get('ip')
ipv6 = network_interface.get('ipv6’)
print(mac, ip, ipv6)
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A. AES-BAC

B. AES-ABC

C. HMAC-SHA1 / SHA2

D. ') 7JLAMC-CBC

E. AES-CBC
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-mt/sec-sec-for-vpns-w-ipsec-15-mt-book/sec-cfg-vpn-
ipsec.html
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A. asa-host(config)#snmp-server group myv3 v3 noauth

asa-host(config)#snmp-server user andy myv3 auth sha cisco priv 3des cisScXXXXXXXX asa-host(config)#snmp-server host inside
10.255.254.1 version 3 andy

B. asa-host(config)#snmp-server group myv3 v3 noauth

asa-host(config)#snmp-server user andy myv3 auth sha cisco priv aes 256 cisCcXXXXXXXX asa-host(config)#snmp-server host inside
10.255.254.1 version 3 andy

C. asa-host(config)#snmp-server group myv3 v3 priv

asa-host(config)#snmp-server user andy myv3 auth sha cisco priv aes 256 ciscXXXXXXXX asa-host(config)#snmp-server host inside
10.255.254.1 version 3 andy

D. asa-host(config)#snmp-server group myv3 v3 priv

asa-host(config)#snmp-server user andy myv3 auth sha cisco priv des cisScXXXXXXXX asa-host(config)#snmp-server host inside
10.255.254.1 version 3 andy
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The Cisco Intercloud Fabric architecture provides two productconfigurations to address the following
two consumption models:
* Cisco Intercloud Fabric for Business

s Cisco Intercloud Fabric far Providers
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https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/g-and-a-c67-737402.html
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https://www.cisco.com/c/en/us/td/docs/security/esa/esa111/user_guide/b_ESA Admin_Guide_11_1/b_ESA_ Admin_Guide_chapter_01111.html
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https://www.cisco.com/c/en/us/products/security/what-is-a-ddos-attack.html
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https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118219-configure-esa-00.html
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https://www.cisco.com/c/en/us/td/docs/security/esa/esa120/user_guide/b ESA Admin_Guide 12 0/b_ESA_ Admin_Guide_chapter_01100.html
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Explanation

When supporting personal devices on a corporate network, you must protect network services and enterprise data by authenticating and
authorizing users (employees, contractors, and guests) and their devices. Cisco ISE provides the tools you need to allow employees to
securely use personal devices on a corporate network.

Guests can add their personal devices to the network by running the native supplicant provisioning (Network Setup Assistant), or by adding
their devices to the My Devices portal.

Because native supplicant profiles are not available for all devices, users can use the My Devices portal to add these devices manually; or you
can configure Bring Your Own Device (BYOD) rules to register these devices.

Reference:

/m_ise_devices byod.html
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