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The Cisco Intercloud Fabric architecture provides two product configurations to address the following

two consumption models:

* Cisco Intercloud Fabric for Business

o (Cisco Intercloud Fabric for Providers
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Each MSEL data record has the event time fiedd (NF_F_EVENT _TIME_MSEC), which is the time that the event occumed in milliseconds. The NetFlow packet may consist of multiple events
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detection, blocking, tracking, analysis,
and remediation to protect against
targeted persistent malware attacks

Next Generation
Intrusion Prevention System

superior threat prevention and mitigation Advanced Malware
for known and unknéwn threats Protection

apphication=layer gontrol and ability to
enforce usage-and-ailor detection policies
based on custom applications and URLs

combined integrated solution of strong
defense and web protection, visibility, and
controlling solutions
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control and URL filtering
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detection, blocking, tracking, analysis.
and remediation to protect against
targeted persistent malware attacks
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enforce usage and tailor detection policies
based on custom applications and URLs

combined integrated solufion of sfrong
defense and web protection. wsibllity and
controlling solutions
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combined u‘@grated solution of stmng
defense and web protechon visibility, and

superior threat prevention and mitigation
for known and unknown threats

detection, blocking, tracking, analysis,
and remediation to prote ainst
ersnstent malware attacks

'ab ﬂ:é ~ontrol and ability to
tailor detection policies

based on custom applications and URLS

combined integrated solution of strong

defense and web protection, visibility, and
controlling solutions
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provides superior threat prevention and mitigation for
and unknown threats

provides outbreak control through custom detections

provides the root cause of a threat based on mrlﬁmgm
of compromise seen

provides the ability to pmmwk decctverny

provides intrusion prevention before mahware comprises
the hast
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and unknown threats [ provides the abmtv to perform network discovery
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provides outbreak control through custom detections
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provides outbreak control through custom detections
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- provides the root cause of a threat based on the indicators
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provides intrusion prevention before malware comprises T . A
the host provides intrusion prevention before malware comprises
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secure Internet gateway In the cloud that provides a security
solution that protects endpoints on and off the network against

threats on the Internet by using DNS
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Man-in-the-middle (MitM) attacks, also known as eavesdropping attacks, occur when attackers insert

themselves into a two-party transaction. Once the attackers interrupt the traffic, they can filter and steal data.
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BRZzZHRLTIESY,

ip dhecp snooping

ip dhcp snooping vlan 41,44
|

interface GigabitEthernetl/¢/1
description UpdinkiTo Distro Switch gl/0/11
switchport tEunk native vlan 999 -
switchport trunk allowed wvlan 40,41, 44
switchport mode trunk
HBIE .~y FT—Y9ATDHCPRAX—E VI Z#FRALTVWET FHILWLWRA Yy FOVLANAIDA—H =D IP7 FLAARBBEINTWWEWEREE
EOoTLWEYT, A—HF—IIRxy TV ERERETEIDIC. RAYFAUVI—T A RTENDIAT U FEERET IDENHYEFITMN?
. ip dhcp snooping verify mac-address
. ip dhcp snooping limit 41
. ip dhcp snooping vian 41
. ip dhcp snooping trust
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MEEEESNTE LT DHCPERDAZXIETEET, EETELULR— FTDHCPIREMNR LN BIHGE R—rE vy hEH U EShFET,
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D. RIRENIZ b T T4V VIZEDVWTHRY O—%EFET 5K 51ZCiscoESAZFRELFT,
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F9,

Install monitoring extension for AWS EC2. ~(step 1
Restart the Machine Agent. || "\ O step 2
Update config.yami. QX\Y" | step 3
Configure a Machimm step 4
1E fiZ:

Install monitoring extension for AWS EC2.| || Configure a Machine Agent or SIM Agent.

Restart the Machine Agent. Install monitoring extension for AWS EC2.

Update config.yam!. Update conﬁg;yaml. :
Restart the Mactine Agent” |

Configure a Machine Agent or SIM Agent.
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DHCP Attacker
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Info: Hew SMTF ICID 30 inverface Management (192. llil 0. 1un:
address 10.128.128.200 reverse dni host unknown vlﬂ'ﬂ,{d no

Infa: ICID 30 ACCEPT 5G SUSPECTLIST match abrs[none] SBRS Hore

info: ICID 30 TLS success protocal TLSwl cipher
DHE-RSA-AES256-5HA

Infe: SMTP Auth: (ICID 30) succeaded for user: cises using
AUTH mechanism: LOGIN with profile: ldap smep

Info: MID 80 matched all meciplents for per-recipient policy
DEFAULT in the outhound table

EDIA TORAENMERSINTOETHM?
A.SMTP ) L—H—/\—ER5E
B. POP3Z2:E
C. M —H—& 1 L—A—)LEEE
D. MicrosoftOutlook® LDAPEREE
Eff:D (24> FEHRKRT B)
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provides detection, blocking, tracking, analysis and remediafibn Firepgwer

to protect againct targeted persictent ma}.'rarf attiicks 'I
provides supenor threat prevention and mitigation fﬂr kmwn - ==
and unknown threats y
——
provides outbreak control through custom detections
provides the root cause of 3 thraat based on the indicators Cisco AMP

of compromise seen

provides the ability to perform network discovery

provides intrusion prevention before malware comprises
the hiost

1E fiz:


https://www.jpnshiken.com/q/27288-2129446/
https://www.jpnshiken.com/q/27288-2129447/

provides detection, blocking, tracking, analysis and remediation (Cisco Firepower

to protect against targeted persistent malware attacks provides detection, blocking, tracking, analysis and remediation
to protect against targeted persistent malware attacks

provides superior threat prevention and mitigation for known
and unknown threats provides the ability to perform network discovery

provides superior threat prevention and mitigation for known

provides outbreak control through custom detections M8 unknown threats

provides the root cause of a threat based on the indicators Cisco AMP
of compromise seen

provides outbreak control through custom detections

provides the ability to perform network discovery
provides the root cause of a threat based on the indicators
of compromise seen

provides intrusion prevention before malware comprises P i ; :
the host provides intrusion prevention before malware comprises

the host
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A. Cisco FTDVIZURL T 4 LB 1) U5 EHHR— k LTOET A ASAVIZHR— F LTOER A,

B. Cisco FTDVIZFAWS TEITENFE T A, CiscoASAVIIETEINFEHF A,

C.Cisco FTDVIZIGBD 7 7 A4 7O+ —ILRI—T v F#RH L E T A CiscoASAVIZIRELFE A,
D. Cisco FTDvIZVMWare TE{TENFE I A, CiscoASAVIEETENFEE A,

Ef: (ERERELET)

HERH: 133

AT Y REFA NI a—2avEBATIEAE FUTLUIRABBLELTELTEDENHZ2DDH—ERIEZENTI N,
2OEIRLTLEEELY,)

A. A JLAXER

B. DDoS

C. 51k

D.DLP

E. R/NLXHE

IFfiR: (EfiZ R LET)

HR: 134

A4 VRAF v/ —RFEBELETIZ VPNI—HF—HCiscolSEIZxt L THRRF & TE HCiscoASADHEREIL ENTT H,
A. RADIUSO XL E

B. DHCPRAX—E V4

C. T/ RIBHk

D. VLANRY EV Y

EfE: A(Q AV LEEKRT D)


https://www.jpnshiken.com/q/27288-2129450/
https://www.jpnshiken.com/q/27288-2129451/
https://www.jpnshiken.com/q/27288-2129452/
https://www.jpnshiken.com/q/27288-2129453/

Bf: 135

Ry bRy FERALTEBSNSIHEORRZERTT A2
A.TCPZ35 v kK

B. ODOS

C. EIDDOS

D. VM4 LR

Ef: (Ef% &R LEY)

HRH: 136

I 22 =7 hMicrosoftWindows T FRA >V FTHRAF Y Fz vV #EAL MS17-010/8y FNA VR F—ILESNTWGEWI EZRRELEL,
NIZEKY T RKRA Y bAWannaCryS B LDz 7IC L THRELREEICHYEL:,

SOV LD TRED) RV EBEFTH2O00V ) a—23VIEENTTIHN? 2DFERLTLESLY,)

A3y RT—OADTIEREHAT BRI RARA Y b FLRLAEIZSN TS Z & EMERT 571862 Cisco IdentityServicesEngine T7R
AFXR)—FH[/ELFET,

B. AREICERSINIIT Y RIRA > bRy FEABKREREL T . TV FRA Y MIERBIEHEHEICZ A L) =2y FHAERINSLSICLET,
C.xY NIT—=U D7 REHAT BHHEINIMS17-010/3Ny F& 4 > X b—)LF B & 5 [ZCisco IdentityServicesEngine CARAF ¥R O—ZRELF
ERS

D. %Y b T—OADT I EREHATBHRNIY FRA YV I FLARNILEF VYT 5& 512 Cisco IdentityServicesEngine T 7R 774 1) U J R
)o—%BELET,

EIVRRAVEITFATOA—ILERI)O—EBE LT, ITIVRXRTASA LI T4 IDETERY NIV 2ARTOEANFRAEINGEVELESITLE
9,

E#: (ERERRLET)

AE72350-701 R RESE [LJPNTest.comigfit &t 350-7015KER(C ST 5 2 & ICRICII B ET ! JPNTest.comlE 5 &x#H350-701 A ERRARESE 1ML L
F9 . JPNTest.com 350-701 5 ERFIRBEE (XL SEHSNE LT, T T350-7T01RBBEENDTA I VS VEFITANE T BFRO7 7t
A . https://www.jpntest.com/shiken/350-701-mondaishu 727f 3 0%7 4« A h o > b #5814 %E|51a0— K: JPNshiken

Eﬁ:ﬁ: 137

EOMDMERMN R —ZEY) T4 ZRELEIMN?

A DASOERBEDTNA ABEEDEREZENIZT S

B. LRILTD T4 v H—=T) Y MZ&KBBET/INA RAD%E
C.EMDT7 IS5AT7UAERLIXSA R LOBYODY R— K
D. WPA2-Enterprisef¥ €& 7/ 1 RIZBBMIC Ty 195
Ef:C (A AV LEHKT D)

B 138
CiscoFirepower & CiscoASA®M £ A& LI TT H,


https://www.jpnshiken.com/q/27288-2129454/
https://www.jpnshiken.com/q/27288-2129455/
https://www.jpntest.com/shiken/350-701-mondaishu
https://www.jpnshiken.com/q/27288-2129456/

A. Cisco ASAIISSLIEE Z 1Rt L £9 A, CiscoFirepowerligfit L EH A,

B. Cisco Firepowerl& 4 7« FTIZEABIE#EEZ IR L £ 95, CiscoASAITIRE L FEEA,
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BRESELTEE,

HQ Router(config)# username admin5 privilege 5
HQ_Ronter{Caniq}#privi lege interface level 5 shutdown

HQ Router(config)#privilege interface level 5 ip

HQ Router(config)#privilege interface level 5 description
v D=0 EBEL adnmb1—HF—Dav Y FRIAZERLET, COHKEHR, admin51—H—[IHQ_RouterCRIMTEE T M ?
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obtains contextual identity and profiles for all the users and

Gisco Stealpwitch devices connected on a network.

softwargegefine) Segfhentation that uses SGTs and allows

Cisco ISE administitops ¥ quickly scale and enforce policies across the
. - network
Cisco Trusts rapidly collects and analyzes NetFlow and telemetry data to

deliver in-depth visibility and understanding of network traffic

secure Internet gateway In the cloud that provides a security
Cisco Umbrell® * solution that protects endpoints on and off the network against
threats on the Internet by using DNS
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Install monitoring extgr_;s_iﬁﬁ for AWS EC2.

Undate E:bnﬁg.y;aml. %
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standard includes MAT-T

uses six packets in main
mode to establish phase 1

uses four packets to establish ph.ase

1 and phase 2 *

uses three packels in aggressive

mode to establish phase 1

uses EAP for authenticating

remote access clients

uses six packets in main
mode to establish phase 1

&t BA

IKEv1

uses six packets in main
mode to establish phase 1

uses three packets in aggressive




IKEv1

uses six packets in main
mode to establish phase 1

uses three packets in aggressive

" uses four packets to establish phase
1 and phase 2

uses EAP for authenticating
remote access clients
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A. ip device-tracking

B. auth-type all

C. aaa server radius dynamic-author

D. aaa new-model
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A. TLSv1.2

B. TLSv1.1

C. BJTLSV1

D. DTLSv1
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B

How do you create an LDAP group query on the ESA?

1. Create prgEDAPR group query under System Administration > LDAP.
Enabfe thE'grotip qlery for the listener under Network > Listeper > {select the listener} > select the LDAP group query
Go to Incoming Mail Policies.
Create a new policy for the group
Add in the recipient matching the group
Choose LDAP group query instead of email

Select group query and put in the matéhing*group name.

Configure new incoming mail poli€ies: Anti-Spam, Anti-Virus, Content Filters, and Virus Outbreak Fiiters
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targeted persistent malware attacks
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detection, blocking, tracking, analysis,
and remediation to protect against
target rsistent malware attacks

superior threat prevention and mitigation
for known and unknown threats

detection, blocking, tracking, analysis,
and remdiahon to protect against

targeted persistent malware attacks

application-layer control and abiity to application-layer control and ability to

enforce usage and tailor detection policies | |enforce usage and tailor detection policies
based on custo ' ba n custo icatio UR

superior threat prevention and mitigation
for known and unknown threats

o combined integrated solution ong
=D protectlo V'S'b“'t!' and | | defense and web protection, visibility, and

controling solations™ = £, controlling solutions
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import requests

client_id ='a1b2c3d4e5f6g7h8i9j0’

api_key = ‘a1b2c3d4-e5f6-g7h8-i9j0-k112m3ndo5p6’

url = "hitps:llapi.amp.cisco.com/vi/computers’
response = requests.get{url, auth=(client_id, api_key))

response_json = response.json()

for computer in response_json['data’]:
network_addresses = computer['network_addresses’]
for network_interface in network_addresses:
mac = network_interface.get('mac’)
ip = network_interface.get{'ip’)
ipv6 = network_interface.get('ipv6’)
print{mac, ip, ipv6)
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ortScan Detecti many-to-one PortScan in which multiple hosts query a
R P o single host for open ports

Port Sweep onello-c;r-lé PortScan, attacker mixes spoofed source
IP addresses with the actual scanning IP address
Decoy PortScan one-to-many port sweep, an attacker against one or a
few hosts to scan a single port. on multiple target hosts
e PortS one-to-one PorfScan, an attacker against one or a
Distributed " few hosts to scanone ormullipleports
1E fi#:
PontScan Detection Distributed PortScan
—a R R
Decoy PoriScan % & . Port Sweep II
. ' T 7 T pbtScan Detection
Distnbuted PorfScan s
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develop a glbod seourty strategy and roadmap
aligned to business prionties

m strengthe and areas for iImprovement n
the cwrrent secunity architecture during anbaarding

understand the securty posture of the data or
activity takang place in pubke cloud deploymants

detect potential anomalies in user bahavior that suggest
mabicious behavior in a Software-as-a-Service apphcation

| user entity behavior assessment cloud security strategy workshop H

cloud data protection assessment P @%ﬂ%a%réiectim assessment
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cloud security architecture assessment

cloud security architecture assessment |
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Version:1 appropriate only for the main cache

\Mersion 5 introduced support for aggregation caches

Version 8 appropriate only for legacy systems

Version 9 introduced extensibility
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Cisco_Cloud_Hybrid_Email_Security Overview_Guide.pdf
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» Show Crypto l1lpsec sa
interface: Outside

Crypto map tag: CSM Outside map, seq num: 1, local addr:
209.165.200.225

accaess-list CSM IPSEC ACL 1 extended permit ip 10.0.11.0
255.255,255.0 10.0.10.0 255.255.255.0

local ident (addr/mask/prot/port): (10.0.11.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (10.0.10.0/255.255.255.0/0/0)

current peer: 209.165.202.129

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 17, #pkts decrypt: 17, #pkts verify: 17

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: @, ¥pkKts deSomp
failed: O

#pre-frag successes: 0, #pre-frag failures: 0, #fragments
created: 0

#PMTUs sent: 0, #PMTUs rovd: 0, #decapsulatad frgs heetding
reassembly: 0

#TFC rowvd: 0, #TFC sent: 0

#valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local corypto endpt.: 209.165.200.225/500, remote crypto endpt.:
209.165.202.129/500

path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: B6F5EAS3
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» System-provided feeds
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File Conditions List > pc_W10_64_ KB4012606_Ms17-010_1507_
File Condition
*Name pc_ W10 64 KB4012606_Ms1

Description Cisco Predefined Check: Micro

* Operating System  Windows 10 (All)

_ Compliance Module Any version

'FlleType FileVeersion
*File Path SYSTEM_32
* Operator LaterThan

* File Version 10.0.10240.17318
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develop a glbod seourty strategy and roadmap
oaligned to busness prionties

identfy strengthe and areas for iImprovement in
the cwrrent secunity architecture during anbaarding

understand the securty posture of the data or
activity takang place in pubke cloud deploymants

detect potential anomalies in user bahavior that suggest
mabicious behavior in a Software-as-a-Service apphcation

user entity behavior assessment ‘ cloud security strategy workshop
cloud data protection assessment cloud data protection assessment
—
cloud security strategy workshop cloud security architecture assessment
cloud security architecture assessment user entity m
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import requests

client_id = 'a1b2c3d4ed’

api_key = 'a1b2¢3d4-e5f6-g7h8'

url = 'https://api.amp.cisco.com/v1/computers’
response = requests.get(url, auth=(client_id, api_key))
response_json = response.json()

for computerin response_json['data']:
network_addresses = computer['network_addresses’)
for network_interface in network_addresses:
mac = network_interface.get('mac’)
ip = network_interface.get('ip')
ipv6 = network_interface.get('ipv6')
print(mac, ip, ipv6)
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standard includes NAT-T
uses six packets in main A
made to establish phase 1 ;: QW
uses four packets to establish phase Wl [IKEV2
1 and phase 2 _.."r\gi

uses three pack ggressi
mode to phase
uses EAP for authenticating
remote a
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a software program that copies itseif from one computer to
ancther, without human interaction

unwanted messages in an email inbox

group of computers connected to the Intemat that have been
compromtsedbyahadr.er using a virus or Trojan horse

8 rrauclu!ent attempts by cyber criminals to obtain private
=3 information

BH: 238



CiscoASDM & Y ¥, CiscoFMC % {E B3 2 FIE (XA T H,
A. Cisco FMClZJavaZ{#f L _ CiscoASDMIZHTMLS £ ER L £ T,
B. Cisco FMCIZEHEB IR L £ 9 H, CiscoASDMIFIRE L EFH A,
C. Cisco FMCIZT /31 AANDERFED Ty a2 HHR— b LTULETH, CiscoASDMIETHR— L TLWEEA,
D. Cisco FMCIZETRTD 77 A4 7o+ — L& R EHHR— b LETH, CiscoASDMILCiscoASAT /INf ADHEHHR—FLET
IEfR: (EfEZzRTLET)
Cisco FTD7 /34 X _ Cisco FirepowerT/3\1f R _ $ & UCisco ASA FirePOWERE ¥ 2 —/LI LLRIEFireSIGHTManagementCenter & FEIE T L =
FirepowerManagementCenter FMC) TEETZF3-HZDIFIEL K H Y FHACisco FTDT /34 X Cisco Firepower7 /314 X & & U Cisco ASA
FirePOWER®E ¥ 2 —/JLI& | LLRITIEFireSIGHTManagementCenter & FEIEH T L) f=FirepowerManagementCenter EMC) TEETE 9 -HZDILIEL <
HhYFHLASE
¥ ASA FirePOWERE S 1 —/)LIE_BRIIZ7 v F5 L— RENEASATRL—F 4 VI VAT LTETENET
FMCZERALTASAT 7A 7 04— ILikREZ BE T L5 LIETEFEEA,
Cisco Secure Firewall Threat Defense Manager Firepower Management Center) [&, —Ttitsh #ASh SEIEIhE-EEZRMHI LI LICLY,
DRADRY T EF2) T4V )a—2a DEMEEEOHET,
Cisco FTDT /34 X _ Cisco FirepowerT /3 1f X _ $ & UCisco ASA FirePOWERE ¥ 2 —JLIZ | LLEiEFireSIGHTManagementCenter & FE[E T L =
FirepowerManagementCenter FMC) TEETEZF4-HZDIFIIEEL K HY FH AT ASAFirePOWERE Y a—/LIXERIZEfTENET Ty TIL—F
SNASAARL—T 4 VTV RT A
FMCEFERLTASATD 7A 7 04— ILIEREEZBEET S LI TEEEA, I
Cisco Secure Firewall Threat Defense Manager Firepower Management Center) (& —Jtibt&h i sh AEEIhE=BEZRHIT LI EI2KY,
DRADRY T EF 2 ) T4V )a—2a DEMEEEOHFET,
;¥ ASA FirePOWERE S a—J)LIZ BRIZT7 v TIL—FENEASAARL—T 4 VGO RTLTEITESINET
FMCZEERLTASAT 7 A 74— ILBEEEZEET D LIEITEELEA, J
Cisco Secure Firewall Threat Defense Manager Firepower Management Center) (&, —Jtibt&sh #idsh SEEINE-BEZRERHBIT LI LICKY,
DRADFRY R T—=0 X2 T4V)a—a DENESOHET,

Hf: 239

IVOZTFIE KRR N EDEBEEOHDIT7 IV TAETAERETEIEHICEEITELRELL V59 FRTANA S —DAD_XLEZFHLTT LA R
atEFa)TATNARITEETEHELSICHBDONT VI 0T FEEELTVWEY, COBBEEZERTHEHIC. TV ZTFTREDANZ=ZXL
KT ODLENHYFETH?

A. 2 5—R—F

B. NetFlow

C.7Oo—

D.vPCoZO—0O%

IFfE: (EMEZRTLETD)

https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/g-and-a-c67-737402.html

’Eﬁﬁ: 240
T2 =7I CiscoASAZB@ET D T 714 v IICET HNetFlowL O— FZEERBLIZVWEBEZTVET,
EDCiscoASAOT Y REFERTAIBENRHY I H,


https://www.jpnshiken.com/q/27288-2129557/
https://www.jpnshiken.com/q/27288-2129558/

A. 70—I 9 RR—42—<LZHI>
B. ip flow-export destination 1.1.1.1 2055
C.1.1.1.12055MAM 70 —I Y AFR— k4%
D. ip flow monitor <name> input

TR (EREHETLET)

B 241

FYRT—=D IO TIE Y FT—JICH LVEEERIZEMT 5EHEEE H>TULVET, Cisco ISEANACH—/NE LTHERAINTEY FHLLT
NA RZIFEAAEG Y TV DY ERBHYFRA, COTNARERY FT—JIZREICERT DICE AEZTIHENHYEFTM?

A JO274Y) V5 TMABZERT %

B. £l TMABZHERLET,

C. ZBEHAET802.1XEFERALET,

D. 70774 ") 045 T8021XEEALET,

EfE: (EREERLET)

SREASRBAFT LWLNT A RIZIEH T U h Y bR 802 1XEFERATEE A, MACEREE/ N1 /XX KIAB) (X, 802.1xEHHR— k LIEWLT /N1 XD
TA—IN\y O FTLarTed BEL MohOBFLEIERXTERBICERSNET MABIE &A—tE> T4 7—2—IZHEHKET /A4 KOMACT FL R
FRESE. TNEFI—F—RENRRT—FELTRIAY—N—ICEES TSI THELFET BT —N—FRI—ZFF v L 802.1xDHE
E B LC & 5(ZAccess-AcceptE f=[FAccess-RejectZ%E YR LET ,Cisco ISETAT 7AYo T H—ER[F Ry FT—J[ZEHSNTWSEI Y RiRA
VrOBMBREESEERBELETISEIX MACT FLRAZ—EDHMNFELTHERALT . ERXY R I— VIV RRA U MDIEIEFLERZINE
L.ABMIVFRA VY FT—IR—RE#EBELFT HEITOLRTIE RESNEREZHRI/FRSN-EEFE1——EROFHLBELE
T INODEHRE, TOT7AMIVDLEELZSA T VICHEERTONET , S5O TAT7AILICIE, B/AMILY 547 >+ iPad, Android2 7
Lw k_ Chromebook# &) TRY by TARL—F 4 U5 X T L Windows,_Mac OS X _Linux% &) B L UEHDIFEL—HF—%EL SFIFEL
BEODTNAANEENET TV A= BRE WA F—LAVY—ILEBEDVATL DEENEE T VRRSA D MEIRY FT—2 120 L TEH
AEN, TATF7AICEDVTT IV ERADNHFAENES , AL IPEETOT7MILIC—HTHIY FRA 2 ME FBEEAEE L TMACEREE M1
XX MAB) #EA L CERVLANICERETEET, £ 531 206lE, AT ST NA RIZEDVWT A—HF—ITEML SNy FT—U 7V R %17
WMTHETT BIAEX REBERF SHOT—IVRT—2a0hoRry M I—DJIZTIORRTBEEICTLTIELRERBTEETH, EADIPhone
MRy FI—DIZT7 0 RTEHEZEFFRAFTEDRY FT—0TF7 0 AMNEFERAENET , S8 https //community.cisco.com/t5/security-
documents/ise-profiling-design-guide/ta-p/373945653BA%T L L\ T /31 R(ZIEH T Ay b= 802 AXEFERATEE A,

MACEREE/ N1 /X8R KMAB) & 802 1xZHHR—FLEBEWTNA RAD I+ —IN\v I F T 30T FE2LE AIohOBFELEIEATERIZERSINE
T MABIX A—t T 45— 3 —IZ8EBET/NA ADMACT FLRZEIEGSE  ThEx1—H—RENRRT—RELTERIEY—/N\—IZEESED &
THRELE T R —/\—FRY—FF v L _802.1xMDiHFE LR L & 5I1ZAccess-Accept® f-IZAccess-RejectZE &£ YR LE T,

CiscoISETR 774 UV TH—ERIE 7Y FT—VICEHKGINTWDAII Y FRA Y FOBMNEREEDFEFRELETISEIE. MAC7 FLRZE—
BEOHEMNFELTHERALT. &£y MI—V TV RRA Y F@éiéi&ﬁ'li’éﬂi%b NI FRA YV FT—AR—XEEELFEFT 2ETOEX
Tl WESNBHEEBRICER SN ZEEFZEF1I—YT—EEOFHLBELET, CNOSOFEHIE, TOT7AMIVDLEELES A T35 ) ICEER (T
BNET, CNSDTAT7AIVIZIX ENAILISA T+ i(Pad\Android’Sl JLw b _Chromebook’i &) TARAY by TARL—T 4 VT RT LA
Windows  Mac OS X Linux% &) L UVBHDIFIL—HF—%EL SEFIFLBEOTNA ANEFEFNEST, T 2— BE. HAS F—LaY
Y—LEEDYRT L,

PEINDE ITVRKRADMERY FT—DIZR LTHASNA, TAT7AILIZEDNWT TV ERANHFRIESNET EAIE IPEEITO T 74 ILIC
—HTEH5ITY RS ME BRBIEAZEE LTMACERRE/ N1 /3R KAB) ZERAL TERVLANICERETEET, £ 51206l EAT 5T /31 XIZED


https://www.jpnshiken.com/q/27288-2129559/
https://www.jpnshiken.com/q/27288-2129560/

WT A—H—IZEE SN Ry b D=0 TF7 VR ZRETEHIETYT  LEAR REBEFSHDOTD—IVRAT—2avh bRy hI—YIZ7V R
TEHEZICTNT IV ERERETEETH, BADPhoneN SRy hIT—VIZ7 0 RS HEZEFHBREEDRY FT—0 TV CAMEFAIINET,
SREASREAF L WLNT NS RIZIE Y T A bR L= 802 IXEFERATEEH A, MACEREE/ N1 /3R MAB) X, 802.1xZEHR— F LEWLT/INA XD
TH4—NWN\v o FTarTe FELE AohORFLEEATRERRBAICERINET MABIX A—tEo T4 5—2—I28EHET /N1 AOMACT FL X
FRMBIE, TNEZI—HF—RENRT—FELTRIEY—N—ITEESEDIETHELET, R —1N—EFR)—FF v L _802.1xDHE
LB L & S5 1ZAccess-Accept®E f=[FAccess-RejectZiZ YR LET , Cisco ISETA T 74 U T H—ER[F Ry FT—YCEHKEINTWSI Y FRA
YV hOEBMGREENFEEZRELETISEX MACT7 FLRAZ—EDHMNFELTHEALT . ERVY FI— VIV FRAV FDIEIEFLGEHZIRNE
LRIV R RS T —AR—REBELFT 2ETO XTI RESN B EHMICERINEEFEF1I—T—EEOFHLEBELFE
T, NoDEHIE, TAT7AIVDLELGEZA TV ICEERTONET, ChodTOT7AILIZIE, ENMILY F4F 2 b iPad, Androidd 7
Lw k_Chromebook# &) TRY by TARL—F 4 U5 X T L Windows, Mac OS X_Linux% &) B LUV EHDIEL—HF—%E0 SFIFH
BEOTNAANEENET , T — BRE HAAS F—LAVI—ILBEDVRTL NEEINEE T VRKRA 2V MERY FT—DI2x L TEH
AIEN, TATF7ANICEDVTCT IV EADNHFAINET , ERIL IPEFEITAT7AIIC—HT DT RRA U bE RBEEAELE L TMACEREE/ N/
INR MAB) ZERAL TERVLANICERETEET, £ 51206l FERTETNA RICEDVWT, A—HF—[CEIME SNy hD—O TV R %R
HIHIETT  HIAE. REXEIE EHOT—IRT—23 0oy b IT—VICTIERTEHEZIZTLNT IV EREREFETEETH, EADiPhone
MoRY bID)—DIZTFOERTEHEZFFEHBRAZTDRY bD—0 7O 2ANFRAEINET, SR hitps //community.cisco.com/t5/security-
documents/ise-profiling-design-guide/ta-p/3739456

A3897%:350-701fEEE (ZJPNTest.comiZt S 350-701EKER ICEK T S 2 L ITKRITII B ET ! JIPNTest.comlE S m=FT350-701 5 ERRIEE F 1R L
9. JPNTest.com 350-7015RERFISEE X+ SEH ahE L=, = T350-7T01EENT A FI VSV EFICANE T, BEHROT7 I +
A . https://www.jpntest.com/shiken/350-701-mondaishu 727R. 3 0%r 4« A A > + #5814 ZI5|0— K: JPNshiken|

B[ 242
BRzSHELTIEZED,

a.o e

EEDNHFH L UCiscoFTIDT /NS REFRY FT—2IZEBML TWWT, CiscoFMCTEEL-ZWEEZTWET,
CisCOF TDIENAT T /34 RDERICHY FH A, Cisco FIDTINZAMICTBICIE, EDATY FHARBETTH,
A T x—T v —%HE L TDONTRESOLVEZ k¥ — % B/0>

B. configure manager add <FMC IP address> <registration key> 16

C. configure manager addDONTRESOLVE<&§k¥+—>FTD123


https://www.jpntest.com/shiken/350-701-mondaishu

D. configure manager add <FMC IP address> <registration key>

EfR: (ERERRLET)

EHEAERBAFMCIZFTDZ EE S H AL JRAIFTIDA LI R—Uv—Z2EBML FBRLEZELPRA I X —ZE YA THIRENHYET , a2k
configuremanageradd 1.1.1.2 the_registration_key you want {.1.1.2[ZFMCODIP7 KL R) , COFTDEEBHRT/NA R & L TEMT 15481, FMC
TRILEHZT—ZFERITILELNHY F9, S hitps //cyruslab.net/2019/09/03/ciscocisco-firepower-lab-setup/ZiBAFMCICFTDZ EB I # 5 12I1% F
FTFIDMAL T AR—v—ZEML BIRLFEZLDRAEZF—Z2FYEHTEHILENHY £9, 27 > Fconfiguremanageradd 1.1.1.2
the_registration_key_you_want (.1.1.2[EFMCODIP7 FL X)), COFTDEEERERT/INA RE LTEMT 5158IE FMCTRILEHZFX—4FERT 50
ENHYET,

SBARBAFMCICFTDZEE S € AICE RAIFTIDM LI R —V vy —ZEBML BRLELODAZX—Z2E YL TEHRLENHYFI AT UF
configuremanageradd 1.1.1.2 the_registration_key you_want (.1.1.2[ZFMC®DIP7 KL R), COFTDEEBEREZT/NA A & L TEMT 515E(F FMC
TRLEHZF T —ZFERITILELNHY F9, S hitps J/cyruslab.net/2019/09/03/ciscocisco-firepower-lab-setup/

Eﬁ:ﬁ: 243

EREF REFLVRLIZT BHICDHCPY—N—ZBRELTWET, bS5 7099 ZL—MHIRRL EHEERN ROy TEIBWESIZT 50
EAHYET, CNIFEDESITEREINETHI?

A.DHCPHY—N\—DEETEDA VA — Tz —REHRELET

B.DHCPRX—FE VS EY FEIZHRELET

C.DHCPRX—E I T—AR—RIZT U b ZEMLET

D. ELVLANDARPREZEAMICLET

EfR: (EfEZzRTLET)

Bl

DHCPRX—E VS # BT BIZ(F FWIIDHCPR T—J 4 VI BIZDWTESRLRENHY £,

__J. DHCP Respoi

DHCP Attacker

DHCPR T—J 4 VT IX BHEBENI SA T2 bHLODHCPEXRZ ) v RV L HAISNI-DHCPIEEMNY 54 7 > MMZEET SR1IZ, ADDHCPIG
ETHETHEVSKEN—ETT, AODHCPIEEE, < DBE IS4 F Y FOF I+ FF— b9z ELTIP? FLRERBLET- Y 54
TR SEESNATATO S 74 v/ FREEDILE1— 25 BBL WEEE FHEIBYET,


https://www.jpnshiken.com/q/27288-2129561/
https://www.jpnshiken.com/q/27288-2129562/

WEEIL BDODHCPIGENRMICEFET S LEHERT IV OMDFENHY £9, EF, KBEHNDHCPHY—/N\—&K U E ELIGE HEBE LM
LI BLEEFHY FEA, TIE DHCPH—/A\—%DoSL T DHCPIEEZ#EETELWNKSICTT R L TEFT,

DHCPR X —E >4 (4 DHCPR T— 7 4 VKB AW CC EMTEET  DHCPRX—E L5 1E DHCPERICHE TE B R A v FRi— FERET S
CiscoCatalystD#EETT  /R— I EFETETHIDEEBETELRVVILDELTHEANSINET,

cnient\HL usted

Untrusted

JHCP Attacker

R SNT-DHCPH—/N\—[ZHE T 5 Rh— FDADMEEEN, TR TDEFODHCP A v — D DEEANFATSNFET , A4 v F LOMD TR TDR—
MIEESNTHE LT DHCPERDAZEETEET  EETELLVR— FTDHCPIREAR BN BIZE R— I vy O ENFET,

B: 244
CiscoFirepower & CiscoAMPD#EE = EBIN S A BIOEY HATITVICFS I 7o R Ay TLET,

provides detection, blacking, tracking, analysic and remadiaflbn |  [F15C0 Firepgwer
to protect against targeted persistent makware attlicks

provides superior threat prevention and mitigation for known
and unkngwn thrasts ;

provides outbreak control through custom detections

provides the root cause of a threat based on the indicators Cisco AMP
of compromise seen

provides the ability to perfarm network dicovery

providas intrusion prevention befors malware comprises
the host

EfiZ:



provides detection, blocking, tracking, analysis and remediation [ R T
to protect against targeted persistent malware attacks provides detection, blocking, tracking, analysis and remediation
to protect against targeted persistent makware attacks

provides superior threat prevention and mitigation for known

and unknown threats provides the ability 1o parform network discovery
provides outbreak control through custom detections proyices Superior threat prevention and mitigation for knawn
and unkmown threats
provides the root cause of a theeat based on the indscators | NP
of compromise saen [

provides outbreak controd through custom detectons

-

provides the ability to perfolin nt.um’-c discovery
£

provides the root cause of a threat based on the indicators

of compromise seen
provides intrusion prevention before malware comprises
thighidst provides intrusion prevention before malware comprises
the host

B 245

snmp-server group SHNMP v3 auth access 15

BRESBBLTLKESD, COERTIE 15EVWSHFEIFAERLTHVETM?
A L—B—IZT7H R TEBDSNMPT/INA RZHANTET7IERAY R+

B. ZDII—2—I T HHFASN-I—F—DIFIELANIL

C. SNMPV3ZREED 1T D F B 4L D

D. SNMPV31—H—h Ay 7D FEINDETIZKBLI-ATEEMED HHHTOH
IEf#: ((EfEZERTLET)

B: 246

DLy S 3 VOAMABMEEET % A H = X L& 124 T RADIUSHEEZ ENTT M,
A. 23

B. CoA

C. %&&2

D. =&t

Ef:B(QAY FEHKT B)

B 247
EREZEANSHABDOEZEBOBIZRS YIS 7o RrROY T LET


https://www.jpnshiken.com/q/27288-2129564/
https://www.jpnshiken.com/q/27288-2129565/

& : 248

COANFEITENLDIFED2DODKRRTIMN? 2OBIRLTLEEELY,)

A FTLOLEREL—ILR) O—H—EX/ —FORY —ITEBmMENZFE LT,

B. IdentityServiceEnginet—/N\—TI Y KR4 ¥ FHEIBREShFE LT,

C.HLWLWDY—RL—7 U AMNMEREN RBEIR) O—TESREINET,
D.IVRRAVIAHOTITEI7AILEINFET,

E. #7 L LMdentityServiceEngine—/N\—MWNEBRILY F L ELHICRBRAICEMSINE T,
EfE:BD(QAV FEHEKT D)

SREA/1) 77 LR hitps //www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof pol.html

HE: 249


https://www.jpnshiken.com/q/27288-2129567/

ML V59 FADI—Y— T—32 BLUOT7TVG—L a3 HRELEZVWEEATVWET YU a—2 3 VIFAPIR—XTHY VTV KRS T4
JCASBE LTEMET SENHY FET, COEREIZIFEDY ) a— 3 VEFERTIBENHYEFIMN?

A. Cisco Cloudlock

B. Cisco Umbrella

C. Cisco Cloud Email Security

D. CiscoFirepowerR#HX 7 74 7o+ —JL

IEf#: (EfEZRTLET)

B [: 250

IO TFIR L= —DEBRIRESINGEEICERBERIRTIINGEVESIICTELHIC L—F—TTNA AR EZEBRLTVWEST  EDaT Y
FEFERTAIBENHY FIM7?

A. H—E XX — RFDOE1E

B. 1—H—£&<1—H—4£Z>/ X7 — K</sXT— K>

C.H—ERXRNRTJ—FKIES1t

D. 1—H—&<a—H—Z>HHE15/8R T— F</RRT— k>

IEf#E: (Ef2ZRTLET)

Eﬁ:ﬁ: 251

BEE— FTETINTULVSCiscoWSAEBRRE— FTEITINTULVSHCiscoWSAD2DDEWIATTH, 2B RLTLEELY)

A. Cisco WSANEBE— KTEITESNTWBBE HTTPERDIEELEE L TWSABSDIP7 RLRZFERALET,

B. Cisco WSAIEZ BATRE— FTETSINTWEAEEICOH HMEDIP7 FLRATIHELET,

C.Cisco WSA(X BBE— FTEITEINTWWAEBIZOAWeb T SO THRESINET,

D. Cisco WSAIZ, EBE— FTEITINTWBGEIZDH LA NVITNS REZFALTESI 7499 FUFA LY FLET,

E. Cisco WSAILX BB E— FTEITINTWVSERICOH HMBDIP7 FLATRELET,

Ef#:DE (24> hERKT D)

Hl:

CiscoWebtFa )T 47 TSAT7 R WSA)IZIZ WebTOFL EBEAMHIODY DAILAREIVODY RY—ERB BLUVE—OYET S
SATUARELIIMEET7 TS5AT7UVRATOLR— FAEENRTIVET, Cisco WSADELARIT . BEEDHDEWebH A MZTF7IEALIEYTILDIZT
[CRELEVT B bA—Y—%RiEIT B LTT,

CiscoWSAIZFRD2DONEGHE— FTEATEET,

-BATRMREREE— K

-BRE—F

BARNEEZE—RFTIX 95347 MITOX L ZATMICHERTELSICEBREIN, ZDR T RXTOWeb bS5 74w o ETAFVICEELET, Y
FATOMEITAXFIONGFEETSIILEZRELTRY I RTOIMS T4 v ZHRMEGEEE—FTTOXVICEET S0, V547> FIURLE
BERT BRI AL VDDNSILY Y 7y TEEITLEHEA, Cisco WSAIZ DNSFRREHLIELHLFET,

Cisco WSAZBITRE— FTCHRETDIHEE. V71472 FERFCiscoWSAIZY BA LY b T B1=OI2HDFY FT—OA VTSRS IFXTINA R
ERETOIDEIHYFELEA,7ZL CiscoWSAIZh S T4 v I EEETEHELIICKRIFAT U NEBRET AMENHYET,>LI=MN>T AR
E—RTIE WSAZY 54T bEWebY—N—RD S T4 v I DHEFT VI LET WSAKHBEDIPY FLRZFALTERLEFEA-EBIEB
FELL HYFEEA, Cisco WSAREBE—FDBE 9547 FMITOXFOABEINTOWR I EEFZRELEFFEA XYM TI—HU M 2VTSRES
D9FxvTNARIE, b5 T 499 %CiscoWSAIZELET AL SICHRESNTVWET BBEE—FOBHTIE XY N T—I9 A 2VITISA IS IF¥TINA


https://www.jpnshiken.com/q/27288-2129568/
https://www.jpnshiken.com/q/27288-2129569/
https://www.jpnshiken.com/q/27288-2129570/

RAlEWeb b5 74w o Z2TAFUITYFALA LY FLET Web S T4 v oDUFALY MME KRYS—R—=X)L—TFT 1% PBR) (£DIIL—ARTIE
FARTRE) {8 L T, £ 1=(&Cisco ASATCiscodMWebF+r v 1@ETA FaJL WCCP)ZFEAL TEITTEET, Ciscoll—F —F =XM1 v

F , CiscoSystems|Z & - TEH & 1 f=-WebCacheCommunication Protocol WCCP) (X 1D E=IFEHD R A v F E1DF=IFEHDWebF v v o 2 [
DHEERAZHEELEFT MEFRAOBMIE L—F—DJIL—T%#HiND L3714 v DB BB )ZA LY FEREILLTHBETSHZLTT SR
https //www.cisco.com/c/en/us/tech/content-networking/web-cache-communications-protocol-wcep/index.html->L 7= >T_ ) &4 LY FETEITT
5 EZEDIFELWVWTY, LAVITNS ADH BEBE—KRTIEX V54TV MERST T v o TOFXY Cisco WSA) ITEESNTINSZ &I
KONT TR V547 FMIDNSEFERA L TURLD KA A VA ZRRL WebH—/ B TOWebERZEELET UOF), Cisco WSAZE b
SURRT LY FE—FTHRET HEHE.

95472 FEKRZECiSCOWSAIZ) AL LI FT DA VTSR OFYTNAR =1L CiscoWSAIZ F S 74 I ZRET S LRI AT Y
FERERET DBENHYFT,

>LEA>T BHARE—RTIE WSAIXISA T FEWebH—N—RID S 749 I DHEFzvY LET WSATHBEDIP7 FLAZFERALTE
KLFEFA-RBZBIXELLHYFEA,

Cisco WSAWNEBE—FDIEE V534 T7 Y MITOXFIABHIN TSI EZRHLEFFA RV NIV A VTSRS VFTINA R, b
574 9% %CiscOWSAIZERET AL I ICRESNTUVWET EBE—FOEBHTEX RYMITI—DA2VITISRAESIFYTNARIEWeb k5T 1
H&TAXIITYEALALIFLET Web bS5 T4 90D EFA LY ME KRYO—R—=X)L—FT 4245 PBR) (ZDII—A2 THERATEE)ZFEHT S
M, Cisco ASA_ Cisco)L—4% E1=I1Z A A v F TCiscoWWebF vy a@ETO )L WCCP)#FRALTEITTEET,

CiscoSystems|Z & - THI% & f11=WebCacheCommunication Protocol WCCP) (& 1D F=IIEHD R A v F E1DF (X EHDOWebF v v & 1 ED
MEERZEELFEFT MAEEROBME L—F—0DJIL—TE%RZNbd b3 714 v DEBUGT)ZTALY FERILLTHFTLHILTT,

ZH .

SLEEM2T VFALY MEILANITNA RTHDAEFTTES=OH EZEDIXELILTT,

Cisco WSAZ B RE— R CHRET IHBE. V74T > FEKRZCiscOWSAIZUZA LY b T B=DIZHDRY FT—I AV ITSA NI IFvTINA R
ERETOIDLEEHYFELA,7ZL CiscoWSAIZ h T T4 v I EEETEHELIICEIFAT U NEBRET AIMENHYET ,>LIMN>T AR
E—FTIE WSAFIZA 72 FEWebH—N—FAD S T4 v I DAEFzVI LET WSAITHMBDIP7 FLAZFERALTEXRLEFEHA-EZB
FELLHYFEEA, CiscoWSARBBE—KDBE 75347 MITAOXTOABHEINTWER I EZREHBLEFFA RV FITI—DA VTSRS
DFxvTNARIE, bF T 499 %CiscoWSAIZERET AL IICHRESNTVWET  BBEBE—FOEBHRATIEA XY N T—V9 A2V TSRS IF YT/
Al[EWeb b5 74 w0 #7OFVICYURALY FLET WebbZ 709 PDURFALY ME R —R—=X)L—TFT 1 >% PBR) (£D/IL—42 THE
FATIRE) A L T, £7=I&Cisco ASATCiscodWebF v v 1@ETO FaJL WCCP)ZFEARAL TEITTEET , Ciscoll—F —F=ITRA Y

F , CiscoSystems|Z & - TEAH & 1 7=WebCacheCommunication Protocol WCCP) (£ 1D FE=ITEHD R A v F E1DFE=(FXEHDWebF v+ v > 11
DHEEERZEELET MEFADBMNIE IL—F2—DTIL—TEZRND 374 vIDBBHLE)ZTA LY FEHILTHZET 52 LTYT , S]
https //www.cisco.com/c/en/us/tech/content-networking/web-cache-communications-protocol-wcep/index.html->L =0 >T_ )& A4 LY L TEITT
E5H EZEDIFELWVWTY, LAVITNSADH BBRE—KRTIEX V547V MERSTTo 9o TOFS Cisco WSA) ITEESNTILNVSZ &I
KON ZTORE V547> FMIDNSHEFEA L TURLD KA A V& EMR L WebHY—/\FETHOWebERFZIELET IOF), Cisco WSAZE +
SUARFTLY M E—RTHRET 525G,

BidE— FOWSA

S>LEA->T BBE—FTIX WSAIXHE®DIP7Z FLAZFFERA L TWebY—/N\—(ZFHLUMERZBIBLET (LEOFIE4)->BIZEFELLNTT,
EELNE—FTHEWebT TV TWSAZERETERW O EZECITHEMIELLHY FEHA,

BZATZELWESTIN Z5TEHY FEA, COBEIZEIE, CiscoWSAMF S VARTZ LY FE—RFTEITSINTWSEES WSABEDIP7 KL
REHTTPEROZEET GEICIEEN) ELTHEAT S 1EBRTVSIFEICERTY,



B 252

AUTHENTIEATOR

EORCRJAUTHORIZED

BOth

SINGLE_HOST

D 4

3 =2 =5 i o O I
A

v [

o
mn nown

» D

F

— O NEERRT HEOICEAENEITY REERTTH?

A. dot1xF &R

B. show dot1x interface gi1 / 0/12
C. dot1xallZ &~

D. dotIXD TR TOMEE R
Eff:C (AU MEREEKT D)

B 253

Flexible NetFlowL 3 — FD2DDFRIFAITET M ? 2DOFBIRL TS ZELY)

A 1—F—D 70— EFREEBRLTCHRIIA X EINT= S T4 v IBREETTESLLSIICLET

B. 57499 ZFayTIEH5IETHEZEHLELET

C.7HIVTa T LERDMEERIEZIRELET

D. EHDORIBMEIDDRIA AN XALIZHELET

E. LAYV20L4F TOIREWIP/N 7y MERDERZRHELFT

IEfR: (EffzRnLET)

NetFlow(Z:@&E RO LS BV OWDEELRBET7 TV r—aVITEREINET, BRETHO T4 27, NetFlowT—4 & FEEICRERTEHM
BY)Y—RERETHIOTATDEHIZ FOMDOWVWA—F) T &AL, 7A—TFT—RIZFHIP7 FLR /N7y MENAS M A LRE
> 7 Type of Service T0S) 77U — a3 viR— b EDFHMANEENFEFT) ZRELET —EXTONS 4 —(X BZ FEHIEOFERE 77
Jr—aVDERE Y —EXARELGEICEDVTERIZEREZERATIHZENHY TS, DEOETHKIE, COBBRETFMOFvr—21\v U FiE
)Yy —RFERAEROQIRX FRAITERATEET, S8 hitps //www.cisco.com/c/en/us/td/docs/ios-xml/ios/fnetflow/configuration/15-mt/fnf-15-mt-
book/fnffnetflow. htmIBFIEE SN T DIGE R ENetFlowL I—FIX, b5 7 ¢4 vV EHIZIFE L TLVEHE A, Flexible NetFlow®collect$ & U
matchad v Y FZFERALT, A—H—F& ORFL)LI—FEERTEET, W RITA X SINFLOA—FEERT DRI, F—T 1 —IL FEFEF—
T4—ILRICERTIRELFRETILENDHY T9, 28 https //www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/
cust_fnflow_rec_mon_external_docbase 0900e4b18055d0d2_4container_external_docbase 0900e4b181b413 d9.html#wp1057997;F : 3D
NetFlowTIlE, LA VY —20 54F TOERMNAIEETT , choD LA v —,

0


https://www.jpnshiken.com/q/27288-2129571/
https://www.jpnshiken.com/q/27288-2129572/

AR ERET, NetFlowT—42 (T EBICERETHML ) V—RERETHOOT AT DEHIZ, EHHLWA—2) VT LEZE, 78—T—2IZF
IP7 RLR Iy MIENA M AALRZ VT H—EXDFELE T0S) 7TV r—avR—ba EOHMAEENTE D) #REBLET H—E
ATONA F—(F Bzl FEEOFERAE 77V 5—Ca v 0FERE, Y —EXAREREIZE DV THERICERZERAT IBE/HYET LEXEDH
BRRIE, COBRETFADFYy—O N\ I FLFY—RAEREOIR MERICHEATEET,
ZH
ERIEE SN =FlexibleNetFlowL I— FMA ;5 T 4 v IV EH(ZE L TULELMEE X Flexible NetFlowDIRES S U—Hav > FEFEALTA—Y—
E&E DRAL)LO—FEERTEFT , DR EITIAXINZLO—REERT AR, F—T 4 —ILFEFEXF—T 4 —ILFICERTIRELZRET
SWHERHY FET,
cust_fnflow_rec_mon_external_docbase 0900e4b18055d0d2_4container_external_docbase 0900e4b181b413 d9.html#wp1057997;F : 3D
NetFlowTIlE, LA ¥ —2M 54F TOHOERMNAIRETT A Flexible NetFlow(di@E ,  cN O EZBA T RDEXS5 BV DIDEFELRBET7 IUyr— 3y
[CERENFET,NetFlowT—2 (I FEEICRRTHMEG ) V—RAERAETAIUT A I DEHIZ EFHEINA—F2) VT AL, T7R—T—4
[ZIXIP7 FLR /87y bEENA R A2 A LARE T Type of Service ToS) 7 TV r— a3 viR— bR EDFHMAESENET) FIRELET,
H—EXTANA F—IL Bzl HEHEOFERE, 77V r—a v OFERE Y- EXRRELGEICE DV TEKRICERZERT H2HE1HYET
E2DOREHIT. COBREDHFADFy—oN\v O FEEFVY—RAFEAROIR FREPIZERATEEI , S8 hitps //www.cisco.com/c/en/us/td/docs/ios-
xml/ios/fnetflow/configuration/15-mt/fnf-15-mt-book/fnffnetflow.htmIFEHIE &ZE S L T LV S35 EFlexible NetFlowL a— KI&, b5 74 vV EHICITEL T
LVEH A, FlexibleNetFlow®collectds K Umatcha<w > FEFAL T 2—H—F&H DR2L)La—FZERTEFET , hREATA4XEShl=La—F
FERT BHIIC, F— T4 —ILFEEF—T A —ILRICHERATILIEEZRETHIVLELNHYET SR .
https //www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/
cust_fnflow_rec_mon_external_docbase 0900e4b18055d0d2_4container_external_docbase 0900e4b181b413 d9.html#wp1057997;F : 3D
NetFlow Tl LA ¥ —2MW 54FE COERMNARETT, ch DL A —_ com/c/en/us/td/docs/ios-xml/ios / fnetflow / configuration / 15-mt /
fnf-15-mt-book/fnffnetflow.htmIZE Rl E & & N 7=FlexibleNetFlow L O — FA b5 7 4 v U BEH (L TULVEWMES | Flexible NetFlowDIR&EH K UEEE D
YUREFERALT A—Y—F& ORFL)LI—FHEERTEET , W RITA X SINFZLA—RZERT DRI, F— T4 —ILFEFEF—T 14—l
RIZERT A2REELZRET HILELHY FF,SH https //www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/
cust_fnflow_rec_mon_external_docbase 0900e4b18055d0d2_4container_external_docbase 0900e4b181b413 d9.html#wp1057997;F : #E3D
NetFlowTIlE, LA V=2 64FE TOEBRMNAIEETT , oD LA ¥—_ com/c/en/us/td/docs/ios-xml/ ios / fnetflow / configuration / 15-mt /
fnf-15-mt-book/fnffnetflow.htmIFE R E & S L f=FlexibleNetFlowL A — FN 5 7 1 v U BHIZ#E L TULVE WG S  Flexible NetFlowDIRE S K UHEE D
YUREFEALT . A—YV—F& DRI L)LI—FEERTEFET W RIIA R EINFZLOA—FEERTDHENI, F— T4 —ILREFEF—Tr—L
RICERTHIRELFRETILENHY T9, S8 https //www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/
cust_fnflow_rec_mon_external_docbase 0900e4b18055d0d2_4container_external_docbase 0900e4b181b413 d9.html#wp1057997;F : HED
NetFlowTld, LA ¥Y—2n H54FE THOERMNAIEETT, T >®dD L A ¥—, Flexible NetFlow®Dcollects & Umatcha<v > KEFEALT 21— —%F& B
ALY LA—REERTEFT  ARIIAREINZLO—FEERT RN, F— T4 —ILFEEF—T s — L FICHERATLIEELZRET HBED
HY E9 SH https //www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/
cust_fnflow_rec_mon_external_docbase 0900e4b18055d0d2_4container_external_docbase 0900e4b181b413 d9.html#wp1057997;F : HE3D
NetFlowTl&, L4 ¥ —20 54FE TOHEMRMNAETT, Th oD LA v¥—_ Flexible NetFlow®Dcollect & Umatcha~v > KZFEARAL T, A—Y—E%
AAL)LIA—REERTEEFT DRI TARENFLA—FEERT AR F—T A —ILFEFEFXF—T A —ILFICERATIEEZRET ILEN
HYE9 S https //www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/
cust_fnflow_rec_mon_external_docbase 0900e4b18055d0d2_4container_external_docbase 0900e4b181b413 d9.html#wp1057997;F : 3D
NetFlow Tl L4 VY20 c4E TOERMNAIEETT , chodD LAY —,



Bf: 254

PKITOCAD BRI T M ?

A TOZIWIIAEZHRITHE L URYET

B. T A ILIIAEDEHEEERIIT S

C.TUZIIIRAEDHERZERT HICIE

D.EEESNI=H TPy MIKDHLFABOMBELIRT 5126

Ff:A(QAY RERET D)

BB TEAHCAIL EHETELTORIINMAEZRITTEIM— DI T4 T4 TT PKIFEN S DIIAEDRESLAIDZ < é’—"’*ﬂbiﬂ'b\ﬁ’nﬁlit
DIVTATADNEDF—ZMALTVEINTERET H-OICTARTHDH=H, CNIEFEICEETY ERTEHCAKLGITNE ETHER
F—FRITTE BT FOOHNCHT RBELAE CET, S hitps //cheapsslsecurity.com/blog/understanding-the-role-of-certificate-
authorities-in-pkifE8E CE HCAIX BB TEL T VA INBAEXRITTCEIHM— DI VT4 T4 T PKIECN S DIIBAZENESILAINOZ K ZEEL
FIMN BAFEDI VT A TADNEDF—ZEFBELTVEINEZEMBT D-HICFAIRTHDSO, CNIFFEICEETT, EETETEHCAHREITNIIL,
HTEEPDF—ZRITTE BTV FODNZHET EBELAE LT, S hitps -

B f: 255

Ty b= TP =TI VMware vMotionZ £ L T, CiscoWSARBET7 TS5A 7o A= HEMEBERX S RIOYMERR MMIBITTI2HENHY
FT MAOHMEBRRA FOEHZRITITM?

A KRR MEIRBET7 ITSATUOREFRLBEZT A NTEERTILELNHYET,

B. RR FIR LERFARY FIT—VICT7 IV ERATZELRELNHYFET,

C. RR FFEA H/N—2 3 ~DCiscoAsyncOSEERITT HAHEAH Y 9,

D. /KRR FI&CiscoAsyncOS10.0LIEEETL TSR ENHY F£T,

FfE:D(IA2 bEHKT D)

Eﬁ:ﬁ: 256
DosHENESENDIATITVIEXENTIMN?
A Jay oV THE

B. itk E

C. kB DKREKE

D. V1 L AKE

FfE:B(QAV EEKRT D)

BNr7:350-701ARESE ZJPNTest.comigfit St 350-701HERICER T A 2 L ITRICII B EFT ! JPNTest.comld S &=#H350-701 A ERRIEE iRt L
F9 ., JPNTest.com 350-701 A EEIREE (XL S EHSNFE L=, T2 TI50-7T01BENDTRA NI VD U EFITANTE T BRFMOT I &
A . https://www.jpntest.com/shiken/350-701-mondaishu 727f, 3 0%7 4« A ho > b 45814 %E|512— K: JPNshiken

Eﬁ:ﬁ:257
RAOARDEDTN—THBH 2 —R LA —ZERBLUETLT YA N\—tFX 2 T DEMARNETHIORIEEL TWIBEERE LT
SDEXELTLETMN?


https://www.jpnshiken.com/q/27288-2129573/
https://www.jpnshiken.com/q/27288-2129574/
https://www.jpnshiken.com/q/27288-2129575/
https://www.jpntest.com/shiken/350-701-mondaishu

A. PSIRT

B.#0X

C. CSIRT

D. DEVNET

EfE:B (24 FERET )

Talos Threat Sourcel& Cisco Talosh 5 DEHH LA VTV Pz VR TT— b THY  BEARRKOEBOZTOMDO X1 ) T4 —2—RAFEHAL
TUWET,

Talos Threat Sourceld Cisco Talosh b DEHH LA VT Uz VRT7 Y TT— b THY  BEARRKOEBOCZTOMDO X1 T4 Z2—AF5EHAL
TWEY,

Talos Threat Sourceld Cisco Talosh 5 DEEAMIG A VT U TV RT7 Y TT—FTHY BERRKOBEPLPZOMOELF21 T4 —2—XF5E5HL
TWET,

B [: 258
AWS/RT1) w949 57 RFAIZCiscoASAVE T TAA § 5L EFICHR— S DBEEEENTT D,
A. IPv6

B.Y/ILFaIVTHFRXME—F
C.LAX¥—3%y 7=V D1—H—EH
D.OSRZ)2T
Ef:C(AAVFERKT D)

Eﬁ:ﬁ: 259
VILFRUS—BRZYR—FL YA RO S T4 vV ZRETESDVPNT I/ OD—FENTIMN?

A. SSL VPN
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..... AWS) or Microsoflt Azure must be managed by o Cisco Frrepower Management Center (FMC) residing in AWS or an-premases. The virual FCM
on ViMware ESXi on ¥V, and in AWS. Figure 1 shows the various FMC dashboards
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EREA/1) 7 7 LR hitps //www.cisco.com/c/m/en_us/techdoc/dc/reference/cli/nxos/commands/sm/snmp-server- host.html
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“Mﬂﬁm— i SC O
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1and phase 2
uses EAP for aﬂﬂ\enhcahng ﬂ

remote access clients uses EAP for authenticating
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Cisco Umbrella uses the internet’s infrastructure to block malicious destinations before a connection is ever established. Umbrella uses DNS to
stop threats over all ports and protocols — even direct-to-IP connections. Stop malware before it reaches your endpoints or network
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Does any URL in the message body or subject belong to one of
the seiected categories?

Selected Categories:
m:-l agun

BENURLZ 7OV I T AHICIE 6MB10EFTOURLLEAT—L a3 VEERTIVENHYFET,



Edit Condition

URL R
What is GL e message? This rule
evaluates 's using their Reputation Score (

c©O
URL Remuoﬁ :o A

“"@5 910 5.9)
(\9 Clean (6.0 to 10.0)

Custom Range (min to max)
-

No Score

Use a URL whitelist: None
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HBDODMZIZIZ2DD Y AT LAHY  BEDEOHIZEASORBIZES/IEEIATHVAWLW) VIRHY EFT,

HMBICIIEREAD/ISRT—LRY O—MNEL VRATFLTW DOADTIAHIL LT AU b EFERLTVET,
INLDVARATLTHERAINTWSET7 TUr—2 30 BEEI—FLELA—2ZFTTOWERA  KBENIIL— LI+ —RTYVRTLIZRBAT S
DIZH/ZIDIfEFHEIEENTT M ?

A.BLVRT— K

B. ASREED XN

C.EBEIAHY FHA

D. 77 A JL¥ERD XN

IFfE: (Efgx R LFET)

N=23INTYAR—MERTE, ToTL— b E2ERL T RO DILRAIGELAETIP/A 7y b7 O—DOBERICT IV ERTEFET , T TL—
FME BEEEI T AV RDOHIET BEBAEEEIT, T4—ILEDOLY LI VEERLET,

N—=23VIDT Y RAR— MK TE, 7T L— b 2ERL T RED DWERAIRELAAZTIP/Ar Y b7 O0—DBERICFTIVERATEET , 7o TL—
MI . BELEEIUTAVROMIGT BHHBAEEEIC, T—ILREDOALY L aVEEELET,

S

N=239DT Y RAR—FEATIE TUTL—FEFERAL T, RENDIRATRELAETIP/AY Yy b OO—QERICT IV ERTEFEFS , TUoTL—
ME BELEI TV RDORIET BHRBALLEEIZ, T4—ILEDILY LI VEERLET,
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SDN/ — R/ Y FAPID2DDMEEFRITT A ? 20FBIRLTLEEL,)

A /=R FRAPIX 7TV S5—23 o Ry FO—0 2BMICHERT 500705 S LATRELRA VA —TJ 1 —REFRH®LET,
B./—XR/I\D2YFRAPIUX SDNa Y rA—F—¢LEDRRT7 T r—2a VBIDA VA —T A REHBLET,
C./—RNJUFRAPIF SDNaY hA—5—¢,RY FI—DRA U FFEEFIL—E2—FRDA 23— 24 AEHHLET,

D. OpenFlow(3iB#{t &=/ — R/ KAPIZA kLT,

E. /—X/\ 2 FAPIIZ_NETCONFZO ra)LZEZFERALT7Z IUS—C a3 E@BIELET,

IEf#: (Ef2ZxRRLET)
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HEAZEAMNASABIOELWVTO FNN—=D3 VRS I TR RABYTLET,

[IKEv1

standard includes NAT-T

uses six packets in main
moade to establish phase 1

o™

-

B[ 279
BRRzZzZRLTSES,

. E s six packets in main
standard includes NAT-T P e LR hoe
uses six packets in main - (hree packets in aggressive
mode to establish phase 1 | mode 1o establish phase 1
uses four packets to establish phase | |IKEv2
1 and phase 2 i ' -
b standard includes NAT-T
uses three packets in aggressive !
mode to establish phase 1 uses four packets to establish phase
uses EAP for authenticating I LT EEs 2_ -
remote access clients uses EAP for authenticating
remote access clients



Sysauthcontrol
Dotlx Protocol Version

Dotlx Info for

AUTHENTWICATOR
PortControl = JSOREE AUTHORIZED
ControlDirection Both
HostMode = SINGLE_ HOST
| QuietPeried = 60
ServerTimeout = 0

SuppTimeout = 30
ReAuthMax =

MaxReq
TxPeriod

COHAZRTT AEOHIERESAF-aTY FFEATTIMN?
A. dotIXxD I R TOMEZERR

B. dot1x# &R

C. dot1xallZ=F&~

D. show dot1x interface gi1 / 0/12

EfE:C(AAV REHEKT D)
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EEENA VA=Y T IV ERERBELEETICI 7 X v v THY A LKubernetesy) S A2 —T 7O TES5Xa) T BRI ENTTH,
A.CiscoV 5O RT3y b7+ —LA

B. Cisco Container Controller

C. Cisco Container Platform

D.Ciscoa TV TSy bT4A—LA

Eff:C(AA U FERKRT D)
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SNMPI)LIZ®E By hD—0 T LA M) OFRIERTETM?
A.t¥xal)T«

B. ¥

C.R7—3EUT«

D. A 7t /it

IEf#: (EfEERTLET)
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BERINEZRRFYyRY O—BHENBLZINTUOWEWMES EQQAVTISATUVARART—EIARNKRTEINETHN?
A. I~H

B. #E#L

C. JE#H

D. AERFH

IEf#: (EfEZERTLET)
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FUTLIRTRLBVERETORE. 77U 75— )R BLUT—2EEZEIRT 5DICHEILDCiscoOAPIR—XD T A—hH LIFATTH,
A. Cisco Cloudlock
B. Cisco Umbrella
C. Cisco AMP
D. Cisco App Dynamics
EfR: (EffZzRTLET)
Cisco Cloudlock is the APl-based cloud access security broker (CASB) that

helps accelerate use of the cloud. By securing yolr identities, data, and apps,
Cloudlock combats account compramises, ‘breaches, and cloud app ecosystem

risks. Our APl-driven apprpach-provides a simple and open way to enable
healthy cloud adoption :

B f: 284

Cisco Threat Intelligence Director&#i& LT, ¥ 1) T+ DBRICET H1EHRZIRHEL . SOCHA TN L DEBR~ADXREETOAT I T4 FICEEET
EAHEIICTEHLDEATI D,

A. Cisco Stealthwatch

B. Cisco Threat Grid

C. & BRI 1+ —F

D. Cisco Umbrella

FfR: (EREHETLET)
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ACME-Router ¢onfig)#login7 BV DFERIEFAITT H-CiscdOSIL—F TDE0a Y > FATHDI100EIDEHIT4DIHE ?
A O A UIZ4E%KKT 5 & BRIF60ME IOy Y S ACLAITIEHRIPT FLRADHDEHFA SNET,

B. AU A VIC4EIKKT 5 & EHRIF100E T A Y I SN ACLTHASNBIPT FLADHDHFRINET,

C. 604 DDEENREL-HE IL—FF100E Y 74Ty FE—FIZHEYET,

D. 4D A5 A ViRITA100M LIRIZKBKRLI=EE ROOTA > TAV T N ETONELET,

Eff: (EfEZRTLET)
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CiscoFirepower & CiscoAMPD#ge = Z A S ABIDOBEL L AT IVICKS v I 7o ROy TLET,
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provides detection, blocking, tracking, analysic and remediafion |  [(15<0 Firepawer
to protect apainst targeted persistent mahware attrks

provides superior threat prevention and mitigation for known
and unknown thraats

provides outbreak control through custom detections

provides tha root cause of a threat based on the indicators
of compromise seen

provides the ability to perform network discovery

providas intrusion prevention befors mahware comprises
the host

1E fiZ:
wrovides detection, blocking, tracking, anabysis and gemediation gy e b
to protect against targeted persistent malware attagks

provifies detection, blocking, tracking, analysis and remediation
0 pritect against targeted persistent mahware attacks

provides superior threst prevention and mitigation for known
and unknown threats

provides the abilify to perform network discovery

jom——— " . |

provides outbreak control through custom detections provides supesior threat prevention and mitigation for known
and unknown threats

fisco AMP

provides the root cause of 2 threat based on the indicators . |
of compromise seen !

provides outbreak control through custom detections

provides the ability to perform network discovery

provides the root cause of a threat based on the indicators
of compromise seen

the host provides intrusion prevention before malware comprises

the host

provides infrusion prevention before malware comprises I

SiBAFirepower A T AKX 2y 7=V BHEB LI UVIDR) O—2FALT XYM IT—V LD S T4 Vv IDKRAN 7TV 5—23 0 BLUI—
H—T—2 & NELFET HENEFOBRESLUVIDT—22FRALT Yy NI—VEEDODREMLETY TEBEL 7+ Loy o0 BTN

T7A4YV0 TOERGHEETL HEIZEXZZTOTVVEREEEIIRTOA FEERES L UG TEET, Cisco Advanced Malware

Protection AMP) V1) 2a—> 3 VAT 5 E IOz 7RBRELTIAOY I L IOz 7 EHENICHOMLT BRHULET7S—FERITWMAZ E
MTEZFET,AMP for NetworkslE RA1 > b U3 4 LIREEZB A T HEDR], T ROKEBEDEHRALRKIIHI->THBZRETDS *ry bT—2
R—ZANEEHILDTHREZRMBLE T, Cisco Firepowerty FT—Y BT 754 7V RARITIZEREF S TH Y  AMP for Networksld, EE— D
VRATLADEHDEBAY MLIZHhE=5TLOz7OEBERE, 7Oy Y B SLUHLADFET , £ SEITKRBESIA - 42— Y FEHK-
. E0T4 CTREMNEGEELGILIITOERN BB ERET -HICHELGARELHEERELET,

BENH71:350-701REE (FIJPNTest.comigfit T 350-701HERICEHR T H 2 & ICRICII B ET ! JPNTest.comld S &=#H350-701 A ERRAIEE iRt L
F9_ JPNTest.com 350-701 S ERFIELE (T S EH SNE LT, C C T350-7T0IEEN TR FIT VS VEFICANET, BHFBEOT Y +

A _ https://www.jpntest.com/shiken/350-701-mondaishu 727, 3 0%r 4« A h o> + 45314253 — K: JPNshiken|
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Cisco Advanced Phishing Protectionl& ED & S I —H—%RELFTITHN?
A DKIMZER L TEEEZRIEILET,

B. £ EEMNEDIDERHIT INERELFET

C.MHEFEE L TZILEA LDTENNEFERALET,

D. A vt—P%RLITEFET S U —ZFRALTLET,

IEfE: (EfEERTLET)

- Determines which identities the recipient perceives

Is sending the message

https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-email-security/at-a-glance-c45-740894 .pdf
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Cisco/L—#3 TNetflowL Y A R—R #/E T D EZTITRBELG/INTA =R I ENTTH,
A. DSCP{&

B.YV—XA A3 —2Jx1x—2X

C.TUVRKR—42—4%4

D. T RR—4 —MD3rEA

IEfE: (Ef2ZRTLEY)

NetFlowTJ A R—2 #RET AP ZLUTITRLET,
JA—IPAR—F—ITHYRR—42—
3E%£192.168.100.22

k5 > X7R— FUDP2055
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Cisco AMP for Endpointsi& #BfMN T IL Dz 7D I ESFHE I 7 I ) ERETIDERIET H-HICRMZFERALEIMN?
A.T770—T4 28— b%%EFTT SEthos Engine

B.TUFRRAUEDI TV RICHEKEINTWNDEEZITTILDY =7 EHEHT STetra Engine

C.EFA—IAFT¥ U&EEITI D=8 DClam AV Engine

D. BIMA T ZEITT 2 1-ODHEMFEE % liH A 7-Spero Engine

EfR: (EfEEERLET)

&5 A

ETHOSIZ, > RAD T 7AINTIL—TIVDUTT , CAITEY T7MILDT7I)—%TIL—TITEDLH IO TOEEBNRDON ST
HBE ETHOSN\Y Va2 ZBEDHDHZIDELTY—IL Tz T7DIT 73 —2KHBEEICEREEINET,

S .

ETHOS=88//\v > TEa—RT4 v I &FERALIz27o—240H—T 2+

B f: 290

I =T7hCiscoUmbrellaZzikELTHY 2DNDELSDR) O—%SBTHIDEF->TVWET, ... ERAII2BEOFERALYLELESINS I EEZRET
ITHF7avIEENTIMN?

A.RYS—DIBFTRAZELWLERY O—FERLET,
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B. RRBRICERE SN2 A LR ZVTE#H ORI —DHEEHRLET,
C.RtHtEARMLHEBHROAR) O—%R) O —DIEFOREICEBELET,
D.ZERZELWVWRYI—ICUFALY FTBEIITTIHILEDR) O—EBRELET,
Efg: (EREETLET)
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NetFlowL 7 R R— kT4 —< v FZENGHDBRBICFS VI 7o FFAYTLET,

Version 1 appropriate'only for the main cache

1.1 I | \jersion 5 - intreduced support for aggregation caches

= C«.';_: (If_':‘;,\
e 0

% Version 8 appropriate only for legacy systems

Version 9 introduced extensibility

—————
Version 1 Version 1 C | Cr k“
Version 5 J Version 5 oS
Version® Version 9
Version 9 ‘ Version 8
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IOSY =2 AR—ZAD T 7A T 04+ —ILIZEAT HIELWRBEIZENTT H,

AZYETOATWWEWSA V=D —RFEIYHBATONA V-T2 —REBETEFET

B. V—VICEIYHTAIENTESSA U E—T 2 —R[FI1DEIFTY,
CAVA—DI—REEHDOI—VICEIYVETEHIENTEET,

D. 1 A= z—XRIF1DODIV—VIZOHENY HTHIENTEET,

Eff:D(QAA U FEHRKRT D)

EREA/1) 77 LR hitps //www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html
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T 2o =T IFBEEFE D MicrosoftOffice365 R 1% 1ZCiscoCESZEE L TH Y  ZIEA—I/LECiscO CEICIL—T 4 VI T HRENHYFEST CDFRVEE
T9BICIE LI—FEZERETIBHENHY F9H,
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A. DKIM
B. SPF

C. CNAME
D. MX

IEfE: (EfgZRTLET)
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NetFlow 7 O—TEZEEINTWE2DD T4 — L RIFENRTEIN?2DBIRL T E&E,)
A H—ERNS +FDBRAT

B.LA4¥—47Ora)LB4 T

C.H—EXVSREwY kK

D. HAMEBA 2 —T T —R

E. 5E5ER— b

EfR: (EfAx R T LET)

S .

NetFlow Flows Key Fields

A network flow is identified as a unidirectional stream of packets between a given source and destination--both are defined by a network-layer IP

address and transport-layer source and destination port numbers. Specifically, a flow is_idertfied as the£omBinauod of the Tpllowing key fields

s Source IP address

+ Destination IP address

* Source port number

« Destination port number
+ Layer 3 protocol type

» Type of service (ToS)

« |Input logical interface
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JORYA LRI TT405¢ESQLA ooz ay HEDEWNMIATTIMN?
A JORYA KRR TT4071F A= FBRT—EAR—XTHASNIHBTTIN, . SQLA 22923 vE a— A TSOY—ITHASI DK
BTY,
B.VAORYA FRY ) TT 4T3 E— YA FEENELEZTIL—FI+—RAKRETITN . SQLA ooz o avidy—o v LT o7 0T
BETY,
C.OORYA LRI TT 4 VT I EDHRBAREINDLEETTMN . SQALA PV I3 VET—EIR—ANBESNZ EETT,
D. VORYA CRY Y TT4UT1E, A— FAY—N—AINSETINIHETIN . SQLA Pz o2 avIE a—FB U547 MINGETS
NEBETY,
Ef: (ERERELET)
&5 A
JOARYA LRI ) TT4200 XSS)IETIN—FTA—RKETIEHWN=H RZEBIXELLHY FEA,

DARYA bR TT4 0TI EOBRBIREINF-ESTT I EVWSEBRIFIELLBW=H EECEIELL HY EFLEA XSSIE DT TV
=301 —Y—ZBENETEITM4T 2 MIDHETEHETT,

DRSS CRO ) TT4 o7 —N—EInh53—FRNRTINIHBTHD 1 EWVWSERLH D=0 BEBEDIFELL HY FEA, EE XSSIE,
DS5A4T7 Y MUTEITSINZRY ) TrE2EAT D EIZEY WebH A FOMHEEZERT SHETY,
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DAI—HF—NERID) I - E2E KRBENT—R3EELIENTESEWebH A MWebTSIHNYFA LY hEhFEFT SQLA Pz v 3
UTIX KBEIE U9 ENLT)SQLO— K% GET/POSTIASA—ADT—2 Y44 AELIFKRIEA Vv FEFERAL AL T +—L Cookie,
FEIFHTTPAY A —ITEBALE S ELET,

ESQLA VP TV a VKRB EXSSA VU I/ a v HEBOELEWNNE . SQLA UV 1 L a VREBIFIT—AR—AMSEREEZL-HICHERASA
BZOIZH L XSSHE[F KEBENT—FZELENTEEWebH A MZA—HF—ZUEA LY +FTEEHICERSNDZETT,
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COANFEITEINEDIEED2DDKRTT M ? 2DOFBERLTLEELY)

A FILWESEL—IDRY) O—H—ER/ —FDORY —[2BMEhE LT,

B. IdentityServiceEnginer—/N\—TI > KiRA > FHEIBRESFEL T,

C.HLWDY—RI—7 U AMER SN BEERY) O—TERENET,

D.IVRRAVEAMHBTITBI7AMILENFET,

E. #7 L L ldentityServiceEnginetr—/A\—MWEBR)LY F L EHICERBAICEMEINE T

IFfE: (EZRTLETD)

TJO74) VY —ERE ROBEIHFADEREZRITLET,

STV RRAYVMDEIBREINFLELIY RRA D MBI FRA Y MR=IUHGHIBREIN, TV FRA 2 ARy b= U E(TBIBR Sz

B A
Ho

BINT O avhBREINTWARTO I 7ML EIZEREINTWRBNT I avhHY FDIURRA Y AL DEELEARY FEIHRT
EHEWVWARY MDRETBEHEE, TR IT7A ) T —ERIE CoOAZRITLT . IV RRA VM ERCT SN TO T 7 ILICBEILET,
SIVRRAV A MOHTTOAT7A I TENBZIURRA Y CABMIZEIYSTOA MIHTTATFA )T ENGWNMEE &21E,. o7y
AIDFENSEMD TOT 7 A ILICERESNE T,

+IV RRA YV FIDTILN—THNEBINFLRKBR) O—THERAINBIIY RRA U FIDTIL—TIZT Y FRA ¥ bAEMELIZEHIBRIN5E,
TO774 ) VY —ERIE TV RRA Y MDY IL—TIZEENH > BEIZ CoOAZRITLET, TV KRA > MIDTIL—TI& ROFAIRY o —
TERINFET,

+IV RiRA 2 RABMIZTO T 74 ) VT EINBE TV RRA VMDY IL—THERINFETHEFHI Y FRA D MIF L THNEIVETI S
MruelllRESNSE TV RKRA VDI L—THEBRINET IV RKRA U TAT7A N TRYO—DEBIN, ZORY O—MNEFAIR Y
U—TERASNEFSTIVORRAO M TAT7AY TR O—DREREEIN, ZORY O—HHFAR) O—CHERASNSIBEIO I 7AILICEENTL
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BNTWAIVRRA b TAT7A4 ) VTR O—ICHMICEIYVETONTWSBEICERSNLAEELHYET . EBLNDIHEEDL TV KRS
ohTaTFA)TR) AR O—TCHERAISNTWEEERIZDA, FAT 7AYo TH—EXMNCoAZRITLET S8 :

https //www.cisco,

+HEIIIT Y RiRA > FOFBMEIY B TI ST truelTEESNATWBAIEE TV FRA U MDY IL—ThEBSNhFI IV RRA cTOT7704) 0
TJRYVO—DEREIN, ZORY) O—FAR) O—THERASNTVWEIBEI U RFRA b TOT7A VTR —NEEIn KR S—MNEFFAR
) O—THERSNIB/BEBIO I 7ML IO RRA b TOT7A VTR O—1E, TAT7A VTR O—D—HUZ&KY FEFT U FERSAU b
NHREBITOT7AIVICEHERMITONTWARI VY RRA 2 b TOAT7AYUTR) O—IZHNICEIY S TONTWDIEEICERESINDAIEEENH Y F
T EBLDGEL TV RKRA M TAIT7A Y TR O—DHAIRY O—THEAIATWBIGEEIZOH, TAT 74 1) 53 —E XHMNCoAZEHKIT
LET,
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https //www.cisco,
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TILFARUA—BEEYR—EL YA MDD LS T4 v I 2RETEDZVPNT Y/ OS—FERTTA?

A. SSL VPN

B. VPNZE 15

C. FlexVPN

D. DMVPN

EfR:C(IAVFERKRT D)

FlexXVPNIXIKEV2R—ZXDVPNT 4 / OS—THY HEEDY A FEIVPNEEZBZ 2L OO DR A ZRHE L F T, FlexVPNIE, Ciscokl 4t DIKEV2E
ELHEERATEAEER—RDYY1—23 0 TT, LA 2T FlexVPNRILFARA VA —BEEZHR— FTEET,3DDOVPNFH / OS—(FT
RT HAMEAD RS T4 v U4 FMAFLRFRR—IY—RR—2)EHR—FLET,
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FEMBRES (X, MED EDBSEEMICIRSTRHES I EZBHE L KYBNTIKYBERNGESETTN?
A. 3DES

B. RSA

C.DES

D. AES

IEfZ: (EfEZRTLEY)
an A

SHAA—2Y FTERLTWANRHBIES THARSALLLLE T 5 & FEHMEES ECO) X F—H A XN S HEAEET AT IR
X— WEHIEZEHNTESEO IMNETFTNAALARITELTLET,
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K ERFHCiscolISEYF—/NEAD KA A U E#HET HBHEDAHREHIEMTT H,
A. HBDDNSH—N—ZEHEELET,

B. CiscoISEHY—/NEADY—NZRBL Y TRy FMIERELET,

C. CiscoISEH—/NEADY—/ID Ry IV ZRBLFET

D. XBENEBETHh IV MERELET,

FfE:C(aA*AV FEEKRT D)
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A. Cisco FMCl&JavaZ{#£f L . CiscoASDMIZHTMLGZ#ERAL £,

B. Cisco FMCIZEHFEB M L £IH, CiscoASDMIZIRFE L FH A,

C. Cisco FMCIEZT /N1 AADEREND Ty 2 EHHR— kL TLET A, CiscoASDMIEHHR— L TWEHA,

D. Cisco FMCIZTRTD 77 A4 7o+ — L& R EHHR— bt LETH CiscoASDMILCiscoOASAT/Nf RDHEHHR—FLET
T#E:D (24 FERETS)

https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
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+AUR— DT IARTEBLUVARACEICIDOI7O—FEZ 2 —DHF N HR— FENFET,

LI F (& FlexibleNetFlowD#IfREIETY

+HERDNetFlow INF) 7hO T4 V7 FYR— SN TOEEA,

+27LF ¥ JI)UNetFlowwS5 T A R— FBERIEHR— F SN TUOEEF A, NetFlowdT I RiR— KDALY HR— S TULET,
+ AN EH DB ADNetFlow 7 ho T4 VI BYR— SN TVET,

+ MicroflowsR 1) & > 7 #%EEIL  NetFlow/\— Koz 7)Y —RXAEZFNFEHEBLET,

A B =T IARCEBEIVARICEIZIDD7O—FEZ A —DHINYR—FEINFET,

ZH

Consolidated_guide / b_consolidated 3850 3se_cg_chapter_011010.html

NetFlowZERET D EZX RDAA FS A4V EHIRIZHE >T L EZE LY,

+ PFC3AE®— FZBRWT NetFlowlE 7Yy PIPcS5 74 v #HR—FLET ,PFC3AE— FIE NetFlow7 Y v DIPcS T 4w EHR—FLTWL
FHA,

+NetFlow(Z Y ILFF v XA P LS 74 v o &Y R—LLET,

7 LF 2 J)UNetFlow-MPLSH SiNetFlowt#EEZ T 5 & IL—RICTILF TR LALIRNILRA Y F Y MPLS)/\ry RELTRIFL IP/RXT Y
FELTEESNDNTY FOIPTO—1EREZF Y ITF Y TEFET, COBEELTFERTLHE VPNOH LY A EMSECVPNDRIDH A FZH—EXR
Tang F—nN\y Y R—2%@iBT HSMPLSVPNIP O—% %+ JF ¥ TEE T, FlexibleNetFlowD#HIRIERD EFHY TT,
+iERDNetFlow INF) 7HDO VT4 VT IEHR— SR TOWEEA,

+27LF ¥ TI)UNetFlowwS5 T A R— FERIEHR— SN TOEE A, NetFlowwdT I RiR— KX DA HR— S TULET,
+ AN EH DA DNetFlow7Z h oo T4 VI R— kIR TULET,


https://www.jpnshiken.com/q/27288-2129619/
https://www.jpnshiken.com/q/27288-2129620/

+ Microflows < 1) & > S #RElL  NetFlow/\— K9z 7 )Y —RXZFNFEHRFLEF T,

AU B—DIAARTEBIUVARCEICIDD7O0—EZ 4 —DHIYR—bShFET,

Consolidated_guide / b_consolidated_3850_3se_cg_chapter_011010.html

NetFlowZERET S EZX RDFA FS A4 DV EHIRIZHE DTS LY,

+ PFC3AE— FZBRWLVT NetFlowlE 7Yy PIPc S 74 v #HR—FLET ,PFC3AE— FIE NetFlow7 ) v DIPcS5 T 4w EHHR—bFLTL
FHA,

+NetFlow[ERILFF ¥ R MP S 74 v O & HHR—bFLET,

7 L& J)UNetFlow-MPLSH INetFlowtgEZ AT 5 & IL—FITTIILFTA R ITNILRASL v F T MPLS) /Ny F&ELTEIFEL IP/V7ry
FELTEESNSGNNTY FOIPTO—EREXF Y ITF VY TEET, CORREEZHERTSE VPNOH LY A FHSELCVPNORIDY A MMIH—EX
TONA F—nN\y I R—2%@BET HMPLSVPNIP7O—%% ¥ JFv TEE

¥, solidated_guide/b_consolidated_3850 3se_cg_chapter_011010.htmINetFlowZ R ET D E EEX RDHA K54 U EFHIRIZHE TS,

+ PFC3AE®— FZBRWLT NetFlowlE 7Yy PIPc 574 v #HR—FLET,PFC3AE— FIE NetFlow7 ) v DIP+S5 74w EHHR—FLTWL
FHA,

+NetFlowlE T IILF X ¥ A MMP S T4 v EHHR—bLET,

7 LF 2 TJ)UNetFlow-MPLSH SiNetFlowt#BEZ AT 5 & IL—RICRILF TR RALIRNILRA Y F Y MPLS)/Nry ELTRIEFEL IP/RT Y
FELTEESNDNATY FOIPTA—EREXF Y TF Y TEET, COREEZHERTSHE VPNOH LY A FHSELCVPNORIDY A FIH—EX
TAONAB—=N\y Y R—2 % @iET AMPLSVPNIP O—%F v JF ¥ TEET,

BNr7:350-701IRESE ZJPNTest.comigfit St 350-701HERICER T A 2 L ITRICII B EFT ! JPNTest.comld S &=#H350-701 A ERRIEE iRt L
9. JPNTest.com 350-701 S ERFARELE (4 SEH S NE LT, = Z T350-7T01IEEND TR FT VSV EFICANET, BEBEOT7 Y +
A . https://www.jpntest.com/shiken/350-701-mondaishu 727f8 3 0%7 4« A ho > b 45814 E|51 20— K: JPNshiken

BR: 302

Cisco Workload Optimization Managerl& 7 75— 3 DI 74— VD ADBBEEZERTADICEDESITH/IBEET M,
A.AWSLambda R T LZEZT7OALET

B. ikz&BEILLET

C.7—/B—FI7A4ALUPYIRATEHRELET

D. JV—RADYA REREZEHHELLFET,

R (ERERTLET)

B f: 303

FYRT—=H1)Y=RIZTIERTBE=HIC GEAEZERL ENAMILTNANARIZH T A FEBRT HEHICERINSAEIEIENRTTH,
A. BEHDBYOD

B. EffiZEIBAZEEHE IO O

C.OSA4F7rvr7TRE 3=V

D. MACEREE/ N1 /3R

IEfg: (EfEZRITLET)


https://www.jpntest.com/shiken/350-701-mondaishu
https://www.jpnshiken.com/q/27288-2129621/
https://www.jpnshiken.com/q/27288-2129622/

TELRY FIT—VTEANRTNAREYR—rF B85, 12— — REEFEXFEFE. TAMNEZTDTNARERIASIVERBTSHZLITELY
FTYRI—OH—ERELET I HRETIVLENDHY I, Cisco ISEIX  HEENTERY FT—VETNHR—YFILTNA RZREIZFEHATES
KOITTEH=DITRHERY—ILERHBELET,

HBAMI RAT4THTYAMTOEDIaZVY K bITI—9 0y TV TTVREIV RN ERETTEIN, TINAREIAT/INARR—4)JLIZE
MIFBZEICEY BADTNARERY FT—DIZEBMTEET,

FAT4THTVARTAITIZ7AILETRTOTNARATHATESIHF TGV, A—F—EIA TNA RAR—2)LE=FRALTINLDTN
A REFHTEMTEET, /=1L, Bring Your Own Device BYOD) L—ILZHBER LT, ChoDTNA REEHZFTHEHLTEFET,

TERY FIT—VTHEARTNARZYR—FFEH5EE, 12— — (REEBFEEEF TARMNEZDTNARZRASLUVRBIDHILITLY,
FTYRD—OH—EREDET—IHFRETIVENDHY F9,Cisco ISEIX KEEBNEERY FT—V ETNHR—YFILTNA REZREIZFEHRATES
EOICTEH=OITRHERY—ILERHBLET,

BAMI FAT4THTVANTOEDIZVT K bITI—O Y TV TTVREZV N EETTEIN, TINAREIA T/INA AR—42JLIZE
medEickY BEADTNARELRY FT—YIZEBMTEET,
FAT4THTVATATZ7ANETRTOTNRNARTHATEDSDIFTIELZEW O A—F—EIA THNA RAR—FILEFRALTINEDTN
A RE=FHTEMTEET, £7/21%, Bring Your Own Device BYOD) IL—ILZ R LT, NN T/NA REZEHFTHEHLTEET,

TERY FIT—VTHEARTNARZEZYR—FrFE5E8EF, 12— — REEBFEEXEEB TARMNEZDTNARZRIASLUVERBTDHILITLY,
TR —EREDLET—IERETIVLENHY FI_ Cisco ISEIX  HEENTERY FIT—DV ETNHR—=YFILTNA REZRELIZERATES
KONCTEH=DITRERY—ILERELFET,

BAKME XA T4THTVAETAED I =T KV bI—0 2y b TV TTIORIU N ERTTED, TNNAREIA T/INA RR—42LIZE
mydIEIlckY BAADTNAREFRY FT—VIZEBMNTEFET,
FATATHTVARTOITZ7AINETRTOTNARATHRATESIDIFTTEHLEW D, A—F—EIA TNA RR—=F)LEZFERLTIN5DTN
A REZFHTEMTEET, /=1, Bring Your Own Device BYOD) L—ILZHER LT, . ChoDTNA REZ&HZTHEHLTEFET,

S

m_ise_devices_byod.html

m_ise_devices_byod.html

BE: 304

IVOZTIE Ry b T—OHDCiscoR A v FT2AXRIAFHREL A HD=ZXLELTCAZFERALTWET COALRST T4 v IBRY FI—0 %
BRATESEIICTBICIE, 7747 94— ILDEDR— FZRABELHY ETM?

A. TCP 6514

B. UDP 1700

C.TCP 49

D. UDP 1812

EfR: (EfEZzRTLET)

ELL]

ELL]

CoOAA v t—DIE, TS5y F 7+ —LALIZIECT2DODEAL HudpiR— FTREIESNFEFT, L A ILUDPR— ~ TZ#1E
1700, EEDORFCIZUDPR— F3799%FEHA L THUHBLET,

Eﬁ:ﬁ: 305
SDNYHRX/\T7 > FAPIZO O )LDHEREIZRITT M ?


https://www.jpnshiken.com/q/27288-2129623/

AV MA—F—HAEREITZASLIIZTS

AV A= TL—oF7 T r—2a U OBMBRERREICT 5128

OV MA—F5—HARESTEFERATESLIICLET

LAY RA—=LT =27 T =2 3 D OBMBRERREIZT 5128

EfR: (EffZzRTLET)

&5 BA

Southbound APIs facilitate control over the network and enable the SDN Controller to dynamically make
changes according to real-time demands and needs.
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provides intrusion prevention before malware comprises
the host

1E fiz:

provides detection, blocking, tracking, analysi Firepawer
to protect against targeted persistent @ Wideg,detection, blocking, tracking, analysis and remediation
e ¥ & Ul to protect against targeted persistent malware attacks
provides superior threat prevention and mitigs KRown B
and unknown threats' ™ Qi : provides the ability to perform network discovery
P = — , - -
- : = F
: : provides superior threat prevention and mitigation for known
provides outbreak control through custom detections I SR el et
provides the root cause of a threat based on the indicators [Cisco AMP

of compromise seen

provides outbreak control through custom detections

provides the ability to perform network disco;.ra'v

provides the root cause of a threat based on the indicators
of compromise seen

provides intrusion prevention beforg malware comprises T ; :
the host provides intrusion prwe&nuﬂ before malware comprises
e host

B 307


https://www.jpnshiken.com/q/27288-2129624/

IVO=TFIE STV FEERL ARVMIEDWTA VI T U MEERL APIZNLTHOI SO RV ) 2a—2 a3 BT DI ERY
J)a1—2a FREBELELTVWET, COBEEERTAICIE EDOVI 21— a3 EFERTIBENHYETMN?

A. SIEM

B. CASB

C. 73774 IMFA

D. Cisco Cloudlock

IEfR: (EffZzRTLET)

+ Cisco CloudlocklE, 7 59 FT—42#EKHIE DLP) TPV #FRLTY 59 FREZHEMNICERL KU P—ITERLTYZ 57 FREIZRES

NTWBHZIFEHRFETE L FEFI ., +CloudlocklFAPIR—RX TT  +/ > T > k&, CiscoCloudlock7 7)) — 3 VDEEXR) Y —ATY , chibld,

RYU—RREEEICK>TA IV b XA b Ta—ILFE THLET— TR FEET774IL)DA—HLIzE& ZFI(Z CloudlockiRl) —IT ¥
V2T hRYAH—EhZFEzT, S8 https //docs.umbrella.com/cloudlock-documentation/docs/endpoints; +tF 21 !) T4 IHERE LK VA R FEE
SIEM) TSy b 74— LIE X2V TA4VRATLA XY MI— BEUVOVE2— 43— ELUAM RV T2 Z2ZI&E L EANGEEX
DT AIZEBRLETRAR +(V T U ME 75— RU—D M) H—DEETT,

R)IV—IGERLTY Y FREICREIN TV AREFRBREFET 5120,

+CloudlocklFAPIR—RX TY

+42 T2 k&, CiscoCloudlock7 7 r—Sa v DEERY Y —RATY, IMLIE KRYO—BEBREICE>THIDz I b FFa AV Ta—

IWE AL E— B TEET7A4IL)R—8 L= EIZ _CloudlockRY) O—T oo vIiZk>TRYH—ShZET,

ZH

J— bk

+EFXF AV TAEBRELVARVEEE SIEM) TS5y b 74—ALKX X2 VTAVATA FY NT—9 BLUVAVE2—42—mho05B&LUPARN
DhT—A2FEREL TNEERANGEXI) T A0 A MIEBLET,

AT URME TS —FRYO—D M) H—DERER T, Cloud Monitoringld . RDIGFEICA VT FEREET,

+ Cisco Cloudlockl&, 7 5 FT—A2EXHIE DIP) TP U #FRALTY 57 FIREZHGMICERL KR D—IZERLTY 59 FREBIZRES

TV MEEHREREE LET, +CloudlocklFAPIN—R TE, +4 > F > k. CiscoCloudlock? 7Y r—< 3 v DEEH Y Y—RTT, Sh L,

RY—RHEEICESTAHID I b FFaAVR Ta—ILR T+ ETF— R . FLET74IL)HA—H LIz & EFIZ Cloudlock R —T oD
2T RYA—ENFET,SH https //docs.umbrella.com/cloudlock-documentation/docs/endpointsi¥ +tF¥ 2 !) T4 1FEHRE L VA RV FEE
SEM)TSY b 74—ALFX X212 UTAVRTL XY RTI—) BLXUVAVE2—42—DoAJELUAMRNU b T—42FREL EAMLGEX
T AIZEBRLEFTRR +(V T MNMEI 75— RUL—D M) H—DEERTT,

B fE: 308

B BRI SNDFICEREOHDEEEZTAVITEHILICKY SEBHHZHRELLSELTVET , VYV a—2avE FEDT T 7r—
2avhRY FI—JRNTHEAINSIDETAOVITELIRENHYFES, COBBELTERTHICE EORREFERTILENHY EFITM?

A. Cisco Firepower

B. Cisco Umbrella

C.ISE
D. AMP
Efg: (EfEERRLET)
Bl
Cisco Umbrella uses the internet’s infrastructure to block malicious destinations before a connection is ever established. Umbrella uses DNS to

stop threats over all ports and protecols — even direct-to IP connections. Stop malware befare it reaches your endpoints or network
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def add device to_dnac(dnac ip, device_ip, snmep version,
snmp_To_community, snmp rw community,
snmp_retry, snmp_timeout,
cli_irahﬁpurl, uée:nam@, password, enable password):
davice object = |
‘iphddress* : [
device ip

|«
‘type’ : 'HETWCRKE DEVICE®, @
‘computebDevice’ : False,

‘snmpVersion’ : anmp version,
‘snmpROCommunity” : snmp ro unity,
‘snmpRWCommunity” : snmp unity,
‘snmpRetry’: snmp retr

‘anmpTimeout’ : anmp ut,

‘cliTransport’: nsport,
‘userName’ : u3€:& P
- rd,

‘password’ :
‘enablePas g : enable password
} é;&}

response) jinastn,pnstﬂ
nu! [, o
evice' . fdumll

i | /dna/intent/api/vl/network-
gidnac ip),

m .dumps (device ocbject),

< g

*A-Auth-Token’: *(}’.format {token),
‘Content=type’: ‘application/j=on’

verify=False
]
return response.json()
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'accept' : application/json
'content-type' : application/*son
'authorization' : Basi¢ API“Credentials
'cache-control' : "ng=cache"

}

response = requestsirequest ("GET", url, headers = headers)

print (respQns$<s &
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An explicit proxy deployment is Uﬁéh!é ‘client proxy-aware application. like
& mature web browser. has a conflgdr&ion afeawithin for proxy settings to
declere and use a proxy, like the WSA . This method is typically combined

with a firewall restricting webriraffic thet does not originate from the WSA's

IP to prevent users from-circumventing web policy controls and accessing
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The various suspicious patterns for which the Cisco Tetration platform looks in the current release are:
® Shell code execution: Looks for the patterns used by shell code.

® Privilege escalation: Watches for privilege changes from a lower privi i privilege in the process lineage treg
e Side channel attacks: Cisco Tetration platform watches for ~ti cks and page table fault bursts. Using these
® Raw socket creation: Creation of a raw socket se gcess (for example, ping).

® User login suspicious behavior: Cisco Ti watches user login failures and user login methods.

e Interesting file access: Ciseo can be armed to look at sensitive files.

e File access froma co Tetration platform learns the normal behavior of Mc f'e s 'cle's@ by which
e Unseen command: Cisco Te n platform learns the behavior and set of commands as well as the lineage of each com
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NetFlow Flows Key Fields

A network flow is identified as a unidirectional stream of packets between a given source and destination--both are defined by a network-layer IP

address and transport-layer source and destination port numbers. Specifically, a flow is identified as the €omBinatiod of the Tbllowing key fields

* Source IP address

+ Destination IP address

+ Source port number

« Destination port number
« Layer 3 protocol type

» Type of service (ToS)

« Input logical interface
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provides detection, hlacking, tracking, analysis and remediation [Cisco Firepger
to protect agasnst targeted persistent makware atticks

provides superior threat prevention and mitigation for known
and unknown thraats

provides outbraak control through custom detections

provides the root cause of a threat based on the indicators Cisco AMP
of compramise seen

provides the ability to perform network discovery

provides intrusion prevention before malware comprises
the host
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provides detection, blocking, tracking, analysis and remediafio

to protect against targeted persistent malware atacksl ) | f peflides de i, blocking, tracking, analysis and remediation |

E inst targeted persistent mahware attacks

provides superior threat prevention and mitigation for known
and unknown threats

provides outbreak control through custom detections arrdm%ﬁnaﬁbnfnrm |

provides the root cause of a threat based on the indig
of compromise seen

provides the ability to perfd etwork discovery ‘
prumdbsﬂlemutmenfatlﬂatbaﬁedmﬂmndlcatms
of compromise seen

provides intrusion prevention before malware comprises ' —
the host

provides intrusion prevention before malware comprises
the host
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Asymmetric
requires secret keys
requires more time
Diffie-Hellman exchange
ISymmetric
3DES
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requires more time
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IKEV1

standard includes NAT-T

uses six packets in main
mode to establish phase 1

uses four packets to establish phase IKEV2
1 and phase 2

uses three packets in aggressive
mode to establish phase1

uses EAP for authenticating
remote access clients
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IKEv1

standard includes NAT-T uses six packets in main
STy = SRS : mode to establish phase 1

uses six packets in main uses three pal:kets_ in aggressive
mode to establish phase 1 . mode to establish phase 1

| uses four packets to establish phase
_landphase2

e - — —

™ uses three packets in agg“re'-ssi#e ; ~
mode to establishphase 1 & _ | || @ls% f%rr packets to establish phase
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remote access clients | |1 Uuses EAP for authenticating
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standard includes NAT-T
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ix packets in main
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Southbound APIs facilitate control over the network and enable the SDN Controller to dynamically make
changes according to real-time demands and needs.
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risks. Our API-driven approachzprovides a simple and open way to enable
healthy cloud adoption,
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The various suspicious patterns for which the Cisco Tetration platform looks in the current release are:

Shell code execution: Looks for the patterns used by shell code.
Privilege escalation: Watches for privilege changes from a lower priv' i privilege in the process lineage treg
Side channel attacks: Cisco Tetration plaﬂorm watches for c cks and page table fault bursts. Using these
Raw socket creation: Creation of a raw soc rocess (for example, ping).
watches user login failures and user login methods.
can be armed to look at sensitive files.

co Tetration platform leamns the normal behavior of‘vl'c f'e is 'cle's* by which
n platform learns the behavior and set of commands as well as the lineage of each com

https://www.cisco. com/c/en/us/products/collateral/data center-analytlcs/tetratlon analytics/white-paper-c11-740380.html
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192.168.100.0 255.255.255.0 is directly cennected, inside
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[P show crypto ipsec sa
interface: Outside

Crypto map tag: CSM Outside map, seq num: 1, local addr:
209.165.200.225

access-list CSM_IPSEC _ACL 1 extended permit ip 10.0.11.0
255.255.255.0 10.0.10.0 255.255.255.0

local ident (addr/mask/prot/port): (10.0.11.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (10.0.10.0{2&5.255.255.q¥0/0)

current peer: 209.165.202.129 @ @ &

#ipkts encaps:

#pkts decaps: l? #pkts decrypt 17 #p

#pkts compressed: 0, #pkts dﬂctuu ed: : e RS
#pkts not compressed: OP } CC fled: 0, ﬁpkts aecomp

failed: 0 e

#ipre-frag suc -frag failures: 0, #fragments
created: 0 & _g

#PMTU ﬁ : #P'H'!'Us revd: 0, #decapsulated frgs needing
reassembly: Y

#TFC rovd: 0, #TFC sent: 0

#valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 209.165.200.225/500, remote crypto endpt.:
209.165.202.129/500

path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: B6FS5EAS3

current inbound spi : B8434BDEE

k> 7 4 v 1d FirepowerThreatDefense 7 754 7 > AMIPsect 4 FEIVPNZ @@L TWEEA, COBBEDRERIZATTMN?
A. FirepowerThreatDefense 7 754 7 VA THEI R RILKRY O—NEZBSINTULEEFA,

B. 7Y ARHIEHAR) O—IETVPN S T4 v O #HALTULWERA,

C. U4 FEIVPNE 7 IZELZSBEEETIL TV X LEZFERALTHET,

D. 4 FREIVPNERIEBEF—DI—BL TLFEEA,
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combined integrated solution of sfrong
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controlling solutions

1E fiZ:

‘detection, blocking, fracking, analys:i I_I - tprevention and mitigation

and remediation to protect against
targeted persistent malware attacks . |- and unknown threats

Cisco
Web Security Appliance

.=._..; - 3 = 5_*
superior threat prevention and mitigation tect against

for known and unknown threats targeted persistent malware attacks

appiication-fayer control and abiliy fo . T~ catlon-layer control and ability 1o
enforce usage and T detection policies| |enforce usage and tailor detection policies
based on ::trstam ations and URLs based on custom applications and URLs

defense and web protection, visibility, and
controlling solutions
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How do yau create an LDAP group query on the ESA?

1. Create prgEDAPR group query under System Administration > LDAP.
2. Enable the*grotip qlery for the listener under Network > Listeper > {select the listener} > select the LDAP group query
Go to Incoming Mail Policies
Create a new policy for the group
Add in the recipient matching the group
Choose LDAP group query instead of email
Select group query and put in the matéhing*group name.
Configure new incoming mail poli€ies: Anti-Spam, Anti-Virus, Content Filters, and Virus Outbreak Fiiters
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HEEI HECEELTW2DODKRA FDOBEIZ EDFA4 TORETI O VUEHALEFTM?
A JORYA R ) TFTa2Y

B.LDAPA > x93y

C. hR&E

D. REL THUAPI

IFfig: (EfZ R LET)
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2y hI—VEBERF RAVFITEAFTIYIARPA VAR O a VERELET FATIVIARPA VAR L3 U BREAER, TDOX
AVFDITRTDA—Y—IEEDHALELBETELHLKBYFET XYM IV EBEL I RTDAIVF—T A RDAVA—T LA RART—RR
ZHESE L err-disabledf Y2 —J A RIEHY FHA, COMEDERIEFTT M ?

A.DHCPRAX—E VI MITRTHOVLANTEMIZHE>TWLWEADITTIEHY FEA,

B. ip arp Inspection limita <Y > KNFTRTDA V2 —T A/ RITEHIN I RXTOLI—HF—D+S5T74v 9% 099 LTVET,
C.AA4FTIYIARPA VARG UDNTARTOVLANTERIZHE DTS DITTIEHY TEHA

D. no ip arplnspectiontrusta ¥ > KNI R THDA—HF—FRR b VA —T A RIZERAINFET

EfE: (EREERLET)
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Cisco ASA Netflow VOEZF a7 ARy FOF U T DEFRIEFTT M ?

A 70—, 20—T 47500 LUV ITO—EEDARY FEEHLET,
B.HEEN7O—DITARTODLI—FZIVRKR—IFFEH3RXRT—FLRIPJO—EBHFRELET,

C. 70— Z##GMICEBIIL 10 CEICEHZIRHELET,

D. ZDARYV MITARTD LS T4 v I U SRICHITLT—HEHLET,

R (ERERTLET)

NetFlow Secure Event Logging NSEL) DASAFH &K UASASMEE(Z JO—HNDEELAARY FZRTLA—FDHREIYVRAR— LT BRTF—LIIL
BIP7O—FrSyX VI ARZIRBLET BHSNBZEELA RN ML, flow-create flow-teardown_ & & Uflow-denied EtherType ACLIZ& T
EEINE=70—Z2KROBEENTT, S hitps //www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa-general-cli/monitor-
nselhtmBIfi SN DEELRA R MIFRDILDAHYEFT, JB—EK, ZR—T 47200 HLUVT7O—EE EtherType ACLIZK > THEE SN
f-7a—%kKk<),
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NetFlow Secure Event Logging NSEL) DASAH K UPASASMEXE (L 7O—ADEEBLRAARY L ERTLI—FDHFEIIVAR—LFTBHXAT—LI)L
BIP2O—rSYyFXU0ARZIRMLET BHSNBIEEL A R ML, flow-create flow-teardown & & Uflow-denied EtherType ACLIZ& 2T
EREIN-70—%BROBEENTT , S https //lwww.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa-general-cli/
monitor-nsel.html
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HQ Router (config)# username admin5 privilege 5

HQ Router(config)#privilege interface level 5 shutdown
HQ Router(config) #privilege interface level 5 ig

HQ Router(config)#privilege interface level 5 description

b= EEEIE admmbA—HY—Davy FERIMEZEALET, CDHRTEER adminb1—H—[FHQ _RouterCRIMTEE TN ?
A I RTOBRETTT S

B. 4 JA VA2 —Jx—X%EM

CAVA—TI—RADIPT RLRAERELET

D. B ZET LG

IEf#: (EfEZxRTLEY)
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BRZSBLTKESVD, COHNDZRTITHEOIERASA-aT Y REENRTIN?

A. dot1xall & &~

B. dot1xZ& &7~

C. dotIXDI R TOMEZE R

D. show dot1x interface gi1 / 0/12

Eff: A(QA 2V FEREKRT D)

EREA/1) 77 LR hitps //www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/sec- user-8021x-xe-3se- 3850-book /
config-ieee-802x-pba.html
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EDT7ILTY XLNERFEBILERBELETHN?
A. RC4

B. AES

C. 3DES

D. RSA
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cloud security strategy workshop activity kakang place in pubks cloud deployments
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user entity behavior assessment “ cloUd security strategy workshop
“ cloud data protection assessment cloud data protection assessment l
cloud security strategy workshop d-ou&semntv architecture assessment
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N cloud security architecture assessment

B 471

B LAR—XEPGE=(IuSegl2HIMBELY FRA V b TNA R ERBI Y FRA > T34 AHVmwareVDS & fz [EMicrosoftvSwitch & HHE 2@ T
EHVWKIICTEA T avERBI IBHAEEENTI D,

A. EPGFE 7> Bt
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A A—)Lai—HF—1—Txz b

B. A—J/EET—Cz bk

C.A—JLERET—Y Vb

D. *—J)LEET—VT Vb

Eff:C(AAVMERKRT D)

Eﬁ:ﬁ: 473


https://www.jpnshiken.com/q/27288-2129790/
https://www.jpnshiken.com/q/27288-2129791/

HEBIE. V59 FADLI—Y— T—32 BLUOT7TVS—L a3 ERELEZVWEEZTVWVET VY a—2aVIFAPIR—XTHY V5D KRA T4«
JCASBE LTCEMET AWENHY ET, COREICIKEDY 21— a3 VEFERTIBLENHYEITMN?

A. Cisco Cloudlock

B. Cisco Cloud Email Security

C. CiscoFirepowerRtEX 7 74 7o+ —)L

D. Cisco Umbrella

Eff: A(Q AV FEREEKRT D)

$iBACiscoCloudlock 7 VD RRA T4 TDU SO K7 REF2)FT4TO—h— CASB) LV TSI RYAN—tFa T4 TS5V b TA—L%
FRALT V59 F1—Y— T3 BLUT7TVr—>a 0%#RELET, S8 hitps //www.cisco.com/c/dam/en/us/products/collat
eral/security/cloud-web-security/at-a-glance-c45- 738565.pdf Cisco Cloudlock 17 5 FA—H—%RELFEFT . T—2 . BELVITIORKRA T4 TD
D959 RT7OEREFX1)T4TA—H— CASB)EIV TSI RYAN—CXFa2 T4 TSV N IA—LEZ/BRAE=7TTVr— 3,

S

ZiBACiscoCloudlock 7 S RRA T4 TDI S I KT REXa T4 TA—hh— CASB)EV TSI RYAN—CFa T4 TSy IT+—L%
FALT V59 F1—Y— T—2 BLUVT7TUTr—2 3 zRELET,SE https //lwww.cisco.com/c/dam/en/us/products/collat
eral/security/cloud-web-security/at-a-glance-c45- 738565.pdf
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Cisco Security Managerl&fZ#EEB L TWETH?
A. Cisco ASA

B. Cisco WSA

C. Cisco WLC

D. Cisco ESA
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PortScan Detection many-to-one PortScan in which multiple hosts query a
single host for open ports
one-to-one PortScan, attacker mixes spoofed source
ot awech IP addresses with the actual scanning IP address
Decoy PortScan \ . | one-to-many port sweep, an attacker against one or a
- - few hosts to scan a single port on multiple target hosts
s A T one-to-one PortScan, an attacker against one or a
Distributed PortSgah few hosts to scan on¢ or mulfiple ports
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PortScan Detection Distributed PortScan
Port Sweep | Decoy PortScan
Decoy PortScan Port Sweep
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Distributed PortScan, . . PortScan Detection
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Ip dhcp snooping
ip dhcp snooping vian 41 44
|

interface GigabitEthernet1/0/1

description Uplink To _Distro_Switch_g1/0/11
switchport trunk native vian 999

switchport trunk allowed vian 40,41,44
switchport mode trunk
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. ip dhcp snooping verify mac-address
. ip dhcp snooping limit 41
. ip dhcp snooping vian 41
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ATV TEENSGADELWEFIZCFS YIS 7Y RROy LT, AppDynamicsh 7YYV vz JH—ERMDEC2A VRAAVREERTEDLSICL
F9,

Install monitoring extension for AWS EC2.

Restart the Machine Agent.

Update config.vamil.

Configure a Machine Agent or SIM Agent | g AZAN A

| Install monitoring extension for AWS ECETl Llnstaﬁ_:g;%itﬂring extension for AWS EC2.

Restart the Machine Agent. _ 1 @ﬁﬁgur& a Machine Agent or SIM Agent.

o
s B
5 N

Update config.yamil. Update config.yami.

Configure a Machine Agent or Sﬂuf:ﬁgent 1| " "1 'Restart the Machine Agent.
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CiscoASDM & Y %, CiscoFMCZE{#ER T 2RI R LRI TT H,

A. Cisco FMClZJavaZz{#f L CiscoASDMIZHTMLSZ#ERLE T,

B. Cisco FMCIZ & EE 1Rt L £ 9 4%, CiscoASDMIFIREELEFH A,

C. Cisco FMCIEZT /N1 AADEREDN Ty 2 &Y R— kL TLET A, CiscoASDMIEHHR— L TVWEHA,

D. Cisco FMCIZETRTD 77 A4 7o+ — L& G EHHR— b LET A, CiscoASDMILCiscoASAT /INA ADAHEHHR—FLET
IEf#: (EfEZRTLET)

SR .

https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
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BRESELTZE,

Info: Hew SMTF ICID 30 inverface Management (192.168.0.100)
address 10.128.128.200 reverse dns host unknown Wrefifidd Ao

Info: ICID 30 ACCEFT 5G SUSFECTLIST match abra[none] sBis r

Info: ICID 30 TLS success protocoal, TLSw1l cipher
DHE-RSA-AES256-5HA

Info: SMTP Ruth: (ICID 30) secceaded for user: ciseco using
AUTH mechanism: LOGIN with profile: ldap smep

Info: MID 80 matched all recipients for per-recipilant policy
DEFAULT in the outhound table
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A. MicrosoftOutlookLDAP:2:

B. POP3:2:

C.SMTP!) L—H—/\—5Z}

D. A& —H—& 1) L—A—)LFEE

Ff:D(QAAVFEEKRT D)

TLSEMIE, T4 L2 —T0 a0 DVALARERE S UVRNLFAROHE, BEORTHE, A vtE—VICHEET L ZOMOEELTIVavéed
[T A—)LOFIZRBEENET TLSIEHEARINT S E A—I)LAFICTLSHEIT Y FUARERENET, BT TLSIERKICKKT & TLSEKT v
FABERINET A vE—2DOT T 7AILIZTLST Y M UDBEEMITONATVERWMES TOA v E—DEFTLSEREZN L TERIESNELATL
1=,

TLSEMIE, T4 NWE3—T02 30 DAL ARKEELUVRNLREROHE BECHTLHEE, AvE—VICEET LI TOMODEELT I ave st
[T A—)LOFIZRBEENET TLSIEEARINIT S E A—IILAFICTLSHEIT Y FUARERENET, FEHEIC TLSIERICEKKT & TLSEKT Y
FUDRERSINET , A vE—CORT I 7AILICTLST Y FUMBEEMTONTUVEWNMES TOA v E—DETLSEHRZN L TERIESNEFLEATL
1=,

S

CHOQORBRTIE, A—1LBJIZ) E—FRA M (ZENLOTLSEHKARI LIz ENTRINTLET,

TLSEMIE, T4 NWE3—T02 30 DAILARKEELUVRNLREKROHE BIECHITHE, AvE—VICEET I ZTOMDEELT I ave st
[C.A—)LOFIZEBRENET TLSIEEARINT S E A—I)LASICTLSHEMIT Y FUDERENET, FEEIC TLSIEREICKKT & TLSEKT >
FUABERINET AV E—2DOT T 7AILIZTLST Y FUDBEEMITONTVERWMEE TOA v E—DEFTLSEREZN L TERIESNELATL
1=,
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IKEV1 |

uses six packets in main
mode to establish phase 1

uses four packets to establish phase IKEVZ
1 and phase 2

uses three packets in agaressive
mode to establish phase 1

uses EAP for authenticating
remote access clients

1EfZ:
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AVTUYEF A TAICERSNBAAPIEENTI M ?
A. AsyncOS API

B. OpenVuln API

C.I0S XR API

D. NX-OS API
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Cisco Firepower Next Generation Intrusion Prevention System®D KR MEREF v TF ¥ THLOITFEREINDZR O—EENTIMN?

A. 1B

B. RA

C. 77 & X

D.*y bT—9 T4 XA\ —

IEf#E: (EfEZRTLET)

fiBAFirepower A T LXK Ry hT—VBRHELUVIDRY) O—ZFALT AV CT—V LD LS T4 v IDRRA N 7IUS—2ay &Uoa—
H—FT— 2 NELFT BHENDEHEOBESLUIDT—22FALT 2y FI—VEEOAEMNLEI Y TEZEBEL 74 LDV I BETO
T74N) 0T TOEAFEEETL HBENEELZZTOTVVMBHLIIRATOA FEBRSLURETEES , RAMET TV r—2 3 v OBH
EERTITAELIICHRY FI—IBHER) O—4BRTEET SR :

https //www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-configguide-
v64/introduction_to_network_discovery_and_identity.html Firepower> X 7 AIL Y b T—UREE L VIDRY O—ZFFRALEFTRY FT—U LD +
FITAVIDRA N TI)r—2ay B&LUBa1—F—T—2F0NELFET,

RARET TN r—2a VOBREEETTAELIICRY FT—VBHARY) O—2BHTEET,

iBAFirepower A T ALIE 2y FIT—OBHEELVIDRY) O—#FHALT RY M T—DVED S T4 9 IDKRRA N 7TV r—23y LU —
P—FT— 2 NELFT BEDEHEOBESLUIDT—2Z2FEALT 2y FI—VEEQOAEMNLEI Y TEZEBEL 74 LDV I BETO
T74) 0T 7O AFEEETL HBEINEZELZZTOTVVHBHLIIRATOA FEBRSLURETEEST , RA T TV r—2 3 v OBKH
EERITIDELIICHRY FIT—UBHER) O—42BRTEET SR :

https //www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-configguide-
v64/introduction_to_network_discovery_and_identity.html
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BRESBLTCESVD, XY FIT—J ETAAAE YL a3V EITICEERARRICT DT A TLIXENRTT A,
A. aaa authentication login console ise

B. aaa authentication enable default enable

C. aaa authentication exec default ise

D. AAASFRI Y T —9 DT I 4L kT )L—Tise

IEfE: (EfEZRRLET)

Eﬁ:ﬁ: 528
BEZ2ENOADELWRBIZFS YIS 7o RRAYyTLET
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guest services requires probes to collect attributes of connected endpoints

profiling sponsor portal that isGsed to gain access to network resources
posture assessment My Devices portal that allows users to register their device
'*'? e :ﬁ S Results can have a status of compliant or
1E fi#:
4 H . g"“.jes‘-_;.l 5':' "Im ’A 0 profiling
PTO"“DQ quest services
posture assessment BYOD
BYOD posture assessment
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D. snort

E. URLD 548

Eff: AB(Q AV MEEEKT D)

ERBA/1) 7 7 L2 R https //www.cisco.com/c/dam/en/us/products/collateral/security/cognitive-threat-analytics/at-a- glance-c45-736555.pdf
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ED/RT ) w495y KFO/84 #—nhCiscoNextGeneration Firewall VirtualZH7/R— b L TWET M ?
A. Google Cloud Platform

B. Red Hat Enterprise Visualization

C. VMware ESXi

D. 7RV DOz TH—ER

EfR: (ERERRLET)

& AR

Csco Firepowss NGFWY in Amazon Web Services (AWS) or Microsoflt Azune must be managed by o Cisco Firepower Management Centar (FMC) residing in AWS or an-premiges. The vinual FCM
can be deployed on Wiiware ESXE, on MM, and in AWS. Figure 1 shows the varous FMC dashboards
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