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Exclude EPG-2, EPG-3, and EPG-4 from the preferred group.
Configure a contracl between EPG-2 and EPG-3.

ﬂ ﬂméﬁ 2, EPG-3, and EPG-4 intHe preferred group.
ré a contract between EPG-1 and EPG-2.

=] F:"‘
G LM-! and EPG-2 in the preferred group.

Configure a contract between EPG-2 and EPG-3.

Exclude EPG-2, EPG-3, and EPG-4 from the preferred group.
Configure a contract between EPG-1 and EPG-3.
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no ipospfpassive-f 2 —2J x—X

B.4123—Jx—X4—HY=xvy /2
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CAUEA—DJzARA—Pxy /2
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ip ospfpassive-interface
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/unicast/configuration/guide/I3_cli_nxos/I3_ospf.html
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Mgmt/3-1/b_UCSM_GUI_Firmware_Management_Guide_3_1/b_UCSM_GUI_Firmware_Management_Guide_3_1_chapter_011.html
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Reference:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/3-1/b_Cisco_UCS_Admin_Mgmt_Guide 3 1/b_ UCSM_Admin_Mgmt_Guide chapter_01.html
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-

OS_Security_Configuration_Guide__Release 6-x/b_Cisco_Nexus_7000_NX-OS_Security Configuration_Guide__ Release_6-x_chapter_010001.html
Static Method

The static learning method allows you to manually add or remove secure MAC addresses tg"the Tunhing configuration of an interface. If you copy

the running configuration to the startup configuration, static secure MAC addresses afe upaffected if the device restarts
A static secure MAC address entry remains in the configuration of @n intérface until one of the following events occurs
* You explicitly remove the address from the configuration

= You configure the interface to act as aLayer 3 intérfage

Adding secure addresses by the static methad'is not affected by whether dynamic orgtigkyaderess learning is enabled
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SPAN

Eth 1/4 Network Traffic
f ' Analysis Application

BRESBRLTCEEVD, IV 27 SWINoDSWIB EUSW2R— b F Y RILS VF—T A ADNDAN NS T4 v I ZERTHILENHY F
T, CNEREERT DT, EOBHERET HILENHYFTIN?A)

W3 (config)® interface Port el 1
W3 config-f)F
W3(config-1)F exR _ <,

OO
AWACont)# Intarface Port-channel 2
W3 contiy 8 switchport monitor

W3conho )8 exit
C)



SVWES configure terminal

FNEE oo ¥ monitor session 2

SWEConfig-montor jF seurce interface perm-channel 1 tx
W abniey rptntor |8 seurce interface pernt-channel 2 rx

AV Contg ) ® interface port-chinnel 1
W3 config )2 switchport imonitor

SWaconfg- ¥ exit

SWHcontg i interTace pert<channel 2
SW3Econfig- & switchport monitor
SWcondg-d W exit

D)

SWEE configure termingl

SWH condyg ¥ moniter session 2

SWH oG- ol s Feuroe interface port-channel 1 rx
SWH config-mbnidf [ feurce interface port-channel 2 rx
SW confg @ interface ethermnet 14

S configf @ wwitc hport moniter

SWEconfg- @ axit

SWE config i meniter setilen 2
SWEHconfig monton 8 destination interface ethernet 14
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A large image upload is more probable to generate that level of traffic.

15 SSH session would mean an average of 200pps per session, and they simply mention that the session remain connected, if there are no inputs in them
they have Opps and even a full config push would probably not require 200 packets total.

class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/security/configuration/guide/ b_Cisco_Nexus 9000 Series NX-
OS_Security Configuration_Guide/b_Cisco_Nexus 9000 Series NXOS_ Security Configuration_Guide_chapter_010001.html
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Reference:

https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-b-series-blade-servers/whitepaper_c11-740098.pdf he higher the
package C-state, the lower the power use of that idle package state. The default setting, Package C6 (nonretention), is the lowest power idle package
state supported by the processor. https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4 _0/b_Cisco_UCS_C-
Series_GUI_Configuration_Guide_for_S3260_Servers 40/b_Cisco_UCS_C-
Series_GUI_Configuration_Guide_for_S3260_Servers_40_appendix_010011.html

"Whether the BIOS sends the C6 report to the operating system. When the OS receives the report, it can transition the processor into the lower C6 power
state to decrease energy usage while maintaining optimal processor performance"
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Host B Switch B

# Switch B EBRSBAN Configuration:

ﬁ| | Eth 2/33 —————
=1 _c:":L.-.

# Switch A ERSPAN Configuration:

Monitor“session” 47" ype erspan-
destination
soumee ip 10.11.11.2
déstimation interface
Ethernabfy 33

monitor session 48 type erspan-source

E &r -id 903
source interface Ethernet2/11 both Eth 1/2 Pagr -
E 7 f vrf default
destination ip 10.11.11.2
g no shut

erspan-id 903

vrf default interface Ethernet2/33

no shut switchport monitor
monitor erspan origin ip-address L2 congection feature interface-vlan
10.254.254.20 global interface Vlan 12
interface loopbackl 1p ?ddresg 10.11.11.2/29

ip address 10.254.254.20/32 no ip redirects
no shutdown
interface Ethernetly{l :
interface Ethernetl/2

switchport
switchport mode’ trank
no shutdown

switchport
switchport mode trunk
no shutdown

feature interface-vlan
interface Vlan 12

! -

ip address 10,.11.11.1/29 Eth 2/11 =

no ip redirects _“LJ

no shutdown : e
Switch A Host A

CDRETHERSPANERICE T 5B E LTELVLDIEENTT H,

A. KR FBIZERSPANIZE =A% S 74 v I DEETTHY KA MK ST v I 7 +FSA4HTY,

B. "X FAIZERSPANIZE-MNB FS5 T4 v I DEETTHY KX IBIE NS T4 v I T7FS54HFTT,

C. S T74VITFSATN LS T4 v I ERIETBHICTIE ERSPANRINY RS T4 v I DEETDEY L I v BEEDOLEY L a VDB THILEND
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sSwi
&= Root Bridge
SW?2 SW3
ﬁnhlm Eth1/4 ET, “Btieife. | | I
Eth1/5 ! Eth1/5 Layer2 Host

et

External Switch

BrRESEB LTS, CiscoNexus¥ ) —X XA wFSW1 SW2, BEXUSW3IE, LA V21 23— T A REN L TEHKINFET T oO0=7
(&, HVLANIZIL— T RHLEIZHEIEEE 802.1WEREL Y FIT—V DEBEPLEENSDEEZELSHFT, REEICIECINALDEHRLHY £, L1 V2K
ARMIEHKHESNATWNSS V2 —T 14 AL _STPBPDUZZEL TIXARY EEA,

EETE, —ABITOVA R T Y UVICKDBAM) VI ERETEILENHY T, SW2ESWIDRETIT Uy DRAEZEMITIHELHY F
T, LAN2RAL VL NEBRA v FHLEIET HEBNT-BPDUNLRET LILENHY FT,

O—RFR=ZRy FEHAMSERDI—FOZEAIZRS Y7o RRFOYy LT SW3DERERETLET , TRXRTHIA—FR=ZRy bHMEREIN DD
[FTTEHY FEA,

w3 configuraticon

intearface atharnat 1/4
spannaing=-tree port type
adld

nterface ethernet

spanning=tpes JUEEd | :

iateriace atihelinatl

- -
spanning

Faa P rT e



https://www.jpnshiken.com/q/33803-2714757/

- Y ATHEITAT L ] I I {'_"_i

FPaRRLOY FR= PR e 5 ‘—1

s | =

o :. _,:_::__ i AN Lostwazk |

iTE ]__..'-u:I

; : o |
B 12

EPLD7 v 74 L— KH'CiscoMDS90003 ) —X R A W FICHEZ B EXATT M ?
AT7YvTTL—FIZ&Y RAYFAQOEBEHRNFHINET,

B. 7074 7HBRA—NN—NAF ST v BNFHINATLET,
C.REVUNAR—IN—NAHFEDa—)LHIEHE)O—FEIhFET,

D. 7y 7S L—FJOERIZKY FZyvTITL—FRDED2—IILOHMNFHINET,
FfE: (ERZRTLEY)
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A=Y FOIDICEENRELIEETH, M 74V I ET7FHFIAYVITREETSIZETT , 7HFI3AVIEX BADI7 IV IA202—aF%T D
REBROA—HRY FAR—MIERKINTOWEST, COX RV EETITIERBIEIENTIHN?

& Creale bwo raft monill e sl gtk A f%ered naames e e ol
orrwect e analy et connecied o F '—:b- Phue e iyt P e L e

Creite tars rafls mondo’™ g 148000 W Aflersr? ramea ofe D e
Cornnect an analyrer on aach Fl a8 The destnaton for the monionng ssason ocal i the F

Create Tl it MONAoNNG $ASS0MNE wilh the 5ame Name, One Dir Fabng
Connect an analyTer on each 185 Me Destnaton for the monfonng sesson local to that F

Lreale twD Wl moioe W SRS @h N SEE NEE, ONE D FE0NC
Correct Te analyzer cormectad 1o Fl-A a3 the SestingSon for balh mortonng sefisong

A.F+72 32D
B.#747< 3B
C.#7+3>cC
D. A7 avA
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HABI—HY A FTRAS VB EEEINI=T-®_ CiscoUCSY SRAEDEHZEZEET HAVENHY FT, TV P =FI&, CiscoUCSManagerhHTTPSH#E
HCHEATESELIICTAHODYV)a—2avaETLINENHYET, COBEFEZERT A7V aviEENTTIN?

A. CiscoUCSManager®SSOa v iRk—+# > F#BEELET

B.V3RZ—%ZBA VA L—ILLT TIANLIDF—) VJHAELERLET

C. CiscoUCSManagerM b3 LWT 74 L FDF—1) UV SIAEFERLET

D. 774 +DXF—) VRS EFHTHARLET
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/3-1/b_Cisco_UCS_Admin_Mgmt_Guide 3 1/b_Cisco_UCS_Admin_Mgmt_Guide_3_1_chapter_0110.html

The default key ring certificate must be manually regenerated if the cluster name changes or the certificate expires.
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rollback running-config checkpoint system-fm-vpc|output-omitted

BRESEBLTLESW, 2y 7= TP =7 CiscoNexus90002 ) —X R A Y FIZHREF v I RSV FERELTWET, #ERIE, BEEDVPC
BRIS—%2XXyvTL BERIS—HIHEIZBEEEETITIDENHBYET , TP _TIIVWPC R AL VEBEDBRERTLELEZ, FT v ORI D
REERETIHIATURIEERTIMN?

A DX TEL
B.7h2v7
C. E¥#4H
DRRMIT7H—F
EfE:D(QAAV FEHEKT D)
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TP =7I1%, IP192.16820.1123 % CiscoNexus9000> 1) —XR A wFTA A=)V T L—2RYO—2 %R ETHIBHENHY T, ZhiZ HTTPOH
DEHZEH-LTWVWET RDP,ICMP 37 4 w7 EH TRy £192.168.10.0/24M HEFRISNFET,

O3y FEIN=1ERL— FH54000pps THALENH Y FTI,

N—R A X(F128/V7y FTHIRENHYET,

ZTOMD RS T4 v IEITRTRAY TTERELHY FT,

OA—RFRZRY FETMHEICHDI—FOEBIZRS VI 7R FAY T LT BRERETLEY , INTOI—FRZRY MBMFERAESWSIHIF TR
HUFEA

3p access-list permithosts
permit tcp 192.1668.10.0/24
permit top 192.168.10.0/24 hoest 192.168.20.1 g8 ¥38E5
permit icmp 192.168.10.0/24 host 192.168.20.)

clapa-map Type control-plane match-any hostagmap

match
pelicy-map type control-plane hoatspmialb
- 4
police cir 34000 pps bec 1ifYpavkets
oy N ' 1 3 n
1At
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ip accses~list psrmithosts
pormit tep 192.168.10.0/34 | homt [90.185.30.1 eq 445 |
permit top 192.168.10.0/34 host 192.168.20.1 eq 318D
permit icmp 192.168.10.0/24 hast 192.1608.20.1

clasm 3 L- e - y hoscecap
match

egnsrel-plaps hosclraey
| :r‘ ApY . :
0 pps e-178 packets|conform transmit violate drog

pn-’.;:.:;,--t;p l:,;1:-'.
|G

l'=
Police cirx !l.]
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expensive and complex to manage

moderately expensive and simple to configure B ol B Ol ol o

most resilient, highly scalable,
and high-performance storage

appliance prowling file system access

SAN

lacks scalability, performance,
and advanced features
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expensive and complex to manage

moderately expensive and simple to configure

most resilient, highly scalable, ==
and high-performance storage <\ lacks scalability, performance,
B and advanced features

appliance prowling file system acce

lacks scalability. perfo ; :
and advanced* expensive and complex to manage

most resilient, highly scalable,
and high-performance storage
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H“‘l-q Ilgn' "‘1&\.'1[
=== 10.1.0.2 ping statistica =-=-=-

5 pachets tranamitted, 3 packets received, O.00% packet loss
=== 10.1.0.77 ping statistics === .
3 packets transmitted, 0 packets recsived, 100.00% packet loas

] smk “[prnt “png = §1) I L eqrep ‘lnl.h"li‘ﬂﬂ‘ | | rep v “statnbos o’ ] [ wd ¢ "wpng [10.%/g" l

1 show © ap | [ b | [ vih < "show g acp ]

)
O e N -~ | e
- A1 PRy SLALLBLLEE -== ) ¥

% packats transmltisd, ¥ packsts received, 0.
=== 18.1.0.77 ping statistics ---
3 pAchatS Transmitted, O peokets recsived. L0 004 packet Less

I-I- :.;-rr"prvq‘l:uj l“'rmun' H 'm-v'n-v.h:--m'l |n¢-- --m.m'-f]

I ihiw o P I |- " I I\ﬂhl."!ﬁi-i—l' !
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User Services |

Sessions | CIMS Sessions | Banners | Events |FSM |

Prope-rt:es
Password Strength Check: ‘

Password Profile .| F
Change Interval: History Count: [3] = Fa% 0"
No Change Interval: [23__] Change CO‘-‘ﬂt - v SN "

Change During Interval: [ @ Enable onmblej

admin
iE test

NRRAT—FOBFARAZHCEOICEBRT ILENHLIREFENTIN?
AZEEHDUL
B. ZE @ L
C. £ X [Hfm
D.EEAD >k
EfE: (EfEZRRLET)
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/3-1/b_Cisco_UCS_Admin_Mgmt Guide 3 1/b_Cisco UCS_Admin_Mgmt Guide_3 1 chapter_011.html
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Cisco MDS 90002!) —X R A - FDEPLD7 v 77— D4 EIIRTT M ?
A. EPLD/\> FJLIE, CiscoMDSNX-OSH) ) —XR & FRIIZY JU—RENFET
B.EPLDOE#HIF, b5 T4 v 70 —Z2HHLELEA

C.EPLD/INy 4 —DIE FNARDN— R PHBEZEHLET

D. EPLD7 v 77— k&, CiscoDCNMGUIZ N L THOHA VX F—ILENFET
IEf#: (EffZzRLET)
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/release/notes/epld/epld_rn.html
Introduction 1 TPy
o

Switches and directors in the Cisco MDS 9000 Series contain several electrical programeaable logical devices (EPLDs) that provide hardware functionalities in all of the
modules. As of Cisco MDS SAN-OS Release 1.2, EPLD image upgrades are penfledigally provided to include enhanced hardware functionality or to resolve known issues.
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AML—UEEET FPHEITAREICELTCEIMNLGY —ERXDHMESISEITA ML= =5y FOROBEMIZKOETELE, EBEL RXBE
DAL= 3 =5y bODRT—RRERTREDARLAR—FEERLTEETILENHYFET, COBHRERH TSIV a—avidENTT
n,

A E&E kLA Va2 Z#EMA L f=Cisco Intersight

B. SANInsight % fig 2 f=CiscoDCNM
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C. OpManager % {# /i L 7=Nagios Core
D. #E/K 53 47 HVE L SolarWinds
g (EfEZRELET)

Eﬁ:ﬁ: 22
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nterface Ethernetl/2
ip address 20.1.1.1/24

nterface Overlav200
otv use-adjacency-server 20.1.1.2 unicast-only
otv join-interface Ethernetl/2

Nexus-2:

nterface Ethernetl/2
ip address 20.1.1.2/24

nterface Overlay200

otv use-adjacency-server 20.1.1.1 unicast-only
ofv join-interface Ethernet1/2
B)
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Nexus-1:

interface Ethernetl/2
ip address 20.1.1.1/24

interface Overlay200
otv adjacency-server unicast-only
otv join-interface Ethernetl/2

Nexus-2:

interface Ethernetl/2
ip address 20.1.1.2/24

interface Overlay200
otv join-interface Ethernetl/2
otv adjacency-server unicast-only

otv use-adjacency-server . 20.1.1.1 unicast-only
c)



Nexus-1:

interface Ethernetl/2
ip address 20.1.1.1/24

interface Overlay200
otv adjacency-server unicast-only
ofv join-interface Ethernetl/2

Nexus-2:

interface Ethernet1/2
ip address 20.1.1.2/24

intevrface Overlay200
otv adjacency-server unicast-only
otv join-interface Ethernetl/2

D)
Nexus-1:

interface Ethernetl/2
ip address 20.1.1.1/24

interface Overlay200
otv adjacency-server unicast-only
otv join-interface Ethernetl/2

Nexus-2:

interface Ethernet1/2
ip address 20.1.1.2/24

intevrface Overlay200
otv adjacency-server unicast-only
otv join-interface Ethernetl1/2

A F+7TL a3 A
B.+7<3a B
C.+r7v3>cC
D.+#7<a>D
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FYRT—OTNARIZEBMDY T D2 T7EA VA M—ILETIC, T RTDTNA REERTIVHENHY TS ERF—LIE BBMES LTRSS YT
FEMTICHEEBELTOWELTA, COBEXERT HICIE, EOBFEY—ILEZFERTILELHY EFTH?

A. AT

B.>x7

C.YILLREYY

D. Ansible
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IVCZTFIE BEFNDI 7 IV O A4 0B —axY MIHERT 5162 CiscoUCSManagerm™ 51— O—)LEOT—ILDINY I Ty TEEITT S
WMWENRHYET IO TFR T7ANEI—T Y b7 T4 3—aRY MIAVR— M BRINCT7AILERRLIZVWEEATVWET , CN
LOBEUEBmTICIE, EONV I TV TAATEBRTIVLELNHY FIT M7
A. DR T LKER
B. I X T DR
C. 7JLiKEE
D. FRIEERL
Ef#: (EfEZRTLET)
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/3-1/b_Cisco_UCS_Admin_Mgmt_Guide_3 1/b_Cisco_UCS_Admin_Mgmt_Guide_3 1_chapter_01001.html
+ System configuration—An XML file that includes all system configuration settings
such as usernames, roles, and locales. You can use the file generated from this
backup to import these configuration settings to the original fabric interconnect or to
a different fabric interconnect. You cannot use this file for a system restore.

Eﬁ:ﬁ: 25

Cisco Nexus 7000 1) —XR A4 v FNBASNTWEEE JSONBEUXMLI Y aA—T 4 VI DFEAZYR— T BIZIE, EO#ETADICT 2REN
HYETH,

A. LLDP

B.I—Yx>Y barTFH#HIK

C.X\viasz)

D. NX-API

IEfE: (EfEZRTLET)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/programmability/guide/ cisco_nexus7000_programmability _guide_8x/b-cisco-
nexus7000-programmability-guide-

8x_chapter_011.html
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A)

MNAGK(config)# fabric forwarding anycast-gateway-mac AABB:AABB:AABB

NG (config)# interface VLAN-interface -name!X9(config-f & fabric forwarding mode anycast-gateway
B)

NG (config)# fabric forwarding anycast-gateway-mac AABB:AABB:AABB
NAGK(config)# interface VLAN-interface-name

NXGK[config-£)# vif member vif-name

NAGK[config-#)# fabric forwarding mode anycast-gateway

C)

\XGK (config)® install feature-set fabric SIS

\AGK (config)# feature-set fabric c s Ed

\EK (config# fabric forwarding anycast-gateway-mac AABB:AA:BB:AABB
NXEK[config)® interface VLAN-interface-name

B config-£)# vif member vif-name

NG (config-#)# fabric forwarding mode anycast-gateway

D)

PO onfio ) install feature-set fabric § sl
NXGK(config)¥ feature-set fabric e

A [config)# fabric forwarding anycast-gateway-mac AABB:AABBAA BB
MNXEH(config)¥ interface VLAN-interface-name
NXGi (config-#)# fabric forwarding mode anycast-gateway

A +7>3>C
B. #7733 A
C.#7+3>D
D.+#7<3a B
I (EfgxRTLZEY)
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Ef:A(DAY REHRRT D)
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B. V¥ —UIFEXBRER—F—T 023 %400 VIR LET

C. 77—Lxz7BHRYPY—N\—R) > —%BHHERTHLSICEBRLET
D.LACPRY L —%T 7AW MIRELTR— TZIIVSF— a0 ERT D
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feature hsrp

interface vian100

ip address 10.1.1.2 255:265.255.0
priority 120

hsrp version 2

hsrp 1000

ip 10.1.1.1

feature hsrp

interface vian100

ip address 10.1.1.2 255.255.255.0
priority 100

hsrp version 2

hsrp 1000

ip 10.1.1.1

feature-set hsrp

interface vian100

ip address 10.1.1.2 255.255.255.0
priority 110

hsrp version 2

hsrp 1000

ip10.1.1.1

feature-set hsrp

interface vian100

ip address 10.1.1.2 255.255.255.0
priority 80

hsrp version 2

hsrp 1000

ip10.1.1.1

AT 32D

A TaC

AT arvA

AT 3B

IEf#: (EfiZzRLET)

Reference:

https://www.google.com/search?q=hsrp+priority&oq=hsrp+priority&ags=chrome..69i57j012j0i20i26 3i395j0i39516.5307j1j4&sourceid=chrome&ie=UTF-8
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A. Cisco IMC

B.7474—

C.BIOS

D.I/IOEY a—IL

IEfE: (EfEZxRTLET)

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Firmware-
Mgmt/4-0/b_UCSM_GUI_Firmware_Management_Guide_4-0/b_UCSM_GUI_Firmware_Management_Guide_4-0_chapter_0100.html
https://www.youtube.com/watch?v=g-40gYigvRI

Direct Upgrade After Auto'Install G@ .

During Auto Install, the startup versicsf-'l IostFeQefault infrastruc k is configured. To successfully complete a direct
upgrade or activation of Cisco UCS Manager, Fabric Intg , and IOMs after Auto Install, ensure that the startup
version is cleared before starting direct upgrade oractivation. If the startup version of the default infrastructure pack is
configured, you cannot directly upgrade or activ: UCS Manager, Fabric Interconnects, and IOMs. , provides
detailed steps for clearing the startup versj:ﬂ

Fault Sumimary Q @ TNw~ Qopons @ O . pending Actvities | [@)ext
@ v & & >> ﬁ Equipment
X £E Main Topology View  ESI Fabric Interconnects  «, Servers ~ » Thermal = % Decommissioned * Firmware Management
Equipment SO NGRS E  Catalog Package  Download Tasks = Packages = Images  Upgrade Validation = Faults
e _ General m
> ' Crassis

» @ Rack-Mounts
> Em Fabric Interconnects

Infrastructure Firmware

Show: ™ All &/ 1 Ready H O Upgrading (¥ - Pending Next Boot v ¥ Failed
"Package Version "Maintenance Policy 'Managing Instance J
org-root/maint-default

org-root/maint-default
org-raot/maint-default

Eﬁ:ﬁ: 31

Cisco Nexus 9000 ) —XRA YFTY T RIDITAVTFUART YT L—FREEITL TS E EFIZ a7 Y Finstall deactivate <filename>%£179
HLEESHRYFETM?

ABREDT7Y T L—FKRIFEIELET,

B.\T—UhRA Y FMGHIBRENET,

C.HREDNYT—SDEy rAaZy FENFET,

D. 54V A— DI\ 75— ORREENEMIZHE>TVET,
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Reference:
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-
x/system_management/configuration/guide/b_Cisco_Nexus_9000_Series NX-
OS_System_Management_Configuration_Guide/sm_smu.html#task_B8BOF5BA80BE41AEA93197F560665648

AZ#172350-601JEIESR (FIPNTest.comizfit S 350-601J5HERICEL T 5 LITRICILB FI ! JPNTest.comlE S & #7350-601J5 BRI RESR Z f= it
L£9, JPNTest.com 350-601JEERFIZEE L S EH S hE L=, = Z T350-601JBBEEN TR T VSV EFICANE T, BHHROT 5 &
A _ https://www.jpntest.com/shiken/350-601J-mondaishu 850f, 3 0%7r 4« AA > k #8174 ZEI5|0— F: JPNshiken
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A. FSURKR—KELTUDPEHTTPZERLET,

B. 7O Y LARILTAML—=DF7LAIZT7 O RRTHEHICERINETT,

C. CiscoUCSBY ) —XH—/\DEHIZFERAINET,

D. 5 U RR— KMZTCP/IPEZFERAL-UE—FTOS—D P a—)LEFERALET,
Ffa:D (a4 FEEKRT D)
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X TE SREIMIZCiscoUCSManagerhiSHih— b3 22 DDEEEZ A TIEENTI A, 2DBIRLTLESLY,)

A. 802.1X

B. Kerberos

c.o—Al

D. PAM

E. LDAP

IEfZ: (EffzRnLET)
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/3-2/b_Cisco_UCS_Admin_Mgmt_Guide 3 2/ b_Cisco_UCS_Admin_Mgmt_Guide_3 2 chapter_0101.html
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Kernel and system firmmware for Fabric Interconnects

BHOS frrmware

'

Kernel and systerm frimwire for Fabee [nterconnects l ;"?‘%..% Cisco UCS Manager software
1 4 WF

CIMC frmware N o UCS B 5eres Bide Serves Software Bundie
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B.T7kL—Y3 2

C.UCSD

D. DCNM
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v =0 EBEE LinuxY—/N\—LETETINSHRXF LDjangotz/L 7H—E XR—42 )L ZEERL L T, CiscoUCSManagerTD#r L L\ZWLANDERL %
BEMELEST  U—N—IZA VR =B LUVERET IDLEDH LRI ENTT D,

A. Cisco DNA Center API

B. Cisco AppDynamics

C. Cisco ucs Powertool Suite

D. Cisco UCS Python SDK

EfE:D(QAAV LERKRT D)
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D. Cisco UCS Manager
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Server1, EthO interface bandwidth
1m0MB

1600

1400
1200

1000

Streaming window
800

600
400

200

0

10 20 30 40 S0 60 70 80 90 Seconds
BRESEBLTLESLY, ServertlE 1Gb7R— b F ¥ R JLZEF L TCiscoNexus9000 ) — XX A w FIZEHEINTWVET, R F— L&l TO/—+
Y METEthOT/AA RICEAESNET A V83— T I A ADSHIEE BRI ZRA R —I VT4V RIRIZAA v FA VB —T A REBBT S S
T49 IR LT RAyFIXAZEZLEFTHI?
ABRERS T4V ETRTHIBRLET
B. k574 vy DENEEELET
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CiscoMDS9000 1) —X XA v FTEPLD7 v 74 L— RZ2EFTT 270 RICET 2220HBANDSIBEELVIDIEENTT A, 2DBIRLTLES
Ly,)

A RZUNAR—=IN—NNAHFED 21— TYvTITL—FEETTEET,

B. 7Y 7 L—FF3ICF EDS2—IADAUSAUTHIVENHY ET,

C.7Ty7TL—F7O+tRE Ty TIL—RENTWRES 12— IILOAHEHHLET,
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E. 7y 7 L— RO EShiziGE BRNMETINERI Ty T L—FhRITESNET,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/8 x/release_notes/epld/epld_rn_8x.html
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Guidelines and Limitations |

|
[ ]

When you upgrade or downgrade the EPLDs, observe the following guidelines and limitatipns: S

a Noo™

+ You can upgrade each module only when it is online. The EPLD upgrade is only gdisraptive to the module being upgraded.
« If you interrupt an EPLD upgrade or downgrade, the module must be upgsaded@gain.

« In Cisco MDS 9000 Director Switches, EPLD upgrade or downgrade cafjorniy be executed from the active supervisor module. To upgrade the supervisor EPLDs
nondisruptively, upgrade the standby supervisor and then switchovel, Afler the new standby supervisor is online its EPLDs can be upgraded.

« In Cisco MDS 9000 Series Fabric Switches, be sure to specifyig@8 the module number. The switch must be power cycled for the EPLDs to start running the new
code.

"On a Cisco Nexus 9500 platform switch that has two supervisor modules, upgrade the EPLDs for the standby supervisor and then switch the active
supervisor to the standby mode to upgrade its EPLDs. The supervisor switchover is not disruptive to traffic on Cisco Nexus 9500 platform switches. On a
switch that has only one supervisor module, you can upgrade the active supervisor, but this will disrupt its operations during the upgrade." Under
Installation guidelines.

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/epld-rn/ nxos_n9K_epldRN_924 html
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ToTI U FERTBREZFEALTCI—FORELTR FEAREICLET,

NoDEHZEE-ITBEERIEY—ILIEENTIMN?

A.>xT7

B. YAML

C. SaltStack

D. Python
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swilch(config)y# vian 700
MMMMT
mmm
mmumrm-m 7

mmmm
‘Swilchiconfig-i# vfc 7 attach vian 1,700
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A. Ciscoh— F

B. £HLOM EXT

C.¥H
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/swi/cli/config/guide/4_0/b_Cisco_UCS_CSeries_
CLI_Configuration_Guide_40/b_Cisco_UCS_CSeries_ CLI_Configuration_Guide 40 _chapter_01000.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/unified-computing-system/200221- Auto-negotiation-not-enabling-by-default.html
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>>> import json

3>> fi= open('fname.json’, 'r’)
>>> var1 = json.load(f)

555
{ub:m:bm u'ap: {u'epgs’: [{u'name’: u'app’), (u'name’: u'web’}, (U'name":
u'db}]. u'name’: U'OnlineStore’}, u'name’: U'39106329", u'pvn’: U'pvn1’)

A #E

B.% 7L

C. &R%E

D. VX

FfE:C(QAAV FEREKT D)
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interface Ethernetl/1
description Serverl
interface Ethernetl/2
description ‘Server?2
interface Ethernetl/3

description Server3
interface Ethernetl/4
deseription Serverd
interface Ethernetl/5
deésdription Server5

Cisco NexusA A v FDJRIDSODA VF—T A RITHEAERET D1HIC TR PV TP BLRITSNDHATY FIEENTT b,

[guestshell@guestshell ~]$ for x in (1..5); do dohost "conf t"; Vinterface eth1/8x" ; "description Server$x" ; done

[guestshell@guestshell ~]$ for x in (1..5); dohost "conft'; indetace eth1/$x ; description Server$x";
[guestshell@guestshell ~]$ for x in {1..5}; dohost “conft ; interface eth1/8x ; description Server$x" ;

[guestshell@guestshell ~]$ for x in {1..5}; do dohost "conf t ; interface eth1/$Sx ; description Server$x" ; done

A.+7L3>C

B.+7>3>D

C.Ax7 a3 A

D. #7313V B

IEfE: (EfEERTLET)

NXs1# guestshell

[admin@guestshell ~]$ for x in {1..5}; do dohost "conf t ; interface eth1/$x ; description Server$x" ; done Enter configuration commands, one per line. End
with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
[admin@guestshell ~]$
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2y RIT—=9 TP ZFIE CiscoUCSCU ) —X5 v O H—IN\DANEHEZRETILENHYFET PCleh— FEBEHLI=-Y—/I\—IX, 77 VKR
)o—THREhTOWET , H—N—D T 7 oRY o—IZI& EQEREFERT ORENHYFTH?

r—

A. A7 3UB
B.# 7L 3avA
C.+#7F>a>C
D.#7+ 3D
T (EREERLET)

B 48

BHORBELUVURART—IR—XY—N—DFE LEPGE L ULIPY TRy MIFHELFT  ITEF2 )T 4R O— X RBRELFAR AT LOED
BEREHCCETT  U—N\—ZELDHI4 /0T AV MIBIUSTAICIEK, EORMEZFERT HILENHYETHN?

AT—3E248—

B.VMM K X 1 >

C.IP7FLZXR

D. VM#

I (EfgxRTLZEY)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-

x/virtualization/b_ACI_Virtualization_Guide 3 0 1/b_ACI_Virtualization_Guide_3 0 1 chapter_0100.html


https://www.jpntest.com/shiken/350-601J-mondaishu
https://www.jpnshiken.com/q/33803-2714794/
https://www.jpnshiken.com/q/33803-2714795/

Example: Microsegmentation with Cisco ACI Within a Single EPG or Multiple EPGs in the Sarme!Tenant

You might assign web servers to an EPG so that you can apply the sitnilar policies. By default, all endpoints within=an EPG
can freely communicate with each other. However, if this web EPG Contains a mix of production and development web
servers, you might not want to allow communicationshetween these different types of web servers. Microsegmentation with
Cisco ACI allows you to create a new EPG and auteassign endpoints based on their VM name attribute, such as "Prod-

xxxx" or "Dev-xxx".

Eﬁ:ﬁ: 49

NFSOBEBEIXRITT A ?

A. KerberosR—Z2DtFxF 1) F4ETIL

B. 7Oy I R—XDIT7AILT IR

C. V—UR—XDT7 Yt XHl

D. BENR—ZRDT U & X FllfH

IEfR: (EffZzRnLET)
https://www.cisco.com/c/en/us/support/docs/security-vpn/kerberos/16087-1.htmli#modifiednfs

Kerberos Security Implications of the Modified NFS

B RE: 50

BREZSRBLTLZE,

UCS-A# scope adapter 1/1/1

UCS-A# /chassis/server/adapter # show image

Name Type Version State

ucs-m8lkr-vic.2.2.1b.bin Adapter 2.2(1b) Active

UCS-A# /chassis/server/adapter # update firmware 2.2 (1lb)
UCS-A# /chassis/server/adapter* # activate firmware 2.2 (1b)

set-startup-only
UCS-A# /chassis/server/adapter* # commit-buffer
UCS-A# /chassis/server/adapter #

CHD—EDITY FOFBERIFMTTM?

A REBDTH TIEREFICT7—LITTET7IT4TICLET,

B. y—n\—%93 ICHEHLET,

C.H—N—DI7—LOzT7T7yvITT—FEHRELET,

D. 73 72—11MD 7 7—LoxzT7%3CIZEHLET,

IEfE: (EfEERTLET)

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/CLI-User-Guides/Firmware-

Mgmt/4-0/b_UCSM_CLI _Firmware_Management_Guide 4-0/b_ UCSM_CLI_Firmware _Management_Guide 4-0 chapter_011.html
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Step6 cs-p SActivates the selected firmware version on the adapter.

fchassis/server/adapter
# activate firmware

Use the set-startup-only keyword if you want to move the activated firmware into the

pending -next-boot state and. not immediately reboot the server. The activated firmware
version-num [set-

3 does notbeCome the running version of firmware on the adapter until the server is
startup-only ]

rebooted. Yowcannot use the set-startup-only keyword for an adapter in the host
firmware package.

B 51

IVOZTFIEACIZ 7T vy EETLTEY  VMMEZVMware vCenter&fi& L TH Y  vCenterVMBHIZEDWNWTI A/ 0T AV T—2a Vv EAE
[CLIWEEBZATWET A7 02T A T—2 3 VIZDWTIELWRBAIIRENRTTN?

A48T A T—2 a3 VIFAVEFZIFAVSEZHEARA L TOA Y R—FENFET,

B. AT 5L 48T AVT—aVIEESXIRR FTHRBARAYFUTEN—T 4T EETLET,

C.ACIllL vCenterVMEMICE DK A4/ AT AT— 3 v EHHR— L TULEHEA, mircosegmentation(ZIEFy FT—V BHEZFERT I2HELDH
VE9,

D.ACIR A/ O+ 45 A > MEEPGIE, VMwarevCenter 8RR A v FTHRE SN TSAR— FLANZFA L THR— M IL—TZBEBMICER L F
ER

IEfE: (EfEERTLET)
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/virtualization/Cisco-AClIVirtualization-Guide-42x/Cisco-ACI-Virtualization-
Guide-421_chapter_0100.html

Eﬁ:ﬁ: 52
BRESRBLTESY,
Switch 1 Switch 2
E %m VSAN Trunk ;a
Auto
BRESBLTIESVW, AMYFI1ERS Y F2OMITVSAN S VU RN T D-OIC RA4 v F2THERT 5-OICERT IUNENHIHBEITENT
Ih,
A. NP/ R—k
FSUUE—FF—F
B. N7R— k
FSUOE—FTOT4TD
C.FR—k
FSUOE—FRINYIT
D. E-R—

FSUUE—FFY
IEf#: (EfEZRTLEY)
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SANBEEEIL, 774 N\—F v RILAL—VREDA VISR NSV FYEREEZETILELNHDYET A FL—PRERX X220 K700
CiscoNexus9000% 1) —X X A v F & CiscoMDS9000> 1) —X R A v F THEE SN TWLWET, BIEIEL, SANYFR— FVXLANA—/N—L A ZHELL X b
L—CDEERLS VOBBEERETEDLIICTEHIILETT , ENERY -2 a3 VA IDRRIVEERTLEIMN?
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A. Cisco Prime Infrastructure
B. Cisco Intersight

C. Cisco APIC

D. Cisco DCNM
EfE:D(QAAV FERKRT D)

Eﬁ:ﬁ: 54
BRESRBLTESY,

ACI-Leaf1# show ip route vrf DATACENTER:DC
10.20.1.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.8.65%overlay-1, [1/0], 4w3d, static
172.16.100.0/24, ubest/ mbest: 1/0
*via 10.1.168.95%overlay-1, [200/5], 3wod, bgp-132, internal, tag 132 (mpls-vpn)
172.16.99.0/24, ubest/mbest: 1/0
*via 10.0.1.14, [20/0], 3wod, bgp-132, external, tag 200

J)—TRAYFDI—T 4 T T—TIVZET R220DHBADSHBELWVVEDIEENTT A, 20FIRLTLEZELY,)
A. 10.20.1.0./.24[ZACIDBDY T+ v T,

B. JL— 110.20.1.0./24M 4 R k7 710.0.8.65&  ACIDR— 4 —1) — T DTEP? KL A TT,

C. 172.16.100.0/24IZACIDBDH T+ v kTF,

D. JL— F172.16.100.0/24M 4 R k7 F10.1.168.95[&  ACIDR—4 —1) — I DTEPF? KL ATY,

E. JL— F172.16.99.0/240 + 4 R k7 F10.0.1.14[%  ACIDR—&F —1) —IDTEPF7 KL ATY,

TR (EfREERELET)

Eﬁ:ﬁ: 55
BRZEzSRBLTESY,

show install all impact epld bootflash:nS%000-epld.6.1.2.I3.1.img

ELPDACiscoNexus9000 1) — XA A W F TEHINIHZE COAT Y FOBRIFES Y I H,

A.EPLDO Y 2 alb—bEN7y T L—FERLET

B.EPLD7 v I L—F&ET—FIT359VaADA A —DOEHMHEEZRTLET

C. R4 Y FDEPLDZWIRMIZT Yy TUL—FLET

D. R4 Yy FOEEICHT STy TIL—FOREERRLET

IFfi#: (EfiZ R LET)

You can use the show install impact epld bootflash: command to determine whether the EPLDs can be upgraded for all the modules or for specific
modules on a switch. This command indicates the current EPLD images, new EPLD images, and whether the upgrades would be disruptive to switch
operations. https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/epld/n9k-epld-rn-61.html

Eﬁiﬁ: 56
Cisco HyperFlex/\— RO 7705 L—3 37— F#&HyperFlexBRIZEBMT 5F K IR/TIT M ?
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A Ry D=5 Z2—TFy FOREE
B.GPU7 &35 L—>3Y
C.HISA4VEBIET7VESL—Ya Y
D. EfahFEDM L

EfR: (EfREERLET)

» AOCIMOR2N NTOrManon on Hyperkiex Haraware Acceeraton Lands

Overview of HyperFlex Hardware Acceleration Cards

This chapter provides details for installation, post-installation “andfroubleshooting of HyperFlex
Hardware Acceleration Cards (PID: HX-PCIE-OFFLOADSY) on HyperFlex nodes and for configuring
your initial cluster. These cards provide improvéd performance and compression efficiency for most
storage workloads.

% An HXDP-P Enterpriseifigense iS5 reqiired Tor installing and configuring HyperFlex Hardware
Note Acceleration Cards

https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/
Installation_VMWare_ESXi/3_5/b_HyperFlexSystems_Installation_Guide_for_VMware ESXi_3_5/
b_HyperFlexSystems_Installation_Guide_for_ VMware ESXi_3_5 chapter_01100.html#:~:text=Overview%
200f%20HyperFlex%20Hardware%20Acceleration%20Cards,-This%20chapter%20provides&text=These%
20cards%20provide%20improved%20performance%20and%20compression%20efficiency%20for%20most
%20storage%20workloads.

B 57
BREzSHELTLIEEEL,

NEXUS (configPd Meature tatacst

NEXUS (config) # tacacs-server timeout 5

NEXUS (config) #{ tagags-Seryel directed-request

NEXUS (config) # PalaFS-s8rvEr deadtime 0

NEXUS (config) # tacacs server host 10.1.50.20=pgrt 45

MEXUS (config) # tacacs-server hast 4071 .50.20.key¥ 7 "Flwhgl23" timeout 1

NEXUS (config) # aaa group @ervar|tasaes+ 1ISE

NEXUS (config-tacagar+}# semwver 10.1.50.20

NEXUS (config-tacags#+) # deadtime 10

NEXUS (config-tacacs+)# use-vrf management

NEXUS (config-tacacs+) $# source-interface mgmt 0

NEXUS (config) # aaa authentication login default group ISE

COBRZRELERBREIESGYEIM?

A. TACACS+H— N—[F 2 1 TeEBIL 7+ —< v bEFERALET,

B. TACACS+H— /N\—DAR A LTF 7 MEIX10# T,

CRAVYFIX VIVT7THFRXIMDPAPASG A U &HERAL TIACACS+H— N—IZV TV EEFTLET,

D. R4 vy FIE BBEILEh=TFX FPAPOS A V& EH L TTACACS+H— N—[ZH T Y HEETLET,

IEfZ: (EfZRTLET)

tacacs-server key

To configure a global TACACS+ shared secret key, use the tacacs-server key command. To remove a configured shared secret, use the no form of this
command.
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tacacs-server key [0 | 7] shared-secret
Syntax Description

7 (Optional) Configures a preshared key specified in encrypted text to authenticate communication between the TACACS+ client and server.

By default, the Cisco NX-0S device uses Password Authentication Protocol (PAP) authentication between the Cisco NX-05
device and the remote server. If you enable CHAP, you need to configure your RADIUS or TACACS+ server to recognize the
CHAP vendor-specific attributes (VSAs).

B fE: 58
BRESHELTSEESLY,

monitor fabric session mySession

description "This is my fabric ERSPAN seasion”

destination tenant tl application appl epg epgl destination-ip 192.0400.123 source-ip-prefix 10.0.20.1
erspan-id 100
ip dacp 42
ip ttl 16
mtu 95216
axit

source interface eth 1/1 switeh 101

direction tk ] #
»

filver tenant €1 bd bdl § b

filter tenant tl vrf wrfl -

no shut

IVOZTFII ROEGZTEH-ITLENHIEREY L a VEERETIRENHYET,
*CiscoACIR Y FT—V LD =R 9 FHL)—TRAYFAD LI T4 v I EERLET
TNy D RAAL VFERIEVRFOLD S T4 v I DT 4R ) T EHR—k
NoDEHZHEETICIE, EOBRTENT ZRENHY FTIMN?

A. 1423 —Tx—Reth12X 4 v F101

B. 1 >%—27x—Xeth1/21)—2101

C. 7714 —< 3 epgepgl appl

D. 7+ M7 T —< 3 applepgepgl & 74 ILB ) U5 LET

Eff:D (AU FEREKT D)

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/troubleshooting/b_APIC_Troubleshooting/b_APIC_Troubleshooting_chapter_0110.html

Eiﬁﬂ: 59
BRZEzZRBLTESY,
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NSK1 ¢ iR ropt

8 v

10.1.1.40/24 El/1
|

Server 2

£l
g\

172.16.1.40/34 N5K-2

BRESBLTLESL, HY—N—105— k™ T A [ENSK-1DVLAN100SVIIZH Y . H—/N—2D 5 — k™ = A [EN5K-2DVLAN200SVIIZH Y =5, 4 —
N—1NEEAR ST v I EFERLTH—N\2ICERT IVENHYVFET, COBBZRH I T7ooavidEnTTN?

A.N5K-20 A >4 —7 = 4 AVLAN150% & U'20012VRFWEB A U 3A—w THEIY B TET,

B.NK5-1D A — 4Ry ML VB —T =4 ADFFAVLANY X FIZVLAN100E & U200% B LET,

C. N5K-1LDH—/3—20H T+ v F ODVRFWEBIZEfL— F EERK LET

D. N5K-20 4 >4 — 7 = A AEthemet1/2T7 7 £ AVLAN100ZBE LE T,

EfR: (ERERELET)

B: 60

F2YRIT—=OITOOZTFIX T7TVYIRDTRTDciscoMDSY ) —XRA v FTCHR—bEFXa T4 ZBMITEILENHYFET , BHIET XMy
FR—FORREGFEERZRET S ETT, CNoDERZRBL-TITIKX, EDT VL avaRTTEILENHYFITHN?

A.VSANC LIZCFSEEHE T 7AMILBEBEER— DX 21T+ BEEET7 I T4 JICLET,

B.VSANZ L ICEBIFEER—bXa ) T BEEZHFHICLET,

C.CFSEEHE BHFER— b eXa ) T+ #EEZT7I T4 TICLET,

D. BEI¥ER—rDEFa) TAEEELTEMILET,

EfE:A(QAV REHEKT D)

You can instruct the switch to automatically learn (auto-learn) the port security configurations over a specified period. This feature allows any switch in the
Cisco MDS 9000 Family to automatically learn about devices and switches that connect to it. Use this feature when you activate the port security feature
for the first time as it saves tedious manual configuration for each port. You must configure auto-learning on a per-VSAN basis.
https://www.cisco.com/en/US/docs/storage/san_switches/mds9000/sw/rel_3_x/configuration/guides/fm_3 3 1/psec.html#wp1170020

Eﬁ:ﬁ: 61
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IVOZTER X1 TARHEOBVVBEERITICA FL—VREZHERLET , RELRKR(EvsanS0 TR ENFET , BERET BRET VT4 TR
T—EAR—RZEHFEL FTENTOVEVWRSA Y FNT 7TV Y IIZEBMT BDEHELVWEEZTVWEY , oIS RM vy FIE ERSh-R—FtD
WWPNZ#SHTEBMICFET S ISR Y RERT /NS ADNR— MERTIDEHSCRENHYES, ChOoDEHEH-I-OITERT IVLE
AHH2ODEHEY FMIENATIMN? 2DORBRLTLZEW,)

port-security enable
port-security activate vsan 50

clear fabric-binding activate ysan 50
fabric-binding activate vsan 50

fabric-binding activate vsan 50 force

fcsp enable
fcsp auto-active

fcsp dhchap hash mdS5 sha1

A +7TL 3 E
B.+7<avA
C.+r7va>C
D.+#7<a>D
E.-7>a> B
R (ERERTLET)

A HN7:350-601J I RESR [LJPNTest.comizfit 41, 350-601J5RERICEK T 5 Z L ITHKITILBEFT ! JIPNTest.comld 45 & $7350-601J 5 BRI RE SR & iR it
L &9, JPNTest.com 350-601JiRERfERBE I L SEH NFE L=, 22 T350-601JBBEENDTA IV UVEFIZANE T , &FROT7 V€
A . https://www.jpntest.com/shiken/350-601J-mondaishu 850f5. 3 0 %7 « A Ao > k #5374 EI5|2— F: JPNshiken|
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IO =7IE Nexus5000 1) —X R A v FICSPANSREEXEELEFT SPANE YL 3 VIEBRETR T I AHIZBREL2DODaAT Y RIFENTTH, 2D
BIRLTLEZELY
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AVE—T T —Rf2RTRA Yy FR—FEZEZ—ZFHRELFET

A
B.BEfRtylaiTy aviaA JicxRELET,
C.AUB—Dx—RAC22TARA v FiR— FEEL000FHZRELFET,
D. 1 A —2J 2 —RfC2RTARA Y FR—FE—FSDZEHRELZET,
E. €123 —J x4 Rtc2NTRA v FR—FE—FSDZERELFET,
IEfE: (Ef2ZRnTLET)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/configuration/guide/cli/ CLIConfigurationGuide/Span.html

B fH: 63

HOEIEUNITEEMEY IO EIEFLGA T avERELTCVWET  ITF—LIX Python7 OS5IV EEE ISEXFEALERY ) 7 LORE
NHYFET RBRESALY—LE Y VT THEET 24— Y b TNRARIZT—Pz Vb EA VR F—)bTéZ\Eb\&L\Z\Eﬁ\% UES, F—LIX

Tl V—ILOWEEZIIRT B 1=HIC PythonT OS5I VI EEBICEDVWTHREILED 2 —ILEBETIVELAHDYET, ChoDEHFF-TIC

X, EOBEMEY—ILEZFERTLILENHYFEITM?

A. NX-API

B. A2

C. Ansible

D.>x7

Ef: (EEEERLET)

Eﬁ:ﬁ: 64
BRESEBLTZE,
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CISCO-UCS-A# scope org /

CISCO-UCS-A /org* # create service-profile Ciscol inatance
CISCO-UCS-A /org/service-profile* # set bios-poligy biosl
CISCO-UCS-A /org/service-profile* # set boot-pglicy bootl
CISCO-UCS-A Jforg/service-profile® set extyfigmt-ip-state none
CISCO-UCS-A /org/=service-profile* set hpestsfw-policy ipmi-user987
CISCO-UCS-A /org/service-profile* =et identity dynamic-uuid derived
CISCO-UCS-A /forg/service-profilet* ae ) ibmi-access-profile ipmil
CISCO-UCS-A /org/service-profile* Bét local-disk-policy locall
CISCO-UCS-A forg/service-profile® Set maint-policy maintl
CISCO-UCS-A Jorg/service-profile® set mgmt-fw-policy mgmtl
CISCO-UCS-A /org/service-prafije* set power-control-policy powerl
CISCO-UCS-A /org/service-grgfile* set scrub-policy scrubl
CISCO-UCS-A /org/servig@specfile* set sBbl-policy Soll

CISCOo-UCsS-A forg/sermce-profile* sef astats-policl statsl
CISCO-UCS-A /org/seryite-profile* sel user-l18bal QisEo
CISCO-UCS-A /org/sefvice-profile* vecon-policy vconnpolicy
CISCO-UCS-A /org/service-profile® ¥ compmitgbaffep

CISCO-UCS-A /org/service-profile #

UUDDH—EXF7OT7 7ALIZRTFTSN D5 MEIEATT M ?

ARVE—PEIYZTONELS

B.UUDT—/ILHhLEIYETOoNET

C.N\—FxzT7IZH&EDL

D. AR EN-IHBED LR T L

EfE: (EfEZRRLET)

there is no parameter for 'set identity dynamic-uuid' to specify a pool name - you can only state "derived" or a 32 hex character string (128-bits, therefore
full UUID).

ucspe /org/service-profile # set identity dynamic-uuid

derived Derived

FFFFFFFF-FFFF-FFFF-FFFF-FFFFFFFFFFFF Dynamic UUID

The documentation, as usual for Cisco, is poor. Shagua references old v1.4.1 documentation but it's the same in 4.1. It's inaccurate as uuid-pool should
now read uuid-suffix-pool. You can use UCSPE to check the CLI with contextual help.

ucspe /org/service-profile # set identity

dynamic-uuid Dynamic UUID

dynamic-wwnn Dynamic WWNN

uuid-suffix-pool UUID Suffix Pool

wwnn-pool WWNN Pool

If set identity dynamic-uuid only gives us the option of a static UUID or the parameter "derived", and set identity uuid-suffix-pool is the option to assign a
pool... | would suggest that the most logical answer here is

= I I I I T T T

- derived from the hardware.
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/cli/config/guide/1.4.1/CLI_Config_Guide_1 4 1 chapter27.html
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Y RIT—=U TP ZTFIZIE CiscoUCSH—ERTA 774D TRAES I Z V5 #BHET 5=-HDOY—ILARETYT BEEEITOTSI VTN
BMARONTWETN RV UTY—ILIZHEELTWET, Y—ILIZIE, CiscoUCSHREDNBRENH  R— FAEENTWVWEIRELAHY EFT, S5, BE
EIIREMIZZIDOY) 21— 3 0 &FERALTCiscoUCSCU ) — XS v I H—NE2EBLET , CNODEHEH T Y—ILIFENTITMN?
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A. PowerShell

B.BashX% ) 7+

C. Cisco DCNM

D. PythonX % 1) 7' +
FfE:A@AVEZERRT D)

B 66
BRESHEL TS,

FYRI—HIUSZTIE Ciscod 7 TY v 42 8—a%Y FABEUBTVLAN200D R b L—SH—/ b5 T4 v DHEEET B & S5 12H— b
E1/31-32% % ET AHENHY ET, /R— FE1/31-32(FMD FS T4 vV BICFHINTOVERA, COBEZERT BICIE, EDR— 424 TE2ERT
PENHYFETHM?

A.FCoE7 v >sH

B.#&T7v7TU2Y

C.7v7Ury

D.FCoEX kL —¥

IEfE: (EfEZRTLEY)

Eﬁ:ﬁ: 67
IVCZTFIE OTVEHR— FFBE=OIC_ RALT—2 22 —[22DMCiscoNexus7000 ) — AR A Y FE#BRET IDENHY ET HEE 142 —Tx
AADEHEEZTTTHAT Kty MMIENTTH,
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An engineer must configure two Cisco Nexus 7000:Séries siitthes i the same data center to support OTV. Which command set completes the join interface configuration?

feature otv

otv site-identifier 256
interface overlay 1

otv control-group 239.1.1.1
otv data-group 238.1.1.0/28
otv join-interface ethernet 2/1
otv extend-vian 510

Ice T
interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version 3

Edge Device 2

interface ethernet 2/1
ip address 192.0.2.16/24
ip igmp version 3

Edge Device 1

interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version 3
ip pim sparse-mode

Edge Device 2

interface ethernet 2/1
ip address 192.0.2.16/24
ip igmp version 3
ip pim sparse-mode

) Edge Device 1
interface ethernet 2/1
ip address 192.0.2.1/24

Edge Device 2
interface ethernet 2/1
ip address 192.0.2.16/24

Edge Device 1

interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version 3

Edge Device 2

interface ethernet 2/1
ip address 192.0.2.1/24
ip igmp version @

A.F+TT 3 A
B.#7>3a>D
C.#7+3>cC
D.+7<3avB
R (ERERTLET)

Eﬁ:ﬁ: 68


https://www.jpnshiken.com/q/33803-2714814/

Y rI—ITVCZTIE BREY Y—AANDT I RADBANSI ST RA VISR S IF X ETUOVTHAT 2L 5ROSNET, 5%
ENBEUGIGFRIC NSy I 7o ROy TLET,

Provisionad for open use. (] l i I I ' il Private coud

LIMM#MI separate doud mirastructures are ¢

together to facitate hosted data and apobcation portabiity Communty Coud
% "ﬁ N g
Owned, managed, and operated by one or 4% | I°
more organaabions o teams. e \ % Public doud
w_ e B
' al
Owned, managed, and 7 e
organizabon. ) Hybrid Coud

Eﬁ:ﬁ: 69

I =7FIlE CiscoUCSManagerF 1 LCI77—LDT7DEEA VA M—=LVLT Vv TITL—FEEFTLET H—N—T7—LIzT7DA R —ILE
TT7yTIL—Fanb2DMDCiscoUCSaAVR—R Y MMIENTTH, 2DBIRLTLFEELY)
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C. Cisco UCS Manager
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Enter the configuration method. (coh:pld{gnil ? console

Enter the setup mode; setup nauly or restore from backup.
(setup/restore) ? restore ; . 8 -

NOTE:

To configure Fabric interconnect using @& backup file on
a remote server, you will need to setup management
interface.

The management interface will be re-configured (if
necessary), based on information stored in the backup file.

Continue to restore this Fabric interconnect from a backup
file (yes/no) ? yes

Physical Switch MgmtO IPv4 address :@: 192.168.10.10
Physical Switch Mgmt0O IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 192.168.10.1
Enter the protocol to get backup file (scp/ftp/tftp/sftp)
? scp

Enter the IP address of backup server: 20.10.20.10
Enter fully qualified backup file name: Backup.bak
Enter user ID: user

Enter password:

Retrieved backup configuration file.

Configquration file - Ok

Cisco UCSERZEZBITTAICIE. EDZA TDINNY I Ty THRETTH,

A. SHIEERR

B. T RXTOERK

C. 7JLiKRE

D. R T LK

Ef#:D(IAY hEHKRT D)

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/cli/config/guide/1-0-2/b_CLI_Config_Guide_ 1-0-2/CLI_Config_Guide_1-0-2_chapter29.pdf
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The following example restores a system configuration from the Backup.bak file, which was retrieved from
the 20.10.20.10 backup server.using F1P:

Enter the configuration meChodll (cOnscle/glii) 8 cohsole
Enter the setup mode; setupmewly or.restorxe from backup. (setup/restore) ? restore

NOTE:
To configure Fabric inte¥@@nndét BEfng alBackapifile on a remote server,
you will need to setup management interface.
The management interface will be re-configured (if necessary),
based on information stored in the backup file.

Continue to restore this Fabric interconnect from a bdckup file| (yes/no) ? yes
Physical Switch Mgmt0 IPv4 address : 192.168.10.10
FPhysical Switch Mgmt0 IPwd®metmask : 255:255.255.0
IPv4 address of the default gateway : 192,.168.10.1

Enter the protogel to get backup file (scp/ftp/tftp/sftp) ? scp
Enter the IPFfaddress of backup server: 20.10.20.10
Enter fully qualified backup file name: Backup.bak
Enter user ID: user
Enter password:
Retrieved backup configuration file.
Configuration file - 0Ok

Cisco UCS 6100 Series Fabric Interconnect
UCS-A login:
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REFEDCT BT avIEERTTM?

A TER—FZ2FEALTTZ7Y TR M) —LRA Y FITEHLET,
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A. SMB

B. FCoE

C.NFS

D. CIFS
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BRESHEL TS,

Switch 1
E

O Switch 2
VSAN TRk o
runk g+
Auto

BRESBLTLEIW, A1 YF1ERS YF20ORICVSAN F S U0 ZHENT A-HIZ, AA4 Y F2THERT 5=-OICFEHRATI2LELAHSHEEE Y I
ERTT,

* E Por

* Trunk Mode On

* F Port
* Trunk Mode Passive

* N Poft ’
o.Trink Mode Active

w il ()

* NP Port
* Trunk Mode Auto

A.F+723UB
B.#7>3a>C
C.#7+ 3D
D. A7 3 A
EfE:D (DAY FERET D)
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N7K-1
spanning-tree vlan 1-10 priority B192

vpc domain 100

role priority 100

peer-keepalive destination 10.1.1.2 source 10.1.1.1
vrf default

delay restore &0

peer-switch

auto-recovery

ip arp synchronize

N7K-2
spanning-tree wlan*1l-10 priority 8192

vpc domain 100

role priority 200

peer-keepalive destination 10.1.1.1 source 10.1.1l.2
vrf default

delay restore &0
peer-switch
auto-recovery

ip arp synchronize

N7K-18 & UNTK-2DSTPEEEIX, £V FT—ATHRILELHE>TLET , VPCOSTPIZDWTHBALTWEATF— M A Y MMIENTT M,
A.N7K-1 ENTK-2[ZBE—DSTPIL— & LTRRENET,

B. N7K-11%_ STPIL— k& LTN7TK2E YTV TR LET,

C.N7K-2MSTPIL—r & LTRTRSNET,

D. N7K-1MSTPIL— k& LTRTFTEINET,

Efg: (EfERTLET)
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/7_3/release
_notes/epld/epld_rn_7x.html

Installing a Fabric Module EPLD Update

The Cisco MDS 9700 series and Cisco MDS 9513 director class switch have dedicated fabific motiylés, Thege modules
contain EPLDs, which can be upgraded as describad in this section. All other Cisco MDS switches do not have these
madules, so this process is not applicable for them.

For Cisco MDS 9700 Series of switches, use the install all epld uri parallel xbar-module siot command to update EPLD
images on the fabric madules. This pracess reloads the ﬁfﬁamc module. To ensure that the data traffic performance is
not affected while the module is relocading, check the fabric bandwidth utilization by using the show hardware fabric-
utilization detail command. If there is adequate reserve fabric bandwidth available before the update starts, then the
update will be nondisruptive.

Eﬁ:ﬁ: 78

puppettochef& LB L T, BENEIZAnsibleZ{ER T 3 F A (XTI M ?

A. AnsiblelF>F ) A EZHMRILL T BREEDEY FEERDARL—T A VI VRATLTHEATESLSICLET,
B. AnsiblelZ  NETCONF#{HR L TF/\f R EIZ—&EDCLIaY Y REBRLET,

C.AnsbleZ—4% Yy b/ —FIZY I F9zT7I—Cz o bEA VA M—IILETICEEILEERTTEET,

D. Ansible[ IR ENEHEFBEIL L F T,
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AV —N—DaVDERICKY TV ZTFIECiscoNexus ) —XRA Y FTY I Iz FTTFYv T L—FREEFTITEILENHYFET 7y T L—
DRy FI— 9 DR ER ST =OICERETE 220077/ 05— FENTTAN? 2DOBIRLTLEELY,)

A. vPC

B. PAgP

C.VvDC

D. HSRP

E. MLAG

EfE: (EfEERTLET)
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telsh

foreach address {

192.166.254.1

192.168.254.2

192.1658.254.3

192.168.254.4

} {ping Saxddress source 192.168.254,254

}
telguit

tcish

foreach address {

192.168.254.1

192.168.254.2

192.166.254.3

192.168,254.4 %

} {ping $address source 192.168.254. 254",
} [

teish

forgach address {
, 192188.2541
19216825452 | ¥
192.168.254.3
792 e80T
Hping k55 vri management source 192.168,254.254
} 4

1;.

telsh

foreach address {

192.168.254.1

192.168.254.2

192.168.254.3

192.188.254.4

} {cli ping $address vl management source 152.168.254.254

INE R
B. 7 3>C
C.A7/7<a>B
D.#73>D
F#:D(2AY FERET D)
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Eth1/2 IP/MPLS u..bm 10.10.10.1

> "

Eth1/1 -

10.20.101

Network Analyzer

BRESBRLTKESVW, IV ZFR> KA MADLNDAN ST T4 9T ERR FBMNLDVLAN20DTARTD S 74 v I EERLET, T 710
DEERLTRY NIV T7FIAFIZTTVRR— T BICE EDRELXERET ILENHY FIH,



SW-1(config)= monitor session 5§

SW-1(config-monitor ¥ source interface ethernet 1/2 rx
SW-1(config-monitor ¥ source interface ethernet 1/1 tx
SW-1(config-monitor = source vian 20 both
SW-1(config-monitor & destination ip 10.10. 10 1 a
SW-1(config-monitor 3 no shut . | i"' 111

SW-1(config ¥ monitor session § type mm

SW-1(config-erspan-src)# source vian 20 both
SW-1(config-erspan-src)# destination ip 10.10.104
SW-1(config-erspan-src)# erspan-id 111
SW-1(config-erspan-src)& no shut

SW-1(config & mon}mr session 5 type erspan
SW-1(gonhig-erspan-src)# source interface ethernet 1/2 rx
SW-1(config-erspan-src)# source interface ethernet 1/1 both
SW-1(config-erspan-src# destination ip 10.10.10.1
SW-1(config-erspan-src® mtu 1000
SW-1(config-erspan-src)j# no shut

SW-1(config® monitor session §

SW-1(config-monitor # source interface ethernet 1/2 rx
SW-1(config-monitor = source interface ethemet 1/1 both
SW-1(config-monitor & source vian 20 both
SW-1(config-monitor j# destination interface ethernet 2/1
SW-1(config-monitor & no shut

SW-1(config-erspan-src)# source interface mnﬁﬁm,-,

A.+7L 3B
B.+7<a>D
C.#7v3>cC
D. A7 avA
T (EREERLET)
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C.SMTPIGET7 KL R

D. DNSH—/\—

E.syslog) #4 L% k

IEfE: (EfEZRRLET)
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/4-1/b_Cisco_UCS_Admin_Mgmt_Guide 4-1/m_gui_cisco_intergight _management.html
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ARY—=Z25FT LAY ZECiscoTNNAADTYL1ETIVELTEERT HEEIEIENTTH,
AARURERY RT—ODEBRIZEYTLA NI T—ANERESNET

B.*rYy F7—9 7131 AL JSONFE - IIGPBEERA THEREFADIY FIRA U MZIT—2FXELET
C.JSONTIva—FRENf=TLAMYT—RFgRPCTO L EZFERAL TEESINET

D.BERIU AT U MI VTINAA LD EHRT 5=HICRY FI—IO WL T—2EWMELTVET
IEfE: (EfZ R LFET)

https://developer.cisco.com/docs/ios-xe/#!streaming-telemetry-quick-start-guide/streaming-telemetry
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D. A7 avA
Efg: (EfRERELET)
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/CLI-User-Guides/Firmware- Mgmt/4-0/
b_UCSM_CLI_Firmware_Management_Guide 4-0/ b_UCSM_CLI_Firmware_Management_Guide_4-0_chapter_011.html
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H: 87
ETE/: \L_C< T"él’\

NEXUES configurs terminal

HEXUDEF locator-led Ffax 100

NEXDE [config) # feature [ex

NEXDE (config) # fax 100

NENUE {config-fex) §# typo N2II2TM

NEXUS [config-Tex|# serial JAF1A27TBOLG

MEXUDE [config) f Intaefacs athafmat 1/24-32

MEXUS {config-if)} switchport [l " |] [l

HEXUS lconfig-if) # awltchport mode [ex Il.b.:il

HENUE {config-if] # fex assoclate 100 =

WENUS (contig-if] ) no shutdown c ﬁ S
=l

NEXNUE § show fex 100 detail
FE(: 100 Description: FEXOLO00 stabte: Oolinda
FEX wversica: 5.0[2)H1{1) [Switch warsion: 5.0{2)N1(L}]
FEX Interim version: S.0(2)M1 {0, 208)
Bwltoh Interim version: 6.0 (J0N1 (0. 204)
Extendar Modol: NIR-CIXAPWM," Extender Serial: JAFL42TBQLO
Part No: 73=13373-00
Card Id: 13#, Mac Rddr: 68:efbd:62:2a:43, Nun Macs: &4
Module Sw Gan: 31 [Switch Sw Gen: 21)
post lavel: complsts
pinning-mods: static Max-links: 1
Fabrio port for control traffio: Ethl/29%
Fabiric Intsrface stata:
Ethlf25 - Interfaoe Up. State: Rotive
Ethlf26 - Interface Up. Btate: Aotive
Ethif27 - Interfacs Up. State: Rotive
Ethlf28 - Interface Up. State: Aotive
Ethlf2% - Interface Up. State: Active
Ethif30 - Intarfaoce Up. State: Active
Ethlf31 - Interface Up. State: Rotive
ll‘.b'l.f1? IIMJ I'am 'Ib EL.'uI'.I'. Mtlﬂ

IVDZTIE BHENT8DDFEXT v T VI RTCEFERATHDIC TRTORR FR—FEBITIVENHBYEST , VY a—2aviF 7yvT
DO NRBLI-GE0HZR/IRICINZDBENHYFT, COBMEERT ST I aVEENTI M,

A EVBHORKRY) VIEESICERELET

B.E&RA NN UA—TARET7 TV I Ty T)IICHMIZEYHTET

C.R—FFYRILTEDODT7 YT EEBLET

D. Y R—F SN TWBFEXZ2 A TE2EBELET

EfZ:C(I AV LERKRT D)

Traffic disruption should be minimised when an uplink fails. If pinning was used and an uplink failed, then traffic associated with the failed link would be
disrupted until it could be re-routed. Using a port-channel is much less disruptive.

Eﬁ:ﬁ: 88

I P=TFIF RESTAPIFUH LZEEA L TCiscoAPICERE L TWET AJA U =Y U ERETHICIE BRAVYE—CATEDT—2EBEZHEH
TEOBLENHYFEITM?

A)



https://www.jpnshiken.com/q/33803-2714834/

caaaUser><name>apluser<iname><pwd>cisco123</pwd></aaaUser>
A +7L 3B

B. -7 3> A

C.#7v3vC

D.+7<3>D

IEfE: (EfEERTLET)

+ aaalistDomains =Sent as a GET message, this method returns a list of vahd AAA login domains,
You can send this message without logging in

You can call the authentication methods using this syntax, specifying either JSON or XML data
structures

{ hitp | https } o/ host [port] lapil methodName . { json | xml }

This example shows a user login message that uses a JSON data structure

POST https://fopic-ip-addressfapifasalogin. Json

1
"aaalser" : {
"attributes®™ : {
"name" : "georgewa",
"pwd" : "paSSwordl"
1

]
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_ x/
b _Cisco APIC_REST_API_Configuration_Guide/b_Cisco APIC_REST_API_Configuration_Guide_chapter_01.html

ESEH:SQ

Ty RAAL UK CiscoACIZ 7 T v I D BIRERENTUVET, CAhoDaAVR—RU D55 ITY KRS Y RJIL—T LS EREH ORI D ER £ 35
AT B=HICFEREINERY S—FENTIAN?

ANBIT) YD RALDENBIL—T 4 VT KA

B. NEREPG & SV EREPG

C. NEBEZHY & HHEBE2HY

D. L20ut# & U'L30ut

IEfE: (EffZzRLET)
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277V DEREAZHNRIIART H=HICERATESIEIL READT YT L— IR EENTULAERIEIENTTMN?
A. Cisco UCS Manger

B. Cisco Tetration

C. Cisco data Center Network Manger

D. Cisco ACI

EfR:C(QAY hEHET D)
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https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-data-center-networkmanager/datasheet-c78-740978.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/11_2_1/config_guide/lanfabric/ b_dcnm_fabric_lan/template_usage.html
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DLEBELRHYFET CORRIVERETITAICIE, ED2DODERZTERTH2HENHY ETIM? 2DFEIRLTLEELY)

intarface fc 1/24

] Putpul omitted --
0o shutdown
span session 1

= output oEitted --

dastination interface fc 1/24

A +73>C
B.+7<avB
C.+x7> 3> A
D.+#7<a>D
TR (EREHTLET)

ABH7:350-601JRAZELE (FJPNTest.comizfit S, 350-601J5KERIC &8T5 Z LITRICIIHET ! JPNTest.comlE S & $E1350-601JKERRARESE % =14t
L9 JPNTest.com 350-601JAERPIEE X4 SEH S hE L=, = - T350-601JEEENTR FT VS UEFICANE S, BHEOT Y &
A _ https://www.jpntest.com/shiken/350-601J-mondaishu 850ff, 3 0%7 « A hH > + #5174 E5/0— F: JPNshiken|
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HSRP/A—2 3 20 )L—T10D T 74 )L FDREMACT FLR(EENTT D,
A. 0000.0C9F.FO0A

B. 0000.0C9F.F0O10

C. 3716.1350.1COA

D. 0000.5E00.0110

EfR: (EEERRLET)

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp_fhrp/configuration/xe-3s/fhp-xe-3s-book/fhp-hsrp-v2.html
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B. 77—LDzT7IVR)DBEVWFHLWLWT AL LR O—ICEEBZONET,
CHRRMIZ7—LITTR) D —FELITRTOY—ERTOT7AIIICEIYHBTOENET,
D.IRTDAVKR—RU DI 7—LITTIV M) EZETEIICEHFINET

IFfg: (EZRTLET)

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Firmware-
Mgmt/3-1/b_UCSM_GUI_Firmware_Management_Guide_3_1/b_UCSM_GUI_Firmware_Management_Guide_3 1_chapter_0111.html

EFDT 94
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Nitchil) sh i mroute
¥ multicast Beutisg Table for var *default®

s 339, 0.0.0700), wptime: 02:10:2), igwp ip pla
Incoming istetface: port-chamnelll, RFF sbr: 10.4.1.3
ootgeing interfece list: (coums: 1)

Vianitd, sptise: 22:10:3), igw

AR A0.20.30V33, E39.1.3.1/33), uptime: 90144100, Ay pim mecid
Incoming intssfsce: port-chanssllo. BPF abs: 18.8.1.1
Dutgoding Lntegface list: (ocanmt: 1}

Yianito, “1-5 O0:44:00, mrid

Peitchld sh ip myoUte
IP muiticest Bogting Tabls fhr VOF “defaclit”

(9, E36.1.1.37500, upliee: 221100, Lo 1p pia 1
lecomisg tntecface: part~chanmellil. ®PF mpe: 30.0.4.0
ovtgeing Aintsriace Llet: {éguntl 1)

Yiaal0C, spiime: 83:18:2%, Ly

(L8.08.20, 30732, 290, 0. 0.0, uﬁ’nl;?l"l: 'Il' I l i
incoming iLrtedface: pedt-charmelili. 1 ety

Sctguing imteiince 112
FEIETT FLAHA10.10.10.10DKRR MME, bS5 T74 v I EILFXYRAMTIL—T239111EELEFT VPCRAYFIXEDLSIZTTIILFF YAk
74V EERELFETHN?
A TILFEXXYRA NS T 14y HPo10 Switch1 TRIESNT=BE, b5 7 4 vV [EPo1&Po20ITERESNET,
B.WILFX¥YAFZT14vIhPo11 SWitch2TRZIEENTIHZBE T T 4 v U [EP20THOAEREINET,
C.UILFXYRMMTI T4 YIMNVPCET U ENLTSWitch1 TRIESNTZBE, FT T4 vV FAYTEINFET
D. Po11 SWtch2TYILF X ¥ A M rZ3 T4 vV &ZELEHEE FS 74 v FOy TENFET,
IEffE: (EfEZRTmLET)

https://www.cisco.com/c/en/us/support/docs/ip/multicast/214140-multicast-forwarding-in-vpc-based-on-loc.html#anc8

{ Coamy ni
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IV TIE BAERDADTFH R HIZCiscoUCSManager@ /Ny 9 7w TE VA M ERETHIHELHY FT, AEBDFAIC EBRETDIRREIC
BERTHIBENHYET TV FA—HF—X Y—ERTOAIT 7ML BRICOAEREZMAD_ENTEEFT , ChoDEHRER-T—EDNDTI P avik
ENTIM?

A SRENY YTy TEBRARORABRKICETITALSICRTa—ILL ABHOBIZFH TNV I 7y TEAVR—FLET,

B.#ENYI Ty TEBEROBBEICETTALIICRATSa—ILL Ny I 79 TDA4 oiR— b2 BRBEBDOBRIZETITEHESICRYa—ILLE

v,

C. BEXRMDBABKFICETTALIICVRTLNY YT TE#RTa— )L BEBOHICFE TNV I T THE#A o R—FLET,

D. B ARDEABEICEITTDILSIICVRTLNY I Ty T&#R7Da—)LL AEBOBHICETTEILSITNYITYITDAUR—bERFDa—)LL
FY,

Ff: (EER T LET)

BEfE: 96

BRzZRBLTCESY,

FI-1# scope org /

FI-1 /org # create maint-policy maintenance

FI-1 /org/maint-policy* # set reboot-policy timer-automatic
FI-1 /org/maint-policy* # set soft-shutdown-timer never
AUTFURR)O—FAIY M BRI EDTI L AVERETTILELRHYETH?

A REIOBEHFICERZBERTELIICRY S —ZRELET,

B. Ay Da—)LEERLTAVTF U RABRHZEELET,
C.H—EXTOIT7AINEAVTFHFIURRY O—ICEEMITET,

D.VI7 b ¥y b UAAMT—ZHEDRHRBICRELET,

IEfE: (EfEZRRLETY)
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/CLI-User-Guides/Admin-
Management/3-1/b_Cisco_UCS_Manager_ CLI_Administration_Mgmt_Guide_3 1/

b_Cisco_ UCS_Manager CLI_Administration_Mgmt Guide 3 1 chapter _01100.html

BRi: 97

T P=7I&, CiscoMDS9000¥ ) —X XA v FIZAAAREZEATOILELNHYFET, VI a—2aviEROEFHEFH-ITHENHY FT,

B FERBEMICERTT AMDSNY Va1 dFRATEIF YLD LARCARBIATO LOLEFERTILELAHY TJ, RADIUSHERIL IREADD
MDSR A v F L BEIMICHEINIDLELAHY FT,

RADIUSH—/N—[ET TIZCEZSINTWET , EDAT U Ry MAEREEZEZETLETMN?
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aaa authentication login pép enable
distribute gadius
radius-server host 10.8.8.0 auth-port 1821

aaa authenticationtoginmschapv2 enable
radius propagate
radius authentication port 1821

aaa authentication login chap enable
radius distribute
radlus commit

aaa authentication login mschap enable
radius commit
radius-server host 10.8.8.0

AT 3B
AT a A
AT 3D
AT aC
FfR:D (A FERET D)

o0 w>»

EFI:IE]: 98

NFSIEH—N—E0 5470 FMEDERICEDRERAEZFERALEFIN?

A. SSC

B. XDR

C.PRC

D. SMB

Ff:C(AAVLERRT D)
https://www-uxsup.csx.cam.ac.uk/pub/doc/redhat/WS2.1/rhl-rg-en-7.2/ch-nfs.html

Eﬁ:ﬁ:gg
IVOZTFIE A=Y ML A=A ADKRENT O LIEZEEIZ A —RYMRAUVA—T A RET vy MEO VT HZRERHY
T,CLIAY Y FETHLERODEAIZFKS YIS 7o RROY T LT, ZOEEMZRELFET , I RXTOAT Y FAEREIAEZHITTIEHY TEA,


https://www.jpnshiken.com/q/33803-2714844/
https://www.jpnshiken.com/q/33803-2714845/

switch# configure terminal
switch(config)# track 1
switch (config-track)# end

switch (config-applet)# event track 1 state down

being down
switch(config-applet)# action 2 cli conf term

switch (config- et)# action 4 cli

switch(config—aigget)# action 3 cli

switch (config-applet)# end

switch(config)# event manager applet tfack 4 5 down

switch(config-applet)# action 17syslog msg EEM applet
track 4 5 down shutting down port ethl/2 due to ethd4/5

shut

intefface etherhet 1/2 ifterfage ethernet 4/5 no shut

1E fiz:

switch# configure terminal
switch (config)# track 1 | isteface ethemetid/s
switch (config-track)# end

switch (config-applet)# event track 1 state down

being down
switch (config-applet)# action 2 cli conf term

switch (config)# event manager applet track 4 5 down

switch (config-applet)# action 1 syslog msg EEM applet
track 4 5 down shutting down port ethl/2 due to eth4/5

switch (config-applet)# action 3 cli||mmMmfmamﬂU2

switch (config-applet)# action 4 cli l T

switch (config-applet)# end

interface ethernet 1/2 interface ethernet 4/5 no shut

shut

BE: 100
AzSRLTS S,




n9k2# guestshell

[guestshell@guestshell ~]$ python .

Python 2.7.5 (default, Jun 17 2014, 18 ‘11 42)

[GCC 4.8.2 20140120 (Red Hat 4. 8_”2-16')] on linux2

Type "help”, "copyright”, I 'cne ‘t‘sé" or "license" for more information.

>>> -
——

=Yy MAZD Yy FFI0T B0

T =TFIE, Cisco Nexus 90002 ) —XRA Y FDT R b2 )LIZH HpythonED a—ILEFERAL T, R—

ENHYET, CNEEHTDH T Ry MEENATTH,
from cli import *
cli("conf t*)
cli("interface eth1/4")
cli(*shutdown"™)

RS Iy
cli("conf t ; interface eth1/4; shul"y; C O

from cisco import cli
cli("conf t ; interface eth1/4™)
cli("shutdown")

from cisco import cli
cli("conf t” ; “interface eth1/4" ; “shut”)
A.F+72 3B
B.+7<a>D
C.+¥7v3>cC
D.A7+ a3 A
EfE:A(QAV LEHRKRT D)

When two or more commands are run individually, the state is not persistent from one command to

subsequent commands.

e fallowing command fails because the state from the first command does
Epergist @r lI'I or‘nand

When two or more commands are runtogether, the state is persistent from one command to
subsequent commands.

In the following example, the second command Is successful because the state persists for the second

and third commands:
>>> cli("conf t ; interface ethd4/1 ; shut") j

% Commands are separated with " ; " as shown in the example. The semicolon ( ; ) must be
Note syrrounded with single blank characters.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/programmability/guide/ b_Cisco_Nexus_9000_Series NX-
OS_Programmability _Guide_7x/Python_API.html
https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2016/pdf/ DEVNET-1077.pdf
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2/ — FMCiscoHyperFlexEdge BT, V4 v bR R[FEZITERASINFETH,

AY—RNR—FT4DIZ7FTONST—~

B. Ciscolntersight~

C. HyperFlexEdge~D Y b0 —9 7Y 2 XA &#HEA = BMY—/N\—~

D. HyperFlexEdge2/ — K9 S X2 —~

IEf#: (EfEZRTLET)

The Cisco HyperFlex Edge invisible cloud witness is only required for 2-node HX Edge deployments.

correct, it has to connect to Intersight as it is a CLOUD invisible witness as per the document shared:

The Cisco HyperFlexEdge invisiblecloud witnessis only requiredfor 2-nodeHX Edge deployments. The witness does not require any additional
infrastructure, setup, configuration, backup, patching ,or management of any kind. This feature is automatically configured as part of a 2-node Hyper Flex
Edge installation. Outbound access at the remote site must be present for connectivity to Intersight (eitherintersight.com or to the Intersight Virtual
Appliance). HyperFlexEdge 2-nodeclusters cannot operate without this connectivity in place
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex HX DataPlatformSoftware/

Edge Deployment_Guide/b_HyperFlex Edge Deployment Guide_4_0.pdf

Bf: 102

—X DR A v F%EZT=-CiscoHyperFlexTy CZEBAT HIHGE EHX/ — FICBREBER FS VI E—FRDA 23— 24 ADTRNMRIFZWLL DTTH,
A. 1

B.6

C.4

D.2

IEfR: (EfEZERTLET)

Hf: 103

FYRIT—=0T7—FT79 MME BHEEICHEBMICHOBLIET -2 3 —%HHB I UEET 5 & 52K 5, Multi-SiteOrchestrator BRI = A9 5
CEERELFET MADA—HRNL—E2—5BRETILENHY EFTH?

A.3

B.5

C.4

D.2

EfE: (EfEERTLET)

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centricinfrastructure/white-paper-c11-739609.html
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BRESBLTES L, Esxi-serverl T L— Ry —N—[CEEM T OATVET, b5 U7 I2BME N f=VLAN-a, ESXIH—/A\—®DVNICIZVLANA % Y
FHAVLANZCNICIZEMT BIZIE, EDT I a v aRTTEIDENHY FIH,

ABADTUTL—FZHEIBRL BHTUOTL—FELTHEERLET,

B. NS UATUTL— FAMLVLANZEHIBRL VLANZBEBMLES,

C. S VIADTYUTL— AL TEEHFTUIL—MEBLET,

D. ESXI-Server® TV T L— 24 TEBHTUTL—MIEBLET,

IEfE: (Ef2ZRTLEY)

B f: 105

R—btEF 21T 1I1E, CiscoMDS9000 ) —XR A vy FTEMICHE>TWET , ELWEGRBAKENTTN?
A R—bEXa) T4 ARG -TWSIEE, BBFZFBERXEICEFNICERIZLGY EFT,

B.EHRAAJA UV LTWATNARIE T—ER—RILENF-TNA XICFHTEMT 2LELHYET,
C.R—bEFa) T4 ZEMITHHINC Ciscod 7 TN v I Y—ERZEMITINELNHY FT,

D. R—hEFa T4 X B—1\LIZOHEMTE T RXTOVSANIZEELET,

IEfR: (EffZzRnLET)
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/8_x/config/security/
cisco_mds9000_security config_guide_8x/configuring_port_security.html
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- FIAS AT WL PR LA B L LD s Ul.lll'u-lrll]' T B T e R H]’ TR PR N T wl LY lrh-'u'-lll, A AN l-'b‘\.‘\.lﬂ!.l-‘!
all devices connecting to a switch to be part of the port security active database. The software uses
this active database to enforce authorization.

About Auto-Learning

You can instruct the switch to automatically learn (auto-leam) the port security configurations over a
specified period. This feature allows any switch in the Cisco MDS 9000 Fampq togutomatically learn
about devices and switches that connect to it. Use this feature when youa the port secunty
feature for the first time as it saves tedious manual configuration for edch port. You must configure

auto-learning on a per-VSAN basis. If enabled, devices and swﬂcl@‘s— that are allowed to connect to the
switch are automalically learned, even if you have not mnﬁgu.;ed a‘ﬂjr‘fbort access.

When auto-learning is enabled, learning happens for Im-;e’ht;es or interfaces that were already
logged into the switch and the new devices or interfgceg thiat need to be logged in. Leamed entries on
a port are cleaned up after you shut down thathﬁowleamng is still enabled.

Learni & not overrid@ the emsung nn ui'g:ﬁ::hml security policies. So, for example, if an
mte cals aﬂt ure'a AVWN, then aute-leaming will not add a new entry to allow
hef p ra: llnl r pWWiNs will be blocked even in auto-learning mode.

Moe rapait
~ If you activate port security feature, auto-leaming gets enabled by default. You cannot re-
Note actvate port secunty until auto-learming is disabled or deactivate and activate again

i Iﬁr sth.ltduwn state.

ity feature, auto-learning is also automatically enabled.

Port Security Activation
By default, the port security feature is not activated in any switch in the Cisco MDS 9000 Family.

By activating the port security feature, the following apply:
« Auto-leamning is also automatically enabled, which means:

« From this point, auto-leaming happens for the devices or interfaces that already logged
into the switch and also for the new devices will Iogm in futu m

+ You cannot activate the database ysg
« All the devices th %h rmed and are added to the active database.

« All entries in the co base are copied to the active database.

After the database is actwated subsequent device login is SUhJec the activated bound WWN
pairs, excluding the auto-learned entries. You must disable a utgsleamed
entries become activated. . '

‘When you activate the port security feature, auto-learning is aiso altomatically enabled. You can
choose to activate the port security feature and disable auto-|eamni

B fi: 106
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Python Code:

import requests
import json

url="http://lab-93180bdlf-swl/ins'
switchuser='dazfre'
switchpassword='ClscoroxO'

myheaders={'content-type' 'application/json')
payload={
"ins api": {
"varsionY: “1.0",
"type": "cli_show",
"'Chunk" . 'Ilolll'I
'Ilsidll : “1“'
"input": "configure terminal : feature ’
"output format": "json" 6
}

}
response = requests post(url,dat ns dumps (payload),
headers=myheaders, auth=(switc itchpassword))

print (response.text)

ERROR MESSAGE v
| s

i show"

: -“1.0"f
1
' 5 putS r [ . ' '
"output" [{
"clierroxr" "% iﬁlld&:ﬁ@",
"toput” "con ure te n

"msg" "input CLI command error",
l'lcode!l I'l'400l'l

| PR
"clierror" "% invalid command\n",
Tinput® "feature hsrp",

"msg" "input CLI command error",
"code" "400"

}]



Cisco NX-APIDOPythond— RN IS —A v E—PFHANTHDIELETTHN?

A BATIHHEES>TVWSDIEV VIR DAL THY , Eli conf| THIDLELHY FT,

B.UJIRbDAYHE—D fype  HEESTLNST=8_ Eli conf| THEILENHY FT,

C.NX-APITIX VI TR MED2a—ILEZN LE-BEOEBRIEIHFRIEATLEEA,

D. JSONIENX-APITHR— SN TWLWASHBATEHY FHA,

Eff: A(QA U FEREKRT D)

"Commands that belong to different message types should not be mixed. For example, show commands are cli_show message type and are not
supported in cli_conf mode."

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/programmability/guide/ cisco_nexus7000_programmability guide 8x/b-cisco-
nexus7000-programmability-guide-

8x_chapter_011.html

the payload "type" value is wrong in the body of the request. For the request to be successful, it should be changes to "cli_conf".
For example, if we run the same request with the updated payload:

{

"ins_api": {

"version": "1.0",

"type": "cli_conf",

"chunk": "0",

"sid": "1",

"input": "configure terminal ;feature hsrp",

"output_format": "json"

}

}

We get a 200 response:
{

"ins_api": {

"sid": "eoc",
"type": "cli_conf",
"version": "1.0",
"outputs": {
"output": [

{

"code": "200",
"msg": "Success",
"body": {}

12

{

"code": "200",
"msg": "Success",
"body": {}
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}
]
}
}
}

CLI verification:
nxos9kv# sh run | inc hsrp
feature hsrp

A3h#75350-601J I RESR [LJPNTest.comiZft =t 350-601JEKERICERT 5 Z L ITHRICIL B F T ! JPNTest.comld 5 Hx#H1350-601J5KER I RE SR & 1= {4t
L %9 . JPNTest.com 350-601JAERFISEEIZ: SEH S hE L=, = 2 T350-601JEEENTR IV SV EEICANE T, BEFHROT Y &
A _ https://www.jpntest.com/shiken/350-601J-mondaishu 850f5. 3 0%7 « A A > k 45814 EI5Ia— F: JPNshiken
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Router 1 configugagion

interface loopbackl
ip address 10.10.32:121/30
ip ospf network point-to-point
ip router ospf 1 area 0.0.0.0

ip pim sparse-mode

ip pim rp-address 10.10.32.122 group-list 225.0.0.0/8 bi-dir

Phantom RPZRPIEA N =X LE LTHERATEIMARPIMSE Y kT—2 TlE 2DDCiscoNX-OSIL— R IZRDEHNHY FT,
*RULT VT4 TRPTHIBENHY FT,

*R2E RICEETELRWGEICOAFERAINDG NNV I T Y ITRPTHILENHY FET
HEFIEZFSYIT7oRFAYTLT L—220%EEZRTLET , TRTOREFIENER SN LIDITTIEHY FHA,


https://www.jpntest.com/shiken/350-601J-mondaishu

: Router 2 configuration
interface loopbackl

ip ldd.rllll ] i L

ip ospf network| W

ip router ospf 1 area 0.0.0.0

ip pim| |

ip pim rp-address| | group-1ist 225.0.0.0/8 bi-dir
|1n.m.32,121;32r | 10.10.32.121 |pmnt-to-po.int] | broadcast
[m.m.n 121;29E ! 10.10.32.122 | sparse-mode ] | dense-mode |
1E fiZ:

; Router 2 configuration
interface loopbackl
ip address [10.10.32.121/29 |
ip ospf network| point-to-point |
ip router ospf 1 area 0.0.0.0
ip pim| sparse-mode | |

ip pim rp-address| 10.10.32.122 ]qroup-list 225.0.0.0/8 bi-dir
o ——
10:10.32.121/32 “—Fn.ﬁaz.lza point-to-point broadcast

10.10 32" 121/23 Ijm 1045291 22 sparse-mode dense-mode

B f5: 108
Cisco Nexus 90003 ') —X X A v FHPOAPZFEA L TEEITEHLMEGE EDM2DDAVEKR—R U bEF v I TH5LERHY ETITHh, 20:FIRLTKL
f2&Ly,)

A IPIEHRET— bR +5 v TS HDHCPH—/N—

B. POAPHEES 1 2 R

CRAVFDIT—rISyIal®LTRIY TR I 7AIICRESNfA A=

D.EXal)T4F¥—TEELIN=RY YT+

E. XV T rEETTFTPHY—/—

IEfR: (EffZzRTLET)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/troubleshooting/guide/ b_Cisco_Nexus 9000_Series_NX-
OS_Troubleshooting_Guide_7x/b_Cisco_Nexus_9000_Series NXOS__ Troubleshooting_Guide_7x_chapter_01100.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/fundamentals/configuration/ guide/b_Cisco_Nexus_9000_Series NX-
OS_Fundamentals_Configuration_Guide_7x/ b_Cisco_Nexus_9000_Series NX-OS_Fundamentals_Configuration_Guide 7x_chapter_0100.html
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I 2P =7I[ECiscoUCSManagerCH—EX 7O 77/ LZERL EENERAINZLEZICTL—FEBEEFHT IR O—ZEYHTILELHY F
T EHF A —DHEZERICOAERAT AIVENHYET, CNoDEXZH/-ITH-OICEBRT ILENHH2DDKRY O—[FENTI A, 2DOFERL
TLZ&W,)

AUTFURRY —

ga—/NILR1) —

BEHKR) >—

BAFIEAR) o —

L= FkRY—

IEfE: (EffZzRLET)

https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-
Management/3-1/b_Cisco_UCS_Admin_Mgmt_Guide_3 1/b_Cisco_UCS_Admin_Mgmt_Guide_3_1_chapter_01011.html

>

moow

Maintenhance Policy

The mainfenanes policy specifies how deploys the service profile changes. The deployment ean/Ogcur in one of the following ways:

Immediately
When acknowledged by a user with administrator privileges
Automatically at the time specified in a schedule

On the next reboot or shutdown without waiting for the user acknowledgment or the timer scheduling option

VVIell a selvice proile AssoLlalen] W elvel, O wWie
changes are made to a service profile that is already associated
with a server, you must reboot the server to complete the process
The Reboot Policy field determines when the reboot occurs for
servers associated with any service profiles that include this
maintenance policy. J#iis can be one of the following:

+ Immediate-<IM&se&per reboots automatically as soon as the
service profilgassociation is complete or when you save
servicejprdiile changes.

. User Aek—You must explicitly acknowledge the pending
dctivities for the changes made to the service profile to be
! applied to the associated server.

+ Timer Automatic—Cisco UCS defers all service profile
associations and changes until the maintenance window
defined by the schedule shown in the Schedule field

+ On Next Boot—This option is used in combination with either
User Ack or Timer Automatic. When the On Next Boot option
‘ I8 enalbiled,_the host OS reboot, shutdown, and reset, or server
S | Feseti@nd shutdown also triggers the associated FSM to apply
the changes waiting for theUser Ack, or the Timer Automatic
majntenance window.

fote De-selecting the On Next Boot option disables the
Maintenance Policy on the BMC

Bf: 110

CiscOMDSR A wFTT7 v FJ L— FEFIRT DRICETT IDLELRH 20D T7 V3 vFENTTH, 2DOBERLTLLEZSL,)
A TSATNR—IN—NNAHF—FT T4 TRA—IN—NAHF—[ZLET

B. L \Cisco NX-OSA A —2 T 7/ LZHIBRL T USB3TNA RADEZREEFEOLET

C. show installalimpacta~Y > REFERALT7 Y T L—FOEEEZEZRELET
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D. BRENYITYITLET
E.CiscoZ7 7 T v O H—ERFEMIZT S
F#: (FEERTLET)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/5_2/upgrade/guides/nx-os/ upgrade.html
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F77ANFyr)LFTA FaNNIZKHT ENFSVADFRIFRITTH?
A.t¥xal)ToDEL

B. %iFEE

C.&fFMIZOR LR

D.IP+Z U RKR— F%ER

EfE:A (DA LEHERT D)

https://www.rcannings.com/san-storage-fc-vs-fcoe-vs-iscsi/

B 112
BRzSHELTIEZED,

ASA_1

3
L— |
BREZSBLTLEEIW ASAME T RTOH—/1\DLANY3ITF—roz A LTHRBELE T VPCETY VOB EO UL VPCHEF—TT7S5A4THRT7 v
LEzFEFITHEDE H—N—EF— I EBREZEVET . XY TV DETAMERLEIEET7I a3 VIEENRTTM?
A VPCT/INNA RTVPCET7HF— D A BgeEEIZT S
B. 774704 —JLIZEHKEINTWWE RS vy FR— b TVPCHIMLR— AR F#EEZ TV T4 TILT 3
C. VPCT/\4 R [ZIPreoVectiéie # E& 3 %
D.EITFAT I+ —IDBLRAL YFAD2DDY) U EHFIOBHHUR— FFrRILEERLET
Ff:A(QAV LEERT D)

Eﬁ:ﬁ: 113

IVCZTFIEE T390 al2nN\y o7y TENELURIND/NA—2 3 Uh 5Cisco MDS 90009 ) — X R A v FDHREZEELTHDS EXTEHERT S
WHELRHY FT,

ERADOaT U FZERIDELWVBFICFS I 7o kR TLET,


https://www.jpnshiken.com/q/33803-2714857/
https://www.jpnshiken.com/q/33803-2714858/
https://www.jpnshiken.com/q/33803-2714859/

copy boottlash:<conriguration_file> Step 1
runring-config
copy running-config startup-config giqg 2I ] : I l l 0
show startup-config ; Step 3
write erase Step 4
reload Step 5
IE fiF:
copy boottlash:<conriguration_file> :
i conti write erase
copy running-config startup-config ‘ reload

ttla :Eumﬁnn-ﬁle}
runring-config

ing-config startup-config

., show startup-config

B 114
SDPythond— FERITIEHE, EDT—FHENERSIFTITM?

>>> import json

>>> f = open('fname.json’, 'r')

>>> var1 = json.load(f)

>>> var1

{u'bd": u'bd1’, u'ap’: {u'epgs’: Hu'nar'ne u app‘) {u'name’: u'web a e
u'db’}], u'name": u'omlms:on'} u'name’: u'39233259', u'pvn": u'Zl 1"} l [

CISCO

A 2T
B. JX
C.tv bk
D. &



IEfZ: (EEZRTLEY)
Reference:
https://www.geeksforgeeks.org/read-json-file-using-python/

Eﬁ:ﬁ: 115
BRESRBLTESY,

N5K-1 (config)#interface fc2/3
NS5K-1 (config-if) #switchport mode sd
N5K-1 (config-if) # no shutdown

COBAERELEBRIEIESBYFITHN?

A J7AN—FrRIA VA —T 24 RIRARERICERINTLET,

B. 774 /1\— F¥RI)L A3 —Tx—RI& V—REHADOERTT,
C.77AN—F¥RILA R —T1—RIFFSPFRIZER SN TWVET,

D. 774 N—F v RIA VB —T T —XIESPANABIZER IS TWVET,

IEfE: (EfEERTLET)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/san_switching/421 _n1_1/
b_Cisco_n5k_nxos_sanswitching_config_guide _rel421 _n1_1/Cisco_n5k_nxos_sanswitching _config_guide rel421 n1_1_chapter3.html
https://www.cisco.com/en/US/docs/switches/datacenter/nexus5000/sw/configuration/guide/cli_rel 4 1/

Cisco_Nexus 5000 _Series Switch_CLI_Software Configuration Guide chapter50.html

Eﬁ:ﬁ: 116
)—RZEFERALTI7AMILAY I EERTIA L—oTARaLEFENTTMN?
A.NFS 3

B. CIFS

C.NFS 4

D. SMB

IFfig: (EfiZRTLET)
https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2016/pdf/ BRKCOM-1211.pdf

.- SMB Rirectory Leasing

+ Ability to cache file and directory metadata

+ Branch offices néed to make less round trips to the
central server

Eﬁiﬁ: 117

IVOZTFIE KBEGET -2 08 —%8BE L _CiscoNX-OST—A2BEI VO VETILEHERA L TEHDCiscoNX-OST /N1 AN L IEHREUINET 5 &
SITROOLNFET, COBEEZERTBICIE EDTHV /O —%2FERTEILELAHYETMN?

A. NX¥ >


https://www.jpnshiken.com/q/33803-2714861/
https://www.jpnshiken.com/q/33803-2714862/
https://www.jpnshiken.com/q/33803-2714863/

B. NX-API REST

C. JSON-RPC

D. NETCONF

EfE:B(AA Y FEHKT D)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/programmability/guide/ b_Cisco_Nexus_9000_Series NX-
OS_Programmability_Guide_7x/b_Cisco_Nexus_9000_Series_ NXOS_ Programmability Guide_7x_chapter_010001.pdf

BE: 118
PortLoopback7 R kM CiscoNexus X 1 v F GenericOnlineDiagnostics?R ) —TlX R— b E IS5 —T 4 E—TILIZT B 1=HIZ10EEH L TERT %0
ELHYFET, BB, 5’30);@%» LIEEICERELEVWEERATVEY  EDa—LIICOAEREEAT HBRITERTIA?

Jt cus override __Portloopback
| testing-type bootup consecutive-failure 5

PoRLoopback
Y0otup consecutive-failure 5

override __PortLoopback
oopback testing-type monitoring consecutive-failure 5

pplet custom-PortLoopback override _ PortLoopback
id ‘mod 1 test PortLoopback testing-type monitoring consecutive-failure 5

AT avA

B.+7<3VB

C.#7<3>D

D.+7<3>C

EfE: (EfEZRRLET)

"mod all" is incorrect. "mod 1test" is incorrect. "publish event" is incorrect.

"mod 1 test" is correct. It is with "policy-default”.
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/ b_Cisco_Nexus_ 7000 _Series NX-
OS_System_Management_Configuration_Guide-RI/ configuring_online_diagnostics.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/bcisco- nexus-9000-series-nx-0s-system-
management-configuration-guide-93x/b-cisco-nexus-9000-seriesnx- os-system-management-configuration-guide-93x_chapter_011010.html
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2017/pdf/BRKDCN-3234.pdf

Eﬁ:ﬁ: 119
BRzZzSRBL TS,


https://www.jpnshiken.com/q/33803-2714864/
https://www.jpnshiken.com/q/33803-2714865/

ACI-Leaf1# show ip route vif DATACENTERIDC

10.20.1.0/24, ubest/mbest: 1/oattaEhdd, difect, p!‘ﬂwe
. ) . ‘ =

*via 10.0.B 6g%overlay-1, [1/0], 4w3d, static

172.16.100.0/24, ubest/mbest: 1/o
*via 10.1.168.95%overlay-1, [200f8], 3wod, bgp-132, internal, tag 132 (mpls-vpn)
172.16.99.0/24, ubest/mbestyqa/o

*via 10.0.1.14, [20/0]),3W0d, bgp-132, external, tag 200

J)—DRAYFDI—T 42T T—TIEHRETE2DDAT— AV MMEIENTTN? 20FIRLTLIEEELY,)
A. 10.20.1.0/24IZACIDBDH TR v FTH,

B. JL— F10.20.1.0724M %% X kR 710.0.8.65% ACIDR—4—1) —TIDTEP7 KLRTT,

C. 172.16.100.0/24IZACIOBDH TR v kTF,

D. JL— F172.16.100 0/24M+ 4 R k7K F10.1.168.95[%  ACIDR— 4 —1) — I DTEPF7 KL AT,

E. )L— F172.16.99.0/24M0 4 R k7K F10.0.1.141E&  ACIDR— & —1) —IDTEPF? KL AT,

EfR: (EfREERELEY)

&Ef: 120

FC/FCOEDA—/N—HTRU YT 3 VERIZFEDELSLGEDAHYFETH? 2DFIRLTLZELY,)
A. RR FREEIEN DX~ L— DHiEIE

B. T v DISLEEIEN © I 7 ISLHIEHE

C. R— FFEEN S 7 v T U Higia

D. H—N\—X FL—UMHBIV R/ —FETOH

E.NEREHZID b/ — FMLEREAHICUIVEZAFT

Ef#: (EfEZRTLET)

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2017/pdf/BRKDCN-1121.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/operations/n5k_fcoe_ops.html

B: 121

MARPIMMN YA MBI ND & EDOmroutelRKEENERL S NFET M ?
A. MVPN% A F-6

B. MVPN% « F7

C.*.G

D.S.G

T (EREERLET)


https://www.jpnshiken.com/q/33803-2714866/
https://www.jpnshiken.com/q/33803-2714867/
https://www.jpnshiken.com/q/33803-2714868/

Bidirectional PIM has been invented for networks where we have many sources and receivers talking to each other. PIM Sparse mode RP builds 2 entries
*, Gand S, G but when we use PIM bidirectional mode, the RP will never build a S,G entry and, it only allow the *,G entry.
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipmulti_pim/configuration/xe-16-5/imc-pim-xe-16-5-book/imc-tech-oview.html and
https://networklessons.com/multicast/multicast-bidirectional-pim
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B 122

HSRP/A\—2 3 V2DMACT7 FLRIZENTT H,

A. 0100.5E7F.FFFF

B. 3799.9943 3000

C. 0000.0C9F.FOC8

D. 0000.0C07.AC1H

EfR: (EffzRnLET)

Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp_fhrp/configuration/xe-3s/fhp-xe-3s-book/fhp-hsrp-v2.html

EFHE]: 123

Serverl
BrRESHB LTSV, BEEL, Server1 &Cisco Nexus 90002 ) —XRA Y FDRTFDETA=Z T 74 R 7TV IEREEZTETTHILELAHY F
T NKNBREERETTAICIE, a—FR=ZRY rE2RAMSERMDI—FDZEAIZFSYIT7URRAYTLET, RA=ZRy MIBEHEFR SN FE
j--0 o


https://www.jpntest.com/shiken/350-601J-mondaishu
https://www.jpnshiken.com/q/33803-2714869/

seEvlce-policy typs gos Lnput defaule-foos-in-paliey

L% 1% -
.-.|=e.=hp.=L erunk elloved | 1% 1080

T
int

bind intceffsce

L -y

service-policy type gos input dq?;ult.'—?én.\!-':.::—po‘.:cy

CISEC
int | O~
asditchporg trunk allowed It 100 I
ine Ivlt': 1 I L
bjnd J.nt-e':fac! poll pol2
n
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