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OSPF is partially configured. Complete the OSPF configurations
on the ABR routers to achieve these goals:

1.

The route for R1 Loopback 0 should not be advertised into
Area 10. Use the partially configured prefix list te accomplish

the task. Do not use the area 0 command under the reutér
ospf configuration section to.aecomplish the task.

. The route for R20 f{oopbacKk 0 should not be advertised.gut.of

1F fiZ:

area 20. Use the-partially configured prefix list to acc@mplig$h
this task. Do not use the area 0 command under the router
ospf configuration section to accomplish this task.

See the solution below in Explanation:

Explanation:
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import

data = {
"measurement”: "freeMemozy”,
"maxDataPointa®™: 30,
"alert™: True,

Yeollicy®: M1.4:1%;
"devicea": [{"model"™: "Cisco 2921

)
model = data["devices"][0] ["model®]

ISR®, "ipwvd™: '10.10.10.1'}]

t.com

json_string

json.dumps

json_string = (dat
\KE
print( I‘R
model
lllllllll
ison.loads
json CISCO
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.

data = {
"measurenmenc™: "freeMemeory",
"maxDataFointa™: 30,
"alerc™: True,
"policy™: "1.2.1%,
Pdevicea™: |[{"model™: "Cisco 2921 ISR", "ipvi"™: J710.10.10.1"}]

)

medel = data|["devices®] [0) ["model™]

: 1
jaon_string = J8on.dumps , (data)

j.:mn___z.'.‘.:x:-.g | ]

A

Explanation:

Blank 1: C

Blank 2: E

Blank 3: D

The correct script must first import the JSON module, so the first blank is json, producing import json.

The Python object in the exhibit is a dictionary named data, containing fields such as measurement, policy, alert state, and device information. To convert a Python object into a JSON-formatted string, the correct function is json.dumps().
That makes the second blank json.dumps, producing json_string = json.dumps(data). The third blank must be json_string, because that is the variable containing the serialized JSON text that should be printed. json.loads() is the reverse
operation; it parses a JSON- formatted string and converts it into a Python object, so it is not correct for object-to-string conversion.

model is merely a value extracted from the object and does not perform JSON serialization. The key distinction is dump/dumps versus load/loads: dumps returns a JSON string, while dump writes JSON to a file. References/topics: ENCOR
Automation, Python data structures, JSON serialization, json.

dumps(), API payload handling, network programmability.
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The correct answer is C. Data.

Cisco SD-WAN architecture is divided into three main planes:

* Management Plane

* Handled by vManage

* Used for configuration and monitoring

* Control Plane

* Handled by vSmart (OMP protocol)

* Responsible for routing information exchange and policy distribution

* Data Plane

* Built using IPsec tunnels between WAN Edge devices

* Responsible for forwarding actual user/application traffic between sites The data plane is the plane that:
* Carries user traffic

* Transports data between SD-WAN sites

* Uses secure tunnels (IPsec) for communication

* A. IPsec IPsec is a technology used within the data plane, not a plane itself.

* B. Management Used for configuration and orchestration, not traffic forwarding.
* D. Control Used for routing and policy decisions, not actual traffic transport.
Memorize SD-WAN planes:

* Management Plane # vManage (configuration)

* Control Plane # vSmart (routing/policy via OMP)

* Data Plane # IPsec tunnels (user traffic transport)

User traffic = Data Plane
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communicates through SSH
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Guidelines Topology Tasks R10 rR20 ISP Sw10 Sw20

The operations team started configuring network devices for a new
site. R10 and R20 are preconfigiired with the CORF'VRF M&T0Was
network connectivity to R20. Complete the saaliguraiiens tGwaehieve

these goals:

1. Extend the CORP VRF between R10 and R20 using TunnelO.
2. Configure static routing on R10 and R20 so that usersgin VLAN
100 and VLAN 101 that belong to the CORP.VRFare @ble to
communicate with each other. furih€iGshould be the only

interface used to route traffic forth@GORF VRF.

E P




|Guid6'iil'IES Topology Tasks

The operations team started configuring network devices for
a new site. R10 and R20 are preconfigured with the CORP

configurations to achieve these goals: _.

'|“- 5

1. Extend the CORP VRF bew%\%m and R20 using
e \.,5,5, *{-Q{éﬁj

TunnelO.

2. Protect Tunnel%?ﬁ’u*u ?he preconfigured profile

3. Con%mﬂjﬁc routing on R10 and R20 so that users

\N§100 and 101 that belong to the CORP VRF
are abfé to communicate with each other. TunnelO
should be the only interface used to route traffic for the

CORP VRF
NI
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ISP
10.10.1.0/24 10.10.2.0/24
€0/ _ Tun0:10.100.1000/24  _ \e0r2
e0/0 R10 R20 e0/0
e0/0 e0/0
Sw10 Sw20
SITE |VRF |VLAN | SUBNET GATEWAY
(R10 | CORP|100 |[10.100.1.0/24 | 10.100.1.1
R20 |CORP|101 |10.101.2.0/24 | 10.101.2.1
1E fiz:
See the solution below in Explanation:
Explanation:
Solution:
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The correct answer is B. Time-consuming configuration and maintenance .

In a traditional WAN architecture , configurations are typically performed manually on each device (router-by-router basis) . This leads to:
* Increased operational overhead

* Slower deployment times

* Higher chances of configuration inconsistency

* Difficult scalability

According to Cisco ENCOR (350-401) architecture principles, traditional WANSs lack centralized orchestration, making configuration and maintenance time-consuming and complex .
In contrast, Cisco Catalyst SD-WAN introduces:

* Centralized management and control (via vManage, vSmart, vBond)

* Policy-based automation

* Zero-touch provisioning (ZTP)

* Simplified operations and faster deployment

Now, why the other options are incorrect:

* A. Centralized reachability, security, and application policies # This is a defining feature of Cisco SD-WAN , not traditional WAN.

* C. Low complexity and increased overall solution scale # SD-WAN is specifically designed to reduce complexity and improve scalability .
* D. Operates over DTLS/TLS-authenticated and secured tunnels # Cisco SD-WAN uses secure control connections (DTLS/TLS) , which is not a characteristic of traditional WAN .
Final Concept (ENCOR Exam Focus):

Traditional WAN = Manual, complex, time-consuming

Cisco SD-WAN = Centralized, automated, scalable, secure
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event manager applet SRV-1-Up
svent syslog pattern "Line proteocel on Interface CigabitEthernatd/0/9, changed stats to B
action 1.0 cli command "enable”

action 2.0 cli command “configure terminal”

action 3.0 cli command "Interface GigabitEtharnet3d/0/10*
action 4.0 cli command “no shutdown”

action 5.0 cli command “end”

event manager applet SRV-1-Down

event syslog pattern “Line protocol on Interface
action 1.0 cli command “"enable”

action 2.0 cli command “"configure terminal”
action 3.0 cli command “Interf G tEtherpe t3 /0 /10%
action 4.0 cli command " "

action 5.0 cli command "end” '

Shadown | Uo GgabaEthemet 3/0/ 10
No shutdown | GIOAbIEthern=td 09
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svant manager applet SRV-1-Up
event syslog pattern “Line protecol on Interface GigabitEthernetd/0/93. changed stata to- Down 7"
action 1.0 cli comsand “anablas*

action 2.0 cli command “configure terminal”

action 3.0 cli command “Interface GigabitEthernetd/0/10%

sction 4.0 ¢li command “no shutdown*

action 5.0 cli command “end" @

avent manager applet SRV-1-Down

event syslog pattern “Line protocol on Interface (09 changed state to up”®
action 1.0 cli comsand “"enabla”

action 2.0 cli command “configure un.l.ul.'

action 3.0 cli command [Intarfarce W
sction 4.0 cli command [ Shutace “

action 3.0 cli command “end™

{ |
| moswsom | [

Explanation:

avent manager applet SEV-1-Up
svent syslog pattesn "Line protocel on Interface GigabitEthernetd/0/%, changed state "I Do "
action 1.0 cli command “enable*”

agtion 1.0 cli command “configure tarminal*

action 3.0 cli comsand *“Interface GigabitEthermetld/0/10%
action 4.0 cli command “ne shutdown®
action 3.0 cli cosmand “end™

avanf BARAGeT at SRV-1-DBown

lh-l "Line protecel on I-urrm[ Goabelthemet®/ 09 | . changed state to wp*
’ “anable” :
. “configqure tearminal® '
EISEQE ﬁur.hn_l.l.-‘tltthﬂumnu*
M | [ ccsememeno |
[ noswadown |
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Complete the tasks below by making changes to Sw10 only. N

access Is provided to Sw20 or Sw30

20 Is actively attempting to negotiate an 802 Wrunking
EtherChannel with Sw10 using LACP,Jut ihe channel is not

functional. Resolve the issueswonowi(

Task 2

A A~~~ thae emnarmnPpina fres As o et dTal s 2= el ris T B A --'_ -
Modify the spanhing tree configuration to ensure that Sw10 is

IEfiZ:

See the solution below in Explanation:
Explanation:

Solution:

Sw10

config t

no int po20

int et0/0

channel-group 20 mode active
no shut

spanning-tree vian 20 pri O

wr

Verification:-

Eﬁ:ﬁ: 37



swi1 k.4

Interface VLAN 111 Interface VLAN 222

1010.111 1724 10 10.222 1/24
VRF FINANCE VRF FINANCE




Guidelines Topology Tasks

A colleague started configuring a new network. All
configurations on R11 are complete and
communication between R11 and R22 is functional.
Complete the configurations on R22 for the-tasks

paow, ull!nll!a

sk 1 CISCO

Extend the Finance VRE between R11 and R22 using
Tunnel 10.

Task 2

Complete the Finance VRF configuration on R22 and
configure static routing so that traffic between VLAN
111 and VLAN 222 uses Tunnel 10 exclusively.

‘Note: Sw22 can be used to validate traffic flow.

IEfiZ:

See the solution below in Explanation:
Explanation:

Solution:

R22

config t

int tunnO

vrf forwarding FINANCE

ip add 10.11.22.2 255.255.255.0
tunn so e0/0

tunn dest 209.165.200.230

no shut

int et0/1



vrf forward FINANCE

ip add 10.22.22.1 255.255.255.252

no shut

ip route vrf FINANCE 10.10.111.0 255.255.255.0 tunn0
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Cisco Catalyst SD-WANY ) 2 —2 3 UIZEVWT T—2 L=V PO RILDKRBIEED LS IZERINEFTH?
A. IP SLAftE

B. OMP{f &

C.BFD Z#RH9J %

D.ARP7O—E VY

EfE: (EfEZRRLET)

The correct answer is C. using BFD.

In Cisco Catalyst SD-WAN, the health of data plane tunnels is monitored using Bidirectional Forwarding Detection (BFD). Cisco documentation states that BFD runs over all data plane tunnels between Cisco I0S XE Catalyst SD-WAN
devices and is used to monitor the liveness and path characteristics of those tunnels, including loss, jitter, and latency.

BFD is the protocol specifically used in Cisco SD-WAN to detect tunnel failures quickly and measure tunnel quality. These measurements are also used by SD-WAN features such as application-aware routing to make path-selection
decisions.

* A. with IP SLA IP SLA is a Cisco feature for measuring network performance in many environments, but Cisco SD-WAN data plane tunnel health is monitored with BFD, not IP SLA.

* B. with OMP OMP (Overlay Management Protocol) is the control-plane routing protocol in Cisco SD- WAN. It distributes routes, TLOCs, and service information, but it does not monitor data plane tunnel health.

* D. ARP probing ARP is used for Layer 2/neighbor resolution on local segments and is not the tunnel- health monitoring mechanism for SD-WAN data plane tunnels.

ENCOR exam point:

In Cisco Catalyst SD-WAN:

* OMP = control-plane route exchange

* BFD = data-plane tunnel liveliness and performance monitoring
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Cisco Catalyst Center(IBFf DNA Center)lZE W T FBLUDRY FT—IBREEZHEDOT/N\A RITEAARELARABRZEZERT 5-OICFERINEGY—IILIEENTI N ?
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B.7Y7L—b+rIT15—
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The correct answer is B. Template Editor.

Cisco Catalyst Center provides template-based automation to deploy configurations consistently across multiple devices.
* The Template Editor is specifically used to:

* Create reusable configuration templates

* Use variables and parameters for different devices

* Apply configurations to multiple devices with similar roles/settings

* It supports Jinja2-based templates, enabling dynamic and scalable deployments.

This directly matches the requirement:

"build generic configurations that are able to be applied on devices with similar network settings"

* A. Authentication Template This is not a primary Catalyst Center tool for building reusable configuration templates.
* C. Application Policies Used for QoS and traffic policies, not for general configuration templating.

* D. Command Runner Used to execute ad hoc CLI commands on devices, not to build reusable configurations.

* Template Editor = Build reusable configs

* Command Runner = Run one-time commands

* Application Policies = Define traffic/QoS behavior

Automation in Catalyst Center = Template-based deployment
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OJ 4 VHEEE N—2OVIYEBRLETUTONS A -2 2FALTEESNET,

* AN IRADAEIFTACACS+T 7

*TACACSHA AT ZE LA WGS RIAFRHRMNRBINGTEATA UDFAISNEST, CO2 RV EERRTIBRHIEIENTIMN?
A.aaa HIETIL

aaafBif O % 4 telnet JL— Ftacacs+7iL

aaatviarIDHaA

B.aaa HIET/L

aaailifn v A > T 7 4L kJ JL— Ttacacs+

aaatvyiarIDHaA

C.aaa #IETI

aaaiRifn 4y M T 74 I b J )L—Ttacacs+1L

aaatwviarID#E

D.aaa HIETIL

aaa PRFEO Y A > VTY 5 )L—F tacacs+ % L

aaatwviarID #E

EfR: (EffZzRTLET)

The correct answer is C. aaa authentication login default group tacacs+ none.

Cisco AAA authentication uses a method list, where methods are tried in order. The keyword none is critical here.

* group tacacs+ # First attempt authentication using TACACS+ servers

* none # If TACACS+ servers are unreachable, no authentication is required (access is granted) aaa authentication login default group tacacs+ none This configuration:
* Tries TACACS+ authentication first

* If TACACS+ is unavailable # falls back to no authentication, allowing login without credentials This exactly satisfies the requirement.
* A. aaa authentication login telnet group tacacs+ none # Uses a named method list ( telnet ) # Not applied to VTY lines unless explicitly configured ( login authentication telnet )
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* B. aaa authentication login default group tacacs+ # No fallback method # If TACACS fails # login is denied

* D. aaa authentication login VTY group tacacs+ none # Named method list ( VTY ) # Must be explicitly applied under VTY lines ( login authentication VTY ) AAA fallback keywords:
* local # fallback to local username/password

* none # no authentication required (open access)

Important Pattern:

aaa authentication login default group tacacs+ none

= TACACS first # allow access if server is unreachable
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PIM R/S—R E— FOBEFHREENSGARICKS YT 7R FAYTLET I RTOA T a vhMEREINIDITTEDY A,
' FIM Sparse Mode
buwlds source-based du;nbnmm fiees - H'

uses a push model to distributeithicast vaifie & o

uses a pull madel to distribute multicast traffic

uses prune mechanisms to stop unwanted multicast traffic

A —————

buikds shared distnbution trees

requires a rendezvous point to delver multicast traffic

1E fiz:



uses a pull model to distribute multicast traffic ne mechanisms to stop unwanted multicast traffic

uses prune mechanisms to stop unwanted multicashn

Explanation:

uses a pull model to distribute multicast traffic phune mechanisms to stop unwanted multicast traffic

o
I

mammmm
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Cisco DNA Center 4 X/ > K APl OBEBEIZRI T A2
A. ServiceNow 72 ED 10 @D ITSM H—EXIZEHRLET,

builds shared




B. Cisco DNA Center M X ALINDTNA REZEEBT -0 R— N EMESFEL,
C. 75— kMW rIyH—&h 3 & Cisco DNA Centerh i5WebhookZ£XELE T,

D. B &M Cisco DNA Center ~D APIFEUHE LEITS 2 & ZHAALET,

IEf#: (EfEEzRTLET)
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W—hk Ty HICEEARELI-Z AV bO—L TL—UDBEETEIET/N7 Y FOEREZF#RITET 57202 SSO LEET HEEIT ENTT D,
A. ECMP

B. RSVP

C. HSRP

D. NSF
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Cisco SD-WAN QE—EEB L —2ehba0 bA—FEENTTH?
A. vManage

B. vBond

C. vSmart

D. vEdge

IEfR: (EfZzRTLET)
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FrUNRADLAN—3 A VISR UFYERFATIBEDAR N TS5V T4 RE2DEIFTLEESN, 2 DBIRLTLESL,)
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B. &I LAV—D a7 LAV—DIL—FZEHLET,

C.7U0tER LAN¥—Dmo&EHNLANY—IZRAN>TEHNLET,

D. ECMP JL—T « >4 M Cisco Express Forwarding A— K NS LU0 Ny a#R/BLET,

E. 278X T ¥EEEERELFET,

Ef:BD (DAY FEHKT D)
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A J77)y N8 —RABOAOEEOFRET S

B. VXLANAN Y A —T/I\ry b E D TEILIEE LUV D TEIVILERT S
C.AYI—RHNDOLAN—3FEREOINWTI7IUYIATNNTY L EIL—T12TF 5%
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Cisco Catalyst Center (IDNA Center) / —X/\™ > FAPHEMZENSEANRS v & ROV TLET, TRTOAF T a vhiEREAEHITTEHY TEA,

RESTIul APT based on HTTP mathods

supports KETCONF, 55H, SNMP, and others

referred to &5 Intent AP1

1N

multivendaor focus .
RESTIul AFT'Based on HTTP methods
e e S GER STl o o2t ey G i
uses JS0N exclusheely Supports KETCONF, S5H, SHMP, and others

B 48

Mobility Express €— FTEIMEL TLVSH AP OFFEIFRI T H?
A WLC TEM%ICIEAE<CEL 3 DD AP BRBETYT,

B.AP AN WLC & L THRET DRLELHY FET,
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C. KL EMICHESNET,
D. % WLC ABETT,
Eff: (EfEZRTLET)
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BA T2\ AI1N—=N\A F—DFEIERTT H?
A BEHTTRRA

B. 74 v RH

C.T—A3t a—IIxE

D. R7AZIJLEMEEND
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RMESEBLTLEEWN, 2y FI—Y IV ZFIEINETCONFERET ALEAHY ET, BER. TP = Fldshow linea vy KM IFH A ZEETEET A, show running-configh s IFH A ZBMEBTEERA, EDAT Y KTHREER
TTEFEIHN?
A. Device(config)# netconf max-sessions 100
# no netconf ssh acl 1

# netconf max-message 1000
D. Device(config)# netconf lock-time 500

EfE:C(aAA U RERKRT D)

B. Device(config
C. Device(config

N N SN S
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Cisco Catalyst SD-WAN (&, O bO—)L TL—VBEZRETLHOICEDTO L EFERLETH?
A. |Psec

B. DTLS

C. STUN

D. OMP

Ffa:B(aAAV FEEKRT D)
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e'ren'l:l ]!r.a.hle Leopback( 2 ' l 0 | l 0 .':",.:’:f'-. A syshog msg J
s B (%
eventl I':ntarface Loopback(, changed state to a-:bur.ia:rati*mlﬁ EL [ syshog pattern J
4 = = . A .
action 1.0 cli command "enabls” ‘ I S ( o y -
acticn 2.0 cli command "configure terminal” , W [ manager sppiet ]
action 3.0 cli command "interface ..:nr:pbn,..lt o= f B ¢
action 4.0 cli command "no shutdown® manager detector
action 5.0 | |"Lecpback0 has been enabled”
- D
action 6.0 ¢li ccemand “end" -
Eat .._':j-. P =
-
IEfZ:
nable Loopback0 | syslog msg h
"Interface Loopback(, changed state to administratively 'Sown® N E-ﬂﬂnpﬂﬁﬂ“ J
action T.0 cli ccmmand "enable” o B B R e
action 2.0 cli command "configure terminal®™ r manager applet |
action 3.0 cli command "interface loopback 0"
action 4.0 cli ccemand "!"'.-ﬂ shutdown® |
action 5.':l| sysiog msg "Locpback( has been enabled”
actien 6.0 cli ccomand "end™
Explanation:
uﬂn~:|" mrages apulet ']!::n'l:‘.o_‘.r.-:-:phn:k:- | syslog meg |
e-rer-t| oy AT |"En‘r.a=fm:= Locpbackl, changed state To administratively down® I syslog pettemn J
aczisn 1.0 €li command “snaklis™
astien 2.0 cli coomand "configqure terminal® I MesTagRr appiet |
action 3.0 ¢li command "interface loopback OF c
action 4.0 cli cosmand "no shutdown™ n I MANA0ET Aetecine ]
action 5.0 | sysdog msg |"Lozpbackd has beer Ke
acticn .0 cli command “end”™ “
p 2RRER I o
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Cisco Catalyst Center (IH DNA Center) B #EREZZERT D=HDICHRELRELDRTY TTIELEL BRIZCERZEC ZLEZTREIZT DI, EDZ A TD API TEH?
A tRZNOER

B. RITEDA R @K

C.HIRNIU K TILFRUAE—HKR—F

D. BITE#HE

Eff: (EfEERTLET)
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EEEN LS IL a—TFT a4V JIERATSpcap 77 M ILEERTES AP E— RIZENTITH?
A. Sniffer

B. Local

C. Monitor

D. H-REAP

Eff: (EfEZRTLET)
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T—AEA—ICBASNEIRMR T 7A T+ —ILIIAINSRETDIDTL £ 5H?
A DTGRFHOR—ZADIILILT

B. DMZ Web H—/\—®Dffi551%

C. DDoS

D. AT 4 KE

IEfE: (EfEZRELET)
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Cisco Advanced Malware Protection for Endpoints ¥ 1) 21— 3 U TIXED & 5 HHEREN IR SN ETH?
A.DNS {R5&

B.®rvy boO—

C. SR btEYY

D. 774ILY U Ry IR

EfE:D (242 FEEET D)

B R: 57

Cisco DNA Center £ & Uf vManage / —X /3™ > K APl Q¥ EIZAI T H?
AXMLERXOOVTUOYVERBLET,

B.NETCONF 7O Fa)LZEELET,
C.EBRDEEZTNARIZTyIaLFET,

D.RESTCONF 7O ba/LZRELET,

Eff:D(QAAV bERKT D)
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Cisco SD-Access 77 U v I DI77TVwy T—2 TJL—2@FEDTOaLFEEEFETI/A0—I2EDNTUVETHM?
A. LISP

B. IS-IS

C. RO b3 RMEYY

D. VXLAN

IEfg: (EfZRTLET)
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T—2 ETVUIERBEFEARALTAPIVSATUONTT U= 3 U ERAET HFAXRTTH?
A . BifttEDm E

B. )YV —REHMNEL

C.LYBNGEX1 T8

D. #EEILREA B 5

IEff: (EfEZERTLET)
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YANGT—R ETIVICEEFNDIEBIEENTIMN?(2DFERL T ZELY,)

A HTTPY&Z—>2a—Fk

B.RPCRAT—hKFA b

C.JSONR*+—7%

D. XMLR F+—<

E.Ja2>TFRXRT—FA2 kK

Eff:BE(I AV +EHEKT D)

The correct answers are B. rpc statements and E. container statements.

YANG is a data modeling language used to model configuration and operational data for protocols such as NETCONF and RESTCONF. In YANG, the model is built using defined language statements such as container, list, leaf, and rpc.
Cisco documentation explains that actions are defined in YANG models using RPC statements, and the YANG language definition identifies container as a standard statement used to define an interior data node in the schema tree.
Cisco documentation states that YANG models can define operational actions using RPC statements. These are used to trigger operations such as commands or actions on the device.

A container is one of the fundamental building blocks of a YANG model. It represents an interior node in the hierarchical data tree and is commonly used to group related configuration or state data.

* A. HTTP return codes These belong to HTTP-based protocol behavior, not to the YANG model language itself.

* C. JSON schema YANG is not a JSON schema language. Although YANG data may be encoded in JSON for some APIs, JSON schema is not a YANG model element. Cisco notes that protocols may use JSON formatting, but that does
not make JSON schema part of YANG.

* D. XML schema YANG is its own modeling language. NETCONF commonly uses XML encoding, but XML schema itself is not one of the YANG language statements.

ENCOR exam point:

Know the difference between:

* YANG model elements # container, list, leaf, rpc

* Data encodings / transport formats # XML, JSON

* Protocol behaviors # HTTP status codes, NETCONF operations

EFuﬁ: 61
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(e0/0, e0/1)

1A

CISCO——

complete the tasks below by making changes to Sw10
only. No access is provided to Sw20 or Sw30.

lask 1

Sw20 is actively attempting to negotiate -an‘_f'Bﬂ.'Zj trunking
ZtherChannel with Sw10 usingLACP; but the channel is
10t functional. Resolye the issues on Sw10.

'-Jlodlfy the sE) rgng E’ nﬂguratmn to ensure that Sw10
s always the root for ULAN

CisCo

See the solution below in Explanation:
Explanation:

Solution:

Sw10

config t

no int po2

int et0/0

channel-group 2 mode active

no shut

spanning-tree vlan 10a pri 0



wr
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B[ 62
>>> URL="https://dna-center/api/vl/network-device/ip-address/10.0.0.100"

>>> Response = requests get (URL, headérs=Headers, verify=False)

>>> Response.status_code

>>> Response.json() ['responge'][1id']

o= .-

o N - -

>>> URL="https://dna-center/8pi/wil/nethork-device/ip-address/10.0.0.200"
>> Response = r&quests.got{URL, headers=Headers, verify=False)
>> Response.status,gode

v

W/

04

=

>>> Response.json() ['response']['id’']

BREZSBLTESVW HAMSRIASNMY FITM?

A. 10.0.0.100 (X Cisco Catalyst Center (IH DNA Center) [Z& > TEEINTLVET,
B.2&ZB®D/ 7 ITUD URLIIEBXWIZELLHY FHA,

C. 10.0.0.200 [& DNA Center [ZERE SN TWVETHA 2D ID (XZEDXFIHITT,
D.2EFH®DY T ) DFFFEIFEXBKLET,

I (EfgxRRTLZEY)
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Guidelines Topology Tasks

Configure R2 according to the topology to achieve these results:

1. Configure eBGP using Loopback 0 for the routersid. Do not
use the address-family command_to-accbinplish this.

2. Advertise R2's Logpback 00antd Loopback 200 networks to
AS400 and ASG00!

1E fiZ:

See the solution below in Explanation:
Explanation:

Solution:-



. £~

Copy run start

E5ﬁ5:64
BRREMZSHBL TS,

Rl¥show policy-map int £7/0/2
FastEthernet7/0/2
Service-policy input: set-dscp-63

Class-map: dscp-1 (match-any)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: ip dsecp 1
QoS Set
dscp 63
Marker statistics: Disabled

Class-map: class-dafault (match-any)

0 packets, 0 bytes

5 minute offered rate 0 bps, drop rate 0 bps
Match: any

0 packets, 0 bytes

5 minute rate 0 bps

Rl#show run policy-map dscpbl-queuing
class dscp63
bandwidth percent 50

Rli#show class-map dscp63
Class Map match-any dsgp63

Yy R I—H TS JL—B—RITQOSEREL EE RS T4 v I EETH RS T4 v IR ADSCPIEZEIY LT TREIBRZRH T TLET, COBREICLB2ONDRERIEAMTT A ? 2DBIRLTIEEL,)
EIIEAS0/ S—t L M TET B E EEBICRS Ca— ) VBRI NETS,

A VB —TT—RXFarl02 IZAB/N7y D DSCP1 ¥—F > J I DSCP63 [CEEEINFET,

BIIEA50/S—t Y MET B E  HABICF1—( VI ERSNET,

AVBE—TT—RAFarl02 IZABINTy FDDSCP YX—F VU JXEBEEINFEEA,

EIIEAB0/S— 1 > R ZE LT & =12 _DSCPE3TY—4 ahi= h5 T4 v DHESTHOIET,

E#: (EEERTLET)

m oo w >
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The input service policy shown in the exhibit matches traffic with DSCP value 1 and applies a QoS set action to rewrite that marking to DSCP 63. Therefore, packets entering interface Fa7/0/2 with DSCP 1 are remarked to DSCP 63, making
option B correct. The second part of the configuration defines a class map matching DSCP 63 and a policy map using bandwidth percent 50. That behavior belongs to class-based queuing/scheduling, where DSCP63-marked traffic is
placed into a class that receives a bandwidth allocation. In the given option set, option C best represents this queuing behavior. Option D is wrong because the service policy explicitly changes the DSCP value. Option E is not accurate
because classification is not triggered by reaching 50 percent bandwidth; classification occurs by matching packet fields such as DSCP. Option A is less precise than C because the shown policy behavior is class- based queuing with a
bandwidth allocation. The important ENCOR concept is the separation between marking on ingress and queuing/scheduling on egress. References/topics: ENCOR Infrastructure, QoS, MQC, class maps, policy maps, DSCP marking,
CBWFQ, bandwidth percent.
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A TRZATFT—F A2k whiteloop 1=999 ' BNEFENTWLET , EDENIL—TE#ELT LETH?
A.999 LELCAELME,

B. 999 LI L D1E,

C.999 LITE,

D.999 [ZZF L LME,

Ef:D(Q AV FEHKT D)

B : 66

REST API ZRET 50D EFX212 ) TADRRA N TSIV TARELTHEINS 2 DDT7I2aVIEENTIMN? (2 DFBIRLTLEEL,)
Aty a DTERIEEEMDICLET,

B./\XT—FN\y P azFRALET,

C. TACACS+:R EEZ=ERALET,

D. HigNREEEAMICLET,

E.(ES1EIZSSL #FRAL%ET,

IEfE: (EfgZRTLET)
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interface_filter ="
<filter>
<native xmins="http://cisco.com/ns/yang/Cisco-I0S-XE-native'>
<interface>
<GigabitEthernet>
<name>1i</name>
</GigabitEthernet>
</interface>
</native> 1
</filter>

result = m.get_config('running’, interface_filter)
print{result)

Python®ONETCONFR Y 1) T b #ETLIFHERIFESBY FIH?

A. IP7 RL R % DT /34 X L Tshow running interface GigabitEthernet 1OXMLE AERRFLET,

192.168.1.10

B. GigabitEthernet 1 1 2 —27 z—X[ZIP 7 FL X 192.168.1.10 #EREL FHLWLWXMLEEZHALET,

CIL—B—LETAUE—T1—AREE—FZHE 21— —I2E5LEHXMLAT Y FOANERDFET,

D.IP7 KL X192.168.1.00 7 /31 X £ Tshow running®XMLHE W ERRLET,

EfE: (EfEZRRLET)

The script uses a NETCONF filter that targets the native Cisco IOS XE model and specifically filters the running configuration under interface - > GigabitEthernet - > name 1. The command shown in the script is m.get_config( ' running ',
interface _filter), followed by print(result). get_config is a read operation; it retrieves configuration data from the selected datastore, in this case the running datastore.

It does not modify the device. Therefore, the result is printed XML output corresponding to the running configuration of GigabitEthernet 1 on the connected device. Option B is wrong because the script does not call edit_config, does not
submit a configuration payload, and does not configure an IP address. Option C is wrong because NETCONF does not open an interactive CLI configuration mode.

Option D is too broad and uses the wrong IP/network wording; the filter narrows the request to GigabitEthernet 1 rather than retrieving the full running configuration. This is a model-driven programmability question. References/topics:
ENCOR Automation, NETCONF, YANG, ncclient, get_config, XML filters, Cisco |IOS XE native model.
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BALTANAN—=NNAHF—LDREILVDIPEEIUMACE|Y HTEHFFHBALTWSERIEIENTTH,
A.BRETDUVIEEEDIP7 FLRZBHEE LEFTMN MACT7 FLRIIYEH—N—LHFLET,

B. 8RBT UIZIET—EDMAC 7 RLADNRETIT A IP 7 FLRIIYMEBS—N—¢EHFINFET,

C. Z TS UHMD /) — RIZBETEDESIZTBITIE, —BEDIP7 KLRE MAC 7 KLAABHETT,

D. RRAET L UICIF—BED IP 7 FLAABETTA_MAC 7 KLRIZMEH—N—DF FLRERBSNET,
IEfE: (EfEERTLET)
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IPv4 ZEH LTS & ZEIZ CiscoAP AAWLC R TESKSIZTBICIE EMDNS La— K 24 THRETTH?
A.CNAMELO—F

B. SOALO— K

C.NSLa—F

D. La—F

Ef: (EREERLET)

BE: 70

Cisco Catalyst SD-WAN Y b T—ODT—2 TL—2 X2 ) T4 ZIRET HHEEX ENT T M?
A. TLS/DTLS

B. SSH

C. IPsec

D. IPS

EfR:C(IAY FERKT D)

Eﬁ:ﬁ: 71
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Guidelines  Topology  Tasks ' l l
" II @ l :

The Operations team started cﬁglir&@@nim%ng activities.

Complete the configurations for the tasks below. Y

Fa )

1. Complete the Flexible NetFlow Flow Expo%jﬁghﬁguration on R1to
send data to the collector located at 10.90#.10.

2. Configure the switch port anal r@% and mirror all
communication to and frogﬁ% ahd PC2 to interface E1/0 using
session number 2. ﬁﬁ%\%

3. Configure a basic IR 4TTP GET operation on R1 to monitor the
server at 10.1%\1@ ?fevery 600 seconds.

1E fiz:

See the solution below in Explanation:
Explanation:

Solution:

R1

config t

flow record NetFlow-Record
match ipv4 source address
match ipv4 destination address
collect country bytes

flow exporter NetFlow-Exporter
destination 10.10.1.10
transport udp 9996

flow monitor NetFlow-Monitor
record NetFlow-Record
exporter NetFlow-Exporter



exit

int et0/0

ip flow monitor NetFlow-Monitor input
ip sla 1

http

get http://10.10.1.100

frequency 600

exit

ip sla schedule 1 start-time now

wr

Swi

config t

monitor session 2 source int e0/0
monitor session 2 source int et0/2
monitor session 2 destination interface e1/0
wr

B 72

Fovi&a by T TV Z7HRUTOBREERLET, ZRAIORAAEZAAOBEIBEMLOEWVIEICFS v I & FAYTLTLKESIV, TRTOF T avhiFRAINLIDITTEHY FHA,
R1#show run | include aaa

AAAFTETIL

aaafliIn /4 > F 74 4 IL—TFACES JL—TAAA_RADIUSO—H )L —R

aaatwviarID#%&E

lacacs servers of group ACE priority 1

lncal configured username in non-case-senstive format prionty 2
local configured username in case-sensitive format ] prionity 3
AAA servers of ACE group priority 4

—- —

AAA s@ivers of ARA_RADIUS art.lm !

-

L™

1 no misthod Works) then deny login."

il

1E fiz:



lacacs servers of group ACE

AMA servers of ACE group

s eriSef AAA_RADIUS group

local configured username in case-sensitive format

If no method works, then deny login. J

|
i AAA servers of AAA_RADIUS group J
|

— e mme e wmw mw mmw

|
i If no method works, then deny login.

| o aa  a  a  EaN  EEE  aE BN B I e ey Dy

Explanation:
Priority 1: D
Priority 2: E
Priority 3: C
Priority 4: F

Cisco AAA method lists are processed from left to right. The command aaa authentication login default group ACE group AAA_RADIUS local-case defines the default login authentication sequence. The first method is the named AAA server
group ACE, so the first priority is the AAA servers of the ACE group. If those servers do not respond or cannot authenticate the user, IOS tries the next method, which is the named AAA server group AAA_RADIUS. If that also fails, the
router uses local-case, which checks the local username database with case-sensitive username matching. This is different from the normal local method, which does not enforce case-sensitive username comparison in the same way. If
none of the configured methods succeeds, authentication fails and login is denied. The TACACS- specific option is not selected because the shown command uses a named AAA server group, not the literal group tacacs+ keyword. The
non-case-sensitive local method is also not selected because the command explicitly uses local-case. References/topics: ENCOR Infrastructure Security, AAA method lists, login authentication, named server groups, local-case fallback

behavior.

Eﬁ:ﬁ: 73



85

Topology Tasks

w30

el

Sw10

201
e0/3\\e0%2

(eQ/0Re0/1, e0i2)

Swi1l




Guidelines Topology Tasks

Complete the tasks below by making changes to Sw10 only. No access is
provided to Sw20 or Sw30.

Task 1

Sw20 is actively attempting to negotiate an 802. #trunking EtherChannel
with Sw10 using LACP, but the channel i18"not functional. Resolve the
issues on Sw10.

Task 2
Modify the spanningtrée‘configuration to ensure that Sw10 is always the

root for VLAN 10 and VL_AN 30.

IF fi%:

See the solution below in Explanation:
Explanation:

Solution:-

Default int range et0/0-1

Int range €0/0 - 1

Sw trunk encap dot1

Switch mode trunk
Channel-group 2 mode passive
No shut

Spanning-tree vlan 10 priority 0
Spanning-tree vlan 30 priority 0

BHE: 74
Cisco DNA Center N T/3f R Z1RHT 5 =DITERT 5 3 DDFEFENATTA B DFERLTLLLZEW)
A EY



B. lEEENTIP7 FLXDEEH
C. NETCONF

D. CDP

E. SNMP

F.LLDP
EfZ:BDF(OAMEHRKRT D)
Eﬁ:ﬁ: 75

102.168 24 124
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EIGRP iz preconfiqured on all routers. Confiqure R20 and R30 to complete

these tasks

Task 1:

Madify th

T
A
A
o

1e existing ACL on R30 so that E > routes are received from

Tl - ok 0 . i 4 . - c % ] b i -
» The modification should only allow EIGRP routes ta.nass

« Do not remove any configuration from R30 toashie¥€ his sk
Task 2:
Configure CoPP on R20 to achiey@ thgse results:

« Permit Telnet traffic from 192.168.24.124.
« Limit traffic to 10,000 bps.

» Discard additional packets.

IEfiZ:

See the solution below in Explanation:
Explanation:

Solution:

R30

show ip access-list

config t

ip access-list extended 120

5 permit eigrp any any

wr

R20

config t

ip access-list extended 100

permit tcp 192.168.25.0 0.0.0.255 any eq 23
class-map match-any TELNET

match access-group 100

policy-map CoPP

class TELNET

police 10000 conform-action transmit exceed-action drop
control-plane



service-policy input CoPP
wr

<get-config ntmmw urn tetf params xmins netconf base 1.0">
<source>
-c;r]_mnrg.l':-
</source>
<filter>
<native xmins="http //cisco com/ns/yang/Ciscol0S=XE-native">
<ip>
<access-list> DUMPS
<extended xmins="http //cisco com/nsiyang/Cisco-l0S-XE-acl"> “=HE
<name>flp</name>
</extended>
<jaccess-ist>
</p>
</nalive>
<ffiter>
</get-config>

l
with manager commecithost=c54, port=830, username=c14,

password=c24, imeout=90, mstt(ey venfy:Fqlse} asm

for mppc I F !
1= m GiSpMEARL fromstring(rpe)) . .
d1= xmitodict parse(r1 xmi)['rpc- repl'r'][‘data']['naﬁve'i'lp‘] S
[access-ist)['extended)[access-hist- seq-nﬂa] o=

-u—-n-—i-'-—-

o

BRESHBLTESWL, ZOPythonR 2 ) T RZ&K > TRINER SN DZDTL LEIM?
AT7I9CR)VAMDAT— AV LEBRE) X MIEHAHET

B. 772X JA M RTF—FA Y b EmKRBEEICKRRTLET,
C.7TUVERVAMRT—FAVFEHRELFET

D. 7R VAR M RT—F AV FE ANBDNZEOH S HRICEBRLET,

IEfg: (EfEZRTLET)

H%h#72350-401J R EE [LJPNTest.comiZf S 350-401JERERICEKR T D 2 L ITRITII B F T ! JIPNTest.comlE S mxm#H350-401JEAERRIEE 121 L £ 97, JPNTest.com 350-401J5AEREIEEIL L SEH NFE L=, & 2 T350-401JF
BEDTAMIVSVEFIZANET , &RFRD 7 Y £ X _https://www.jpntest.com/shiken/350-401J-mondaishu 13731, 3 0% 7 « A Ao > + 4RI1%EI5|a— K: JPNshiken



https://www.jpnshiken.com/q/68979-6463801/
https://www.jpntest.com/shiken/350-401J-mondaishu

B 77

ERWGAPIFREEHCE VT A2 D 7RENLRILERERET 2 LX) T ToavEENRTIMN?

A US54 T b EY—IR—HEDOVPNE#E

B. &EICIETLSE - IISSLEFRALET,

C. APIZ BT 5 -bDAAAH—E R

D. R T 7470+ —IL

IEf#E: (EfEZRTLET)

The correct answer is B. TLS or SSL for communication.

In basic API authentication, credentials (such as username and password) are often transmitted using Base64 encoding, which is not encrypted. This makes them vulnerable to sniffer (packet capture) attacks if sent over an unencrypted
channel.

* TLS (Transport Layer Security) and its predecessor SSL provide encryption of the communication channel.

* This ensures that even if packets are captured, the credentials remain confidential and unreadable.

* Cisco documentation emphasizes that APls (RESTCONF, HTTP-based APIs) should use HTTPS (HTTP over TLS) to secure credentials in transit.

* A. VPN connection between client and server While a VPN encrypts traffic, it is not specifically required for API authentication security. The standard and expected method is TLS/HTTPS.
* C. AAA services to authenticate the APl AAA controls who can access, but it does not encrypt credentials in transit.

* D. next-generation firewall A firewall provides traffic filtering and threat protection but does not directly secure credential transmission in basic APl authentication.

* Basic Authentication = NOT secure by itself

* Always pair it with HTTPS (TLS encryption)

Rule to remember:

If credentials travel over the network # encrypt with TLS

Eﬁ:ﬁ: 78
EROHMEERDOA—4 A L—2 30 Y—ILDORFEIZFSYST 7R FAyTLET,

| Eonfiguration Management
mutable infrastructure ————

immutable infrastructure
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Configuration Management

mutable infrastructure I

| ] _mutble infrastructure
- V3"

thhgggeﬂ:tﬁhmll and manage software on existing servers
2N

I immutable infrastructune I

Explanation:

2 B B . | .
Konfiguration Managementt ° © | © © ° § T F

muaatie gyt O

designed to install and manage softumne on cxbiting sénaers

BiE: 79

2y b=V EBEL Ry T—2 LD Cisco IOS XE R—XDT/INA REHET 510D Python RV T rEHEGFE L TVWET , EBEE RV ) T FOETHRICABENT NS RICEEZMASEEZDELTOWET NC IS4 T7 2k
IR—Tr—DEDEREICK>T RV )T FOERFTHICABDTNA RIZEEEZMRA LD EH ST ENTEFETH,

A. m.freeze(target-running')

B. m.freeze(config-running')

C. m.lock(target-running')

D. m.lock(config="running')

EfE: (EREETLET)

EFI:IE]: 80

Cisco Catalyst Center (IH DNA Center) 7> 7 L— b ITT 1 ZBEEQEHHILA TT H?
ATRTORY FT—9 TNARADBEEEICETIMEXRBLET,
B./N\SA—RILEN-ERFLFEHZEL CEIIERSN-BEBREFERALET,

C.xY rT—U TNA ADIHHEFMEBZICLET,

D. %Y FT—U FIAADY I bz T 7YV TITL—REFRNSBHICETTEET,
Ef:B(aAVRERKT D)

ﬁﬁﬁﬁ:ﬁ: 81
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list=[1, 2, 3, 4}
list[3] =10

p{ipt{iist}

BREZSHBLTCEEVD, I— FETROZEHI X FOEIKRITI AN ?
A.[1, 2,10, 4]

B.[1,2,10]

C.[1,2,3,10]

D. [1, 10, 10, 10]

I (EfgZRTLZEY)

Eﬁ:ﬁ: 82

BERBPZEE)T4 JIL—T%#FERALTVWS2DODOWLCHITAY FA—SRLAVYIO—IVUIDNEFTINDIEEIZ VAT UMD IP 7 FLRAEHBET 5-OICRELGHEEEENTT H,
ABEI7>Hh—

B.RF/IIL—T

C.AVA—DI—RT)IL—TF

D. AAAX—/N\—F5 14 K

I (EfgZRTLZEY)

BH: 83

Wi-Fi F % > R JILDEEITAI T M2

A. B L Wi-Fi Fy RILICERT AT NA RE BLERRKAAS VICEELET,
B. 2D M4GHzH#HbalWMS8§24DEHE L LV F v R JL

C. Wi-Fi F + & JLOREREIE 30 MHz T,

D. 5GHz®HIEWI-FiZ2 A4 7 FMZIMDELABAF vy RILEIRELET

EfE: A (242 FERERT D)

B 84

T—RETY VI EEOEMIEATYT A?

ARy EI—VADT—E2 78— —2 %R T 50D T L—LT7—0 #RIHET 5

B.EEDT—42 I a— FERICEBRAIGELGT 2R FX—< %Rk d 5

C.ELACPU7—F TV FvHIDHEEERMED-HIZTa—RENfzT—2%EHT 5
D.NNAMFYITra— RSO rFILT—E21=2Y bETA—FTBEHICBRELGTILI) ALEFREET S
IEfE: (Ef2ZRnTLET)

Eﬁ:ﬁ: 85
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God Map LConfig

Lhsbw

up Siream

Vel ¥ [ L

i PNy

UP to DSCP Map List

B ¥

FSBLTCESVW, I VP27 F vy UNRADH L VEMICEBEQOSEEZEALELZ, TRTORY bT—9 T/INA X(F8021pBEEZ T EHR— L TWET WLCOEREMN ANHLMY FTH?

A WLC DEEETIK, 772X JIL—TOEYHETITEIVT LS T4 vy DBEIELAFITOAFET,

B.WLC (X BEEICEDWNT I, 74 v I ERETEEHIC, TS5FF d—ILK IIN— TOVIDULRILEFERALET,

C.WLC OFREIX. Ty TAR)—LAP 5 DSCPEZ#MALET,

D.WLC DERETIE, A—H—T—FD ToS LNILDBEEZ IPEEELANILIZIVEVSTLET,

IEf#: (EffZzRLET)

The correct answer is D. The WLC configuration maps user data ToS level priorities to IP precedence levels.

The exhibit shows the QoS Map feature enabled on the WLC and, under Up Stream, the option UP to DSCP Map is selected.

This means the controller is taking 802.1p User Priority (UP) values and mapping them to DSCP values for upstream traffic. Since 802.1p is a Layer 2 priority marking and DSCP/IP precedence are Layer 3 QoS markings in the IP header,
the WLC is performing a priority-marking translation from user priority into IP QoS markings.

In ENCOR terms:

* 802.1p UP = Layer 2 Class of Service marking

* DSCP / IP precedence = Layer 3 QoS marking

* The WLC is configured to map UP values to DSCP values

* A. The WLC configuration prioritizes traffic based on access group assignment. This is unrelated to the exhibit. QoS mapping here is based on 802.1p UP values, not access group assignment.

* B. The WLC uses the Platinum, Gold, Silver, and Bronze levels for traffic classification based on priority. Those are older WLAN QoS profile names, but the exhibit is specifically showing UP-to- DSCP mapping, not profile-based
classification.

* C. The WLC configuration inherits DSCP values from an upstream AP. This would align with Trust DSCP Upstream, but that option is not selected in the exhibit.
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For wireless QoS questions, remember these mappings:

*802.1p / CoS / UP = Layer 2 priority

* DSCP / IP precedence = Layer 3 priority

* If UP to DSCP Map is selected, the controller is converting Layer 2 priority markings into Layer 3 QoS markings.

B 86

IL—E—DWANA V3 —T 2 —RICHERAEINDET I NV ERFTIOERVRA D55 IP7 FLAR10.10101&2HFDT— VU RT—a U oDHTTP RS 74 v I ZBRIRTD LS T4 v I EHAITH1DEFENTIMN?
A. ip access-list extended 100

tcp host 10.10.10.1 any eq 80 ##EH L FE T

ipany any 7] 9 %

B. ip access-list extended 10

tcp host 10.10.10.1 any eq 80 ##EEF L FT

ip any any &R 9 %

C.IP742 X)X sk NO_HTTP

tcp host 10.10.10.1 any eq 80 ##EHF L FT

D. ip access-list extended 200

tcp host 10.10.10.1 eq 80 any #{EHZ L E T

ip any any &A1 9 %

IEf#: (EfEZRTLET)

The correct answer is A.

* Block HTTP traffic (TCP port 80)

* Source: 10.10.10.1

* Destination: any

* Permit all other traffic

ip access-list extended 100

deny tcp host 10.10.10.1 any eq 80

permit ip any any

* deny tcp host 10.10.10.1 any eq 80 # Blocks HTTP traffic from 10.10.10.1 to any destination
* permit ip any any # Allows all other traffic

This perfectly matches the requirement.

* B. ip access-list extended 10 # Invalid - extended ACLs use ranges 100-199 or named ACLs, not 10
* C. ip access-list extended NO_HTTP # Missing permit ip any any # implicit deny all at the end blocks everything
* D. deny tcp host 10.10.10.1 eq 80 any # Incorrect syntax/order

* eq 80 is applied to destination port, not source

* This line is malformed and does not match HTTP filtering correctly

ACL evaluation rules:

* Top-down processing

* First match wins

* Implicit deny all at the end

Correct pattern for "block one thing, allow rest":

deny < specific traffic >
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permit ip any any
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VRRPD K IIRITT M ?

A TEMFERERTI-OICREIP7 FLREREMACT FLRAZFEARALET

B. Cisco #E® 7O /L TT,

C. KEMIZ FIATMEELEY— I/ TEATENRLET,

D. 7Y 7RAMI—LEFTDUVR M) —LDORIFHE NS T4 v JO—ZRIAELFEFT,
FfR: (EMERTELED)

Eﬁ:ﬁ: 88
BREESBLTIEZSL,

Persons |

First Name is Johnny
Las! Name s Table
Habbies are
-Rm ( EI

Pegorie2
JErst Name is Bily. |
Las! Name s Smii ¢
Hobbies are
uﬁw\g

* Reaong

CDT—EMBED JSON EXMIRESNETH?

[[{First Name" “Johnmy', Last Name' Table', Hobbies" Runfing. Hobbess™ Video gamed], [First Name" Bdly’, Lasl Name® “Smilh', "Hobibies™ Napping” Hobibied” Reading’)])
Person’: [[First Name'. "Johnny', Last Name" Tabie', Hobbies" Rurning’, Videa games'), [First Name”. "By, 'List Name”. Smith’, Hobbies'. Napping’. Readingj]

[Person': [F ksl Name'. "Johnay', Lasl Mame', Tabie". Hobbies" THuUnmnG, Video games ], (Fasl Name” Bily', Las Name”. "Smilly’, Hobbies”, [Napping”. HeadingTD

[{First Name'. J-:v"m*...a:-‘l‘hrrm*xsc Hobbees' [Running’, Video games], (First Name': Baly', ‘Last Name'. ‘Smilty, ‘Hobbies'; [Napping’, Reading 1)

A XT3 A
B.#7v3>C
C.#7+ 3D
D.+7< 3 B
IEfR: (EfEZRTLET)

ﬁﬁﬁﬁ:ﬁ: 89
ESEEAPIRETIE RF L A XML BFEDLEWMEZBADERN 7Y bEERALLGVESICT H-DICEDHEEEFERATEETHMN?
A. RRM
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B. 80211k
C. RX-SOP
D. 75 VR
T (EREERLET)

Eﬁ:ﬁ: 20

{
“Csco-105-XE -natve GegabeE thamar |
nama® “T*

W |

Toraanding” "MAMAGEMENT"
|
o
“address™ |

“prmany” |

"add@ecs” "10.0.0.151°,
“mask™ 255 255 295,

F

RMTEMESBLTCESND, R=Ry FERESTCONFY VTR MI RS v F&FAYTLT COLARVRERT VIV IR M EERLTLESV, T RTOAF T avpERSINLIZDIFTESHY FHA,

api/ renning/nacive/ |

UL herps/Fi0.00. 00, 10/ penzoond/
HTTF Verk- | _J

Bady- M/A

Beadece- ~application/ vndNanl o o Sy son

Authsaticatisn-privilaged Lavil 14§ Gfeter el Al ¥

AN T M

e

PUT

1E fiZ:
L £ 27 L e T

HTT
1

e iC1STO ~

Heasscw- Accegt =application eng rang.datasjecn

_ = = = == ==
Authenticatlioen-privileged level MiGregantials

T T e | T T
POST JE Acreoh :[I Tl 105-XE i

I =72 f F— e — 1

interface/GigabetE sharnet)

A A —-l-:lr-ll .—- — -n-\.“-:- — 1 [ S T—.n —

Explanation:
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L0/ resttolt /Rpa¥ conntn a8 T LVe /S interface GigabitE thermetf [/

Cco-105-XE

PUT

Eﬁ:ﬁ: 91

Cisco SD-Access # v b7 — O HIZA T H?

ART—STLIN—T25&. o0 w5420k 7 rOVvIZERENET,

B. /31 RIE_VLAN A UnR—Sy FIZHSWTHERERY FO—2128Y S TOAET,
C.IREFRY NI—VERA4 0T A T—LavICERESNET,

D. 77UV IAHADTRTD LS T4 v ELA¥—3 T,

Eff: A(QAAV L ERKT D)

A NHN75:350-401JFERESR [LJPNTest.comigfit 41 350-401J5KERICEK T H Z & ITHITILBEFT ! JPNTest.comldE S & $7350-401J5KEREREEK Z 1Rt L £ 9, JPNTest.com 350-401J5RERFEIEK (T £ S EH S hFE L=, & 2 T350-401JfH
BEDTRAMNIVSUEFICANET , RIRD 7Y £ X _https://www.jpntest.com/shiken/350-401J-mondaishu 1373, 3 0%7 4« A A > kb #5814 E 53— K: JPNshiken
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THIZHBEI—FR=RY bZPythonX 2 Y T rOZEBBACK Sy I TR FAY T LT TATFLMIPT RLRZEEL TNEHLWSONT 7AMILELTT A RV ICRET D EIICLET , T RTOF T avhMfERShEDIT
TEHY FEA,
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import json

with ocpen("json 1es xe.jsen™, "r") as jsen file:
Json_file content = json_file. | [

decoded jsoa & jsen. {jscn_£file content)

decoded json[*Cisco-I0S-XE-native: murhc-'}t G:q-bu:thum:' ["ip"]
[‘address"] ["primary"] ['address'] = 'IEI 1i

encoded_jsca_compact = jsen.
encoded jsoa indented = jsoa.

with aopen(®jscn 1 X “ e w") as 3json file:
jaon_file. , nfoded json_ceoapact)

with open(®json 108 xe indented.json®, "w") as json file: l

P 1nd¢nt = 4]

jeon file.write(encoded json indented)

CISCO

i write() lcads() || dumps ) || cpend) read()

import json

with openi®jsen 108 xe.jsen™, *r") as yson file:
Json_file content = jsan_file.

decoded json = ]lﬂlh’ loads () |[]mn_t':1|_l:unten:|

decoded Json["Cisco-I0S-XE-native:interface’ ] ["GigabitEchernes”] [0] [ "ip"]

[*addresa"] ["prinary" ]| ['address'] = \ "192.168.1. l'm

eacoded json_compact =T json. nk

encoded json indented = json. De nt = 4]

with openi"json s Tw") as json file:
Jacn_file.| encoeded jscn_compact)

with cpen(®jmson ics xe indented.json®, "w"™) as json file:
yson file.write (encoded json indented

T | B ST D i I 1o

Explanation:



import jscn

gy 1 T T

Jacon f:lt_contn::: = 9son file. readi() ]

decoded _json = json. CARaEt) )soh_file_ content)

decoded jaon(["Cisco~-I0S-XE-native:interface' ) ["'GigabictEshernes'] (0] (['1p"*])
[*addreses”)] ["primary’ ) ( eddress’]) = \ *192.168.1.2"

encoded json_compact = jscon. | GENDS () |({decoded json)
encoded json indented = jJsonsdumps (decoded json, indent = §)

with open("jsor—==_=—= —ompaet.json", "w*) as jsomn file:
| write ()

Jsen_file. | JAl{enccded_json_compact)

with open(®json 10# xe indented.json™, "w") as 1scon file:
Yacn file.writel(encoded 1son indented)

BRi: 93

AP A HA Y bO—F(2BMY H=BIZERASN NVRAM TRESNSHEFIENTIH?
A IPANJLIS—TF KL R

B. 7343V IEHVE) - 8= )Ny I T T

C.DNS

D. fRE SN -WLCIEHR

R (ERERTLET)
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does not require an admin account on the chent
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Explanation:
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EREERFEBIECATAYXF—I9SA 7V EHIBT A7 aviEENTIMN?
A BEFvRILIEZ 4OMHz (TR LET,

B. W EADKRINT—42 L—FETITET,

C. B F v RIJLIE%E 160 MHz [C#8OLET,



D. WADTRINT—45 L— FEEDPLET,

Ffa:D(QA AV FEEKRT D)

EFEE: 96

RESTAPI ZNM L TR SN S EZIEROBEEFRET 5-OICERAINIA D XALIXENTTMN?
A. SSH

B. 802.1X

C.TLS

D. IPsec

EfE:C(aAAV FEHKT D)

Eﬁ:ﬁ: 97

#SHB LTSy, P04 No Content] EWNVSIHZEIZ RESTAPIV IR MM LTEDK S LEREFELEITHM?

A3 —Tx—R L—T/8v 9 100 NREICEDOMY FEA,

B. 43— x—X )L—T /Ny Y 100 [EEEMNSHIBEESNTOERA,

C.DELETE A Vv FlEHR— I TLWEHA,

D.4YA—TJx—X J)L—T /Ny Y 100 BNEREMNSHEIBRENELT:,

IEf#: (EffZzRLET)

The correct answer is D. Interface loopback 100 is removed from the configuration.

In REST-based APIs, the HTTP status code 204 No Content means that the request was successfully processed, but the server does not return a message body in the response. For a DELETE operation, this indicates that the targeted
resource was deleted successfully. Cisco RESTCONF examples use standard HTTP response behavior, where successful DELETE requests can return 204 No Content to confirm that the configuration item was removed.
The exhibit shows a DELETE request for interface Loopback100. A 204 No Content response means:

* the request was accepted,

* the operation succeeded,

* and there is no response payload to return.

Therefore, Loopback100 has been removed from the configuration.

* A. Interface loopback 100 is not found in the configuration. If the resource were not found, the server would typically return 404 Not Found, not 204.

* B. Interface loopback 100 is not removed from the configuration. This is the opposite of what a successful 204 DELETE response means.

* C. The DELETE method is not supported. If DELETE were not supported, the expected response would typically be 405 Method Not Allowed, not 204.
ENCOR exam point:

For Cisco automation and RESTCONF questions, remember these common HTTP meanings:

* 200 OK = successful request with content

* 201 Created = resource created

* 204 No Content = successful request with no response body, often seen with DELETE

* 404 Not Found = resource does not exist

* 405 Method Not Allowed = method not supported

B f: 98
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[EGenwralis] Security |[EOoSElPollcy:-Mapping At

Laver2 | Laver3 | AAA Servers |
Fast Transition
Fast Transition
Pratected Management Frame

PIMF Chsabled *
WPA+WPAZ Parameters

WPA Paboy

WPA2 Policy-AES -
Avlhentication Key Mandagoemoent

802.1X ¥ E.rmb-le

CCKM Enable

PSK Enable

FT 802.1X i Erpabig

FT PSK ‘Eripble ©

PS¥ Format LASCIL ™
i

G
i--t—iittdit-tunt-—

CHOWLAN X1 TAREDERICEDVWT V54TV MRy hIT—OADBIEFERTEDHEEENTTM?
. TX¥R FXFF

A=Y —RENRRT—F

.RADIUS b—2 >

. BEBRE

EfR: (EEEERLET)

>

OO0 w

Eﬁ:ﬂ: 929

device ip = {
"sitel-cedgell™: "1
“:;tczﬂccdgeﬂl": "
"siced-vedgedl™: 10411

BRESBLTCESVD, F—LEORTE 2TIVOYR MEREBELEL THETILENHYET  AZRY FEERIE BF—LEORTEITILELTHATEIXIEENRTIMN?
A. T34 RADi5E B device_ip.items() IN: print(device)

B. device_ip.items() A®D T/314 ADIFE: print(device)

C. T/ RMIFE _ deviceip: print(device)

D. device_ip.values() HD T /34 A DIFA: print(device)

Eff: (EfEZRTLET)

B fE: 100

Cisco SD-AccessY ) 2 —2avIZBWT 277Uy I Ty /) —RFOREIZFTT M ?
A. 71— 3)L—5—%SD-AccessT 7 T V) v IZ#EHET B

B. BT KR4 > F%SD-Access7 7 V) v IS 3

C.777VYIIP7 RLRZERMENERRY FT—DIZT7 RINF4 X9 %

D. A& LA VW31 Y b7 —%4 %#SD-Access 77 T v I IZ#EKET %

Eff: (EfEERTLET)
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The correct answer is B. to connect wired endpoints to the SD-Access fabric.

In Cisco SD-Access, the fabric edge node is the device that provides access for endpoints into the fabric. It is the point where user devices such as PCs, phones, printers, and access points attach to the SD-Access network. The edge node
handles endpoint onboarding into the fabric and applies the appropriate segmentation and policy.

A fabric edge node is specifically responsible for:

* Connecting wired endpoints to the fabric

* Serving as the access-layer entry point into the SD-Access fabric

* Enforcing policy and segmentation for connected endpoints

* Extending the fabric to end hosts

This is the main role of the edge node in the SD-Access architecture.

* A. to connect the fusion router to the SD-Access fabric This is not the role of the fabric edge node. The fusion router is used outside the fabric to provide connectivity between the fabric and external networks.

* C. to advertise fabric IP address space to external networks This function is associated with the border node, not the edge node. The border node connects the fabric to external domains and exchanges reachability information.
* D. to connect external Layer 3 networks to the SD-Access fabric This is also the function of the border node, not the edge node.

Remember these SD-Access node roles clearly:

* Edge node = connects endpoints

* Border node = connects to external networks

* Control-plane node = maintains endpoint-to-location mappings

* Fusion router = external routing/services outside the fabric

Edge node = endpoint access into the fabric

B R: 101

ST 4 v LISP YA MIFEESNDLEEIZ EID S RLOCADIYEVTERDITHEREIZES TNA RIEENTT H,
A. Ty Ty JIILN

B. vy JH—/\—

C.HARVRILIL—4E

D. AALYRILIL—%H

Ffg:C(AAVREHRRT D)

BE: 102

Cisco SD-AccessY ) 2 —> a3 VICHTIEESRHMHEIENTTM?

ABRL—TA UV BRAMYFEIVICRAVFERES LUV TOED I =V IT5DICERINET,
B.a> rA—)LTL—UIEVXLANIZE DWWV TWVET,

C. T—32 JL—UIXVXLANIZE DV TULVET,

D.GRE WR o—TFL—2 & LTHERASAhET,

FfE:C(aAA L FEHEKT D)

The correct answer is C. The data plane is based on VXLAN.

In Cisco SD-Access, the fabric uses:

* LISP for the control plane

* VXLAN for the data plane

* Cisco TrustSec / SGT-based policy for the policy plane

Cisco documentation explicitly states that SD-Access uses a LISP-based control plane and a VXLAN-based data plane.
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VXLAN is the encapsulation technology used to transport user traffic across the SD-Access fabric overlay.

This is why the data plane in Cisco SD-Access is based on VXLAN.

* A. Dynamic routing is used to discover and provision border and edge switches. Dynamic routing may exist in the underlay, but it is not what "discovers and provisions" border and edge nodes in SD-Access.
Provisioning is handled through Cisco DNA Center / Cisco Catalyst Center, not by dynamic routing itself.

* B. The control plane is based on VXLAN. This is incorrect because the control plane in SD-Access is based on LISP, not VXLAN.

* D. GRE is used as the policy plane. This is incorrect because the policy plane in SD-Access is based on TrustSec/SGT-based policy, not GRE.
ENCOR exam point:

Memorize this SD-Access mapping:

* Control plane = LISP

* Data plane = VXLAN

* Policy plane = Cisco TrustSec / SGT

B f: 103

Ty RT—=UEETY FANESKRYBRLATGEELGEI L a V2 FERATEHIETHEONS 2 DOFRKRIFAMTIMN? (2 DFBIRLTLLZELY,)
A ARG EF B

B.ELATVY—

C.A)L—Tvy tDRAL

D. X7 —3ZEUT«

E. ERZHDER

IFfi#: (EfiZ R LET)

HIfE: 104

DIAT7 Y DERDEEY T4 JIL—THEO—IVITR5E EDFATOO—I VT ARV MRRELETH?
A LAY—1

B.LA4¥—3

C.LAv—7

D. LA ¥—2

R (ERERTLET)
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Guidelines Topology Tasks

ks e g s, e S

Configure R1 according to the topology te’achieve these resulits:

1. Configure eBGP using llogpback O for the router-id. Do not use

the address-family command to accomplish this.
2. Advertise R1's Leopback 10Q apd L oopbdck 200 networks to
AS200 and AS300.




See the solution below in Explanation:
Explanation:

Solution:

Solution on R1:

R1# copy run start
Verification:

&EH: 106
FlexConnect €E— F CTENMET 5 AP D4F LRI TT H\?

A.CDE—FTIX AP ISA47 > MR LT Dotx BEEEHR—FEShFEEA,

B. FlexConnect 7' )L— (X 80211 rEEAO—I VI &Y R— T 2RENHY FT,
C.OZA4A72 FRAILEIZAP TEITSINET,

D. REIE3 > bAO—3TIEG< AP ETEREITOAET,

IEfE: (EfEZERTLET)
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Cisco EDR [FBBDEL EMIGIC K S RELZIRBT H-DICEDHRELTFERLFT I H?
A HLAD BERA VTP VR BEEE

B.aVTFR—RDI—LzU b

C.UOTIORT7FURMETIVRKRA DU T 74T 24— )L

D. 27474+ —IILERARAL

IFfig: (EfZRTLET)

B fE: 108

REST APITIE, QAuth L—LT7—V [FED K S ITFERASNFITMN?

ANBTITVT—3VICThAIU MADT I EREHATEI =V VERETEHLIZE ST

B.RESTURLADtF 1) T4 EBHRERBT 50D TIL—LT—U&ELT

C.RESTURLHDEF a2 T4 BHRZE/NV I 2kT 5D ITIL—LT—9&ELT

D.ART7 TV r—avica—Y—RiEHRERH7ET S LITELY

IEfR: (EffzRnLET)

The correct answer is A. by providing the external application a token that authorizes access to the account.

In REST APlIs, OAuth is used as an authorization framework. Instead of giving the external application the user's actual username and password, the user or authorization server provides the application with an access token. That token
allows the application to access specific resources based on the permissions granted.

This is the main purpose of OAuth:

* Authorize access

* Use tokens instead of exposing credentials

* Allow controlled, limited access to resources

* B. as a framework to hide the security information in the REST URL OAuth does not work by hiding information in the URL. It is an authorization framework based on tokens.
* C. as a framework to hash the security information in the REST URL OAuth is not a URL-hashing mechanism. Hashing and OAuth are different concepts.
* D. by providing the user credentials to the external application This is the opposite of OAuth's purpose.

OAuth is designed so that the external application does not need the user's credentials.

Remember this difference:

* Basic Authentication # sends username/password

* OAuth # uses token-based authorization

OAuth = token-based delegated access

B[ME: 109
PIMARy kD —2IZEWT Auto-RPIZED &K S GRENIZRI-LEITM?
A ZRN—RE—FRBLUTUVRAE—ROPIMRY FT—YBTIGMP c 574 v 0 208 LET,
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B. /IL—7ERPORYEV T DEGZEBIELET

C.U—TIL—E3—DHREZEHMELET

D. F 8L EIGFDEREETT S

IEfE: (EfEZRRLET)

Auto-RP is used in Protocol Independent Multicast sparse-mode environments to distribute rendezvous point information automatically. In PIM sparse mode, multicast routers must know which RP is responsible for specific multicast group
ranges. Without a dynamic RP-discovery mechanism, administrators would have to configure RP information manually across routers. Auto-RP solves that by allowing candidate RPs to announce themselves and mapping agents to
advertise group-to-RP mappings throughout the multicast domain. Therefore, option B is correct. Option A is incorrect because Auto-RP does not distribute IGMP traffic; IGMP operates between hosts and local multicast routers to manage
group membership. Option C is wrong because Auto-RP does not automate leaf- router configuration generally; it specifically distributes RP mapping information. Option D is also inaccurate because Auto-RP does not perform an election in
the same way as BSR. It advertises candidate RP and mapping-agent information so routers can learn RP mappings. The key ENCOR concept is multicast control-plane discovery for PIM sparse-mode RP selection. References/topics:
ENCOR multicast, PIM sparse mode, Auto-RP, rendezvous point discovery, multicast group-to-RP mapping.
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T4 Y LRAEEEIL, ISE #4548 RADIUS H4—/\& L THERAT 5 LUy Web SBEER% SSID 2T 2 EAHY I BAMNET LIS SA L VLAN #IEETILENHY T,
ISE H—/N\—H Xk VLAN ZIEETEDLIICTRICIEH EDTHV L avERTITAILENHY FIH?

A 3y hT—9 7O RRGIEIREEZREMLET,

B.RADIUS 7O 774 T &R ELET,

C.AAAF—N—54 FEBHIZLET,

D.AAARYS—REHRELET,

IEf#: (EfEZRTLET)
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A. HSRPV1

B. HSRPV2

C. VRRP

D. GLBP

EfR:A(QAY FERET D)
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HHEEIRIE NETCONFOHRKHY ICRESTCONFEFERAT S LERELFE LIz, 2L DNETCONFR Y 1) T MZI& <edit-config> ¢reate) E WS BENEFNTVET, CAODRT— AV FEEEHZ BI21E, EDRESTCONFIZE
EERATIDLENHYFITHN?

A. GET

B. POST
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C. CREATE
D. PUT
IFfi#: (EfiZ R LET)

B 113
THMOI—FR=Ry F%&PythonR 2 Y T rOZEBBACKR S I TR FAYTTEE TNAARETIALNEBEICKRREN JSONT—EADNT7AVICEZTRFENE T, IRTOF T avhMERENIDITTREHY FEA,

NI
data = {
"seasurement™: lfﬂ
"maxDataPoints® ccl Sc o

"policy®: “"defa ult“

"params®: None,

"devices®™: | o
{"model™: "Cisco Nexus 355ﬂ" 5Pvigarfigigiﬁi16.219'}

) A VE -1 0 T

LI RE W |f. R E

| 1 i
} T I "Ia_'_\-&. Bt °

;d-ﬂf'dpﬁi&a"j (0] [*model®™])

import json

with [ -umﬁludntn.]aon B

|'I as file:

json. (data, file, indent=4)

dumps print i dump ]

open W

n

import }son

data = |
"measurement™: "ifHCInOcteta™,
"=axDataPeointa™: 30,

"policy™:

"params":

"devices":
{"model™:

Explanation:

*defauls",
None,

l_u:u.:a Nexus 355u- ﬂﬂcem .249")

m&n[ﬂ] ["model™])

{"data.json", l dump ]'} as file:

tile, indent=4)
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import json

data = |
"measurement™: "ifHCInDctets™,
"maxDataFoints™: 30,
*policy™: "default”,
"params": None,
"devicea®: [
§ (Emodel™ W "gisco Nexus 3550%, Riped3™=¥172.16.16.249")
5 l

i Jtda;li'deVLGea"][D]l model®™] )

——e—— e =

%Ttkﬁ data.json” “i dump |*) as file:

json. (data, file, indent=4)

B 114
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Guidelines Topo ogy lasks

QSPF is partially configured. Complete the OSPF configurations to

achiave these g;nnir-:.

Configure R3 to always be the DR in Area 20. Do not change
the router 1D,
2. Configure R2 and R10 so they do not participate in a DR/BDR

election process in Area 10

R10

R20




Guidelines Topology

Tasks

Area 10

1E fiz:
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10 2 203 0:24

1000 25 024 R1

10 19902 024

R1Q

See the solution below in Explanation:

Explanation:
Solution:

R3

Int e0/1

Ip ospf priority 255
End

Copy run start

R2

Int e0/1

Ip ospf network point-to-point
End

Copy run start
R10

Int e0/0




Ip ospf network point-to-point
End
Copy run start

Bf: 116

B RFSNR ZAIET H-OITHERASNSRIEEMIEMTT H?
A. mw

B. dBi

C. dbm

D. db

R (ERERTLET)
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] QJ_? m ; .
S1# show ip interfacebrief = ° § ° ° ©

=
.
|

= Fal
| § |

IP Interface Status for VRF “defatile”(1)

Interface IP Address  Interface Status

Vian100 192.168.10.1 protocol-up/link-updadmin-up
Vian200 192.168.20.1 protocol-up/linksup/admin-up
Vian300 192.168.30.1 protocollp/Nek-up/admin-up
Viand00 192.168.40,1 peototolup/link-up/admin-up
Vian500 192.168.50.% ., protocol-up/link-up/admin-up

from o § JMport *

import json

cmd = 'show i1ip aint brief

Ison_reply = cli (cmd)

ijson cbject = json.lcads (json reply)

ZERLTLKESV, I VD=7 2y FT—VADEBDTNA AN V3 —T 21— ADFMERB L JSONIGEIZEDWTTNS RDEEIP7 FLRAZHENTIMLELHY FT,VLAN100IETRTORAS vy FIZHFEL EEIC
FRINEFT, EQOT—FTZERITHIRLEAHYEITMN?

A. print(json.dumps[ " TABLE_intf " ][ " ROW _intf " ][ " prefix " ])

B. print(json.dumps[ " TABLE_intf " ][ " ROW_intf " J[2] [ " prefix " ])

C. print(json_object[ " TABLE_intf " ][ " ROW_intf " J[1] [ " prefix " ])

D. print(json_object[ " TABLE_intf " ][ " ROW_.intf " J[0] [ " prefix " ])

EfE: (EfEZRRLET)

The correct answer is D. print(json_object[ " TABLE_intf " ][ " ROW_intf " ][0] [ " prefix " ]).

* Parsing JSON output from Cisco devices
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* Using Python to extract structured data

* Understanding how CLI output is converted into JSON format
* The command used:

show ip int brief | json

returns structured JSON data.

* The JSON hierarchy shown in the exhibit:

{

"TABLE_intf": {

"ROW._intf" : [

{" intf-name " : " VIan100 ", " prefix " : " 192.168.10.1 ", ... },
{" intf-name " : " VIan200 ", " prefix " : " 192.168.20.1 ", ... },

]

}

}

* Important Observations:

* ROW._intf is a list (array) of interface objects.

* Each object contains fields like " prefix " (IP address).

* VLAN 100 is used for management and appears first in the list.
* Python Code Analysis:

* json.loads() converts JSON string into a Python dictionary # json_object
* To access VLAN100 IP:

json_object[ " TABLE_intf " ][ " ROW _intf " ][0] [ " prefix " ]

* Why Option D is Correct:

* Uses the correct variable ( json_object )

* Correctly navigates dictionary # list # element # key

* Index [0] corresponds to VIan100 (management VLAN)

* A & B: Use json.dumps incorrectly (this function converts Python # JSON, not for accessing data)
* C: Uses index [1] , which refers to VIan200, not VLAN100
When working with Cisco JSON output:

* |dentify list vs dictionary

* Use indexing for lists ( [0] )

* Use keys for dictionaries ([ " key " ])

Correct Pattern:

json_object[ " parent " ][ " child " ]J[index] [ " field " ]

BR: 118
BREMESHELTLZEL,



router#sh run | b,line con

ine con O
password cisco
stopbits 1
ine aux O
stopbits 1

line vty 0 4
!

end

router#sh run | | username|aaa
Nno aaa new-model

username user password 0 user
router#

EDRET, AVY—IERELETIRRAT—FOHZEFERLTARRT—FFz v IDRBEHIGYEFIHN?

A. router(config)# line con 0

router(config-line)# exec-timeout 0 0

B. router(config)# line con O

router(config-line)# login

C. router(config)# line con 0

router(config-line)# login local

D. router(config)# line vty 0 4

router(config-line)# login

Ef#: (EfEZRTLET)

The correct command is login under line con 0. In classic Cisco |0S line authentication, setting a line password alone is not enough; the login command tells I0S to prompt for and validate the configured line password. The exhibit shows
console line configuration with a password configured, and AAA is not enabled. Therefore, line con 0 followed by login enables console password checking using only the line password. Option A only disables console session timeout by
setting the exec timeout to zero; it does not enable authentication. Option C, login local, tells 10S to authenticate against the local username database, which requires a username and password, not only the line password. Option D applies
the setting to VTY lines, which control remote Telnet/SSH access, not the physical console line. This is a fundamental device-hardening and management-plane access-control concept. For ENCOR, candidates must distinguish line
passwords, local username authentication, AAA authentication, console lines, and VTY lines. References/topics: ENCOR Infrastructure Security, console access, line password, login, login local, local authentication, device administration.
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B. V3472 MERLIP 7 FLREEF 2T AVTHFRMNERELET,
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C.70+tX") Rk 231 10.10.10.0 0.0.0.255
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TIOERD 5RX23

b3 > RER— k AFAssh
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The correct answer is D.

To meet the requirement, the configuration must do two things:

* Permit only the 10.10.10.0/24 subnet to access the VTY lines

* Allow only a secure remote access protocol, which is SSH

The correct Cisco I0S configuration is:

access-list 23 permit 10.10.10.0 0.0.0.255

line vty 0 15

access-class 23 in

transport input ssh

* access-list 23 permit 10.10.10.0 0.0.0.255 This correctly matches the subnet 10.10.10.0/24 using the proper wildcard mask 0.0.0.255.
* line vty 0 15 This applies the restriction to all VTY lines, not only a subset.

* access-class 23 in This filters incoming remote access connections to the router.

* transport input ssh This allows only SSH, which is encrypted and secure, and prevents Telnet or other clear-text remote access protocols.
* Ais incorrect because:

* access-class 23 out filters outbound connections from the VTY lines, not inbound management access.
* transport input all allows insecure protocols such as Telnet.

* B is incorrect because:

* 255.255.255.0 is a subnet mask, not a wildcard mask, so the ACL syntax is wrong for a standard ACL entry.
* C is incorrect because:

* It applies only to VTY 0 4, while the router also has VTY 5 15 configured.

* This leaves other VTY lines unrestricted, which does not fully meet the requirement.
For secure remote management on Cisco devices:

* Use transport input ssh to disable Telnet

* Use access-class < ACL > in on VTY lines to restrict who can connect

* Use the correct wildcard mask for the subnet

For 10.10.10.0/24, the wildcard mask is:

0.0.0.255
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So the complete secure solution is:
restrict inbound VTY access + allow only SSH + apply to all VTY lines
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A. NAC device

B. supplicant
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D. authenticate
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Tasks

R10




Guidelines Topology Tasks

OSPF is preconfigured on all devices except R30. Configure R30 to
complete these tasks.

Task 1:
Configure OSPF according to the topology using-th&iégrbdﬂifémenls:

* Use Process ID 100. e %
se LoopbagkO for the Rouhr lD

d S I1 Kalinto OSPF.
g i’ N § ~-1"‘i

Use rk statements under the OSPF process to accomplish

CISt"O

Configure a /18 summary route for Area 50.

IF fi:

See the solution below in Explanation:
Explanation:

Solution:

R30

Config t

router ospf 100

router-id 10.0.1.30

int ran 100 , e0/0-1

ip ospf100a 0

exit

int et0/2

ip ospf 100 a 50

exit

router ospf 30

area 50 range 10.10.0.0 255.255.192.0
area 50 range 10.50.0.0 255.255.192.0
end

wr
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is used to define an aray of a particular type

i5'Used to défine an interior data node in the schema tree

contains simple data fke an mnteger or a string

is used to group related nodes in 3 sublree

| -
leaf ) contaner
)
feaf-list 1 lpaf
{
contamner leaf-lst
| M o st
{ SCL
Explanation:
A#3
B#1
C#2
D#4

YANG models describe configuration and operational state data in a structured tree. A leaf represents a single simple value, such as a string, integer, boolean, or enumeration, so it maps to "contains simple data like an integer or a string."
A leaf-list represents a sequence of leaf values of the same type, so it maps to the array-style definition. A container is an interior node in the YANG schema tree. It does not itself hold a scalar value; instead, it contains child nodes and
organizes related data. A list represents a set of repeated entries and is used to group related child nodes into list entries, commonly identified by a key. The important distinction is that a leaf has no child nodes, while containers and lists
organize structured data below them. In ENCOR automation, YANG is critical because protocols such as NETCONF and RESTCONF use YANG models to define valid configuration and operational data paths. References/topics: ENCOR
Automation, YANG data models, NETCONF, RESTCONF, leaf, leaf- list, container, list, model-driven programmability.
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Cisco TrustSec classifies traffic using Security Group Tags, commonly called SGTs. An SGT represents the security group identity assigned to a user, device, or endpoint session. Instead of relying only on VLANS, IP subnets, or ACLs tied
to topology, TrustSec allows policy to follow the identity of the endpoint. That makes option B correct. VLAN-based classification is less flexible because VLANs are tied to Layer 2 segmentation and network placement. MAC addresses can
identify devices but are not the TrustSec policy classification mechanism. IP addresses are commonly used in traditional ACLs, but TrustSec's purpose is to reduce dependence on IP-based segmentation by using group-based policy.
Once traffic is tagged with an SGT, network devices can enforce Security Group ACLs, also called SGACLs, based on source and destination security groups. This supports scalable segmentation across campus and enterprise networks.
The ENCOR concept is identity-based segmentation and policy abstraction. References/topics: ENCOR Security, Cisco TrustSec, Security Group Tag, SGACL, identity-based access control, scalable group-based segmentation.
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The correct answer is C. A point-to-point Layer 3 underlay network with jumbo frames enabled .

In Cisco SD-Access , the fabric is built on top of an underlay network . Cisco documentation states that the SD-Access underlay uses a structured Layer 3 foundation and a Layer 3 routed access design , where the network elements
establish IP connectivity through routing rather than relying on Layer 2 adjacency. Cisco Catalyst Center LAN automation documentation also describes the underlay links as point-to-point Layer 3 routed connections .

This makes Option C the best answer because it matches the recommended SD-Access design approach:

* Point-to-point Layer 3 links in the underlay

* Routed access instead of Layer 2 campus meshing

* Jumbo frames enabled to accommodate encapsulation overhead commonly associated with fabric technologies such as VXLAN in software-defined fabrics, which is a standard design consideration in Cisco fabric deployments.
Why the other options are incorrect:

* A. A fully meshed Layer 2 topology This is not the SD-Access design model. Cisco SD-Access is not based on a campus-wide Layer 2 mesh; instead, it uses a routed Layer 3 underlay.

* B. A fully meshed Layer 3 topology SD-Access does require Layer 3 underlay connectivity, but not a fully meshed Layer 3 topology . Cisco recommends a structured routed access design , not an every- device-to-every-device full mesh.
* D. A point-to-point Layer 2 network with LACP between devices for redundancy This contradicts the SD-Access underlay principle. The underlay should be Layer 3 point-to-point , not Layer 2 point- to-point.

ENCOR exam point:

For Cisco SD-Access, remember this core design rule:
Underlay = routed, point-to-point, Layer 3 foundation
Overlay = virtualized fabric services on top of that underlay
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Guidelines Topology Tasks

R20

&k
L S
+= o

e0/0

Area 20 1102.203.0/24

el/1
R3 S c0/0

e0/2 10.0.3.0/24
e0/1%
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a0/0




Guidelines Topology Tasks R2 R3

JDSPF is partially configured. Complete the QSEF
sonfigurations to achieve these goals:

1. Configure OSPF on router R1 accérding to the topology
so that all networks are advertised. Do not use the
network statement underthe "router ospf”’ configuration
section to accamplish this task.

2. Configure a sirgle command on the ABR routers to
ensure only one summary route is advertised to area 0.

1E fiz:

See the solution below in Explanation:
Explanation:

Solution:

R1

en

Conft

Router ospf 10

Router-id 10.x.x.x - lo0 address

Int range 100, e0/0-1

Ip ospf 10 area 0

Exit

wr

R2

Router ospf 10

Area 10 range 10.1.0.0 255.255.0.0
exit



wr

R3

Router ospf 10

Area 10 range 10.2.0.0 255.255.0.0
Exit

Wr

OR
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eBGP is configured on R2 and R3. Configure R1 to complete these

tasks. c I S c o
1. Using the address-family comman @MGP according

to the topology. Use L % muter id.

2. Advertise R1 S “ and 20 networks to AS 20 and

AS 30.

IE fiZ:
See the solution below in Explanation:
Explanation:



Solution:

router bgp 10

bgp router-id 10.1.1.111

no bgp defa ipv4-unicast

nei 209.165.200.226 remote-as 20

nei 209.165.202.130 remote-as 30
address-family ipv4

neigh 209.165.200.226 activate

neigh 209.165.202.130 activate

network 10.1.1.10 mask 255.255.255.255
network 209.165.201.10 mask 255.255.255.255
network 209.165.201.20 mask 255.255.255.255
wr
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R2(config)#ntp authenticate
RZ(config)#ntp authentication-key 1 mdS NTP-p4SSwerd

MESELTCESV,RAINTPYRE—E LTHRENTH Y, O—DLEBHESAIA V82— T 2 —R101 11D BNTPRY Y FERELTVET  BRERT T 10T fICED & S BHEESBETT A ?
A.NTPH—/3— 10.1.1.1 &— NTP-p455w0rd

B. NTP {E%8&F A *— NTP-p455w0rd

C.NTPH—/\—10.1.1.1 ¥—1
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D. NTP{EREFHF— 1

IEfR: (EffZzRTLET)

The correct answer is D. NTP trusted-key 1.

ntp authenticate

ntp authentication-key 1 md5 NTP-p455wO0rd

To fully enable NTP authentication, three components are required:

* Enable authentication globally

ntp authenticate

* Define the authentication key

ntp authentication-key < key-id > md5 < password >

* Trust the key

ntp trusted-key < key-id >

* The configuration already defines key 1

* The missing step is to mark this key as trusted

* Without ntp trusted-key 1, the router will not use the key, even if it is defined

* A. NTP server 10.1.1.1 key NTP-p455w0rd Incorrect syntax. The key must be referenced by key ID (number), not password.
* B. NTP trusted-key NTP-p455wO0rd Incorrect. Trusted-key uses the key ID, not the password.
* C. NTP server 10.1.1.1 key 1 This command is used on a client, not required to complete authentication on the server itself in this context.
For NTP authentication, always remember:

authenticate # authentication-key # trusted-key

If any of these three are missing, authentication will not work properly.

gﬁ:ﬁ: 156

AL FO—SEA—I VS EAMZTBIZIE 2 DOOWLC BIZEDEA TD R RILHBBETT H?
A. CAPWAP

B. LWAPP

C. IPsec

D. et

IEffE: (EfEZRTLET)

B: 157

22094 FEIODIVF Y— IV RDIA4 Y L—bEEBEEYR—FTEHY)a—avEENTTM?
A. GRE

B. TrustSec

C. IPsec

D. MACsec

Eff: (EfEZERTLET)

Eﬁ:ﬁ: 158
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BREIDAT VR R=ZRY b ERYIRIZES YT 7R FRyFLT B9 Avt—2 Interface LoopbackO. changed state to Administratively down | % 5315
BLET , TRXRTOATY FHAFERASINDIDITTIEGELS  —BDav Y FIFBE#HEFERINET,

manager run

Lt=& &A% —T x4 X LoopbackO ZB%IZTHEEM 7L v b %44

syshog paltern

manager applet

ol commiand

eve :'::l manager applet [ Enabl
&ve :".‘_'l syslog pattern F "Inte
acticn 1.01 ol command _[
- "'\I r ___________
action <. | oli command
action 3.0 ol command
action 4.0 ol command l
action 5.0 |

bl cormmiand

e_Loopback(

rface Loopbackl, changed
"enable"™

" "

- -

L] 1 L]
no snutaown

.
"end” g | I ol I I

Explanation:

state

cofdcdmaniscratively

[

d

oW

™

-

I ol command




aveant Enable Loopbackl mianages run
'III". iy ‘
it LY
L —— Trree. e 20008, ! - ‘ o
e > TR R A AR R R -lf'zlf.’if!l‘il== :5:' e R a P svsioopaten
- - - {we v 0" .....
action 1.0 Penable 8 Ney
| s "'liunul!ln--. ﬂ"'""bp'ﬂ
stion £.0 "sanfigure terminal®™ LR N
. ‘-’—'lil’i!lllllllilllllll:::::........ ik i
o 5. .f T
SBCCA0Dl I 4 - = - .
‘!lliilll‘iilIllllllllnln-nlllll "
action 4.0 !jl!l’l#l‘iIlllllIllllll.II"..'.&
PN R E—T .-.Illlll..-
action 500 fe#winssunansiniis
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MEGRIT— 2 E8F L UVGETRESTAPIFUH LEZY—N—IZEET I E EQKLSILGRRICGYFEITM?

A Y—N—EO9ZA4T7 2 FDIP7 FLRZFERALTI 47 bERBIEIL, TN CTHEUVHLEZETLET,

B. 4—nN\—Ftyia WV =FFICLT IFA4T7 U MR T 2 ZRETIDZHFE, TDE, TNITECTHUHLEEITLET,

C.H—N—R7XMERTHEUHELEZERTLET,

D. Y—N\—[FMUEH LZETETIT4xEEI—FERLET,

Eff:D (AU FEEEKT D)

A REST API request that lacks required authentication information is rejected by the server before the requested operation is executed. REST APIls commonly use HTTP status codes to communicate request success or failure. When
authentication credentials, API tokens, session cookies, or authorization headers are missing or invalid, the server normally returns a client-error response in the 4xx range.

Common examples include 401 Unauthorized, meaning authentication is required or failed, and 403 Forbidden, meaning the server understood the request but refuses access because the requester lacks permission. The server does not
authenticate based only on source IP unless a separate IP-based access- control mechanism has been deliberately configured, so option A is not generally correct. The server also does not normally keep the HTTP transaction open
indefinitely waiting for credentials, so option B is wrong. Option C is dangerous and wrong: APIs should not downgrade unauthenticated requests into guest execution unless an endpoint is intentionally public. In ENCOR automation, REST
API security requires explicit authentication and authorization, usually over HTTPS/TLS. References/topics:

ENCOR Automation, REST APIs, HTTP status codes, API authentication, tokens, Cisco Catalyst Center API behavior.

HEf: 160
BIRVSAT UMM ONELGI BRIV MO—SHEO—I2J95E, —EFRRY FT—VBEEAGUNTET, CORBORRALELIZELOMBEIZMTLLEIMN?
A EEYTA JL—TADTRTOIY FA—FHREICREA VEI—T A R IP7FLRAZFERALTWSDITTEHY A,
B. EEUT 4 JIL—TADITRTODa> rO—SBNRELEEY T4 FIL—TE2EZFRALTWET
C.EEUT 4 JIL—TADNDTRTHaY FO—FHARLEEY T« JIL—TE2EZFEALTVWSIDITTEHOY FEA,
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D.EEUT 4 JIL—TADITRTOIY FA—FEREALEEASA 2 —T /A X IP7RLREZFALTULET,
Eff:A(Q AV FEREEKT D)

B 161

A TRZATF—F A2k whiteloop 1=999 ' BNEENTWLET, EDENIL—TE=ELT LETH?
A. 999 LI TDIE,

B. 999 LI L D1E,

C.999 [ZF L LMiE,

D.999 & F L < % LME,

EfE: (EfEERTLET)
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MESBLTLESV, IPSLAIRL—RICRESNATVET , TP _TIE IPSLAICHBENRE LZBERICA VU EA—T—RE vy bEO UL BEHNTELODEEMT7 IL Y FE2RETIDELAHYET , TV _TFIIEDKRELEE
AdRETLLOIN?

A ARV RIR—T 7T Lw k EEM_IP_SLAevent sla 10 JREEZIZET B

B. /R T R— ¥ 7Ly b EEM_IP_SLAeventsla 10 $REEX ™ >

C.ARYIIAR—T w7 Iy EEM_IP_SLAevent k5 v 4 10 KEEX D

D. 1RV FIR—VxT7 Ty b EEM_IP_SLAevent 3 v ¥ 10 IKEFZETEE

IEfE: (Efgx R LFET)
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SD-WAN H—E X #12#t 9 5 7=8 (2 _Cisco Catalyst SD-WAN JL—A2 ZH A FDBRIZED LS LBHBKXTEATETETH?
AN—FI2zT7 Vb7 259K REIEAVRAAZVR

B./N\—Fozxz7 REIL.VFVFAVREZUR

C.N—Foxz7ERBIEADREUR

D. RE{fEENf=4 2 XRE VX

Eff: (EfEZERTLET)
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RESTAPI ¥ a T4 #%XEI D51 DOFEKATT H?
A.Webb—ERXt¥al) T4 EEENZIEAHAATOLOILEFERT D
B.MD5/\v L 21 %ERALTEEHZRIIT S
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C. XMLEE St EXMLEL DHAEHE ZFEAT S
D. HTTPS& &K UTLSHE S L M

EfR:D (24 hERRT B)
B E: 165

HSA4TUREIAYLRA I RO—SMTLA ¥ —2 O—I VS EEATESH LS 0T HMEEEENTT A,
A. SSO

B.EEUTAIIL—T
C.RFJIL—71t
D. N+1DE R At
FfR: (EMERTELED)

HER9: 166

T—RETY I EEOEMIEATT A?

ERET I OENBICETINLSFIEEZZEELLT D
TFAMENAFT)T—=EOIa—FEID SV RAA—FDIIL—ILEFBET S

AT MERTOY SIS T7IO0—FEFERALTCT— 2 0BT 56D T L—LT—Y LT S
RBMEINDET—HADEELEKREZRLRT S

EfR: (EBERTLET)

>
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BA T A INAIN—INA F—DFKIIRTIT H?

A ZALT2NAN=NA =YL LATUOINRELRYET,
B. RAMARL—TFT 425 VATLETETINET,

C. IRBRENTV—/ O0—FE#HHR— LT HEEITELTLET,
D. R7ABJ Y—N—FETETENET,

EfR: (EBERTLET)
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FHRP & SSO M:EWNMEIfAITY M2

A.FHRPIZ7— VT A DR RMEZIREL SSORE—TNSA RAATO I A ILA—N—ZRELFET,
B. FHRP [EITTRMED =62 OTV ZfERA L SSO [(FKERFAD-HIZ VXLAN ZERALFT,

C.FHRP [FE—DT/\4 AN THKREFEMRZMHEF L SSO (FEHDT/N\A AHTREFBREEELFT,
D. FHRP [ZFEHBEDEI Y BTICEEL SSO [FIL—T 14 VI DREICHELFET,

IFfE: (EfEZRTLET)
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BH: 169

import json
from requests import get B l ' i ' l i

{ "Content-Type" : “applicatﬁ*rs

"Accept" : “appllcatlom’yang @ 8n"

open{"devlces.txt",i " %B

" pass = Device.strip() .split (", ")

Hezaders

Devices

for Device in Devi

Hostname, IP, Lo

BRESBLTLCEEN, ETNL RADEHENT/INA AL TISONERXD I 7 A ILIZEBREINBELSIC RV YTrEEDLSIZEBTNIELINTTMN?



Insert after the for loop:

with open(f'{Hostname}.json", "w")as QutFile:
QutFile.write(Response)

Insert after the for loop:

with open(f'{Hostname}.json", "w")as QutFile:
OutFile.write(json.dumps(Response.text))

Append to the body ofthe for loop:

with open(f'{Hostname}.json", "w") as OutFile:
OutFile.write(Response.text)

Insert immediately before the for loop:

with open(f'{Hostname}.json", "w") as OutFile:

OutFile.write(json.load(Devices))
A +7>3a3>C
B.-7>3uB
C.#7+3>D
D. A7 a A
EfR: (EfgxRrLET)
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YANG ETI/LIEAIZ#1ZHE LFE T H?

A.NETCONFZ%=IZRESTCONF F SV RAR— 70 FO I TOIXMEBATE LB LS -T—21EE
B.7/\A1ADCLI LEEXMELTRY FI— VU BREZEFLEIEETHL-OOI—HF—TI X
C. S URR—FTARONIZEKFELLEWVEERSA T —421EE

D. FkSYURR— 7O FILDEREOSEDIHEER

IEf#: ((EfEZERTLET)

Eﬁ:ﬁ: 171


https://www.jpnshiken.com/q/68979-6463894/
https://www.jpnshiken.com/q/68979-6463895/

EDRTHAP BRDO—3IY RAAL L ETONRTAZEEZELETH?
A YA L3245

B.RJL—42Y

C.AP& 5

D.RF%2 4

FfR: (EMERTELED)

Eﬁ:ﬁ: 172

API YO IR MERATEET—4RRAFENRTITA?
A R4V

B. HTML

C./\—JL

D. JSON

Ff:D(AOAV bEHREKT D)

B 173

IVOCZTHEEYA FTWi-Fi ALy DZRELET RSSIHEFRD LS IZREFESNET,
*HETA -72dBm

* 15 FB:-75 dBm

* 15F C; -65 dBm

* HFFD -80 dBm

IV TFIEINODEZBERICHBATAE=OICED 2 DDRT— AV FEFRLEITMN? (2 DBIRLTLEEL,)
A. 35T D D RFEFRENKRBELGEYET,

B. ZFTCORF{ESAE LIZFTBD 1015540

C. 5FICHOIEBHREMNBETET WebH—T 4 UNTEFHA

D. 5T B DIESHEFSEAC LYH 10dBENTWVET,

E.55FTB MO RFE5REIIIZAMA LY 50% 5B GEYET,

FfR:B,C (a4 FERET3)
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Guidelines  Topologyg '*sls. I I ' 0
CISCO

Configure R3 according to the topology to achieve these results:

1. Configure eBGP using Loopback 0 for the router-id. Do not
use the address-family command to accomplish this.

2. Advertise R3's Loopback 100 and Loopback 200 networks to
ASB800 and AS900.



IEfiZ:

See the solution below in Explanation:
Explanation:

Solution:

9CC JCC 9CLC 7CC
Eoto) o dnded o dended o dandeud

remote-a

remote—-as

Copy run start
Verification:
R3#sh 21

using 480 Yoytes of memory
byieslal

) DwCes of memory

BM: 175

LISP Yy b7 —9 7—XF O F¥&TORANFED 2 DORZBEBMEFEALETIMN? 2 DFBIRLTLESLY,)
A. TLOC

B. DNS

C.RLOC

D.EID

E.VTEP



EfZ:CD(QAY LEERKT D)

B ff: 176
ERA0BEtEEERBIOBEY LY —ILICESY ST FUoR FAYTLET , I RXRTOF T avhERIASIHITTIESHY FEA,
Chef

uses Ruby

Explanation:

Chef
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DJANX LRI SAT O M A—Z VT T EMEINERET DT NARIEENTTM?
A JAYLRISAT U+

B.WCSA4—v 3 ¥ —/\—

C. E#ELANO > brO—5—

D. 7O EAKRA 2k

EfE: A(QA U REHEKRT D)

BE: 178

YA FEDAVLRERICITEDIA TOT7 T FEFERTAEINTTH?
A. BiBF

B./\vYF

C. &AM

D. /\K

Ef#: (EfEZRTLET)
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PC1

Device | Interface | IP

R1 e0/0 10.10.1.2
Swi VLAN 10 | 10.10.1.1
Swi VLAN 12 {10.12.11
Swi VLAN 14 [10.14.11
PC1 VLAN 12 {10.12.1.2
PC2 VLAN 14 [10.141.2




Guidelines Topology Tasks

The Operations team started configuring several
monitoring activities. Complete the configurations for the

tasks below.

1. Enable Flexible NetFlow on R1 E0/0 in Both directions
using the pre-configured flow monitar.

2. Configure the switch port analyzer on Sw1 and mirror
all VLAN 12 traffic to interface E1/3 using session
number 12.

3. Configure a basic IP SLA ICMP echo operation on R1
to ping PC1 every 300 seconds.

IF fi:

See the solution below in Explanation:
Explanation:

Solution:

R1

Config t

Int et0/0

Ip flow monitor Monitor-R1Flow input
Ip flow monitor Monitor-R1Flow output
Exit

Ip sla 1

Icmp-echo 10.12.1.2

Freq 300

Ip sla schedule 1 life foreve start-time now
Swi1

Config t

Monitor session 12 source vian 12



Monitor session 12 destination interface et1/3
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REST API F25ED APl ¥— A TS a3 D LI TTH?

ATV LBESEN—Y Y
B.O—ANLIL—FIZREIATVWDSI1—H—4

C. BB LI TITHEIE SN SRELIER

D. V35472 bMWY —N—[TEEINDFBRITRE SN=XF5,
Ff:D(aAAVFEEKRT D)

Eﬁ:ﬁ: 181

I 2P =7I& Cisco Catalyst 9800 ) —AWLCHD 7V XA Y A F &L, T4 VY L AT R bA—H—%Cisco ISEH—/N\—LTHRR FEINTWEIR TS aR=DIZYUBAL LY T EIRELHY T,
Cisco ISEY—/\—[£_10.9.11.141& 10111141 THRRA L SN TULVET,
EDTIVER) A MDEHEF/-LTLEITHN?

A. ip access-list extended REDIRECT

udp FEMD eq FAAL U %HFAT S

FEEDIP7 FLANLDT U £RAZEHRR F10.9.11.141Z5FAI T 5
FEEDIP7 FLADNGDT I AERRX 0111141255013 5
TCPEEDHR—F 80 EFELWWR—FEEBLET

TCPEEMD 443 LELVVBEZERLET

B. ip access-list extended REDIRECT

UDP DEED FAA VH#EEBELET

10911141 DIP7 FLRAZEEDKRA M LEBLET
10111141 DIP7 FLRZEEDKRR M LEBFLET
TCPREEDR—K 80 EFELWKR—FEESLET

TCPEE®M 443 LE LWVABEZIEEBLET

C. ip access-list extended REDIRECT

UDP DEED FAA U HEBLET

10911141 DIP7 FLAZREEDRR kA LEBELET
10111141 DIP 7 FLREZEEDKRR M LEBFLET

TCP EEMHR—k 80 #5a]¢ %

TCP EE D &M 443 Al 5

D. ip access-list extended REDIRECT

udp FEMD eq KAA U %HAT S

10911141 DIP 7 FLRAZEEDKRRX FDOEBTLET
10111141 DIP7 FLRAZEEDKRA M LEBLET

TCP EEMHR—+ 80 ¥ a] ¢ %

TCP EE D EE® 443 AT 5

IFfig: (EfZRTLET)
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Bf: 182

PMFURE—KRIERY FITI—HORATEDEI B2 DDHETHREELETM? (2 DBIRLTLESLY,)

ATy aAREFERAL RPERNIRODNIBEICTA LNV INRELFET,
B.lEESN=-T4+T7—4F—DFRZFAALT VILFXX¥RA Ty b IL—T#EBLET,
C.THIL—ENIES T4 VI EERTEIET VILFXIVYRI S T4 I DERELTHELET,

D. THIL— DB EERTEET IR TDA VA —TI—RATIYILFIXIYAM bS 7090 EEELET,
E1DDUN—RNR ITAT—FT AT AVE—T A ANDH T T4 v I ERIELET,

R (EERTELET)

HfE: 183

DNS ##RALTCIAVYLRALANOAY FA—FDIP7 FLRZBRTBDICIE 7OV ECRXR RAVMIEDALOI—F 34 TEERETIVLENHY FIH?
A. CISCO-CAPWAP-CONTROLLER.localdomain

B. CISCO-CONTROLLER:.localdomain

C. CISCO.CAPWARCONTROLLERJocaldomain

D. CISCO.CONTROLLER.localdomain

Ef:A(QA U REHEKT D)

B: 184

Cisco Cyber Threat Defense [£falIZxt L TRIRME Z1RE L EIH?

ABEINLRRA M REEMOBEFYRILLOAT U FELUHIEI NS T2 9D

B. %2y FT—YADMBEHEBRAFT v TO—TI2LDRy FIT—S YT Oz 7DHHEN
C.OJIAytE—UETLAMIBRIZEDIS X2 T1ER

D. 1 —H—HWREFELIT—H2E A—F—HREFTLTWSTOY S LOREBKFR R

R (ERERTELET)

Eﬁ:ﬁ: 185
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- |
"access-list": ({ PO
"ios-acl:extended': 43\ "

"jos-acl:name”": "ato",
"jos~-acl: v

"ios-acl:sequence": ™111111",

"ios~acl:ace~rule": {

"jos-acl:action': "

"jos-acl:protocol": "

"ios-acliany": "",
"i1os-acl:

deny | access-list-seq-rule | dst-any




"ip":
"access-list": {
"ios-acl:ekxtended: ({
"ios-acl:name": "ato",
"jos~-acl: accessdist-seqg-rule (" : |
"ios-acl:sequence": "111111",
"ios-acl:ace-rule": |

"jos-acl:action™; | dey v,
"ios-acl;:;protocol": " ip F™
"ilos-aghconwt: "“,
"iosracly dany  ":i "
}
}
}
}
}
}
B = e B I |

Explanation:
access-list-sec-rule, deny, ip, dst-any

B ff: 186

ip access-list extended 101
1@ deny ip any any

event manager applet Block_Users

action 1.2 cli command "gnabla”

action 2.8 cli command”=cohfigure terminal™

action 3.8 cli gomménd; "interface GigabltEthernetl®™
action 4.0 ali cdkmaud.'in sccess-group 181 in”
action 5.0 cl_i command =ip access-group 181 out”
BRESBLTKEEVW, I VOZFRT IRV R MEERT S-ONEEMR Y Y T 2R LET RV T ETRSEDICK, EORT— AV FZEMT 2RENHY EFITM?
A. action 2.1 cli command "ip access-list extended 101"

B. action 3.1 cli command "ip access-list extended 101"

C.ARNVbFIEL

D. action 6.0 cli command "ip access-list extended 101"

FfR: (ERERTLET)

B . 187
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MESBLTLEEWD, 2y FT—VEBEE TRXTORADIUSH—N—[CT7 IV ERATELIMGETY BREEEZRTCEILENHYFET, A—F—DAERICFEAESNIGRIC . IRXTOITY FERRBTELIEBAEENTIN?
A. aaa authorization exec default group radius if-authenticated

B. aaa authorization exec default group radius none

C. aaa authorization exec default group radius

D.aaa RBEERT A>T I+ I T I)L—TradiusB—hHIL7%E L

EfE:A(QA U REHEKRT D)

The correct answer is A. aaa authorization exec default group radius if-authenticated.

The key part of this question is the phrase "when all the RADIUS servers are unreachable" and "if the user has successfully authenticated." In Cisco AAA, the if-authenticated keyword means that if the authorization server cannot be
reached, the device grants authorization as long as the user has already been authenticated successfully. Cisco documentation explicitly states that with:

aaa authorization exec default group radius if-authenticated

the device contacts the RADIUS server for EXEC authorization, and if an error occurs contacting the server, the fallback is to permit the CLI to start, provided the user has been properly authenticated.

* The current config already has:

aaa authentication login default group radius local

So, if RADIUS is down, login can fall back to the local user database.

* Adding:

aaa authorization exec default group radius if-authenticated

ensures that once the user is authenticated, authorization is permitted even if RADIUS is unreachable. This is the Cisco-supported fallback behavior for AAA authorization.

* B. aaa authorization exec default group radius none The none method means no authorization is performed if the previous method fails, but this is not the Cisco ENCOR-recommended method for allowing access after successful
authentication. The question specifically targets the if-authenticated authorization fallback behavior.

* C. aaa authorization exec default group radius This attempts authorization through RADIUS only. If the RADIUS servers are unreachable, authorization fails and the administrator may not be able to proceed.

* D. aaa authentication login default group radius local none This is an authentication command, not an authorization command, so it does not solve the requirement to authorize commands after login.

ENCOR exam point:

Remember the difference:

* Authentication = verifies identity

* Authorization = determines what the user is allowed to do

For Cisco AAA fallback behavior:

* local is commonly used for authentication fallback

* if-authenticated is the key keyword for authorization fallback when the AAA server is unreachable
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Explanation:

Agent-Based: A, C

Agentless: B

Puppet and SaltStack are generally categorized as agent-based automation tools because they normally rely on managed nodes running a local agent or minion process. Puppet uses agents on managed systems to receive catalogs from
the Puppet master/server and enforce the desired state. SaltStack commonly uses a Salt master and Salt minions, where the minion runs on the managed node and receives commands or state instructions. Ansible is agentless because it
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does not require a resident agent on managed devices or servers. Instead, Ansible connects using standard remote access mechanisms such as SSH for Linux/Unix systems, WinRM for Windows, and network-specific connection plugins
for network devices. In ENCOR automation topics, this distinction matters because agentless tools reduce endpoint installation overhead, while agent-based systems can provide persistent state enforcement and event-driven control. For

Cisco network automation, Ansible is frequently tested as an agentless automation tool using playbooks and modules. References/topics: ENCOR Automation, orchestration tools, Ansible, Puppet, SaltStack, agent-based versus agentless
automation.
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