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R2(config)#ntp authenticate

R2(config)#ntp authentication-key 1 md5 NTP-p455weérd
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The correct answer is D. NTP trusted-key 1.

ntp authenticate

ntp authentication-key 1 md5 NTP-p455wO0rd

To fully enable NTP authentication, three components are required:

* Enable authentication globally

ntp authenticate

* Define the authentication key

ntp authentication-key < key-id > md5 < password >
* Trust the key

ntp trusted-key < key-id >

* The configuration already defines key 1

* The missing step is to mark this key as trusted

O—ALERENA 22— 2—R10 111N BNTP/A 7y FEEBLTVWET BRET T T 5O HICEDK S GHERALETTAN?

* Without ntp trusted-key 1, the router will not use the key, even if it is defined

* A. NTP server 10.1.1.1 key NTP-p455w0rd Incorrect syntax. The key must be referenced by key ID (number), not password.

* B. NTP trusted-key NTP-p455wO0rd Incorrect. Trusted-key uses the key ID, not the password.

* C. NTP server 10.1.1.1 key 1 This command is used on a client, not required to complete authentication on the server itself in this context.

For NTP authentication, always remember:
authenticate # authentication-key # trusted-key

If any of these three are missing, authentication will not work properly.
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import json
from requests import get

Headers = { "Content-Type" : "application/yvang-data+json",
"Accept" : "application/yan®=data+json" )}

l fsl'g T'\i iew.ces ExE", "rmy
foczlg -;j

syices.readlimesy):
Pgin, Pagd\="Device.strip().split(",")

= f“htt.ps //{IP frestconf/data/Cisco-10S-XE-native:native"

BRESHELTLEESD, KT\, ROEREA TN, RETISONEXD 77 A LIZRBFESNBESIC RV YT rEEDESICRRTAEINTTM?
Insert after the for loop:

with open(f"'{Hostname}.json", "w") as OutFile:
OutFile.write(Response)

Insert after the for loop:

with open(f'{Hostname}.json", "& Ile*
OutFile.write(json. dumpsél*‘p xt))

Append §“@“\e for loop:

with open('{Hostname}.json", "w") as OutFile:
OutFile.write(Response.text)

Insert immediately beforie e for Im['pi:
0 0 D
with open(f'{Hostname}.json", "w") as OutFile:
OQutFile.write(json.lo m
A +7>3>C
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OSPF is partially Corifigired. Coniplete the OSPF configurations
on the ABR routers igmachieyerthgse geals:

1.

1 fiZ:

The route for R1 Loopback 0 should not be advertised into
Area 10. Use the partially configured prefix listto accomplish
the task. Do not use the area O.command under the router
ospf configuration section to.accomplish the task.

. The route for R20 loopback 0 should not be advertised out of

area 20. Use the partially configured prefix list to accomplish
this task. Do not use the area 0 command under the router
ospf configuration section to accomplish this task.

See the solution below in Explanation:

Explanation:

Solution:
R2
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event manager applet mac block

event timer | | time 10

action 01 cli command "enable"

action 02 cli command "terminal length 0"

action 03 cli command "show mac address-table address 0050.7966.6800"
action 04 regexp " | o t match

action 05 if § regexp result aq[n______
action 06 cli command "configure Cerminal"”
action 07 cli command "interface SPorts"
action cli command "shutdown"

action . g
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event manager applet mac block

event timer wetchdg | time 10 _

action 01 cli command "enable" - vy

action 02 cli command "terminal length OF ) & ,‘ .

action 03 cli command "show mac address-table address 0050,7966.6800"

action 04 regexp " (Gi.) " t match
action 05 if §_regexp_result eq = 1. |

action 06 cli command "configure terminal"
action 07 cli command "intérface §$Ports"

action 08 cli command "shutdown"

action 09 end

[ wetchdog ' 1 (6h) | [ 1 )

Explanation:

event manager lappletgmacgblock

event timer | watchdog fime 10

action 01 gli jcegmmand Menable"
action 02 @licommand terminal length 0"
action 03 cli command "show mac address-tAbile address 0050.7966.6800"

action 04 regexp " (Gi...) " $_climresult match

action 05 if $ regexp result e§ > 1

action 06 set Ports "$_cdi gesult”

action 07 cli commandy™gomfigure terminal"”
action 08 cli cofimand Yinterface S$Ports"
action 09 cli command "shutdown™

action 10 end
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Guidelines Topology Tasks R2 R3 R1 R10 R20

OSPF is partially configuredt Complet@.tha OSPF
configurations to achieve these'goals:
1. Configure R3 and R20 so they do not participate in a
DR/BDR election process in Area 20.
2. Configure R10 so it is always the DR for Area 10. De
not change the router [D.

Guidelines Topology Tasks

OSPF is partially configured. Complete’the OSPF
configurations to achieve thesgrgoals:
1. Configure R3 and R20%® they do not participate in a
DR/BDR election@#ocess in Area 20.
2. Configure R16,50 itlis alwaysithé DR for Area 10. Do not
change the pouter [D.
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R10
IFfi:
See the solution below in Explanation:
Explanation:

Solution:




Copy run start
Verification:-
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51# show Ip interface brief
IP Interface Status for VRF "default™(1)
interface IP Address Interface Status
Vian100 192.168.10.1 protocol-up/link-up/admin-up
Vian200 192.168.20.1 protocol-up/link-up/admin-up
Vian300 192.168.30.1 protocokUp/link-up/admin-up
Viand00 192.168.40.1 peotocol-up/link-up/admin-up
Vian500 192.168.50.1 . protocol-up/link-up/admin-up
1§ Lidng

'.._n‘:.' i 1 '

>m 'show ripf ] :

ison_reply g=lcli) (g

ison cbject = jYson.lcads (json reply)

HESBLTKESVW, IVOZFIE Ry FIT—VRADEBDTNA AL, U A—T 1 —ADFMEIMEFL  JSONEEIZEDWTT NS ROEEIP7 FLRAZHNTEIRELNHY £9,VLAN 100IETRTDR A v F
ICHFEEL EEBICERASNET , EQOI—FTZERATOIRELNHY FIM?

A. print(json.dumps[ " TABLE_intf " ][ " ROW_intf " ][ " prefix " ])

B. print(json.dumps[ " TABLE _intf " ][ " ROW_intf " J[2] [ " prefix " ])

C. print(json_object[ " TABLE_intf " ][ " ROW _intf " J[1] [ " prefix " ])

D. print(json_object[ " TABLE intf " ][ " ROW_intf " J[0] [ " prefix " ])

Ef#: (EfEERTLET)

The correct answer is D. print(json_object[ " TABLE_intf " ][ " ROW_intf " J[0] [ " prefix " ]).
* Parsing JSON output from Cisco devices

* Using Python to extract structured data

* Understanding how CLI output is converted into JSON format

* The command used:

show ip int brief | json

returns structured JSON data.

* The JSON hierarchy shown in the exhibit:

{
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" TABLE_intf " : {
"ROW_intf": [

{"intf-name " : " VIan100 ", " prefix " : " 192.168.10.1", ... },
{"intf-name " : " VIan200 ", " prefix " : " 192.168.20.1", ... },

]

}

}

* Important Observations:

* ROW._intf is a list (array) of interface objects.

* Each object contains fields like " prefix " (IP address).

* VLAN 100 is used for management and appears first in the list.
* Python Code Analysis:

* json.loads() converts JSON string into a Python dictionary # json_object
* To access VLAN100 IP:

json_object[ " TABLE_intf " ][ " ROW _intf " ][0] [ " prefix " ]

* Why Option D is Correct:

* Uses the correct variable ( json_object )

* Correctly navigates dictionary # list # element # key

* Index [0] corresponds to VIan100 (management VLAN)

* A & B: Use json.dumps incorrectly (this function converts Python # JSON, not for accessing data)
* C: Uses index [1] , which refers to VIan200, not VLAN100
When working with Cisco JSON output:

* |dentify list vs dictionary

* Use indexing for lists ( [0] )

* Use keys for dictionaries ([ " key " ])

Correct Pattern:

json_object[ " parent " ][ " child " ]J[index] [ " field " ]

EFEE: 27



with ncclienfmaniioeriichopcbli@nt="1492 . 168.1.1", port=030, username=" Q' Spanaword='testl123!°*,
- nt ms
(o (" I o 1
Qutput
¢ python get config.py
Traceback (mo2t recent calll Wafk s
File "get config.py™, li@e'Ws 1n <module
With ncclient.manager.gonmact (i t=1192.1¢

F ¥ [ Er o u LI i L ¥ v F FE ek LR,
AttributeError: o L i L L ha i ul ribute ETlad

BRESHBLTCESW RV T EEFTTHE BRIZHIENADRRREINET RV U T FORVDITIXFIZTRETLLIN?
AAVR—bIR—Dr—

B. ncclientf i R— kI R—T v —Mhi

C.ncclient T R—U v —DA iRk— k

D. ncclient W5 DA »iR— K *

IEfE: (EfEERTLET)
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D.TCP 23 FI)Lx v k
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A. Device(config)# no netconf ssh acl 1

B. Device(config)# netconf lock-time 500

C. Device(config)# netconf max-sessions 100
D. Device(config)# netconf max-message 1000

IEfE: (EfgZRTLET)
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B.BFDIZ& Y &y bD—Y ETIEBEBICNT Y FOEREZRETEET,

C.BFD [FIL—TFT 1« VU QUK ZEEMBLET

D.BFDIZ #EHDIL— 2 ZE—DREIL—FELELTRRTEDILIICTEHI LT, MESHZRELET,
E.BFDIX MM RFBETNARAEERHZIRHELET

FfR:CE(QAV MERKT D)
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YR—FEINTLWEAPHAWLAN I SA T MDESITHEEL V5472 FOEBGOBEZEEMITTHEMNTESLIICTSH AP E—FIFENTTH,,
A o—F—F


https://www.jpnshiken.com/q/68950-6458026/
https://www.jpnshiken.com/q/68950-6458027/
https://www.jpntest.com/shiken/350-401J-mondaishu
https://www.jpnshiken.com/q/68950-6458028/
https://www.jpnshiken.com/q/68950-6458029/

B. SEfftE—
CR=ZIJ7—E—F
D.V5472FE—F
FfE: (EfEZRTLEY)

Eﬁ:ﬁ: 35

MESBLTLESW, IPSLAIIL—FIZHRESNATVWET TP 7IX IPSLAICHENRE LIZGEICTA V3 —T7 2 —REV vy MOV L BEBTHHONDEEMT IL v FERETIVLELAHYET TP =
TIEEDHEZFERIANETLLEIN?

A AR RIR—D w7 Ty b EEM_IP_SLAevent sla 10 tREEZ:ZE A AE

B. 1RV Y R—=TU¥ 7T v b EEM_IP_SLAevent k5 v 9 10 KREFETHE

C.ARNY I R—TwF7TLw k EEM_IP_SLAeventsla 10 JkEEX ™ >

D. ARV KIYA—T 7Ly b EEM_IP_SLAevent F5 v 49 10 SREEX ™ >

IEfE: (EfZRITLFET)
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BHRSNIEAVN—FEETRORAN—DFELLBEWNEEIC, EDOTILFXFY R MIMEE—FBNY—RICTIL—=0T Avte—DFFEELETH,
A. IGMPv2

B. IGMPv3

C.PIMTYRE—F

D.PIMR/S—RE—F

IEfE: (EffZRELET)
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Cisco DNA Center® / —R/\9 Y KAPIEM ZEMNLAIZKS Y I 7Uo R ROy T LET IRTOA TV avAFERINSIOFTIEHY FEA,


https://www.jpnshiken.com/q/68950-6458030/
https://www.jpnshiken.com/q/68950-6458031/
https://www.jpnshiken.com/q/68950-6458032/

referred to as Intent AP - — LR e | 7 S

CISCO

Explanation:
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from pythonping import ping
import paramiko
import sys

s= "%s %s" % (sys.argv([1l],'')
sl=s.replace(' ','"')
ip= sl
t= "%s %s" % (sys.argv[2],'’)
r= ping(sl, count=7)
rl= r.success()
if rl '= True:
exit ()
client= paramiko.SSHClient()
client.load system host _keys()
client.set missing host key policy(paramiko.AutoAddPolicy())
client.connect (ip, port= 22, username= usr, password= pswd)
stdin, stdout, stderr = client.exec command(t + '\n')
time.sleep (3)
print(t)
for u in stdout:

print (u)
client.close ()

HESBLTLIEZIV,PythonR V) TR EEFTTDHE EDKSBTILavhNREELETHN?
A.ZDTNAATAASINFaT UV FOHAERTLET
B.ZDTNAATAASNaT Y FOBAZI1TTRRLET,
C.ZDTNARIZFHTAAINZIPT FLRIZSSHEER LF T

D. ZDTNA RATAAINFaAI VRN T+ —I Y SN TWEWHAZFRRLET,

Efg: (EfRERRLETD)
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IVRA—H—DTNARET—EEZRHMDIT7AINDEMED SRET B-DICFERAINDIFEFIENATTMN?
A TJ7ANNY D1t E52FERALEBE 7ML oY LD T 7IRE

B. &Mt 7 7MLV RETH-OOAMREXFRALI-T71 v T 774 L DIREE

C. M LBRF Y VENMEFERLEZ7 7M1 ILOBRAE

D. RESNI-REZFERALTRMD I 7AMILOBEESIHE LUV I aL—FFE5T77MILY U FRY IR
Ff:D(IAV FEEKRT D)
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G0/2

10.2.2.0/24

!

interface GigabitEthernatd/o

Ap«dP 1. 152" 2585.285 55,0

ip nat inside

!

interface GigabitEthernet®/]

ip address 18.58.250.1 255.2%5.2%%.@
ip nat cutside

|

ip not inside source static 19.1.2.100 interface
GigabitEthernet 8/1

A % | 2
GO/0 GO/O G0/1 GO/
a e 10.1.1.0/24 10.50.250.0/24
100.29/24
hostname IDCL

100

Server

MESE LTS, DC2 DY —I_—[E DC1 DF—HAR—ZANSED 5T 4 I MNY—R Ry hT—4 10.50.250.024 % EAT B LEBELTVET, H—N\—ZBRVDEREEIE

DEIITEBHENTVET,

10.50.250.1. COREDERIIESI LY FITM?

A BEEZBHTEZDEY—N\—DOHTT,

B. BEZBITEZDRT—AR—ADHTY,
C.H—N—C,T—AR—ANBEETEFEA,

D. Y—N\—¢&T— 2 R—R LB EZMABTEET,

FfZ:B(aAV FEEKRT D)

The correct answer is B. Only the database can initiate communication.

From the exhibit:

ip nat inside source static 10.1.2.100 interface GigabitEthernet0/1

* Inside local (DB): 10.1.2.100

* Inside global (translated IP): 10.50.250.1 (GiO/1 interface)

* NAT type: Static NAT

* Static NAT creates a permanent one-to-one mapping between inside local and inside global IP.
* It allows bidirectional communication, but only if traffic is properly addressed.
* The server initiates the connection

* The server expects the DB to appear as 10.50.250.0/24 (translated network)
* The server sends traffic to 10.50.250.1 (inside global IP).

LET,AEBT O—/3\)L IP LR
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* The router translates:

* Destination # 10.1.2.100 (DB) ##

* DB receives the request and responds.

* Return traffic is translated back to 10.50.250.1 ##

However:

* The NAT rule only defines source translation for traffic originating from inside (DB).

* It does not fully support proper session handling when initiated from outside unless routing/NAT symmetry is correct.
* In this topology, the expectation and flow mismatch causes only inside-initiated sessions to work reliably.
* The database (inside) can initiate connections outward using NAT ##

* The server (outside) initiating may fail due to NAT direction and expectation mismatch #

* A. Only the server can initiate communication Incorrect - NAT favors inside-initiated traffic.

* C. No communication possible Incorrect - inside-initiated traffic still works.

* D. Both can initiate communication Incorrect - would only be true with correct bidirectional NAT design.

* Static NAT = bidirectional mapping, BUT

* Always check:

* Who initiates traffic

* Which side is inside vs outside

* Whether NAT rules match expected traffic flow

Exam trick:

If NAT is configured as inside source , it primarily supports inside # outside initiation.

Eﬁ:ﬁ: 41

ImpoTT regueEts
o8 The sEthenticanos part i3 omimed for bravity purposss
URL = "hitps:f fdnac fdmay/intent faplfv 1| opolagy fvlandvlan names™

VianMames = requests gt URL headeri=Header ). json()
print{VlanMames]

{Crespons#’; ["Vianl®, "Vian3002Z7 Vian300 1, "Vian 1025, "Vian2046', "Van2009°, "Viand959'), version”: *1.0°)

BRZSBLTLESN, TOFS5Y—IFAPIFUHE L TRZIELEVLANO Y R MZEDESIZ7I9ERTNIEENTLLESIMN?
A. VlanNames(0)

B. VlanName['response']

C. VlanName[Vlan1]

D. list(VlanNames)

IEfR: (EfZzRTLET)
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R10

Guidelines  Topology  Tasks

OSPF is preconfigured on all devices except R30. Configure R30 to

complete these tasks. @
Task 1:

Configure OSPF according to the topolog &ihas& requirements:
« Use Process ID 100. < i

1] l I
» Use LoopbackO for the Ro

« Advertise all networks é F-' c I S c o

= Use network 3 nts under the OSPF process to accomplish
this task. 'Q
&
Task 2:
Configure a /18 summary route for Area 50.

IEfig:

See the solution below in Explanation:
Explanation:

Solution:

R30



Config t

router ospf 100

router-id 10.0.1.30

int ran lo0 , e0/0-1

ipospf 100a 0

exit

int et0/2

ip ospf 100 a 50

exit

router ospf 30

area 50 range 10.10.0.0 255.255.192.0
area 50 range 10.50.0.0 255.255.192.0
end

wr

B 43

EENER . 7oTT7—TNL LU T7oTTZBELI-ROEEOMHBENZAET I-OICFERINIFEIIATTMN?
A. mW

B. EIRP

C. dBi

D. dBm

FEfE:B(QAV EHREKT D)
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Cisco SD-AccessV ) a—2a VIZEWT 277V oIy o/ —FORENIRTTHM?

A. 71— 3 )L—A—%SD-Access 77 T ) v I IZHEHKT S

B. BT FiRA4 > F%SD-Access7 7 T ) v IZ#EEKET S

C.777UvUIP7 FLAZEMENRRY FT—VICF7 FN2A4XT B

D. A& LA ¥3+%y bT—%4 %SD-Access 77 T v I IZ#EHET 5

EfR: (EffZzRTLET)

The correct answer is B. to connect wired endpoints to the SD-Access fabric.

In Cisco SD-Access, the fabric edge node is the device that provides access for endpoints into the fabric. It is the point where user devices such as PCs, phones, printers, and access points attach to the SD-Access
network. The edge node handles endpoint onboarding into the fabric and applies the appropriate segmentation and policy.

A fabric edge node is specifically responsible for:

* Connecting wired endpoints to the fabric

* Serving as the access-layer entry point into the SD-Access fabric

* Enforcing policy and segmentation for connected endpoints

* Extending the fabric to end hosts

This is the main role of the edge node in the SD-Access architecture.

* A. to connect the fusion router to the SD-Access fabric This is not the role of the fabric edge node. The fusion router is used outside the fabric to provide connectivity between the fabric and external networks.
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* C. to advertise fabric IP address space to external networks This function is associated with the border node, not the edge node. The border node connects the fabric to external domains and exchanges reachability
information.

* D. to connect external Layer 3 networks to the SD-Access fabric This is also the function of the border node, not the edge node.

Remember these SD-Access node roles clearly:

* Edge node = connects endpoints

* Border node = connects to external networks

* Control-plane node = maintains endpoint-to-location mappings

* Fusion router = external routing/services outside the fabric

Edge node = endpoint access into the fabric

gﬁ:ﬁ: 45

list = [1, 2]
list = list * 3

print(list)

BRREZSBELTCLESD, 3— FERTROEH X FOEFKRITT M ?
A. [3,6]

B.[1,2]* 3

C.[1,2.1.2.1,2]

D.[1,2]. [1.2]. [1,2]

Efg: (EfEZRRELEY)
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Cisco SD-Access T4V LR Y1 )a1—La VTR ERVY—RBEBIEZTETINETTH?
A.JA4Av¥LRXRarvtkO—5—

B.avrkA—)LITL—2/—F

C. Cisco CMX

D.DNAt 4 —

IFff: (EZRTLET)
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Guidelines Topology Tasks R2 R3

JSPF is partially configuréds Completesthe @S PF
sonfigurations to achieve these goals:

1. Configure OSPF on router R1 agcording to the topology
so that all networks are advertised. Do not use the
network statement undetthe "router ospf" configuration
section to accomplish this task.

2. Configure a singleiCommand on the ABR routers to
ensure only one summary route is advertised to area 0.

IEfiZ:

See the solution below in Explanation:
Explanation:

Solution:

R1

en

Conft

Router ospf 10

Router-id 10.x.x.x - lo0 address

Int range 100, e0/0-1

Ip ospf 10 area 0

Exit

wr

R2

Router ospf 10

Area 10 range 10.1.0.0 255.255.0.0



exit

wr

R3

Router ospf 10

Area 10 range 10.2.0.0 255.255.0.0
Exit

Wr

OR

B 48

REST APITIE, QAuthZ L—L T —V [ FED LS ITFERAEINFITMN?

ANBT7ITVT—a3UICTHADU MADT IV EREHATEH M=V U ERBTEILICEST

B.RESTURLHADEF Y T4 FREEB®RT 5=DDTIL—LT—2&LT

C.RESTURLHDEF a2 ) T4 BHRZE/NY 2T 5D TIL—LT—9&ELT

D. AT T U r—>avica—Y—RiERER®T S LICLY

EfR: (EffZzRTLET)

The correct answer is A. by providing the external application a token that authorizes access to the account.

In REST APIs, OAuth is used as an authorization framework. Instead of giving the external application the user's actual username and password, the user or authorization server provides the application with an access
token. That token allows the application to access specific resources based on the permissions granted.

This is the main purpose of OAuth:

* Authorize access

* Use tokens instead of exposing credentials

* Allow controlled, limited access to resources

* B. as a framework to hide the security information in the REST URL OAuth does not work by hiding information in the URL. It is an authorization framework based on tokens.
* C. as a framework to hash the security information in the REST URL OAuth is not a URL-hashing mechanism. Hashing and OAuth are different concepts.
* D. by providing the user credentials to the external application This is the opposite of OAuth's purpose.

OAuth is designed so that the external application does not need the user's credentials.

Remember this difference:

* Basic Authentication # sends username/password

* OAuth # uses token-based authorization

OAuth = token-based delegated access

Eiﬁﬁ:49
device ip = |
"sitel-cedgeOl™: "10.10.1.11°,
"sitel-cedgell™: "10.10.1,13",
"sitel-vedgeOl™: '"10110°1.98°7

BRESBLTCEEN, F—LEOARTRH 2TILOVARA FEREVEL THET ILENHYET , AZAY FETHEIE EX—LEORTEZ TILELTHANT EXFENTIMN?
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A. T\ ADI5E _{E device_ip.items() I: print(device)
B. T/\1 AMDi5E _ deviceip: print(device)

C. device_ip.items() RDT /34 ADIF A" print(device)
D. device_ip.values() H®D T /N1 RDIHA: print(device)
IEfE: (EfEZERTLET)

B f: 50

A—H—FEETNAAADIDITEDNTRY NI -V ERGEHTE(XEDT T SHEEZIRIMT 5 IEEE BEFENTT H?
A. 802.1w

B. 802.1d

C. 802.1x

D. 802.1q

IEfE: (EfgZRTLET)
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TILFRUA—RETT—42 ETIEEFRATHHRIEAMTTH?
ANAF )T a—F7OralIZ&DBEEF2I)T DAL
B. B & ETHKET -2 DRANZHIBRT 5
C.HERLBEEADH— N7 ITO—FORE

D. EEXRT/\M R IZHhMBCPUEBRZER

EfE: (EfEERTLET)

B[ 52

IVU-TIELEAP #{FAL T RADIUS R—X DB EEHE L TLVET, MS-CHAPV2 (95472 TINARETEREINET, COREIA T2 HHR—FFTBICIX ISETEDTIA— AYy K JOLILEERET
PENHY FTITM?

A. LDAP

B. EAP-FAST

C. EAP-TLS

D. PEAP

EfR: (EffZzRTLET)
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FHRP & SSO M3EWMERITY A2

A. FHRP (3 HHIEDEI Y B TIZEEL SSO FIL—TFT 1 VI DREIZEELET,

B.FHRPIZS— Oz /M DREMZRHEL SSOIFE—FT NS/ AATO I A IILA—N—ZFHLFT,
C.FHRP [FE—DT/\f AN THREFEREMHIF L SSO (FEHD T/ NA ABTREFREETELET,
D. FHRP (I RMED=0HIZ OTV Z#{FEHL  SSO [FIRERIAD-HIZ VXLAN ZFRHLFT,

IEfR: (EfEZERTLET)
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FRNENDETED WLAN [CEREINE TANRT 4 2EET D2 T EENTTM?
A YA+ 25

B.AP4& 4

C.RF42 %

D.RUL—42Y

Eff:D (AU RERKT D)
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Tyia ETFTILTHEEL Python P Ruby HEDEEEHYR— L KRR MZEIZI—CPz U b EA VR P=ILT BRENBEWNWY—ILITENTTH,
A7 T

B.VILEREZ YD

C. A2

D.>x7

Eff: A(QAVRERKRT D)
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Cisco Catalyst Center (IH DNA Center) $ & U vManage / — X/ > K APl O4EIIRI T H?
A BROEEZTINARIZTyaLET,

B.NETCONF 7R O )LE#RELFT,

CXMLEADaAVTUOVERBLET,

D.RESTCONF 7O ha)LZRELFT,

IEfF: (EffZRTLET)

B 57

AT—FLRRBEEEARIE RESTAPIHEUH LICEDEF 2 T HEEZERLEITMN?
AV yxF—R—2Dtvi 3 BiL

B. SSL/TLS s IEAZDIES 1k

C.OAuth2 r—o >

D. APl ¥—

TR (EREHTLET)
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B02 11a > RRM > Dynamic Channel! Assignment (DCA)
Urymambs Channel Awvsgmment Adoporitfum
Chubmrgl Apegrrasd Fathas] W ] it 10 resctes AngtaeTemg: 0

Invwawrke Lhannel Update Osor |

Boodl Forwar AR ietaresm B pratied

oo Concn AP iped ) rubiasd

Ao P T e i =1 peans

Ao, B st ol [ etereecn [ peasies

ChasrE SLLy e | ER0

Ll A Chmmrdgl ANR=gmend B s 800 4

DA Chifisl Sembiraty Madnsm . | 'ﬂdﬁ"— '

Thannsl Walkh I whan ‘i,_w, Jno mmz Chigo mer Oiem
Bt Chach ber P DFS (Rt f_t-w

DCA Channe] L

-

et '.1_
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DCh Channels )
w -
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= s Y

Petended UNIL. T chamraln [ ] Beadided

Lwent Deven RRM

EDRhs

BRESHBLTCESW, TP =7I1X 5GCGHz HE TODIE Wi-Fi FHICEATIMED FS TN a—T4 00 %iT7>CWET, TP =FI& Cisco CleanAir ZHXICL BEUIE Sy TERELELEZA AP IEEXRLETF
BERHLTEFYRILEZEBLERHA,  EDTIV L aVTIOBEERRTEEITH,

A AR LNERBIRIEIR) YV —REBA T avEEBMICTS

B. IFHMGIEWIFITF S 2R8I 54 T a v 2HAMTH

C.DCARREA T avEBICERELET

D. V&8 AP Fi%EE g 54 T a v &aEMILET,

EfE:A (DA LEHREKRT D)
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ERWGAPIRIEHCE VT A7 7HENSRIIEREZRET 2 LX) T4AToavEENTIMN?
A U 54T b EY—IR—HEDOVPNE#E

B. BEICIITLSH =IESSLEFERA L FT,

C. APIZZERET 5 =60 DAAAH—E X

D. R T 7470+ —IL

IEfZ: (EffZzRLET)

The correct answer is B. TLS or SSL for communication.

In basic API authentication, credentials (such as username and password) are often transmitted using Base64 encoding, which is not encrypted. This makes them vulnerable to sniffer (packet capture) attacks if sent over an
unencrypted channel.

* TLS (Transport Layer Security) and its predecessor SSL provide encryption of the communication channel.
* This ensures that even if packets are captured, the credentials remain confidential and unreadable.
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* Cisco documentation emphasizes that APls (RESTCONF, HTTP-based APIs) should use HTTPS (HTTP over TLS) to secure credentials in transit.

* A. VPN connection between client and server While a VPN encrypts traffic, it is not specifically required for API authentication security. The standard and expected method is TLS/HTTPS.
* C. AAA services to authenticate the APl AAA controls who can access, but it does not encrypt credentials in transit.

* D. next-generation firewall A firewall provides traffic filtering and threat protection but does not directly secure credential transmission in basic API authentication.

* Basic Authentication = NOT secure by itself

* Always pair it with HTTPS (TLS encryption)

Rule to remember:

If credentials travel over the network # encrypt with TLS

Eﬁ:ﬁ: 60

Ri1Fahow ip interface brief | inclods 192 168,12
FastEthernet0ra 192168121 YES :lnmurlup

RiFpimg v CUST-A 192.068.12.2
Tyvpe riraps wwquesace 0 aboar
Lending 5, 100-byve ICMP Echos w2 192 168122, timeout is I secondn

Lid L4

Success rate iz 100 pevcent (5 F). reand orip min favg/max = 1/0/1 s

Rifshowiparp 195 168022
n1s

Hz8BLTKIESVW, XY M)V IO T7h2EQIL—F—OEHKEEEZHERLTCVWET . TOC=FIEUE—FI Y FRA 2 MIpingZEETTEFIN ARPI U M) ZHRTEEFLEAARPIY M BFEAE LA
DIEGETTM?

A. 1 >3 —7 x4 X FastEthernet0/0 £ VRF CUST-A [ZERE SN TWS=-H ARP TV R L ED VRFIZHY FT,

B.VRF W MEREIIhBZBE FO0—N\ILIL—FT 425 T—TILTARP 70O Fa LD ESIZHY FT,

C.VRFZ{ERY 51548 £VRFTARPTO Fa)LZEMNTHIHENHY ET,

D.ping A7 RIEFB—NILIL—T 4 o T—TILTEITTILENHY FT,

EfR: (EffZzRTLET)

The correct answer is A. Interface FastEthernet0/0 is configured in VRF CUST-A, so the ARP entry is also in that VRF.

In Cisco VRF implementations, ARP entries are maintained separately per VRF, not in the global routing table. Cisco documentation states that with Multi-VRF CE, ARP entries are learned in separate VRFs, and the user
can display them for a specific VRF. Cisco also documents the command show ip arp vrf < vrf-name > to display the ARP table for a specified VRF.

That means if the interface belongs to VRF CUST-A, a normal global show ip arp 192.168.12.2 may not display the entry, even though ping vrf CUST-A 192.168.12.2 succeeds. The ARP entry exists, but it is stored under
the CUST-A VRF ARP table, not the global ARP table.

* B. When VRFs are used, ARP protocol is disabled in the global routing table. This is incorrect. ARP is not disabled; it is simply VRF-aware and tracked separately per VRF.

* C. When VRFs are used, ARP protocol must be enabled in each VRF. This is incorrect. There is no separate requirement to manually enable ARP in each VRF for normal operation in this context.

* D. The ping command must be executed in the global routing table. This is incorrect because Cisco supports pinging within a specific VRF, and the exhibit already shows the use of ping vrif CUST-A .

ENCOR exam point:

With VRF-aware services, always remember:

* Routing table = per VRF

* ARP table = per VRF

* Verification commands often require the VRF keyword

Eﬁ:ﬁ: 61
FYRI—ODBEET7 TV =3 VICHREINSR/NDSNRIEENL S5 LVTTH?
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A. 15

B. 20
C.25
D. 10
EfE: C(TAY FEHRET D)
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Eﬁ:ﬁ: 62

EBEN LS IN a—T a4 UJICERT S pcap 77 A ILEERTED AP E— RIZENTTH?
A. Local

B. Monitor

C. Sniffer

D. H-REAP

IEf: (EfEZRTLET)

BfE: 63

HEHEENRIE NETCONFOHKH Y IZCRESTCONFEFERAT HZ L ERELE L, ZLDONETCONFR Y 1) 7 MZIE <edit-config> €reate) & WS EENEFENTUVET , CNODRAT— AV MEEBEZTH|ZBICE, ED
RESTCONFiEEF & AT 2 RENHY FTIH?

A. GET

B. CREATE

C. PUT

D. POST

IEfE: (EfgZRTLET)

Eﬁ:ﬁ: 64

REKXT7A T2+ —ILIZIEBEEINTLEDS XD T 7A 70+ —ILIZIEBE I TWVEWEF 2 T AAZXLIEENTIN?
A. &IPS
B.RAT—FIIWTFAT 74 —ILKRY) —
C. SSL VPN

D. NAT

Eff: A(QA U REHEKT D)

The correct answer is A. integrated IPS.

A traditional firewall provides:

* Stateful inspection

* Basic ACL filtering

*NAT

* Sometimes VPN services
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A Next-Generation Firewall (NGFW) adds advanced capabilities such as:

* Integrated Intrusion Prevention System (IPS)

* Application awareness and control

* Advanced malware protection

* Integrated IPS (Intrusion Prevention System) is a defining feature of NGFWs.

* It allows the firewall to:

* Detect and block known and unknown threats

* Perform deep packet inspection

* Stop attacks in real time

This capability is not part of traditional firewalls, which only inspect traffic based on state and basic rules.
* B. Stateful firewall policies This is a core feature of traditional firewalls, not unique to NGFWs.

* C. SSL VPN VPN functionality exists in both traditional and next-generation firewalls.

* D. NAT NAT is a basic firewall/network feature, not exclusive to NGFWs.

Remember the distinction:

* Traditional Firewall # Stateful filtering, NAT, VPN

* Next-Generation Firewall # Adds IPS + Application Awareness + Advanced Security NGFW = Traditional Firewall + Advanced Threat Protection

gﬁ:ﬁ: 65
vBond (& Cisco SD-WAN Y 1) 2— 3D EDLANILTEELEFTH?
A.EEBITL—>

B.avkro—)LFL—>
C.T—4a27L—V
D.A—4%AkL—L3vTL—>
g (EBZRTLEY)

B fE: 66
BHEDERICHITSH RF ESREOETEZXRY RFEFXENTTH?
A EEXMEL

B. BEHZEM/\REX

C. ZEETBEA O —4

D. EFEAMSES

FfE:B(QAY bEHKT D)

BR: 67

CAPWAPORHEH L USMT O Rtz HEHOWLCHCISCO CAPWAP-CONTROLLER.localdomainik R R &I(ZfE&d 5 &  LAPIZAIZZELETH?
A. TRXTOWLC~ADSM!) VTR b

B. EWLCADI=F ¥ X MEHEX

C. FAA VRZHRART HEFADWLSADI=-_F v X FMRHEXK

D. 70— F¥ ¥ X MEHU VIR b

FfE:C(AA U FEHKT D)
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gﬁ:ﬁ: 68

DNS #RALTITANYLRALAN I FO—SDIP 7 FLREEBRTBDIZIE . TIVERARA DV MIEDALI—KR A4 TEERETILELHY FTH?
A. CISCO-CAPWAP-CONTROLLER.localdomain

B. CISCO.CONTROLLER.localdomain

C. CISCO-CONTROLLER.localdomain

D. CISCO.CAPWARCONTROLLERJocaldomain

Eff: A(DA PEHEEKT D)

Eﬁ:ﬁ: 69

HAETAVLRAEBRATEHLAY—30—I VT EDESIZERBEINTIN?

AFLWVIDFO—FZE FHLWWGITRY MDD ISATURMIIP7ZRLRAZFEYYHTET,

B. TNV FA—5—LDIUSAT7F IV MIAFHLLV IO FA—F5—EDT—2AR—=XITEINFET,

C.tDahrA—FLEDIFAT7U b T—EAR—RAFT7UoHA— IO M)TEHFIN FLLVIDFA—F T—ER—XEINBTU M) TEHFINET,
D.VZAF7 YV ETUoA— a2 FB—FDOMIZECIP FURILBER SN, V54TV EBFHLWAP ICEHAEMITONS EC—LLRGEENERLET,
FEfE:C(AA U LEHREKT D)

BfE: 70

IW—F—DWANA A3 —J 2 —RITERAINDZT IOV ETOERVA DS IP7 FLR1010101ZHEDT—VRT—Y a3 U bDHTTP RS 74 vV ERKIRTD LS 749V HATH5EL1DIEENTT
m?

A. ip access-list extended 100

tcp host 10.10.10.1 any eq 80 23 EE L FT
ip any any &R 9 %

B. ip access-list extended 10

tcp host 10.10.10.1 any eq 80 ##EH L F T
ipany any 28R4 %

C.IP79 X 1) X sk NO_HTTP

tcp host 10.10.10.1 any eq 80 ##EH L FT
D. ip access-list extended 200

tcp host 10.10.10.1 eq 80 any #{EBZ L E T
ip any any &R 9 %

IEfg: (EfERELET)

The correct answer is A.

* Block HTTP traffic (TCP port 80)

* Source: 10.10.10.1

* Destination: any

* Permit all other traffic

ip access-list extended 100

deny tcp host 10.10.10.1 any eq 80

permit ip any any

* deny tcp host 10.10.10.1 any eq 80 # Blocks HTTP traffic from 10.10.10.1 to any destination
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* permit ip any any # Allows all other traffic

This perfectly matches the requirement.

* B. ip access-list extended 10 # Invalid - extended ACLs use ranges 100-199 or named ACLs, not 10
* C. ip access-list extended NO_HTTP # Missing permit ip any any # implicit deny all at the end blocks everything
* D. deny tcp host 10.10.10.1 eq 80 any # Incorrect syntax/order

* eq 80 is applied to destination port, not source

* This line is malformed and does not match HTTP filtering correctly

ACL evaluation rules:

* Top-down processing

* First match wins

* Implicit deny all at the end

Correct pattern for "block one thing, allow rest":

deny < specific traffic >

permit ip any any

B 71

OSPF &LEIGRPDEWMEIRITI M ?

A.OSPFIZIPZO b LB E88EFERALET EIGRPIXIPTO L /LB E8IZFERALET,

B.OSPF [ET 74 /L rD/N\AO—247—E LTS5 EFEALET EIGRPETI4IL FONA—2 47— LT10RZEZFEALET,
C.OSPF (X E¥EH 115 #FALF I EIGRP (X EHEH 160 ZFRALET,

D. OSPF [FWI/ILFFHFv¥ R b7 FL X 224.0.05 & 224006 #FRALETEIGRP [T ILFFv X 7 FL X 2240010 ZEAHLFT,
Eff:D(QAAV FEREKRT D)

The correct answer is D.

OSPF and EIGRP use different multicast addresses for exchanging routing information:

* OSPF uses:

*224.0.0.5 # AlISPFRouters

*224.0.0.6 # AlIDRouters

* EIGRP uses:

*224.0.0.10

This is a well-known operational difference between the two protocols and is commonly tested in Cisco ENCOR.

* A. OSPF uses IP protocol number 88. EIGRP uses IP protocol number 89. This is reversed.

* EIGRP = IP protocol 88

* OSPF = IP protocol 89

* B. OSPF uses a default hello timer of 5 seconds. EIGRP uses a default hello timer of 10 seconds. This is incorrect.

* On most broadcast and point-to-point networks, OSPF default hello = 10 seconds

* EIGRP default hello = 5 seconds on high-speed links

* C. OSPF uses an administrative distance of 115. EIGRP uses an administrative distance of 160. This is also incorrect.
* OSPF AD =110

* EIGRP internal AD = 90

* EIGRP external AD = 170

Memorize these protocol identifiers:
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* OSPF

* Protocol number: 89

* Multicast: 224.0.0.5/224.0.0.6
*EIGRP

* Protocol number: 88

* Multicast: 224.0.0.10

B 72

YANG T—42 ETIITERAING 2 2070 FaNIEENATTMN? (2 DFIRLTLESLY,)
A. HTTPS

B. SSH

C.TLS

D. RESTCONF

E. NETCONF

EfE:DE(Q AV EHKT D)

BHiE: 73

Wi-Fi T/ ADFBEATI RN F—ZBEST S -OIEAERESNETH?
A. dBm

B. EIRP

C. mwW

D. dBi

IEfE: (EffZRnmLET)

Eﬁ:ﬁ: 74

IVOZTHRREBHDFYRINERAXTVY U LTRERT IV ERRSA D FEFTIENTEDAPE—RILZENTT D,
AARX=T7

B.7UwY

C.E=-4—

D.O—AJL

EfE:C(AA U LERKRT D)

BiE: 75

A=y b TYPTRERT 74T+ —ILEFERT S ETEASAD 2 D2OH LR To#ERITENTTH?
ROBIRL TS =S ,)

A fRERAML

B. NAT

C.77U7Tr—avNILOBE

D. VPN

EERXT—FINWNRTY R A VARG 3


https://www.jpnshiken.com/q/68950-6458068/
https://www.jpnshiken.com/q/68950-6458069/
https://www.jpnshiken.com/q/68950-6458070/

EfE: (EZRTLET)

Bf: 76
EDQOT—2 M ISON THEYNIZT+—T v FSNTULETHM?

"name":"Peter”

'ﬂe.:'zﬁﬂ

"likesJson®:true
"characteristics":["small","strong", 18]

"name®: “Peter”,

laﬁi: l25li.

“likesJson®; lrue,

“characteristics™: ["small®,"sirong","18%),

“name”; *Peter”,

"99e". 25",

MkesJson®: true,

*characteristics®; ["smail","strong", 18]

*name®: Peler,

"age™: 25,

"likesJson®; ruej _
"characterigtics™} ["8mallf,"Stréng" " 18],

A F+7>3>D
B. 7L avA
C.#7+3>C
D. A7 3 B
IEfE: (Ef2ZRnTLEY)

A 8972350-401J R RE L (FJPNTest.comiZfit 4 350-401JRERIZEKRT B2 LRI B ET ! JPNTest.comldx S H#7350-401JRERRIREE #1264t L £, JPNTest.com 350-401JiRERRAIREE XL SEHSnFELT-,
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Guidelines Topology Tasks

-
Configure R1 according to the topology togadfieye these results:

1. Configure eBGP usinglooRback O for the router-id. Do not use
the addrass {agfil\eBommand to accomplish this.

2. Advertise RT's Loopback 100 and Loopback 200 networks to
AS200 and AS300.

1E fiz:

See the solution below in Explanation:
Explanation:

Solution:

Solution on R1:



R1# copy run start
Verification:

OR

BfE: 78
BREIDATUR RZRY FERERADZEATDIZKS YT 7R FAYITLT 4258 —7 4 X Loopback0 ZH%Z L, finterface Loopback0. changed state to Administratively down & WL\5 05 A v t—T%2EL
FEEICAYE—DFOJICRBETHIEEM 7 ILY FEERLET, IRTOATY FRMERASINEIDOITTIESHY FHA,



event Enable LoopbackO

avent "Interface Lcopback(, changed state tc admini ra.t vely down

action 1.0 cli cocomand "enable”™

actien 2.0 cli command "configure terminal®

action 3.0 ¢li command "interface loopback O"

action 4.0 cli command "no shutdown"”

action 5.0 "Loopback( haa been enlblec”
action 6.0 ¢cli ccemand “"end"

1E fi#:

syslog msg

syslog pattem

manager appiet

manager detector

— — -— — — —
avens manager applet nable_ Loopbackl | syslog msg |
— 5 5 ; T e e e

event syslog pattern "Interface Loopback(, changed state to acdministratively gdawns syshoq pattemn

action T.0 cli ccmmand "enable" st AR e T e

acticn 2.0 cli cocemand "configure terminal® I manager sppict L

action 3.0 cli command "interface loopback 0" e

acticn 4.0 cli command "no shutdown™ manager detector I
—

action 5.5' syslog msg "Loopback( has been enabled3

action €.0 ¢li ccemmand "end®

Explanation:

eﬂrn‘:| E———— ]!nable Loopbackd [ Syso msg I

u'mn':| syshog pattem |"Int.r‘ncn Locpbackd, changed stats =o n&n.m.l-rl:rﬂrl'- W"' _ l sysiog pattem 1

acticon 1.0 cii command "enable"™ o .‘j . ;

action 2.0 eli essmmand "configure terminal” il \ y I Imanager applel i

action 3.0 ¢li command "interface locopback 0" W %

action 4.0 ¢li command "no shutdown® v, ' 3 B B l_ manager detectar ]

action 5-£'| syskog meg i“I.-&:rp‘I:nf:kC' has beeg unu-bj.'n '- -

action 6.0 ¢li command “end” - 1 L - )

_ a P
\ llllll X
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T—RETYIVIEEBIEDLSICERSINETH?

A ZBETELRVERMIDBEICEE SN Y FT—VERERT
B.AVIZR NI VFYHADIEBELT—2DRNEETILIET S
C.RU )T rEBIZABIGZO IR FRET S

D. T—AR #fE(C#EEIL YIL—Tit BRIl #HETEDL5127 53
Eff:D(QAAV b ERKT D)

B : 80

SSOIFHSRPE ED K SITEELT Ry FI7—Y O FR/RICHIZ £9H,

A.HSRPARI LTINS RALEDAZ VINARPIZT T A INA—N—TEBLS5IZLET,

B. HSRPW T IL—THDBDRA v FE T T4 THEHSRPRA wF & LTEBIRTESL3I12LFET,
C.UVIBEBENRELIBEDERI T AIINA—N—FRIALET,

D. R4 Y FA—N—BOBHMDIL— MR- T—AEEEFDICLET IN—Ta 27 TAFILPBRELET,
FfE: (ERZRTLEY)

B 81

Cisco SD-Access ik / — FIZED & S HHEEZEITLFETM?

A ET7TIVYIEEE) —RFED LA VIBIEERZHEILIT HERENZEES

B. 777Uy Y %WEL TROTZ7IVYIERIELA V2R v FIZERTH-OIEREINET,
C.UE—IFEREEHZELTEIZ IV I TNARIZD7Z T v ONRERELET,

D. 77 VYO TNAREFET 7TV TNRARBD LR VT EEFTL RKHMOARY FT—VFZN LTSI T v I EL—T42JLET,
T (EREERLET)

Eﬁ:ﬁ: 82

Crsco-105-XE -natve GagabetE themel |
nama" 1"

it |

Toraarcing” “MANAGEMENT

o !
address™ |
"primary” {
adaress™ “1000.151
mask™ “255 255 2550

mop™ [
enabled™ false

Cisco-105-XE -othemet nipgotighon™ |
aula™ bue

AMTEMESBLTCESVD, R=Ry FERESTCONFY VTR MIFS v J&FAYTLT COLARVRERT UV IR MEERLTLEZS WV, TRTOA T a v EREINLI DI TEHY FEA,
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URL - http:/ri0.10.10.10/sestcond fapi/ running/ rative/

HITF Verb- |

soar o™ CISCO

H.l.&i:l-i ~applicat vll ang.daca+iscn

Auvthentication-privileged level Lﬁ%@ als

AR A
W™

interface/GigabitEthernet/ 1/ GET
7 .
1E fiZ:
URL = hitp://L0.00.10. 00/ sentcant/apl/ ranning/ nat '.f_%.rl irteriace/ GagakatFthernet/ 1/ ]
HITPF Verb- GET j * (j‘*‘ i
Sody- WA !._‘__-.-

i}

Hoadeze~ Acoege | 'lﬂ.’hﬂl:{éﬁ{ﬁ#.mﬂ-uli' jsen
—————— ™y

Authentication-privileged level Lﬁ.t_cg;vlfﬂl tials

'\o-:{'\.r

Explanation:
URL - hetp://f10.10.10. L0/ restcont /api/running/native/ [ interface/ GigabstEthermet |/
HTTF Verb- GET -!
Body- N/A
ihlilx--i- Accept --ppucnﬂ.gn;"ﬁd.m.dunjsn

Authentication-privilaged level .l.i:f,f.'ill-ﬂll'ntilll

CISCO A

Eﬁ:ﬁ: 83




Edge-3#show lldp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

Device ID Local Intf Hold-time Capability Port ID
Core-SW.cisco.lab Gi0/3 120 R Gi0/3
Edge-2.cisco.lab Gi0/2 120 Gi0/2
Edge-1l.cisco.lab Gi0/1 120 Gi0/1

Total entries displayed: 3

uz= []
client = paramiko.SSHClient ()
client.load system host keys()
client.set missing host key policy (paramiko.AutoAddPolicy())
client.connect (192.168.1.1, port=22, username='cisco',6 password='cisco', allnu_ggunt=Fnlsn)
stdin, stdout, stderr = client.exec_ command('show lld neighbors\n')
u=20
for u in stdout: |
if 'Router' not in u and 'Capability’ not (in u and 'Repeater' not in u:
if 'Device ID' not in u and 'displayed' not in u:
ull0l = u.split()
if len(ul0l) "= 0:
u2.append (ul0l)

BRZEZSBELTLESN, 23— FIIEIZERITIOTLLOIMN?
A.LLDPRA N— L ZDHEED Y R FEERLFET,

B. ) E—42—#E%#FEDDIL—32—DURAMEERLFET,

C.LLDP XA N—Dho v bEEKRLET,

D.LLDP %A/ NN—DHRRA FEDHAEET VR MEFERLET,
Ef:D(AAV bEHRKT D)

Eﬁ:ﬁ: 84
Cisco SD-Access Y b T—9 7—XTOF ¥ TIE EDTIVER LAN—DT7r—TILEBEBEERHANT T —LA 2y b T—JIZRETTH?


https://www.jpnshiken.com/q/68950-6458079/

ARAYFIFELERTARAMNIEA—2avELVaA7TNA RIZEREINET,
B.RAAYFIERILEBTYIV AR 74 vENTHY HLREEEZEEICE—DEELAHYET,
C.RAYFIF RALLS¥—DFNARELRELVTRDT/NSA RIZHORY VY EFET,
D. R4 v FIIELREHMT /N RIZHEHEINFET,

FfR: (EREHETLET)

Eﬁ:ﬁ: 85

Cisco SD-Access 7 —F TV FxITHFTHF—N—L A%y FT—U OFHIEFTT M ?

AT7oF—LAXY RNT—DTLAN2I ST 4V ITHEFEDCTSHEDITILFXFVYAEYR—FLET,
B.*y I —V BT E-OICFEREIND MENGIL—F—ERMYTFOITIL—TTEBBEINTLET,
C.HREDIN—TAVIT7IAFFEFERALT R FIT—VDNTH+—T VR EGAALERBLET,

D. RERrY hIT—VBDNEHEMERY FT—U DO DRI ZRBLET,

EfE: (EfEZRRLET)

The correct answer is D. It provides isolation among the virtual networks and independence from the physical network.
Cisco SD-Access is based on two main layers:

* Underlay network # Physical infrastructure (routers, switches, IP connectivity)

* Overlay network # Virtualized logical network built on top of the underlay According to Cisco ENCOR architecture principles, the overlay network:
* Uses technologies like LISP (control plane) and VXLAN (data plane)

* Creates virtual networks (VNs) for segmentation

* Provides end-to-end logical separation (macro-segmentation)

* |Is independent of the physical topology

* Enables scalable and flexible network design

Thus, the overlay abstracts the complexity of the underlay and ensures isolation between different user groups, departments, or tenants.
* Directly describes virtual network segmentation

* Matches Cisco's definition of overlay abstraction and independence

* Core principle of SD-Access fabric design

* A. Multicast and Layer 2 flooding relate more to underlay or legacy designs, not overlay behavior.

* B. Describes the underlay network (physical devices), not overlay.

* C. Refers to traditional network design, which SD-Access replaces.

* Underlay = Physical IP network (reachability)

* Overlay = Virtual segmentation & policy (VXLAN + LISP)

Overlay = Abstraction + Segmentation + Independence

Eﬁ:ﬁ: 86

HEDXY FT—VEREDY FO—FBRIOBEIEEIRHT S Cisco SD-Access A UR—FR Y MEIENTITH 2 DFIRLTLEZEWY),
A D277V v F—nN—LA

B./\—hF—IOaLRTLA

C.xy rIT—UHIEMTSy b T+ —L

D. %y b I—H9F—8 TS5y b T —L

E.xy hT—OTF78—LA
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EfR: (ERERTLET)

B 87

AS 30
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eBGP is configured on R2 and R3. Cénfigure’RY to gomplete these
tasks.

1. Using the address-family command, configure €BGP according
to the topology. Use Lodpback 0-for the router-id.

2. Advertise R1's Loopback O, 10, and 20 networks to AS 20 and
AS 30.

IFfi:

See the solution below in Explanation:
Explanation:

Solution:

router bgp 10

bgp router-id 10.1.1.111

no bgp defa ipv4-unicast

nei 209.165.200.226 remote-as 20

nei 209.165.202.130 remote-as 30
address-family ipv4

neigh 209.165.200.226 activate

neigh 209.165.202.130 activate

network 10.1.1.10 mask 255.255.255.255
network 209.165.201.10 mask 255.255.255.255
network 209.165.201.20 mask 255.255.255.255
wr

Eﬁ:ﬂ: 88

Cisco Catalyst SD-WAN Y kD —9DT—2 TL—2 X2 T4 ZIRIMT HHEELXENTTH?
A. IPsec

B. IPS

C. TLS/DTLS

D. SSH

IEf%: (EfgZRTLET)
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EFHE]: 89

FlexConnect €E— F TEIET 5 AP D4 EIZRITT H\?

A ZDOE—FTIE AP U547 LT Dotix BBEEEHHR—FShFERA,
B. 75472 FBEEXEIZAP TEITINFET,

C. FlexConnect ' )IL—F(£ 80211 r & O—I V5 & HR— T BRELAHY FT,
D. REIXa> rO—FTIEAG< AP ETEEITHONET,

Ff:D(QAV bEHEKT D)

Eﬁ:ﬁ: 20
BREGZSHRLTLESL,
with manager connect(host=192 168 0.1, port=22

usermname="admin’, password="password1’, hostkey vernfy=True
device_params={name’ nexus’))asm

O— RFRZRY MEAIZERT H5DTL £ H5H7?

A. Cisco Nexus T/3\f AAND—FIEIERZER L APIFUVE LICERT S =0 o ZMBLET,
B.RFESNTLS SSH X—%#FAL TSSHERZERL NAT—KIERINET,
C.RRFF—HELWEE FoRILEHE OTAVERED T ELELET,

D. Cisco Nexus T /3 A~®D ncclient ##EZzMAE . 2> TF X FOEBG TN ZHFLET,
Ffa:D(aA AV FEEKRT D)

B 91

Cisco StackWise 7543 1) XA v FDREINEKHONZDIENDTTHN?
AXRFYDAIUN=—DT AT ) T4 ENKUSIMEIZERESINfLE
B. XAV TZ4< )My banftE

C.LUBWEBEEDRS vy FARE Y IICEBMENEE

D. XA AUN—IZBEENRE LGS

IEfR: (EfEZzRTLET)
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The correct answer is D. fabric edge node.

In Cisco SD-Access, the Anycast Gateway provides a consistent default gateway for endpoints across the fabric. This allows endpoints to keep the same gateway behavior regardless of where they attach within the fabric.
The fabric edge node provides the Anycast Gateway service for connected endpoints. It is the node where endpoints attach to the fabric, and it performs the first-hop gateway function using the distributed Anycast Gateway
model.

This design provides:

* Consistent default gateway addressing

* Simplified endpoint mobility

* Optimal forwarding within the fabric

* Distributed first-hop gateway services

* A. fabric border node The border node connects the SD-Access fabric to external networks. It does not provide the endpoint Anycast Gateway service.

* B. control plane node The control plane node maintains host tracking and endpoint-to-location mappings using LISP. It is not the default gateway for endpoints.

* C. intermediate node An intermediate node only forwards traffic inside the fabric underlay/overlay path and does not provide gateway services to endpoints.

Remember these SD-Access roles:

* Fabric edge node = endpoint connectivity + Anycast Gateway

* Control plane node = endpoint mapping database

* Border node = external connectivity

* Intermediate node = transit forwarding

Anycast Gateway in SD-Access = Fabric Edge Node
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The correct answer is A. client.

In Cisco 802.1X / network admission control terminology, the supplicant is the endpoint device or client software requesting access to the network. Cisco documentation describes 802.1X as a client-server access control
model in which the client must be authenticated before gaining ac cess, and the network device relays authentication messages between the supplicant and the authentication server.
* Client = Supplicant

* SW1 = Authenticator

* RADIUS server = Authentication server

* R1 = transit/network infrastructure device, not the supplicant
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The supplicant is the device that is trying to join the network and provide credentials. In the diagram, that is the client. Cisco also defines the three 802.1X entities as supplicant system, authentication system, and
authentication server system, with the supplicant being the endpoint such as a PC.

* B. SW1 SW1 functions as the authenticator, controlling access to the network port and relaying EAP messages.

* C. RADIUS server The RADIUS server is the authentication server, not the supplicant.

* D. R1 R1 is part of the network path in the figure, but it is not the device requesting admission to the network.

ENCOR exam point:

For 802.1X / NAC questions, remember this trio:

* Supplicant = endpoint/client

* Authenticator = switch or AP controlling access

* Authentication server = RADIUS / Cisco ISE
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Explanation:
A screenshot of a computer Al-generated content may be incorrect.
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The correct answer is A. The script retrieves device information by sending HTTP requests to the device ' s API endpoints.
The script uses the Python requests library:

response = requests . get( url )

* This sends an HTTP GET request to:

http:// < device _ip > /api/device/info

* This indicates communication with a REST API endpoint exposed by the network device.

* Builds a URL using the device IP

* Sends an HTTP GET request to the API

* Checks if the response status code is 200 (OK)

* If successful:

return response . json()

# Converts the API response into a Python dictionary

* Prints the retrieved device information

* The script is clearly performing a read operation (GET)

* It interacts with a REST API

* It retrieves device information, not configuring anything

* B. Configures device settings via secure connection # No POST/PUT/PATCH methods are used # No HTTPS or authentication shown
* C. Establishes SSH connection # No SSH libraries (like Paramiko or Netmiko) are used

* D. Parses JSON into tabular structure # It only returns and prints JSON # No formatting (like pandas

/table conversion) is performed

* requests.get() # Retrieve data (READ)

* requests.post() / put() # Modify or create data
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* .json() # Converts API response into Python dictionary
Key takeaway:
REST API + GET request = data retrieval from device
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The correct answer is D. Interface loopback 100 is removed from the configuration.

In REST-based APIs, the HTTP status code 204 No Content means that the request was successfully processed, but the server does not return a message body in the response. For a DELETE operation, this indicates that
the targeted resource was deleted successfully. Cisco RESTCONF examples use standard HTTP response behavior, where successful DELETE requests can return 204 No Content to confirm that the configuration item
was removed.

The exhibit shows a DELETE request for interface Loopback100. A 204 No Content response means:

* the request was accepted,

* the operation succeeded,

* and there is no response payload to return.

Therefore, Loopback100 has been removed from the configuration.

* A. Interface loopback 100 is not found in the configuration. If the resource were not found, the server would typically return 404 Not Found, not 204.

* B. Interface loopback 100 is not removed from the configuration. This is the opposite of what a successful 204 DELETE response means.

* C. The DELETE method is not supported. If DELETE were not supported, the expected response would typically be 405 Method Not Allowed, not 204.
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ENCOR exam point:

For Cisco automation and RESTCONF questions, remember these common HTTP meanings:
* 200 OK = successful request with content

* 201 Created = resource created

* 204 No Content = successful request with no response body, often seen with DELETE

* 404 Not Found = resource does not exist

* 405 Method Not Allowed = method not supported
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Explanation:
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Router? show running-ceonfig
DUMP

! lines omittedifdpibrevity

username cisco password 0 cisco
asa authentication login groupl group-gids@s line

line con 0

pasaword O .Cil_'i:#!..ii':: \ il L I l ' Dl’lﬁ,ﬁgi
login authergication groupl c I S C 0

line vey O 4

paspwszd 0 [cDMEHUPS
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aaa authentication Iogmwm radius enable

. ?‘5
aaa aulhenﬁew- ogin group2 group radius local

line con0
login authentication group2
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PC1 _[Deviceinterface [IP
R1_ |e0l0  [10.10.1.2
Swi_ | VLAN 10 [ 10.10.1.1
Swi__|VLAN 12 [ 10.12.1.1
Swi__|VLAN 14 | 10.14.1.1
PC1__|VLAN 12 [10.12.1.2
PC2 | VLAN 14 [10.14.12
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Guidelines Topology Tasks

The Operations team started configuring several
_nfonitofing dctivities, Complete the configurations for the

tasks below. °

“ Enable'Plexible NetFlow on R1 E0/0 in both directions
using the pre-configured flow monitor.

2. Configure the switch port analyzer on Sw1 and mirror

all VLAN 12 iraffic to interface E1/3 using session
number 12.

3. Configure a basic IP SLA ICMP echo operation on R1
to ping PC1 every 300 seconds.

IF fi:

See the solution below in Explanation:
Explanation:

Solution:

R1

Config t

Int et0/0

Ip flow monitor Monitor-R1Flow input
Ip flow monitor Monitor-R1Flow output
Exit

Ip sla 1

Icmp-echo 10.12.1.2

Freq 300

Ip sla schedule 1 life foreve start-time now
Swi1



Config t
Monitor session 12 source vlan 12
Monitor session 12 destination interface et1/3
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The correct answer is C. A point-to-point Layer 3 underlay network with jumbo frames enabled .

In Cisco SD-Access , the fabric is built on top of an underlay network . Cisco documentation states that the SD-Access underlay uses a structured Layer 3 foundation and a Layer 3 routed access design , where the network
elements establish IP connectivity through routing rather than relying on Layer 2 adjacency. Cisco Catalyst Center LAN automation documentation also describes the underlay links as point-to-point Layer 3 routed
connections .

This makes Option C the best answer because it matches the recommended SD-Access design approach:

* Point-to-point Layer 3 links in the underlay

* Routed access instead of Layer 2 campus meshing

* Jumbo frames enabled to accommodate encapsulation overhead commonly associated with fabric technologies such as VXLAN in software-defined fabrics, which is a standard design consideration in Cisco fabric
deployments.

Why the other options are incorrect:

* A. A fully meshed Layer 2 topology This is not the SD-Access design model. Cisco SD-Access is not based on a campus-wide Layer 2 mesh; instead, it uses a routed Layer 3 underlay.

* B. A fully meshed Layer 3 topology SD-Access does require Layer 3 underlay connectivity, but not a fully meshed Layer 3 topology . Cisco recommends a structured routed access design , not an every- device-to-every-
device full mesh.
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* D. A point-to-point Layer 2 network with LACP between devices for redundancy This contradicts the SD-Access underlay principle. The underlay should be Layer 3 point-to-point , not Layer 2 point- to-point.
ENCOR exam point:

For Cisco SD-Access, remember this core design rule:

Underlay = routed, point-to-point, Layer 3 foundation

Overlay = virtualized fabric services on top of that underlay
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event manager applst SRV-1-Up
event sysleg pattarn “Line protocol on Interface GigabitEthernetd/0/9, changed state tu:
action 1.0 cli comsand “enable* M|
action 2.0 cli command “configure terminal”

action 3.0 cli command “Interface GigabitEtharnetld/0/10*

action 4.0 cli command “no shutdown®
action 3.0 cli command “end”

event manager applet SRV-1-Down
event syslog pattern "Line pretocol on Interface | l s changed state to wp®
agtion 1.0 eli sommand “enable"”

action 1.0 cli command “configure tearminal”

action 3.0 cli command “Intarface GisabitEtheristd/f0/10s

action 4.0 cli command ™ -

action 5.0 cli command "ead™ = _ e
o ] AR [clfemmon]
| No shutdown ' [ , f l_‘-"fm

1E fiz:
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avent manager applet SREV-1-Up

event syslog pattern “Line protecel on Intarface GigabitEthernatd /0/%, changsd stats to ]
action 1.0 cli command “snable" &

action 1.0 cli command "configure terminal”

u:uuﬁ.l.n cli comménd “Interface GigabitEthernsatd/0/10%

580 oni4 .l cli oﬁﬂ '-rIM.__:hutdnn'
act O cld e
avent r applat“SRV-1-Down
nk syslog, patiern “Line protocol on Interface| Ggabifthemetd/ly ] ; changed state to up”
e
N 0

_'!Tmhquﬂ tarminal *
action 3.0 cli command ;Intarfacs GimahitEthernatd/0/10*
sction 4.0 cli command " Shutdown d
action 5.0 cli command “end”

o ]

{ Shutdcean i U [ J GigabrEthernat 0/ 10

Explanation:

event manager applet SRV-1-Up
svent sysleg pattern “Line protocel on Intsrface CigabitEthernetd/0/9, changed stats to Dicrwn
action 1.0 cli command "snable"” :
sction 3.0 cli command “configure terminal*

sction 3.0 cli comsand “Interf{ace GigabitEthernetd/0/10*
action .0 gli command “ne shutdown®
action 5.0 cli command “end*

avant msanager applet SRV-1-Down
svent syslog pattern “Line protocol on Interface [ MEW@ ., changed stats to wp*
sction 1.0 cli command “enable” B < B

action 2.0 eli command “confllgure terminal"

action 3.0 cli command * tEthernetd/0/10"

action 4.0 cli command " Drtchrpri i~

agtion 5.0 cli command ~efd™
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Qo8 Map Config
Up Stream
Lpaly

UP o DECP Map List

sl PO Ly ol

i

&d

FESRLTLKESVD, TP 270/ F v UNRADOFH L VEYICERQOSHEEEZBEALFLL , I RXTORY FT—I T/ RIFB021pBEEZ T EHR—FLTVET , WLCOREEM ofildiHoMY £ h 2
AWLC DERETIE, 7V ER FIL—TOEIYETIZESVT FS T4 vV OBEIBLAFIFONET,

B.WLC (X BEEICEDWNT I, 74 v I EREITHEHICT, TS5SFF d—ILK IIN— TOVIDULRILEFERALET,

C.WLC OFEIX, 7Y TRAKM)—L AP HI 5 DSCP EZ#MA L ET,

D.WLC DERETIX, A—H—T—2D ToS LRILDELEEF IPEEELANILIZIYEVILET,

EfE:D (A RERKT D)

The correct answer is D. The WLC configuration maps user data ToS level priorities to IP precedence levels.

The exhibit shows the QoS Map feature enabled on the WLC and, under Up Stream, the option UP to DSCP Map is selected.

This means the controller is taking 802.1p User Priority (UP) values and mapping them to DSCP values for upstream traffic. Since 802.1p is a Layer 2 priority marking and DSCP/IP precedence are Layer 3 QoS markings in
the IP header, the WLC is performing a priority-marking translation from user priority into IP QoS markings.

In ENCOR terms:

*802.1p UP = Layer 2 Class of Service marking

* DSCP / IP precedence = Layer 3 QoS marking
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* The WLC is configured to map UP values to DSCP values

* A. The WLC configuration prioritizes traffic based on access group assignment. This is unrelated to the exhibit. QoS mapping here is based on 802.1p UP values, not access group assignment.

* B. The WLC uses the Platinum, Gold, Silver, and Bronze levels for traffic classification based on priority. Those are older WLAN QoS profile names, but the exhibit is specifically showing UP-to- DSCP mapping, not profile-
based classification.

* C. The WLC configuration inherits DSCP values from an upstream AP. This would align with Trust DSCP Upstream, but that option is not selected in the exhibit.

For wireless QoS questions, remember these mappings:

*802.1p / CoS / UP = Layer 2 priority

* DSCP / IP precedence = Layer 3 priority

* If UP to DSCP Map is selected, the controller is converting Layer 2 priority markings into Layer 3 QoS markings.
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IPv4 ZEH LTS & ZEIZCiscoAP AN WLC R TESKSIZTBICIE EMDNS La— K 24 THRETTH?
A.NSLO—F

B. CNAMELaO—k

C.La—F

D.SOALa—F
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T—AEUA—ICBASNEIRMR T 7A T O+ —ILITAIHNSRETLIDTL £ 5H?
A. DMZ Web H—/\—Dffz 5514

B. DDoS

C.taT414HKE

D. VI RF ¥ R—ZADIILITT

IEfE: (EfEZRnTLEY)
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IVPZFIE OSPF7AERAD T TINICKY Ry FT—UICELNFHEE LI-IHFEIISyslog*r v E—VEFEETIHIEEMT Ty bR T IBENHBYET TP TREDISIBT I IVEETIRETLLD
me

AR IR —T ¥ 7 TL v bk LogMessage

AR MIL—T 4203y FT—%5 172.30.197.0/24 2 A T all

A. 723> 1syslogiif§ OSPF )IL—T 42T T5—]

B. 77> 3>1syslog *vt— OSPFIIL—T 429 T5—)

C. 773 3> 1syslog EEiAH "OSPF L—FT 42T T5—"

D. 743 321Syslog/N\2—> OSPFIL—T 4 V5 IT5—]
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Cisco SD-Access 77 T v IIZHBF52 D2DT/INA R A—JLIZATETHN? (2 DFBBIRLTLESLY,)
A EBER/—F

B.Ty> /—F

C.vBonda > tA—5—

D. 79 RRAYF

E.JO7RXRAYF

EfR: (EREERELET)
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VXLAN [2&115 VTEP DHEEE X ED K STGET U a2 TETH?

A. O—AJLVXLANA —H Ry h T A F ETHESILREZHATT S
B. VXLAN Ethernet7 L— LD H T IL{L & h TILILfERR

C. IPv6M IPVA VXLANAD S T4 v oD oY) VY

D. IPvAM 5IPV6 VXLANAND 5 T4 v I D bR 2T

IEf#: (EfZzRTLEY)
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RESTAPIZHXa ) T ICBAL TIWTZHRBHAL TLWASERITENTT N ?

A BREREICRBT HEHICERSNDI T O—FSNFISON—T
B. RFEICHEAEINSITYO— FENIZISON =S ¥

C. L ERASNIBESIESNIIJSON+—Y =~

D. ARICERA SN SES{LENI=JSON =5 ¥

EfE: (EREETLET)
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AETECELRVEEEDA—ILEE DI ETIALRTLOMBILEZEET S

B. AVTFUVREHR—FEBRIETIH-ODE—OTO I EETILORE
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A 7L T TRE

B.O7H#* Y bI—0,ETHOERRRY RT—9~DDDoSKHE4XHIET S TILEA LDOBEERE
C.VxTJ b7 4 vY OEIRIE B

D.xy bT—9 LDA—HF— TNRARX +ST49ID)TILEA LEHE

IEfE: (EfZRITLET)
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B3 JSON D7 A ILERTT DRTYIET ENTTH?

"hostname®: "“"edge router 1"

"interfaces": |
"GigabatEthérnetl/1"™
"ecagabi'tEthernetl /2"
FGigabitgEthernetl /3"

"hostname™: Mpdgaitoutaer 1"

“"interfaces": 1" .
"GigabitEthernetctl /1"
"GiganmitEthernetl/2"
"cigabitEthernetl /3"

"hostname": "edgei(¥Youter 1%,

"interfaces®: {
"GigabitRthernetl /1",
"GigabitEthernetl/2",
Tgéqabitﬂthernetlfﬂ",

'"I'- ' g 4
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Teffname®™ : “edge routern L™
¥interfaces": |
"GigabitErharvetl /1™,

"GagabitEthernatl/ /2",
*GigabitEthernetl/3"

D.
IEfE: (EfgZRTLET)

HH: 132

event manager applet config-alert
event chi pattern "conf L™ sync yes

HESRLTLESD, A—F—DREE-FICOYVBREEC 2y P T—I IV DFICENT ARENHYET  SNMP SV TEEBRLALOAT A v E—VUERETIHICE EORY YT rEERTRIELL
TIMN?

action 1.0 s__nmp;trap, sirdata "Configuration change alarm®
action 2.0 syslog msg “Cenfiglration change alarm®

action 1.0 snmp-trap sirdata “Configuration change critical alarm™

action 1.0 snmp-trap strdata “Configuration change alarm®
action 1.0 syslog priority critical msg "Configuration change alarm®

action 1.0 snmp-frap strdata "Configuration change alarm®
action 1.1 syslog priority critical msg "Configuration change alarm®

A.F+73UB
B.#/7<3>D
C.#7+3>cC
D. A7 3 A
Ef:B (A hEHKT D)
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RESTCONF [ZEXTIEEIEENTIAN? (2 DFRL T EEWY)
A 7L

B. ;BN

C.7vva

D.~Avy F

E. %

F. Bk

Ff:DE(QAVFEHKRT D)

Eﬁ:ﬁ: 134
Cisco SD-AccessY ) 12— 3 VIZHTIXESRHEFXENTITHI?
A FIIL—T 4TI X BRAAYFEIVCRAYFERER LV TAOED 3 Z 09955 =DICFERIAET,
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B.a> rA—)LTL—UIEVXLANIZE DWW TWVET,

C. T—32 JL—UIXVXLANIZE D VT ULVET,

D.GRE AR o—TFL—r & LTHERAINET,

IEf#: (EfEEzRTLET)

The correct answer is C. The data plane is based on VXLAN.

In Cisco SD-Access, the fabric uses:

* LISP for the control plane

* VXLAN for the data plane

* Cisco TrustSec / SGT-based policy for the policy plane

Cisco documentation explicitly states that SD-Access uses a LISP-based control plane and a VXLAN-based data plane.

VXLAN is the encapsulation technology used to transport user traffic across the SD-Access fabric overlay.

This is why the data plane in Cisco SD-Access is based on VXLAN.

* A. Dynamic routing is used to discover and provision border and edge switches. Dynamic routing may exist in the underlay, but it is not what "discovers and provisions" border and edge nodes in SD-Access.
Provisioning is handled through Cisco DNA Center / Cisco Catalyst Center, not by dynamic routing itself.

* B. The control plane is based on VXLAN. This is incorrect because the control plane in SD-Access is based on LISP, not VXLAN.
* D. GRE is used as the policy plane. This is incorrect because the policy plane in SD-Access is based on TrustSec/SGT-based policy, not GRE.
ENCOR exam point:

Memorize this SD-Access mapping:

* Control plane = LISP

* Data plane = VXLAN

* Policy plane = Cisco TrustSec / SGT
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Cisco Unified Wireless ¥V 1) 12— 3 V& B AT 556 28I WLC EAETILEFERT HRET LOE L HIEA T M?

A. MAC ARPENDULEBZEHD R A v FICHFIZHBL RT—FE) T4 &MLEEIEET,

B. BIRV ZAT7 2 FOELVELL MEBEHLGX v NI OBREHS/PNE L

C.WLCEZHBDIGHICERET S ET Y b IT—VEBENYR—FLAITNRIEESHBVVWLCOHEF ST ZEMTEET,
D. ¥v /XA AT7 3y FT—Y Z@iBT 5LWAPPE K UCAPWAP F U RJLIZIFEEDZREIEHY FEA,

R (ERERTLET)
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RESTAPI #RE&T 510D EF 1T A DRA TS VT4RELTHRESIND 2007923V FEERTIN? 2 DFIRLTLEELY,)
A. TACACS+32 FEZfEALZEY,

B. FiE S EREEEAMICLET,

C.NRIT—KnNyLaxEFRHALET,

D. vy avZEREEAMLET,

E. ESiEIZ SSL #EARALFET,

Ef#:DE(QAY hERKT D)
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BEOTNA AR TEUERNGT 74 )L FREBEOERICET ARABEGEBTICE, ENT7—XA bRy TRRTO LIV EFERAT ILENSHY FTTH?
A. HSRP

B. LCAP

C. VRRP

D. GLBP

IEfR: (EffERRLEY)

HR: 138

TANX LR AVIZRANIVFNYTULANY—20—S V7 %FHAT 973472 FAFATESIHEEFIENTTH?
A RBLYITRy FZHIEL BLCIP7 FLRZ#BFTHDTA4 VYL Rar bO—3(2B—IVJLET,

B.EG3H T4y FLEIZHZRDTAVYLR O bO—FIZEHKEL RLCIP 7 FLAE#HELET,
C.AIDITANYLR av brO—SEDHFELWT IR RV FMZBEEMIT EHEZDHETICIP 7P RLREEERELET,
D.ELT7AYLR OV FA—FLEDHFLWTIER RV MZBEEM T EGERHETICIP 7 RLRAEERLET,
Efg: (EfRERTLET)
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AZRY bZ#2—FADZEATRMIZES YT 7oK FAYITLT T34 R— BRI O U LESBEICTANA—N—A—H Ry F R— E2BEL, TS5AIUNYS—ERIZERLIZEZFICT A NNT—/N\— R—
b2 vy bEDUTBERYY) TREERLET, TRTOX T a UoBMERSINEIDITTIESHY FHA,

avent manager applst SRV-1-Up -
svent syalog pattern "Line protocol on Interface CigabitEtharnatd/0/9, changed statas to;r
action 1.0 cli command “enable” l
action 2.0 cli compand “"configure terminal”

actifn 1.0 cli command “Interface GigabitEtharnet3d/0/10"

agtigh 4.0 cli command “no shutdown®

agticn 50 cli command “end"

svent manager applet ERV-1-Down R _—

event syslog pattern “Line protocol om !nttrficil 1 ; changed state to wup”
Aftica 1[0 cli comsiand “enable”

action 2.0 el command "configure terminal”

attion” 3.0 cli commind “ITntarface GisahitEthernstd 0/10*

actien 4.0 cli command ™ c

action 5.0 cli command “end”

—

| | *

Up | | Gl thermet 30/ 10

| SO

[ No shutdown I Dcrwwn | %__l.u}]'_ﬂ‘_ et 40,9

1Efig:
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avent manager applst ERV-1-Up
event syslog pattern “Line proteocel on Interface CigabitEthernetd/0/ %, changed state u[
sction 1.0 cli command ~snable®

action 1.0 sli command *configure terminal”

action 3.0 cli command “Intarfsce GigabitEtharnetld/0/10°
action 4.0 cli command “no shutdown™

action 3.0 eli command ~end”

svant mansger applat SEV-1-Down

avent syslog pattesrm “"Line protocel on Interface

asction 1.0 cli command “enable®

sgtion 2.0 cli command *mlﬁ" terminal -

action 3.0 cli command * umﬂ-mwu-
sction 4.0 cli command

action 5.0 cli command h-'—-“——-—‘
™ [ [ costeemeneyono |
i (mamsemevin ]

Explanation:

action 1.0 cli command “snable*®
action 2.0 cli command “"configure terminal®

sction 3.0 cli comsand *Interface GigabitZthernetd/0/ A g
action 4.0 cli command “no shutdown" -"

event manager applet SEY-1-Up
event syslog pattesn “Line protocel on Interface O.I.qa'l. 14‘#1.*-*1-““ “{ Down I-

action 3.0 cli command “end"
avent manager applet SRV-1-Down £

event syslog pattern “Line protecel on Interface Wlﬁ . changed state to wp®
sction 1.0 cli command “enable” . <’

sction 2.0 cli command “configure terminal” ¢ '

sction 3.0 cli command * uﬁ.muww

action 4.0 oli command ” Shutdown

agtion 5.0 cli command "

Cagabite therrist 110/ 10
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BRESRLTCESD, O— FETEOEH) X FOEIXRITTMN?
A.[1,2,10]

B. [1, 10, 10, 10]

C.[1,2, 10, 4]

D.[1, 2, 3, 10]

EfE:D (A FERKT D)
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Cisco SD-Access BEATIX, ED/ — KIZ VXLAN 1 FEILIEDHR— FBABRETTH?

A.d7/—F
B. &%/ —F
C.BH/—F
D.iZEHR/—F

IEf#: (Ef2ZRTLEY)
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IVSZTHABEBITEEMCLTWLAN R LET, —BOLHL— 5472 MEIO WLAN IS TEERA, EOMRBEEFERTIE LAY — 5470 MOEGLAEDADS DI 5472 M OLTI IZED
WTEEBTEERATES LS ICHBYETH?

A. 802.11k

B. adaptive R

C. over the DS

D. 802.11V

Efg:B(2 A2 LERKRT D)
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FOERRLAUEPDEILDI Y DHERTZOIZ, VT4V LRAEDODRAENSFERASNDAEEFENTT ,,
A. Noise

B. CCI

C. SNR

D. RSSI

EfE:C(AAVRERRT D)
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Cisco Catalyst Center (IH DNA Center) B #EREZZERT D=HDICHERELDRTY TTIELEL BRIZCERZEC ZELEZTAREIZT DI, EDZ A TD API TEH?
A tRZENDER

B. BITE#HE

C.HIRNIU K TILFARUAE—HR—F

D. RITEDA R @A

Ef:A (A FERET D)
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T—3 TL—2 +574099 R —DEMEIELT S Cisco Catalyst SD-WAN 3 R—R Y RMEENTTH?
A. vSmart

B. vBond

C. WAN edge

D. vManage

IEf#: (EffZzRTLEY)
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BHOBMICH LTEANOEF 1) T Y—ERZYR— T EIRER T 74 7O+ —ILBEEIX ENTT H?
AZIVTXFRAMNATHEDHREEEIVEAN VI —T A RZEHYET X2 T4V —VIZUL—TELETLFIVTHEFIE—F
B. 774704 —ILIZAS70—D 574 v I REMEZTRBEL R —FEICTEODVWVTANyr Yy b2 FOY T HREXSA Y FE—F
C.Ix— A —N—U I HFERLTA—HY—TFT—42tyia eI V=23 vcEBETI7A 7oA —ILIZETIKERXEE—F

D. ) V—REHMEEE / —F&EFa )TV —CRBOBEERERZHEAZLAIVY—3E—F

IEf#: (EfEZRTmLET)

B 147

RESTAPI ZN L TR EN S B BMOMERZRET OOICEREINEIA D ZXLEFENATTH?
A. IPsec

B. 802.1X

C.TLS

D. SSH

EfE: (EfEERTLET)

Bb: 148
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Configure R2 according to the topology to achieve these results:

1. Configure eBGP using Loopback 0 for the routessid. Do not
use the address-family command_tg-accopipfish this.

2. Advertise R2's Loopbaek00%and Loopback 200 networks to
AS400 and ASG0D.

1E fiz:
See the solution below in Explanation:
Explanation:

Solution:-

Copy run start

BH: 149

EERERFRIECRATAVX—IVFA4T7 2V 2HIBT A7 avidENTTA?
A. BIEF v R ILIEZE 160 MHz [THEOLET,

B. WEAD®R/INT—F L— F#EOLET,

C. WADZ/INT—4F L—bETIFET,

D. BIRF v RILIEZ 40 MHz (TR LET,

IEf#: (EffZzRnLET)

BE: 150
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5 GHz Network Status

A 5 GHz Notwork is operational. Conhguring Beacon interval, Fragmentation
Thweshold, DTPC Support will result in loss of connectavity of chents

Beacon interval® 100 1]

Fragmentation Threshoid (bytes)* 2346
DTPC Supporn

Tri-Radio Mode

RSS! Low Check

RSSI Threshold (0Bm)*

ook toetm eemmneme AN -~ I lo I I
- . CISCO

A 5 GHz Network is cperational. Configuring Data Rates will result in loss of
connectivity of chents

BRESHBLTKEEVL, BLDTAVLRISAT U MNIILFINRA M —T A A EHRICRETELRVEVSISHENEENLFEONTLET,
COMBERRT BICIF, EDLIBT IV avERTINEINTIA?
A.RSSILow Fx vV Z#EHICLFET,



B.RSSIL ELMEZ-67dBm ICEXELET,

C. TF1E L ELMEZ1250/84 FIZRET S

D. 24 Mbps & U 54 Mbps DT—4% L— k% [ R— KM IZERELEFT,
T (EREERLET)
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BEIEL. TAVLRAT—32 bS53 7499709 ERRAIVEDRAYF R— b HATEIILEZBBELLTVET , EDT IR RAI U b E—FAINZEYR—FLTULETH?
AX=-T7—

B.E=4—

C.7Lwo RaAxy k

D.JUw¥

EfR: (EfgE =T LET)
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RESTAPI £y a TR o1z RT— FAERASINEZU I IR MIFHTHELWSEIXED HTTP AT7—42 X O— K TTH?
A HTTPRT—42 Xa—F 302

B.HTTPRT—42 Xa—F 200

C.HTTPR 7—% X O— 401

D.HTTP X 57¥—#% X O— F: 504

EfZ:C (DA LEHKT D)

B f: 153
MESBLTLKEESW, IVCZFRA—BFANTITATL—RIZLEEEIICHRELZRETILENHYET,
W= AITBERT ABENHDAT U FIEENTIMN? (2 DBBIRL TS
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Router A s I J 1ol |l

Router( 10/0
Router( 10.1.0.1 255.0.0.0
Router(config-if# vrrp 1 priority 100
Router(config-if# vrrp 1 authentication cisco
Rmmomﬁu-ﬂnmwmma
Router(config-if}# vrrp 1 timers leam-,
Rmnu{omﬁgﬂmmpmld.io '

Rwl«ﬂ
anwmlm
Router{config-if}# ip address 10.1.0.2 255.0.0.0
Router(config-ifj# virp 1 priority 110
Router(config-if# vrrp 1 authentication cisco
Router(config-ifi# virp 1 timers advertise 3
Router(config-if)# vrrp 1 timers leam
Router(config-if)# virp 1 ip 10.1.0.11

A.VRRP 1) 7 10.1.0.11

B. VRRP 1 &% & 120

C.IP7 FL X 10.1.0.11 255.0.0.0

D. VRRP 1 £5E 90

E.vip1 34— 1 %7 KN4 XLET
EfE: (EfEERTLET)
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C O

‘OSPF is preconfi gured on al devices except R20.

1EfiE:
See the

Configure R20 to complete these tasks.

Task 1:

Configure OSPF according to the tupnlﬂgy ﬂsing these

requirements:

» Use Process ID 204 |
» Use Loopback@)for ﬂie Router ID.
« Advertise. alfﬂetworks into OSPF.
O B&n;ut use network statements under the OSPF
ppgncess to accomplish this task.

Task 2:
Configure a /18 summary route for Area 40.

» Advertise only Type 3 LSAs into Area 0.

solution below in Explanation:

Explanation:
Solution:

R30
Config t
router o

spf 100

router-id 10.0.1.30
int ran 100 , e0/0-1
ip ospf100a 0



exit

int et0/2

ip ospf 100 a 50

exit

router ospf 30

area 50 range 10.10.0.0 255.255.192.0
area 50 range 10.50.0.0 255.255.192.0
end

wr
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LISP Yy b7 —9 7—XFTO0F¥&TORINFED 2 DOREEBMZEFERALETIMN? (2 D:FBIRLTLESLY,)
A.DNS

B. RLOC

C.VTEP

D. EID

E. TLOC

IEfE: (EfEZERTLET)
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IV TR UV LD THENRUEFILELNHYVEST T THRETEEZ IOV I L IJ7MILOBBILEHRSIENTESL Y ) a—2aviFENRTTM?
A. Cisco Firepower ZFH LT TOR XY kD —I "D +S5 7490 %OV LET,

B.BANRI)L—& SMB MEAREJOv%H$ 3 Snort L—)L % % 1= Cisco Firepower ZERALZE T,

C.IVRTOA MHLEIUDUEHBMICLT- Cisco AMP BRZFEALET,

D.EEDHATVTAETARETUDUEAMICTLT: Cisco AMP BRZFERLET,

IFfi#: (EfiZ R LET)

B 157

Cisco Catalyst SD-WAN @ 2 DDHEFHIEA T M? 2 DFIRL TLZELY,)

A. DEREIEN T L—>

B.a> rO—)LTL—2IE DTILS/TLS BAEH LUV EFXF 1T A RESN-FORILENLTEMELET,
C.#igT—4JL—réarviro—LTL—Y

D. BREIDMMBREE A VTR

E.&SFbSn-BZEEEE, X)) T4 XUV T7 TV =232 Ry O—

Efg: (EMERELED)

B f: 158

IV THEEYA FTWIi-Fi ALy DZAIELET RSSIHEIXRD KL S IZFEEEFRINET,
*15ATA -72dBm

* 15 ATB:-75 dBm
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* 15 C; -65 dBm

* 35ATD -80 dBm

IVCZTFZIR>RINODEEBEEICHET 5EHICEND 2 DDRATF— AV FEFERALETMN? 2 DBIRLTLESLY,)
A. EFTCORFESEEILIZATBD 10E5#R LY

B.15FTB M RFE5RETIGEATA LY B 50% 5BLEYFET,

C.155FT D O RF EE@EN,RLEL LY ET,

D. 5T B MIESREXIGERIC LY+ 10dB B TLET,

E. SFICOIESHEENTFETET WebH—TJ 4 UNTEFELA

IEfR: (EffZzRTLET)
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PIM R/S—R E— RFOBEFHREENSAICKS YT 7R FAYTLET I RTOA T avhMEREINIDITTEHY A,

P[M Sparse Mode

builds source-based distnbution trees

e i - -y

uses a push model to distribute multicast traffic

uses a pull model to distribute multicast traffic

uses prune mechanisms o stop unwanted multicast o@ific

buikds shared distributionrirees

requires a rendezvous point to deliver multicast traffic
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I uses a push model to distribute multicast traffic

I E
uses a pull model to distribute multicast traffic I _ ne mechanisms to stop unwanted multicast traffic

Explanation:
@mmmmmm
usas a pull model to distribute multicast traffic ! @Mmﬁmmmmm
\,'@
bk hared doson ol I I
reguires a rendezvous pomnt to deliver c o
B f5: 160

EEM [CEHFIN Ao TIV FFELEIFETRITINSEEM 7 IL Y kR S—F BT EHEKIEENTTH,
A AR IR—Dx 7TTLY kondemand 793> 1.0syslog BEE VT4 AL A vtE—2 'Thidondemand MED Ay £—2 T



B.ARUVENIR—TVw TFILYMNFTUOTFIVR AR N FEFHT7I232108SyslogBEE V)T 14HIL A ytE—C ' CHEFVTIVEDLDA Yy E—D T
C.ARNY KN IR—TVx 7Ty bondemand ARk LYRAZ 79232 10syslogBEE ) T4hIL Ayt—2 'Thldondemand MDAy E—DTH!
D.ARUEIR—U¥ 7TLw hondemand A R %L 793232 10syslogBEE VU T1HhIL AytE—2 'THlLondemand oD A Yy E—2 T
Eff: (EfEERTLET)
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Cisco Catalyst SD-WAN/ — FEI TR EGHIH T L — VB EBGRZHIT 5 -OICEESNLSTO FaLIEENRTTM?
A. |Psec

B. TLS

C. IKE

D. ESP

EfE:B(AAV FEHEKT D)

The correct answer is B. TLS.

In Cisco Catalyst SD-WAN, the architecture separates:

* Control Plane # Secure communication between controllers and edge devices

* Data Plane # Encrypted tunnels carrying user traffic

* The control plane (between vSmart, vBond, vManage, and WAN Edge routers) uses:
* TLS (Transport Layer Security)

* In some cases also DTLS, depending on configuration

* These protocols provide:

* Authentication

* Encryption

* Integrity protection

Thus, TLS is used to establish secure control plane adjacencies.

* A. IPsec Used for data plane encryption (IPsec tunnels), not control plane.

* C. IKE Used for key exchange in IPsec, not for SD-WAN control plane adjacencies.
* D. ESP Part of IPsec (data plane encryption), not control plane.

Memorize this SD-WAN separation:

* Control Plane # TLS / DTLS

* Data Plane # IPsec (ESP encapsulation)

This distinction is frequently tested in ENCOR exams.

B R 162

RAEREEICE TS VMDK 77 A )L EFAITTH?

A REISUDTARY RS54 TEETT74L,

B.7A KOS HEDRBILVDERENSENDIER I 7ML,
C.IRESIUBRIZFANERET A R EEHT S zip 7714,
D. RETLUDRFy T3y FMIBETHERESLI7AMIL,
EfE:D(QAA U FEHKT D)
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IVP=TFIE Cisco9800 74 ¥ LA LAN O FA—FIZH LU SSID #ER T ADENHYET , V5472 MEIRIAICENEEF—ZFERATEHILSICERLTVWET, COBHZRE-TICX T oo=TIEENDTO
T7AIVEHRETDRLELNHY TTH?

A. RF

B.7Lvy¥ X

C.RI—

D. #ERLAN

EfZ:D(Q AV FEHKT D)
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Cisco Catalyst SD-WANY ) 2 —2 3 IZEWVWT T— 2 TL—2 FURILDOKEBIEED LS IZERINETH?

A. IP SLAfHZE

B. OMP{t &

C.BFD #®H9 %

D.ARPZFO—E Y

EfR: (EffZzRTLET)

The correct answer is C. using BFD.

In Cisco Catalyst SD-WAN, the health of data plane tunnels is monitored using Bidirectional Forwarding Detection (BFD). Cisco documentation states that BFD runs over all data plane tunnels between Cisco 10S XE
Catalyst SD-WAN devices and is used to monitor the liveness and path characteristics of those tunnels, including loss, jitter, and latency.

BFD is the protocol specifically used in Cisco SD-WAN to detect tunnel failures quickly and measure tunnel quality. These measurements are also used by SD-WAN features such as application-aware routing to make path-
selection decisions.

* A. with IP SLA IP SLA is a Cisco feature for measuring network performance in many environments, but Cisco SD-WAN data plane tunnel health is monitored with BFD, not IP SLA.

* B. with OMP OMP (Overlay Management Protocol) is the control-plane routing protocol in Cisco SD- WAN. It distributes routes, TLOCs, and service information, but it does not monitor data plane tunnel health.

* D. ARP probing ARP is used for Layer 2/neighbor resolution on local segments and is not the tunnel- health monitoring mechanism for SD-WAN data plane tunnels.

ENCOR exam point:

In Cisco Catalyst SD-WAN:

* OMP = control-plane route exchange

* BFD = data-plane tunnel liveliness and performance monitoring
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BA T 1 INAIR—=IN\A F—DEFEIEATT H?

A ERBREDT—/O0—FEHR—FFEFEIELTVET,
B. X7 AR H—N\—LETEITINET,
C.AAT2NAN=NAHY—=KYIZLATUOIHRKRELRYFET,
D. RAMARL—TFT 4 VT VRATLETETINET,

IEfR: (EfEZRTLET)

B fE: 166
EDERFEIZKY Cisco L—R L HELRIL 15 [TEHER T ONT-E4L2D EXEC 37> FDE#HRZE TACACS+ H—/NITEETEDLSITHY FIH?
A. Router(config)# aaa accounting exec default start-stop group tacacs+
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B. Router(config)# aaa authorization commands 15 default group tacacs+
C. Router(config)# aaa authorization exec default group tacacs+
D. Router(config)# aaa accounting commands 15 default start-stop group tacacs+

IEfE: (EfgZRTLET)

A3NH7:350-401JfEBEEE (XJPNTest.comigfit S h_350-401JKERICEHET B 2 & ICRITIL B ET ! JPNTest.comlES 5 Ei350-401J5ERRNREE £ 12 L E£ 9, JPNTest.com 350-401JiAER LI L SEHFINEL -,
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YANG ETI/LIZAIZFIZE L FTH?

A FSURR—+TO I NITRFELLEVVMEEILE SN T —2 &

B. rSRKR—+TOMIILDEREOSEDHEER

C. NETCONFZ£1=IZRESTCONF FrS U RR— b 70O Fa )L TOAMERATE 2BH LS N-T— 4T
D. 7T/N\Af AD CLI L EEMELTRY FI— VU BRERZEFLEIEETHL-OOI—HF—TI X
Eff: A(QAV L ERKT D)
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Cisco SD-Access 77 J ) I #RHATHEZITBWEL 2 DDAVKR—R U MIENRTITM? 2 DFBIRLTLEELY,)
A. Cisco Catalyst Center (IH DNA Center) 7 74— 3 >

B.oRA IS5ALAVISRMNIUFY

C. K NWERAH

D. YR T—3t 33—y hT—U Tx—Tv

E.7ATYVTATAH—ERIVDY

EfE: AE (224 FERETB)

B f: 169

Y b=V EEEIE Ry FT7—2 LD Cisco IOS XE A—ZXDT/INA REHRET H1=8D Python RV ) T+ Z2E{ELTVWET , EEBEE RV ) T FOETHICRAEN TN RICEREEZMA S LEDELTVE
T NCIOZATU R IR—Vv—DEDEREICE>T RV YT FOETHRICEABENTNARICEEEZMASIDEH S ENTEFETH,

A. m.lock(target-running')

B. m.freeze(config-running')

C. m.freeze(target-running')

D. m.lock(config="running')

IEfE: (EfEZRTLET)
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event manager applet CONF_CHANGE

1 "5YS-5-CONFIG I

action 1.0 eli command

s | L LS
T .wahhmﬂ% oy @44

event cli pattern “enable” |mmarslognaum c I S c 0

“config t" | append flash flash

event manager applet CONF_CHANGE

event syslog patterr| »SyS-5-CONFIG_I"

UL

Explanation:

event manager applet CONF_CHANGE

Iwenl syslog pattern *SYS-5-CONFIG_I"

n 1.0 eli nd “enable”

—
A

g. o li A4 "show -:lu-ck }append flash | :ConfSave.txt"
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200 FRIDI VU RY—I U FDTA 2 L— MEEIEEYR—bFTEV )2 -3 VIEENTTH?
A.cSX btV

B. IPsec

C. MACsec

D. GRE

Eff: (EfEZRTLET)
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PERDWANY 1) 21— 3 VI(ZIFHTIEFE S M, Cisco Catalyst SD-WANY 1) 12— 3 VIZIFETEHESHWVEFEIFENTTHN?
ASETEEINETIVEAE X2V T4 XUV T7 T 7r—2avR)o—

B. RIS/ EL A VTR

C.IEEMETEMANAGY ) 1— 3 VREMNLEK

D. DTLS/TLSERSEEZEATCEX a7 U RIILETEHELET

IEfE: (EfEZRRLET)

The correct answer is B. Time-consuming configuration and maintenance .

In a traditional WAN architecture , configurations are typically performed manually on each device (router-by-router basis) . This leads to:
* Increased operational overhead

* Slower deployment times

* Higher chances of configuration inconsistency

* Difficult scalability

According to Cisco ENCOR (350-401) architecture principles, traditional WANSs lack centralized orchestration, making configuration and maintenance time-consuming and complex .
In contrast, Cisco Catalyst SD-WAN introduces:

* Centralized management and control (via vManage, vSmart, vBond)

* Policy-based automation

* Zero-touch provisioning (ZTP)

* Simplified operations and faster deployment

Now, why the other options are incorrect:

* A. Centralized reachability, security, and application policies # This is a defining feature of Cisco SD-WAN , not traditional WAN.

* C. Low complexity and increased overall solution scale # SD-WAN is specifically designed to reduce complexity and improve scalability .
* D. Operates over DTLS/TLS-authenticated and secured tunnels # Cisco SD-WAN uses secure control connections (DTLS/TLS) , which is not a characteristic of traditional WAN .
Final Concept (ENCOR Exam Focus):

Traditional WAN = Manual, complex, time-consuming

Cisco SD-WAN = Centralized, automated, scalable, secure

Eﬁ:ﬁ: 173

Cisco SD-WAN QE—EEB L —2eRba0 bA—FEENTTH?
A. vManage

B. vSmart

C. vEdge

D. vBond
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APMNHAY FO—F(2BMT B=OIZERSN NVRAM TRESNDHFEFENTTHA?

A.DNS
B. REFESIN-WLCIEHR

C. T34 YIEALEY - 8= xRNy s T7vT
D.IP AJL/S— 7 KL R

TR (EREHETLET)
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Guidelines Topology Tasks

i S—

. 1 Tunnel 10 2 IRZZ
e0/1 10.10.10.0/20 el/1

o =

e )

=" I

it %]

- =

S 3

o Im

Sw1i1 & 8 Sw22

Interface VLAN 111 Interface VLLAN 222
10.10.111.124 10.10.222.1/24

VRF Finance VRF Finance

R22

Sw22
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Guidelines Topology Tasks

A colleague started configuring a new network. All
configurations on R11 are complete and I
communication between R11 and R22is ihd 1

Complete the configurations on R22 f lsksC O
below.

Task 1 @00

Extend the Finance VR&W&EH R11 and R22 using

Tunnel 10. Q
' 4

O

Task 2

| &

CompleteNQinance VRF configuration on R22 and
configure static routing so that traffic between VLAN
111 and VLAN 222 uses Tunnel 10 exclusively.

Note: Sw22 can be used to validate traffic flow.

IEfi:

See the solution below in Explanation:
Explanation:

Solution:



R22

int tunO
vrf forwarding FINANCE

ip add 10.10.10.2 255.255.255.0

tunn source e0/0

tunnel dest 209.165.200.230

no shut

ip route vrf FINANCE 10.10.111.0 255.255.255.0 tunn0
int et0/1

vrf forwarding FINANCE

ip address 10.22.22.1 255.255.255.252

wr
Verification:-
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AT — kA2 b print(format(0.8,\0%')) (XAl Z KRR L EFTH?
A. 0.08%

B. 80%

C.8.8%

D. 8%

IEfE: (EffZRELET)
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TERYRMI—TI12BVWT SHBELELAV2T7 IV ABRIOINKRFREZEMHBTESRr Y NO—0&EHTENN?
A HEEDI—THET HBOVLANDBRZDT OV ERARA v FREITHIHIRESNA TS,

B. £/ — F &7 X L4 RIDCisco SD-AccesstE Rk
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C.EN/—FrET7UEARLAYVY—T v P/ — FREIDCisco SD-AccesstERX

D. BRIDT7 IV ERARA v FREITHE®D VLAN AR Stz RBEDIEIL—TEE

IEfE: (EfEERTLET)

The correct answer is D.

Cisco campus design guidance explains that a nonlooped topology with unique VLANSs per access switch improves stability and convergence compared with looped Layer 2 designs. Cisco states that in a multilayer campus
design, each access switch should have unique VLANSs, with no Layer 2 loops and no blocked links, which improves convergence behavior. Cisco also notes that VLANs spanning multiple access switches increase flooding
impact, while a nonlooped topology with localized VLANSs reduces that impact.

A traditional nonlooped design reduces reliance on spanning-tree reconvergence across shared Layer 2 domains. With unique/local VLANS, failures affect a smaller fault domain and convergence is faster than in a looped
design with common VLANSs stretched across switches. Cisco's campus design material specifically recommends no Layer 2 loops and unique VLANSs per access switch for better operational behavior.

* A. Traditional looped design that has common VLANs extended between separate access switches This increases Layer 2 complexity and spanning-tree dependency, which slows convergence compared to a nonlooped
design. Cisco documents that VLANs spanning multiple access switches increase flooding impact.

* B. Cisco SD-Access configuration between aggregation intermediate nodes and access layers This is not the standard way the question is framed for classic aggregation-to-Layer 2 access convergence in a traditional
enterprise campus design. The question is targeting the design principle of looped vs nonlooped Layer 2 access.

* C. Cisco SD-Access configuration between aggregation and access-layer edge nodes SD-Access is a different fabric architecture. The question is about reducing convergence time between aggregation and a Layer 2
access layer, which maps to the traditional campus design choice rather than SD-Access node roles.

For enterprise campus design, remember:

* Looped Layer 2 + stretched/common VLANs = slower convergence and larger fault domains

* Nonlooped Layer 2 + unique/local VLANs per access switch = faster convergence and better stability
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Cisco Catalyst Center (IH DNA Center) M7 /31 R Z BT 5-OIZFERT 5 3 D2DHEITIENTTIMN? (3 D2FERLTLEELY,)
A. NETCONF

B. lEESN=IP7 FLRADEH

C. SNMP

D. ping

E. CDP

F.LLDP

EfE:BEF (A FEHREKT D)
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SD-WANZ 77U v ZNLTHA FED FZ T4 v I ZWET HDIEEDMEHKTTH?
A. IPsec

B.vRrIAU L

C.7T—%

D.a>+rA—JL

EfE: (EfEZRRLET)

The correct answer is C. Data.

Cisco SD-WAN architecture is divided into three main planes:
* Management Plane

* Handled by vManage

* Used for configuration and monitoring
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* Control Plane

* Handled by vSmart (OMP protocol)

* Responsible for routing information exchange and policy distribution

* Data Plane

* Built using IPsec tunnels between WAN Edge devices

* Responsible for forwarding actual user/application traffic between sites The data plane is the plane that:
* Carries user traffic

* Transports data between SD-WAN sites

* Uses secure tunnels (IPsec) for communication

* A. IPsec IPsec is a technology used within the data plane, not a plane itself.

* B. Management Used for configuration and orchestration, not traffic forwarding.
* D. Control Used for routing and policy decisions, not actual traffic transport.
Memorize SD-WAN planes:

* Management Plane # vManage (configuration)

* Control Plane # vSmart (routing/policy via OMP)

* Data Plane # IPsec tunnels (user traffic transport)

User traffic = Data Plane

B : 180

VXLAN Fo )L T2 FiRA 2V FEEMESESICIZAABETTH?

A.VXLAN k>R JLT > KiRA > FEERIF

B. VXLANZ v k7 — 2 S5+

C.ALHELCEH 1 DD LAN—24A 23 —T I —RET1TDDLANY—3 A3 —Tx1—R

D. kSO bRy FI—VADLIHELCEELE1DDIPEI VU RKRA Y MEHKED 1 DD IP
FH#:B(2AY FERET D)
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AP D1 DULEDEBF Yy RILERAF YV LTRELGT VA RA U MEREL BRICISAT U MIEBREY—EXRZRBTEDLLIIZTEH2 DOEFEE—FIZENRTTA, 2 DBERLTLZEWY),
ARXR=ZT7—

B. FIEf&HHERE

C.E=4—

D. 7Ly Y RXRaxy b+

E.O—AJ

EfR: (EffzRnLET)
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Cisco Catalyst Center (IHDNA Center)SDK (&, v FT—J DL X AUNDT/NA ZAD bROADZERET S-HICEDTO L EFERLETH?
A.LLDP

B. Telnet

C.CDP

D. SSH

IFfR: (EfZRTLET)
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IVOZTFIE 6GHZz EBETIO—FX Y R T EIUNENH ST L LY SSID % Cisco Catalyst 9800 1) —X WLC [ZERE L TWET , 2 —H —(XFBFEIZ EAP-TLS 2 AT AW ENHY FT HELITAVYLR L1V —2
Xa)Tq AVY FIXENRTT D,

A. WPA3 /X\—YF+ )L

B.WPA3 L A—T54X

C. WPA2 /N\—YF L

D.WPA3 T A2 —T54X

IFfig: (EfiZ R LET)
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T—2 LU —RETVM ZERLTH—N\—ZHEEILT 52 DOFREFTETHN? (2 DFIRLTLESEL,)
A.IP7 FLRAEMACT FLRADEHMHIF S E LT

B. 7 R B

C.RYINSHLAY—2FASY

D. 5 v AR—R BH AHEHDHIE

E. %2751k

Eff: (EZzRTLET)
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