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A. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 extendable
ip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80 extendable

B. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80

ip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80

C. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 no-alias

ip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80 no-alias

D. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80

ip nat inside source static tcp 10.1.1.100 8080 209.165.201.1 8080
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R3 advertises BGP updates to R1 with multiple AS 100 so R3 believes the path to reach AS 200 via R3 is farther than R2 so R3 will choose R2 to forward traffic to AS 200.
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Reference:

figuration/guide/bsm/16-6-1/b-bsm-xe-16-6-1-asr920/bsm-timecalendar-

set.html
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The feature set for NGFWs build upon traditional firewall features by including critical security functions like intrusion prevention, VPN, and anti-virus, and even encrypted web traffic inspection to help prevent
packets containing malicious content from entering the network
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R1

R3

IF fi:

Solution:

On R1:

R1(config)#router bgp 123
R1(config-router)#address-family ipv4
R1(config-router-af)#neighbor 10.0.0.2 allowas-in

On R3:

R3(config)#router bgp 123

R3(config-router)# address-family ipv4
R3(config-router-af)#neighbor 192.168.1.2 allowas-in
VERIFICATION:

R3#sh ip route bgp

Gateway of last resort is not set

1.0.0.0/32 is subnetted, 1 subnets

B 1.1.1.1 [20/0] via 192.168.1.2, 00:01:17

2.0.0.0/32 is subnetted, 1 subnets

B 2.2.2.2 [20/0] via 192.168.1.2, 00:05:06
10.0.0.0/24 is subnetted, 1 subnets

B 10.0.0.0 [20/0] via 192.168.1.2, 00:01:17

Test Ping from R3 to R1:

R3#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
R3#ping 1.1.1.1 source o0

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 3.3.3.3

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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We cannot filter traffic that is originated from the local router (R3 in this case) so we can only configure the ACL on R1 or R2. "Weekend hours" means from Saturday morning through Sunday night so we have to
configure: "periodic weekend 00:00 to 23:59".

Note: The time is specified in 24-hour time (hh:mm), where the hours range from 0 to 23 and the minutes range from 0 to 59.
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A. broadcast to nonbroadcast

B. point-to-multipoint to nonbroadcast

C. broadcast to point-to-point

D. point-to-multipoint to broadcast
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The following different OSPF types are compatible with each other:

+ Broadcast and Non-Broadcast (adjust hello/dead timers)

+ Point-to-Point and Point-to-Multipoint (adjust hello/dead timers)

Broadcast and Non-Broadcast networks elect DR/BDR so they are compatible. Point-topoint/ multipoint do not elect DR/BDR so they are compatible.
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A. {'Name":"Bob johnon':"Age': 75 "Alive": true,"Favorite Foods';["Cereal’;"Mustard';"Onions'}}

B. {'Name";"Bob johnon';"Age': Sevenfive,"Alive": true,"FavoriteFoods';["Cereal’;"Mustard';"Onions'}}
C. {'Name":"Bob johnon":"Age: 75,"Alive: true, FavoriteFoods;[Cereal, Mustard';"Onions}}

D. {Name": 'Bob johnon','/Age": 75,'Alive': true,"FavoriteFoods": 'Cereal’;'Mustard','Onions'}}
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ncclient is a Python library that facilitates client-side scripting and application development around the NETCONF protocol.

The above Python snippet uses the ncclient to connect and establish a NETCONF session to a Nexus device (which is also a NETCONF server).
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Ransomware are malicious software that locks up critical resources of the users.

Ransomware uses well-established public/private key cryptography which leaves the only way of recovering the files being the payment of the ransom, or restoring files from backups.

Cisco Advanced Malware Protection (AMP) for Endpoints Malicious Activity Protection (MAP) engine defends your endpoints by monitoring the system and identifying processes that exhibit malicious activities
when they execute and stops them from running. Because the MAP engine detects threats by observing the behavior of the process at run time, it can generically determine if a system is under attack by a new
variant of ransomware or malware that may have eluded other security products and detection technology, such as legacy signature-based malware detection. The first release of the MAP engine targets
identification, blocking, and quarantine of ransomware attacks on the endpoint.

Reference:

endpoints/white-paper-c11-740980.pdf
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Source 1: https://www.cisco.com/c/dam/en/us/products/collateral/switches/nexus-1000v-switch-vmware-vsphere/at_a_glance c45-532467.pdf Source 2:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/vm_fex/vmware/gui/config_guide/2-1/b_GUIl_VMware VM-FEX_UCSM_Configuration_Guide_2_1/b_GUI_VMware_VM-
FEX_UCSM_Configuration_Guide_2 1 _chapter_0110.pdf
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There are five basic device roles in the fabric overlay:

+ Control plane node: This node contains the settings, protocols, and mapping tables to provide the endpoint-to-location (EID-to-RLOC) mapping system for the fabric overlay.
+ Fabric border node: This fabric device (for example, core layer device) connects external Layer

3 networks to the SDA fabric.

+ Fabric edge node: This fabric device (for example, access or distribution layer device) connects wired endpoints to the SDA fabric.

+ Fabric WLAN controller (WLC): This fabric device connects APs and wireless endpoints to the SDA fabric.

+ Intermediate nodes: These are intermediate routers or extended switches that do not provide any sort of SD-Access fabric role other than underlay services.
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Low latency queuing (LLQ) adds a priority queue to CBWFQ from which delay-sensitive traffic, such as voice traffic, can be transmitted ahead of packets in other queues.
By configuring the quality of service (QoS), you can provide preferential treatment to specific types of traffic at the expense of other traffic types. Without QoS, the device offers best-effort service for each packet,
regardless of the packet contents or size. The device sends the packets without any assurance of reliability, delay bounds, or throughput.

The following are specific features provided by QoS:

Low latency

Bandwidth guarantee

Buffering capabilities and dropping disciplines

Traffic policing

Enables the changing of the attribute of the frame or packet header

Relative services

Modular QoS Command-Line Interface

Supported QoS Features for Wired Access

Hierarchical QoS
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Multicast Distribution Shared Tree - Unlike source trees that have their root at the source, shared trees use a single common root placed at some chosen point in the network. This shared root is called a
rendezvous point (RP). Source:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-5/configuration_guide/ip_mcast_rtng/b_165_ip_mcast_rtng_9300_cg/b_165_ip_mcast_rtng_9300_9500 cg_chapter_0100.html
https://netcraftsmen.com/pim-sparse-mode/
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IV ZAWLANTA—H L WebRBAEBELTWET, TS 7(E WebRY o—DLA¥3EFaU T4 T2 avOTICHBEEIS AR U EBIRLET, WAANOWebIRII #1247 5 T /31 R (&
EnTIh,

A. ISE server

B. local WLC

C. RADIUS server
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D. anchor WLC

IEfE: (EfEZERTLET)

"The next step is to configure the WLC for the Internal web authentication. Internal web authentication is the defaultweb authentication type on WLCs." In step 4 of the link above, we will configure Security as
described in this question. Therefore we can deduce thisconfiguration is for Internal web authentication.

This paragraph was taken from the link https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/69340-web-auth-config.html#c5 :
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B. TelnetZ{#A L TCiscoT /N RIZEHL IL—T 14 oI T—TIERETIVRAR—FLET
C.SSH#{FEA L TCiscoT /N RIZHEHmL. FL T4 v I RADBGPT—IILE IV RAR— M LET
D.showa~Y > FOHBAHET+—< v bENF=-AETRRELET
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DS5AT Y FOEEEERIET 5=OICAMAFERIN JIJSONAF T Y FELTHTTPY Y IR FTEESAEFTHM?
A. HTTPS

B. SSH

C.JWT

D. TLS

IEfR: (EfEZERTLET)
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Y bI—U T D=7 hFlexibleNetlowZ#HELTHEY ChoDav Uy FEANLET
H > 75 —Netflow1

E— K5 UA L1005 D1

14 >3 —7 = A Afastethernet1 /0
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AT ANy MEEHIR

AT A T—ADOREENRLELET

TR IJRAR—b7O—FLEYERETY,
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ITUDZTIE TCPAYF—ICACKZEL /N7y AT HACLERET SR ENHY EFT ACLICEDIVEDH LTV MJIFENTT D,
A. access-list 110 permit tcp any any eq 21 tcp-ack

B. access-list 10 permit tcp any any eq 21established

C. access-list 10 permit ip any any eq 21 tcp-ack

D. access-list 110 permit tcp any any eq 21established
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VXLANIE, LAY 2B &P LA NV—3rT T4 v IDETAVT—2avERETELHICEDTI /A —2FERALEITMN?

ATV RALY

B. VLAN

C.VRF

D. VNI

IEfE: (EfEZRRLET)

VXLAN has a 24-bit VXLAN network identifier (VNI), which allows for up to 16 million (= 224) VXLAN segments to coexist within the same infrastructure. This surely solve the small number of traditional VLANSs.
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A. SD-WAN/L—4 — & DIl = BBMICEIRT 5

B. SD-WAN/L—% —®DSD-WANF —/\—L A ~ADA ViR—T 1 >4
C.SD-WAN/L—R—MW BT LA M) T—R2%INET S

D. SD-WANJL—Z2 —~DEFD Ty a2
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Cisco StackWise 754 Y R4 v FIENDZDERENZERNETH?
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A. 1—H—#Cisco
B.1—H¥—4%

C. CISCO

D. get_credentials
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EDESHBEL/ A XENEELRY FT—Y DR/ISNREZE-LTWWETM?
A. E55&E-67dBm_/ 4 X91 dBm

B. £ 558 E-68dBm_/ 4 X89 dBm

C. {EB3&E-66dBm_ / 4 X90 dBm

D. E55&E-69dBm_/ 4 X94 dBm

IEfE: (EfZ R LFET)

B : 56
BrRESHBLTESL,
HQIL—4 EBRIL—A DMEICGRE F U RIILEFRET BICIX HUL—RIZCEDNKREEZERT IHENHYETITMN?
A)

B)

C)
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C.7Z34=<)artO—JICEENRLEL-IGSICLAPEZEHZLET,

D.LAPD 574 v H BHETSAR Y bO—SERBLET,
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BRESBLTILESY,

Cisco IOSIL—AR1ER2IE, 4 Y2 —T 4 RGi0O/0ZEERA L THEEMINTVET , R1IER2AM V2 —T 24 XGI0OTOSPFRA N—Sy TEMBTED L SIS DHRIEENTTN?
A.FT73a>cC

B.7 7Y 3 VA

C.A#7+avB

D.# 7+ 3D

Ef:A (DAY FERRT D)
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BRzSRLTCESD,

RUZIE, A 23 —7 24 RGIOOICEEEHRINTIZIL—F EDBGPRAN— 9y THRHY ET,
show ip bgp 22220 REDAEIZERAINDaAT U Py MMIERTTHN?
A. R1(config)#ip route 2.2.2.2 255.255.255.255 192.168.50.2

B. R1(config)#router bgp 65002

R1(config-router)#neighbor 192.168.50.2 shutdown

C. R1(config)#no ip route 192.168.50.2 255.255.255.255 Gi0/0

D. R1(config)#router bgp 65001

R1(config-router)#neighbor 192.168.50.2 shutdown
EfZ:B(A AV FERRT D)
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BfE: 64

ITUOZTIF OSPF7AEADMEMNREATR Y FT—VIZEENRELIZIZEIC syslogr vE—PFEETHEEMT IL Y b EERT ABELAHYFET T TREDTIVavEFERTILENHY
FIM?

A. action 1 syslog send "OSPF ROUTING ERROR"

B. action 1 syslog pattern "OSPF ROUTING ERROR"

C. action 1 syslog msg "OSPF ROUTING ERROR"

D. action 1syslog write "OSPF ROUTING ERROR"
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EENER 7ToTFH7r— T BLUOT7UoTTEZRBBLI-RDEBSOBRHFABNZAET 5-OICFERASINSEFHEIATT M ?
A. EIRP

B. dBi

C.dBm

D. mW

IEfR: (EffZzRLET)
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cisco sd-accessT—% TL—VDER L LTHEASATWS T/ OO—FEATT D,
A. |Psec

B. LISP

C. VXLAN

D. 802.1Q

EfE: (EZRTLET)

A virtual network identifier (VNI) is a value that identifies a specific virtual network in the data plane.

Eﬁ:ﬁ: 67

BT ALIELTHREIS VEHDIHRR NIV UNLHDERR FI I UIZBET 500 TOERIEATTH?
A. SRTR%

B. T4Y X&) AN\

C.2477A4JL—>3y

D.WILFHAL LT UHr—2 30

IEfR: (EffZzRTLET)

Eﬁ:ﬁ: 68


https://www.jpnshiken.com/q/33795-2713550/
https://www.jpnshiken.com/q/33795-2713551/
https://www.jpnshiken.com/q/33795-2713552/
https://www.jpnshiken.com/q/33795-2713553/

D9I3AT O RTNARIE  BEEVTAE7THEITAVLALANOY bO—SRZO—S 2 LET MANPILY FA—FIE BALY 5472 FVLANLIZBIMA V23— T2 A REHBATVWET  EDFZATD
A—XUJMRRBRINTVETH,

A T3y

B. VLANA
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A TOTSI—DBTNAADARL—FT 4 VIV RTLRTHEDT7 T r—2 a3 Ve ERFLIFERTESLSIZLET,
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Eff:D (AU RERKT D)
Yet Another Next Generation (YANG) is a language which is only used to describe data models (structure). It is not XML or JSON.
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FYRIT—O T ZFTHHLLGRE F U RILEHREL showrunaI Y FEAALFE T HARFAEZRIELEIMN?
A FORILDOBEIFIFORILLAVEA—T—REN LTERBINFET

B.ADYA FT—HTIDLENHD=H, FoRILF—TT75A4A THELLEREINTVLWELA

C. by RILHHEIL SN HFEBYICHEELET

D. FoRILA 2 RA—T2—ADT 7+ )L FOMTUIX1500/\1 FTT,

EfE:A (DAY FEEERT D)
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AJAVHEEE, CRoDNFA—2ZFRALTIL—2DOVIYEIRTRESNET,
DRI D AEIFTACACSTY
TACACSHARIATZE L WSEE RESNF-EREBERGLTOT A UHHFRAIESNET
EDBENCDFRAVERETLEITMN?

A. R1#sh run | include aaa

aaa new-model

aaa authentication login VTY group tacacs+ none
aaa session-id common

R1#sh run | section vty

line vty 0 4

password 7 0202039485748

R1#sh run | include username

R1#

B. R1#sh run | include aaa

aaa new-model

aaa authentication login telnet group tacacs+ none
aaa session-id common

R1#sh run | section vty

line vty 0 4

R1#sh run | include username

R1#

C. R1#sh run | include aaa

aaa new-model

aaa authentication login default group tacacs+ none
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aaa session-id common

R1#sh run | section vty

line vty 0 4

password 7 0202039485748

D. R1#sh run | include aaa

aaa new-model

aaa authentication login default group tacacs+

aaa session-id common

R1#sh run | section vty

line vty 0 4

transport input none

R1#

EfE:C(AAV FEHKRT D)

According to the requirements (first use TACACS+, then allow login with no authentication), we have to use "aaa authentication login ... group tacacs+ none" for AAA command.

The next thing to check is the if the "aaa authentication login default" or "aaa authentication login list-name" is used. The 'default' keyword means we want to apply for all login connections (such as tty, vty,
console and aux). If we use this keyword, we don't need to configure anything else under tty, vty and aux lines. If we don't use this keyword then we have to specify which line(s) we want to apply the
authentication feature.

From above information, we can find out answer 'R1#sh run | include aaa aaa new-model aaa authentication login default group tacacs+ none aaa session-id common R1#sh run | section vty line vty 0 4 password
7 0202039485748 If you want to learn more about AAA configuration, please read our AAA TACACS+ and RADIUS Tutorial - Part 2.

For your information, answer 'R1#sh run | include aaa

aaa new-model

aaa authentication login telnet group tacacs+ none

aaa session-id common

R1#sh run | section vty

line vty 0 4

R1#sh run | include username

R1#' would be correct if we add the following command under vty line ("line vty 0 4"): "login authentication telnet" ("telnet" is the name of the AAA list above)
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A. XA vF%)O—FKLT_EtherChannelDBEAITL I —> 3 %@FILET

B. 422 —2x4RXGi1/02&Gi1/0BHEILHEERS v FICHERINTNS I EEHRELET,

C. /R— kchannell DR A Y FR— FNTGA—FNHEERX A Y FDR—FF Y RILDINTA—RE—BTEHIELEZMHRLET

D. # A N—RA Y FDORIETDR—EFr RIS 22 —T 24 ADLHIHPort-channe1 THB Z L 2HEBLET,

E.Gi1/02&Gi/0B3DRA/1N\—A 23— =4 XAHE CEtherChannelD A U/N\—E L THRESN TS EFHERLET

EfE:BE(OIA FEHKT D)

Causes of Errdisable

This feature was first implemented in order to handle special collision situations in which the switch detected excessive or late collisions on a port. Excessive collisions occur when a frame is dropped because the
switch encounters 16 collisions in a row. Late collisions occur after every device on the wire should have recognized that the wire was in use. Possible causes of these types of errors include:
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A cable that is out of specification (either too long, the wrong type, or defective) A bad network interface card (NIC) card (with physical problems or driver problems) A port duplex misconfiguration A port duplex
misconfiguration is a common cause of the errors because of failures to negotiate the speed and duplex properly between two directly connected devices (for example, a NIC that connects to a switch). Only half-
duplex connections should ever have collisions in a LAN. Because of the carrier sense multiple access (CSMA) nature of Ethernet, collisions are normal for half duplex, as long as the collisions do not exceed a
small percentage of traffic.
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C.7TI9MNIYURLUE—DI—RATOHPYEA LY FEEHIZTS
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R (EMBERTLET)
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MMM TIE, R4 Y FADY E— 7V RIE RETHVESIESATODAEWLWT O FILEFERALTHASATVWSIENHALNIHBY EL, TNA REBIZRETIEBETEDVE— MUV ERDAH%
AT BICIE, EDBRZERT ARENHY FIH,
A.line vty 0 15

login local

transport input all

B. line vty 0 15

login local

transport input telnet ssh

C.line vty 0 15

login local

transport input ssh

D. line vty 0 15

login local

transport input none
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This control determines whether the Wireless LAN Controller is configured to prevent clients connected to the same Wireless Local Area Controller from communicating with each other.

Wireless Client Isolation prevents wireless clients from communicating with each other over the RF. Packets that arrive on the wireless interface are forwarded only out the wired interface of an Access Point. One
wireless client could potentially compromise another client sharing the same wireless network.
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Firepower Threat Defense (FTD) provides six interface modes which are: Routed, Switched, Inline Pair, Inline Pair with Tap, Passive, Passive (ERSPAN). When Inline Pair Mode is in use, packets can be blocked
since they are processed inline When you use Inline Pair mode, the packet goes mainly through the FTD Snort engine When Tap Mode is enabled, a copy of the packet is inspected and dropped internally while
the actual traffic goes through FTD unmodified

B E: 89


https://www.jpnshiken.com/q/33795-2713570/
https://www.jpnshiken.com/q/33795-2713571/
https://www.jpnshiken.com/q/33795-2713573/
https://www.jpnshiken.com/q/33795-2713574/

DS5A4F 2 b OBET A R 1i-6TdBn DIESHREEREL, / 4 XTOF 1-85dBMTH 5154  SNRIEZL DTTh,
A. 16 dB

B. 20 dB

C.15dB

D. 18 dB
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Type of service, when we talk about PACKET, means layer 3

A%NH75350-401JRARELE (FIPNTest.comiZfit &t 350-401J5RERICEHKT 5 2 L IZRICIL B FF ! JPNTest.comld S H#7350-401JRERRIREE # 121 L £ 9, JPNTest.com 350-401JRERRIREEZ L SEHF S L
FLt=, 2T T350-401JFIBEDNDTA IV VEFIZANE T, BHFRD 7 2 £ X _ https://www.jpntest.com/shiken/350-401J-mondaishu 882fi. 3 0%7 4« A A > + 4814 E513— K: JPNshiken;

B 92

BRESRBRLTESY,

SwitchCIEHR & SalesE A7 XA v FICHEKRLET L EPRAZ—XTIL FinanceVLANDNSD 5 74 v IR ZDRA v FEBBLEVWK S ICT IDENHY FET, COBHZH I FIEENT
ERAN

A)


https://www.jpnshiken.com/q/33795-2713575/
https://www.jpnshiken.com/q/33795-2713576/
https://www.jpnshiken.com/q/33795-2713577/
https://www.jpntest.com/shiken/350-401J-mondaishu

B)

C)

D)

A F+TLa A
B.+7<a>D
C.+7>3.B
D.A#7v3>C
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T 74 FTIE HSRPYIIL—T16IF EDREMACT FLREZFERALETM?
A. c0:41:43:64:13:10

B. 00:00:0c 07:ac:10

C. 00:05:5¢:07:0c:16

D. 05:00:0c:07:ac:16

IEfR: (EffZzRLET)

The last two-digit hex value in the MAC address presents the HSRP group number. In this case 16 in decimal is 10 in hexadecimal
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Fabric Enabled WLC:

Fabric enabled WLC is integrated with LISP control plane. This WLC is responsible for AP image /Config, Radio Resource Management, Client Session management and roaming and all other wireless control
plane functions.

For WLC Fabric Integration:

Wireless Client MAC address is used as EID

It inform about Wireless MAC address with its other information like SGT and Virtual Network Information VN information is mapped to VLAN on FEs WLC is responsible for updating Host Database tracking DB
with roaming information
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The most common implementations of OAuth (OAuth 2.0) use one or both of these tokens:

+ access token: sent like an API key, it allows the application to access a user's data; optionally, access tokens can expire.

+ refresh token: optionally part of an OAuth flow, refresh tokens retrieve a new access token if they have expired. OAuth2 combines Authentication and Authorization to allow more sophisticated scope and validity
control.
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A. VMware server

B. Oracle VM VirtualBox

C. Microsoft Virtual PC

D. Citrix XenServer
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A. Cisco Centralized Key Management
B. EE#AT

C.ID PSK

D. hWebiR3
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NTPORREEICEAT AESE/N\Ny 27T XLIEENTTMN?

A. SSL

B. MD5

C. AES128

D. AES256
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An example of configuring NTP authentication is shown below:

Router1(config)#ntp authentication-key 2 md5 itexamanswers Router1(config)#ntp authenticate Router1(config)#ntp trusted-key 2
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https://community.cisco.com/t5/networking-documents/cam-content-addressable-memory-vs-tcam-ternary-content/ta-p/3107938 When using Ternary Content Addressable Memory (TCAM) inside routers it's used
for faster address lookup that enables fast routing.

In switches Content Addressable Memory (CAM) is used for building and lookup of mac address table that enables L2 forwarding decisions.

Besides Longest-Prefix Matching, TCAM in today's routers and multilayer Switch devices are used to store ACL, QoS and other things from upper-layer processing.

AMH7%2350-401JREREE (ZJPNTest.comiZfit St 350-401JHERIC AT B Z &L IZ&RIZII B ET ! JPNTest.comld S H#7350-401JKERRIRESE #1214t L £ 9, JPNTest.com 350-401JRERRABE (XL SEH S h
F L=, 2T T350-401JBIBEENDTAMI VS UEFIZANE T, BHFRO 7 2 £ X _ https://www.jpntest.com/shiken/350-401J-mondaishu 8823, 3 0%7 «+ A A~ > b 4814 E51a— K: JPNshiken;

Eﬁ:ﬁ: 107

BRIZRYVET,

BRZSBLTCESVW, TP =7HAUDPT O—DIPSLAZFHE LE LIz IPSLAZBEIE L T30 ZLICTRA ML BT DHIETHRITIHICIE, EDAT Y FHARBETTH,
A. ip sla schedule 100 start-time now life forever

B. ip sla schedule 100 life forever

C. ip sla schedule 30 start-time now life forever

D. ip sla schedule 100 start-time now life 30
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Clustering lets you group multiple Firepower Threat Defense (FTD) units together as a single logical device. Clustering is only supported for the FTD device on the Firepower 9300 and the Firepower 4100 series.
A cluster provides all the convenience of a single device (management, integration into a network) while achieving the increased throughput and redundancy of multiple devices.}

B fE: 109

EEEF ROXMLXFH%#FEALTNETCONFEZRELTWET EEBEIIMTUI IR MR TTLIRLENHY FEFTH?
A. <lrpc>]I>])>

B. <rpc message.id="9.0"><notificationoff/>

C. </rpc>

D. </rpc-reply>
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Cisco I0S Nonstop Forwarding(NSF) always runs with stateful switchover (SSO) and provides redundancy for Layer 3 traffic.
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syslogIZTLSZ# AT 5B E. T 74NN FDR—bADA Y E—DDRETEEEOSWVELEFAIREICT SBRIETENTTH,
A. OX> 45 HRR +10.2.3.4 vrf mgmt transport tcp port 6514

B. O¥X >4 RR +10.2.3.4 vifmgmt k 5 > X #R— kudpR— +6514

C. B¥ > 7/RR +10.2.3.4 vif mgmt transport tcp port 514

D. AX >4 HRA +10.2.3.4 vifmgmt b 5 > X #R— Fudp7R— 514

IEf#: (EfEEzRTLET)

The TCP port 6514 has been allocated as the default port for syslog over Transport Layer Security (TLS).
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Cisco Stealthwatch is a comprehensive, network telemetry-based, security monitoring and analytics solution that streamlines incident response through behavioral analysis; detecting denial of service attacks,
anomalous behaviour, malicious activity and insider threats. Based on a scalable enterprise architecture, Stealthwatch provides near real-time situational awareness of all users and devices on the network.
Reference:

Note: Although answer A seems to be correct but in fact, Stealthwatch does not provide real-time protection for DDoS attack. It just helps detect DDoS attack only.

Stealthwatch aggregates observed network activity and performs behavioral and policy driven analytics against what it sees in order to surface problematic activities. While we don't position our self as a DDOS
solution, we're going to leverage our analytical capabilities to identify a DDoS attack against an internal host using the WebUI.
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Cisco DNA Center allows customers to manage their non-Cisco devices through the use of a Software Development Kit (SDK) that can be used to create Device Packages for third-party devices.
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A. R3(config)#router bgp 200

R3(config-router)#neighbor 10.24.24 .4 remote-as 100
R3(config-router)#neighbor 10.24.24 .4 update-source Loopback0
R4(config)#router bgp 100

R4(config-router)#neighbor 10.24.24.3 remote-as 200
R4(config-router)#neighbor 10.24.24.3 update-source Loopback0
B. R3(config)#router bgp 200

R3(config-router)#neighbor 10.4.4.4 remote-as 100
R3(config-router)#bgp router-id 10.3.3.3

R4 (config)#router bgp 100

R4(config-router)#neighbor 10.3.3.3 remote-as 200
R4(config-router)#bgp router-id 10.4.4.4

C. R3(config)#router bgp 200

R3(config-router)#neighbor 10.4.4.4 remote-as 100
R3(config-router)# neighbor 10.4.4.4 update-source Loopback0
R4 (config)#router bgp 100

R4(config-router)#neighbor 10.3.3.3 remote-as 200
R4(config-router)#network 10.3.3.3 update-source LoopbackO

D. R3(config)#router bgp 200

R3(config-router)#neighbor 10.24.24.4 remote-as 100
R3(config-router)#bgp router-id 10.3.3.3

R4 (config)#router bgp 100

R4(config-router)#neighbor 10.24.24.3 remote-as 200
R4(config-router)#bgp router-id 10.4.4.4

IEfE: (EffZRRLET)
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C./\K
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HR: 124

MBS —N\— R LESGEDHRET L VO EIFR/TTM?

A RETSOOTI7OA X YEY—N—OT IO &Y LEMBHICEHETYT,
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BRESHBLTEIL,
RALDBEERIRT SFIE IR TT M ?
A EXPBIEFERT S
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C. URIOA2—4v k192 168 100 82
D.vsmartZh R FE BB LET

IEfR: (EfEZRTLET)

he first figure is the output of the "show control connections" command. From this figure we learned that the 192.168.100.82 so we need to connect to this IP address (not 192.168.100.80).
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B.¥—J7354 I3 LICEESA SEEHTINET
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A. aaa authentication login default group ISE-Servers local enable

B. aaa authentication login default group enable local ISE-Servers

C. aaa authentication exec default group ISE-Servers local enable

D. aaa authentication loginerror-enable

EfR: (EffZzRTLET)

aaa authentication login default group enable local ISE-Servers
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A. SF_rouier €¢onng) #hetwork 10.10.1.0 0.0.0.255 area 1
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B. SF_router ¢onfig-router) #hetwork 10.10.1.0 0.0.0.255 area 0

C. SF_rouler €ontlg-rouler) #hetwork 10.10.1.0 255.255.255.0 area 0
D. SF_router ¢€onflg-routerp) =y k7—%10.10.1.00.0.0.255T ') 71
IEfE: (EfEZRRLET)
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Generally, a signal with an SNR value of 20 dB or more is recommended for data networks where as an SNR value of 25 dB or more is recommended for networks that use voice applications
https://documentation.meraki.com/MR/WiFi_Basics_and_Best_Practices/Signal-to-Noise_Ratio (SNR)_and_Wireless_Signal_Strength#:~:text=Generally%2C%20a%20signal%20with%20an,networks%20that
%20use%20voice%20applications.
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IEfE: (EfEZRRLET)

Cisco Express Forwarding (CEF) switching is a proprietary form of scalable switching intended to tackle the problems associated with demand caching. With CEF switching, the information which is conventionally
stored in a route cache is split up over several data structures. The CEF code is able to maintain these data structures in the Gigabit Route Processor (GRP), and also in slave processors such as the line cards in
the 12000 routers. The data structures that provide optimized lookup for efficient packet forwarding include:

The Forwarding Information Base (FIB) table - CEF uses a FIB to make IP destination prefix-based switching decisions. The FIB is conceptually similar to a routing table or information base. It maintains a mirror
image of the forwarding information contained in the IP routing table. When routing or topology changes occur in the network, the IP routing table is updated, and these changes are reflected in the FIB. The FIB
maintains next-hop address information based on the information in the IP routing table.

Because there is a one-to-one correlation between FIB entries and routing table entries, the FIB contains all known routes and eliminates the need for route cache maintenance that is associated with switching
paths such as fast switching and optimum switching.

Adjacency table - Nodes in the network are said to be adjacent if they can reach each other with a single hop across a link layer. In addition to the FIB, CEF uses adjacency tables to prepend Layer 2 addressing
information. The adjacency table maintains Layer 2 next-hop addresses for all FIB entries.

CEF can be enabled in one of two modes:

Central CEF mode - When CEF mode is enabled, the CEF FIB and adjacency tables reside on the route processor, and the route processor performs the express forwarding. You can use CEF mode when line
cards are not available for CEF switching, or when you need to use features not compatible with distributed CEF switching.

Distributed CEF (dCEF) mode - When dCEF is enabled, line cards maintain identical copies of the FIB and adjacency tables. The line cards can perform the express forwarding by themselves, relieving the main
processor - Gigabit Route Processor (GRP) - of involvement in the switching operation. This is the only switching method available on the Cisco 12000 Series Router.

dCEF uses an Inter-Process Communication (IPC) mechanism to ensure synchronization of FIBs and adjacency tables on the route processor and line cards.

For more information about CEF switching, see Cisco Express Forwarding (CEF) White Paper.
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BRZESHBL T ZE0, FastEthernet0 / 21T SN TWVWARA MRS V23— Y M7V ERTESLS(1CTHaT 0 RIFERTTM?
A. ip nat outside source static 209.165.200.225 10.10.10.0 overload

B. ip nat inside source list 10 interface FastEthernet0/2 overload

C. ip nat inside source list 10 interface FastEthernet0/1 overload

D. ip nat outside source list 10 interface FastEthernet0/2 overload
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IVOZTIFSPANtE YL 3 VERET AWEAHY FT , BHONRIEFTTM?
A. Traffic sent on VLANs 10, 11, and 12 is copied and sent to interface g0/1.

B. Traffic received on VLANs 10 and 12 only is copied and sent to interface g0/1.

C. Traffic sent on VLANs 10 and 12 only is copied and sent to interface g0/1.

D. Traffic received on VLANs 10, 11, and 12 is copied and sent to Interface g0/1.
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Status
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The last command should be "R1(config)#ip route 0.0.0.0 0.0.0.0 172.20.20.2 track 10".
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Mobility, or roaming, is a wireless LAN client's ability to maintain its association seamlessly from one access point to another securely and with as little latency as possible. Three popular types of client roaming
are:

Intra-Controller Roaming: Each controller supports same-controller client roaming across access points managed by the same controller. This roaming is transparent to the client as the session is sustained, and
the client continues using the same DHCP-assigned or client-assigned IP address.

Inter-Controller Roaming: Multiple-controller deployments support client roaming across access points managed by controllers in the same mobility group and on the same subnet. This roaming is also transparent
to the client because the session is sustained and a tunnel between controllers allows the client to continue using the same DHCP- or client-assigned IP address as long as the session remains active.
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Inter-Subnet Roaming: Multiple-controller deployments support client roaming across access points managed by controllers in the same mobility group on different subnets. This roaming is transparent to the client
because the session is sustained and a tunnel between the controllers allows the client to continue using the same DHCP-assigned or client-assigned IP address as long as the session remains active.

Reference:

4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74 CONSOLID A TED_chapter_01100.html In three types of client roaming above, only with Inter-Subnet Roaming the controllers are in
different subnets.
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A TLOC is a Transport Locator that represents an attachment point where a Cisco WAN Edge device connects to a WAN transport. A TLOC is uniquely identified by a tuple of three values - (System-IP address,
Color, Encapsulation).

A TLOC route consists of all required information needed by a remote peer in order to establish an overlay tunnel with that TLOC. This includes private and public IP addresses and ports, site-id, preference,
weight, status, encapsulation info such as encryption and authentication parameters, and much more.
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Weighted: Defines weights to each device in the GLBP group to define the ratio of load balancing between the devices. This allows for a larger weight to be assigned to bigger routers that can handle more traffic.
protocol is used by an extended
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A. querying other APs

B. broadcasting on the local subnet

C. DHCP Option 43

D. Cisco Discovery Protocol neighbour

E. DNS lookup cisco-DNA-PRIMARY .localdomain
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SW1 has been configured with the following commands:

SWH1 (config)#monitor session 1 source remote vlan 50 SW1(config)#monitor session 2 source interface fa0/14 SW1(config)#monitor session 2 destination interface fa0/15 The session 1 on SW1 was configured
for Remote SPAN (RSPAN) while session 2 was configured for local SPAN. For RSPAN we need to configure the destination port to complete the configuration.

Note: In fact we cannot create such a session like session 1 because if we only configure —Source RSPAN VLAN 50l (with the command —monitor session 1 source remote vlan 50I) then we will receive a
—Type: Remote Source Sessionll (not —Remote Destination Sessionll).
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A. DSW2 operates in Rapid PVST+ and the new switch operates in PVST+

B. Both switches operate in the PVST+ mode

C. Spanning tree is disabled automatically on the network

D. Both switches operate in the Rapid PVST+ mode.
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From the output we see DSW?2 is running in RSTP mode (in fact Rapid PVST+ mode as Cisco does not support RSTP alone). When a new switch running PVST+ mode is added to the topology, they keep
running the old STP instances as RSTP (in fact Rapid PVST+) is compatible with PVST+.
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A. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customer2

ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customerl
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B. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 global

ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 global
ip route 192.168.1.0 255.255.255.0 VlanIO

ip route 172.16.1.0 255.255.255.0 Vlan20

C. ip route vrf Customerl 172.16.1.1 255.255.255.255 172.16.1.1 global
ip route vrf Customer 192.168.1.200 255.255.255.0 192.168.1.1 global

ip route 192.168.1.0 255.255.255.0 VlanIO

ip route 172.16.1.0 255.255.255.0 Vlan20

D. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customerl
ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customer2
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RSSI, or "Received Signal Strength Indicator," is a measurement of how well your device can hear a signal from an access point or router. It's a value that is useful for determining if you have enough signal to get
a good wireless connection.

This value is measured in decibels (dBm) from 0 (zero) to -120 (minus 120). The closer to 0 (zero) the stronger the signal is which means it's better, typically voice networks require a -65db or better signal level
while a data network needs -80db or better.
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If the DF bit is set, routers cannot fragment packets. From the output below, we learn that the maximum MTU of R2 is 1492 bytes while we sent ping with 1500 bytes.
Therefore these ICMP packets were dropped.
Note: Record option displays the address(es) of the hops (up to nine) the packet goes through.
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option interface-table

This command causes the periodic sending of an options table, which will allow the collector to map the interface SNMP indexes provided in the flow records to interface names. The optional timeout can alter the
frequency at which the reports are sent.

Router(config)# flow exporter FLOW-EXPORTER-1

Router(config-flow-exporter)# option interface-table

https://www.cisco.com/c/en/us/td/docs/ios/fnetflow/command/reference/fnf_book/fnf_02.html
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SD-Access Extended Nodes provide the ability to extend the enterprise network by providing connectivity to non-carpeted spaces of an enterprise - commonly called the Extended Enterprise. This allows network
connectivity and management of loT devices and the deployment of traditional enterprise end devices in outdoor and non-carpeted environments such as distribution centers, warehouses, or Campus parking lots.
This feature extends consistent, policy-based automation to Cisco Industrial Ethernet, Catalyst 3560-CX Compact, and Digital Building Series switches and enables segmentation for user endpoints and loT
devices connected to these nodes. Using Cisco DNA Center automation, switches in the extended node role are onboarded to their connected edge node using an 802.1Q trunk over an EtherChannel with one or
multiple physical link members. Extended nodes are discovered using zero-touch Plug-and-Play. Reference: https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-
guide.html#Network_Components
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A. A TACACS+server is checked first. If that check fail, a database is checked?

B. A TACACS+server is checked first. If that check fail, a RADIUS server is checked. If that check fail. a local database is checked.
C. A local database is checked first. If that fails, a TACACS+server is checked, if that check fails, a RADUIS server is checked.

D. A local database is checked first. If that check fails, a TACACS+server is checked.

EfR:D (2 AV hEHET D)

B 198

BRZzSHBL TS,

T—A MO ENDIsontEXIZATT M ?

A. {"Name": "Bob Johnson", "Age": 75, "Alive": true, "Favorite Foods": ["Cereal", "Mustard", "Onions"]}

B. {""Name": ""Bob Johnson', "Age": 75, ""Alive": True, ""Favorite Foods": ""Cereal', ""Mustard', ""Onions'}

C. {Name: Bob Johnson, Age: 75, Alive: true, Favorite Foods: [Cereal, Mustard, Onions]}

D. {"Name": "Bob Johnson", "Age": Seventyfive, "Alive": true, "Favorite Foods": ["Cereal", "Mustard", "Onions"]}
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A. aaa authentication login CONSOLE group radius local enable

B. aaa authentication login CONSOLE group radius local-case enable aaa

C. aaa authentication login CONSOLE group tacacs+ local enable

D. authentication login CONSOLE group radius local enable none
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A control plane node maintains a host tracking database (HTDB), and also uses Locator/ID Separation Protocol (LISP) to provide a map server, populating the HTDB from fabric edge registration messages; and a
map resolver to respond to queries from edge devices requesting location information about destination nodes.
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DTLS protocol is used to encrypt control plane traffic between vSmart (controllers) and other SD-WAN endpoints.
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