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login = nnan_mglngdnac[m*]. dnacffusemame”], dnac|"password"}])

network_device_list{dnac, Iognni
for item In dnac_devicgss =
prlnt(dnac_devlm Nem) |

login = dnac_login{dnac[™hosl™], dnac{"usemame®], dnac["password®))
network_device_list{dnac, login)
print{dnac_devices)

network_device_list(dnac{"host™), anac[ username”] anac("password®))
login = dnac_login{dnac)
printidnac_devices)

network_device_lisi{dnac{*host™), dnac[username”) dnac("password®))
login = dnac_login{dnac)
for item In dnac_devices

print{dnac_adevices. item)
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LISP map rﬁulwr | 8 | . antephs LISP encapsulated map requests
LISP proxy ETh u B = | ":.: = '. learns of EID prefix mapping entries from an ETR
LISP route reflector receives traffic from LISP sites and sends it to non-LISP sitd
LISP ITR réceives packets from site-facing interfaces
LISP map server

LISP map resoher LISP map resolver

LISP proxy ETR G, usprupsever

LISP route reflector s Wl LISP proxy ETR
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A. SHA-512% & U'SHA-384

B. MD57 )L 31) X Ls-1285 & U'SHA-384

C. SHA-1_SHA-256_ $ & U'SHA-512

D. PBKDF2_BCrypt, & & U'SCrypt
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One of the best practices to secure REST APls is using password hash. Passwords must always
be hashed to protect the system (or minimize the damage) even if it is compromised
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-5/High_Availability _DG.html
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Explanation

Access Points

+ AP is directly connected to FE (or to an extended node switch)
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+ AP is part of Fabric overlay
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Dallasfshow ip route ospf
3.0.0.8/37 1s subnetted, 1 subnets

1] 3.3.3.3 [110/40001) via 192.160.4.3,"M0:32:18, FastEthernet®/®

0 [A 192.168.0.8/24 [110/145535] via 192.188.4.3, 00:44:29, FastEthernetd/@
v 0 IA 192.168.1.9/24 (110/60000| #1% 192,168.4.3, B0:84:29, FastEthernetd/®
v O IA 192.168.2.8/24 (110/80008] wia 192.168.4.3, 09:44:29, FastEthernetd/d
v 0 IA 192.168.3.0/24 (110/4400€] vim'192.168.4.3, 00:484:29, FastEthernetd/o
'\ Dallass
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A. Atlanta €onfig-route)#area 1 range 192.168.0.0 255.255.248.0

B. Atlanta €onfig-route)#area 0 range 192.168.0.0 255.255.252.0

C. Atlanta €onfig-route)#area 0 range 192.168.0.0 255.255.248.0

D. Atlanta €onfig-route)#area 1 range 192.168.0.0 255.255.252.0
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SSO HSRP alters the behavior of HSRP when a device with redundant Route Processors (RPs)
is configured for stateful switchover (SSO) redundancy mode. When an RP is active and the other
RP is standby, SSO enables the standby RP to take over if the active RP fails.

The SSO HSRP feature enables the Cisco |IOS HSRP subsystem software to detect that a
standby RP is installed and the system is configured in SSO redundancy mode. Further, if the
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active RP fails, no change occurs to the HSRP group itself and traffic continues to be forwarded
through the current active gateway device.
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Cisco DNA Center allows customers to manage their non-Cisco devices through the use of a
Software Development Kit (SDK) that can be used to create Device Packages for third-party
devices.
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intefface Vian 1o

ip wf fotwarding Customert

ip address 192.168.1.1 255.255:255.0
I

interface Vian20

ip vrf forwarding'Customer2

ip address-A72.16.1.1 255.255.255.0
]

intarfana Vian3

ip vrf forwarding Customerd
ip address 10.1.1.1 255.255.255.0

Customer27k X FIP7 kL X192.168.1.200% # DCustomer1 DFTPH—/N—[ZT7 VA TZE S
LINTTBERIETENTIN?

A. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customerl ip route vrf Customer
192.168.1.200 255.255.255.255 192.168.1.1 Customer2

B. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 global

ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 global

ip route 192.168.1.0 255.255.255.0 VlanIO

ip route 172.16.1.0 255.255.255.0 VIan20

C. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customer2 ip route vrf Customer
192.168.1.200 255.255.255.255 192.168.1.1 Customerl

D. ip route vrf Customerl 172.16.1.1 255.255.255.255 172.16.1.1 global

ip route vrf Customer 192.168.1.200 255.255.255.0 192.168.1.1 global

ip route 192.168.1.0 255.255.255.0 VlanIO

ip route 172.16.1.0 255.255.255.0 VIan20
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A. SSH

B. HTTPS

C. JVVT

D. TLS
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https://developer.atlassian.com/server/crowd/json-requests-and-responses/
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SWi1(config)# ip access-list extended DENY-HTTP
SW1(config-ext-naclyZpermit tcp host 10.1.1.10 host 10.1.1.20 eq www

SW1(config)# ip access-list extended MATCH_ALL
SWi1i(config-ext-nacly# permit ip any any

SW1(config)# vlan access-map HOST-A-B 10
SWi1(config-access-map ¥ match ip address DENY-HTTP
SWi(config-access-map j# action drop

SWi(config)# vian access-map HOST-A-B 20
SWi(config-access-map )% match ip address MATCH_ALL
SW1(config-access-map)# action forward

SWi1config)#vian filter HOST-A-B vian 10

SW1i(config)# mac access-list extended HOST-A-B
SW1(config-ext-macl)# permit host aaaa.bbbb.cccc aaaa.bbbb.dddd

SWi(config)# ip access-list extended DENY-HTTP
SW1(config-ext-naci)#deny tcp host 10.1.1.10 host 10.1.1.20 eq www

SW1i(config)# vlan access-map DROP-MAC 10
SW1(config-access-map % match mac address HOST-A-B
SWi1(config-access-map ) action drop

SWi1(config)# vlan access-map HOST-A-B 20
SW1(config-access-map)# match ip address DENY-HTTP
SW1(config-access-map % action drop
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SWi{config® mac access-list extended HOST-A-B
SW1{config-ext-macis permit host aaas. bbbb.cccc asaa bbbb.dddd

SWilconfg s Ip accessist extended DENY-HTTP
SW1{config-ext.nac Epermit tep host 10.1.1.10 host 10.1.1.20 &g www

SW1{config e vian access-map DROP-MAC 10
SWilconfig-access-map @ match mac address HOST-AB
SW1config-access-map ¥ action forward

SWi{confg = vian access-map HOST-A-B 20
SW1{config-access-map i match ip address DENY-HTTP
SWi(c onfig-ac cess.map = action drop

SWi{configks vian filter HOST-A-B vian 10

SWijconfig = ip access-list extended DENY-HTTP
SWconfig-ext.ngcl m=deny tcp host 10.1.1.10 host 10.1.1.20 aq www

SWilconfig)s ip access<ist extended MATCH_ALL
SW{config-ext-nact & permit ip afly any]

SW1(config = vian sccess-map HOST-A-B 10

SW1{config-access-map ¥ matchip addréss DENYSHTIP
SWiiront x a0k action B ik
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In this case we need to configure a VLAN access-map to deny HTTP traffic and apply it to VLAN
10. To do it, first create an access-list, by which interesting traffic will be matched. The principle of
VLAN access-map config is similar to the route-map principle.

After this we'll create a vlan access-map, which has two main parameters: action and match.
Match: by this parameter the interesting traffic is matched and here RACL or MAC ACL can be
applied as well. Action: what to do with matched traffic. Two main parameters exist: Drop and
Forward. In case of Drop, matched traffic will be dropped, and in case of forward, matched traffic
will be allowed.

A good reference and example can be found at https://www.networkstraining.com/vlan-access-
map-example-configuration/

B 21

QoSAH =X LEENSEBOHBIC RSy 7o R ROy TLET
i C_nS - » tookto enforce rate-limiting on ingress/egress
shaping bandwidth management technigue which delays datagrams
policing portion of the 802.1Q header used to classify packets

1E fiz:


https://www.jpnshiken.com/q/9543-1035393/

policing

shaping 1 _L ) shaping

palicing
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Refer to the exhibit. An engneer must ensure that all traffic entening AS 200 from AS 100 chooses Link 2 as an entry point. Assume that all BGP neighbor relationships have been formed and that the

attnbutes have not been changed on any of the routers . Which configuration accomphishes this task?

s R3(conhp)#route-map PREPEND permit 10
R3(config-route-map)#set as-path prepend 100 100 100

R3(conflig)#reuter bgp 200
R3(config-router)#neighbor 10.1.1.1 route-map PREPEND in

R3(config)#reute-map PREPEND permit 10
R3(config-route-map)#set as-path prepend 200 200 200

R3(conhg)#router bgp 200

R3(config-router)#neighber 10.1.1.1 route-map PREPEND out

Rd(config)#route-map PREPEND permit 10
R4(config-route-map)#set as-path prepend 200 200 200

Rd(config)#router bgp 200
R4(config-routerj#neighber 10.2.2.2 route-map PREPEND out

R4(config)#¥route-map PREPEND permit 10
R4(config-route-map)#set as-path prepend 100 100 100

Rd(config)#router bgp 200
Ra(config-routerj#neighbeor 10.2.2.2 route-map PREPEND in

AT 3D
AT a A
AT arcC
AT 3B
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PIM dense mode (PIM-DM) uses a push model to flood multicast traffic to every corner of the
network. This push model is a brute-force method of delivering data to the receivers. This method
would be efficient in certain deployments in which there are active receivers on every subnet in
the network. PIM-DM initially floods multicast traffic throughout the network. Routers that have no
downstream neighbors prune the unwanted traffic. This process repeats every 3 minutes.

PIM Sparse Mode (PIM-SM) uses a pull model to deliver multicast traffic. Only network segments
with active receivers that have explicitly requested the data receive the traffic. PIM-SM distributes
information about active sources by forwarding data packets on the shared tree. Because PIM-
SM uses shared trees (at least initially), it requires the use of an RP. The RP must be
administratively configured in the network.

Answer C seems to be correct but it is not, PIM spare mode uses sources (not receivers) to
register with the RP. Sources register with the RP, and then data is forwarded down the shared
tree to the receivers.
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The Forwarding Information Base (FIB) contains destination reachability information as well as
next hop information. This information is then used by the router to make forwarding decisions.
The FIB allows for very efficient and easy lookups
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D. 9800WLCOEE ') 57 4 MAC
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BRZEZSHBLTLESW BE7ZV R X MO0IE, 4 >4 —7 = 4 AGigabitEthernet 0/0TA
DINT) U RARICERESINTULVET A _192.168.0.0 /16 DED /Ny FDHEEHFATDHELD
HEINIBEEIHYEFRA EDIATVFEY FBRTIERRAYR MEBEYIZHRELETHN?

R1(configi#no access-list 100 deny ip any any

R1(config¥ip access-list extended 100
R1(config-ext-nacly®no 10

R1(config#no access-list 100 seq 10
R1(config#access-list 100 seq 40 deny ip any any

R1(configZip access-list extended 100
R1 (conf:g-ext-ﬂagrs}#&blnh:gip ahy any

ClsCn

A +7>3>C
B.#7Y 3D
C.#7+3vB
D. A7 3 A
R (ERERTLET)
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NART—RREHERTDHE TV ZTIRL—F—DHFESYITHKEL TR LITKRAT
EFET HBHRIS—ZMHRT DTV VavEFEATTAN?

A —HBTER—ILKIAT—EBEFIAT—EBRELET

B. —HI5F—XFINZEEHLFET

C.—HILBEEDEZRELFYT

D. —EDHRBIP7 FLRZEZERLET

Eff: (EfEZERTLET)

From the output exhibit, we notice that the key-string of R1 is -Cisco123!|| (letter -C|| is in capital)
while that of R2 is -cisco123!||. This causes a mismatch in the authentication so we have to fix
their key-strings.

key-string [encryption-type] text-string: Configures the text string for the key. The text-string
argument is alphanumeric, case-sensitive, and supports special characters.

Eﬁ:ﬁ: 31
BRESRBLTESY,

LoB:10.2.2.2/32 LoPd10.3.3.3/32

IV TFIFARIZ IWV—FRIDIL—TNY I AL A =T A ADBIL—FR2DIL—TINv o A
VRA—T A RA~DTelnet k574 v I #EETIVLENHY FT,IL—FRIER2DIL—T/\y
DAVE—T A ABDMDITRTDO T T4 v E BIZHATI2HELNHYET , ZOOT
VREEFTTEHDIEIENDARETTMN? A)

R34 config #Ftime-range WEEKEND
R3lconfig-ume-range Zperiodic Saturday Sunday 00:00 to 23:58

R3config #access-list 150 deny tcp host 10.3,.3.3 host 10.2.2.2 eq 23 time-range WEEKEND

R3(config =access-list 150 permit ip any any time-range WEEKEND

R3(config Fimerface GO/1
RIfconfic- s access-group 150 out
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RilconficFtimevyange WEEKEND
Rilconfigame-@mnosFperiodic Friday Sunday 00:00 to 00:00

R ilconfig=access-list 150 deny tcp host 10.3.3.3.host 10.2.2.2 eq 23 time-range WEEKEND
R1lconfig Faccess-list 190 permit ip any any

A 1lconfig @interface GO/
Rifconfig-f=ip access-group 180 in
C)

R1(config ~time-range WEEKEND
R1(config-uime-range #periodic weekend 00:00 to 23:59

Rijconfigmaccess-list 150 deny tep host 10.3.3.3 host 10.2.2.2 ¢4 23 time-range WEEKEND

R1(config #access-list 150 permit ip any any
R1i(config ®interface GO/1
Rifconfig-fi¥ip access-group 150 in

D)

R3¢ :h'f § Fimeirange WEEKEND
R3{cond ..z; Lmi-range Eperiodie weakend 00:00 ta 23 59

Rlicorfiy maccess-ist 130 permit tep host 10.3.3.3 host 10.2.2.2 eg 23 time-range WEEKEND
R3jcanfig maccess-list 150 permit ip any any time-range WEEKEND

R3{config Sinterface GO
R3iconhg-f¥ip access-group 150 out

A. 7+ 7°°/ 3 A

B. -7 3B

C.#7va>cC

D.+#7<3>D

FfE:C(aAAV FEEKRT D)

We cannot filter traffic that is originated from the local router (R3 in this case) so we can only
configure the ACL on R1 or R2. "Weekend hours" means from Saturday morning through Sunday
night so we have to configure: "periodic weekend 00:00 to 23:59".

Note: The time is specified in 24-hour time (hh:mm), where the hours range from 0 to 23 and the
minutes range from 0 to 59.
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Faly0 Faly1

— 5]
Ll —aw:..
172.30.110.1/%24
- L3 ]
100

Y001 B9 T61

fa0y0 6 Fad/1

Active

Rl R2

Interface FaD/0 Interface Fa0/0

IP address 172.30.110.2 IP address 172.30.110.3
standby 1ip 172.30.110.1 standby 1ip 172.30.110.1

172.30.110.0/241y b T—Y OEEEREICH D EEFFXWVLDODTERINT VT4 T7— AT
HEZLERATHBRAEREENTIN?

R2

standby 1 priority 90
standby 1 preempt

R1 el lal ]l
standby 1 preempt-~©
R2

standby 1 priority 90

R2

standby 1 priority 100
standby 1 preempt

R1

standby 1 preempt
R2

standby 1 priority 100

A +7>3>C
B.#73VB
C.+7>3a>D
D. A7 a>A
IEfE: (EfZRTLET)

B 33

YANGD & 5B T—2ET ) VI EEOFREMTTH?

A TJOTSIBTNARADARL—T A VI VAT LARTREDT F) r—a v e ERE -
FERTEDLIICLFET,


https://www.jpnshiken.com/q/9543-1035405/

B. R YRETHEMNLESNMP OIDZEERLEFT,

C.CLIZ YT DHMEMICLET,

D. BELIN-T—IBELTIREL BRORT—JE) T4 t—BEHEZEHLET,

IEf#: (EffZzRnLET)

Yet Another Next Generation (YANG) is a language which is only used to describe data models
(structure). It is not XML or JSON.

B 34
BrRESHBELTLESL,

Rl#debug ip ospr helle
R1#fdebog condition interface Fads1
"ondi b I 5ot

OPSFF/\y T HAIZDWNTE LWRBAIZENTT H,

A HAIZIE NWL—F—RINDEELFEZITRTHDOSPFAYtE—UMNA VA —T 1 —RAFa0/ 1TRIE
SNTRTIEINFT,

B. BEAICIE IL—F—RIDTARTDA VA —T 1 —RATREEFHIIZIEL-TRTOHOOSPF A vy
T—UNRTRENFET,

C.HAIZIE NWN—F—RINA 3 —T 4 AFa0 /1 TZIELT=0OSPF helo A vy E—IHRFRS
nFEY,

D. HAIZIE IL—F —RIMNEEFEF=(EZIE L=OSPF helloFs &K ULSACKA vy —UARREIN
9,

Eff:C(AA U LERKRT D)

This combination of commands is known as "Conditional debug" and will filter the debug output
based on your conditions. Each condition added, will behave like an 'And' operator in Boolean
logic. Some examples of the "debug ip ospf hello" are shown below:

*Oct 12 14:03:32.595: OSPF: Send hello to 224.0.0¢5 area 0 on.EastEthernet1/0 from
192.168.12.2

*Oct 12 14:03:33.227: OSPF: Rcv hello fromis1.1.1.1 area 0 on FastEthermnet1/0 from
192.168.12.1

*Oct 12 14:03:33.227: OSPF; Mismatched hello parameters from 192.168.12.1

Eiﬁﬁ:35
IO ZTHAUTOBBEERLES, RAAZZENSEDBEIEMICKS I T FFAY
TLET , TRTOFTLavhEFRAEINLIGDITTIEHY FHA,

RizZshrun|iaaa

aaa new-model

aaa authentication login default group ACE group AAA_RADIUS local-case
aaa session-id common

D44
iz
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A5 sercers of B84 RBDIUS group

lecal configured usemame 0 noa-Case-sansbe format @ﬁxﬁ

locad Confared uSHTAmE R G- Sanave format %ﬁ

b et

]l AAA servers of AAA_RADIUS group Ib U T
servers of ACE group
local configured usemame in non-Case-sensitve format t\\:@ _ b
: (A BeVers of AAA_RADIUS group

local configured username in Case-sensitve format

local configured username In Case-sensitve format

AAA servers of ACE group
B If no method works, then deny login.
tacacs servers of ACE

If no method works, then deny login.
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ACLIZNLTT—R2ZRILAMEVTTH

B. T—4%ETILMERHA

C. SNMPEAE Y BRAR—1) > J D0
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D. #KRDIET77 TV v IRCIRELDHMEFRBELET,

Ef#: (EfEZRTLET)

Fabric control plane node (C): One or more network elements that implement the LISP Map-
Server (MS) and Map-Resolver (MR) functionality. The control plane node's host tracking
database keep track of all endpoints in a fabric site and associates the endpoints to fabric nodes
in what is known as an EID-to-RLOC binding in LISP.
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EDTIUT4T4

VXLANIRIE T2V A U FED LA V20 # T 5EENHYFEITN?
ARLMYFI7IT)YY

B. VTEP

C. VNID

D. KRR FRA v F

Ef#: (EfEZRTLET)

. The 24-bit VNID is used to identify Layer 2 segments and to maintain Layer 2 isolation between the segments.
VXLAN uses an 8-byte VXLAN header that consists of a 24-bit VNID and a few reserved bits. The
VXLAN header together with the original Ethernet frame goes in the UDP payload. The 24-bit
VNID is used to identify Layer 2 segments and to maintain Layer 2 isolation between the
segments.
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 Frame 24: 138 bytes on wire (118 Ilits}, 138 bytes c
+ Ethernet II, Src: 50:00: Bﬂ'@‘ﬁ%‘ﬂl (50:00:00:01:00: st 3 |
Internet Protocol Version 4 'r'-ﬁr' 2089.165.202.130, Dst: 209.165.

» Generic Routing Enupsulat:on (IP)

+ Internet Protocol Version 4, Src: 10.111.111.1, Dst: IH.CIII S c o
Internet Control Message Protocol

HOJL—% —&EBRIL—2 —DREIZGRE b U RILAMERL SN FE L 1=,

HQL—32—® b RILIPEZRITY A ?

A. 209.165.202.134

B.10.111.111.2

C. 209.165.202.130

D.10.111.111.1

IEfE: (EfEZRTLET)
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for interface in netconf_data["GigabitEthemnet®)
If interface["enabled”] != Talse".
print(interface["description®])

for interface in netcon!_data["GigabilEthernet”)
If interface{"disabled™] = true":

print(interface["description”])

isifor interface in neteon!” data[*GigabitEthernet”]
If jqterface["enabled™) != ‘true’
print(interface["description®))

for interface in netconf_data(" Eth E]
print(interface[" B; § B

print(interface|"des 5‘ ‘E e
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