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ASA-4-751015 Local:0.0.0.0:0 Remote:(.9.0.0:0 Username:Unknown SA request

rejected by CAC. Reason: IN-NEGOTIATION SA LIMIT REACHED
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*Nov 26 ©0:52:20.002: IKEv2:(SESSION ID = 1,SA ID = 1):Received Packet [From 10.10.10.1:508/To 10.10.18,2:500/VRF_ie:f@]
Initiator SPI : D5684E1462991856 - Responder SPI : 2162145C95256F6A Message id: 1
IKEv2 IKE_AUTH Exchange RESPONSE
*Nov 26 ©0:52:20.002: IKEv2-PAK:(SESSION ID = 1,5A ID = 1):Next payload: ENCR, version: 2.0 Exchange type: IKE_AUTH, flags: RESPONDER MSG-RESPONSE Message id: 1, length: 236
Payload contents:
VID Next payload: IDr, reserved: @x@, length: 20
IDr Next payload: AUTH, reserved: 0x0, length: 12
Id type: IPv4 address, Reserved: @x@ &x0
AUTH Next payload: SA, reserved: €x@, length: 28
Auth method PSK, reserved: @x@, reserved: @x@
SA Next payload: TSi, reserved: ©x@, length: 48
last proposal: @x@, reserved: @x@, length: 35
Propesal: 1, Protocol id: ESP, SPI size: 4, #trans: 3 last transform: @x3, reserved: @x@: length: 8
type: 1, reserved: @x@, id: 3DES
last transform: Ox3, reserved: @x@: length: 8
type: 3, reserved: 0x0, id: SHA%6
last transform: Ox0, reserved: 0x@: length: 8
type: 5, reserved: €x@, id: Don’t use ESN
TSi Next payload: TSr, reserved: @x@, length: 24
Num of TSs: 1, reserved 8x@, reserved 9x@
TS type: TS_IPV4_ADDR_RANGE, proto id: 8, length: 16
start port: @, end port: 65535
start addr: 30.30.30.0, end addr: 30.30.30,255
TSr Next payload: NOTIFY, reserved: @x@, length: 24
Num of TSs: 1, reserved 0x@, reserved 8x@
TS type: TS_IPV4_ADDR_RANGE, proto id: @, length: 16
start port: @, end port: 65535
start addr: 20.20.20.0, end addr: 20.20.20.255
NOTIFY(SET_WINDOW_SIZE) Next payload: NOTIFY, reserved: ©x8, length: 12
Security protocol id: Unknown - @, spi size: @, type: SET_WINDOW_SIZE
NOTIFY(ESP_TFC_NO_SUPPORT) Next payload: NOTIFY, reserved: ©x@, length: 8
Security protocol id: Unknown - @, spi size: @, type: ESP_TFC_NO_SUPPORT
NOTIFY(NON_FIRST_FRAGS) Next payload: NONE, reserved: ©x9, length: 8
Security protocol id: Unknown - @, spi size: @, type: NON_FIRST_FRAGS

*Nov 26 ©0:52:20.003: IKEv2:(SESSION ID = 1,5A ID = 1):Process auth response notify

*Nov 26 ©0:52:20.003: IKEv2:(SESSION ID = 1,5A ID = 1):Searching policy based on peer’s identity °10.10.10.1° of type ‘IPv4 address’
*Nov 26 0@:52:20.004: IKEv2-ERROR:(SESSION ID = 1,5A ID = 1):: Failed to locate an item in the database

*Nov 26 ©0:52:20.004: IKEv2:(SESSION ID = 1,5A ID = 1):Verification of peer’s authentication data FAILED

*Nov 26 ©@:52:20.004: IKEv2:(SESSION ID = 1,SA ID = 1):Auth exchange failed

*Nov 26 ©0:52:20.004: IKEv2-ERROR:(SESSION ID = 1,5A ID = 1):: Auth exchange failed

Router#

*Nov 26 00:52:20.004: IKEv2:(SESSION ID = 1,54 ID = 1):Abort exchange

*Nov 26 ©0:52:20.004: IKEv2:(SESSION ID = 1,54 ID = 1):Deleting SA
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B. transform set
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Answer Area

Router A

interface Tunnell
ip address 10.0.0.1 255.255.255.0
ip nhrp mp multicast dynamic
ip nhrp network-id 1
ip nhrp
no ip split-horizon eigrp 10

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

Router B
interface Tunnell
ip address 10.0.0.2 255.255.255.0

ip nhrp nhs nbma

ip nhrp network-id 1

ip nhrp
tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0:0.0 0.0.0.255

multicast

y P B A

10.0.0.1

redirect

shortcut

server-only
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Answer Area

ip
ip
ip
ip
no

ip

ip
ip
ip
ip

Router A

interface Tunnell

address 10.0.0.1 255.255.255.0
nhrp mp multicast dynamic
nhrp network-id 1

nhrp | redirect |
ip split-horizon eigrp 10

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

Router B
interface Tunnell

address 10.0.0.2255.255.255.0

nhrp nhsl 10.0.0.4 Inbma 1111

multicast

nhrp network-id 1
nhrp || shoricut

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

1:5:%1

10.0.0.1

redirect

shortcut

server-only
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group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

dns-server value 10.10.10.10
vpn-tunnel-protocol ssl-clientless
default-domain value cisco.com
address-pcocols value ACPool

group-policy Admin Group internal
group-policy Admin Group attributes
vpn-simultanecus-logins 10
vpn-tunnel-protocol ikevZ ssl-clientless
split-tunnel-pelicy tunnelall

tunnel-group Admins type remote-access
tunnel-group Admins general-attributes
default-group-policy Admin Group

tunnel-group Admins webvpn-attributes
group-alias Admins enable

tunnel-group Employee Type remote-access
tunnel-group Employeeé webvpn-attributes
group-alias Employee enable
@
webvpn
enable outside
anycennect image disk(0:/anyceénnect-win-4.7.01076é-webdeploy-k9.pkg 1
anyconnect enable
tunnel-group-list &nable
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KEVZ: (SESSION 1D = 1/,5A 1P = 1) Processing 1KE AUTH message
KEv2:1IPSec policy validate request sent for profile CloudOne with psh index 1.

‘KEv2: (SESSION ID ="17,8A ID ="1):
‘KEv2:(SA ID = 1):[IPsec -> IKEv2] Callback received for the validate proposal - FAILED.

.KEV2-ERROR: (SESSION ID = 17,SA"ID = 1):: There was no IPSEC policy found for received TS
'‘KEv2: (SESSION ID = 17,SA"ID = l):Sending TS unacceptable notify

KEv2: (SESSION ID = 17,SA ID = 1):Get my authentication method

‘KEv2: (SESSION ID = 17,SA ID = 1):My authentication method is 'PSK'

KEv2: (SESSION ID = 17,SA ID = 1):Get peer's preshared key for ©8.72.250.251
‘KEv2: (SESSION ID = 17,SA ID = 1):Generate my authentication data

KEv2: (SESSION ID = 17,SA ID = 1):Use preshared key for 1d .68.72.250.250, key len 5

'KEv2: [IKEV2 -> Crypto Engine] Generate IKEv2 authentication data

.KEv2: [Crypto Engine -> IKEv2] IKEv2 authentication data generation PASSED

'KEv2: (SESSION ID = 17,SA ID = 1):Get my authentication method

'‘KEv2: (SESSION ID = 17,SA ID = 1):My autheati€ation method is 'PSK'

‘KEv2: (SESSION ID = 17,SA ID = 1) :Generating IKE AUTH message

‘KEv2: (SESSION ID = 17,SA ID = 1):Constriicting IDr payload: '68.72.250.250' of type 'IPv4 address'
'KEv2: (SESSION ID = 17,SA ID = 1):Building.packet for encryption.

‘ayload contents:

VID IDr AUTH NOTIFY(TS_UNACCEPTABLE)

'‘KEv2: (SESSION ID = 17,SA ID = 1):Sending Packet [To 68.72.250.251:500/From 68.72.250.250:500/VRF i0:£0)
‘nitiator SPI : 3D527B1DSODBEEF4 - Responder SPI : 8C693F77F2656636 Message id: 1

‘KEv2 IKE AUTH Exchange RESPONSE

‘ayload contents:

ENCR

TNV THEAZEDNWT EDFATDIRI Y FHAVPNOEEIZWHITTLNET M ?

A BIRKENNS T 9

B. &

C. FaitHE+—

D. PFS

EfE:B(AAV FEHKT D)

If the responder's policy does not allow it to accept any part of the proposed Traffic Selectors, it
responds with a TS_UNACCEPTABLE Notify message.
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interface: Tunnell
Crypto map tag: Tunnell-head-0, localpaddr 192.16B.0.1

protected vrf: (none)
local ident (addr/mask/prot/port): (0 0.0/0.0,040/0/0)
remote ident (addr/mask/prot/port): (0 a2 00 000.04£070)
current_peer 192.168.0.2 port 500
PERMIT, flags={origin_is_acl, }
¢pkts encaps: 0, #pkts encrypt: 0, #pkcs digesc: D
f#pkts decaps: 0, #pkts decrypt: 0, #pktes verify: 0
#¢pkts compressed: 0, #pkts decompressed: 0
#pkts not compréssed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #¥pkts decompress failed: 0
$¢send errors 0, #recv errcra 0

local crypto endpt.: 192.168.0.1, remote crypto endpt.: 1%2.168.0.2
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEchernetl
current cutbound spi: 0x3D0O5DO003(1023791107)

PFS (Y/N): N, DH group: none

BRTR 5N bshowcryptoipsec satB NEEKT B b RILA A TIEENTTH, 2OFEIRL
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A. VTI

B. crypto map

C. FlexVPN

D. DMVPN

E. GRE
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A.RDP H—/N\—LDiIREZEZTMAFT,

B.DMVPN 24 L7 MEZZEEBELFET,

C.RDP 7R— + Z#¥i3R ACL IZ:EM L F 9,

D.)L—%—K®DO MTU 94 XZR/HBELET,


https://www.jpnshiken.com/q/9604-1040587/
https://www.jpnshiken.com/q/9604-1040588/

Eff:D (AU RERKT D)

Eﬁ:ﬁ: 25

FoRILTIL—TYR EEFERETISVPNEY L I3V E LRIV TL—TIZIVEV T T BHDIC
TILD2DDINTG A —Z—EENTIh, 2OFERLTLIEZELY,)

.7 IL—JDURL

. AnyConnect? 547> kDIN—2 3 Y

WN—TITAY TR

CEIBAET v T

ERBET— RO A DFER
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A TOFILESR

B. H3X i

C. B2
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IOSIL—A2 D75y alz7y Fa— KEnt=Cisco AnyConnect 7R 7 7 A JLZHAT ST >
FlixENTT D,

A. webvpnA i R— k707 7 4 JLSSL_profile flash simos-profile.xml

B. svcAf »iR— k707 7 4 JLSSL_profile flash simos-profile.xml

C. &5 vpn anyconnect 70 7 7 A JLSSL_profile flash simos-profile.xml

D. anyconnect 7’0 7 7 4 JLSSL_profile flash simos-profile.xml

Ef#E: (EfEZRTLET)

B 28

FSTOIWYa—TF a5tz TP =71 show crypto isakmp sa A< > KA b U RILDEREE
DIREEA MM_KEY EXCH THEZ EE2RLTWS I EEHRLEL, COREEMRT 51
DIZMBRERDAT Y TIERITTH?

A FRIHBEXF—DPEADTNART—HTEIILEHRLET,

B. /A ABTUDP 500 M7 Ay SNTWHWNWZ EZHELET,
C.OIVITrIYTLEDE7DIP7RLRAZEBELET,

D. ISAKMP 7OR—H¥ILHA—HT B E#HELET,

EfR: (EffZzRTLET)
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crypto gdoi group GDDI —GRAQIIP]
server local
address ipv4 10+70.0.1

redundancy
localyptority 250
peer address ipv4 10.0.6.1

HOIERERER Ry MZEDWT EDF A TD VPN BB EINTNVETH?
A.FlexXVPN /Xy O 79T F—+HxA

B. FlexVPN O— K /A5 >4 —

C.Ta7I TIL—T »A2/—T VPN £B5
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group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelall
address-pools value ACPool

ip local pool ACPool 10.0.0.1-10.0.3.254 mask 255.255.252.0
O B. access-list ACSplit standard permit 192.168.0.0 255.255.255.0

group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-list value ACSplit
address-pools value ACPool

ip local pool ACPool 10.0.0.1-10.0.3.254 mask 255.258.252.0

OC  access-list ACSplit standard permit 192.168.0.0 285.25550253.0

group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-list value ACSplit
address-pools value ACPool

ip local pool ACPool 10.0.0.1-10.0.0.254 mask 255.255.255.0

OD. group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
split-tunnel-policy tunnelall
address-pools value ACPool

inp local ool ACPool 10.0.0.1-10.0.0.254 mask 255.255.255.0
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*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 Global (R) MM KEY EXCH

*Jul 16 20:21:25.317: ISAKMP: reserved not zero on ID payload!

*Jul 16 20:21:25.317: $CRYPTO-4-IKMP_BAD MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed
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ISAKMP: (0):beginning Main Mode exchange

ISAKMP-PAK: (0):sending packet to 192,168.0.8 my porg SO0 peer port S00 (I) MM _NO_STATE
ISAKMP-PAK: (0):received packet from 192.16E.0.B dport 500 sport 500 Global [I} MM NO_STATE
ISAKMP: (0):01d State = IKE 1 MMl New State'= IKE_ I MM2

ISAKMP: (0):found peer pre-shared key matching 192. .168.0.8

ISAKMP: (0):local preshared key found

ISAKMP: (0):Checking ISAKMP transform 1 [@gainst prierity 10 poli;t

ISAKMP: (0): encryption ARES-CBC

ISAKMF: (0): keylength of 256

ISAKMP: (0): hash SHA256

ISAKMP: (0): default group 14

ISAKMFP: (0): auth pre-share

ISAKMF: (0): life type in secconds

ISAKMF: (0): life duration (basic) of 1200

ISAKMP: (0):atts are acceptable. Next payload is 0

ISAKMP-PAK: (0):sending packet to 192.168.0.8 my port 500 peer_port 500 (I) MM _SA_SETUP
ISAKMP: (0):01d State = IKE I MM2 New State = IKE I MM3

ISAKMP-FAK: (0):received packet from 192:/168.008,  dport 500 sport 500 Global (I) MM SA SETIUP
ISAKMP: (0):01d State = IKE_I MM3 New State = IKE I MM4

ISAKMP: (0):found peer pre-shared key matching 192.168.0.8

ISAKMP: (1005):01d State = IKE I MM4 New State = IKE_I_MM4

ISAKMP: (1005):pre-shared key authentication using id type ID IPV4_ADDR

ISAKMP-PAK: (1005):sending packer t¢ 192.16£.0.8 my_port 4500 peer port 4500 (I) MM _KEY EXCH
ISAKMP: (1005):0ld State = IKE.I MM4d New State = IKE I_MMS

ISAKMP-PAK: (1005):received packetr from 192.168.0.8 dport 500 sport 500 Global (I) MM KEY EXCH
ISAKMP: (1005):phase 1 packet 1s a duplicate of a previous packet.

ISAKMP: (1005):rectransmitgting.due tc retransmit phase 1

ISAKMP: (1005):retransmitting phase 1 MM KEY EXCH...

ISAKMP: (1005):: incrementing error counter on sa, attempt 1 of 5: retransmit phase 1
ISAKMP-PAK: (1005):sending packet to 192.16E.0.8 my port 4500 peer port 4500 (I) MM KEY EXCH
ISAKMP-PAK: (1005):received packet from 192.1€8.0.8 dport 500 sport 500 Glcbal (I) MM_KEY EXCH
ISAKMF: (1005):phase 1 packet is a duplicate of a previous packet.

ISAKMP: (1005):retransmitting due to retransmit phase 1

2204 FEIOY A FE R URIVEHEILISAERA, TNV TIZEOWT, COMEDRERRIEA
TIM?

A GIEAEDH FIEDREA TR TRELFT,

B.UE—FEFTCRETS—HMFEELELL,

C.IL—E—THRATS—MRELFELF,

D. EZM5DUDP 4500 F 35 7 1 v 7 AIL—R—IZEIELFHA,

IEfZ: (EfEZRTLEY)

AHI75:300-730J[ERELE [LJPNTest.comizfit & fv 300-730JEHERICEET 5 Z & IT&ICTILL
F9 ! JPNTest.comlE 45 &#7300-730JiA BRI RESR & =it L F£9, JPNTest.com 300-730J5K B&
BEEELSEHFINEL-, 22 T300-730JBBENDTA IV VEFITANET , &
D7 2 £ X _https://www.jpntest.com/shiken/300-730J-mondaishu 240f5 . 3 0 %7 4« R H ™

vk BRI EIS|a— K: JPNshiken



https://www.jpnshiken.com/q/9604-1040600/
https://www.jpntest.com/shiken/300-730J-mondaishu

