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group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

dns-server value 10.10480.40
vpn-tunnel-protocol ssl-clientless
default-domain value cisco.com
address-pecols value ACPool

group-policy Admin Group internal
group-policy Admin Group attributes
vpn-simultanecus-legins 10
vpn-tunnel-protocol ikevZ ssl-clientless
split-tunnel-policy tunnelall

tunnel-group Admins type remote-access
tunnel-group Admins general-attributes
default-group-poligy Admin Group
tunnel-group Admins webvpn-attributes
group-alias Admins enable

tunnel-group Employee type remote-access
tunnel-group Employee webvpn-attributes
group-alias Employee enable

webvpn
enable outside
anyconnect image disk(:/anyconnect-win-4.7.01076é-webdeploy-k9.pkg 1
anyconnect enable
tunnel-group-list enable
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KEv2: (SESSION ID = 17,5A ID = 1):Processing IKE AUTH message
KEvZ:1PSec policy validate request sent for profile CloudOne with psh index 1.

KEv2: (SESSION ID = 17,5A ID = 1):
KEv2: (SA ID = 1):[IPsec -> IKEv2] Callback received for the validate proposal - FAILED.

KEvV2-ERROR: (SESSION ID = 17,5A ID = 1):: There was no IPSEC policy found for received TS
KEv2: (SESSION ID = 17,SA ID = 1):Sending TS unacceptable notify

KEv2: (SESSION ID = 17,5A ID = 1):Get my authentication method

KEv2: (SESSION ID = 17,SA ID = 1):My authentication method is 'PSK'

KEv2: (SESSION ID = 17,SA ID = 1):Get peer's preshared key for 68.72.250.251

KEv2: (SESSION ID = 17,SA ID = 1):Generate my authentication data

KEv2: (SESSION ID = 17,5A ID = 1):Use preshared key for id 68.72.250.250, key len'S

KEv2: [IKEvZ -> Crypto Engine] Generate IKEvZ authentication data

KEv2: [Crypto Engine -»> IKEv2) IKEvZ authentication data generation PASSED

KEv2: (SESSION ID = 17.8A _ID.='1):Get my authentication method

KEv2: (SESSION ID = 17,8A 1D = 1) :My authentication method is 'PSK'

KEv2: (SESSION ID = 17,8A ID = 1):Generating IKE_AUTH message

KEv2: (SESSION ID = 17,8A ID = 1) :Constructing IDr payload: "68.72.250.250" of type 'IPv{ address'
KEv2: (SESSION ID = 17,SA ID = 1):Building packet for encryption.

ayload contents:

VID IDr AUTH BOTIFY (TS_UNMACCEFTABLE)

KEv2:{SESSION ID = 17,SA ID = 1):Sending Packet [To 68.72.250.251:500/From 68.72.250.250:500/VRF i0:£0)
nitiator SPI : 3D527B1DSODBEEF4 - Responder SPI : BCE693FTTF265663¢ Message id: 1

KEvZ IKE AUTH Bxchange RESBONSE

ayload contents:

ENCR
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Ciscoasal sh cap o trace packet-number 4

737 packets captured

4: 08:19:36.054181 10.99.117.195.56485 > 10.31.124.31.443:

FPhase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Acocess list

FPhase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat(inside,outside) source astatic obj 1?2.16.0.0_24 interface
Additional Information: i

NAT divert to egress interface inside

Untranslate 10.31.124.31/443 to 172.16.0.0/443

Phase: 4 >

Type: ABCESSSLIST

Subrype: log

Result! ALLON

Config:

access-group global access 1 global

access=list glebal access | extended pamait ip any any
Additienal Infornatien:

Phase: 5

Type: NAT

Subtype:

Result: ALLOW

Conflig:

nat (inside,outside) source static ebj 172.16.0.0 24 interface
Additional Information: 5

Static translate 10.99.117.195/56485 o 10.99.117.195/56485

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: 1P-OPTIONS
Subtype:

Result: ALLOW
Conflig:

SSLYSA47 2 hAASANY PV FICERLTVWEY, BROBRITAZALTIMLFELE,
A28 =3y MERZHEELTESV, JEVWI Ay E—UNRRSN Y3 UAKELE

$ 3919220036:3919220036(0) win 64240 <nas 1260,nop,wscale 8, nop,nop,sackor>

Phase: B

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

nat(inside,outside) source static obj 172.16.0.0 24 interface
Additional Information: = =

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additisnal Information:

Fhase: 11

Type: 1P-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 123456, packet dispatched to next module

Phase: 13

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Rosult: ALLOW

Config:

Additional Information:

found next-hop 172.16.0.0 using egress ifc inside

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

1 packet shown
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group-policy DLltGrpFolicy internal [
group=poliey DEflcGrpPolicy attributes
banner none
dns-gerver value 10.10.10.10
vpa-tunnel-protocol ssl-clisntless
default-domain value cisco.com
address-pools value ACPool

group-policy Admin Group incernal
group-policy Admin Group attribuces
vpn-simultanecus-logins 10
vpo-tunnel-protocol ikev: ssl-cliencleas
splic-tunnel-policy tunnelall

tunnel-group Admins type.remote-access
tunnel-group Admins general=-attributes
default-group-poliey Admin Group
tunnel-group Admins webvpn-attributes
group-alias Admins enable

tunnel-group Employee tipe remote-access
tunnel-group Employee webvpn-attributes
group-alias Employee enable

webvpn

enable ocutaide

anyconnect image diakD:/anyconnect-win-4.7.01076-webdeploy-k9.pkg 1
anyconnect enable

cunnel-group-list enable
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*Nov 26 ©0:52:20.002: IKEv2:(SESSION ID = 1,54 10 = 1):Received Packet [From 10.10.10.1:568/To 18.10.10.2:500/VRF 10:78)
Initiator SPI : DS684E1462991856 - Responder SPI : 2162145CH5256F6A Message id: 1
IKEv2 IKE_AUTH Exchange RESPONSE
*Nov 26 ©9:52:20.002: IKEv2-PAX: (SESSION ID = 1,54 I0= 1):Next paylesd: EMER, version: 2.9 Exchange type: INE_AUTH, flags: RESPONDER MSG-RESPONSE Message id: 1, length: 236
Payload contents:
VID Next payload: IDr, reserved: @x@, length: 20
IDr Next payload: AUTH, reserved: @x@, length: 12

Id type: IPv4 address, Reserved: @xd &xd
AUTH Next payload: SA, reserved: @@, length: 28

Auth method PSK, reserved: Bx@, reserved: 8@
SA Next payload: TSi, reserved: @x8, length: 40

last proposal: @x, reserved: @x@, length: 35

Proposal: 1, Protocol id: ESP, SPI size: 4, Wtrans: 3 last transform: @x3, reserved: @x9: length: 8

typet 1, reserved: Ox®, id: 3DES

last transform: @x3, reserved: 0x0: length: 8

type: 3, reserved: @x®, id: SHA%G

last transform: €x@, reserved: 0x0; length: 8

type: 5, reserved: @@, id: Don't use ESN
TSi Next payload: TSr, reserved: @x@, length: 24

Num of TSs: 1, reserved 0x0, reserved Ox0

TS type: TS_IPV4_ADDR_RANGE, proto id: @, length: 16

start port: @, end port: 65535

start adde: 30.30.30.9, end addr: 30.30,30.255
TSr Next payload: NOTIFY, reserved: @, length: 24

Num of TSs: 1, reserved 8x8, reserved éx®

TS type: TS_IPV4_ADOR_RANGE, proto id: @, length: 16

start port: @, end port: 65535

start addr: 20.20.20.9, end addr: 20.20,20.155
NOTIFY(SET_WINDOW_SIZE) Next payloads NOTIFY, reserved: @x@, length: 12

Security protocol id: Unknown = @, spi size: 8, type: SET_WINDOW_SIZE
NOTIFY(ESP_TFC_NO_SUPPORT) Next payload: NOTIFY, reserved: @x@, length: §

Security protocol id: Unknown - @, spi size: 9, type: ESP_TFC_NO_SUPPORT
NOTIFY(NON_FIRST_FRAGS) Next payload: NONE, reserved: @x9, length: 8

Security protocol id: Unknown - @, spd size: @, type: NON_FIRST_FRAGS

*Nov 26 00:52:20.003: IKEv2:(SESSION ID = 1,5A ID = 1):Process auth respoase notify

*Nov 26 99:52:20.003: IKEv2:(SESSION ID = 1,5A ID = 1):Searching policy based on peer’s identity '10.10.10.1' of type ‘IPvd address’
*Nev 26 ©0:52:20.004: IKEv2-ERROR:(SESSION ID = 1,54 ID = 1):: Failed to locate an item in the database

*Nov 26 09:52:20.004: IKEv2:(SESSION ID = 1,5A ID = 1):Verification of peer’s authentication data FAILED

*Nov 26 8@:52:20.884: INKEv2:(SESSION ID = 1,54 ID = 1):Auth exchange failed

*Nov 26 ©8:52:20.084: IKEv2-ERROR:(SESSION ID = 1,54 ID = 1):: Auth exchange failed

Router®

*Nov 26 ©2:52:20.004: IKEv2:(SESSION ID = 1,54 ID = 1):Abort exchange
*Nov 26 ©0:52:20.004: IKEv2:(SESSION ID = 1,SA ID = 1):Deleting SA
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Answer Area

Router A
interface Tunnell

ip
ip
ip
ip
no

address 10.0.0.1 255.255.255.0
nhrp mp multicast dynamic

nhrp network-id 1

nhrp
ip split-horizon eigrp 10

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

ip

address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.2558

Router B

interface Tunnell

ip
ip
ip
ip

address 10.040.2,255.255.255.0

nhrp nhs nbma

nhrp netwerk-id 1
nhrp

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

ip

address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

multicast

1144

10.0.0.1

redirect

shortcut

server-only
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Answer Area

Router A

interface Tunnell
ip address 10.0.0.1 255.255.255.0
ip nhrp mp multicast dynamic
ip nhrp network-id 1

ip nhrp| redirect |l

no ip split-horizon eigrp 10
tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0,.255

Router B

interface Tunnell
ip address 10.0.0.2 255.255.255.0

ip nhrp nhs|_ 10001 |nbmal 1141 |Jnulticast
ip nhrp network-id 1
ip nhrpll shortcut

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0 255

BHi: 10

1114

10.0.0.1

redirect

Il shortcut

|| server-only




HUB#show ip nhrp
10:0.0.2/32 via 10.0.0.2
Tunnel0 created 00:02:09, expire 00:00:01
Type: dynamic, Flags: unique registered used nhop
NBMA address: 2.2.2.1. ¢ ¢
10.0.0.3/32 via 10.0.0.3
Tunnel0 created 00:13:25, 01:46:34
Type: dynamic, Flags: unique registered 'used nhop
NBEMA address: 3.3.3.1 -

BRESBLTCESVD,DMVPN RIS VELIZRAY TLTEY | b U RILEEDHER
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interface Tunnell
ip address 10.0.0.2 255.255.255.0
no- ip redirects
ip nhrp map 10.0.0.1 1.1.1.1
ip nhrp map multicast 1.1.1.1
ip nhrp network-id 1
ip nhrp holdtime 20
ip nhrp nhs 10.0.0.1
ip nhrp registration timeout 120
ip nhrp shortcut
tunnel source GigabitEthernet(O/1
tunnel mode gre multipoint
end

interface Tunnell

ip address 10.0.0.2 255.255.255.0
no ip redirects

ip nhrp map 10.0.0.1 1.1.1.1

ip nhrp map multicast 1.1.1.1

ip nhrp network-id 1

ip nhrp "holdtime 120
ipenhrpesnhs 10.0.0.1
ip nhip registration timeout 120
ip nhrp shortcut
tunnel source GigabitEtherneto(/1
tunnel mode gre multipoint
end




interface Tunnell
ip address 10°.0.0.2 255.255.255.0
no ip redirects
ip nhrp map 10.0.0.1 1.1.1.1
ip nhrp map multicast 1.1.1.1
ip nhrp network-id 1
ip nhrp holdtime 120
ip nhrp nhs 10.0.0.1
ip nhrp registration timeout 20
ip nhrp shortcut
tunnel source GigabitEthernet0/1
tunnel mode gre multipoint

c. end
Lnterrace Tunne.lu

ip address 10.0.0.2 255.255.255.(
no ip redirects

ip nhrp map 10.0.0.1 1.1.1.1

ip nhrp map multicast 1,.1.1.1

ip nhrp network-id 1

ip nhrp holdtime 120

ip nhrp nhs»10.0.0.1

ip nhrp registration timeout 150
ip nhrp shortcut

tunnel source GigabitEthernet0/1

tunnel mode gre multipoint
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A. show crypto ikev2 sa

B. show crypto isakmp sa

C. show crypto gkm
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interface: Tunnel0
Crypto map tag: TunnelO-head-0, local addr 10.10.10.1

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
currefit peer 192.188.0.1 port 500
PERMET, gflags=fior@gim is_acl, )
#pktS encads: 16228, Bpkts encrypt: 16228, #pkts digest: 16228
#pkt® decaps: 26703, #pkts decrypt: 26773, #pkts wverify: 26773
#pkts compressed: 0, #pkts decompressed: 0
#PXtshof Coppresgedinl, #pkts compr. failed: 0
fpktshot Hecbunprassed: 0, #pkts decompréss failed: 0
#pkts no sa (send) 0, #pkts invaldid.sa (rév) 0
fpkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts werify failed: 0
fpkts invalid identity (retv). 0, #pkts invalid len (rcv) 0
#pkts replay rollover {send)s 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rew): 23751
#pkts tagged (send): .0, #pkts untagged (rcv): 0
#pkts not tagged (send): 0, #pkts not untagged (rcv): 0
#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 10.10.10.1, remote crypto endpt.: 192.168.0.1

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/0/0
current outbound spi: 0x48998999(1218021785)

PFS (Y/N): N, DH group: none
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Answer Area

Router A
interface Tunnell

ip
ip
ip
ip
no

address 10.0.0.1 255.255.255.0
nhrp mp multicast dynamic

nhrp network-id 1

nhrp
ip split-horizon eigrp 10

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

ip

address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.2558

Router B

interface Tunnell

ip
ip
ip
ip

address 10.040.2,255.255.255.0

nhrp nhs nbma

nhrp netwerk-id 1
nhrp

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

ip

address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

multicast

1144

10.0.0.1

redirect

shortcut

server-only

IEf
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%




Answer Area

Router A

interface Tunnell
ip address 10.0.0.1 255.255.255.0
ip nhrp mp multicast dynamic
ip nhrp network-id 1

ip nhrp

redirect

Router B

router eigrp 10
network 10.0.0.0 0.0.0.255

interface Tunnell
ip address 10.0.0.2 255.255.255.0

ip nhrp nhs| 10.0.0.1

ip nhrp network-id 1

ip nhrp

shortcut

router eigrp 10
network 10.0.0.0 0.0.0.255

no ip split-horizon eigrp 10
tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 1.1.1.1 255.255.255.0

nbma 1111

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 2.2.2.2 255.255.255.0

multicast

1.1:1.1

10.0.0.1

redirect

shortcut

server-only

SR .

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16/sec-

conn-dmvpn-xe-16-book/sec-conn- dmvpn-summ-maps.htmi
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Basic Name: TunnelGroupl
= Advanced Aliases: TunnelGroupl

Authentication

Method: AAA v
AAA Server Group: LOCAL v Manage...

SAML Identity Provider
SAML Server: ---None--- v Manage...
Client Address Assignment

DHCP Servers: 192.168.1.11
¢ None DHCP Link DHCP Subnet

Client Address Poals: Select...
Client IPvb Address Pools: Select...

Default Group Policy
Group Policy: GroupPolicy?2 -+ Manage...

(Following fields are linked to attribute of the group policy selected above.)

Enable SSL VPN client protocol
Enable IPsec(IKEv2) client protocol

DMS Servers: 192.168.1.3
WINS Servers:
Domain Name: acme.ora
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tunnel-group IKEVZ type remote-access
tunnel-group IKEV2 general-attributes
address-pool split
default-group-policy GroupPolicyl
tunnel-group IKEVZ webvpn-attributes
group-alias 1kev2 enable

-<HostEntry>
<HostName>ikev2</HostName>
<HostAddress>10,106.45.221</HostAddress>
<UserGroup>ikev2</UserGroup>
<PrimaryProtocol>IPsec</PrimaryProtocol>
</HostEntry>

BRZEZSHBELTLESWN, BEHIEI XMLT O T 7 4 )L ZERE 3 1ZCiscoAnyConnectiE i i
ITEFET,

AnyConnect KO A U THRA b kev2 | BNBEIRESNTWBIGE EHRIIEBRLET, CORRE
DRAIEfFITT M ?
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B.IP7 FLAMBNELLSHY FEFLHA,
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D. UserGrouplZ#E 7O 7 7 M ILE—BT DM ENH Y I,
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EREA/1) 7 7 LR hitps //community.cisco.com/t5/security-documents/anyconnect-xml-
settings/ta-p/3157891
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€ (Cisco AnyConnect | 172.16.31.10 X

Please enter your username and password.

| o)

Group: General 2

Username: {

—_—— —

Password:

OK Cancel

BTR%2M L T &0, tunnel-group webvpn-attributesD T2 522D aAI Y FD S

5 _ CiscoAnyConnect 1 —HMER TAnyConnect 7OV 7 2 RET AR ELDZDIEIENTT
M, 2OFIRLTLEZELY,)

. group-url https://172.16.31.10/General enable

LTI —TRY) o——fRRE

. #Bilaaa

. SOELEEEAE

. group-alias General enable
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Spokell
local ident (addr/mask/prot/port): (192.168.1.1/255.255.255 2585/ 47/0)
remote ident (addr/mask/prot/pert): (192.168.2.1/255.255.255.255/ 47/0)
#pkts encaps: 200, #pkts encrypt: 200
fipkts decaps: 0, #Hpkts decrypt: 0,
local crypto endpt.: 192.168.1.1,
remote crypte endpt.: 152.168.2.1
inbound esp sas:
spi: 034B32CA36 (1261619766}
outbound esp sas:
spi:0xD601918E (1760427022)

Spoke2#
local ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/ 47/0)
remote ident (adde/maskj/prot/port): (192.168.1.1/285.255.255.2557 47/0)
#ipkts encaps: 210, #pkts encrypt: 210,
#ipkts decaps: 200, #pkts decrypt: 200,
local erypte endpt.: 192.168.2.1,
remote crypte endpt.: 192.168.1.1
inbound esp sas:
spi: 03D601918BE (1760427022)
outbound esp sas:
spi: 034BS2CA36 (1261615766)

IO =7h#FH LLGREoverlPsec ko RILD LS TN a—T 4 2T ETHo>TVET, hoRIL
FHEIINATOVEITN T FRFRAR—I 1S RAKR—921pingZETTEEEA, EDH
ATDRS T4 oD TAYIENRTNETM?

A. spoke1H 5 spoke2~DISAKMP /v |

B. spoke2h 5 spoke 1 ~DISAKMP/\ 4wy k

C. spoke2h 5 spoke1 ~MDESP/N vy |+

D. spoke1/ i5spoke2 ~NDESP/ 4y k
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*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 Global (R) MM KEY EXCH

*Jul 16 20:21:25.317: ISAKMP: reserved not 2ero on ID payload!

*Jul 16 20:21:25.317: $CRYPTO-4-IKMP_BAD_MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed
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aaa new-model
1
aaa authorization network local-group-author-list local
!
crypto pki trustpoint trustpointl
enrollment url http://192.168.3.1:80
revocation-check crl
!
crypto pki certificate map certmapl 1
subject-name co cisco
1
crypto ikev2 authorization policy author-policyl
ipvé pool v6-pool
ipvé dns 2001:DBB:1::11 2001:DBB:1::12
ipvé subnet-acl vé6-acl
'
crypto ikev2 profile ikev2-profilel
match certificate certmapl
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint trustpointl
aaa authorization group cert list local-group-author-list

author-policyl
virtual-template 1
!

crypto ipsec transform-set transforml esp-aes esp-sha-hmac
!

crypto ipsec profile ipsec-profilel

set transform-se¢t trans transforml

set ikev2-proiile ikev2-profilel

!
interface Ethernet0/0

ipv6 address 2001:DB8:1::1/32

!
interface Virtual-Templatel type tunnel

ipv6é unnumbered Ethernet0/0

tunnel mode ipsec ipvé

tunnel protection ipsec profile ipsec-profilel
!
ipv6é local pool vé-pool 2001:DBB:1::10/32 48
!
ipvé access-list vé-acl

permit ipv6 host 2001:DBB:1::20 any

permit ipvé host 2001:DBB:1::30 any
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vpn-xe-3s-book / sec-cfg- flex-cInt.html
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hostname RouterA

interface GigabitEthexrngt 0/0/0
ip address 10.0.0610 B 328D .255.0
standby 1 priority 110

standby ikevl-cluster

end

crypto ikev2\eluster
standpgfqﬁﬁup“ikevlucluster
slave, WMax—-session 500

port 2000

no shutdown

crypto ikevZ redirect gateway init
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ASA-4-751015 Local:0.0.0.0:0 Remocte:0.0.0.0:0 Username:Unknown SA request

rejected by CAC. Reason: IN-NEGOITATION SA LIMIT REACHED

i e
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ISAKMP: (0):beginning Main Mode exchange

ISAKMP-PAK: (0):sending packet to 192.16€8.0.8 my_port 500 peer port 500) (I) M4 NO STATE
ISAKMP-PAK: (0):received packet from 192.168.0.8 dport 500 sport 500 Global (I) HH NO_STATE
ISAKMP: (0):0l1d State = IKE I MMl New State = JKE I MM2

ISAKMP: (0):found peer pre-shared key matching 192.168.0.8

ISAKMP: (0):local preshared key found

ISAKMP: (0):Checking ISAKMP transform 1 against priority 10 pelicy

ISAKMP: (0): encryption AES-CBC

ISAKMP: (0): keylength of 256

ISAKMP: (0): hash SHA256

ISAKMP: (0): default group 14

ISAKMP: (0): auth pre-share

ISAKMP: (0): life type in seconds

ISAKMP: (0): life duracion (basic) of 1200

ISAKMP: (0):atts are acceptable. Next payload is 0

ISAKMP-PAK: (0):sending packet to 192.168.0.8 my porc 500 peer port 500 (I) MM SA SEIUP
ISAKMP: (0):01d Scate = IKE I MM2 New Stace = IKE I MM3

ISAKMP-PAK: (0):received packet from 192.168.0,8 dport 500 sport 500 Global (I) MM _SA SEIUP
ISAKMP: (0):01d Svate = IKE I MM3" New State = IKE_I_MM4

ISAKMF: (0):found peer pre-shared key matching 192.168.0.8

ISAKMP: (1005):01d State = IKE I MM4 New State = IKE I MM4

ISAKMP: (1005):pre-shared key authentication using id type ID_IPV4_ADDR

ISAKMP-PAK: (1005) rsending packet to 192.168.0.8 my port 4500 peer_port 4500 (I) MM KEY EXCH
ISAKMP: (1005):01d State = IKE I MM4 New State = IKE I MMS

ISAKMP-PAK: (1005) :received packet from 192.168.0.8 dport 500 sport 500 Global (I) MM KEY EXCH
ISAKMP: (100S):phase 1 packet is a duplicate of a previous packet.

ISAKMF: (100S):retransmitting due to retransmit phase 1

ISAKMP: (1005):recransmitting phase 1 MM KEY EXCH...

ISAKMP: (1005):: incrementing error counter on sa, attempt 1 of S5: retransmit phase 1
ISAKMP-PAK: (1005):sending packet to 192.168.0.8 my port 4500 peer port 4500 (I) MM _KEY EXCH
ISAKMP-PAK: (1005) :received packet from 192.1€2.0.8 dport 500 sport 500 Global (I) tﬂ RI! EXCH
ISAKMP: (100S5):phase 1 packet is a duplicate cof a previous packet.

ISAKMP: (100S):retransmitting due to retransmit phase 1
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tunnel-group IKEV2 type remote-access
tunnel-group IKEV2 general-attributes
address-pool split
default-group-policy GroupPolicyl
tunnel-group IKEV2 webvpn-attributes
group-alias ikev2 enable

-<HostEntry>
<HostName>ikev2</HostName>
<HostAddress>10.106.45.221</HostAddress>
<UserGroup>ikeva</UserGroupp
<PrimaryProtocol>IPsec</PrimaryProtocol>
</HostEntry>
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ISAKMP: (0):beginning Main Mode exchange
ISAKMP-PAK: (0):sending packet to 192.168.0.8 my port 500 peer port| 500 (Ij MM NO STAIE
ISAKMP-PAK: (0):received packet from 192.168.0.8 dport 500 ‘sport 500 Global (I} MM _NO_STATE
ISAKMP: (0):01d State = IKE_I MM1 New State = IKE I MM2
ISAKMP: (0):found peer pre-shared key matching 192.16£.0.8

(0) :local preshared key found

(0) :Checking ISAKMP transform 1 against priority 10 pol:.cy

(0) encryption AES-CBC

(0) keylength of 256

(0) hash SHR256

(0) default group 14

(0) auth pre-share

(0) life type in seconds

(0) life duracticn (basic) of 1200
ISAKMP: (0):atts are acceptable. Next payload is 0
ISAKMP-PAK: (0):sending packet to 192.168.0.8 my porc 500 peer port 500 (I) MM_SA _SETUP
ISAKMP: (0):01d State = JKE_I MM2 New State = IKE I MM3
ISAKMP-PAK: (0):received packet from 192.168.0,8 dport 500 sport 500 Global (I) MM_SA_SETUP

(0) :01d State = IKE I MM3 New State = IKE I MM4

(0) :found peer pre-shared key matching 192.168.0.8

(1005) :01d State = IKE_I MM4{ New State = IKE_I_MM4

(100S) :pre-shared key authentication using id type ID_IFV4_ADDR
ISAKMP-PAK: (1005):sending packet teo 192.168.0.8 my_port 4500 | peer_port 4500 (I) MM_KEY EXCH
ISAKMP: (1005):01d State = IKE I MM4{ MNew State = IKE I MMS
ISAKMP-PAK: (1005):received packet from 192.168.0.8 dport 500 sport 500 Global (I) MM KEY EXCH
ISAKMP: (1005):phase 1 packet is a duplicate of a previous packet.
ISAKMP: (1005):recransmitting due to retransmit phase 1
ISAKMP: (1005):recransmitting phase 1 MM KEY EXCH...
ISAKMP: (1005):: incrementing error counter on sa, acttempt 1 of S5: retransmit phase 1
ISAKMP-PAK: (1005):sending packet teo 152.168.0.8 my port 4500 peer_port 4500 (I) MM KEY EXCH
ISAKMP~PRK: (1005):received packet from 192.16€8.0.8 dport 500 sport 500 Glcbal (I) MM KEY EXCH
ISAKMP: (1005):phase 1 packet is a duplicate of a previcus packet.
ISAKMP: (1005):recransmitting due to retransmit phase 1
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HUB#show ip nhrp

10.0.0.2/32 via 10.0.0.2
Tunnel0 created 00:02:09, expire 00:00:01
Type: dynamic, Flags: unigue registered used nhop
NBMA address: 2.2.2.1

10.0.0.3/32 via 10.0.0.3
Tunnel0 created 00:13:25; 01:46:34
Type: dynamic;, Flags: unique registered used nhop
NBMA address: 3.3.3.1
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A. interface Tunnel0 |
ip address 10.0.0.2 255 25,'.1 255 0
no ip redirects - - S
ip nhrp map 10.0.0.1 1 1 1 1
nhrp map multicast 1.1.1.1
nhrp network-id 1
nhrp holdtime 20
nhrp nhs 10.0.0.1
nhrp registration timeout 120
nhrp shortcut

tunnel source GigabitEthernet0/1

tunnel mode gre multipoint

end

B. interface Tunnel0
ip addres8™0,0.0.2 255.255.255.0
no ip redirects
ip map 10.0.0.1 1.1.1.1
ip map multicast 1.1.1.1
ip network-id 1
ip holdtime 120
ip nhs 10.0.0.1
ip registration timeout 120
ip shortcut
tunnel source GigabitEthernet0/1
tunnel mode gre multipoint
end




C. interface Tunnel0

ip address 10.0.0.2 255.255.255.0
no ip redarecgts

ip nhrp map 10.0.0.1 1.1.,1.1

ip nhrp map multicast 1.1.1.1

ip nhrp network-id 1

ip nhrp holdtime 120

ip nhrp nhs 10.0.0.1

ip nhrp registration timeout 20
ip nhrp shortcut

tunnel source GigabitEthernet0/1
tunnel mode gre multipoint
end

D interface Tunneld
ip address 10.0.0.2 255.255.255.0
no ip redirects
ip nhrp map 10.0.0.1 1.1.1.1
ip pmhrp map multicast 1:71.1.1
ip nhrp network-id- i

ip Bhtp holdtisme 120
ip Bh¥p nhs 10.0.0.1
ip ohrp registration timecut 150
ip nhrp shortcut
tunnel scurce GigabitEthernet0/1l
tunnel mode gre multipoint

end
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<HostEntry>
<HostName>RAVPN </HostName>
<HostAddress>209.165.202.129 </HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>false </StandardAuthenticationOnly >
</PrimaryProtocol>
</HostEntry>

& <HostEntry>

<HostName>RAVPN </HostName>
gHostAddress>209.165.200.225 </HostAddress>
< PnrnaryProtoch ::-szec
<StandardAuthenticationOnly>false </StandardAuthenticationOnly >
</PrimaryProtocel >

</HOstENtry>
= <HostEntry>

<HostName>RAVPN </HostNames
<HostAddress>209.165.202.129</HostAddress >
</HostEntry>

<HostEntry>
-:HﬂstName:r R}WPN </HostName>
-:Hﬂstﬁddress:-?l}? 165.200.225 </HostAddress >
</HostEnth
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crypto gdoi,group GDOI-GRCOUPL
server local
address ipv4,10+0L0WV1

redundanc¥%
localtfpriority 250
peer address ipv4 10.0.6.1
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HUB configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com
aunthentication local rsa-sig
authentication remote pre-shared-key cisco
pki trustpoint CA

aaa aunthorization group cert list default defaunlt
virtual-template 1

SPORE 1 configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke.cisco.com
authentication local rsa-sig
authentication remote pre-shared-key cisco
pki trustpoint CA

aaa authorization group cert list default default
virtunal-template 1

SPORE 2 configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke2.cisco.com
authentication local pre-shared-key flexvpn
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list default default
virtonal-template 1
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A. same-security-traffic permit intra-interface

B. dns-server value 10.1.1.3

C. same-security-traffic permitinter-interface

D. dns-server value 10.1.1.2
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