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HUB configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com
aunthentication local rsa-sig
authentication remote pre-shared-key cisco
pki trustpoint CA

aaa aunthorization group cert list default defaunlt
virtual-template 1

SPORE 1 configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke.cisco.com
authentication local rsa-sig
authentication remote pre-shared-key cisco
pki trustpoint CA

aaa authorization group cert list default default
virtunal-template 1

SPORE 2 configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke2.cisco.com
authentication local pre-shared-key flexvpn
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list default default
virtonal-template 1
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*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 Global (R) MM KEY EXCH

*Jul 16 20:21:25.317: ISAKMP: reserved not 2ero on ID payload!

*Jul 16 20:21:25.317: $CRYPTO-4~IKMP_BAD_MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed
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ip access-list extended CCNP
permit 192.168.0.10
_parmit 1ID28 1985 0.11

webvpnmgateway SSL Gateway
ip address 172.16.0.25 port 443
ssl trustpoint AnyConnect Cert
inservice o

webvpn context SSL Context
gateway SSL Gateway

ssl authenticate verify all
inservice

policy group SSL Policy
functions svc-enabled
svc address-pool “ACPool” netmask 255.255.255.0
sve dns-server primary 192.168.0.100
sve default-domain cisco.com
default-group-policy SSL Policy
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A. svc split include 192.168.0.0 255.255.255.0

B. svc split include 192.168.0.0 255.255.255.0

C. svc split include acl CCNP
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Answer Area

Router A
interface Tunnell

ip
ip
ip
ip
no

address 10.0.0.1 255.255.255.0
nhrp mp multicast dynamic

nhrp network-id 1

nhrp
ip split-horizon eigrp 10

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

ip

address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.2558

Router B

interface Tunnell

ip
ip
ip
ip

address 10.040.2,255.255.255.0

nhrp nhs nbma

nhrp netwerk-id 1
nhrp

tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

ip

address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

multicast

1144

10.0.0.1

redirect

shortcut

server-only
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Answer Area

Router A

interface Tunnell
ip address 10.0.0.1 255.255.255.0
ip nhrp mp multicast dynamic 1111
ip nhrp network-id 1 —
ip nhrp redirect
no ip split-horizon eigrp 10
tunnel source GigabitEthernetl

tunnel mode gre multipoint
4 ¥ 10.0.0.1
interface GigabitEthernetl
ip address 1.1.1.1 255.255.255.0
router eigrp 10
network 10.0.0.0 0.0.0.255 redirect

Router B
interface Tunnell
ip address 10.0.0.2 255.255.255.0

ip nhrp nhs| 10.0.0.1 nbmal 1111 multicast shortcut
ip nhrp network-id 1
ip nhrp shortcut

tunnel source GigabitEthernetl
tunnel mode gre multipoint

server-only

interface GigabitEthernetl
ip address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255
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conn-dmvpn-xe-16-book/sec-conn- dmvpn-summ-maps.htmi
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A. * $ RemoteAccessVpnClient $ *

B. * $ AnyConnectClient $ *

C. * $ SecureMobilityClient $ *
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tunnel-group IKEVZ type remote-access
tunnel-group IKEV2 general-attributes
address-pool split
default-group-policy GroupPolicyl
tunnel-group IKEV2 webvpn-attributes
group-alias 1kev2 enable

-<HostEntry>
<HostName>ikev2</HostName>
<HostAddress>10,106.45.221</HostAddress>
<UserGroup>ikev2</UserGroup>
<PrimaryProtocol>IPsec</PrimaryProtocol>
</HostEntry>
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B. GETVPN
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*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 Global (R) MM_KEY EXCH

*Jul 16 20:21:25.317: ISAKMP: reserved not zero on ID payload!

*Jul 16 20:21:25.317: ICRYPTO-4-IKMP BAD MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed
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g 5 FQDN or IP Address User Group ASA gateway —_—
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XML profile

HEHIL RDPY L > TCiscoAnyConnect#(CEI 3 S WBENHY ET, EDIOSERN DR RY
ZEITLETH?

A crypto vpn anyconnect profile Profile 1 flash:RDP.xml
webvpn context Context1
svc platform win seq 1
policy group PolicyGroup1
functions svc-enabled
B.

crypto vpn anyconnect profile Profile 1 flash:RDP.xml
webvpn context Contexti
browser-attribute import flash:RDP.xml

C. crypto vpn anyconnect profile Profile 1 flash:RDP.xml
webvpn context Context1
policy group PolicyGroup1
svc profile Profile1

D.  crypto vpn anyconnect profile Profile 1 flash:RDP.xml
webvpn context Context1
policy group PolicyGroup1
svc module RDP
A.+FTavA
B.+7<3>C
C.#7<3>D
D.+7+ 3B
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tunnel-group IKEVZ type remote-access
tunnel-group IKEV2 general-attributes
address-pool split
default-group-policy GroupPolicyl
tunnel-group IKEVZ webvpn-attributes
group-alias 1kev2 enable

-<HostEntry>
<HostName>ikev2</HostName>
<HostAddress>10,106.45.221</HostAddress>
<UserGroup>ikev2</UserGroup>
<PrimaryProtocol>IPsec</PrimaryProtocol>
</HostEntry>
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*Dec 5 20:49:53.785: IKEv2:(SA ID
policies

*Dec 5 20:49:53.785: IKEv2:(SA ID
found for received TS

1070) :Failed o verify the proposed

1070) : Bhegg was no IPSEC policy

*Dec 5 20:49:53.785: IKEv2: (SA IR 1970) :

*Dec 5 20:49:53.785: IKEv2: (SAL WD*= 1070) :SM Trace-> SA:

I SPI=527FCACA776C4724 R _SPIEEFBDTD296CCBO8CA (R} MsglID = 00000001
CurState: R VERIFY AUT#YE%eht: EV_TS UNACCEPT

*Dec 5 20:49:53.785: WREV2: (SA ID = 1070) :Sending FS anaeceptable notify
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D. IKEv2 IKE_AUTH
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https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-
IKEv2- Remote-Access.html
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HUB#show ip nhrp

10.0.0.2/32 via 10.0.0.2
Tunnel0 created 00:02:09, expire 00:00:01
Type: dynamic, Flags: unigue registered used nhop
NBMA address: 2.2.2.1

10.0.0.3/32 via 10.0.0.3
Tunnel0 created 00:13:25; 01:46:34
Type: dynamic, Flags: unique registered used nhop
NBMA address: 3.3.3.1
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A. interface Tunnel0 |
ip address 10.0.0.2 255 25,'.1 255 0
no ip redirects - - S
ip nhrp map 10.0.0.1 1 1 1 1
nhrp map multicast 1.1.1.1
nhrp network-id 1
nhrp holdtime 20
nhrp nhs 10.0.0.1
nhrp registration timeout 120
nhrp shortcut

tunnel source GigabitEthernet0/1

tunnel mode gre multipoint

end

B. interface Tunnel0
ip addres8™0,0.0.2 255.255.255.0
no ip redirects
ip map 10.0.0.1 1.1.1.1
ip map multicast 1.1.1.1
ip network-id 1
ip holdtime 120
ip nhs 10.0.0.1
ip registration timeout 120
ip shortcut
tunnel source GigabitEthernet0/1
tunnel mode gre multipoint
end




C. interface Tunnel0

ip address 10.0.0.2 255.255.255.0
no ip redarecgts

ip nhrp map 10.0.071 1.1.1.1

ip nhrp map multicast 1.1.1.1

ip nhrp network-id 1

ip nhrp holdtime 120

ip nhrp nhs 10.0.0.1

ip nhrp registration timeout 20
ip nhrp shortcut

tunnel source GigabitEthernet0/1
tunnel mode gre multipoint
end

D interface Tunneld
ip address 10.0.0.2 255.255.255.0
no ip redirects
ip nhrp map 10.0.0.1 1.1.1.1
ip pmhrp map multicast 1:71.1.1
ip nhrp network-id i

ip Ah¥p holdtisme 120
ip nhrp uhs 10.0.0.1
ip ohrp registration timecut 150
ip nhrp shortcut
tunnel scurce GigabitEthernet0/1l
tunnel mode gre multipoint

end

AT 3V A
B.+7<3avB
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D.A+#7<a>D
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FTYRNI—D IO TR FEEENABY—N—IZT7 IV ERTELLIIC VE—FT7H L

AV 21— a3 FRiATILENHYET, CNODFEEEFICIET, 2VE1—F—I2T7 T

=23 EAVRA RIS HIERIHY FEA, CORETIEEDVPNY Ja—2 3 U EFER
TEOMENHYFEITHN?

AR=—bTAT—T429

B. SSL AnyConnect

C. IKEv2 AnyConnect

D. V347> LR

EfE:D(QAAV FEHEHKT D)
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B 28

EOTH /00 —hIPsecRT— I T T —)LA—/\—THRELEITM?
A. VRRP

B. GRE

C. GLBR

D. HSRP

EfE:D(QAA U LERKRT D)

BfE: 29
IOSIL—B D75y alc7y FO— KEnf=CiscoAnyConnect 7O 7 7 A L ZF#FNT Ha~<
FldENTT
A. svc import profile SSL_profile flash simos-profile.xml
B. anyconnect 7’0 7 7 4 JLSSL_profile flash simos-profile.xml
C. crypto vpn anyconnect profile SSL_profile flash simos-profile.xml
D. webvpn4{ >7R— k 7B 7 7 A4 JLSSL_profile flash simos-profile.xml
IEfR: (EffzRrLET)
J)I27L2R:
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200533-
AnyConnect-Configure-Basic-SSLVPN-for-l.html
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ASA-4-751015 Local:0.0.0.0:0 Remote:0.0.0.0:0 Username:Unknown SA request
rﬂjectasd. by CAC. Reason: IN-NMEGUIIAZION SA LIMIT REACHED

BRESEBLTLESN, BEHIE, 2DDCiscoASAT /N A AFEIZIKEV2H 1 VPN kUL %
WL T B ELIFTEERA, syslogr v E—JICEDNT VPN U RILZERET ET79 23 I
EnTTH,

A. O—7LCiscoASADERARSARKIRRZR 5 LET,

B. O— A JLCiscoASAD AT I —2 3 VHDZASATHIRFIEOLET,

C. ') E— FCiscoASAD R ASAHIRR ZHIFR L £9,

D. @A DCiscoASATINNA ADEET IV AV R M EEIELET,

E#: (EREERLET)
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Eﬁ:ﬁ: 31
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B 32
BrRESHBELTLESL,

Client 1 10.1,1.1

Public Internet

q.

Client 2 10.1.1.2
DSAT U RMIEISATUR2EBIETEFTFHEA MADY 547 > khCiscoAnyConnect % {5
ALTHEY /NTASANDSSLVPNIERAIEE CHEIL SN TLNET,
ASADEDAT Y FBRRELTVETM?
A. dns-server value 10.1.1.3
B. same-security-traffic permit intra-interface
C. dns-server value 10.1.1.2
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D. same-security-traffic permitinter-interface

EfE:B(AAV FEHKT D)

Eﬁ:ﬁ: 33
BRESRBLTESY,

GO/1 L1.LV30Inside Interface

11.1.2/30
Client 2 10.1.1.2

ASADBERIZHDITATOAEY AT ML 3.333DIP7 KLRFED/NTY vy osE4 >
B— DA RIZERENR—F 7 RLRTT, 25472 MMESSA T R2E ASAND
SSLVPN#EiGE EREICRILE LT,

IP7 FLAD TS 9HREND B333INBINDELSITTRICIE AIZEETILENHY F
ITH?

ATL—TR)—DFTIRTORY IT—UZ b2 RILT D

B. JIL—THRI)O—DTFTOUTDRURILEY FT—H 1R+
C.ONL—TRI)I—TUTDOHRY FT—DU R &4 T5

D. ¥ )L— 7R 1) o —[Z& D { Same-security-traffic permitinter-interface

EfR: (EffZzRTLET)
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CiscoOASAY 54 7> F LASSLVPNIR—Z JLTT 74 IL K THRIZHE > TULNS2F25EDWeb )
Y—RFEREIETORINLIEENRTT D, 2FERLTLLEZELY,)

A.HTTP

B. ICA Citrix)

C.CIFS

D. VNC

E. RDP

Ef:CE(@AVEERRKT D)
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IPsec Cisco AnyConnecty? 54 7> DT 74 FEREZFERAL TLSHE . I0S/I0S-XEAN Y
FIY RIXEDIKEIDZRIET S T #AFLTLET M,

A. * $ SecureMobilityClient $ *

B. * $ AnyConnectClient $ *

C. * $ RemoteAccessVpnClient $ *

D. * $ DfltikeldentityS *

IEfE: (EfEZRRLET)

o3y VE—+7UEAVPN

EREA/1) 7 7 LR hitps //www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-
FlexVPN-AnyConnect- IKEv2-Remote-Access.html
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aaa new-model
1
aaa authorization network local-group-author-list local
!
crypto pki trustpoint trustpointl
enrollment url http://192.168.3.1:80
revocation-check crl
!
crypto pki certificate map certmapl 1
subject-name co cisco
1
crypto ikev2 authorization policy author-policyl
ipvé pool v6-pool
ipvé dns 2001:DBB:1::11 2001:DBB:1::12
ipvé subnet-acl vé6-acl
'
crypto ikev2 profile ikev2-profilel
match certificate certmapl
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint trustpointl
aaa authorization group cert list local-group-author-list

author-policyl
virtual-template 1
!

crypto ipsec transform-set transforml esp-aes esp-sha-hmac
!

crypto ipsec profile ipsec-profilel

set transform-se¢t trans transforml

set ikev2-proiile ikev2-profilel

!
interface Ethernet0/0

ipv6 address 2001:DB8:1::1/32

!
interface Virtual-Templatel type tunnel

ipv6é unnumbered Ethernet0/0

tunnel mode ipsec ipvé

tunnel protection ipsec profile ipsec-profilel
!
ipv6é local pool vé-pool 2001:DBB:1::10/32 48
!
ipvé access-list vé-acl

permit ipv6 host 2001:DBB:1::20 any

permit ipvé host 2001:DBB:1::30 any

ARV EFtEy FOBERELTRIEREINETMN?
A. IPV6DFIexXVPNY S A 7> 70274 )L
B. IPv6dVTItz v < 3 > FHDFlexVPNY—/\—



C.EAP#{EH L TIPV6 E 7 % 325F 9 A FlexVPNH—/\—
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EfR: (ERERRLET)
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BRzZRBLTCESY,

tunnel-group IKEVZ type remote-access
tunnel-group IKEV2 general-attributes
address-pool split
default-group-policy GroupPolicyl
tunnel-group IKEV2 webvpn-attributes
group-alias ikev2 enable

-<HostEntry>
<HostName>ikev2</HostName>
<HostAddress>10.106.45.221</HostAddress>
<UserGroup>ikeva</UserGroupp
<PrimaryProtocol>IPsec</PrimaryProtocol>
</HostEntry>

BERIE XMLT O T 7 4 L EFHE J(ZCiscoAnyConnectiE#it # #L T & £ 9, AnyConnect F
Ay THYUTHRR b kev2 ) hNERSNATWSEE BRITEXBLET, COMBORRAIAT
FTH?

A. KRR FEDBELLHY FHA,

B.IP7 FLAMBNELLSHY FEA,

C. 7547 7O raIESSLTHEIVBELHY FT,

D. UserGroupld &t 7R 7 7 A L E—BT DIDENHY FT,

IEfE: (EfEZERTLET)
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tunnel-group client general-attributes
address—-pool MYPOOL

authentication-sexver—-group RADIUS
tunnel-group, client ipsec-—-attributes
pre-shared+kgyltest123

EDZATOVPNIMERINTLETHM?
A. V547> LASSL VPN

B. Cisco Easy VPN

C. GETVPN

D. Cisco AnyConnect SSL VPN
Eff:B(IAY EHKT D)

Eﬁ:ﬁ: 39

SSLEHHR— b B2DD)E— L7V EAVPNY Ja—>avFENTTIMN? 20 FRLTL
=&Ly,)

A.L2TP

B. EZVPN

C. Cisco AnyConnect

D. FlexVPN

E.V2Z5472FLA

IEf#: (EffZzRLET)

B 40
A—H—HWebVPNIR—Z )LR—=TI2AT A U LFzEEIT, AX—F FURILEEHFMICEHAKRT
5av U RIEENTT D,

A. BENES

B. BEEIE1T

C.BgI7vyJJL—F

D. BEI#EE)

T (EREETLET)
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EEEF BAOI—H—D=HIZHH TAnyConnectE Y b7y FLTWET BRE IL—
A —[IRADIUSH—N—[CF7 VLA TEF A, A —HF—DRBIATEDLSIZTBIZE ED
AnyConnect70 b )LZFERAT IRLELHY FIH?

A. EAP-MSCHAPV2

B. EAP-MD5

C. EAP-AnyConnect

D. EAP-GTC

Eff: (EfEZRTLET)
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BRESEBLTIZE,

tunnel-group IKEVZ type remote-access
tunnel-group IKEV2 general-attributes
address-pool split
default-group-policy GroupPolicyil
tunnel-group IKEV2 webvpn-attributes
group-alias ikev2 enable

-<{HostEntry>
<HostName>ikev2</HostName>
<HostAddress>10.106.45.221</HostAddress>

<UserGroup>ikev2</UserGroupp
<PrimaryProtocol>IPsec</PrimaryProtocol>
</HostEntry>

BEHKITI XMLTO 7 7 4 )L EFAHE I IZCiscoAnyConnectiE it # #3L TE F£ 3, AnyConnect K
Ay AU THRR bk kev2 ) BNERESNTWSIGE ERIIEXBLET, COBBEORRAIKAT
ITH?

A KRR MEDPELLHYFEEA,

B.IP7 FLANELLSHYFEHA,

C. 7547 7O raLIESSLTHIVELHY T,

D. UserGroupl3Ef 7R 7 7/ ILE—HT HRELHY 7,

IEf#: (EffZzRLET)
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https://community.cisco.com/t5/security-documents/anyconnect-xml-settings/ta-p/3157891
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webvpn

port 9443

enable outside

dtls port 9443

anyconnect-essentials

anyconnect image disk0:/anyconnect-win-4.9,03049%-webdeploy-k9.pkg 3
anyconnect profiles vpn profile 1 diskO:/yph profile 1l.xml
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable
group-policy vpr pblidy internal
group-policy vpn:policy attributes

dns-server value'192.169.1%3

vpn-tunnel-protocol ssl-client

address-pools value vpn pgb¥

FTYRT—=O IV ZTRAVTF ORI RORIZ) 54 F7 2 FLASSLVPNEZB#ER L T
BY FLMERZTAMLIER EREHEILITETELA, COMEZBET SICIEIAEZT IHE
nHYETHM?

A 1—H—DIP7 RLADB#Y A VA EHMLET,

B. JIL—J R —TDTLSZE®IZLET,

C.HEA 2 A—TI—ATYUIATUMNI—EREBMILET,

D. IN—TRII—THOSATFLRATAILEEHICLET,

R (EMERTELET)
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(_/—\_—\ f_\-‘x\_'_\-
Internet

'

A—HF—MNTSA RXR—KP7 FLRZHEHALTPCOBEENOEHKLTVET  HO5DISPTAN
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%AnyConnectXMLEERIZF ENTT A,


https://www.jpnshiken.com/q/13558-1213355/

<HostEntry>
<HostName>RAVPN </HostName>
<HostAddress>209.165.202.129 </HostAddress >
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>false </StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>

<HostEntry>
<HostName>RAVPN </HostName>
gHostAddress>209.165.200.225 </HostAddress>
<analyProtocql>lé75ec
<StandardAuthenticationOnly>false </StandardAuthenticationOnly >
</PritnaryProtocel >

~ <JHostEntry>"
= <HostEntry>
<HostName>RAVPN </HostName»
<HostAddress>209.165.202.129 </HostAddress >
</HostEntry>

<HostEntry>
«:HcstName: RJWPN qH ostName>
-:Hm‘thddressﬂﬂﬂ 165 200.225</HostAddress>

c..-'HostEntw;- SC(

A AT 3V A

B.#7>3a>D

C.A#7>3a.B

D.A#7v3>C

IEfE: (EfEZRRLET)
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ISAKMP: (0):beginning Main Mcde exchange
ISAKMP-PRK: (0):sending packetr to 192.168.0.8 my_port 500 peer_ _port| 500 (Ij MM NO STAIE
ISAKMP-PAK: (0):received packet from 192.168.0.8 dport 500 ‘sport 590 Global' (I MM NO_'STATE
ISAKMP: (0):01d Sctate = IKE I MM1 New State = IKE I MM2

(D) :found peer pre-shared key matching 192.168.0.8

(0) :local preshared key found

(0) :Checking ISAKMP transform 1 against priority 10 pollcy

(0): encrypticn AES-CBC

(0) keylength of 256

(0) hash SHR256

(0) default group 14

(0) auth pre-share

(0) life type in seconds

(0) life duration (basic) of 1200

B ®® ®E ®E EE 8 8%

ISAKMP: (0):atts are acceptable. Next payload i= 0
ISAKMP-PAK: (0):sending packet to 152.168.0.8 my port 500 peer port 500 (I) MM_SA_SETUP

ISAKMP: (0):01d State = JKE I MM2 New State = IKE I MM3
ISAKMP-PAK: (0):received packet from 192.168.0.8 dport 500 sport 500 Global (I) MM_SA SETUP

(0):01d Svate = IKE I MM3 New State = IKE I MM4

(0) :found peer pre-shared key matching 192.168.0.8

(1005) :01ld State = IKE_I MM4 New State = IKE I MY

(1005) :pre-shared key authentication using id t}rpe ID_IPV4_ADDR
ISAKMP-PAK: (1005) :sending packet te 192.168.0.8 my_ port 4500 | peer_pnrt: 4500 (I) MM _KEY EXCH
ISAKMP: (1005):01d State = IKE I MM{ New State = IKE I MMS
ISAKMP-PAK: (1005) :received packet from 192.168.0.8 dport 500 sport 500 Glcbal (I) MM KEY EXCH

(1005) :phase 1 packet is a duplicace of a previocus packet.

(1005) :retransmitting due to retransmit phase 1

(1005) :recransmitting phase 1 MM _KEY EXCH...

(1005) :: incrementing error counter cn sa, acttempt 1 of S: retransmit phase 1
ISAKMP-PAK: (1005):sending packet teo 192.168.0.8 my port 4500 peer_port 4500 (I) MM _KEY EXCH
ISAKMP~PAK: (1005):received packet from 192.168.0.8 dport 500 sport 500 Glcbal (I) MM KEY EXCH
ISAKMP: (1005):phase 1 packet is a duplicate of a previcus packet.

ISAKMP: (1005):recransmitting due to retransmit phase 1

220 A FEIOY A FE R URILIEFRELTOWELA, TAVTIZEIVT, CORMBEDCRRAI
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e e © mgEn mE -y AR E  mEn Qe e R g 4y T
witistor 32T o CREBSELGEIYILASE - Responder SPI 1 J1GIIASCHEISEFER Message ddn 1
(Evl INE_MMTH Exchange RESPOMSE
Now 6 0952120083y INEv-PAK: (SESSI0N ID = 1 54 ID = 1)iMext payload: DR, wersioar 1.0 Exchange type: IKE_AUTH, flags: RESPOADER M5G-RESPOMEE Message idr 1, leagtho 21
rylosd coatanta:
T Nt poylosd: IDr, reserved: Bell, leagihe M
[ Maxt paylosd: AUTH, reserved: Bol, leagth: 12
Id type: IPwE pddreas, Beserved: Gud Bud
WTH Nt payleadt S&, reserved: B, langtho 28
Buth method PSK, reserved: Bed, resorved: el
B Next payloads T, reserved: B, leagths &9
lait propedal: B, Federvidi B, loagths 15
Preposal: 1, Protocel id: ESP, SPI sizer &, Weroms: 3 last tromsferms @ud, reserved: Bl: leagtho 3
typer 1, reservedit el & RS
laat trasafors: @, reserved: Bl Dengua: 8
typar 3, reserved: B, ido SHRME
lat trasafors: @od, reserved: Bl length: 8
typer 5, reserved: 8l id) Den't e ESN
B Next payload: Tie, reserved: BB, leagth: 24
B of Thar 1, reserved 8o, reserved B
TS type: TS_IPVS_ROOR_RANGE, proto id: @, Lengthn 16
start pert: B, end port: 65535
start adier 39.00.00.0, oo addr 300009255
ir Next payload: NOTIFY, reterved: Bl leagthr 14
b of TSy 1, reserved beld, reserved Bud
Th types TH_IFVE 2008 RANGE, prute ddi @, length: 16
staet port: @, end port: 65535
start adder 32000, ond adder 30N 258
STIFV(SET_MINODN_SIZE) Wext payload: MOTIFY, rmserved; Bull, Jangeh: 32
Security protocol idr Usimoss - B, spd sioer 8, type:r SET_WINDOW SITE
JTIFYV(ESP_TRC_MO_SUPPORT) Baxt payloads NOTIFY, reservedi fol, leagth: @
Spcurity protecol id: Usimown - 8, spd sloer 0, typer E5P_TRC MO SUPPORT
JTIFY (0N _FIRST_FRAGS) Next paylead: NONE, reserved: @, lesgth: §
Security protacel Sdr Uslosows = 8, spd slomn 0, typer NON_FIRST_FRASS

Bov 6 98:52: 200931 IXEvIe(SESSION 1D w 1,54 ID » 1)sfvockss sullh raspnie notify

fow 36 80252 00.003: TEEE(SESSION 0 = 1,54 0 = 1):Searching pélicy Based oo peet’s identity 'D0.10. 001" of type “IPl sddress’
Bov 26 005220084 TKEvY-ERROR:(SESSTION ID » 1 54 10 w 1)a: Falled ©f locate an ites is the datsboce

fiow 16 05220008 INEvD:(SESSTION 1D » 1,54 ID # 1)sVerification of peer's swtheaticatien data FAILED

W 6 22008 INEvY:(SESSION 1D & 1,54 ID & 1)odeth exchange failed

fov 36 01520 20.0040: INEvE-ERROR: (SESSION 1D w 1,54 TD » 1):: AURN wachangs fadled

m @052+ 20084 INEvD:(SESSION ID » 1,54 ID » 1):dbort exchafipe
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D. E7ID
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O ay REBET—FTIVFv

ERBA/1) 77 L2 R https //www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-
generation-firewalls/111007-smart-tunnel-asa-00, html
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A.HTTPR—S v )

B. SAML

C. OAuth 2.0

D. Kerberos

E. NTLM

EfEAE(@A FZERRT D)
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ASADVPNA—FNS UL U TIEEDVPNEHSR— K LTULETH,
A. VTI

B. IPsectr{ bR b2 RIL

C. L2TP over IPsec

D. Cisco AnyConnect
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B. EAP-AnyConnect
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D. AnyConnect 7R 7 7 1 JL
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Eﬁ:ﬁ: 52
BREzSRBLTESY,

webvpn

port 9443

enable outside

dtls port 9443

anyconnect-essentials

anyconnect image disk0:/anyconfiect*Win—4.9.03049-webdeploy-k9.pkg 3
anyconnect profiles vpn profile 1 diskO:/vpn“profile 1.xml
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

group-policy CiscQl2345678 internal

group-policy Cisc(O12345678 attributes

dns-server value 192.168.1.3

vpn-tunnel-protocol ssl-client

address-pools value vpn pool

4 JL— T Cisc012345678(=FK xS N 5 CiscoVPND 2 A T ENTITH,
A. GETVPN

B. 547> FLASSLVPN

C. DMVPN

D. CiscoAnyConnect” 54 7 > VPN

IEfE:D(IA bZEHKT D)
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A RR—VBREHZLT NHRPY S ALY BRI GE>TVEINESIIZHRELET,
B.AR—=IOMBYFALY bAVvE—CEREL BREREZERFETHIIELEHRELET,
C.NITERZMHRELT NHRPYa— Ay FABEIICHE>TVWEINE S M ERERLET,

D. kRIS A —T A ABPVRFRIZCEFN TSI L EHERALET,
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9232 ASDMECLIZERALE S TN a—Ta 0T

ERBA/Y) 77 L2 R hitps //www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec_conn_dmvpn/configuration/15-mt/sec- conn-dmvpn-15-mt-book / sec-conn-dmvpn-
summ-maps.pdf
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Eﬁ:ﬁ: 54
Spokel#
local ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/ 47/0)
remote ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/ 47/0)
#ipkts encaps: 200, #pkts encrypt: 200
fipkts decaps: 0, #pkts decrypt: O,
local crypto endpt.: 192.168.1.1,
remote crypto endpt.: 192.168.2.1
inbound esp sas:
spi: 034B32CA36 (1261619766)
outbound esp sas:
spi:0xD601918BE (1760427022)

Spoke2#
local ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/ 47/0)
remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/ 47/0)
#ipkts encaps: 210, #pkts encrypt: 210,
#ipkts decaps: 200, #ipkts decrypt: 200,
local crypto endpt.: 192.168.2.1,
remote crypto endpt.: 192.168.1.1
inbound esp sas:
spi: O3D601918BE (1760427022)
outbound esp sas:
spi: 034BS2CA36 (1261619766)

BRESHBBLTESWN, TP Z7AH LULIGREoverlPsec ko RIILD ST a—F 4 >
JEIT>TVET, PURIVERIL SN TOETHS TP =TFIERR—=9 1,5 XR—2% 2(Zping
EFERATEFRBAEDIATDORS 749D TOYIENTVETHI?

A. spoke2h\ 5 spoke 1 ~DESP/\4r v k

B. spoke2h 5 spoke 1 ~DISAKMP /v k

C. spoke1h 5spoke2~DESP/\4 vy k

D. spoke1h 5 spoke2~DISAKMP /N k

FfE:A (A EERT D)

93> ASDMECLIZERLIZ S TNV a—TFTa 29

Eﬁ:ﬁ: 55

Cisco AnyConnect? 54 7> X VPNEY L a VE N LTREL I 7AINEEET HILELDH
VEFT, EQOTOFILNREDRAIL—Ty FERELETM?

A.SSL/TLS

B. L2TP

C.DTLS

D. IPsec IKEv1
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group-policy DfltGrpPolicy internal
group-palicy DEIlcGrpPolicy attributes
banner none
dns-gerver valuoe 10.10.10.10
vpa=-tunnel=protocol ssl-=clientles=s
default-domain value cisco.com
address-pools value ACPool

group-policy Admin Group internal
group-policy Admin Group attributes
vpn=-simultanecus=-logins 10
vpn-tunnel-protocol ikevi ssl-cliencleas
splic-tunnel-policy tunnelall

tunnel=-group Admins type remote-aAccess
tunnel-group Admins general-atrribuces
default-group-policy Admin Group

tunnel-group Admins webvpn-attributes
group-alias Admins enable

tunnel-group Employee Type remote-access
tunnel-group Employee webvpn-attributes
group-alias Emploves enable

webvpn

enable surside

anycoanect image diak0:/anyconnect-win-4.7.0107é6-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group-list enable

BRESBLTCESVW REE M ORILTL—TICERT 21— —IZHFAT SN TULSVPNT
/80— FENTIMN?

A. SSL AnyConnect

B. IKEv2 AnyConnect

C.OUTbzw7

D. V93472 FLR
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A. webvpn §IL—TKR1 >—)
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C. k> RILTIL—T Wwebvpn-attributes)

D. webvpn ¢ O0—/\)LEERL)
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IEfE: (EfgZRTLET)

B RE: 59

IOSIL—A D75 valc7y Fa— KEnt=CiscoAnyConnect 7R 7 7 A LZF#EFIT a7
FldENTT

A. webvpnA Vi R— k707 7 4 JLSSL_profile flash simos-profile.xml

B. anyconnect 7’0 7 7 14 JLSSL_profile flash simos-profile.xml

C. svc import profile SSL_profile flash simos-profile.xml

D. crypto vpn anyconnect profile SSL_profile flash simos-profile.xml

EfE:D(QAA U FEHREKT D)

B f: 60

FlexVPN®D & D F| mAIKEV1 & {ER T 5DMVPNOFIR T M ?
A.GREAQ FEIEIZ&KY FEIPFS T4 v Y DEREMNAIEEIZHY FT,
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A RR—VBHRZEHEZELT NHRPY ZA LY bBEHICLE S TVENE I N ETHERLET,
B.AR—=IOMYFALY bAYE—CEREL BREREZEFETIHIILEHRELET,
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J27L2R:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-
conn- dmvpn-15-mt-book / sec-conn- dmvpn-summ-maps.pdf
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Eﬁ:ﬁ: 62

HUB#show ip nhrp

10.0.0.2/32 via 10.0.0.2
Tunnel0 created 00:02:09, expire 00:00:01
Type: dynamic, Flags: unique registered used nhop
NBMA address: 2.2.2.1%

10.0.0.3/32 via 10.0.0+3
Tunnel0 created 00:13:25, 01:46:34
Type: dynamic, Flags: unique registered ‘used nhop
NBMA address: 3.3.3.1

BRESBLTLEESL,DMVPN F U RLIZSVFALIZROYTLTHEY | b RIVREFSEE
SNTVWERBA, EQORR—IBEA O RILEOY TEEBLETH?

interface Tunnell
ip address 10.0.0.2 255.255.255.0
no- ip-'redirects
ip nhrp map 10.0.0.1 1.1.1.1
ip nhrp map multicast 1.1.1.1
ip nhrp network-id 1
ip nhrp holdtime 20
ip nhxp nhs 10.0.0.1
ip nhrp registration timeout 120
ip nhrp shortcut
tunnel source GigabitEthernet(O/1
tunnel mode gre multipoint
end




interface Tunnel0
ip address 10.0.0.2 255.255.255.0
no ip redirects
ip nhrp map 10.0.0.1 1.1.1.1
ip nhrp map multiecast 1.1.1.1
_ip nhrp network-id 1
ip Ahrp hbldtime 120

“ipinhrp nhs 10.0.0.1

“ip“nhtp registration timeout 120
ip nhrp shortcut
tunnel source GigabitEthernet0/1
tunnel mode gre multipoint

end

1nterface TunnelO
ip address 10.0.0.2 255.255.255.0
no ip rediregts
ip nhrp map 10.0.0.1 1.1.1.1
ip nhrp map multicast 1.1.1.1
ip nhrp network-id 1
ip nhrp holdtime 120
ip nhrp nhs 10.0.0.1
ip nhrp registration timeout 20
ip nhrp shortcut
tunnel source GigabitEthernet0/1
tunnel mode gre multipoint
c. end



Lnterrace Tunne.v

address 10.0.0.2 255.255.255.(
ip redirects

ip
no
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhxp
nhrp
nhrp
nhrp
nhrp

map 10:0:0.1 1:3:1:1
map multicast 1.1.1.1
network-id 1

holdtime 120
nhs»10.0.0.1
registration timeout 150
shortcut

tunnel source GigabitEthernet0/1
tunnel mode gre multipoint

pD.and
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