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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_ WSA UserGuide/ b WSA_ UserGuide_appendix_011001.html#con_1415277
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Application controls in access policies allow Cisco Secure Web Appliance to permit access to a website while controlling specific activities within that site. This makes it possible to allow Facebook access
but block chat-related applications or actions.
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For an end-user filtering warning to appear during HTTPS transactions, the appliance must decrypt the HTTPS traffic so it can inspect the request and display the custom warning page to the user.
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https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392
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After enabling HTTPS proxy, the appliance still needs identification profiles so traffic can be matched to users or client criteria, and an access/decryption policy so HTTPS traffic is handled according to
the organization's inspection and control requirements.
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URL Filtering compares requested websites against Cisco security intelligence and predefined categories. Administrators can allow, block, or monitor access based on security policies, helping prevent
users from visiting phishing, malware-hosting, or inappropriate websites.
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Aggressive cache mode allows Cisco Secure Web Appliance to cache content more forcefully by ignoring the no-cache parameter, which can improve caching efficiency but may increase the chance of
serving content that the origin server intended not to be cached.
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Acceptable Use Controls provide website categorization through URL filtering in access policies.

This allows Cisco Secure Web Appliance to block or permit websites based on the nature of their content, such as social networking, gambling, malware, or other URL categories.
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Enable Decrypt for Authentication. step 1

Configure the handling of invalid certificates. step 2
Enable the HTTPS proxy. step 3
\'_ﬂ
] i | 1¥] ‘":
Generate a certificate for the HTIPS peowy. . step 4
IFfi:
‘Enable the HTTPS proxy.
Generate a certificate for the HTTPS proxy.
Configure the handling of invalid certificates.
—
Enable Decrypt for Authentication. ‘
Explanation:

HTTPS decryption requires the HTTPS proxy to be enabled first, followed by a certificate that the appliance can use for HTTPS inspection. Invalid certificate handling is then configured to define how
certificate problems are treated, and Decrypt for Authentication is enabled so users can be authenticated during HTTPS transactions before policy enforcement continues.
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The Online Meetings category should be allowed only during the scheduled meeting window and blocked outside that period. The Streaming Video category should be blocked until 5 pm and then
monitored afterward so users can stream the recorded meeting only after the permitted time.
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Web Intelligence Reporting in the cloud retains allowed traffic data for 45 days and blocked traffic data for 1 year, giving longer visibility into security-relevant blocked activity while keeping routine
allowed-traffic reporting shorter.
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Group Policy Object deployment is the most secure and manageable way to distribute a PAC file in a domain environment because it centrally enforces the proxy configuration on managed clients without
relying on user-controlled settings.
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For non-local GUI authentication, Cisco Secure Web Appliance assigns administrative permissions based on the externally authenticated role or group mapping. Checking the external authentication logs
identifies the role assigned to the user, and the appliance settings can then be adjusted so that role has the required administrative privileges.
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-protection/solution-overview-c22-734228.htmi
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OCSP checks certificate revocation status in real time. Setting OCSP Result Handling to Drop blocks HTTPS access when the appliance determines that an intermediate or root certificate in the
certificate chain has been revoked.
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https://docuri.com/download/instructions 59a8d562f581719e12ad43fe_pdf
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Policy-based routing using a Layer 4 switch is a transparent redirection method. It redirects client web traffic to the Cisco Secure Web Appliance without requiring browser proxy settings, so it applies to
transparent mode rather than explicit forward mode.
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Blocked transactions in this scenario can come from the web proxy, which handles HTTP and HTTPS filtering, and from L4TM, which monitors and blocks suspicious traffic across TCP and UDP ports.
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA UserGuide_11_7/b_ WSA_UserGuide_11_7_chapter_01111.html
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The WCCP redirect must be applied where client web traffic first enters the switch, which is the client VLAN interface. Applying the redirect inbound on VLAN 2 ensures HTTP and HTTPS traffic from
clients is evaluated against the redirect ACL before being forwarded, while the ACL exemption for traffic to 209.165.200.225 remains effective.
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The log shows the FTP upload is being denied by the Cisco Data Security Policy named DataSec.Pol. To allow the upload while still tracking the activity, that data security policy must be configured to
monitor the File Transfer Services category under URL filtering.
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Inspectable Archives must be set to Inspect so Cisco Secure Web Appliance can examine archive contents and apply the selected object-blocking controls to files contained inside compressed archives.
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Requests for embedded content usually include the address of the site from which the request originated (this is known as the "referer" field in the request's HTTP header). This header information is
used to determine categorization of the referred content.
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An IP subnet can be used as a membership criterion to identify traffic that should be exempted from authentication. This allows selected network ranges, such as trusted internal systems or devices that
cannot authenticate, to bypass user authentication on Cisco Secure Web Appliance.
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custom WRIrcategory action 1

malware scanning action 2

MIME type filter action 3

application filter action 4

URL category action 5
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| MIME type filter

malware scanning

i URL category

custom URL category
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Cisco Secure Web Appliance supports SSL decryption for web proxy traffic, but the SOCKS proxy does not perform SSL traffic decryption. Therefore, HTTPS inspection and decryption policies do not
apply to traffic handled through SOCKS proxy services.
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SOCKS operates at the session layer because it establishes and manages proxy sessions between clients and servers, allowing traffic from different application protocols to pass through the proxy
without interpreting the application content.
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A referrer exception allows content to be permitted based on the category of the referring page.

Configuring a referrer exception for the News URL category permits embedded or linked content associated with News sites even when the individual content URLs are categorized differently.
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Cisco Advanced Web Security Reporting requires historical log data to be imported and indexed before it can generate centralized reports across multiple Cisco Secure Web Appliances for a past
reporting period such as the previous month.
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https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote- wsa-00.html


https://www.jpnshiken.com/q/68902-6445804/
https://www.jpnshiken.com/q/68902-6445805/
https://www.jpnshiken.com/q/68902-6445806/
https://www.jpnshiken.com/q/68902-6445807/

B 37

Cisco WSATAMPZ 7 1 LT ZERA L T, -G BREHREMICEET 2 BHIEFITT M ?

A XY FIT—JICABHLLI7AIILICH LTEYLET Va3V EERTTD

B. RFHRZEFELEL T 7ML ZREEN CHIFRT S

C.RYFI—VICEBALI-RICEBRBTHS EHHEN=T7MILEEMT S

D.CiscoWSAZ N L THE D A—FEN-ITRTODIT7AILEAMPY S5 FIZEELET

EfE:C(AAV FEHKT D)

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-5/user_guide/b_ WSA UserGuide_11_5 1/b_WSA UserGuide _11_5 1 _chapter_01110.html
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https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118063-qganda-wsa-00.html
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Currently configured logs:

“accesslogs” Type: “Access Logs™” Retrieval: FTP Poll

“amp logs™ Type: “AMP Engine Logs™ Retrieval: FTP Poll

“authlogs™ Type: “Authentication Framework Logs” Retrieval: FTP Poll
“avc_logs™ Type: “AVC Engine Logs” Retrieval: FTP Poll

“bypasslogs™ Type: “Proxy Bypass Logs™ Retrieval: FTP Poll

Sl o N |

42. “webcat_logs” Type: “Web Categorization Logs” Retrieval: FTP Poll
43. “webrootlogs™ Type: “Webroot Logs” Retrieval: FTP Poll

44. “welcomeack_logs” Type: “Weleoine Page Acknowledgement Logs" Retrieval: FTP Poll
Enter the number of the‘log you wish to grep.

[>1

Enter the regular expression to grep.

[]> domain.com

Do you want this search to be case insensitive? [¥]=

Do you want to search for non-matching lines? [N]>

Do you want to tail the logs? (N]>

Do you want to paginate the output? [N]>

A. grep

B. O/

C. O—/)LA—/\—

D. tail
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https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117938-configure- wsa-00.html
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https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/datasheet_c78-729104.html
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LDAP authentication does not provide single sign-on for transparent proxy deployments. Users must authenticate interactively instead of being identified automatically through their domain logon session.
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Data Loss Prevention examines outbound traffic for sensitive information such as financial records or personal data. Matching content can be blocked, quarantined, or logged according to organizational
compliance and security requirements.
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A. WCCP

B. SSH

C. SNMP

D. SMTP
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Web Cache Communication Protocol (WCCP) redirects HTTP and HTTPS traffic from compatible routers or switches to the web appliance, enabling transparent deployment without requiring users to
modify browser settings.
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The general-purpose Cisco Secure Web Appliance API uses the general resource name for calls that access general appliance functions rather than specialized reporting or web-tracking resources.
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https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_ Reporting_6/ Advanced_Web_Security Reporting_6_6.pdf (39)
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Web tracking query uses minute as a predefined time range to track web related queries.
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Kerberos is used by Cisco Secure Web Appliance to authenticate end users through transparent or explicit proxy authentication, allowing domain users such as ACMEUSER0536374967 to be identified
and matched to user-based policies.
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https://hrouhani.org/cisco-web-security-appliance-ironport/
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Cisco Secure Web Appliance access logs record transaction time using UNIX timestamp format.

To search for entries from a specific date and time with grep, the engineer must convert that date and time into its UNIX timestamp value and use it in the regular expression.
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https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html
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The Top Users Report summarizes browsing activity by user identity, making it easier to identify bandwidth consumption, investigate suspicious behavior, and optimize organizational web usage policies.
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Access Policies determine whether web requests are allowed, blocked, authenticated, or inspected. Policies can be based on users, groups, networks, destinations, URL categories, time schedules, and
application types.
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Transparent Authentication automatically identifies users using directory services or integrated authentication methods. This improves the user experience while still enabling user-based access policies
and activity logging without requiring repeated login prompts.
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware- protection/solution-overview-c22-734228.html
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Cisco Talos continuously researches emerging cyber threats and distributes updated intelligence for URL reputation, malware detection, and security classifications, allowing Secure Web Appliance to
respond quickly to newly identified attacks.
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