Cisco.300-725J.v2026-02-28.q31

HERa— k- 300-725J

RERB - Securing the Web with Cisco Web Security Appliance (300-725H AZEhR)
FEENV S —:  Cisco

mAEEOH . 31

N— 300 v2026-02-28

R—TOBE= : 107
MBEEDEE= : 330
https://www.jpnshiken.com/shiken/Cisco0.300-725J.v2026-02-28.931.html

Eﬁ:ﬁ: 1

Cisco Cognitive Threat Analytics%Cisco WSAL#ET HFIAIXfAITTHh ?
A. Cisco WSAL 7 R— FZEBMEHRZEMLET

B. Cisco WSAIZT )LD =z 7REZEMLET

C. AIHMEEZFERALTOAMILRETOY I T HEEFIRELET

D.*y FIT—VADBEBZRET SRHZEEMBLET

IEfE: (EfEZRRLETY)
https://www.ironportstore.com/datasheets/data_sheet_c78-729630.pdf

B 2

FS 7499 &S 51=80IZCisco WSATRZ D a—)LEndLR—bD2DODF2 A4 TIEEN
TIH, ROERLTLLEEL,)

A LANY—3r3T71090F=4—

B.URLAT3!)

C. "X Mt

D. 77— a ik

E. VATLRE

Ef#: (EfEZRTLET)
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
O/user_guide/b_WSA_ UserGuide/b_WSA_UserGuide_chapter_010101.pdf (8)

B3

By aii— KEERT B 71=8IZCisco Advanced Web Security ReportinglZ7—4 Zi2#t9 %
V—RFENTTD, 2OBRLTLEZEL,)

A. Cisco WSA devices

B. Cisco ISE

C. Cisco ASAv

D. Cisco Security MARS

E. Cisco Cloud Web Security gateways

EfR: (EffZzRTLET)


https://www.jpnshiken.com/shiken/Cisco.300-725J.v2026-02-28.q31.html
https://www.jpnshiken.com/q/65190-5993172/
https://www.jpnshiken.com/q/65190-5993173/
https://www.jpnshiken.com/q/65190-5993174/

https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA _Advanced_
Reporting_6/ Advanced_Web_Security Reporting_6_1.pdf

B 4

Cisco WSADFEA TR 77 A ILDT 74 FEREIZDVWTIE LWRBEIZENTT H,

A BRTO77AIVIERIEDLEL LEEA

B. 7ARDTO T 7 A LERANEST LZLELHY FT
C.HATOTFAINIZEHDIENTESA—HF—JIIL—TF12FZFTT

D. AsyncOSIESEAN T O 77 A ILETIL T 7Ry MBEIZREBLET

EfE: (EERTLET)

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-

O/user_guide/b_ WSA UserGuide/b_ WSA UserGuide_chapter_011001.html#con_1415970

Bf:5
BRZZBRLTCESVDN, COHAZRTTHAT Y FEENTIMN?

Currently configured logs:

1. “accesslogs™ Type: “Access Logs” Retrieval: FTP Poll

2. “amp logs” Type: “AMP Engine Logs™ Retrieval: FTP Poll

3. “authlogs” Type: “Authentication Framework Logs™ Retrieval: FTP Poll
4. “avc_logs” Type: “AVC Engine Logs” Retrieval: FTP Poll

5. “bypasslogs™ Type: “Proxy Bypass Logs™ Retrieval: FTP Poll

42. “webcat_logs” Type: “Web Categorization Logs” Retrieval: ETP Poll
43. “webrootlogs™ Type: “Webroot Logs” Retrieval: FTP Poll

44, “welcomeack logs” Type: “Welcome Page Acknowledgement Logs" Retrieval: FTP Poll
Enter the number of the log you wish to grep.

[]>1

Enter the regular expression to grep.

[]> domain.com

Do you want this search tQ,be ¢asg insensitive? [Y]>

Do you want to search for non-matching lines? [N]>

Do you want to tail the logs? (NJ>

Do you want to paginate the dutput? [N}>

A. grep

B. O 7R

C. O— LA —/\—

D. tail
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wsa-00.html
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In explicit-mode deployment, users will point the proxy setting to WSA. This can be done by
pointing directly to WSA or via a PAC (Proxy Auto-Config) file.
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WPAD Transparent Mg\_g_ifg
Y -
WCCP >
PAC O,
“ Explicit Mode
PBR
1E#Z:
Transparent Mode |
WCCP |
PBR ‘
" Explicit Mode
PAC
WPAD |
Explanation:

You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to
point to the first proxy and then the first proxy will route based on category to one of the two
upstream proxies based on your policy configuration.

Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-
p/2491179
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A web site may embed or refer to convert that is categovized as a differens category, or thar is considered an qp;di’qﬁmr.- f?al; example, @ News
web site could contain comtent categorized as Streaming Video, and the action selected for its own category/application, regardless afwhat
web site it is embedded tn. Use this table to set exceptions fe.g. to permit all content referred fromNiovs web sif, brilfra @ Gurom category, )

[+ Enable Referver Exceptions

Set Exception for Content Referred by ThHese @at&ofie iSet Fxception for This Referred Content:

Business and Industry | selected embedded / referred content [~.-| Categories: Social Networking
Applications: Click 1o select applicanions

>

A web site may embed or refer to content that is categorized as a different categery, onthat is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selegéd for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referred from News web sites, or from a custom category.)

[V Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Social Networking Iélj embedded / referred content [v]

R
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A web site may embed or refer 1o content thet is categorized as a different category, or that is considered an application. For example, a News
web site conld contain content categorized as Streaming Video, and the action selected for its own category/application, regardless af what
web site it is embedded in. Use this table to set exceptions (e.g., o permit all content referved from News web sites, or from a custom category.)

[ Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

.
Social Networking |A1Leh1b¢ddcd freferred content cxc:ptlvlt‘ategories: Business and Industry
Applications: Click to select applications...

D.

1 web site may embed or refer to content that is categorized as a different category, iPis considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action sew r its own category/application, regardless of what
veb site it is embedded in. Use this table to set exceptions (e.g., to permit all co me; eferred from News web sites, or from a custom category.)
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Business and Industry o, ol fembedded / referred content excep!]vl Categories: Social Networking
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