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The Cisco Notification service must be configured so the Cisco Secure Email Gateway can communicate with Cisco cloud services, including SenderBase/Talos reputation services used to query sender
reputation information for sender-group list updates.
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rived - vis % wotification Tk T . : ‘ Deselect Enable End-User Quarantine Access.

D lniion rapled wad viaa _ dioose'None as the authentication method,

£~ % Choose LDAP, SAML 2.0, or Mailbox (IMAP/POP). In the Spam
only via a notification link with auﬂﬂﬂm r Notifications settings, select Enable login without credentials for
¢ "R B

n YL * : quarantine access.
=
Choose LDAP, SAML 2.0, or Mailbox (IMAP/POP). In the Spam
no access Notifications settings, deselect Enable login without credentials

for quarantine access,

__No access

. only v_ﬁ'ﬁ?ﬁbﬁﬁﬁﬁm link with authentication not required

directly via web browser with authentication required and via a
notification link with authentication not required

directly via web browser with authentication
required and via a nobfication link with authentication required

Explanation:

End-user quarantine access is controlled by authentication options. LDAP, SAML, or IMAP/POP enforce authentication; enabling login without credentials allows link-based access; choosing None
bypasses authentication; disabling end-user access removes quarantine visibility completely.
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Authentication Options for End Users Accessing Spam Management Features Note Mailbox authentication does not allow users to view messages addressed to an email alias.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b _ESA_Admin_Guide_11_1/b_ ESA Admin_Guide chapter 011111.html?bookSea rch=true
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By default, the Outbreak Filters feature scans your incoming and outgoing messages for possible viruses during an outbreak. You can enable scanning for non-viral threats in addition to virus outbreaks if
you enable anti-spam scanning on the appliance.

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01110.html
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When authenticating SMTP sessions using client certificates, the Cisco Secure Email Gateway validates the client's certificate. If the certificate is valid, the gateway permits the SMTP connection over
TLS, ensuring secure and authenticated mail delivery.
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SenderBase Reputation Filtering is a feature that allows Cisco ESA to reject or throttle connections from email servers based on their reputation score, which is calculated by Talos using sensor
information from various sources.
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https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118954-config-esa-00.html
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Adding the sender to the safelist ensures legitimate messages from that address bypass spam quarantine handling in Cisco Secure Email.
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Answer Area

cmr-guremmmrmwﬁﬁaﬁm%f . step 1
Configure & mall fiow policy, ) _;npz
Configure an LDAP server mﬁ;c step 3
Enable LDAF acceptance quenes. step 4
IFfi:
Answer Area
_C-cn;gure an LDAP server profile.
Enabie LDAP acceptance queries.
Configure the listener to use the accept query.
Configure a mail flow policy,
Explanation:

You first define the LDAP server profile, enable the necessary LDAP queries, configure the listener to use those queries, and finally apply policies to control how mail is handled for recipient validation and
directory harvest prevention.
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Edit File Reputation and Analysis Settings
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Mon Aug 12 18:57:58 2019 Warning: MID 0 reputation query failed for attachment "amp_watchdog.txt’ with
error “Cloud query failed"

Mon Aug 12 18:57:58 2012 Info: Response received for file reputation query from [n/a]. File Name =
‘amp_watchdog.tat’, MID = 0, Disposition = UNSCANNABLE, Malware = None, Reputation Score =0,
sha256 =, upload_action=2

Mon Aug 12 18:57:58 2019 Info: The attachment could not be scanned. File Name = “amp_watchdog.txt’,
MID = 0, SHA256 =, Unscannable Category = Service Not Available, Unscannable Reason = File Reputation
service not available

Mon Aug 12 18:58:55 2019 Waming: The File Reputation service is not reachable.

(Machine ESA_1.cisco.com) (SERVICE) = telnet cloud-sa.amp.cisco.com 443

Trying 52.21.117.50...
Connected to ec2-52-21-117-50.compute-1.amazonaws.com.
Escape character is "]’
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In the example the SSL checkbox is not marked yet, and it shows that the ESA is able to telnet on port 443 so port must be open.
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After creating the DMARC verification profile, the administrator must apply a DMARC policy action for domains whose DMARC record specifies reject. Configuring AsyncOS to reject those failed messages
enforces the sender domain's DMARC policy and allows the appliance to return the required SMTP 550 response.
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Answer Area

Set the method used to authenticate users field totNone! step 1

T ——— —

Configure the message bodies to display before messages are

released. | step 2
Go to Monitor page and select Spam Quarantine, step 3
Enable End-User Quarantite Access. step 4
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itor page and select Spam Quarantine.

Enable End-User Quarantine Access.

Set the method used to authenticate users field to None.

Configure the message bodies to display before messages are
released.

Explanation:
You begin by navigating to the Spam Quarantine settings, enable user access, configure authentication to None for link-based access, and then set up message preview for users.
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Using Safelists and Blocklists to Control Email Delivery Based on Sender.

Administrators and end users can use safelists and blocklists to help determine which messages are spam. Safelists specify senders and domains that are never treated as spam. Blocklists specify
senders and domains that are always treated as spam.

https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-0/user_guide/b _ESA_Admin_Guide_14-0/b_ESA_Admin_Guide_12_1_chapter_0100000.htmI?bookSearch=true#con_1624156
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To use the centralized spam quarantine on the Cisco Secure Email and Web Manager appliance, the administrator must disable the local spam quarantine on the Cisco Secure Email Gateway appliances.
This will prevent messages from being stored in both quarantines and avoid confusion for end users and administrators.
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Enable or disable regional scanning and if applicable, select a region.

Enable this feature only if you receive the bulk of your email from the specified region. Because this feature optimizes the anti-spam engine for a particular region, it can reduce capture rates for other

OO0 w >

types of spam.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_chapter_01100.htmI?bookSear ch=true
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To allow the Cisco ESA to encrypt an email using the CRES (Cisco Registered Envelope Service), a provisioned email encryption profile must be configured on Cisco ESA. A provisioned email encryption
profile is a type of encryption profile that specifies how messages are encrypted using CRES, such as the encryption key strength, the notification options, the branding settings, etc.
https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-cres-encryption.pdf
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To use encryption with the appliance , you must configure an encryption profile. After you create an encryption profile, you need to create an outgoing content filter that determines which email messages
should be encrypted. The content filter scans outgoing email and determines if the message matches the conditions specified.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-0/user_guide_fs/b_ESA Admin_Guide_11_0/b_ESA_Admin_Guide_chapter_010010.html#con_1
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https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b ESA_Admin_Guide 12 0/b_ESA Admin_Guide 12 _0_chapter_011001.html
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Outbreak Filters provide zero-hour protection by leveraging Cisco Talos intelligence, reputation data, and behavioral analysis. They can detect and quarantine suspicious messages during emerging
malware campaigns before traditional anti-virus vendors release updated signatures.
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You can enter multiple host names to configure the LDAP servers for failover or load-balancing.

Separate multiple entries with commas.

Reference:

https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/sma_user_guide/b_SMA_Admin_ Guide_ces_11/b_SMA_Admin_Guide_chapter_01010.html
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Overview of Cisco Email Encryption

AsyncOS supports using encryption to secure inbound and outbound email. To use this feature, you create
an encryption profile that specifies characteristics of the encrypted message and connectivity information for
the key server. The key server may either be:

* The Cisco Registered Envelope Service (managed service), or
» An Cisco Encryption appliance (locally managed server)

Mext, you create content filters, message filters, and Data Loss Prevention policies to determine which messages
to encrypt.

1. An outgoing message that meets the filter condition 1s placed in a queue on the Email Secunty apphance
for encryption processing.

2. Once the message is encrypted, the kéy used o enerypt it i5 storedwon the key server specified in the
encryption profile and the encrypted message s queued for delivery.
If a temporary condition exists that prohibits the encryption of emails in the queue (i.¢., temporary C-Series
busyness or CRES unavailability), missages are pe=giieued and retried at a later time,

https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/user_guide/b_ESA_ Admin_Guide_13-0.pdf P.577
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To share threat reporting information from Cisco Secure Email Gateway to Cisco SecureX, the Security Services Exchange setting must be enabled. This integrates the email gateway with SecureX for
unified threat visibility and reporting.
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Policy Name
Default Policy

Anti-Spam

IronPort Anti-Spam
Positive: Quarantine
Suspected: Quaranting

Ant:-Virus

Sophos

Encrypted: Deliver
Unscannable: Delrver
Virus Posative: Drop

Advanced Maiware Protecton

File Reputation

Malware File: Drop

Pending Analysis: Quarantine
Urscannable - Message Error: Delrver
Urscannable - Rate Lmit: Delrver
Urscarnable - AMP Service Not

Graymal

Mot Averlable

Content Fiters Outbreak Fiters

Dsabed Retertion Time:

Virus: 1 day

Advanced Phashing Protecton Delete
Not Aveab'e
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When a message is identified as spam positive, the anti-spam action takes precedence and the message is placed only in the spam quarantine, even if outbreak filters also detect it as outbreak positive.
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Message Processing of Safelists and Blncfl__(lig;ﬁ

A sender’s being on a safelist or b[nckhst does not prevent the apphance from scanning a message for viruses
or determining 1f the message mwts th&cntena ‘ﬁ)‘r a mhtmt-related mail policy. Even if the sender of a
message is on the recipient’s safelisty the messageéimay not be delivered to the end user depending on other
scanning settings and results.

When you enable safelists and blocklists, the appliance scans the messages against the safelist/blocklist
database immediately before gnfi-spam §¢ 1. If the apphance detects a sender or domain that matches a
safelist or blocklist entry, the message wﬂl be splmtered if there are multiple recipients (and the recipients
have different satelist/blocklist settings). For example, a message is sent to both recipient A and recipient B.
Recipient A has safelisted the sender, whereas recipient B does not have an entry for the sender in the safelist
or the blocklist. In this case, the message may be split into two messages with two message 1Ds. The message
sent to recipient A 1s marked as safelisted with an X-SLBL-Result-Safelist header and skips anti-spam scanning,
whereas the message bound for recipient B is scanned by the anti-spam scanning engine. Both messages then
continue along the pipeline (through anti-virus scanning, content policies, and so on) and are subject to any
configured settings.

https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/user_guide/b_ESA_ Admin_Guide_13-0.pdf P.978



Figure 7: Email Pipeline — Work Queue
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https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/user_guide/b _ESA_Admin_Guide_13-0.pdf P. 123
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The altsrchost table maps a destination recipient domain to the source interface used for delivery.

Adding @cisco.com with NewlInterface ensures messages destined for that domain are sent using the interface associated with IP address 10.10.10.1.
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Defanging a URL means modifying it so that it is not clickable and cannot be directly accessed by a user, but still retains the visible structure of the original URL. This allows users to see the URL for
informational purposes without being able to click on it and potentially open a malicious site.

Common defanging methods include replacing certain characters (like "." with "[dot]" or "http" with

"hxxp") to render the URL non-functional while keeping it recognizable.
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To meet the requirement of ensuring that emails received by company users that contain URLs do not make them susceptible to data loss from accessing malicious or undesired external content sources,
the administrator must configure two features on Cisco Secure Email Gateway:

antispam scanning and URL filtering. Antispam scanning can block or quarantine messages that are identified as spam based on various criteria, such as sender reputation, message content, and
message headers. URL filtering can rewrite or defang URLs in messages that are associated with malicious or undesirable websites, such as phishing, malware, adult, or gambling sites.


https://www.jpnshiken.com/q/68885-6443510/
https://www.jpnshiken.com/q/68885-6443511/
https://www.jpnshiken.com/q/68885-6443512/

gﬁ:ﬁ: 30

I > =7I&, Cisco Secure Email#Cisco Secure Endpointa > —IILEMET IR ELHY FT FATARBEZHSCIHIZ, ED2ODREZEBRTILELHY TIM?2DFBRLTLEELY,)
A AyE—2T 40 )03 —

B. 774l T LR ) T

C. 774G

D. T#EY) R URLERE

E.QVTUYTAILEERE

IEf#: (EffZzRLET)

To integrate Cisco Secure Email with Cisco Secure Endpoint and block zero-day threats, the engineer must enable File Reputation Filtering (to check files against Cisco's threat intelligence) and File
Analysis (to send unknown or suspicious files to Threat Grid for sandboxing and behavioral analysis). These two settings work together to detect and block zero-day malware.
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The Security Management appliance includes the following features:

External spam quarantine. Holds spam and suspected spam messages for end users, and allow end users and administrators to review messages that are flagged as spam before making a final
determination.

Centralized policy, virus, and outbreak quarantines. Provide a single location behind the firewall to store and manage messages quarantined by anti-virus scanning, outbreak filters, and policies.
Centralized reporting. Run reports on aggregated data from multiple Email Security appliances.

Centralized tracking. Track email messages that traverse multiple Email Security appliances.
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https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ ESA_Admin_Guide_chapter_0101010.htmI?bookSe arch=true
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Users requiring more power and flexibility in mapping messages to particular Virtual Gateways should investigate the use of message filters.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b ESA_Admin_Guide 12 0/b_ ESA Admin_Guide 12 _0_chapter_011001.html

Eﬁ:ﬁ: 34

HHEMT, AV E— DX ERBATC, FTHDOEREIZEVRR N LDSMTPIERZESANERT T O K SICLIZVWEEATVWET &M/ ETASHETENATLLEIMN?

ATV T4ILE—

B. 2EA LR —

C.SBRSLZFWMEZELHRR F 72X T—TIL(HAT)

D.7OrILAUT4ILA—

EfE: (EfEZRRLET)

HAT evaluates the sender IP during SMTP connection establishment and can use SenderBase Reputation Score (SBRS) values to accept, throttle, or reject connections before message data is
transmitted. This conserves system resources and blocks unwanted traffic at the earliest possible stage.
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End-user access to the spam quarantine can be authenticated using mailbox authentication or LDAP authentication. These methods allow users to log in and manage quarantined spam messages
associated with their email accounts.
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Cisco Talos is a cloud service that provides a reputation verdict for email messages based on the sender domain and other attributes such as IP address, sender behavior, message content, and
attachment analysis. Cisco Talos is integrated with Cisco Secure Email Gateway and provides real-time threat intelligence and protection against spam, phishing, malware, and other email- borne threats.
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https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-00.html
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Content filters can scan both incoming and outgoing messages for specific criteria such as keywords, attachments, or other attributes to enforce organizational policies.
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Before a custom quarantine that is being used can be deleted, it must be removed from the message action of any filter that is using it on Cisco ESA. Otherwise, an error message will appear stating that
the quarantine cannot be deleted because it is in use.

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/ b_ESA_Admin_Guide_12_0_chapter_011111.html
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An SDR rating of Poor indicates a highly negative sender reputation, so the recommended action is to reject or block the message before further processing.
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Bounce Verification is designed to fight against backscatter attacks, where a mail server receives nondelivery reports for emails that were spoofed with the victim's address as the sender. Bounce
Verification ensures that only legitimate bounce messages are accepted.
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Define an LDAP group query to specify users to whom the mail policy rules apply. This way, you can create a custom group of executive users and apply different mail policies to them based on their
LDAP attributes.

Create content filters for actions to take on messages that contain specific data. Content filters allow you to scan the message body and attachments for keywords, phrases, or patterns that match your
criteria and perform actions such as quarantine, encrypt, or drop the message.
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Setting Up Forged Email Detection

Identify the users in your organization (for example, executives) whose messages are likely to be forged. Create a new content dictionary and add the names of the identified users to it.
While creating a content dictionary,

Enter the name of the user and not the email address. For example, enter "Olivia Smith" instead of "olivia.smith@example.com."
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_ Admin_Guide_11_1_chapter_010101.html#co n_1260492
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To trust the TLS connection with an external party using its own internal CA, the engineer must enable a custom list on the Network > Certificates page and upload the external CA's certificates.

This allows the Cisco Secure Email Gateway to validate and trust certificates signed by that internal CA.
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Configuring the outbound firewall rule to permit traffic on port 3237 is the additional action that resolves the issue. AMP file reputation is a feature that allows Cisco ESA to check files attached to
messages against a cloud-based database of known malicious files and apply appropriate actions, such as block, deliver, or quarantine.

By default, AMP file reputation uses TCP port 3237 to communicate with the cloud-based database. If this port is blocked by a firewall, AMP file reputation will not work properly. To resolve this issue, the
administrator can configure the outbound firewall rule to permit traffic on port 3237 from Cisco ESA.
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The graymail management solution in the appliance comprises of two components: an integrated graymail scanning engine and a cloud-based Unsubscribe Service. The integrated graymail scanning
engine identifies graymail messages using various criteria and assigns them to different categories. The cloud-based Unsubscribe Service provides an easy mechanism for end users to unsubscribe from
unwanted messages by checking the reputation of the unsubscribe links and performing the unsubscribe process on behalf of the end user.

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-

O/user_guide/b_ESA Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01101.pdf (p.2)
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DMARC verification requires a DMARC verification policy that defines how incoming messages are evaluated and handled. DMARC verification must then be enabled on the applicable mail flow policy so
the Cisco Secure Email Gateway applies the verification profile and policy to inbound SMTP traffic.
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Message-filter order and MIME structure of the message are two factors that must be considered when message filter processing is configured on Cisco ESA. Message-filter order determines the
sequence in which message filters are evaluated and applied to incoming messages, which can affect the final outcome of the filtering process. MIME structure of the message determines how message
filters match against different parts of the message, such as headers, body, attachments, etc., which can affect the accuracy and performance of the filtering process.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b _ESA_Admin_Guide 12 _0/b_ESA Admin_Guide chapter_01000.html

B 49

FSwd7rRroy R

I > =7FI%, Cisco Secure Email Gateway CHEEILEZEMIZT IV ELAHYET  FA Vv E—VDHRARY A X(F20MBTY , B Fm-T L5 ERADT I a ERAIIZRS vy T7o Ry JL
TIEHBIZHRZBZ TS,


https://www.jpntest.com/shiken/300-720J-mondaishu
https://www.jpnshiken.com/q/68885-6443530/
https://www.jpnshiken.com/q/68885-6443531/

Answer Area

Select Cisco IronPort Email Encryption, and thefi chooSe Enable \ step 1
Click Edit Settings. l step 2
Open the Security Senvices menu, ‘ step 3
Set the maximum size to 20 MB. ‘ step 4
1F f#:
Answer Area

Open the Security Services menu. |
J

Salect Cisco IronPort Email Encryption, and then choose Enable. |

Click Edit’ Seltings. |

Set the maximum size to 20 MB. |

Explanation:
This order ensures encryption is enabled before editing settings to apply the message size limit.
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Outbreak Filters must first be configured under Security Services so the appliance can apply outbreak filtering. Alerts are then enabled in the Outbreak Filters Global Settings, which controls alert
generation for outbreak filter events.
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Graymail Classification

The graymail engine classifies each graymail into one of the following categories:

* Marketing Email. Advertising messages sent by professional marketing groups, for example, bulletins from Amazon.com with details about their newly launched products.
* Social Network Email. Notification messages from social networks, dating websites, forums, and so on. Examples include alerts from:

* LinkedIn, for jobs that you may be interested in

* CNET forums, when a user responds to your post.

* Bulk Email. Advertising messages sent by unrecognized marketing groups, for example, newsletters from TechTarget, a technology media company.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-0/user_guide/b_ESA_Admin_Guide/b_ESA_Admin_Guide_chapter_01101.pdf
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SMTP Routes allow you to redirect all email for a particular domain to a different mail exchange (MX) host.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ ESA_Admin_Guide_chapter_011001.html?bookSea rch=true
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You can check against the SPF/SIDF verification results using the following syntax:

if (spf-status == "Pass")

If you want a single condition to check against multiple status verdicts, you can use the following syntax:

if (spf-status == "PermError, TempError")

You can also check the verification results against the HELO, MAIL FROM, and PRA identities using the following syntax:
if (spf-status("pra") == "Fail")
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-0/user_guide/b_ESA_Admin_Guide_14-0/b_ESA_Admin_Guide_12_1_chapter_01000.html?bookSearch=true#con_1132105
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Safelist/Blocklist Scanning

End user safelists and blocklists are Created by ¥ndwsers and stored in a database that is checked prior to
anti-spam scanning. Each end user can idenlity,domains, sub domains or email addresses that they wish to

always treat as spam or never treat as.spam, If a sender address is part of an end users safelist, anti-spam
scanning is skipped, and if the sénder address is listed in the blocklist, the message may be quarantined or
dropped depending on administrator séttings. For more information about configuring safelists and blocklists,
see Spam Quarantine, on paige 969,

https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/user_guide/b_ESA_Admin_Guide_13-0.pdf P.129
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To meet the requirement of attaching warnings to the subject of an email for known viral emails, the appropriate option to configure would be for handling virus-infected messages. Known viral emails are
those that are positively identified as containing a virus by the anti-virus scanning mechanism.

This setting specifically deals with emails that have been identified as containing a virus, and configuring this will allow the engineer to attach warnings to the subject line of such emails, thereby complying
with the audit requirement.
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Secure unsubscribe option for end users. Mimicking an unsubscribe option is a popular phishing technique. For this reason, the end users are generally wary of clicking unknown unsubscribe links. For
such scenarios, the cloud-based Unsubscribe Service extracts the original unsubscribe URI, checks the reputation of the URI, and then performs the unsubscribe process on behalf of the end user. This
protects end users from malicious threats masquerading as unsubscribe links.
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200383-Graymail-Detection-and-Safe-Unsubscribin.html
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The SPF record for mycompany.com is shown in the exhibit as:
v=spf1 a mx ip4:199.209.31.21 -all


https://www.jpnshiken.com/q/68885-6443539/
https://www.jpnshiken.com/q/68885-6443540/
https://www.jpnshiken.com/q/68885-6443541/

This means that the domain mycompany.com authorizes the following sources to send email on its behalf:
The A record of mycompany.com, which resolves to 199.209.31.21

The MX record of mycompany.com, which points to mail.mycompany.com, which also resolves to
199.209.31.21

The IP address 199.209.31.21

The -all qualifier means that any other source is not authorized and should be rejected.
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The shortened URL can be redirected to a maximum limit of 10 nested shortened URLs to determine the actual URL.

If the shortened URL exceeds the maximum limit of 10 nested shortened URLs, a URL reputation score of -10 is assigned to the shortened URL by default.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ ESA Admin_Guide_chapter_01111.html
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Enabling End-User Quarantine Access and pointing to an LDAP server for authentication is the action that must be taken to meet this requirement. End-User Quarantine Access is a feature that allows
users to access their personal quarantine on Cisco ESA using their email address and password, without requiring an administrator account or access to Secure Email and Web Manager. To enable End-
User Quarantine Access on Cisco ESA, the administrator can follow these steps:

Select Security Services > IronPort Anti-Spam > End User Safelist/Blocklist Settings and click Edit Settings.
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Under End User Quarantine Access, select Enable End User Quarantine Access. Under Authentication Server, select LDAP Server from the drop-down menu and choose an LDAP server profile from the
drop-down menu.
Click Submit.
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In the Spam Notifications settings, deselect or select Enable login without credentials for quarantine access.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0100000.htm|
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To prevent emails from being rejected due to temporary DMARC verification failures (SMTP code

451), the DMARC verification profile action must be set to Accept. This allows messages with temporary verification issues to be delivered instead of rejected.
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Message Filters Subcommands.

o0 w>»

set: Sets filter to active or inactive state. For more information, see Creating a New Message Filter.
For Example, using the filter -> set subcommand.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_chapter_01000.htmI?bookSear ch=true
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If you want to perform a content filter-based scan on the Outbreak Filter processed messages, you must configure the Outbreak Filter to send the processed messages back to an appliance.
This is because, in the processing pipeline, the Outbreak Filter scan is performed after the content filter scan.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_ Admin_Guide_chapter_01110.htmI?bookSear ch=true#con_1138405
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To create a DLP policy that specifically targets preventing the sharing of proprietary patent documents via email, the network administrator should use a custom policy template. A custom policy allows for

the creation of tailored DLP rules and matching patterns based on the organization's specific requirements and data protection needs.

While regulatory compliance, acceptable use, and privacy protection policy templates may provide some predefined rules and patterns, they may not directly address the specific requirement of preventing
the external sharing of proprietary patent documents. Therefore, a custom policy template would be the most suitable option as it provides flexibility in designing and implementing DLP rules specifically for
the organization's unique data protection objectives.
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Configuration Summary:

1) Enable centralized quarantine on the ESA appliance(s):GUI > Security Services > Spam Quarantine >Check Enable External Spam Quarantine
2) Disable the local quarantine(s):GUI > Monitor > Spam Quarantine> Uncheck Enable Spam Quarantine

3) Submit and Commit Changes.
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118555-qa-esa-00.htmi
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Graymail services provide users with the option to unsubscribe from unwanted marketing emails, reducing inbox clutter from legitimate but unwanted mass mailings.
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By default, the primary email attribute is proxyAddresses for Active Directory servers and mail for OpenLDAP servers. You can enter your own query and email attributes. To create the query from the CLI,
use the isqauth subcommand of the Ildapconfig command.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011010.html
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LDAP authentication query is used to validate users during login to end-user quarantine, ensuring that only authorized users can access their quarantined messages.
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AsyncOS performs DMARC verification on the message. step 1
A listener configured on AsyncOS receives an SMTP step 2
connection. -
AsyncOS performs SPF and DKIM verification on -
the message. E
AsyncOS fetches the DMARC record for the sender step 4 ’
domain from the DNS.
1E fiz:
A listener configured.on AsyncOS receives an SMTP
connection.
AsyncOS petforms SPF and DKIM verification on
the message.
AsyncOS fetches the DMARC record for the sender
domain from the DNS.
AsyncOS performs DMARC verification on the message.
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DomainKeys and DKIM Authentication

With DomainKeys or DKIM email authentication, the sender signs the email using public key cryptography. The verified domain can then be used to detect forgeries by comparing it with the domain in the
From: (or Sender:) header of the email.

https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b _ESA_Admin_Guide_11_1/b_ ESA Admin_Guide_chapter 010101.htmlI?bookSea rch=true
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Mail Flow Policies

These are the policies that apply to the Sender Groups of the ESA, on the basis of which email traffic modulation is done.

Mail Flow Policies always applies to traffic which is Incoming to the ESA irrespective of the email being an Inbound or Outbound one.

The Mail Flow Policies works in the backend with regards to the selected Connection Behavior for that policy. The different Connection Behavior available in ESAs are:
- Accept

- Reject

- Relay

- TCP Refuse

- Continue

https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/216842-understand-parameters-related-to-mail-fl. html
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Cisco Secure Email Gateway must have cloud service connectivity enabled before SecureX registration, and outbound HTTPS access over TCP port 443 is required so the gateway can communicate with
Cisco cloud services.
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Virtual gateways are a feature that allows Cisco ESA to host multiple email domains on a single physical interface, using different IP addresses and hostnames for each domain. When virtual gateways are
configured, two distinct attributes are allocated to each virtual gateway address:

Domain, which is the email domain name that is associated with the virtual gateway address, such as mycompany.com or mydomain.com.

IP address, which is the IPv4 or IPv6 address that is assigned to the virtual gateway address, such as 199.209.31.X or 2001:db8::X.

The other options are not attributes that are allocated to each virtual gateway address on Cisco ESA.
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118542-ga-esa-00.html
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Overview of Encrypting Communication with Other MTAs:

AsyncOS supports the STARTTLS extension to SMTP (Secure SMTP over TLS).
The TLS implementation in AsyncOS provides privacy through encryption.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-0/user_guide/b_ESA_Admin_Guide_14-0/b_ESA_Admin_Guide_12_1_chapter_011001.htmI?bookSearch=true
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Directory Harvest Prevention. You can configure the appliance to combat directory harvest attacks using your LDAP directories. You can configure directory harvest prevention during the SMTP
conversation or within the work queue. If the recipient is not found in the LDAP directory, you can configure the system to perform a delayed bounce or drop the message entirely.
Consequently, spammers are not able to differentiate between valid and invalid email addresses.

See Using LDAP For Directory Harvest Attack Prevention.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_chapter_011010.htmI?bookSea rch=true
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To ensure that emails are sent and authorized by the owner of the domain, the following steps must be performed on Cisco ESA:

Generate keys: Generate DomainKeys Identified Mail (DKIM) keys. DKIM is an email authentication method that allows the recipient to verify that an email was indeed sent by the domain it claims to be
from.

Create DMARC profile: DMARC (Domain-based Message Authentication, Reporting, and Conformance) is a policy framework that builds upon SPF and DKIM to provide additional email authentication
and reporting capabilities. By creating a DMARC profile, the administrator can define the desired policy for handling emails that fail SPF or DKIM checks and specify how receiving mail servers should
handle such emails.

These steps, generating keys and creating a DMARC profile, contribute to ensuring that emails are sent and authorized by the domain owner, providing improved email authentication and verification
mechanisms.
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To guarantee that email from *@cisco.com bypasses spam quarantine, the engineer must configure a safelist. A safelist explicitly allows messages from trusted senders or domains, preventing them from
being flagged or quarantined as spam by the antispam engine.
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First Match Wins

Each user (sender or recipient) is evaluated for each mail policy defined the appropriate mail policy table in a top-down fashion.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b _ESA Admin_Guide _11_1/b_ ESA Admin_Guide_chapter_01001.html?bookSear ch=true
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S/MIME encryption on Cisco Secure Email Gateway works in two phases:

- A pseudo-random session key (symmetric key) is created to perform the actual message encryption.

- The message body is encrypted with this session key, ensuring confidentiality.

The session key itself is then encrypted with the recipient's public key, but the core phases of SIMIME encryption are the generation of the session key and the encryption of the message body with it.
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DKIM verifies message integrity using a cryptographic signature. If headers or body content are modified after signing, validation fails. SPF may still pass because SPF validates sending server
authorization rather than message integrity.
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The default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine is 6025. This is the default value for the Port setting in the External Spam Quarantine
configuration on Cisco ESA. This port must be open on both Cisco ESA and Cisco SMA for the communication to work.
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-configure-esa-00.html
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When configuring the ESA under Mail Policy > Sending Profile, the two "Domain Key Type:" are DKIM and Domain Keys.

DKIM (DomainKeys Identified Mail): This is a method for associating a domain name with an email message, thereby allowing a person, role, or organization to claim some responsibility for the message.
It is widely used and is the successor to Domain Keys.

Domain Keys: This is an older standard used for email authentication that works similarly to DKIM but has largely been replaced by DKIM. However, Cisco ESA still includes it as an option.
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Spam Quarantine Alias Consolidation Query is a type of query that must be configured when setting up the Spam Quarantine while merging notifications on Cisco ESA. This query allows Cisco ESA to
consolidate multiple email addresses that belong to the same end user into one entry in the Spam Quarantine, and send only one notification email to that end user with all the quarantined messages for
all their email addresses.
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Scanning Messages with Multiple Anti-Virus Scanning Engines

AsyncOS supports scanning messages with multiple anti-virus scanning engines — multi-layer anti-virus
scanning. You can configure your Cisco apphanee tomse onewor bothof the licensed anti-virus scanning
engines on a per mail policy basis. You could create a mail policy for executives, for example, and configure
that policy to scan mail with both Sophos and McAfé€ engines.

Scanning messages with multiple scanning engines provides “defense in depth™ by combining the benefits of
both Sophos and McAfee anti-virus scanning engines. Each engine has leading anti-virus capture rates, but
because each engine relies on a separate base of technology (discussed in McAfee Anti-Virus Filtering, on
page 343.and SophosiAnti-Virus Filtering, on page 340) for detecting viruses, the multi-scan approach can be
even mofe effective. Using-multiple scanning engines can lead to reduced system throughput, please contact
your Cisco support representative for more information.

You cannot configure the order of virus scanning. When you enable multi-layer anti-virus scanning, the
McAfee engine scans for viruses first, and the Sophos engine scans for viruses second. If the McAfee engine
determines that a message is virus-free, the Sophos engine scans the message, adding a second layer of
protection. If the McAfee engine determines that a message contains a virus, the Cisco apphance skips Sophos
scanning and performs actions on the virus message based on settings you configured.

https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/user_guide/b_ESA Admin_Guide_13-0.pdf P.402

Eﬁ:ﬁ: 89

TJLAA—ILEBY ) 2—Sa Vv DBRERZ2DEF TSIV, 2DFBRLTLZEW,)

A. T FR—RDEFMBBRY—ER

B. SophosN—X DAY —E X

C. AU TL I REBEHMBRY—ER

D.#iER I LA A—LRAFY oI ODY

EBET LA A—ILRXY I ODY

IEf#: (EfEERTLET)

Graymail management uses an integrated graymail scanning engine to identify graymail categories and a cloud-based unsubscribe service to process unsubscribe requests safely for supported
messages.
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The Recipient Access Table defines which recipient addresses are accepted or rejected during the SMTP conversation, so it is used to control whether messages to a specific recipient address are
allowed.
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Answer Area

Choose Default Policy Parameters.

Set SPR/SIDF venfication to On.

From the Mail Policies menu, selact Mail FlowPolicy.

- r - —— =

4

Open the Security F;ures s-a.cunn.

1Efig:
Answer Area

From the Mail Pobties menu, select Mail Flow Poficy.

Choose Default Policy Parameters.

Open the Security Features section.

Set SPFSIDF venfication to On.

Explanation:
This order ensures you navigate to the correct mail flow policy, access its parameters, find the security options, and enable DNS-based sender verification for email authenticity.
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Directory Harvest Attack Prevention within the SMTP Conversation

You can prevent DHAs by entering only domains in the Recipient Access Table (RAT), and performing the LDAP acceptance validation in the SMTP conversation.

To drop messages during the SMTP conversation, configure an LDAP server profile for LDAP acceptance. Then, configure the listener to perform an LDAP accept query during the SMTP conversation.
Once you configure LDAP acceptance queries for the listener, you must configure DHAP settings in the mail flow policy associated with the listener.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-0/user_guide/b_ESA_Admin_Guide_14-0/b_ESA_Admin_Guide_12_1 chapter_011011.html?bookSearch=true#con_1163450
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118218-configure-esa-00.html
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LDAP Acceptance Queries validate recipients against directory services such as Active Directory during the SMTP conversation. Invalid recipients are rejected before message acceptance, reducing
processing overhead, preventing directory harvest attacks, and minimizing non-delivery report generation.
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If the assigned certificate under one of the IP interfaces is modified, then the HTTPS traffic when connecting to the web user interface of the Cisco Secure Email Gateway will be impacted. The
administrator must ensure that the certificate is valid and trusted by the browser or client that is used to access the web user interface. Otherwise, the connection may fail or generate a warning message.
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After creating a signing profile, you must enable DKIM in the mail flow policy for outbound emails.

This ensures that the Cisco Secure Email Gateway signs outgoing messages with DKIM for the specified domains.

Eﬁ:ﬁ: 96
HESBRLTKESV, TALY PN RI MBI CRETLHOIC EMTEDLSLBERERELZHELDIDLENHY FIM?

Fiame I':n_: e

Type of Latenas: Publc

[nterface Hanagemant v | TCP Port I:S

Bounce Profilel | Default v

Crgchparner Above Niome W

Dupciaomier Belon MNorg v

TP Authertorbon Profile: None Y| Note: To wse Certificate Type Auth profde. pieese eralle TLS on ma flow pobows for thae
Sl gt g

Certficate Cado BS54 Certficate v
* SMTP Agdeess Pareng Dplang Address Paster Tyoe
Afipw Bsbet Uner Names: 8 ypg
*ia
Aiow §-b2 Doman Names: B
"G
Ligm Facta! Demadg ey

Yo

442 Defeart Domasn |

Source Rosting ¥ g
Bepect

Unirowh L3dreis Leral ® Rapect

acteat

Bgpect Thewe Charptery o T
g Mprmen

advernced! Dol wottrds for cotomang the behavor of the Laterer
T - Agreh:
Aocept Quary ! | HapPralis. sttept v
ri Qoeiue
Non-Malcheag Reopents
' TuTP Canvernpbon
If the LOAP server o4 unresthalle
Aflpw My

®  Beturn error code

A LDAPY T UMNBEEINTWREBE TA4LY F)N—ARXMKERFLEFT 74V CTEDIZHEY FT,
B. LDAPHY—/I\—TOJ77AILT TALY PIN—ARX NREHILEFHZELEFT,


https://www.jpnshiken.com/q/68885-6443578/

C.A—L7A—FKRYS—T TA4LI FIN—RIMREFHLEEZELFET,

D. JA}—8RET . LDAPYV TR ZEELTI)— VX1 —Z2FEATAHEIICHELFT,

IEfE: (EfEZRRLET)

To protect against Directory Harvest Attacks, the administrator must configure Directory Harvest Attack Prevention in the mail flow policy that applies to the listener. This will enable the Cisco Secure Email
Gateway to reject or throttle messages that are sent to invalid recipients by checking the LDAP server for valid email addresses.
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When DKIM (DomainKeys Identified Mail) signing is configured on Cisco ESA, the DNS record that must be updated to load the DKIM public signing key is the TXT record. The TXT record is used to store
arbitrary text information in the DNS, such as the DKIM public key, which can be retrieved by the recipients to verify the DKIM signature in the message header.
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213939-esa-configure-dkim-signing.html
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IP Interfaces

Metwork Interfaces and IP Addresses

EAdd P Infedace.. ]

Name IP Address Hostname
delivery_interface 10.66.71.121/31 esalocal.lab
Management 10.66.71.122/24 CE80.1ab

delivery override:
1 E

Envelope-sender ==“cisco_ 123@externally.com”

mail-from ==“cisco 123@externally.com”

Sender ==“cisco 123@extepnally.com

delivery-int (“delivery interface”);

alt-src-host (“delivery interfaee”):

7]

z:

Celete




IP Interfaces

Network Interfaces and 1P Addrésses

LAdd IP Interface.. ]

Name IP Address Hostname
delivery_interface 10.66.71.121/31 esa.local.lab
Management 10.66.71.122/24 C680.l1ab

delivery override:
1f|mail-from =="“cisco 123@exfernally.com”

{

delivery-int (“delivety \interface”):;

}

Envelope-sende® ==“cisco 123(@externally.com”




| Sender =="Cl1lSCO lZ3WeXternally.cCcom

alt-src-host (“delivery interface”):
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Outbreak Filters protects your network from large-scale virus outbreaks and smaller, non-viral attacks, such as phishing scams and malware distribution, as they occur.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_chapter_01110.html?bookSear ch=true
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The appliance uses stored trusted certificate authorities that it uses to verify a certificate from a remote domain to establish the domain's credentials. You can configure the appliance to use the following
trusted certificate authorities:

Pre-installed list. The appliance has a pre-installed list of trusted certificate authorities. This is called the system list.
User-defined list. You can customize a list of trusted certificate authorities and then import the list onto the appliance.
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Content filter is a component on a Cisco Secure Email Gateway that must be configured to catch attachments, including credit card numbers, and hold them for review until further action is taken.

Content filter allows you to define rules based on message content and apply actions such as quarantine, encrypt, or modify.
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A f(TIL—ThbDA—)L =="HEE") BL U (KXY 1 X >"100M") {drop()}

B.if (JIL—THDDA—)L \1="REE") LUV (KXY A X > 100M) {drop();}

C.if (FI—THhEDA—)L =="R%8") LU (KXY X > 100M) {bounce();}

D.if (VIL—THhoDA—ILI=HEE") B (KXY X > 100M) {drop();}
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The rule correctly checks whether the sender is not a member of the LDAP "Employees" group and whether the message body size exceeds 100 MB, then drops matching external messages.
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Disabling the Local Spam Quarantine to Activate the External Quarantine If you were using a local spam quarantine before enabling an external spam quarantine, you must disable the local quarantine in
order to send messages to the external quarantine.

https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ ESA_Admin_Guide_chapter_0101010.htmI?bookSe arch=true#con_1172419
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Enabling SPF and SIDF:

To use SPF/SIDF, you must enable SPF/SIDF for a mail flow policy on an incoming listener. You can enable SPF/SIDF on the listener from the default mail flow policy, or you can enable it for particular
incoming mail flow policies.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-0/user_guide/b_ESA_Admin_Guide_14-0/b_ESA_Admin_Guide_12_1_chapter_010110.htmI?bookSearch=true#task_ 1147982
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By modifying the mail policies, specifically the recipient matching criteria, you can ensure that email recipients do not match multiple policies simultaneously. When recipients in the email message belong
to different domains (e.g., cisco.com and test.com), it can result in multiple policies being triggered simultaneously, leading to inconsistent delivery of emails with attachments.

DLP is for outgoing mail only and not relevant to incoming mail.
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1. Identify the users in your organization (for example, executives) whose messages are likely to be forged.
Create a new content dictionary and add the names of the identified users to it.

While creating a content dictionary,

F User Guide for Async0S 13.0 for Cisco Email Security Appliances - GD (General Deployment)

| EmailAuthentication
Monitoring Forged Email Detection Results .

+ Enter the name of the user and not the email address. For example, enter ** Olivia Smith ™ instead of
* olivia.smith@example.com .”

* Do not configure Advanced Matching and Smart Identifiers.

* Do not choose weight for the terms used.

* Do not use regular expressions.

The following figure shows a sample content dictionary created for Forged Email Detection.

Figure 40: Content Dictionary for Forged Email Detection
https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-0/user_guide/b_ESA_Admin_Guide_ 13-0.pdf p.675
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Undesirable URL protection is a feature that allows Cisco ESA to detect and block messages that contain URLs that lead to malicious or unwanted websites, such as phishing, malware, or adult content

sites. To enable this feature, outbreak filters and antispam scanning must be enabled on Cisco ESA. ] .
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01111.html
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The Services Overview page lists the current service and rule versions of the following engines:

Graymail

McAfee

Sophos

You can perform the following tasks in the Services Overview page:

Manually update the engines. For more information, see Manually Updating the Engines Rollback to previous version of the engine. For more information, see Rollback to Previous Version of Engine
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0100010.html
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Using TLS Delivery

Transport Layer Security (TLS) delivery allows Encryption Service-originated messages such as secure replies to be delivered encrypted back to the sending domain without having to use an envelope.
You can enable TLS delivery to provide a secure method of delivering email without requiring end users to log in to Encryption Service or install the encryption plug-in to receive or view email.

TLS is enabled on a per-account basis. For each account, you specify one or more TLS domains and error handling behavior.

Note:

From Encryption Service 5.4.1 release onwards, there is no support for domains with only TLS

1.0 enabled for mail delivery. You need to migrate to TLS 1.1 or higher.

https://www.cisco.com/c/en/us/td/docs/security/email_encryption/olh/admin/b_Admin_Guide_lates t/b_Admin_Guide_chapter_0100.html#con_7787262
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