Cisco.300-720J.v2022-11-12.q34

HERa— k- 300-720J

RERB - Securing Email with Cisco Email Security Appliance (300-720 H A&ZEhR)
REER A — Cisco

EHEREOH 34

N— 300 v2022-11-12

R—SOEEE 450

BEEDHEE 2561

https://www.jpnshiken.com/shiken/Cisco0.300-720J.v2022-11-12.934.html

B 1

Cisco ESABHEE (L A—HDNHED KA U LBEFA—ILEZELTOWVENILEFBMINFEL, A=A TR LI EEBFIEEEN—X
DLEaAT—L3 RATHNETLT,

ZTOEED KA UNEDZEA—IIEZHATHICIE, EEEEIMZTILELHYETH?

A RAL DDA —VEHRATDLINICT7FATIA—ILEERLET,

B. KASVHEHAIY R MMZEMLET,

C.A—=NLTTIVT—a DB R MIEEZEZEBMTAELS(CA—F—ITKELET,

D. TaloszZ A —/N\—54 R34 E—C T4 LA —2FEALT HLOREA—ILKR) O—FERLET,

IEfE: (EfEERTLET)

B 2

TalosDA VTV Oz VAN LEREBLEzE Y —EREFIAL T, Cisco ESAICEMT IBEFA—ILY—N—F T2 ) VT T IHEEXENTTH,
A. SpamCopL EaT—2arIq4 L2y

B.TalosLEaFT—>3>T4L2 Y2y

C.SenderBaseLEaT—L 3> I74L2Y) 2T

D.EBELEaT—SarvTqLR )T

R (EBERTELET)

B3

LDAPS JL— T4 T %{E T & % CiscoESABEEN3IDONA T4 a VIFERTTM, EBIRLTEELY,)
A AYytE—DT 4 )L —

B. R/NLFEKRERE

C. RAT

D.5Eka> ka—)L

E.aTFoYI4I)L3—
F.SenderBaseLEaT—L 3> 748 VY
G. ZIEA IR —

H. X EZEIIL—T

IEf#: (Ef2ZRTLEY)


https://www.jpnshiken.com/shiken/Cisco.300-720J.v2022-11-12.q34.html
https://www.jpnshiken.com/q/33939-2731992/
https://www.jpnshiken.com/q/33939-2731993/
https://www.jpnshiken.com/q/33939-2731994/

B 4

Cisco ESAIZEF L HWURLREZRET H-OD2DODEHREH(FATI M ? 2D0BIRLTLESLY,)
A.R—FDNNDURERMZLET,

B. VA IILAREKERF Y VEEAMILET,

C.*x— LY L—%FAMILFET,

D. RINLWRAF v U &#HIIZLET,

E.7OILAYT4ILE—%AMNLET,

Eff:DE(QAV FEREKT D)

Eﬁ:ﬁ: 5
EEENDAINRAUNDERBIZT IR T LA T4V E—%FERT DRI, EORBELHRTET OIDLENHY FITH?
A T—AEXHL

B. V1 JLAREK

C. R/NLRtEE

D. RREZ R L NI

IFfR: (EZRTLET)

Eﬁﬁ: 6

v bD—YEBEIL LDAPY—N—~ADI T UNBHH LI LITRIDEFE L, A—LAJICIE, 50EMLGERZEBFENSTEEINNRRMILST
BHEABALONFELLZIEVWS IV PYARTINET, CAICHLT BHICIE, EOMEZFAT ILELHY FIH?

A. DHAP

B. SBRS

C. LDAP

D. SMTP

IEfE: (EfEZRRLET)

https://www.cisco.com/c/en/us/td/docs/security/esa/esal12-

O/user_guide/b_ESA Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_ chapter_011010.html

Eﬁ:ﬁ: 7

—7 1) R MZ&H BsafedomaincomM b A —)LEZIEL-EZFITRF Y TENBITORRIEENTT H,
A AytE—DT7 4 L5 —

B. VA IILAMER X v >

C.7TOrRILAYT4ILA—

D. ANLFERRAF ¥ >

Tf:D (A FEHRET D)


https://www.jpnshiken.com/q/33939-2731995/
https://www.jpnshiken.com/q/33939-2731996/
https://www.jpnshiken.com/q/33939-2731997/
https://www.jpnshiken.com/q/33939-2731998/

Message I’tc+cessmg of Safelists and Blocklists

A sender’s beln n a safelist or blocklist does not prevent the appliance from scanning a message for viruses

'@k i Qts\nﬁmmgﬁi%f ﬂie message meets the criteria for a content-related mail policy. Even if the sender of a

aw message ison thesfecipient’s safelist, the message may not be delivered to the end user depending on other
scanning settings and results.

When you enable safelists and blocklists, theappliance scans the messages against the safelist/blocklist
database i ately before anti-spam $caniiing. If the appliance detects a sender or domain that matches a

safelist or blocklist entry, the message wall be splintered if there are multiple recipients (and the recipients
have different safelist/blocklist settings). For example, a message is sent to both recipient A and recipient B.
Recipient:A hassafelisted the sender, whereas recipient B does not have an entry for the sender in the safelist
or the blocklist. In this case, the message may be split into two messages with two message IDs. The message
sent to recipient A is marked as safelisted with an X-SLBL-Result-Safelist header and skips anti-spam scanning,
whereas the message bound for recipient B is scanned by the anti-spam scanning engine. Both messages then
continue along the pipeline (through anti-virus scanning, content policies, and so on) and are subject to any
configured settings.
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Mail Policies: Advanced Malware Protection

Advanced Malware Protection Settings
Policy: DEFAULT

EasbiEAOVERcRd Suatucae pr’}m':‘;‘::r ®' Enable File Reputation

#| Enable File Analysis

Message Scanning

.
o

¥ (recommended) Indlude an X-header with the AMP %\m@ages

Unscannable Actions on Message Errors
Action Applied to Message: | | Deliver asIs ¥

b Advanced | Optional settings for custom header and rnmaq tdelivery.

Unscannable Actions on Rate Limit
Action Applied to Message: | Deliverasis ¥

b Advanced | Optional setting for_ stomyheader and message delivery.

Unscannable Actions on AMP Service Not Available
Action Applied to Message:  Deliver As Is 2
1 Advanced Optlow

r custom header and message delivery.

Messages with Malware Attachments:

* Yes

ject: No  * Prepend Append

[P#ARNING; MALWARE DETECTED]

d¥anced | Optional settin

Archive Orignai Message:
Modify Message Su

ject: _® prepend Append
| R : ATTACHME (S) MAY CONTAIN M2
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Note [fa policy quarantine is not defined in your appliance, you cannot sent the message to the quarantisie.

You can perform the following additional actions, if you choose to send the message to the policy quarantine:
» Modify the message subject

* Add a custom header to the message
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Seting up rorgea cmail vetecuon

1. Identify the users in your organization (for example, executives) whose messages are likely to be forged.
Creaté a new content dictionary and add the names of the identified users to it.

While creating a content dictionary,

F User Guide for Async0S 13.0 for Cisco Email Security Appliances - GD (General Deployment)

| Email Authentication
Monitoring Forged Email Detection Results .

» Enter the name of the user and not the email address. For example, enter * Olivia Smith ” instead of
* olivia.smith@example.com .”

* Do not configure Advanced Matching and Smart Identifiers.

* Do not choose weight for the terms used.

* Do not use regular expressions.

The following figure shows a sample content dictionary created for Forged Email Detection.

Figure 40: Content Dictionary for Forged Email Detection
https://www.cisco.com/c/en/us/td/docs/security/esa/esal3-
O/user_guide/b_ESA_Admin_Guide_13-0.pdf p.675
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Associate the filter with a nominated

= —]

ax k&

: ] : : tep 1
incoming mail policy. Py
Configure a filter to take necessary action al i ;
. : N Siep
on SPF/SIDF verification results. *
Create a custom mail-ﬂm_.v policy for verifving | step 3
incoming messages by using SPF/SIDF. !
Test the results of message verification. step 4
Configure a sendergroup to use the custom step 5
mail-flow policy.
1E fi%:
Create a custom mail-flow policy for verifying
incoming messages by using SPF/SIDF.
Configure a filterfo take necessary action
on SPF/SIDF verification results.
Associate the filter with a nominated
ificoming mail policy.
Configure a sendergroup to use the custom
mail-flow poligy.
Test the results of message verification.
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Safelist/Blocklist Scanning

End user safelists and blocklists are created by end users and stored in a database that is checked prior to
anti-spam scanning. Each end user can identity domains, sub domains or email addresses that they wish to
always treat as spam or never treat as spam. 1{ a sender address is part of an end users safelist, anti-spam
scanning is skipped, and if the sender address is listed.in the blocklist, the message may be quarantined or
dropped depending on administrator settings. For more information about configuring safelists and blocklists,
see Spam Quarantine, on page 909.
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