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provides a@a&

used to effectively ma etwork and resources

Policy Service

shares coiitext-sensitive information from Cisco ISE to
subscribers

Monitoring

manages all system-related configuration and
configurations that relate to functionality such as
authentication. authorization. and auditing

pxGrid

provides network access. posture. guest access. client
provisioning and profiling services. and evaluates the
policies to make all decisions




Monitoring

pxGrid

Administration

Policy Service

Explanation:

Monitoring = provides advanced monitoring and troubleshooting tools that you can use to effectively manage your network and resources Policy Service = provides network access, posture, guest access, client
provisioning, and profiling services. This persona evaluates the policies and makes all the decisions.

Administration = manages all system-related configuration and configurations that relate to functionality such as authentication, authorization, auditing, and so on pxGrid = shares context-sensitive information from
Cisco ISE to subscribers

https://www.cisco.com/c/en/us/td/docs/security/ise/1-

4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14 chapter_011.htmI#ID57
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Node groups are optional and they enhance the profiler service mostly. The redundancy of PSN availability is dictated by the Radius Server list order on the NAD.
https://community.cisco.com/t5/network-access-control/ise-node-groups/td-p/3514849
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The shared secret is the mandatory matching value that must be configured on both the switch (in the TACACS+ server config) and in Cisco ISE (when adding the network device). It's used to encrypt TACACS+
communications between the two.

BRI 7

v hI—YEBEIL, Cisco ISEOREZ/XM Oy ML ARFBICEEL JVMO AT FERENKIBICEMLIZZLICKRIEFELL, EBEIL, AN/ —FEADL TV S—23VIC&d3DTHIEZEZATVET,
NIA—RADEBETER/PMRICHZA 51=HICRIZEBET DBENHYFTIMN?

A BEIADNGLINTOIF7A) U TR) O—2HRBLET

BIVFRAVERBEUET A LE—ZFAMT S

C. BRIHRZZEELFY,

D. CiscolSENRFND TO I 7 A 574 —F7 v T T—FrTCEHFINTWEII L ZHRELET

IEfR: (EffzRnLET)

Enabling the EndPoint Attribute Filter will have the Cisco ISE profiler only to keep significant attributes and discard all other attributes. Significant attributes are those used by the Cisco ISE system or those used
specifically in a endpoint profiling policy or rule.

https://www.cisco.com/c/en/us/td/docs/security/ise/2-

4/admin_guide/b_ISE_admin_guide_24/m_cisco_ise_endpoint_profiling_policies.html#1D481
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To enable Cisco ISE to make authorization decisions based on threat and vulnerability attributes received from external sources, the pxGrid persona must be enabled. pxGrid (Platform Exchange Grid) is a Cisco ISE
service that facilitates communication between ISE and third-party systems for the exchange of context-based information such as threat intelligence, vulnerabilities, and device posture.

How pxGrid Works:

1. pxGrid provides a framework for integrating external systems like threat intelligence platforms or vulnerability scanners with Cisco ISE.

2. These systems send threat and vulnerability data to Cisco ISE via pxGrid.

3. Cisco ISE uses this information to enforce dynamic authorization policies, such as quarantining or restricting access for compromised devices.
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Irsart & new rule above the Bage:_Authenticated Access rule and
naume the rule Webauth,

Lite the Cantrad Wish Authenbicmeon suthorzation profile.

Drill down o the defaul palicy set.

Fram Wosk Centers, click Networld Afeeis,
and then chck Policy Sets.

Foe the condibons, sslect Wired_MAB and Wirsless_MAB and
ensure that the OR operator i used with the condtons.

ol i B From Wark Cente lck Metwork Acc
ﬂﬁm H?E _ﬂﬂ e Py S, |
'al E ¥ af &
’*ftfﬁ ” ::‘*?) Q-;»_.ﬂﬁ {;.j Drill down to the default policy set.
lnmi new Tl above the Basic_Authenticated_Access rule and
name the ruls Webauth,
For the conditions, sslece Wired_MAB and Wireless MAB and
ensure that the QR operator is used with the conditions,
Use the Central Web Authentication authorization profie.
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Five nodes for Cisco ISE below 3.0.
Six nodes for Cisco ISE 3.0 above.
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When importing printer endpoints via LDAP, Cisco ISE requires the correct Profile Attribute Name to map LDAP data to the appropriate profiling policy. This ensures that the endpoints match an existing profiling
condition rather than being classified as Unknown.
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https://medium.com/training-course-ccna-security-210-260/ccna-security-part-3-implementing-aaa-in-cisco-ios-4b13ab285f51
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software on the endpoint that communicates with
EAP at layer 2

device that controls physical access to the network
based on the endpoint authentication status

authenticator

supplicant

device that validates the identity of the endpoint
and provides results to another device

. authentication server

device thﬁ s physical access to the network
_baged ori the endpoint authentication status

ESNa re on the endpoint that communicates with
EAP at layer 2

device that validates the identity of the endpoint
and provides results to another device

Explanation:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/sec- user-8021x-xe-3se-3850-book/config-ieee-802x-pba.html
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Binary comparison must be enabled in the certificate authentication profile so Cisco ISE can directly compare the certificate presented by the machine with the certificate stored in Active Directory during machine
authentication.
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The compliance module contains a list of fields, such as vendor name, product version, product name, and attributes provided by OPSWAT that supports Cisco ISE posture conditions.
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_compliance.html
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HTTP is the most reasonable answer. User that tried to connect needs to connect to DNS, DHCP and of course EAP.
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The Firewall condition checks if a specific Firewall product is enabled on an endpoint. The list of supported Firewall products is based on the OPSWAT support charts. You can enforce policies during initial posture and
Periodic Reassessment (PRA). Cisco ISE provides default Firewall conditions for Windows and macOS.

https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment- guide/ta-p/368027 3#toc-hld-1256947692
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200534-ISE-2-0-Certificate-Provisioning-Portal.html
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DHCP Profiling: The WLC can be configured to relay DHCP information that it obtains when devices request IP addresses. This DHCP data includes attributes such as vendor class identifiers and other DHCP options,

which are valuable for Cisco ISE to accurately classify and profile the connecting devices. The information gathered through DHCP profiling helps in enforcing the correct authorization policies based on the device type.
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Interface MAC Address Method Domain Status Fg Session ID
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When deploying Cisco ISE as a virtual appliance on a VMware platform, there are specific VMware features that are supported and recommended:
VM Cold Migration:

||

Cisco ISE supports cold migration. This means that the virtual appliance can be moved from one host to another while it is powered off. Cold migration is a supported method for relocating the virtual machine in the
event of hardware maintenance or upgrades.

OVF Support:

|

Cisco ISE is distributed as an OVF (Open Virtualization Format) package. This format is supported by VMware environments, making it straightforward to deploy the ISE virtual appliance using standard VMware tools.
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Microsoft's security policy recommends disabling fast user switching to reduce the risk of unauthorized access. Fast user switching allows multiple user sessions to remain active simultaneously, which can potentially
leave a system vulnerable if one session is compromised.

Disabling this feature ensures that when a user logs off, the session is fully terminated, thereby reducing the security risk.

In the context of Cisco ISE and endpoint compliance, this recommendation aligns with best practices to enforce strict user session control and ensure that endpoints are fully compliant before granting network access.
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Hotspot Guest portal: Network access is granted without requiring any credentials. Usually, an Acceptance of User Policy (AUP) must be accepted before network access is granted.
Sponsored-Guest portal: Network access is granted by a sponsor who creates accounts for guests, and provides the guest with login credentials.
Self-Registered Guest portal: Guests can create their own account credentials, and may need sponsor approval before they are granted network access.
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_ise_guest.htmI#ID32
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When wildcard certificates are not allowed, every portal FQDN must be explicitly listed. This requires adding each portal's FQDN to the SAN (Subject Alternative Name) field of the CSR so that the resulting certificate is
valid for all ISE portals after signing.
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https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuration_guide/b_consolidated _config_guide 3850 chapter_0111001.html
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The inactivity timer for MAB can be statically configured on the switch port, or it can be dynamically assigned using the RADIUS Idle-Timeout attribute (Attribute 28). Cisco recommends setting the timer using the
RADIUS attribute because this approach lets gives you control over which endpoints are subject to this timer and the length of the timer for each class of endpoints.

For example, endpoints that are known to be quiet for long periods of time can be assigned a longer inactivity timer value than chatty endpoints.
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/TrustSec_1-

99/MAB/MAB_Dep_Guide.html#wp392385
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Create Client Posture Requirements

You can create a requirement in the Requirements window where you can associate user-defined conditions and Cisco defined conditions, and remediation actions. Once created and saved in the Requirements
window, user-defined conditions and remediation actions can be viewed from their respective list windows.
https://www.cisco.com/c/en/us/td/docs/security/ise/3-

0/admin_guide/b_ISE_admin_3 0/b_ISE_admin_30_compliance.html#task 52F2E45628EF43C8
89B5559AF657B884
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The described onboarding process requires mutual authentication between the endpoint and Cisco ISE using certificates. The Extensible Authentication Protocol - Transport Layer Security (EAP-TLS) protocol is the
best choice because it supports:

1. Mutual Authentication:

Cisco ISE presents its identity certificate to the endpoint, which validates it.

||

The endpoint presents its identity certificate, signed by Cisco ISE, to the Cisco ISE server.
|

2. Certificate-Based Authentication:

EAP-TLS relies on X.509 certificates for both the client and server, meeting the requirements
|

outlined in the scenario.
3. Secure Communication:

TLS ensures that communication between the client and server is encrypted and secure.
|
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Standalone MAC Authentication Bypass (MAB) is an authentication method that grants network access to specific MAC addresses regardless of 802.1X capability or credentials. As a result, devices such as cash
registers, fax machines, and printers can be readily authenticated, and network features that are based on authorization policies can be made available.

Before standalone MAB support was available, MAB could be configured only as a failover method for 802.1x authentication. Standalone MAB is independent of 802.1x authentication.
https://www.cisco.com/en/US/docs/ios-xml/ios/sec_usr_aaa/configuration/15-2mt/sec-config- mab.html
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tab -> Active Directory Account Permissions Required to Perform Various Operations
https://www.cisco.com/c/en/us/td/docs/security/ise/2-

3l/ise_active_directory_integration/b_ISE_AD integration_2x.html
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Only the secondary restart to become standalone.

https://www.cisco.com/c/en/us/td/docs/security/ise/2-

4/admin_guide/b_ISE_admin_guide 24/m_setup_cisco_ise.html#ID185
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The Reauth option may be sufficient for cases where no VLAN or address change is expected following reauthorization of the current session.

If multiple endpoints are detected on a wired switchport, ISE will automatically revert to using the Reauth option to avoid service disruption of other connected devices. A common example is a workstation connected to
an IP phone where a port bounce would interrupt communications for both workstation and phone.
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From Security Groups, click Add.

Select Results and TrustSec.

Enter TustSec_Device

as the group name, and then click Save.

From Policy, click Policy Elements.
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I gro%‘n?Pg’&&, %liék Policy Elements.

[ 6 o
Seiect Results and TrustSec.

From Security Groups, click Add.

Enter TustSec_Device
as the group name, and then click Save.
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interface V1anl0
ip address 10.1.10.1.255.255.255.0

ip helperx~address 10.1.100.100

. ip helper-address 10.1.10.6

. ip helper-address 10.1.100.6

. ip dhcp-relay 10.1.100.6

. ip dhcp-address 10.1.100.6
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The config already has one helper-address (10.1.100.100, likely the DHCP server). You simply add a second ip helper-address line pointing to the ISE PSN at 10.1.100.6 - Cisco 10S supports multiple helper-addresses
on the same interface, and ISE uses the DHCP probe (port 67) for device profiling.
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Device Administration in Cisco ISE uses TACACS+ for authentication and authorization of administrators. After enabling the Device Admin service and configuring identity groups, the network devices must be

OO0 w

configured with TACACS authentication settings so they can authenticate admin logins and receive per-department privileges and command sets from ISE.

B fE: 59

R2YRT—Y TUDZTRE DU VTATY HEERFICPXE #FERALTIVRTLAA—CESIUA—FT2F BRIy bT—YBRET Cisco ISE #EAL T 802.1x 2 BT 2HENHYFET , R4 v F R—+
ERHETOLENHLHE—FIFENTTH,?

A. FlIfRH Y

B.E=4%—

C.7n—X

D. 7

Eff: (EffZRImLET)

Eﬁ:ﬁ: 60

HHTY =T MWindows 10T FRA Y FDRAF YR I—ERELTHEY  FADTIL—TOI—H —DNEWT S1=DITHETRNERUDNRLDLSITLIEZVEBEZTUVET,
CORELERT B=OICF MELETAEESEOON?

A BADTIL—FIZRH L TO U T HEREREL E1—RT—ROERK ) S —TEhEHRT S,

B. 2B EHEZLERL T 1—R7—RTLIZAD YIL—T&#FERAL TN DERZZRERY O—THERALET,

C.RUS—+ty FADEIRY O—Z2FRALT EAD FIL—TEFNFIDEZER) O—THIL—TILLET,

D. SFEEFLHRY V—ICBBERA—HF—JIL—TEREL. TNTILDOKR) I—Z2EHITIVEV T2 —EREHREERT 5,

IEfg: (EfEZRRLEY)

Eﬁ:ﬁ: 61
HMzsBLTKEEVW, RMIYFOCLITrS TNV a—T4 0 HAZRTIBICE EDAT UV RFEAALEFTMN?


https://www.jpnshiken.com/q/69040-6475784/
https://www.jpnshiken.com/q/69040-6475785/
https://www.jpnshiken.com/q/69040-6475786/

Interface: GigabitEthernet2/0/36

MAC Address: 000e.84af.59af

Statusiw Autfha: Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server

Vlan Policy: 10
Handle: 0xE0000000
Runnable methods list:
Method State

dotlx Authc Success

. BBt v ¥ 3 > % R K mac 000e.84af.59af 3£

LB ERRT B

. show authentication interface gigabitethemet2/0/36

Rty aVERTT HAE

IEf#: (EffZzRLET)

show authentication sessions [ handle handle-number | interface type number | mac mac-address

| method method-name interface type number | session-id session-id ]
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-xe-3se-3850-cr-book/sec-s1-xe-3se-3850-cr-book_chapter_01.html#wp3404908137
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https://community.cisco.com/tS/network-access-control/ise-2-4-guest-user-import-csv-template- guest-type-and-state/td-p/3686005
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_cts/configuration/xe-16/sec-usr-cts-xe-
16-book/sec-cts-sgacl.html
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SGTs are usable where Trust Sec is deployed, the question simply asks about a better way of handling ACLs, substitute for Static ACLs should be Dynamic ACLs configured on ISE Authorisation Profiles.
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212419-configure- per-user-dynamic-access-contro.html
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The method of sending out IP to SGT mappings from ISE is particularly useful if the access switch does not support TrustSec.
https://community.cisco.com/t5/security-knowledge-base/segmentation-strategy/ta-p/3757424
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administrati on/guide/b_AnyConnect_Administrator Guide 4-0/configure-posture.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-

4/admin_guide/b_ISE_admin_guide_24/m_configure_client_provisioning.html#task_D1C2E8SECE
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Cisco ISE implements an ARP cache in the profiling service, so that you can reliably map the IP addresses and the MAC addresses of endpoints. For the ARP cache to function, you must enable either the DHCP probe
or the RADIUS probe. The DHCP and RADIUS probes carry the IP addresses and the MAC addresses of endpoints in the payload data. The dhcp-requested address attribute in the DHCP probe and the Framed-IP-
address attribute in the RADIUS probe carry the IP addresses of endpoints, along with their MAC addresses, which can be mapped and stored in the ARP cache.
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide 20 chapter_010100.htm|
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The multi-domain host mode allows both a data device and a voice device to authenticate on the same port (e.g., a phone and a computer). It is commonly used in scenarios where |IP phones and computers share a
port.

Eﬁﬁ: 69

DR TNARIZETILFRIAE— FTHRESINTIZR—bAHY SGT_0422048549 O SCT MEIY B ToHNzHRRA ML DERDAEZITANTWVET VLAN 529 U2 YIEH&EKE8 DD VLAN #HHR—KL T
WET, ShoDHIBOERIIFITI H?

A TNARIE SXP RE—D—&E L THEBERTICA US4 X VT EETLTVET,

B. T/\f XL SXP RE—H—E LTHEEL LA D MIME 2 XV JE2RTLTVET,

C.IPHIxy b 7RLRIXSGTIZEMIZTTVYEY T ENFET,

D.IPHJxy k7 KFLRIZ SGTIZEHMIZTYELT EaNnET,

EfE:A(QA U REHEHKRT D)

The following restrictions are applicable when running Cisco TrustSec in enforcement mode or inline tagging mode. These restrictions do not apply when these switches are used as an SXP speaker:

- An IP subnet address cannot be statically mapped to a Security Group Tag (SGT).

- If a port is configured in multi-authentication mode, all hosts connecting to that port must be assigned the same SGT.

- Cisco TrustSec enforcement mode on a VLAN trunk line supports only up to eight VLANSs. If more than eight VLANs are configured on a VLAN trunk link and Cisco TrustSec is enabled on those VLANSs.
https://www.cisco.com/c/en/us/td/docs/switches/lan/trustsec/configuration/guide/trustsec/sxp_conf ig.html#Restriction%20for%20SGT%20Exchange%20Protocol
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-

1/admin_guide/b_ise_admin_guide 21/b_ise_admin_guide 20 chapter_010100.html Default Endpoint Identity Groups Created for Endpoints Cisco ISE creates the following five endpoint identity groups by default:
Blacklist, GuestEndpoints, Profiled, RegisteredDevices, and Unknown. In addition, it creates two more identity groups, such as Cisco-IP-Phone and Workstation, which are associated to the Profiled (parent) identity
group. A parent group is the default identity group that exists in the system. Cisco ISE creates the following endpoint identity groups:

Blacklist--This endpoint identity group includes endpoints that are statically assigned to this group in Cisco ISE and endpoints that are block listed in the device registration portal. An authorization profile can be defined
in Cisco ISE to permit, or deny network access to endpoints in this group.

GuestEndpoints--This endpoint identity group includes endpoints that are used by guest users.

mooOw >

Profiled--This endpoint identity group includes endpoints that match endpoint profiling policies except Cisco IP phones and workstations in Cisco ISE.

RegisteredDevices--This endpoint identity group includes endpoints, which are registered devices that are added by an employee through the devices registration portal. The profiling service continues to profile these
devices normally when they are assigned to this group. Endpoints are statically assigned to this group in Cisco ISE, and the profiling service cannot reassign them to any other identity group. These devices will appear
like any other endpoint in the endpoints list.

You can edit, delete, and block these devices that you added through the device registration portal from the endpoints list in the Endpoints page in Cisco ISE. Devices that you have blocked in the device registration
portal are assigned to the Blacklist endpoint identity group, and an authorization profile that exists in Cisco ISE redirects blocked devices to a URL, which displays

"Unauthorised Network Access", a default portal page to the blocked devices.
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Unknown--This endpoint identity group includes endpoints that do not match any profile in Cisco ISE.

In addition to the above system created endpoint identity groups, Cisco ISE creates the following endpoint identity groups, which are associated to the Profiled identity group:
Cisco-IP-Phone--An identity group that contains all the profiled Cisco IP phones on your network.

Workstation--An identity group that contains all the profiled workstations on your network.
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In Cisco ISE, network access devices (NADs) are individually configured under the Network Devices section. Each network device entry includes details such as IP address, shared secret, and optional ports for
RADIUS and CoA (Change of Authorization) communications.

Since some of the devices are using nondefault CoA ports, the administrator must specify the correct port information for each device. This configuration ensures that Cisco ISE can properly communicate with and
manage these devices using the appropriate CoA port settings.
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-
2/31sg/configuration/guide/conf/dot1x.html
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Click Identities, and then click Users. Step 1
Click Add (+) to create a new user. Step 2
Enter the user details, and then click Save. Step 3
Click Administration, and then click Step 4

Identity Management.




Click Administration, and then click
Identity Management.

Click Identities, and then click Users.

Click Add (+) to create a new user.

Enter the user details, and then click Save.
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One key difference between RADIUS and TACACSH+ lies in their encryption mechanisms and the scope of their encrypted data:
RADIUS:

Encrypts only the password field in the packet.

|

The rest of the packet, including attributes such as usernames, accounting information, and
|

authorization data, is sent in cleartext.
Uses UDP ports 1812 for authentication and 1813 for accounting (originally 1645 and 1646 for
|

older implementations).
Primarily focuses on authentication and accounting, with limited control over authorization.

|

TACACS+:

Encrypts the entire packet (except the header), ensuring that all sensitive data, including
|
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usernames and accounting information, is secure.
Uses TCP port 49, which provides reliable transmission and ensures packet delivery.
|

Separates authentication, authorization, and accounting (AAA) functions, offering granular
|

control over each phase.
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-

4/admin_guide/b_ISE_admin_guide_24/m_configure_client_provisioning.html#ID1405 It is mandatory to include the client provisioning URL in authorization policy to enable the agent to popup in the client machines.
This prevents request from any random clients and ensures that only clients with proper redirect URL can request for posture assessment.
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https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_network devices.html
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/install_guide/b_ise InstallationGuide26.pdf
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After you install a Cisco ISE node, all the default services provided by the Administration, Policy Service, and Monitoring personas run on it. This node is in a standalone state. You must log in to the Admin portal of the
Cisco ISE node to configure it. You cannot edit the personas or services of a standalone Cisco ISE node. You can, however, edit the personas and services of the primary and secondary Cisco ISE nodes. You must
first configure a primary ISE node and then register secondary ISE nodes to the primary ISE node.

Reference:

https://www.cisco.com/c/en/us/td/docs/security/ise/2-

2/admin_guide/b_ise_admin_guide 22/b_ise_admin_guide 22 chapter_010.html
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Switch(config)# gigabitEthernet1/0/2

switch(config)# authentication port-control auto

Switch(configi# autHentication host-mode multi-auth

A. IPEFEZRZREBY HIE

B. B DIPEREZ KT 56
C.NAN—NAHF—%FERT 21— —2MHLT 55HE
D. EBDY 547> bhERENI=NT ZHAIT 258
IEfi#: (EfEZRTLEY)

B fE: 85

1DDTRIEIZ2DNDCiscolSE/ — FBNBRE SN TLSBZEDEMAE— XA TI N,
A. B2

B. 79747

C.Ravk7BRY

D. 5%

Ef#: (EfEZRILET)

https://www.cisco.com/c/en/us/td/docs/security/ise/2-
2/admin_guide/b_ise_admin_guide 22/b_ise_admin_guide 22 chapter_010.html
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Capturing the User-Agent string for profiling requires the RADIUS probe, because User-Agent information is learned from RADIUS authentication exchanges and from Device Sensor RADIUS accounting attributes sent
by the switch. Enabling the RADIUS probe allows ISE to receive and use this browser-based profiling data.
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When the inactivity timer is enabled, the switch monitors the activity from authenticated endpoints. When the inactivity timer expires, the switch removes the authenticated session. The inactivity timer for MAB can be
statically configured on the switch port, or it can be dynamically assigned using the RADIUS Idle-Timeout attribute
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Switch(config)# aaa new-model
Switch(config)# aaa authentication dot1x default group radius
Switch(config)# aaa-authorization network default group radius

A. aaa authorization auth-proxy default group radius

B. RADIUSH —/\—VSA Sandz2:E

C. radius-server/& 148 include-in-access-req

D. IPT /34 REHf

E. dot1x3 R 7 L EBEEHI1E
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radius server vsa send authentication is enabled by default on IOS 15.X and later versions.

To configure a switch to accept downloadable ACLs from a Cisco ISE server, the following two commands are required:

ip device tracking: This command enables the switch to track IP device information, which is needed for the ISE server to provide dynamic access policies based on a device's IP address.
dot1x system-auth-control: This command enables 802.1X authentication on the switch and allows the switch to forward authentication requests to the ISE server.
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Certificate Authentication Profile: A Certificate Authentication Profile needs to be configured in Cisco ISE. This profile specifies the requirements for client certificates, such as certificate types, acceptable certificate
authorities (CAs), and other certificate validation criteria.

EAP Authorization Profile: An EAP Authorization Profile must be configured in Cisco ISE. This profile defines the authorization policies and access privileges for devices and users authenticated using EAP-TLS. It
specifies the network resources, VLAN assignments, and other attributes that should be applied to the authenticated devices and users.
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DHCP can be one of the most useful data sources for an endpoint device. A primary use of DHCP in profiling has been to capture the device MAC address, but it can also be used to capture other probes as well. The
true value in the DHCP probe is that many other attributes can be gleaned to help identify the type of endpoint. As HTTP carries User-Agent field, DHCP requests carry a Class-ldentifier field that helps identify the
operating system of a device. Some organizations have been known to use a custom DHCP Class-Identifier string to help identify a device as a corporate asset.
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Cisco ISE hardware appliances support zero-touch provisioning using a USB drive that contains the required configuration file. This is the mandatory media type for ZTP on ISE physical appliances.
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D. ICMP

EfE:B(AAV FEHEKT D)

https://community.cisco.com/t5/security-documents/ise-profiling-design-guide/ta-p/3739456#toc-hld-790343135
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-configure- eap-tls-authentication-with-is.html
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A. admin/admin

B. ISEAdmin/admin

C. admin/cisco
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-

1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_compliance.html#AnyConnect_Temporal_Ag ent_Workflow_For_Windows
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When configuring certificates for Bring Your Own Device (BYOD), it is important to consider populating the CN (Common Name) field with the endpoint host name. The CN field should contain the host name or FQDN
(Fully Qualified Domain Name) of the endpoint device. This allows the certificate to be properly validated when the device connects to the network. The CN field helps ensure that the device is correctly identified and
authorized for network access.
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To ensure Cisco ISE receives the necessary DHCP traffic for profiling, the access switches must be configured to send copies of DHCP traffic to the Cisco ISE Policy Service Node (PSN). This enables ISE to analyze
DHCP attributes and accurately profile the endpoints.
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Click Export Selected, click Key, and enter the password.

Click Administration, and then click Identity Management.

Click Start Export, and then click OK.

Click Identities, dick Users, and then select the list of users.

Click Export Selected, click Key, and enter the password.

Click Start Export, and then click OK.
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-
4/admin_guide/b_ISE_admin_guide_24/m_setup_cisco_ise.html#reference_94D3872F7DED452
2909A3FF3ECFCDB23

Policy Service Check this check box to enable any one or all of the following services:
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Enable Session Services: Check this check box to enable network access, posture, guest, and client-provisioning services.
Enable Profiling Service: Check this check box to enable the Profiling service.
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B. LDAP 389

C.HTTP 80

D. HTTPS 443
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These are the important ports to open in AD implementation.
https://cloudinfrastructureservices.co.uk/active-directory-ports/
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The Device Admin service must be explicitly enabled on the Cisco ISE node to activate TACACS+ functionality. Even with a Device Administration license installed, TACACS+ operations will not run until this service is
turned on under the node's service settings.
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Based on numerous deployment experiences, the recommendation is to set the tx-period value to
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10 seconds to provide the most optimal time for MAB devices. Setting the value below 10 seconds may result in unwanted behavior, and setting the value greater than 10 seconds may result in DHCP timeouts.
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Enable Password Change Control.

step 1

Open Work Centers, open Device Administration, and

then open Settings.

step 2

Select Enable Telnet Change Password.

step 3

Open the Session Key Assignment tab, and then click

Save.

step 4




Open Work Centers, open Device Administration, and

then open Settings.

Enable Password Change Control.

Select Enable Telnet Change Password.

Open the Session Key Assignment tab, and then click

Save.
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switchport mode access

switchport access vlan 10

switchport wvoice wvlan 20

authentication event fail action next-method
authentication host-mode multi-auth
authentication order mab dotlx
authentication port-control autso
authentication vieclation restrict

snmp trap mac-notification change added
snmp trap mac-notification change removed
dotlx pae authenticator

dotlx timeout tx-peried 10

snmp trap mac-notification change removed
dotlx pae authenticator

dotlx timeout tx-period 10

A. dot1q

B. dotx

C. mac

D. EF

Eff:D(QAA U FEHRKRT D)

The command mab needs to be added to enable MAC Authentication Bypass, which allows devices that don't support 802.1X (like printers) to authenticate using their MAC address instead.
The config already has authentication order mab dot1x (telling the switch to try MAB first, then
802.1X), but without the mab command explicitly enabled on the interface, MAB won't actually run.
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A Device Sensor is a feature of access devices. It allows to collect information about connected endpoints. Mostly, information collected by the Device Sensor can come from these protocols:
- CDP

- LLDP

- DHCP

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200292-Configure- Device-Sensor-for-ISE-Profilin.html
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applance(cordl-radius-server) ¥ address i

10,201.214.24 suth-port 1812 scch-port 1813 gerd

apphance{config)# cts import-pac disk]:/pac_file pac

password Clscol 23 g Bl

U e =

ﬂp:ﬂ:.:rr-f_\-je'nr'q;-tm -] shen 3
i

Appiance| config-radus-server ) # pac “I e

hery Crscol 23 i

appiance| config) # radius Serer clico-se

sppliance{confiy-radus-server) Faddress
vl 10.201 214,24 auth-port 1645 aoct-port 16496

1F fiZ:
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appliance( conflg-radius-senver) Faddress ipvd

10.201.214.24 auth-port 1812 scct-port 1813 applianco{config)#ads new-model

applance{oonfiglr cts import-pac disk]:/pac_fike.pac
passwond Ciscol2d

appliance{config)d radius server clico-ise

spplance{ configadis- safver Jllpad
ey Clacnl23

appliance{config-radius-server raddress
Igvd 10.201.214.24 auth-port 1645 aoct-port 1646
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A. EAP-FASTREMIZCIE > TWLWEEA,

B.SGTYYEVIEERZEINTLWELA,

C.TNARIA)TANR—HMLEEA,

D. 7/31 RIZHERK cts FREE1EHR trustsec verify 1 A Y T A,

EfR: (ERERELET)

The Cisco TrustSec device ID and password for this switch to use when authenticating with other Cisco TrustSec devices with EAP-FAST.
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Press Add.

Name:HQ step 1
IP:10.10.10/32
Access Administration-Network Devices. step 2
Check RADIUS Authentication Settings, =% % s
Shared Secret PASSWORD1 ¢ *
Click Submity, step 4

1E fiz:




Access Administration-Network Devices.

Press Add.
Name:HQ
IP:10.10.10/32

Check RADIUS Authentication Settings.
Shared Secret PASSWORD1

Click Submit,
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A. TACACS+IZIPsec TREMEEZEITL, RADIUSIIDTLSEESLEFERALET,

B. TACACS+ [LFREBEBIE # AR L . RADIUS [FBID /7y b Ay A —%BINT 5 L TEREFEMSIEET,

C.TACACS+ [FaX Y R 7ho T4 0T &R L RADIUS [FERFEL BRI AEHLEET,

D. TACACS+ |& SSL SIBAZE#FERA L £ 9 A RADIUS (IEESE#EEEZF >TULVEH A,
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TACACS+ provides command accounting, allowing Cisco ISE to log every command executed by an administrator, which is highly useful for audit and compliance reports. In contrast, RADIUS combines authentication
and authorization in a single process and does not support per- command accounting. This makes TACACS+ preferable for detailed administrative activity reporting.
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Remove the ISE machine account from the domain.
This is the correct action because the machine account represents Cisco ISE in AD. Removing it effectively disconnects ISE from the domain.
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A. TCP/8000

B. TCP/8080

C. TCP/8905

D. TCP/8999
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Cisco ISE presents the Admin certificate for posture and client provisioning on TCP port 8905.

This port is used to securely communicate with endpoints during posture assessment and provisioning processes.
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D. EfEE
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In the 802.1X authentication framework, the supplicant is the device or software application that provides the identity credentials (such as a username and password or digital certificate) during the authentication
process. It communicates with the authenticator using the Extensible Authentication Protocol (EAP) at Layer 2.

The supplicant is essential for initiating the authentication process and ensures secure communication of identity credentials via EAP.
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A. EAP
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C. PAP

D. MSCHAPV2

E. MSCHAPV1
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One of the key differences between TACACS+ and RADIUS lies in how they handle the AAA (Authentication, Authorization, and Accounting) functions:
TACACSH+:
|

TACACS+ separates the AAA functions into distinct processes. This means that authentication, authorization, and accounting are handled independently, providing more granular control over each process. TACACS+
encrypts the entire payload (except for the header), offering a higher level of security for the transmitted data.

RADIUS:

|

In contrast, RADIUS combines the authentication and authorization processes into a single step, which can limit flexibility. Additionally, in RADIUS, only the user password is typically encrypted in the packet payload;
the rest of the information, including accounting data, is sent in clear text.
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A. Cisco App Store

B. Microsoft App Store

C. Cisco ISE directly

D. Native OTA functionality
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https://ciscocustomer.lookbookhq.com/iseguidedjourney/BY OD-configuration
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authentication open gives the administrator the possibility to have connected endpoint even if they fail the authentication.
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https://community.cisco.com/tS/network-access-control/ise-certificate-import-export/m-p/3847746
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Laptop Switch

A. ERBRY O—
B.£:t70774L
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C. MAB

D. 802.1x
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MAC Authentication Bypass (MAB) is the authentication method that uses the MAC address of a device (such as a printer) to grant network access when 802.1X is not supported. The administrator can configure ISE to
authenticate the printer using its MAC address.
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A. permit tcp any any eq <port number>

B. aaa group server radius proxy

C. ip http port <port number>

D. aaa group server radius
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/https/command/nm-https-cr-book/nm-https-cr-cl-sh.html#wp2154019954
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A. Radius_Called_Station-ID_ENDSSWITH_

B. MAC_MACAddress_CONTAINS _

C. DHCP_dhcpCacheDevicelD_CONTAINS _

D. MAC_OUI_ENDSWITH_

IEfE: (EfEZRRLET)

When creating a custom profiling policy in Cisco ISE for a specific device - such as an loT connector identified by its MAC address - the profiling condition must accurately match the attribute that is reliably reported by
the network access device. In many scenarios, especially with Cisco devices, the Called-Station-Id attribute in RADIUS messages contains the MAC address of the connecting device. However, due to the way some
devices or controllers format this attribute, extra characters or prefixes may be appended. Using the condition "ENDSSWITH" ensures that the policy will correctly match the tail end of the Called-Station-Id string to the
expected MAC address, regardless of any additional formatting at the beginning.

Radius_Called_Station-ID_ENDSSWITH_<MAC ADDRESS>

This condition tells ISE to examine the Called-Station-Id attribute from RADIUS messages and check whether it ends with the specified MAC address. This is a common and reliable method for profiling devices where
the MAC address might be appended to additional text.
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Register the secondary node.

Define personas for the secondary node.

Enable Administration and Monitoring personas on the

e
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Enable Administration and Monitoring personas on the first node.

Register the secondary node.

Define personas for the secondary node.

Explanation:
https://www.ciscopress.com/articles/article.asp?p=2812072
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-
1/sponsor_guide/b_spons_SponsorPortalUserGuide_21/Support_Guests.html
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central- web-auth-00.html
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Configure Authorization Profile

The authorization profile in Cisco ISE now includes an option to scan endpoints for vulnerabilities.
You can choose to run the scan periodically and also specify the time interval for these scans.
After you define the authorization profile, you can apply it to an existing authorization policy rule or create a new authorization policy rule.
https://www.cisco.com/c/en/us/td/docs/security/ise/2-
2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_ 22 chapter_010100.html
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A Windows-based device downloads the Network Assistant Manager from Cisco ISE. During the BYOD onboarding process, ISE serves the necessary agent software directly to the endpoint.
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1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide 20 _chapter_0100010.html TACACS+ Profile TACACS+ profiles control the initial login session of the device administrator. A session refers to each individual
authentication, authorization, or accounting request. A session authorization request to a network device elicits an ISE response. The response includes a token that is interpreted by the network device, which limits the
commands that may be executed for the duration of a session. The authorization policy for a device administration access service can contain a single shell profile and multiple command sets. The TACACS+ profile
definitions are split into two components:

Common tasks

Custom attributes

There are two views in the TACACS+ Profiles page (Work Centers > Device Administration > Policy Elements > Results > TACACS Profiles)--Task Attribute View and Raw View. Common tasks can be entered using
the Task Attribute View and custom attributes can be created in the Task Attribute View as well as the Raw View.

The Common Tasks section allows you to select and configure the frequently used attributes for a profile. The attributes that are included here are those defined by the TACACS+ protocol draft specifications. However,
the values can be used in the authorization of requests from other services. In the Task Attribute View, the ISE administrator can set the privileges that will be assigned to the device administrator. The common task
types are:

Shell

WLC

Nexus

Generic

The Custom Attributes section allows you to configure additional attributes. It provides a list of attributes that are not recognized by the Common Tasks section. Each definition consists of the attribute name, an
indication of whether the attribute is mandatory or optional, and the value for the attribute. In the Raw View, you can enter the mandatory attributes using a equal to (=) sign between the attribute name and its value and
optional attributes are entered using an asterisk (*) between the attribute name and its value. The attributes entered in the Raw View are reflected in the Custom Attributes section in the Task Attribute View and vice
versa. The Raw View is also used to copy paste the attribute list (for example, another product's attribute list) from the clipboard onto ISE. Custom attributes can be defined for nonshell services.
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Answer Area

select Posture and Disk Encryption Condition 1
access the Disk Encryption Condition window b(\‘ step 2
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access Policy Elements and Conditions step 4

Answer Area

access Policy Elements and Conditions

auctmm and Disk Encryption Condition

access the Disk Encryption Condition window

select the Encryption settings
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Cisco ISE needs the session-related service to process authentication flows and the profiling service to identify the endpoint and place it into the appropriate endpoint identity group.
In Cisco ISE, profiling must be enabled on the deployment node, and the endpoint must then be categorized into the profiled identity group based on the profiling policy results.
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To integrate Cisco ldentity Services Engine (ISE) with Active Directory (AD), the ISE node must join the AD domain. This enables Cisco ISE to authenticate users and devices against the directory and enforce policies
based on AD attributes.

Steps to Perform the Join Operation:

1. Navigate to Administration > Identity Management > External Identity Sources > Active Directory in the Cisco ISE GUI.

2. Provide the AD domain name and ensure network connectivity to the AD servers.

3. Use an AD account with appropriate privileges (often a domain admin or delegated account with join permissions) to perform the join operation.

4. After successful domain join, Cisco ISE can query the AD for user and group information.
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It should be Device Type, Medical Switch could be located on any floor or any room.
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Kerberos authentication is only supported through Active Directory in Cisco ISE. Therefore, when a Sponsor portal must authenticate against an external source using Kerberos, the external identity database must be
Active Directory.
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https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html
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https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html The persona or personas of a node determine the services provided by a node. An ISE node can assume any or all of the following
personas: Administration, Policy Service, and Monitoring. The menu options that are available through the administrative user interface are dependent on the role and personas that an ISE node assumes. See Cisco
ISE Nodes and Available Menu Options for more information.
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To support the integration of Cisco ISE with a Cisco Mobility Services Engine (MSE) and a Wireless LAN Controller (WLC) for restricting access based on the location of a patient, the MAP Location option must be
selected in the Authorization Profile in Cisco ISE.

The MAP Location option allows Cisco ISE to leverage location information provided by the MSE.

This ensures that authorization policies are dynamically applied based on the endpoint's physical location, such as restricting access to patient records to specific rooms in the hospital.
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http://www.network-node.com/blog/2016/1/2/ise-20-profiling
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Cisco ISE blocklist portal messaging that mixes static and dynamic content requires portal customization that supports both HTML and JavaScript.

The blocklist portal is one of the end-user portals that can be customized through the portal text content, and Cisco's portal customization guidance specifically notes HTML and JavaScript support for these web portals.
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A typical self-registration guest lifecycle in Cisco ISE requires two separate Authorization Profiles to handle the user before and after authentication:

The Redirect Phase (Option C): When an unauthenticated guest first associates with the GUEST- WIFI SSID shown in image_039618.jpg, Cisco ISE needs to intercept their traffic. You must configure an Authorization
Profile that passes the URL redirection attributes and a redirection ACL back to the WLC. This forces the user's web browser to load the self-registration guest portal.

The Access Phase (Option A): Once the user successfully registers and logs into the portal, Cisco ISE sends a Change of Authorization (CoA) to update the session. A second Authorization Profile must be configured
to grant the endpoint full or limited internet access (typically by removing the redirection constraints and applying a standard permit policy).

B ff: 186


https://www.jpnshiken.com/q/69040-6475911/

MAC7 K L R04:85:70:26:64:ABO L FiRA > DRy b T—O ADEHEHAAET , X2 ) 71 BEE(L, FRIATIZDHCPODNSH EDHY—ERANDT IV A FIERIND L SITLEZVWEBFBZTHWET , *Y b+
D=9 ~ADINTIERE BIANEBLI-BEIZOAHFATINET,

802 AXEREE, B2 E -3 - EBEIIEDISERRAE—FEREIARETLLIMN?

A E-24—FE—F

B. EEHEE—F

C.A—7 E—F

D. 7O—XE—FK

FfE: (EfEZRTLEY)

B R: 187

RADIUS &b LT- TACACS+ D 2 DDEWIATEM? 2DFBATLIEELY,)

A. TACACS+ (a9 a3 LR FSURKR—F O POLEFERALEIMNA RADIUS (FaRI a3 VB LS URKR—F 7R MILEZFERALET,
B. TACACS+ [Fax9 L a B LS URKR—F 7O FaLZFERALEITA RADIUS IFaRI VIV LAB NS VURR—F O FaLEFERALET,
C.TACACS+ [Fa—H—C¢IZEHD Y a3 vEHR—FLETHA _RADIUS (FA—H—TEIC1 DDy avEYR—FLET,

D. TACACS+ /N7y f R4 O—F2KZERBEILLETHN RADIUS [ZNNRT—FDHZEREEILLET,

E. TACACS+ (/SR T— FDHZEBIE LETHN _RADIUS (/37 y b RAO—F£EKZEEEELET,

R (ERERTELET)

B - 188

2y bI—=0 T PZ7I& Cisco ISEBADERIRAEBEI 2 —XITHY  ry bT—V ZRETIDENHYET , Ry FT—VBERICF BFORY FT—0 BB RTLMEAESNTLET,

BHRENET H=HDIC, EDFATOTO—T#BRT ILENHYFETM?

A. NMAP

B. ##&

C. SNMP

D.*vy k70—

IEfE: (EffZzRnLET)

When there's an existing network management system (NMS) already doing network monitoring, the appropriate ISE probe is SNMP - specifically the SNMP Query probe, which allows ISE to query network devices
(switches, WLCs) to gather endpoint information such as MAC addresses, connected ports, and VLAN data.

SNMP integrates naturally with an existing NMS infrastructure during the discovery phase. The other options are distractors: NMAP is active scanning, RADIUS requires authentication events to already be flowing, and
NetFlow is for traffic analysis rather than endpoint discovery.
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To remove a device that has been allowlisted manually on Cisco ISE, the correct answer is option

- Administration > Identity Management > Groups > Endpoint Identity Groups. This option allows you to view and edit the endpoint identity groups that are configured on Cisco ISE, and to delete any device that belongs
to a specific group.
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4/admin_guide/b_ISE_admin_guide 24/m_setup_cisco_ise.html#ID185

B 194

IV =TFIE CiscolSE#EALT YR—FTELVWIUVRRA D MIRY FT—9 7O REZRETILENHY FT,

802.1X, T KR4 > FMACT7 RLRIE, TV FRA U FIDTIV—T B ET D ETHAU R MIBERTIVENHY FT, UTORENETINELT:,

- allowlist EWNSEZRID ID JIIL—TEH/ELFELS-

-IVRRA U bE BEBMEDOLGIOWMACTY FLRZERATHLSITHEELELL:

802.1XT/\ A X

-ITURRA Y bEFHFAYR MDY IL—FITEMLFELS:

MABA—H—MmTDERIRY) O—ZFZELFE LT

RZHRET DLENHYEITM?

A BESNERYO—IZEDWT HAYR MOIDYIL—TIZ—BITHH/ETOT7M4IL

B. PermitAccesstER ## 5 #HA U X MDY IL—TFIZ—KIT B3RE 0774

C. PermitAccesstEfR =5 FFal ) X MDY IL—TFIZ—ET B3R o —

D. PermitAccesstER &4 5 Hal ) R MDY I —TI—BTHRIETR T 7ML

EfR: (EfEZzRTLET)

Since the endpoints cannot support 802.1X, they must be authenticated using MAC Authentication Bypass (MAB). The authentication policy has already been configured for MAB users, meaning ISE will attempt to
authenticate based on the MAC address. However, to grant network access to these devices, an authorization policy is required.

Authorization Policy determines what level of access should be granted after authentication. The policy must match devices in the allowlist identity group and apply the PermitAccess permission, allowing them onto the
network.
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-8-0E/15-
24E/configuration/guide/xe-380-configuration/dot1x.html
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When using posture assessment, it is critical to keep the compliance modules as up to date as possible. Many TAC cases are opened due to an endpoint failing posture checks. The remedy for such cases is simply to
update the ISE and AnyConnect compliance modules because the client is running a newer version of some antivirus software, and a new compliance module is required to detect that new version correctly.
AnyConnect Configuration: These configurations are built per operating system (Windows and macOS) and control what AnyConnect modules should be provisioned through the CPP and what PROFILES should be
leveraged per module.

AnyConnect Posture Profile: This is the posture configuration for the SYSTEM SCAN MODULE, where you control all aspects of the posture module, but it is not called a configuration; rather, it is called a profile for
alignment with the AnyConnect naming convention in Cisco's ASA.
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To allow devices to continue being dynamically reprofiled, the CSV must set Static Assignment = FALSE, and the field that controls this behavior is the Identity Group Assignment field. This ensures ISE does not lock
the device into a static group and can reprofile it indefinitely.

BE: 202

IVCZTFIE Ry FT—4SRDCisco ISEQH L WA EERZRTLTHY BB/ —FO Iz —IA—N—F T a3 vERFLTVET BB/ — FABICKRY O —DERICERTZAL2HEET INENH Y
FY, COWREZEVNCTS-ODOEHKFRITIMN?

A1DDRYO—H—ER/—FREIDDERELUV NS TNV a—TFTa2F/—F

B.1ODTS5A4T BB/ —FE1IDDERBLU NS TN a—TFa2F/—F

C.T7AA AV FADIDDTSA)EBE/ —FE1DODEA A )EBE/ —F

D.1DODRY —H—ER/—F&1D2DEHVRF)EE/—F

IEfg: (EfERELET)

B 203

KNS5 CiscoISEQTAT7A YT T—2EWMBTEIHETIELEVBLDIEENTTM?
A.HTTP

B. DNS

C.SNMP&Z T 1)

D. &

E.709T47RFv>

F.xvy k70—

Efg: (EfeERELET)


https://www.jpnshiken.com/q/69040-6475926/
https://www.jpnshiken.com/q/69040-6475927/
https://www.jpnshiken.com/q/69040-6475928/
https://www.jpnshiken.com/q/69040-6475929/

B 204

ARV —DNRRUY—R—F NS TRA T AT FE—BERT BHICIE, ED2DDAHEEZBIRIARETLLIMN?

A SUF L

B. ATl

C.74')—

D. #iAf

E. BX%N

IEf#: (EfEERTLET)

https://www.cisco.com/c/en/us/td/docs/security/ise/2-
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To accomplish this task, the Cisco ISE administrator must follow these steps:

- Create a blocklist identity group.

- Add each MAC address of the endpoints that must be restricted from accessing the network to the blocklist identity group.
- Create a policy that denies access to the blocklist identity group.
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- Apply the policy to the network access devices.
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The administration persona can take on any one of the following roles: Standalone, Primary, or Secondary. If the primary Administration ISE node goes down, you have to manually promote the secondary
Administration ISE node. There is no automatic failover for the Administration persona.
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RFC 3576 and its successor RFC 5176 defined a new enhancement to RADIUS known as Dynamic Authorization Extensions to RADIUS, more commonly called Change of Authorization (CoA).
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