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Explanation

https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html The persona or
personas of a node determine the services provided by a node. An ISE node can assume any or all of the
following personas: Administration, Policy Service, and Monitoring. The menu options that are available
through the administrative user interface are dependent on the role and personas that an ISE node assumes.
See Cisco ISE Nodes and Available Menu Options for more information.

B3

2YRI—=VIVOZTRE Ry bVI—VREEBRATH LR FHLGE2TZEALTT VR G#HZE
Xkd 2BENADHYET,

NERT—FTNGHETERT DICIE, EOMELZERT ILENHYEITH?

A. RBAC

B. dACL


https://www.jpnshiken.com/shiken/Cisco.300-715J.v2020-12-29.q28.html
https://www.jpnshiken.com/q/8191-935471/
https://www.jpnshiken.com/q/8191-935472/

C.SGT
D. VLAN

EfR: (ERERTLET)

BiE: 4
BRESHEL TSI

Ik TN
P Lt
. I|i .

r-l I,’rrl A s |
il ﬂj/g/ /M im' ;"
I.J.' i !' (i j;

Wi
"-III '“ I‘I

'I‘ 1] I'L‘ﬂll'h :l’ 'If".nlI mr H

FS IO a—TFT 4 VT HBNERTTDEHIZ, R4 YFODCUATAAINFaT Y FIZENTTH,
LR BRERTIT S
. show authentication interface gigabitethemet2 / 0/36
BRIty Y a v AYY RERRLET
CREEtE v 2 3 U EFRRT HSmac000e.84af.59afE¥#l
EfE:D(QAAV FEHKT D)

UOW>

Eﬁ:ﬁ: 5

T4 — FH—EXDBEET D-ODEHIERTTH?

A.CiscOISEIZ 7 4+ — FE#FHEF O O— R B5=HDICHEBBY—N—IZT7 VR TEZET

B. Cisco ISE& 7 4 — KH—/\—DBI TTCP/R— +3080% A< AENHY FT

C.Cisco ISEIZIFEAR A o ADBHYFET,

D.Cisco ISElE 7 4 — REFZF D O—FT50DA 03—y r 7 EREZHF >TVWET
EfE: A (24 FERET )

BRi: 6
Cisco ISE/ — KM LMABA—HY—IZT I T4 THT I T4 TRAX—ZEWIZEY B THE=-HIZFERASIN
SRADIUSEM& X ENTT HY,

Aty a3 ALTD L
B. 74 FILAA LTI+
C.radius-server® 4 L7 k


https://www.jpnshiken.com/q/8191-935473/
https://www.jpnshiken.com/q/8191-935474/
https://www.jpnshiken.com/q/8191-935475/

D.&TT7V a3y

IEfR: (EffZzRTLET)

Explanation

When the inactivity timer is enabled, the switch monitors the activity from authenticated endpoints. When the
inactivity timer expires, the switch removes the authenticated session. The inactivity timer for MAB can be
statically configured on the switch port, or it can be dynamically assigned using the RADIUS Idle-Timeout
attribute
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Monitoring = provides advanced monitoring and troubleshooting tools that you can use to effectively manage
your network and resources Policy Service = provides network access, posture, guest access, client
provisioning, and profiling services.

This persona evaluates the policies and makes all the decisions.

Administration = manages all system-related configuration and configurations that relate to functionality such

as authentication, authorization, auditing, and so on pxGrid = shares context-sensitive information from Cisco
ISE to subscribers

https://www.cisco.com/c/en/us/td/docs/security/ise/1-4/admin_guide/b_ise _admin_guide_14/b_ise_admin_guide
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide
Default Endpoint Identity Groups Created for EndpointsCisco ISE creates the following five endpoint identity
groups by default: Blacklist, GuestEndpoints, Profiled, RegisteredDevices, and Unknown. In addition, it creates
two more identity groups, such as Cisco-IP-Phone and Workstation, which are associated to the Profiled
(parent) identity group. A parent group is the default identity group that exists in the system.

Cisco ISE creates the following endpoint identity groups:

* Blacklist-This endpoint identity group includes endpoints that are statically assigned to this group in Cisco
ISE and endpoints that are block listed in the device registration portal. An authorization profile can be defined
in Cisco ISE to permit, or deny network access to endpoints in this group.

* GuestEndpoints-This endpoint identity group includes endpoints that are used by guest users.

* Profiled-This endpoint identity group includes endpoints that match endpoint profiling policies except Cisco IP
phones and workstations in Cisco ISE.

* RegisteredDevices-This endpoint identity group includes endpoints, which are registered devices that are
added by an employee through the devices registration portal. The profiling service continues to profile these
devices normally when they are assigned to this group. Endpoints are statically assigned to this group in Cisco
ISE, and the profiling service cannot reassign them to any other identity group.

These devices will appear like any other endpoint in the endpoints list. You can edit, delete, and block these
devices that you added through the device registration portal from the endpoints list in the Endpoints page in
Cisco ISE. Devices that you have blocked in the device registration portal are

* assigned to the Blacklist endpoint identity group, and an authorization profile that exists in Cisco ISE
redirects blocked devices to a URL, which displays "Unauthorised Network Access", a default portal page to
the blocked devices.

* Unknown-This endpoint identity group includes endpoints that do not match any profile in Cisco ISE.

In addition to the above system created endpoint identity groups, Cisco ISE creates the following endpoint
identity groups, which are associated to the Profiled identity group:

* Cisco-IP-Phone-An identity group that contains all the profiled Cisco IP phones on your network.

* Workstation-An identity group that contains all the profiled workstations on your network.
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https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_id_stores.html
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Explanation
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-8-0E/15-24E/configuration/guide/xe-380-
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide
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Explanation
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide
Step 1 Choose Administration > System > Deployment.

The Register button will be disabled initially. To enable this button, you must configure a Primary PAN.

Step 2

Check the check box next to the current node, and click Edit.

Step 3

Click Make Primary to configure your Primary PAN.

Step 4

Enter data on the General Settings

Step 5

Click Save to save the node configuration.
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